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Motivation
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How does sovereignty affect network operators?

[4] Jaume Masdeu for Econmoia, La Vanguardia, dated 09.10.2023.
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What is sovereignty in networks?

Technology 

Sovereignty [5,6]

DevelopProvide Outsource

Sovereignty = Ability of an institution to provide a service without any structural dependencies.

[5] Edler, Jakob, et al. Technology Sovereignty: from demand to concept. No. 02/2020. Perspectives-Policy Brief, 2020.

[6] Weber, Arnd, et al. "Sovereignty in information technology." Security, safety and fair market access by openness and control of the supply chain. Karlsruhe: KIT-ITAS, 2018.

Available ??



Our contribution

1. A novel metric to capture network sovereignty

 Network planning besides availability

2. Realization of network sovereignty

 An end-to-end cellular system

based on products of three local startups

(see demo tomorrow)

Technological Sovereignty in Communication Networks
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What is sovereignty in networks?

Technology 

Sovereignty [5,6]

DevelopProvide Outsource

Available ??

Sovereignty = Ability of an institution to provide a service without any structural dependencies.

Reliability = Ability of a device to deliver uninterrupted service over a period of time.

Availability = Probability that a device delivers its service at a particular time instant.

[5] Edler, Jakob, et al. Technology Sovereignty: from demand to concept. No. 02/2020. Perspectives-Policy Brief, 2020.

[6] Weber, Arnd, et al. "Sovereignty in information technology." Security, safety and fair market access by openness and control of the supply chain. Karlsruhe: KIT-ITAS, 2018.
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Availability vs Sovereignty

Network operator

Availability Sovereignty

Availability of a device. Availability of a manufacturer.

Which device? From whom?
How to 

arrange my 

network?

Cost?

Routing 

decisions?

Which subcomponent? From how many?

Single device failures. Failures of multiple devices 

from a manufacturer. 

Are they the same?
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Availability vs Sovereignty

For all components,
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Availability vs Sovereignty
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Previous case:
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A special attribute of dependability

Availability 0.998
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For communication networks, we define network sovereignty as

a network operator’s ability to operate a network without any

dependencies on component manufacturers

10

[7] S. Janardhanan, M. Samonaki, P. E. Heegaard, W. Kellerer and C. Mas-Machuca, "Network Sovereignty: A Novel Metric and Its Application on Network Design," 

in IEEE Transactions on Reliability, 2024, doi: 10.1109/TR.2024.3434560.
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Example application of network sovereignty

Manufacturer Assignment for Sovereignty (MAS) problem

Graph 

coloring 

methods

Given a network, the expected traffic, the number of manufacturers in the market,

What is the best manufacturer assignment possible such that the impact of manufacturer failures is 

minimized?

Traffic characteristics

List of Manufacturers
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Path Set Diversity Score (PSD Score)
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Path 

no.

Path M in Path s = 1 / |M| in 

path
Label Number

1 S-A-T Y 1 1/1

2 S-B-T R 1 1/1

3 S-C-T B 1 1/1

4 S-D-E-T Y,B 2 1/2

5 S-F-G-T B,R 2 1/2

6 S-H-I-T R,Y 2 1/2

7 S-J-K-L-T Y,B,R 3 1/3

PSD Score for flow from S to T 4.83
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Path Set Diversity Score (PSD Score)

13

S T

A
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C E

D

F

Path 

no.

Path M in Path s = 1 / |M| in path

Label Number

1 S-F-T R 2 1/2

2 S-A-D-T R,B 2 1/2

3 S-B-E-T Y,B 2 1/2

4 S-C-E-T Y,B Removed, redundant to Path 3

5 S-A-B-E-T R,Y,B 3 1/3

6 S-B-A-D-T Y,R,B Removed, redundant to Path 5

7 S-C-E-B-A-D-T Y,R,B Removed, redundant to Path 5

PSD Score for flow from S to T 2.33
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Path set approach - Initial Results, Abilene Topology

Naga is our algorithm to plan for network sovereignty

Naga outperforms all heuristics for any number of manufacturers.

Results are consistent across other topologies.

|M| : number of manufacturers

[7] S. Janardhanan, M. Samonaki, P. E. Heegaard, W. Kellerer and C. Mas-Machuca, "Network Sovereignty: A Novel Metric and Its Application on Network Design," 

in IEEE Transactions on Reliability, 2024, doi: 10.1109/TR.2024.3434560.



How can we improve network sovereignty in practice?

Increase reliability and trustworthiness of manufacturers - local manufacturers!
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Our contribution

1. A novel metric to capture network sovereignty

 Network planning besides availability

2. Realization of network sovereignty

 An end-to-end cellular system

based on products of three startups

(see demo tomorrow)

Technological Sovereignty in Communication Networks
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