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Tasks of the involved partners with respect to the deliverable (and respective 
tasks) presented in this report: 
 
Partner Short task description 
DTU • Lead of conceptual strategy around privacy and security  

• Lead of technical privacy and security aspects around the data 
platform  

• Technical implementation of privacy and security schemata 
around TP4 

• Lead of transfer of learnings/outcomes into formalized schemata 
and guidelines  

CU • Contribution to clarification of acceptability related privacy as-
pects in the context of TP4  

TUM • Strategy and structure for the deliverable 
• Support with formalization and integration of input for this deliv-

erable 
• Co-lead of transfer of learnings/outcomes into formalized sche-

mata and guidelines 
• Technical implementation of privacy and security schemata 

around TP2 
SK • Coordination of clarification of legal aspects around the use of 

machine learning in TP2  
• Support with the clarification of the implications of privacy, se-

curity, ethical, and legal implications for a medical device sub-
mission strategy  

• Support with implementation of privacy and security schemata 
around TP2 

• Contribution to transfer of learnings/outcomes into formalized 
schemata and guidelines 

SC • Technical implementation of privacy and security schemata 
around TP2 

• Contribution to transfer of learnings/outcomes into formalized 
schemata and guidelines 

TU/e • Privacy and security schemata around TPs 1 and 3 
• Contribution to transfer of learnings/outcomes into formalized 

schemata and guidelines 
DIN • Facilitation of transfer of learnings/outcomes into formalized 

schemata and guidelines 
FIAIS • Support with implementation of privacy and security schemata 

around TP2 
• Contribution to transfer of learnings/outcomes into formalized 

schemata and guidelines 
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Key expressions 

Abbreviations for partners: 
AH: ArjoHuntleigh 
AM: Alreh Medical 
CU: University of Copenhagen 
DTU: Technical University of Denmark 
EPFL: École Polytechnique Fédérale de Lausanne 
HUG: Hôpitaux Universitaires de Genève 
SC: SmartCardia 
SK: Schön Klinik 
TU/e: Eindhoven University of Technology 
TUM: Technical University of Munich 
ZZ: ZuidZorg 
 

Activation: Physical and cognitive activation before an incident or way to keep patient 
as long as possible in a good baseline health state. 

Activities of Daily Living (ADLs): Activity categories (e.g. dressing, bathing, feeding, 
etc.) which are necessary to maintain care independent living. 

Ambient sensors: Sensors not worn on the body but integrated into the environment, 
everyday objects, PI²Us, etc., primarily supply in REACH the context and labelling. 

D: Deliverable report. 

End-user: Elderly citizen that are supposed to profit from reach services and products. 

M: Project month within the project duration (e.g. M19 refers to project month 19, 
namely August 2017) 

Modularization: As defined, for example by (Baldwin & Clark, 2000), modularization 
can be considered as a means to control the internal complexity of a system e.g. 
by reducing and clarifying the interfaces between system elements. 

Personalized Intelligent Interior Units (PI²Us): Smart furniture which is used to inte-
grate the REACH concepts and functionality seamlessly into the different REACH 
use case settings. In a broader sense, Touchpoints will mainly materialize as “furni-
ture”, i.e., elements that can be placed and moved within a particular environment 
or setting (e.g., beds, bathroom furniture, mobile walkers/standers, large-scale in-
terfaces, smart flooring tiles, smart tables, etc.). Additionally, the Touchpoints will 
also appear as ambient sensor add-on modules and wearables. 

Physical Activity: Target condition of REACH. The systemized early detection and 
intervention-based prevention of physical inactivity and sedentary behavior in a va-
riety of care settings such as homes and everyday life, day care centers, and other 
geriatric facilities will not only significantly reduce the risk of LTC admissions and 
re-admissions (and thus as targeted by REACH reduce overall healthcare cost) but 
also increase the elderly’s functional performance, social participation, independ-
ence, and quality of life. 

Stakeholders: In REACH the term “stakeholders” refers to the entire network and the 
diversity of players, partners, shareholders, stakeholders, end users, organizations, 
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companies, institutions, and others that relate to, act in, are impacted by, and/or are 
interested in the activities, developments, and goals of the project. 

T: Task defined in the project proposal.  

Touchpoints/Engine concept: structures the envisioned REACH product-service-
system architecture, into manageable research and development clusters. 

Touchpoints: The “Touchpoints” will act as “graspable” front ends towards the end 
users (elderly). The Touchpoints will serve as data gathering devices and as me-
diators of services and interventions coordinated by the Engine towards the end 
user. Each Touchpoint is modular and made up of several subsystems which 
allow adapting the system both for a particular person or setting, as well as over 
time.  

TRLs, IRLs, SRLs: The concepts of Technology Readiness Levels (TRLs; see, for 
example, (NASA, 2012), and System and Integration Readiness Levels (SRLs/ 
IRLs, see, for example, (Sauser, et al., 2006)) can be used to track the maturity 
of the implemented sub-systems and their interfaces and integration with each 
other. In addition, project management can facilitate a successful system integra-
tion. 

Use case setting: Use case setting refers to the four solution operators, and this report 
refers to them as use case settings since they reflect concrete application sce-
narios. 

WP: Work package defined in the project proposal. 
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1 Introduction 

REACH creates new market opportunities for European industry, including SMEs to 
capitalize on European high-tech-knowhow, to make Europe a market leader in pre-
vention technologies, meanwhile tackling the ultimate cause of rising healthcare ex-
penditures. 

1.1 REACH overall hypotheses and goals 
REACH develops, matures, and integrates products, processes, and solutions that 
seek to prevent older citizens from loss of function and decline as a major cause of 
physical inactivity. As such, the REACH system transforms clinical and care environ-
ments such as homes and everyday life, day care centers and other forms of care 
into highly personalized and data-driven early intervention systems that engage older 
people in preventative and rehabilitative activity, primarily physical activity but also with 
regard to cognitive, mobility, social and nutritional aspects (see Figure 1-1).  
 

 
Figure 1-1: REACH solutions help to modify and optimize trajectories of physical capacity (image adapted 

from WHO “World Report on Ageing and Health”) 

1.2 REACH toolkit and Touchpoints 
The REACH toolkit guides the technical implementation of REACH. The toolkit com-
prises a series of partially independent components or “raw elements” developed by 
the partners, which can be classified into 11 categories (sensors, analytics and ML-
tools, devices, smart furniture, exercise and behavior change schematics, human-ma-
chine-interfaces, data storage platforms etc.). REACH has developed and refined a 
design methodology (Sensing-Monitoring-Intervention/SMI workflow) for the use case 
specific combination and integration of these elements (see Figure 1-2).  
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Figure 1-2: REACH Toolkit Wheel and its connection to the four Touchpoints 
 
The REACH toolkit approach allows the tailoring of solutions that create value for end-
users, care providers and health care payers alike. It does so through the combination, 
integration and adaptation/re-design of its elements towards the different contexts of 
different countries, different payment and reimbursement structures (e.g., insurance or 
tax-based), specific use case settings and processes and, most importantly, individual 
end-user needs and capabilities. (SK/Schön Klinik, HUG/Geneva Hospital, ZZ/Zui-
dZorg, Lyngby/Lyngby Municipality). In this context, REACH demonstrates its ability to 
integrate, cross-integrate, share and interchange its elements (e.g. several Touch-
points share standard elements that were, to a certain extent, adapted to the use case 
setting) and co-create (REACH believes that the ability to identify, incorporate and de-
sign / develop new case-specific elements for each use case setting is important to the 
achievement of useful and appropriate solutions.).  
 

1.3 Ecosystem approach and system verification and validation by trials 
REACH achieves its objectives through highly integrated sensing-monitoring-interven-
tion chains representing comprehensive solutions that are exemplarily and iteratively 
adapted in the project to the ecosystems of a series of care settings throughout Europe 
(homes, hospitals, care homes, day care facilities, communities, etc.) for older individ-
uals. REACH implements, demonstrates, tests, and validates (by more than 27 small- 
to medium-sized trials) through those settings, customized and personalized instances 
of this chain. A unique feature of REACH is the integrated utilization of personalized 
behavior change and engagement techniques informing about the development of the 
products and solutions (sensors, interfaces, devices, etc.).  
 
REACH implements a combination of wearable and ambient sensors for each Touch-
point along with a set of co-adapted Machine Learning elements. Machine Learning is 
used as a core element in multiple ways, e.g. to predict Activities of Daily Living (ADLs), 
recognize physical activity and behavior trends, detect deviations of patterns and crit-
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ical situations, cluster and profile people, and inform the effectiveness of the assign-
ment of certain interventions. Personalized Intelligent Interior Units (PI²Us; smart fur-
niture devices) are used to seamlessly integrate the above described functional ele-
ments into daily life in the different target use case settings. Last but not least, REACH 
has developed practices and schematics to assess the implications of the use of its 
solutions with regard to privacy, legal, and ethical aspects in order to ensure technol-
ogy acceptance by end-users, caregivers, and other care and medical professionals 
(see Figure 1-3).  
 

 
Figure 1-3: Ecosystem approach and system verification and validation by trials 

1.4 REACH to market: a simplified structure 
In order to work towards market implementation REACH needed to clarify and sharpen 
the medical purpose of its solutions, develop a regime for market segmentation, facili-
tate the preparation of medical certification and IPR protection activities, and define 
concrete business and marketing procedures.  
 

1.4.1 Medical purposes 

• Touchpoint 1: System: Prevent, maintain, and restore balance, muscle 
strength, and muscle endurance. Patients: Patients who already have mild to 
moderate limitations due to polyneuropathy, stroke, advanced age, incomplete 
cross sections, or mild cognitive impairment. Environment: Care homes, reha-
bilitation institutions, day care environments, offices of occupational and physi-
cal therapists, etc. Use under the supervision of instructed personnel; no 1:1 
care necessary. 

• Touchpoint 2: System: The system is intended to facilitate patient mobilization 
and help monitor vital signs and potentially dangerous situations. Simultane-
ously, it should recognize when a patient needs stronger nursing or therapeutic 
support and then support him or her in the partial takeover of activities. Patients: 
Patients with moderate to high restrictions of self-care (Activities of Daily Living) 
and / or with motor and / or cognitive impairment due to a neurological, medical 
or other disabling disease. Environment: Hospital or other nursing environ-
ments. System is able to alert a specialist, care professionals, or other skilled 
or semi-skilled personnel. Use in the absence of skilled or semi-skilled person-
nel, which only has to be available nearby. 

• Touchpoint 3: System: App for behavior detection/monitoring, analysis, and 
modification. Patient: Healthy or not seriously ill people, especially in adulthood. 
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The system can also be used under medical supervision to improve the treat-
ment of chronic diseases (diabetes, sedentary lifestyle, obesity, etc.). Environ-
ment: Everyday environment up to assisted living. Use if necessary, on the rec-
ommendation of a doctor.  

• Touchpoint 4: System: A training guide to improve walking movement capabil-
ity, gait safety, stability, endurance, and selective leg movements. The system 
is also able to capture and monitor parameters of gait safety (balance), walking 
speed, and endurance for functional assessment purposes and to detect phys-
ical activity trends and critical situations. Patient: People with gait and stability 
limitations while still able to walk. Environment: For groups of older people in 
sports groups and in day care facilities and for self-training. Can also be used 
for input measurement for allocation to suitable programs and groups. 

 

1.4.2 Market segmentation 

For business and marketing purposes, a simplified REACH structure includes and 
scales down the solutions developed as part of the Touchpoints in four major target 
market segments (see Figure 1-4): 

• For developers of new products 

• For health care institutions 

• For homes 

• For communities 
Techniques from the field of motivational segmentation and behavior change are used 
to further sub-classify these segments and link them to REACH solutions.  

 
Figure 1-4: Preliminary draft of the REACH consultancy firm website 
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1.4.3 Technology management 

REACH develops products that are allocated at the intersection between medical and 
non-medical products. REACH therefore evaluates the market potential for each solu-
tion, classifies its solutions and develops associated roadmaps and regimes for medi-
cal certification. These activities are supported by REACH’s active involvement and 
lead in numerous standardization frameworks on national, European (CEN), and 
worldwide (ISO) levels.  
 

1.4.4 Business and marketing 

REACH is currently preparing the formation of a “REACH Active Ageing GmbH” which 
will serve beyond the project as an integrator of REACH partner’s individual products 
and services and a solution provider to above named market segments.  
 

1.5 Tasks and goals of this deliverable 
This deliverable report provides a summary on how data protection and privacy-related 
issues were addressed in REACH2020 research project (associated with Task T7.5). 
The main content of this report is structured as follows. 
 

1. Ethics, privacy, acceptability and legal aspects in the context of REACH: 
In this chapter, we give an overview of the development of our ethics and pri-
vacy-related guidelines over the course of the project, and on how these as-
pects were addressed in the respective Touchpoints. 

2. Brief summary of the consideration and implementation of privacy and 
security schemata in key REACH system components: This Chapter pro-
vides a brief summary of the technical implementation of the privacy and data 
security aspects. 

3. Legal aspects in the context of Machine Learning/HAR in TP2 – ensure 
privileged intervention access: We examined the legal dimension of machine 
learning and artificial intelligence (AI) in the context of the REACH research 
project with support from an external expert. A summary of the results is pro-
vided in this chapter. 

4. Risk governance: guidelines for introducing ambient and wearable moni-
toring technologies balancing privacy protection against the need for 
oversight and care : Our pioneering efforts to establish ambient and wearable 
monitoring technology in the healthcare sector led to the creation of risk gov-
ernance guidelines in the form of a CEN Workshop Agreement. The outcome is 
reported in this chapter. 

 
This deliverable addressed the reviewer recommendations outlined in Appendix X as 
follows: 

• R12 Innovation management towards practicability and acceptability of REACH 
solutions  

• R16 technical maturation of Touchpoint 2 with business aspects in mind  
• R19 Development of a medical device submission strategy  

 
Regarding the issues of ethics, privacy and legal aspects, we were able to establish a 
set of guidelines already early in the projects, that we elaborated with regard to the 
respective Touchpoints, in order to inform and guide the technical implementation of 
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the REACH solution. REACH is pioneering efforts to establish privacy standards for 
the use of digital monitoring technology in the healthcare field. 
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2 Ethics, privacy, acceptability and legal aspects in the 
context of REACH 

2.1 Ethics and privacy as a guiding principle of REACH 
The dimensions of privacy and ethics are a fundamental element all activities within 
the REACH research project. We laid out these principles in Deliverable D43, where 
we reported on the core elements of our privacy guidelines. This comprehensive over-
view encompasses issues related to 1) studies and trials, 2) general ethics compliance, 
3) data protection, and 4) data management, and led to the development of internal 
standards, code of conducts and common practices. We devised a number of check-
lists in order to facilitate compliance. In addition, the REACH Data Management Plan 
was first presented. 
 

2.2 In-depth analysis of ethics, privacy and legal issues for the respective 
Touchpoints 

On the basis of the aforementioned efforts, we were able to perform an in-depth anal-
ysis of ethical, privacy, security and legal-related considerations. These aspects were 
examined with regard to the patient journey within the respective Touchpoints. Such a 
patient journey, in this case for Touchpoint 2, is depicted in Figure 2-1 (see Appendix 
of Periodic Report No. 1 for more details on the other TPs). An overview of the out-
comes of this analysis is provided in Table 2-1 Table 2-5 on the following pages. 
 

 
Figure 2-1. Privacy issues plotted along the TP2 patient journey (see Appendix of Periodic Report No. 1 for 
more details on the other TPs). 
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Table 2-1. General, integrated overall REACH view. 
 Ethical, social, and inclu-

sion dimensions 
Privacy aspects Legal and liability aspects Usability, accessibility and 

acceptability 
Key aspects to be con-
sidered  
(in TPs and overall 
REACH level) 
 
 
 
 
 

• Ethical feasibility of screening-like sen-
sor based early detection 

• Avoid stigmatization 
• Combat loneliness and facilitate socializ-

ing and community-based solutions  
• Selective/differential automation/assis-

tance: amount of technical assistance 
provided or (intentionally) not provided 
needs to be carefully adapted to the situ-
ation 

• Understand ecosystem and context in 
which REACH solution is inserted 

• Choice, adaptability, personalization 
• Adhere to user-driven design and user + 

stakeholder co-creation principles 
• Interoperability of REACH with existing 

and other solutions 
• Adapt (i.e. minimize) number of sensors 

used and data generated to the specific 
goals 

• Transparency and fairness of data col-
lection and ML pipelines 

• Possibility to object to, influence, or re-
vise the automated processing of data.  

• Use of proper and non-stigmatizing 
wording both during development and 
for communication of the results and de-
velopments. 

• Compliance with the GDPR 
• Avoid uncontrollable centralized “data 

oceans” (a la US and China) and create 
flexible local, distributed, and goal/use 
specific platforms 

• Application of privacy by design princi-
ples 

• Informed consent 
• Responsible handle data re-use  
• Apply proper pseudonymization (i.e. 

codification)/anonymization 
• Regulate accountability and data/infor-

mation access 
• Minimize the amount of data generated 

and processed by integrating need for 
sensor readings and algorithm design 

• Balance data need for personalization 
and user profiling vs. privacy needs 

• Enhance digital literacy of elderly  

• Support later CE certification through 
systematic and well documented devel-
opment processes 

• Consider legal and liability aspects aris-
ing from REACH Engine/analytics com-
ponents and automated or semi-auto-
mated ways of decision-making regard-
ing detection and intervention 

• Assessment of potential risks (harm and 
negative consequences) for elderly or 
patient through REACH solutions 

• Application of risk management tech-
niques 

• Development of appropriate user manu-
als and training instructions for use of 
REACH solutions in the different envi-
ronments needed.  
 

• Co-creation and user participation: in-
volvement of users into the requirements 
engineering and development process 
needs to be ensured.  

• Systematic requirements engineering 
• Usability: use of proper metrics to as-

sess the capability to properly use the 
devices (e.g. NASA task load index) 

• Systematic verification and validation: 
technical, professionals, users, stake-
holders, etc.) 

• Acceptability: Emphasizing elderly needs 
and requirements that each REACH 
concept is trying to answer 

• Acceptability: Understanding how the 
whole REACH concept fit into the elderly 
environment (home, care home, clinical 
environment) 

• Acceptability: iterative testing needed to 
assess the circumstances/condition of 
acceptance of functions and designs of 
the furniture.  

• Use of qualitative and Ethnographic 
studies 

• Accessibility: employment of concepts 
such as “design for all”, “personaliza-
tion”, and “accessibility”  

•  
Documents that pro-
vide guidance  

 

 

 

 

 

a) ISO 26000 Social Responsibility 
b) WHO Screening criteria and good prac-

tices (e.g. Wilson and Jungner and up-
dated versions) 

c) CWA 17145-1:2017 (WI=WSSAT001) 
Ethics assessment for research and in-
novation - Part 1: Ethics committee 

d) ISO/ DTS 17033 Ethical claims and sup-
porting information – principles and re-
quirements 

e) IWA 18:2016 Framework for integrated 
community-based life-long health and 
care services 

a) REACH Deliverable D10.1/ D43: 
Ethics, Privacy, and Data Management 

b) The EU’s General Data Protection Regu-
lation (GDPR) 

c) The OECD privacy framework  
d) CEN/CLC/JTC 8 Privacy protection by 

design and by default 
e) ISO/IEC 20889:2018 Privacy enhancing 

data de-identification terminology and 
classification of techniques 

f) ISO/NP 31700 Consumer protection —
privacy by design for consumer goods 
and services 

a) ISO14155:2011 Clinical investigation of 
medical devices for human subjects – 
good clinical practice 

b) IEC/ISO 31010:2009 Risk management 
- Risk assessment techniques. 

c) ISO 31000:2009 Risk management - 
Principles and guidelines.  

d) ISO 13485:2016 Medical devices - Qual-
ity management systems -- Require-
ments for regulatory purposes 

e) National medical devices laws (e.g. Ger-
man Medizinproduktegesetz: MPG)  

f) European MDD (Medical Device Di-
rective), 93/42/EEC -includes regulations 
on medical CE marking, etc.  

a) EN ISO 9241-161:2016 (WI=00122208) 
Ergonomics of human-system interaction 
- Part 161: Guidance on visual user-in-
terface elements (ISO 9241-161:2016) 

b) EN ISO 9241-11:2018 (WI=00122223) 
Ergonomics of human-system interaction 
- Part 11: Usability: Definitions and con-
cepts (ISO 9241-11:2018) 

c) ISO 21542:2011 Building construction -- 
Accessibility and usability of the built en-
vironment 

d) ISO TC 136 Furniture 
e) ISO/IEC JTC 1/SC 35 User Interfaces + 

user interface accessibility cultural and 
linguistic adaptability and accessibility  
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f) ISO TC 314 Ageing societies: WG1 – 
age inclusive work environments; WG2 - 
dementia inclusive communities 

g) ISO/TR 2222:2006 Health informatics — 
good principles and practices for clinical 
data warehouses 
 

g) ISO/AWI 22697 Health informatics – ap-
plication of privacy management to per-
sonal health information 

h) ISO/IEC 29100:2011 Information tech-
nology – security technologies – privacy 
framework 

i) ISO/IEC 29101:2013 Information tech-
nology – security techniques privacy ar-
chitecture frameworks 

j) ISO/TR 18638:2017 Health informatics – 
guidance on health information privacy 
education in health care organizations 

k) ISO/IEC AWI 27030 Information technol-
ogy – security techniques – guidelines 
for security and privacy in internet of 
things 

 

g) Clinical Evaluation Report (CER) accord-
ing to MEDDEV 2.7/1 rev4 and MDD (or 
MDR) 
 

f) ISO/TS 20282-2:2013 Usability of con-
sumer products and products for public 
use -- Part 2: Summative test method 

g) ISO/TR 16982:2002 Ergonomics of hu-
man-system interaction -- Usability 
methods supporting human-centered de-
sign 

h) IEC 62366-1:2015 Medical devices -- 
Part 1: Application of usability engineer-
ing to medical devices 

i) ISO 9241-960:2017 Ergonomics of hu-
man-system interaction -- Part 960: 
Framework and guidance for gesture in-
teractions 

j) ISO/IEC TR 29138-3:2009 Information 
technology -- Accessibility considera-
tions for people with disabilities -- Part 3: 
Guidance on user needs mapping 

k) ISO/DIS 21801 General guidelines on 
cognitive accessibility  

l) ISO/CD 24552 Ergonomics -- Accessible 
design -- Accessibility of digital infor-
mation visually displayed on small con-
sumer products  

m) ISO/IEC 29138-1:2018 Infor-
mation technology -- User interface ac-
cessibility -- Part 1: User accessibility 
needs 
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Table 2-2. Touchpoint 1: Acceptability drivers in the context of the Smart Walker (ActivLife). 
System components Ethical, social, and in-

clusion criteria 
Privacy aspects Legal and liability as-

pects 
Usability, accessibility 
and acceptability 

Item Application 

PI²Us/Modular me-
chanical setting and 
devices:  

People at risk of falls 
are enabled to perform 
alone safe training in a 
device that holds and 
guides them. The de-
vice states a training 
stander with a novel 
kinematic and me-
chanical structure that 
allows the safe and in-
dependent execution 
of a wide ADL-focused 
training programs 

• The safe training device and the 
training settings (including games) 
shall be designed/set up in a way 
that avoids stigmatization. 

• To facilitate social and cognitive 
activities the training sessions 
should be designed for being ad-
ministered and performed in 
groups rather than alone 

• The device shall allow to control 
the level of assistance (e.g. se-
cure holding) provided 

--- not applicable • What certification processes (CE, 
medical CE, Safety, etc.) would be 
required for what type of environ-
ments (physical therapy practices, 
elderly activity centers, clinical envi-
ronments, etc.)?  

• Development of appropriate user 
manuals and training instructions for 
use in the different environments 
needed.  

• Document proper requirements en-
gineering from the beginning to fa-
cilitate later CE certification. 

• Assessment of potential risks (harm 
and negative consequences) for el-
derly patients and people adminis-
tering the trainings 

• Co-creation and user participa-
tion: involvement of users into the 
requirements engineering and de-
velopment process needs to be 
ensured.  

• Systematic requirements engi-
neering 

• Usability: use of proper metrics to 
assess the capability to properly 
and safely use the ActivLife de-
vices (e.g. NASA task load index) 

Sensing/ Sensing 
and data gathering 
sub-system:  

Groups at risk of a) Fall 
& Frailty, b) Neuro-
degenerative dis-
eases, or c) cardiac is-
sues are given a wear-
able to further verify 
high risk (screening). If 
the risk is verified there 
are administered train-
ing with TP1 elements. 
TP1 sensors: wearable 
sensor, step count, 
EMG, gesture tracking 
and feedback about 
games performed. 
Linked platform: CARP 

 

• The sensor based early interven-
tion strategy of this TP equals a 
screening procedure: is it ethically 
feasible in this context (e.g. does 
the reduction of risk of falls out-
weigh the fact that it may also 
have negative consequences, e.g. 
induce fear and turn elderly into 
“unhealthy” people at risk of falls 
or even patients. Are sufficient 
enough treatments (i.e. trainings) 
available to really counteract the 
diagnosed risk of falls? 

• The sensor used in the screening 
context should be simple and ob-
tain as less health values and 
data as possible, i.e. only those 
needed to generate a minimal via-
ble analytics result. 

• Ensure that data storage and pro-
cessing for the screening is done 
in a local, secure silo (e.g. by cre-
ating local instances for CARP or 
HSDP) by the institution (e.g. a 
practice of a general practitioner) 
administering it.  

• The use of ML to provide feed-
back and modulate trains should 
in a top down manner ideally de-
cide type and number of sensors 
needed.  

• Consider the available CE/medical 
CE certifications of the sensor to be 
used for screening.  

• Consider the available CE/medical 
CE certifications for the sensing and 
data collection system used to ad-
minister and modulate trainings.  

• Use of qualitative and Ethno-
graphic studies to determine un-
der what circumstances the users 
accept the monitoring by the sen-
sors  
 

Analytics/ Software 
and Algorithms:  

ML (unsupervised 
learning) is used to 
classify elderly into 

• Ensure that neither clustering al-
gorithms nor training data sets fa-
cilitate discrimination. 

• Compliancy with the GDPR 
needed and the national data pro-
tection regulations 

• How can we ensure that the ML 
modules (or the software through 
which they will be deployed) meets 

• Systematic verification and valida-
tion (technical, professionals, us-
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groups and assign the 
right training schemes. 
During the training ML 
(supervised learning) 
is used to intelligently 
modulate the trainings.  

 

 

• Ensure that despite use of ML at 
various stage in the detection-an-
alytics process, there is enough 
room for choice and human inter-
action.  

• Informed consent needed 
• Does the ML-system require a re-

use of the data for other pur-
poses? 

• Supervised learning requires as 
many (multivariate) parallel sen-
sor readings in parallel – to what 
extent does this conflict with pri-
vacy regimens asking to obtain 
only the necessary data? 

all safety/certification/clinical re-
quirements and will be allowed for 
use in hospital (clinical) and care 
home/home care (non-clinical) use.  

• Who is liable if based on the ML and 
the trainings provided negative con-
sequences/health outcomes for an 
individual elderly are the result?  

• Can the patient object to any use of 
ML in the context of contact with the 
screening or training system?  

ers, stakeholders, etc.) of the per-
formance of the ML-based system 
components 

 

Intervention/ Sche-
matics for engage-
ment, behaviour 
change, and physi-
cal/cognitive train-
ing:  

Modular training 
schemes (ADLs, falls, 
cognitive, cardiac, etc.) 
embedded into soft-
ware games that can 
be played through the 
ActivLife device. In the 
games a variety of be-
haviour change tech-
niques are integrated, 
such as gamification, 
goal setting, peer pres-
sure, etc.  

• Patient empowerment to more 
self-training with the Active Life 
device should not lead to less so-
cial contact.  

• In the context of personalized be-
haviour change elements embed-
ded into trainings and games to 
performed with the ActivLife de-
vice:  
• how are the “goals” set? 
• how is it ensured that the 

system nudges and not 
manipulates? 

• how is it ensured that the 
system still provides 
choice? 

• Handling of data and information 
obtained in the context of the de-
velopment of personalized train-
ings with ActivLife 

• Both elderly and the providers of 
the personalised trainings (sports 
coaches, physical therapists, etc.) 
should be trained in using the sys-
tems in a privacy preserving man-
ner 
 

• What certification processes (CE, 
medical CE, Safety, etc.) would be 
required (in particular for the modu-
lar physical) for the training/gaming 
software for what type of environ-
ment? 

• Training and behaviour change 
schematics: validation and liability 
requirements for administering them 
in in home, care home, and clinical 
environments? 

• Assessment of potential risks (harm 
and negative consequences) for el-
derly patient 

• Ensure that people do not over ex-
ercise.  

• Acceptability: iterative testing 
needed to assess the circum-
stances/condition of acceptance 
of functions and designs of the 
training functionality 

• Acceptability: the designed inter-
vention (games) should be per-
sonalized to the user needs, abil-
ity and preferences. 

• Use co-creation and user partici-
pation to develop the underlying 
concepts (e.g. goal setting and 
behaviour change mechanism) of 
the personalisation regimens  

User interfaces:  Software that allows to 
play the games, select 
specific games, display 
progress over time, 
etc.  

• Interfaces should be designed in a 
way that they do not disadvantage 
any user group (male/female; 
skilled/un-skilled), and allow for 
broad accessibility (elderly, care 
givers, physio therapists, younger 
people, etc.)   

 

• Management of data obtained 
through gaming (e.g. screen time, 
games played, performance). 

• Allow users through the interface 
to set/adjust their privacy prefer-
ences 

• Interfaces and data sharing with 
higher level systems and plat-
forms (e.g. Philips HSDP) 

• Privacy by design, e.g. according 
to ISO/PC 317 
 

• Consider medical CE certification 
for clinical context use/adaptation  

• Ensure broad Accessibility: em-
ployment of concepts such as “de-
sign for all”, “personalisation”, and 
“accessibility”  
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Table 2-3. Touchpoint 2 Acceptability drivers in the context of the Smart Care/Patient Room. 
System components Ethical, social, and in-

clusion criteria 
Privacy aspects Legal and liability as-

pects 
Usability, accessibility 
and acceptability 

Item Application 

PI²Us/Modular me-
chanical setting and 
devices: adaptable 
modular physical 
care/patient room envi-
ronment (frame around 
PI²U-Bed, PI²U-Min-
iArc, PI²U-SilverArc, 
etc., i.e. Total Room 
Kit); adaptable to vari-
ous care scenarios: 
home/smart home, 
care home, rehabilita-
tion hospital.  

Modular smart rehabili-
tation room for rehabil-
itation (clinical setting) 
and activation pur-
poses (home); Modular 
system that a) inte-
grates existing ele-
ments (e.g. existing 
beds), b) serves as 
carrier for unobtrusive 
sensing, c) allows flex-
ible adding/removing 
of integrated training 
functionality, and d) 
can be adapted to a va-
riety of settings. 

• Adaptability: the integration of 
REACH solutions through PI²Us 
shall be highly context sensitive, 
adapted to a community’s/institu-
tion’s ecosystem (e.g. through 
modular combinations of toolkit el-
ements) and individual users and 
their situations (personalisation)  

• Is the amount of physical support, 
assistance, and comfort provided 
suitable for the need and the con-
text (i.e. not too much and not to 
less assistance or automation pro-
vided) so that enough assistance 
can be provided while still chal-
lenging people 

• Shall PI²Us make the integrated 
functionality “visible” or “in-visi-
ble/hidden”?  

• PI²Us shall follow a user-driven 
design and co-creation principles 

• The deployment of PI²Us in any 
environment shall not lead to any 
kind of stigmatisation 

• principles of social and public in-
terest design could be taken into 
account 

--- not applicable • What certification processes (CE, 
medical CE, safety, declaration of 
conformity etc.) would be required 
for what type of environments 
(home, care homes, clinical environ-
ments, etc.) allow fast modular ad-
aptation.  

• Development of appropriate user 
manuals and training instructions for 
use in the different environments 
needed.  

• Assessment of potential risks (harm 
and negative consequences) for el-
derly patient 

• Co-creation and user participa-
tion: involvement of users into the 
requirements engineering and de-
velopment process needs to be 
ensured.  

• Usability: where proper metrics 
used to assess the capability to 
properly use the devices (e.g. 
NASA task load index)?  

• Acceptability: iterative testing 
needed to assess the circum-
stances/condition of acceptance 
of functions and designs of the 
furniture.  

• Acceptability: how does it fit to the 
user’s environment? 

• Accessibility: it needs to be en-
sured that the furniture/room ele-
ments can easily be used by a va-
riety of users (elderly with different 
capabilities, care personnel, fam-
ily members, etc.); therefore, em-
ployment of concepts such as “de-
sign for all”, “personalisation”, and 
“accessibility” (e.g. ISO TC 59 ac-
cessibility of the built environment, 
ISO TC 136 furniture, etc.)  

Sensing/ Sensing 
and data gathering 
sub-system: network 
of a variety of ambient 
and wearable sensors 
(pluggable to CARP 
and HSDP) for use in 
context of HAR 

Network of a variety of 
ambient and wearable 
sensors (for HAR); Hu-
man Activity Recogni-
tion requires a tailor-
made set of ambient 
and wearable sensors.  

• Is the type of sensors used appro-
priated and indirect enough to 
guarantee the users privacy and 
dignity?  

• The number of sensors used in 
the HAR environment shall not be 
excessive but minimised and tai-
lored to what is necessary to per-
form the needed ML-tasks.  

• The deployment of wearable sen-
sors as well as ambient sensors in 

• Do the sensors and the compo-
nents used (e.g. the wireless sen-
sor network) in it ensure that un-
wanted access (e.g. through 
hacking) is prevented?  

• Does the data collection pipeline 
ensure that the data are handed 
over safely from process step to 
process step (e.g. from the sen-
sors to the sub-serves to the plat-
form)  

• Consider the available CE/medical 
CE certifications of the sensors and 
the software part of the total room 
kit in the context of data collection 
and storage 

• Declaration of conformity 
• Suitable intended purpose 

• Acceptability: In case of wearable 
sensors: to what extent it is feasi-
bly that elderly wear or have at-
tached a specific sensor continu-
ously. 

• How do on board storage capacity 
and battery power affect efficient 
use in the clinical environment.  

• Accessibility: can then sensors 
easily be deployed and intuitively 
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the environment shall be done in 
a way that avoids over stigmatisa-
tion  

• Interoperability: is the deployed 
sensing and data collection solu-
tion compatible with existing digi-
tal and non-digital systems in the 
environment in question (e.g. 
home and building automation 
systems, sensors/clouds of other 
products needed by the user or 
the care givers, etc.)  

• When and how are data pseudon-
ymized (i.e. codification)/anony-
mised. 

• How is access to the data con-
trolled and is accountability clearly 
regulated (e.g. who is the data 
controller) 

• What are advantages/disad-
vantages of a locally (e.g. at SK) 
deployed HDSP version and a 
CARP platform located in Copen-
hagen. 

• How much access and control are 
the elderly user (patient) given 
over the data?  

be used by the care givers, 
nurses, and the end-users alike?  

Analytics/ Software 
and Algorithms: Hu-
man Activity Recogni-
tion Chain (HAR) 

The automated ML-
based recognition/pre-
diction of Human Activ-
ities can serve as the 
basis for advanced and 
proactive interventions 
in any care environ-
ment. 

• Does the training data set accu-
rately represent the source/target 
population? 

• Are the logics/mechanics of the 
algorithm transparent?  

• Is it possible and ethically viable 
to obtain the necessary permis-
sions (Ethics approval) for the ob-
taining of training data sets?  

• To what extent have elderly/pa-
tients the possibility to gain 
knowledge about, object to, or in-
fluence the automated processing 
of their data?  

• Compliancy with the GDPR 
needed and the national data pro-
tection regulations 

• Informed consent needed 
• Does the ML-system require a re-

use of the data for other pur-
poses?  

• HAR requires as many (multivari-
ate) parallel sensor readings in 
parallel – to what extent does this 
conflict with privacy regimens ask-
ing to obtain only the necessary 
data?  

• How can we ensure a legally correct 
obtaining, use, and reuse of training 
data and data sets (ideally obtained 
in the same institution) needed to 
build up and train ML algorithms? 

• How can we ensure that the ML 
modules (or the software through 
which they will be deployed) meets 
all safety/certification/clinical re-
quirements and will be allowed for 
use in hospital (clinical) and care 
home/home care (non-clinical) use. 

• Who is liable if based on the ML 
components output and the deci-
sions made based on it negative 
consequences/health outcomes are 
the result?  

• Can the patient object to any use of 
ML in the context of his hospital stay 
or treatment? 

• To what extent are key acceptabil-
ity drivers considered: 
o Transparency of the whole 

data collection and pro-
cessing pipeline and right to 
object or withdraw or deter-
mine privacy settings 

o Is the value for the user high 
enough to justify and out-
weigh the case specific data 
collection and processing in-
tensity? 

o Is data security ensured?  

Intervention/ Sche-
matics for engage-
ment, behaviour 
change, and physi-
cal/cognitive train-
ing: Activation through 
room integrated mobili-
sation (verticalization, 

Activation through 
room integrated mobili-
sation (verticalization, 
mobility, training, etc.) 
strategies and devices. 
Integration into every-
day furniture and envi-
ronments allows for 
better self-use and in-

• The smart training room should 
prioritise the administration of 
training ADLs and social training) 
and empowerment solutions best 
able to stimulate further social in-
clusion. 

• Patient empowerment to more 
self-training should not lead to 
less social contact.  

• Handling of data and information 
obtained in the context of the de-
velopment of personalised train-
ings and therapies 

• What certification processes (CE, 
medical CE, safety, declaration of 
conformity, etc.) would be required 
(in particular for the modular physi-
cal) training functions and elements 
of the bed for what type of environ-
ments (home, care homes, clinical 
environments, etc.) to allow fast 
modular adaptation.  

• It is difficult to test and validate 
more than 1 or 2 behaviour 
change strategies in combination 

• General behaviour change regi-
mens should be developed and 
fined tuned in an iterative manner 
including at several stages direct 
user feedback and user co-crea-
tion elements   
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mobility, training, etc.) 
strategies and devices 

dependence and low-
ers accessibility and 
barrier of use (patient 
empowerment) 

• The seamless inclusion of training 
into the care/patient room should 
not lead to less social contact and 
more retraction.  

• Empowerment and assistive solu-
tions (e.g. in the form of the 
iStander toileting function) must 
be carefully balanced against and 
adapted to the user’s capabilities 
as of still to provide enough stim-
uli and not make sedentary be-
haviour to easy.  

• Training and behaviour change 
schematics: validation and liability 
requirements for administering them 
in home, care home, and clinical en-
vironments 

• Assessment of potential risks (harm 
and negative consequences) for el-
derly patient 

User interfaces: 
Room management 
software 

Room management 
software. By an appro-
priate GUI, the user 
can intuitively control 
the REACH system.  

• Interfaces should be designed in a 
way that they do not disadvantage 
any user group (male/female; 
skilled/un-skilled), etc.  

• Can the interface be designed in a 
way that it facilitates the inclusion 
and activities of informal caregiv-
ers? 
 

• Management of data obtained 
through its use (e.g. screen time 
and similar)  

• Interfaces and data sharing with 
higher level systems and plat-
forms (e.g. Philips HSDP) 

• Privacy by design, e.g. according 
to ISO/PC 317 

• Consider medical CE certification 
for clinical context use/adaptation  

• Declaration of conformity 
• Suitable intended purpose 

• The user interface shall facilitate 
broad accessibility and inclusion; 
e.g. according to ISO/IEC JTC 
1/SC 35 User Interfaces (which in-
cludes provisions on user inter-
face accessibility cultural and lin-
guistic adaptability and accessibil-
ity ISO/IEC JTC 1/SC 35)  
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Table 2-4. Touchpoint 3: Acceptability drivers in the context of Socializing and Nutrition. 
System components Ethical, social, and in-

clusion criteria 
Privacy aspects Legal and liability as-

pects 
Usability, accessibility 
and acceptability 

Item Application 

B1: PI²Us/ Modular 
mechanical setting 
and devices: Smart 
table Kooktafel, PI²U-
Silver Arc, ActivLife 

People at risk of falls 
are enabled to perform 
independent safe train-
ing in a device that 
holds and guides them. 
The device states a 
training stander with a 
novel kinematic and 
mechanical structure 
that allows the safe 
and independent exe-
cution of a wide ADL-
focused training pro-
grams 

• Does the seamless integration of 
digital technology into day care 
centres/care homes by PI²Us lead 
to an unwanted blurring of the 
boarders between real and digital 
world?  

• PI²Us (Smart Table, PI²U-Silver 
Arc, Active Life) shall follow a 
user-driven design and co-crea-
tion principles 

• The deployment of Smart Table, 
PI²U-SilverArc, ActivLife in any 
environment shall not lead to any 
kind of stigmatization 

• The physical environment and de-
vices are in this Touchpoint de-
signed to facilitate activities in the 
community, however these de-
vices shall also ensure that peo-
ple can still retract and keep cer-
tain activities and data private 

• What kind of certifications are re-
quired for the installation of PI²Us as 
furniture in day care centres? 

• Are the PI²U furniture elements de-
signed for on-site installation by pro-
fessionals or non-professionals (i.e. 
whom do we expect to install the el-
ements)? Who is liable in case mal-
function/harm due to incorrect in-
stallation?  

• PI²Us are complex types of furniture 
– are user manuals enough or are 
systematic training briefings 
needed?  

• Does the smart cooking table al-
low to keep physical and cognitive 
stress levels (e.g. according to 
NASA TLX) low in order to ensure 
safe and intuitive use?  

• To facilitate socialising and the 
use in a community, all elements 
of this touchpoint must in particu-
lar ensure very broad accessibility 
(e.g.  according to ISO standards 
or similar deign guides)  

B2: Sensing/ Sensing 
and data gathering 
sub-system: Ecosys-
tem of sensing and in-
terface elements Mi-
rana Bot, HealthyTo-
gether App, SMAAK 
concept for a social 
eating platform, and 
FitBit 

The HealthyTogether 
user interface (that al-
lows tracking and so-
cial- or self-reflection 
based on PA data from 
FitBit) can be com-
bined flexibly with a 
module for food track-
ing and a module for 
social eating and com-
munication around 
food. 

• From the available ecosystem of 
sensing elements, provided by 
this touchpoint, only those ele-
ments shall be selected which are 
really needed in a specific con-
text. The minimization of sensing 
elements states a key privacy by 
design element.  

• Both elderly and the care givers 
should be trained in using the sys-
tems in a privacy preserving man-
ner 

• The system implies functionality of 
social platforms such as Face-
book or similar, however the infor-
mation obtained (about eating 
habits, steps, physical activity, 
etc.) are much more personal 

• Systems should be designed in a 
way which limits user’s risks of 
unwanted or accidental data shar-
ing 

• Sensors may wrongly detect the in-
put or fail to detect the input (e.g. in 
case of Mirana Bot or FitBit). There-
fore, the accuracy performance of 
the sensors needs to be specified.  

• Acceptability: In case of wearable 
sensors: to what extent it is feasi-
ble that elderly wear, or are other-
wise continuously attached to, a 
specific sensor? 

• Acceptability: In case of applica-
tion (Mirana Bot), to what extent it 
is feasible that the elderly can de-
scribe their nutrition habits 
(prompt with notification in case 
they forgot) / how easy it is to log 
their nutrition habits? 

• How do on-board storage capacity 
and battery power affect efficient 
use in the community in question? 

• Accessibility: can sensors be eas-
ily deployed and intuitively be 
used? 

B3: Analytics/ Soft-
ware and Algorithms: 
Philips dashboard and 
machine learning 
based personalization 

Modularly combinable 
set of tools for interpre-
tation of health and life 
style data in the con-
text of behaviour 
change/engagement 

• Does the training data set accu-
rately represent the source/target 
population? 

• Are the logics/mechanics of the 
algorithm transparent?  

• Since the solution for this TP in-
volves the use of high-dimen-
sional neural networks and similar 

• The use of data dashboards and 
ML in the community context must 
be made transparent to everyone 
taking part in the community activ-
ities) elderly, caregivers, and pro-
fessionals, etc.) 

• Possibility to opt out or limit data 
collection by the system must be 

• Who is liable in case a by the algo-
rithm selected and recommended 
action, training, intervention leads to 
negative outcomes/consequences?  

• To what extent are key acceptabil-
ity drivers considered: 
o Transparency of the whole 

data collection and pro-
cessing pipeline and right to 
object or withdraw or deter-
mine privacy settings 
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techniques: can it be ensured that 
the decision logics of the algo-
rithms at work can be compre-
hended and retraced?  

• Is it possible and ethically viable 
to obtain the necessary permis-
sions (Ethics approval) for the ob-
taining of training data sets?  

• To what extent have elderly/pa-
tients the possibility to gain 
knowledge about, object to, or in-
fluence the automated processing 
of their data? 

possible without being excluded 
from the community activities the 
system shall facilitate  

o Is the value for the user high 
enough to justify and out-
weigh the case specific data 
collection and processing in-
tensity? 

o Is data security ensured? 

B4: Intervention/ 
Schematics for en-
gagement, behaviour 
change, and physi-
cal/cognitive train-
ing: Personalised en-
gagement regimens in 
combination with per-
sonalised food receipts 
and cooking guidance, 
and gamified social 
training at activity cen-
tre 

Schemata and guid-
ance for the implemen-
tation of engagement 
and behaviour change 
regimens in the context 
of socialising and nutri-
tion 

In the context of personalised behav-
iour change:  

• how are the “goals” set? 
• how is it ensured that the 

system nudges and not 
manipulates? 

• how is it ensured that the 
system still provides 
choice? 

• Very personal data about food 
preferences, health states, 
friends, etc. are generated: users 
shall stay in control with regard to 
sharing, cross integration, and 
sharing of this data.  

• Who is liable if people are nudged 
into a certain behaviour with nega-
tive consequences?  

• Behaviour change and personali-
sation regimens should be devel-
oped and fined tuned in an itera-
tive manner including several 
stages direct user feedback and 
user co-creation elements   

B5: User interfaces: 
HealthyTogether App 

A novel app based on 
HealthyTogether to 
collect step data, iden-
tify activity patterns, 
derive personalisation 
strategies 

• In particular in the community 
centre context, the interfaces 
should be designed in a way that 
they do not disadvantage any 
user group (male/female; 
skilled/un-skilled), etc.  

 

• How is consent obtained when 
data are shared for motivation 
purposes (e.g. gamification) with 
peers?  

--- • The user interface shall facilitate 
broad accessibility and inclusion; 
e.g. according to ISO/IEC JTC 
1/SC 35 User Interfaces (which in-
cludes provisions on user inter-
face accessibility cultural and lin-
guistic adaptability and accessibil-
ity ISO/IEC JTC 1/SC 35)  
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Table 2-5. Touchpoint 4: Acceptability drivers in Gamified Engagement Environments. 
System components Ethical, social, and in-

clusion criteria 
Privacy aspects Legal and liability as-

pects 
Usability, accessibility 
and acceptability Item Application 

B1: PI²Us/ Modular 
mechanical setting 
and devices: Combi-
nation of PI²U-MiniArc 
furniture with playware 
tiles 

Novel combination of 
playwear tiles with a 
standing table allows 
for a variety of trainings 

• Does the training-furniture setting 
allow that the elderly also conduct 
other, more natural ways of activ-
ity, e.g. does the training setting 
empower them so that they visit 
more often friends or shops or 
similar, since balance and walking 
speed increase.  

--- • Who is liable if accidents happen 
during self- or supervised training 
sessions?  

• Co-creation and user participa-
tion: involvement of users into the 
requirements engineering and de-
velopment process needs to be 
ensured.  

• Usability: where proper metrics 
used to assess the capability to 
properly use the devices (e.g. 
NASA task load index)?  

• Acceptability: iterative testing 
needed to assess the circum-
stances/condition of acceptance 
of functions and designs of the 
furniture.  

• Accessibility: it needs to be en-
sured that the furniture/room ele-
ments can easily be used by a va-
riety of users (elderly with different 
capabilities, care personnel, fam-
ily members, etc.); therefore, em-
ployment of concepts such as “de-
sign for all”, “personalisation”, and 
“accessibility” (e.g. ISO TC 59 ac-
cessibility of the built environment, 
ISO TC 136 furniture, etc.)  

B2: Sensing/ Sensing 
and data gathering 
sub-system: Set of 
playware tiles and am-
bient and wearable 
sensors for the up-
grade of smart homes 
for the elderly 

Co-adapted set of am-
bient and wearable 
sensors 

• Is the type of sensors used in the 
smart homes for elderly appropri-
ate and indirect enough to guar-
antee the users privacy and dig-
nity?  

• The number of sensors used in 
the used in the smart homes for 
elderly shall not be excessive but 
minimised and tailored to what is 
necessary to perform the needed 
ML-tasks.  

• Interoperability: is the deployed 
sensing and data collection solu-
tion compatible with existing digi-
tal and non-digital systems in the 
environment in question (e.g. 
home and building automation 
systems, sensors/clouds of other 

• Do the sensors and the compo-
nents used in the smart home 
(e.g. the wireless sensor network) 
in it ensure that unwanted access 
(e.g. through hacking) is pre-
vented? 

• Does the data collection pipeline 
ensure that the data are handed 
over safely from process step to 
process step (e.g. from the sen-
sors to the sub-serves to the plat-
form) 

• When and how are data pseudon-
ymized/anonymised. 

• How does Carp ensure data pri-
vacy and security? 

• What kinds of certifications are for 
the smart home sensors needed in 
the Danish context?  

• Acceptability: In case of wearable 
sensors: to what extent it is feasi-
bly that elderly wear or have at-
tached a specific sensor continu-
ously. 

• How do on board storage capacity 
and batter power affect efficient 
use in the clinical environment.  

• Accessibility: can then sensors 
easily be deployed and intuitively 
be used by the care givers, 
nurses, and the end-users alike?  
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products needed by the user or 
the care givers, etc.).  

• How is access to the data on 
CARP controlled and is accounta-
bility clearly regulated (e.g. who is 
the data controller) 

• How much access and control is 
the elderly user (patient) given 
over the data through CARP?  

B3: Analytics/ Soft-
ware and Algorithms: 
ML for early detection 
(on device ML for ac-
curate steps recogni-
tion for elderly + trends 
prediction) + device 
(playware) integrated 
functional assessment 

The setting allows to 
perform assessment of 
functional ability using 
the gamified device 

• The developed ML algorithms 
should consider the specifics of 
the user group (elderly)  

• On device assessment shall not 
lead to a loss of social contact 
e.g. with doctors of care givers.  

• Does the ML-system require a re-
use of the data for other pur-
poses?  
 

• How accurate is the on-device as-
sessment of functional ability and 
who administers it? > what types of 
validation and certification needed. 

• Who is liable if the functional as-
sessment was wrong and led to the 
inappropriate actions, suggestions, 
or trainings with negative conse-
quences? 

• To what extent are key acceptabil-
ity drivers considered: 
o Transparency of the whole 

data collection and pro-
cessing pipeline and right to 
object or withdraw or deter-
mine privacy settings 

o Is the value for the user high 
enough to justify and out-
weigh the case specific data 
collection and processing in-
tensity? 
Is data security ensured? 

B4: Intervention/ 
Schematics for en-
gagement, behavior 
change, and physi-
cal/cognitive train-
ing: Training plans and 
games for activation of 
elderly with playware 
tile 

Training schemata pro-
vide target-oriented 
ADL trainings in gami-
fied, fun inducing man-
ner enhancing medical 
outcomes 

• There are indications that more 
active elderly may actually con-
sume more health care services.  

• How can we distinguish between 
activity stimulating “nudging” and 
“manipulation” 

Very personal data about trainings 
and how certain interventions work 
for a certain person are generated.  

• Who is liable if people are nudged 
into a certain behaviour with nega-
tive consequences? 

• How can over-exercising be 
avoided? 

• It is difficult to use (as well as test 
and validate) more than 1 or 2 be-
haviour change strategies in com-
bination 

• General behaviour change regi-
mens should be developed and 
fined tuned in an iterative manner 
including at several stages direct 
user feedback and user co-crea-
tion elements   

B5: User interfaces: 
Data collection and vis-
ualisation through DTU 
CARP and Philips data 
dashboard 

Dashboard summarize 
and visualize the differ-
ent datasets of im-
portance to the re-
searchers for behav-
iour research 

• Can the interface be designed in a 
way that it facilitates the inclusion 
and activities of informal carers? 

• Interfaces and data sharing with 
higher level systems and plat-
forms (e.g. Philips HSDP)?  

• Privacy by design, e.g. according 
to ISO/PC 317 

• What certifications are required for 
use in what context?   

• The user interface shall facilitate 
broad accessibility and inclusion; 
e.g. according to ISO/IEC JTC 
1/SC 35 User Interfaces (which in-
cludes provisions on user inter-
face accessibility cultural and lin-
guistic adaptability and accessibil-
ity ISO/IEC JTC 1/SC 35)  
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2.3 Alignment of the REACH strategy and goals 
Building on these previous achievements, we were able to refine the strategy and goals 
of the REACH project as a whole. In particular, it was possible to define medical pur-
pose and intended use in Reporting Period 3 (see Figure 2-2, see also Deliverable 
D37, Appendix). This determination is the basis of the classification of a product as a 
medical device (MD) and its certification – and therefore a cornerstone for market en-
try. The classification is based on the potential risks associated with the use of this 
device and therefore highly dependent on the results of the aforementioned efforts 
regarding ethics, privacy and legal risks. 
 
 

 
 
Figure 2-2. Determination of the medical purpose and intended use. 
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3 Brief summary of the consideration and implementation 
of privacy and security schemata in key REACH system 
components 

3.1 Overview of the technical implementation strategy for privacy and security 
related considerations 

All of the considerations related to ethics, privacy and legal issues, that are discussed 
in this deliverable report, require an appropriate technical implementation in order to 
be effective. The following three points can be considered as the guiding principles for 
the technical implementation of privacy and security related concerns: 
 

1. Protect sensed data 
2. Ascertain computational anonymity 
3. Ensure privileged intervention access 

 
These principles have been fundamental to the design, development and implementa-
tion of all technical aspects of the REACH solution. We reported these efforts in par-
ticular and in great detail in Deliverable D7. The following provides a brief overview of 
the technical solutions that were implemented in the context of specific aspects of 
REACH. 
 

3.2 TP 2 – protected sensed-data 
The protection of the data that is collected with sensors is highly important. The imple-
mentation of this aspect is showcased in TP2. A general overview of the data security 
strategy on the technical level is depicted in the Figure 3-1. 
 

 
Figure 3-1. General overview of the technical data security and general communication schema. 
 
The different prototypes in REACH generate various data. In the first instance, this 
data is saved locally on the respective device. The prototypes are part of a local area 
network (LAN) in which they communicate with a local server. The network is password 
protected in order to allow only authorized access and the server runs a firewall and 
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anti-malware software. In addition, an encryption module utilizing an RSA cryptosys-
tem for secure data transmission can be implemented which serves as a second pro-
tective layer in case the local network is compromised to prevent access to plaintext 
data. The transmission of data from the LAN environment to the REACH engine is 
utilizing the Secure Shell (SSH) network protocol. The data transferred to the REACH 
engine can be encrypted as well by the RSA encryption module. The only disad-
vantage is additional time for encryption, due to the secure 4096-bit encryption key. 
 

3.3 Data platforms CARP and/or SmartCardia – ascertain computational ano-
nymity 

The data platforms CARP and SmartCardia also make use of data protection strategies 
in order to ensure privacy. 
 
CARP 
The data management backend of CARP is based on SQLite and makes use of open 
source libraries. CARP applies the following state-of-art security mechanism; Authen-
tication, Authorization, and Encryption. 
The CARP Portal is used to issue a token for collecting data from the registered users 
in the study. An enrolled researchers and participants are assigned with user ID, role, 
and scopes. This provides valuable information required by researchers and studies. 
Communication with CARP Platform is secured using the Open Authentication 2.0 
(OAuth2) workflow, which is the state-of-art in RESTful authentication and data source 
integration. 
The communication in CARP is secured using Secure Sockets Layer (SSL) and 
Transport Layer Security (TLS) as a standard security technology for establishing en-
crypted endpoint between the CARP platform and its clients. 
 
SmartCardia 
The data from the device are stored in an encrypted custom format in the cloud data-
base. The data stored is anonymous in nature (without patient name and features that 
could allow inferring with the identity). 
All the personal computers and servers of the Company must have their hard drives 
fully encrypted. In Windows, the allowed tool is BitLocker. In OS X is FileVault. In Linux, 
the hard drive must be encrypted during the installation process. The key manager is 
the responsible of setting up the hard drive encryption and storing the recovery keys 
of each computer. The hard drive encryption must be done using a strong password 
(mixing uppercase, lowercase, numbers and symbols) only known by the employee 
and the key manager.  
The servers of the Company used for hosting Web applications and services must 
have installed the corresponding SSL/TLS certificates, which must be created by a 
trusted Certificate Authority (CA) because of the request of the key manager, to estab-
lish secure connections.  
The information transported by Wi-Fi between different application/services must be 
also encrypted using SSL/TLS certificates. If encryption is not possible, due to hard-
ware limits, it is mandatory to obfuscate the data before sending them across commu-
nications lines. In particular, the connection from the mobile phone to the server to 
store information in the cloud is performed using a secure communication based on 
SSL.  



Deliverable D32: Detailed set of privacy guidelines and schemata  

Responsive Engagement of the Elderly promoting Activity and Customized Healthcare 30 

4 Legal aspects in the context of Machine Learning/HAR in 
TP2 – ensure privileged intervention access 

4.1 Legal aspects regarding the use of AI in healthcare 
 
There is a broad variety of ethical and legal issues associated with using AI in 
healthcare. AI can be used to diagnose diseases applying algorithms to process a 
multitude of biological markers, provide alerts from behavioral data to suggest urgent 
interventions – or inversely, to suggest that no critical changes have taken place. Here 
we focus on liability when AI suggests an action (a procedure or an intervention) or a 
“wait-and-see” inaction perhaps and when this leads to patient harm. The following 
table (Price et al., 2019) sums up situations when patient harm may lead to liability.  
 
Table 4-1. Examples of potential legal outcomes related to AI use in clinical practice. 

 
 
In his summary table, two scenarios involving patient harm are flagged as raising lia-
bility. The first (scenario 2) is a special case where the clinician may be liable simply 
by deviating from standard care procedures. The fact that the clinician may have used 
– and has rejected to follow the advice of - an AI application that also suggested using 
standard care procedures might possibly exacerbate the liability.  However, the second 
case (scenario 7) is much more acute. Here the AI system goes beyond and against 
standard of care and suggests an incorrect procedure (including possibly a non-action) 
– that leads to patient harm.  
 
In general, AI algorithms will often (typically) have a complexity that does not allow 
clinical staff unravel and track the reasoning from possibly massive amounts of data to 
a conclusion. This issue of “black box medicine” is the subject of a rapidly growing field 
of studies of legal, management and medical aspects, e.g. (Challen et al., 2019; Eman-
uel & Wachter, 2019; Price et al., 2019). Similarly, studies and documents prepared 
for the European Parliament have dealt with the issues in depth (Kritikos, 2019; Yeung, 
2019). The non-profit organization PHG, located in Cambridge, UK, also contains sev-
eral sources and resources relevant to liability of AI-based interventions: 
https://www.phgfoundation.org/briefing/legal-liability-machine-learning-in-healthcare 
 
With the maturing of the REACH system the following key concerns (the authors state 
that this list is not meant to be comprehensive) should be addressed in depth by ethi-
cists and technical experts (Stahl & Coeckelbergh, 2016): 
 
Implications for society and healthcare: 

• Replacement and its implications for care giver. 
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• Replacement and its implications for the quality of care: de-humanization and 
‘‘cold’’ care. 

 
Implications for human-robot interaction: 

• Autonomy of the robotic system. 
• Role and tasks: role of the robot in the particular care process 
• Moral agency: dealing with ethically problematic situations. 
• Responsibility: ethical, legal, social responsibilities  
• Deception: robots as social companions, social-emotional involvement 
• Trust: how trustworthy can a robotic system be? 

 
Key concerns of ICT involving human users: 

• Privacy and data protection 
• Safety and avoidance of harm 

Both issues have been addressed in the previous chapters. 
 
Furthermore, the principles stated in the H2020 Responsible Research and Innovation 
(RRI) concept were used as guidance document in the REACH project (Euro-
pean_Commission, 2019).  
 
Table 4-2. Scaffolding questions of the framework for RRI in ICT (Stahl & Coeckelbergh, 2016). 

 
 
It could be assumed that during the further development and in extended use in prac-
tice cases and near operational environment a refined analysis regarding ethical re-
quirements will be evaluated. This would be one of the tasks to be covered by the spin-
off company from REACH in the process of bringing REACH to the market. 
 

4.2 REACH Workshop on legal aspects of machine learning and AI 
In addition to the written expert opinion on legal issues, we held a workshop on legal 
aspects of machine learning and AI in healthcare. The workshop took place on De-
cember 3, 2019 at TUM. The main take home messages that we developed in the 
workshop are as follows. 
 
1. Responsibility of the doctor/prescriber and negligence: ML/AI or another highly 

autonomous assistive device is for the time being considered as a “tool” and the 
doctors/prescribers remain responsible. Doctors/prescribers must consider this 
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when they base their decision making on highly complex ML/AI outputs. In particu-
lar with regard to criminal law a doctor may be held accountable for negligence 
offences (although it may then be determined in a civil law process that the tech-
nology and its provider contributed to the mistake/incident). 

 
2. Claims: Claims made by the system provider correlate with rate of potential liability. 

The through the producer claimed „confidence“ (i.e. confidence/accuracy of the 
predictions made by the system) may play a big role. If the producer claims a low 
confidence of its systems predictions the low liability for him/her but probably less 
doctors will then want to use it, then they are liable. On the other hand, high confi-
dence claimed means an incredible high liability for the producer, but doctors prob-
ably will very willing to adopt. 

 
3. Focus: Focus on structured institutionalized environments and narrow task to con-

trol use and limit risk. 
 
4. Training: Like with a complex medical device a system provider my specify that 

the doctor/care personnel requires some sort of training to ensure that the system 
is used correctly and minimizes risks. (nor: the product manual is non-binding; a 
specific contract must be made between the user and the provider to specify what 
the product and do and what not and how it must be used/handled/maintained/etc.) 

 
5. Ensure quality of training data: Quality and non-bias of training data/data input: 

Quality of the data with which the system is trained matters. 
 
6. In the future: Consider rethinking the legal framework: In the future, when decision-

making by ML/AI systems gets more complex and sophisticated the legal frame-
work may have to be revised. 
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5 Risk governance in the context of privacy and security: 
guidelines for introducing ambient and wearable monitor-
ing technologies balancing privacy protection against the 
need for oversight and care 

The introduction of ambient and/or wearable monitoring technology in the healthcare 
environment entails risks related to privacy and data protection. These risks need to 
be balanced against the intended effect of improved oversight and care. With the re-
search conducted in the REACH, the project can be considered to be at the frontier of 
the developments. As a result, the project was able to make a substantial contribution 
to the groundwork for new regulatory frameworks and standardization activities.  
 
Our efforts culminated in the development of a CEN Workshop agreement (CWA) with 
the title “Privacy of monitoring technology — Guidelines for introducing ambient and 

wearable monitoring technologies balancing privacy protection against the need for 

oversight and care”. A CWA is an agreement developed and approved in a Workshop 
by the European Committee for Standardization (CEN). It can be considered as a “pre-
standard”, i.e. a document preceding a binding international or European standard. 
The CEN CWA will be published in February 2020 and cannot be made part of this 
deliverable report due to confidentiality. 
 
With the CEN CWA, we aim to offer a practical, structured guidelines to care organi-
zations, in order to balance the need and the right for privacy with the need for care. 
The guidelines may also benefit additional stakeholders, such as relatives, technology 
providers, regulatory bodies and administrations. Therefore, we outlined a governance 
model, including the informed consent process, in order to facilitate the use of ambient 
and wearable technology in a healthcare setting for monitoring purposes. 
 
In this context, one of the main challenges is the weighing of needs for privacy and 
care in an ethically responsible way (see Figure 5-1). Our risk governance model 
makes use of the proven process of informed consent. 
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Figure 5-1. Balancing the need for privacy and the need for care and their drivers. 
This process relies on the realistic communication of risks and benefits. In order to 
ensure the validity of this process, the following criteria has to be fulfilled: a) information 
has to be disclosed, b) the individual (or a representative) has to be capable to make 
a decision, c) the information needs to be comprehended by the addressee, and d) the 
nature of the decision has to be voluntary. The monitoring system therefore has to be 
implemented and operated in a way that ensures the adherence to the process de-
scribed above. In order to illustrate the procedure, we developed a number of use 
cases with exemplary personas which is part of the Annex of the CWA. 
 
The development of the CEN CWA was based on our previous work with regard to 
standardization activities, which have been reported in great detail in Deliverable D38, 
and the REACH ethics wrap-up, which was provided in Deliverable D44. 
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6 Conclusion 

In this deliverable report, we were able to provide a comprehensive overview of the 
outcomes of the REACH research project with regard to data privacy and data security, 
associated with Task T7.5. Ethics and privacy concerns are a core aspect of the 
REACH research project from the very beginning. From a set of initial guidelines, we 
were able to differentiate these principles for the respective Touchpoints in order to 
analyze primary concerns. This provides not only the groundwork for a future certifica-
tion as a medical device (MD), but also guided the technical development and imple-
mentation of the project, in order to make privacy and data security a core feature of 
the solution. We are also involved with the exploration of the legal dimension of ma-
chine learning and artificial intelligence which is still a relatively novel topic. Our efforts 
finally culminated in preparing a CEN Workshop Agreement for the European Commit-
tee for Standardization, breaking ground for an international standard on risk govern-
ance in terms of weighing privacy concerns against the need for care. 
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Appendix I – Legal expert opinion on machine learning and 
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REACH 2020
Diligence, standard of care

Ass. iur. Daniela Sprengel

Outline

General Information

Research / Development

Use

Recommendations

Sprengel REACH2020 2



I. General Information

1. The Law as such

2. Possible (criminal) offences, claims

Civil Law

Crime Law

Product liability Law

3. Standard of diligence

Good to know…

Sprengel REACH2020 3

I. General Information

1. The Law as such

Problems:

Very abstract, no concrete information

Assume: An action is based a human decision

Lawmakers did not think about robots!

Good to know…

Sprengel REACH2020 4



I. General Information

2. Possible (criminal) offences, claims

a) Civil law: Contractual claims

b) Crime law:

Negligent homicide

Negligent personal injury

Omission e.g. homicide

c) Product liability law

Good to know…

Sprengel REACH2020 5

I. General Information

3. Standard of diligence

???

objective rating

always related to a single case

Legal obligations are binding!

But: they're rarely concrete.

à What may the concerning parties expect?

Good to know…

Sprengel REACH2020 6



II. Research / Development

Development: Different workpackages

Research:

Technical tests less legally complicated

Research with humans

Problems with the standard of care

Sprengel REACH2020 7

III. Use

Different responsibilities

The producer

The User

Sprengel REACH2020 8



IV. Recommendations

1. User manual

2. Contractual regulations

3. Consent of parties / probands

4. Documentation

Sprengel REACH2020 9

COMMENTS, QUESTIONS, 
DISCUSSION…

Thank you very much for your

attention.

Sprengel REACH2020 10



Sprengel Sorgfaltsmaßstab 11
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BKHHKSEJC�PDAOEO�LNKLKO=H�� �
�AOECJ KB = @=OD>K=N@ PK IKJEPKN NAIKPAHU @=EHU =?PEREPEAO KB =� � � � � � � � � � �
BN=EH�AH@ANHU�DKIA�@SAHHEJC�B=IEHU�IAI>AN��
	KN QO =O OPQ@AJPO� PDA PDAOEO LNKLKO=H S=O AOLA?E=HHU� � � � � � � � �
EJPANAOPEJC� =O KJA KB PDA I=EJ CK=HO BKN KQN PDAOEO LNKFA?P S=O� � � � � � � � � � � �

PD=P EP ODKQH@ >A LAKLHA ?AJPNA@� 	QNPDANIKNA� SA BKQJ@ PDA� � � � � � � � � �
LNKLKO=H NAH=P=>HA =O H=?G KB KRANOECDP KB =J AH@ANHU B=IEHU� � � � � � � � � �
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EFFECTS OF PLAYFUL EXERCISE OF OLDER ADULTS ON BALANCE AND PHYSICAL 
ACTIVITY: A RANDOMIZED CONTROLLED TRIAL 

Humira Ehrari,  
Rasmus Tolstrup Larsen,  
Henning Langberg &  
Henning Boje Andersen  

Journal of Population Ageing (2020)  
Abstract 
There is evidence that one of the most important approaches to improving the healthy ageing 
of older adults is for them to carry out daily physical activity. However, motivation to engage 
in physical activity is often low in old age. This study investigated the potential of engaging 
older adults in playful exercise to increase physical activity and balance. A randomised control 
trial (RCT) was performed with 26 independently living older adults (initially 38, but 12 were 
lost to illness or death during the course of the project), mean age 83.54 (SD: 7.12), 19 women. 
Participants were randomly allocated to intervention (n = 16) or control (n = 12) (originally 19 
in each group). The intervention consisted of playful exercise on Moto tiles 6 * 2 min twice a 
week over 10 weeks, while control group participants engaged in normal daily activities. 

The intervention group participants improved functional balance (Berg’s Balance Score) by an 
average of 5.02 points, and the control group by 2.58 points (p = 0.11). No between-group 
difference was observed in physical activities outside exercise sessions (p = 0.82). The 
difference in gain of balance as measured by BBS was below statistical significance, as a result 
of the sample size being too small. However, trial results suggest that older pre-frail and frail 
adults who engage in a moderate playful exercise programme over at least 10 weeks may 
potentially experience a modest gain in balance. Moreover, the playful exercise created a 
joyous social atmosphere among the participants who spontaneously remarked that the play 
sessions were much more fun than their standard light exercise programme of one hour twice 
a week. This motivational outcome is important for adherence to any exercise programme and 
indeed for general well-being. 

 
  



CONCERNS AND TRADE-OFFS IN INFORMATION TECHNOLOGY ACCEPTANCE: THE 
BALANCE BETWEEN THE REQUIREMENT FOR PRIVACY AND THE DESIRE FOR 
SAFETY  

 
Humira Ehrari, Frank Ulrich, Henning Boje Andersen 
Technical University of Denmark 
Management Department 
Kongens Lyngby, Denmark 
 

ABSTRACT  
This paper constructs a new model of motivation in the unified theory of acceptance and use 
of technology (UTAUT) to explore the trade-off between privacy and safety. Using an 
explorative approach, we used Self-determination theory (SDT) to explore how human 
motivational determinants influence the trade-off between safety and privacy in technology 
acceptance. We take the Scandinavian healthcare context as our empirical outset by exploring 
how older Danish adults perceive sensor-based E-health monitor technology that is designed 
to monitor their health status. Danish municipalities aim to use these technologies to identify 
early warning signs and thereby improve the quality of care and life by making people more 
self-reliant and reducing unnecessary hospitalisation. However, ethical issues concerning 
privacy versus safety need to be taken into consideration when implementing these 
technologies. After monitoring 21 respondents (mean age: 85) living independently at home 
over 9 weeks, we interviewed them about their concerns regarding privacy and safety. Our 
findings show that the respondents were willing to compromise their privacy if their autonomy 
and personal integrity were respected and if the benefits of sensor-based monitoring 
outweighed health-related threats. We used these findings and the theoretical outset to create 
a novel model that considers human motivation when using UTAUT. 
 
 
Accepted for publication in Communications of the Association for Information Systems 
(2020)  
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