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® Hamming Quasi-Cyclic (HQC) is a code-based public key encryption.

® Standardized by NIST as a backup post-quantum cryptosystem.

‘ Advantages
Public code C: Efficient decoder.

Disadvantages

Ciphertext length is large ~ 4.4 kB.

DFR is well understood and easily controlled.

Non-zero Decryption Failure Rate (DFR).

Goal: Reduce ciphertext length using vector quantization such that DFR is negligible.
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Notation

Vector Space
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Notation

Vector Space Polynomial Ring

F2 Ry =TF[x]/(x" = 1)
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Definition (Linear Code)

An (n, k) linear code C is a k-dimensional subspace of Fj equipped with two functions -
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Definition (Linear Code)

An (n, k) linear code C is a k-dimensional subspace of Fj equipped with two functions -

Cenc:m—celC
C.dec:c+e € F;— m+C.dec(e)
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Code C ®
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HQC Primer
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Quantization with Polar Codes (Black-Box Approach)
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New Error Weight Model
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In Conclusion

Summary

® Quantization can successfully reduce the
ciphertext length of HQC upto 8%.

® But complexity of encryption and decryption
increased 18%.
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Open Questions

® Other candidates for quantization code Q7

® Better error-correcting code C with
predictable DFR?
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