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Abstract

Due to the vulnerability of current state-of-the-art public-key cryptosystems to effi-
cient attacks using quantum computers, novel quantum-resistant algorithms are required.
Code-based cryptosystems such as Hamming Quasi-Cyclic (HQC) are of particular inter-
est not only because they are assumed to be safe from quantum attacks, but they are also
possible candidates for fully homomorphic encryption schemes [bacr25]. However, they
suffer from large ciphertext sizes which leads to inefficient communication. In this work,
we explore the feasibility of quantization as a means to reduce the ciphertext length in
code-based cryptosystems. We successfully reduced the ciphertext length of the HQC
scheme by 12% by introducing a trade-off in the computational complexity of encryption

and decryption.






1 Introduction

Quantum computers pose a significant threat to the security of currently deployed public-
key cryptographic infrastructure. Although state-of-the-art quantum computers are cur-
rently incapable of breaking the current standard public-key encryption, in the future
they may be sufficiently powerful to retrospectively attack current communications. Algo-
rithms like Shor’s [Sho99] can efficiently break widely used systems such as Rivest, Shamir,
Adleman (RSA) and Elliptic-Curve Cryptography (ECC) on a powerful enough quantum
computer, necessitating the development and standardization of quantum-resistant al-
ternatives. This field, known as Post Quantum Cryptography (PQC), explores various
mathematical foundations, including lattice-based, multivariate, and code-based cryptog-
raphy, to build new secure primitives.

Among these, code-based cryptosystems, pioneered by McEliece [McE78], have a long
history and are valued for their potential for fast encryption and decryption operations.
Their security often relies on the presumed hardness of decoding a random linear code,
a problem considered NP-hard [BMvT78]. However, a persistent challenge for many
code-based schemes is the considerable size of their public keys and, particularly, their ci-
phertexts. While various techniques exist to reduce key sizes, such as leveraging algebraic
structures or amortization, ciphertext length remains a significant concern for practical
deployment.

This thesis investigates the application of quantization, a technique derived from lossy
source coding, as a means to reduce ciphertext lengths in code-based cryptosystems.
Quantization aims to compress data by allowing a controlled amount of distortion, thereby
trading perfect recovery for improved communication efficiency. The core idea is to
represent the ciphertext, or a component thereof, not exactly, but by its closest point
in a predefined, sparser set (a “quantization code” or lattice). Then, a more compact
representation of this quantized ciphertext is transmitted, thereby saving communication
costs. This approach has been explored in lattice-based cryptography [MS23], [LLL24]
and offers a promising avenue for code-based schemes.

First, a generic symmetric code-based cryptosystem is examined to establish the fun-
damental principles and trade-offs involved. Subsequently, these concepts are applied
to the HQC cryptosystem [AMAB™25], a promising candidate in the National Insti-



1 Introduction

tute for Standards and Technology (NIST) PQC standardization process. We develop a
methodology for integrating quantization into HQC, analyze its impact on parameters,
and evaluate the potential ciphertext reduction. A systematic search through several
possible parameter sets and codes was done to find the optimal scheme with the shortest
possible ciphertext. A reduction of 12 % in the length of the ciphertext was obtained at
a cost to the encrypting and decrypting complexities.

This thesis is structured as follows:

e Chapter 2 provides the necessary background on error-correcting codes, lattices,
fundamental cryptographic concepts, including symmetric, asymmetric, and post-
quantum cryptography, and an overview of lossy source coding principles relevant

to quantization.

e In Chapter 3, we present a novel code-based analog of the quantized lattice-based
symmetric cryptosystem from [MS23], detailing its construction, the application of
quantization using codes, and an analysis of the resulting plaintext-to-ciphertext

rates.

e Chapter 4 focuses on the HQC cryptosystem. It reviews the standard HQC scheme,
its error model, and decryption failure rate considerations. We then introduce a
quantized version of HQC, outline a search strategy for selecting optimal under-
lying codes for quantization, and present the results of this approach in terms of

ciphertext size reduction.

e In Chapter 5, we summarize the findings of this research, discuss the implications
of using quantization in code-based cryptography, and suggest potential directions

for future work.

Through this investigation, we demonstrate that quantization can be valuable in reducing
the ciphertext lengths often associated with code-based cryptography, thereby enhancing
its practicality for future PQC applications.



2 Preliminaries

In this chapter, we will establish the mathematical basis for describing the cryptosystems
considered in the later chapters. Firstly, notations used for the rest of the thesis are
introduced in Section 2.1. As a background for the code-based cryptosystems, a brief
recap of coding theory is presented in Section 2.2. In Section 2.3, select topics in lattices
which form the basis for lattice-based cryptography are described. A high-level overview
of symmetric, asymmetric, and post-quantum cryptography is discussed in Section 2.4.
Finally, Section 2.5 discusses key results from lossy source coding theory, which is used

to analyze quantization.

2.1 Notation

The Galois field of size g is represented by F,, the ring of integers of size ¢ by Z,, and the
polynomial ring of length n over Fy is R,, = Fa[z]/(2™ — 1). We will use bold lowercase
letters to represent vectors x = (zg,...,Z,—1) and we say x € [y when the elements
z; € F,. Uppercase bold letters are used for matrices (for e.g.: G) and similarly have
elements from a field or a ring. Sampling a variable from a probability distribution y
is indicated as V <« x, and when the distribution is uniform over a set S, we simply
write V « S. We write v < x™ when the elements of a random vector v are drawn
independently and identically from a distribution x. A binary random variable V' sampled
from a Bernoulli distribution with parameter p means that the probability Pr[V = 1] = p.
The binary entropy function Ha(p) = —plog p—(1—p)log(1—p). All logarithmic functions

are taken to the base 2 unless explicitly specified.

2.2 Codes

Error-correcting codes, often just referred to as codes, are used to detect and correct errors
in digital data transmission and storage. Introduced by Claude Shannon and Richard
Hamming in the late 1940s [Sha48], they laid the foundation for reliable communication
over noisy channels. Today, codes are central to modern technologies—from satellite and

wireless communication to storage systems and cryptography, including post-quantum
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schemes that rely on the hardness of decoding problems. In this section, we will define
some basic quantities and objects from coding theory, some important code families,

quantization using codes, and finally, some hard problems with codes.

2.2.1 Basics

We begin by defining some basic metrics used in coding theory, namely the Hamming

weight and distance.

Definition 1 (Hamming Weight). The Hamming weight of a finite length vector x € F"

is defined as the number of non-zero entries in x.
wt(x) 2 [{i € {0,...,n — 1}]z; # 0}

Definition 2 (Hamming Distance). The Hamming distance between two vectors x,y € F"

is the Hamming weight of their difference.

di(x,y) £ wtg(x —y)

Definition 3 (Linear Block Codes). A linear block code C of length n and dimension k
is a k-dimensional subspace of a vector space Fy, often denoted [n, k,d], to indicate the
length, dimension, and minimum distance. The elements of C are called codewords, and

the minimum distance d of C is the smallest weight among all the codewords.

d = mi t(c
min wt ()

The code rate R quantifies the relative size of the message against that of the codeword.

log |C k

o losglC| _k
n n

In this work, we only consider linear block codes and refer to them as codes interchange-

ably.

Definition 4 (Generator and Parity Check Matrices). A matriz containing rows of basis
vectors of C is called a generator matriz for C. The code C can be defined using the

generator matriz G € IF];X”.

C={xGlx € FZ}

Alternatively, C can be defined using the parity-check matrix H € IE‘(’]L*’“X".

C={ceF;|cH" =0}



2.2 Codes

In information theory, a channel describes the transformation of an input symbol z into
an output symbol y based on some transition probability distribution Pr[y|z], which is
the mathematical model of a real communication channel. One of the simplest channels

is a Binary Symmetric Channel (BSC), which is defined for a binary input and output as

1—p ify==x
Prlyla] =
P otherwise

for some parameter p € [0, 1]. Such a channel is represented as BSC(p), and one can view
the transformation from z to y alternatively as adding some noise e <— Bernoulli(p) such
that y = x +e mod 2.

For reliable communication over a channel, one needs to add redundancy to any trans-
mission so that the receiver can recover the message accurately even in the event of noise.
This can be achieved using codes where the code rate determines how much information
or redundancy is contained in a codeword. In 1948, Shannon proved the channel coding
theorem [Sha48], which states that for any channel, there exists a maximum code rate,
called the channel capacity, below which the probability of making a decoding error at

the receiver tends to 0 asymptotically. For a BSC(p), the channel capacity is
Cpsc =1 — Hz(p) (2.1)

2.2.2 Some Important Codes

There exist an abundant number of codes that have been developed since the inception
of coding theory, of which we use only four families in this thesis.

The Reed-Muller (RM) and Reed-Solomon (RS) code families are used in the construction
of the asymmetric cryptosystem HQC in Chapter 4.

Polar codes are attractive for quantization due to their low encoding and decoding com-
plexities, as well as asymptotic guarantees.

A complete treatment of these codes would be out of the scope of this thesis. Instead, we
refer the reader to the excellent book from Roth [Rot06] for RM and RS codes and the
seminal paper from Arikan [Ari09] on polar codes.

The fourth family of codes are called quasi-cyclic codes and are only relevant here for
the proof of hardness for some of the cryptosystems. Before we describe them, we must

understand what cyclic codes are.

Definition 5 (Cyclic Codes). Let C C Iy be a linear block code. We say that C is cyclic
if and only if
Veel, o(c)elC
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where for any

c=(co,...,cn-1), o(c) £ (Cn—1,€0y---sCn—2)

Cyclic codes have circulant generator matrices.

where g is one of the basis vectors.

Cyclic codes lend themselves to an alternative definition where the codewords can be
represented by polynomials g(x) from the ring R, = Fylz]/(z™ — 1). A cyclic shift of
g(x) is zg(x). And any codeword can be generated by the generator polynomial g(x)
as u(x)g(x) where u(x) is a degree k polynomial. The product of any two polynomials
a(x),b(z) € R, can be represented as a - rot(b) and vice versa. Here we have implicitly
assumed the mapping between a = (ag,...,a,—1) and a(x) = Z:‘L;ol a;x' in the natural

order of the coefficients.

Definition 6 (Quasi-Cyclic Codes). A linear block code C is quasi-cyclic if
V(c1,c2) € C = (o(c1),0(c2)) €C
The generator matriz of such a code has a double-circulant structure.
G = [rot(g1), rot(g2)]

2.2.3 Code-based Quantization

Quantization, or more specifically vector quantization, is a technique from information
theory that is used to compress long vectors into shorter representations. Later, we
will extensively compress various vectors using quantization. In this subsection, we will
shortly describe the notation used for quantization performed using codes. Section 2.5
gives a more detailed explanation of the theoretical limits of quantization. We can quan-
tize any vector in Iy using a code C by mapping it to the nearest codeword with respect

to the Hamming distance.

Definition 7 (Code-based Quantization). Given a code C C Fy one can define the

quantization function
e : IF? — C
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such that
0]o=0

and for any ¢ € C and Vx € Fy
[x+cle=[x]c+c
Correspondingly, the quantization error is defined as

{x}c=x—[x]¢.

Any codeword can be uniquely represented by a k-length information vector, and since
k < n by the definition of a code, we can effectively compress the input vector. The lower
the rate of the code is, the shorter the compressed representation will be, at the cost of

a higher quantization error [Cov99].

2.2.4 Hard Problems on Codes

Problems in computer science can be classified into several categories based on the diffi-
culty of solving them with a traditional computer. Problems like solving a linear system
of equations are considered to be in the set of P, which contains all those that can be
solved in a polynomial number of steps. NP problems can be verified in polynomial time.
NP-hard problems are special because if one can solve an NP-hard problem in polynomial
time, it means that every problem in NP can be solved in polynomial time. One of the
millennium prize problems asks whether P and NP are the same, that is, whether an
NP-hard problem can be solved in polynomial time. So far, this has turned out to be not
true, and indeed, we only have exponential time solutions to NP-hard problems [Sip13].
The study of NP-hard problems is relevant to cryptography as they can be used to prove
that an eavesdropper cannot decrypt the communication efficiently. Several NP-hard

problems involve codes, and some of the relevant ones are introduced below.

Definition 8 (Syndrome Decoding Problem (SDP)). Given s € Fi~% and H € Fp—*>n,
find e € Fy such that eH” = s and wty(e) <t for some integer t.

Consider that a codeword x was sent over a channel where the noise e of weight at
most ¢ was added, and the received word y = x + e mod 2. We can find the syndrome
s = yH” = eH” where we have used the definition of a parity-check matrix. Simply
put, SDP asks to find a suitable error vector e for which we obtain the given syndrome

s. The following variant of SDP focuses only on quasi-cyclic codes.
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Definition 9 (Quasi-Cyclic Syndrome Decoding Problem (QCSDP)). Givens € R,, and
h € R,, find e;,es € R, such that e; +ez-h =s and wty(e;) + wty(e2) <t for some

integer t.

For some integer-valued functions ¢ of n, the above problems are NP-hard [BMvT78|.
The best-known attacks against these problems are derivatives of the Information Set
Decoding algorithm from Prange [CTS16]. These problems are important because their
hardness is used as the basis for several code-based cryptosystems, including HQC.

Another interesting problem is called Learning Parity with Noise (LPN), which is a
variation of the regular SDP where now the error is not restricted by weight; instead it

is sampled from a probability distribution.

Definition 10 (LPN). Given (G,sG + e) find s, where
G F’;X"

S IFI;
e < Bernoulli(T)"
for n being a polynomial function of k and constant 7.

Note that here sG is a codeword of the code defined by G, and the elements of the
error e are sampled independently and identically from the Bernoulli distribution. LPN
will be relevant for the hardness and choice of parameters for the code-based symmetric

cryptosystem presented in Chapter 3.

2.3 Lattices

Lattices are fascinating mathematical objects for constructing post-quantum crypto-
graphic schemes. The finalist of the post-quantum cryptography competition from NIST
is a key encapsulation mechanism based on lattices. As they are a source of inspiration
for some of the ideas used in this work, let us discuss the basics of lattices, quantization,

and hard problems on lattices.

2.3.1 Basics

Definition 11 (Lattices). A lattice is a discrete subgroup L = spanz(B) C R™ for some
basis B € R"*™. The fundamental region of a lattice is the set F(L) C R™ which satisfies

(x+L)NF(L)| =|x|=1 VvxeR"

10
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Often, lattices are defined with respect to addition and multiplication modulo ¢ for some
large integer q. The advantage is that elements of such a g-ary lattice can be represented
by a vector of integers coming from a bounded set, thus enabling them to be easily
handled by computers. Here, we define a pair of functions that are used to map and

de-map any vector m from Zjy to a lattice.

Definition 12 (Lattice Mapping). For a lattice L C RY where g and n are integers, any

vector m € Zy can be “encoded” or mapped to a unique element of L.
encoder(m) 2 Bm mod ¢

Here, B is some fized basis of L. In the same note, we can define the de-mapping or

“decoding” function for some vector ¢ € Zy.
decoder(c) £ B~!|c];, mod g

2.3.2 Lattice-based Quantization

Quantization of a vector from R™ can be performed using a lattice L by mapping it to

the closest vector in L in terms of the Euclidean distance.

Definition 13 (Lattice-based Quantization). Given a lattice L C R™ one can define the
quantization function
l'l,: R'"—L

such that
LO_IL =0

and for any v € L and Vx € R"
x+v],=|x|,+v €L
Correspondingly, the quantization error is defined as
{xtp=x-I|x[, €F(L)

2.3.3 Hard Problems on Lattices

NP-hard problems involving lattices also exist. The Learning With Errors (LWE) problem

is at least as hard as some worst-case hard lattice problems; hence, it is suitable to form

11
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the basis of hardness for cryptographic schemes. In the seminal paper by Regev [Reg09],

LWE was used to create lattice-based cryptosystems.

Definition 14 (LWE). Given (G,sG + e) find s, where
G « zkm

k
s<—Zq

e+ x"

for n being a polynomial function of k

Here, x" is a distribution over Z; which is concentrated around 0. In the code world,
the analog of LWE is LPN, which is also conjectured to be an average-case hard problem
[Piel12]. The integer rings are swapped for fields, and y is instead a Bernoulli distribution

of some small parameter 7 € [0, 1].

2.4 Cryptography

Cryptography is the study of techniques for secure communication in the presence of
adversaries. Broadly, cryptographic schemes can be categorized as symmetric or asym-
metric (also known as public-key cryptography). Post-quantum cryptography is currently
an area of great interest due to the existence of quantum algorithms that can efficiently
attack the current public-key algorithms given a sufficiently large quantum computer.
Here, we provide a brief introduction to them, however a more complete treatment can
be found in [KL07]. There are several notions of security for cryptographic schemes such
as Indistinguishable under Chosen Plaintext Attack, Indistinguishable under Chosen Ci-
phertext Attack (IND-CCA) [KLO07], and Pseudorandom under Chosen Plaintext Attack
(RND-CPA) [MS23, Definition 9], and we refer the reader to the cited sources for more

information.

2.4.1 Symmetric Cryptography

In symmetric cryptography, the same (secret) key k is used for both encryption and
decryption. Consider two parties — Alice and Bob — where Alice wants to send a secret
message to Bob. She encrypts the plaintext message m into a ciphertext ¢ using the

shared key k. Bob uses the same key to decrypt the ciphertext back into the plaintext.

12
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. Encrypt Decrypt
Ei(") : i Dy (") L

Shared Secret Key k  Shared Secret Key k

Examples include the Advanced Encryption Standard (AES) and ChaCha20 [Sta23].
Symmetric cryptosystems are efficient and well-suited for bulk data encryption. The
challenge is to distribute the secret key to both parties securely. This is achieved by key

encapsulation mechanisms (KEMs) based on asymmetric or public-key cryptography.

2.4.2 Asymmetric Cryptography

Asymmetric cryptography uses a key pair consisting of a public key pk for encryption
and a secret key sk for decryption. This eliminates the need for prior shared secrets and

enables functionalities such as digital signatures and KEMs for symmetric cryptosystems.

. Encrypt Decrypt | »
T e e T =

p

Public Key of Bob pk Secret Key of Bob sk

Well-known asymmetric schemes include RSA, ElGamal, and ECC. These schemes use
the conjectured hardness of the integer factorization problem or the discrete logarithm
problem [KLO7, Definition 8.62] to ensure security. While no algorithm is known to
be able to attack these schemes in polynomial time on a traditional computer, Shor’s
algorithm [Sho99] uses a quantum computer to attack them in polynomial time. Due to
their resistance to quantum attacks, post-quantum cryptosystems are of great interest,
especially code-based (e.g., McEliece, HQC), lattice-based (e.g., Kyber), and multivariate

cryptosystems.

2.4.3 Post-Quantum Cryptography

The advent of quantum computing poses significant threats to classical cryptographic sys-
tems hence robust alternatives are needed. Lattice-based cryptography relies on the pre-
sumed hardness of mathematical problems over lattices such as LWE. Well-known lattice-
based schemes include KEMs like CRYSTALS-Kyber [ABD*20], Module-Lattice-Based
Key Encapsulation Mechanism (ML-KEM), and the digital signature scheme Dilithium.
Code-based cryptography leverages the computational difficulty of decoding random
linear codes, specifically the SDP. The first such scheme, the McEliece cryptosystem

[McET78], remains unbroken, despite recent improvements in attacks against it [Ran25].

13
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Several other code-based cryptographic schemes were later proposed, such as the Niederre-
iter [Nie86] cryptosystem and the HQC cryptosystem, which is analogous to CRYSTALS-
Kyber. In contrast, symmetric schemes such as AES remain relatively secure but require
larger key sizes due to Grover’s quantum algorithm, which offers only a quadratic speedup.
One of the disadvantages of post-quantum cryptosystems is that the size of the ciphertexts
are much longer than traditional algorithms. The relative sizes of the plaintext and
ciphertext can be quantified using the “plaintext-to-ciphertext” rate. This quantity is

helpful to compare the efficiency of various cryptographic schemes.

Definition 15 (Plaintext-to-Ciphertext Rate). For any cryptographic algorithm that
accepts a plaintext input from the set M and outputs a ciphertext from the set C, the

plaintext to ciphertext rate is defined as

log | M|
o =
log |C]

(2.2)

It compares the number of bits needed to represent the plaintext to the number of bits

needed to represent the ciphertext.

2.5 Lossy Source Coding

In information theory, source coding is the study of the fundamental limits of compressing
data. Shannon proved in 1948 [Sha48] the source coding theorem, which states that a
sequence of n bits can be theoretically compressed to a length of pn bits without loss
in information, where p = Hs(p). Here, Ha(p) £ —plogyp — (1 — p)logy(1 — p) € [0,1]
is the entropy function and p = Pr[X = 1] for the random variable X representing the
binary memoryless source. If one is willing to bear some deterioration of the sequence,
the compression can be improved further. This is studied in lossy source coding. This
deterioration is quantified by a distortion measure d(-,-). Generally, the normalized

Hamming distance is used for bit sequences.
1 n—1
d(x,%) = Z; dp (i, &)
=

where x, % € Fy. The goal of lossy source coding is to minimize the compression factor p

such that the output sequence has an average distortion at most some constant D.

R(D)=min R s.t. E[d(X,X)] <D

PX\X

14
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The function R(D) is called the rate-distortion bound, and it gives a lower bound on the
best compression one can achieve at a specified average distortion. For a uniform binary

source X, the rate-distortion bound is
R(D)=1—- Hsy(D) (2.3)

R(D) represents an asymptotic theoretical limit for compression, and a detailed derivation
can be found in [Cov99, Chapter 10]. Often, in practice, this limit is not reached for finite
block lengths and efficient source encoding algorithms. For a finite block-length n, the

theoretical rate-distortion bound was shown in [KV12] to be approximately

Ru(D) =1 — Hy(D) + loi” +0 (;) (2.4)

There are several practical source encoder designs, but we will focus on the one presented
in [KU10], which uses the successive cancellation decoder of a polar code for compression.
While it attains the rate-distortion bound asymptotically with quasi-linear encoding and
decoding complexity, for finite block-lengths it deviates from the limit. The achieved
average distortion rate is upper bounded by D + O(2=V B) where 3 € (0, %) is a param-
eter which can be chosen and N = 2" is the block length of the polar code for some
natural number n. The complexities of encoding (which uses a successive cancellation
polar decoder) and decoding (which uses the polarization transform) are both O(nlogn)
[Ari09].
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3 Symmetric Cryptosystems

The goal of this thesis is to reduce the ciphertext sizes of various code-based cryptosys-
tems through quantization. As a first step, we consider symmetric cryptosystems as they
are simpler to analyze and exhibit good properties with quantization. We take inspiration
from the quantized lattice-based symmetric cryptosystem proposed by [MS23| and apply
the same framework to codes. In Section 3.1, we summarize the quantized symmetric
cryptosystem in lattices by [MS23]. Then, we show how a code-based analog of this cryp-
tosystem can be constructed in Section 3.2. The performance of this system is discussed

in Section 3.3.

3.1 Quantized Lattice-based Symmetric Cryptosystem

In [MS23], a simple symmetric cryptosystem is used to demonstrate the effect of quanti-
zation. Then, they apply the same techniques to lattice-based asymmetric cryptosystems
and analyze the ciphertext length. They also show how the parameters of their cryp-

tosystem can be chosen to optimize the plaintext-to-ciphertext rate asymptotically.

3.1.1 A Simple Lattice-based Symmetric Cryptosystem

First, let us consider their system without quantization as shown in Table 3.1. A lattice

FE is used to encode the message.

Table 3.1: Lattice-based symmetric cryptosystem by [MS23].

KeyGen(1%) Encrypts(m) Decrypts(G, b)
s Zk G « ZFxn return decodeg(b — sG)
return s e+ x"

b =sG + e + encodeg(m)
return (G, b)

Here, the error e comes from a probability distribution x™ which is concentrated around

0. Usually it is chosen to be the (discrete) Gaussian distribution. An example of this

scheme is visualized in Figure 3.1 for the two-dimensional case.
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Figure 3.1: An example of a two-dimensional lattice in R? is shown here in blue dots.
The elements of the cryptosystem are shown as vectors.

3.1.2 Applying Quantization

Now, the ciphertext length of the scheme presented in Table 3.1 can be improved with
quantization using a lattice @ C R™. To quantize a vector c, one must solve the Closest-
Vector Problem for @ and store the corresponding lattice point. The quantized scheme
is presented in Table 3.2. Most of the steps remain the same as before, except that an

additional quantization step is added, which is visualized in Figure 3.2.

Table 3.2: Lattice-based symmetric cryptosystem with quantization by [MS23].

KeyGen(1%) Encrypts(m) Decrypts(G, [b]g)
S Zlg G« Zlgxn return decodep(|b]y—sG)
return s e+ X"

b =sG + e + encodep(m)
return (G, |b]g)

Let us look closer at the decryption step from Table 3.2.

decodeg(|b]y — sG) = decodeg(b — {b}, —sG)
=m + decodegp(e — {b})

For the decryption to be correct, the error term e — {b}Q must decode to 0 in E. That

18



3.1 Quantized Lattice-based Symmetric Cryptosystem

' bla My,
) . " b= [bl,y+ (bl

Figure 3.2: The quantization is performed with another two-dimensional lattice @) repre-
sented with grey dots. The effect of quantization is to map every vector b to
the nearest lattice point from () represented by Lb]Q. This also introduces

an error, which is shown here in red {b},.

is to say that the error term must belong to the fundamental region F(FE).

We say that the scheme is §-correct when the probability that the decryption is incorrect
is at most § > 0. Thus, a O-correct scheme always performs correct decryption, which is
ideal. This § can be controlled by choosing the lattices ' and ) appropriately, given a
fixed error distribution y. The size of the fundamental region of E determines the number
of vectors that are mapped to 0 with the decoder function. Note that the quantization
€rror {b}Q lies within the fundamental region F (@) while the error e is concentrated
around 0. When x is a bounded set, we can choose E with a fundamental region F(E)

that envelopes the convex sum of the sets F(Q) and the support of x" to achieve § = 0.

In [MS23], it is shown that for such a “bounded noise” model, the plaintext-to-ciphertext
rate & = 1 —o(1) can be achieved by quantization. This means that with even a little bit
of quantization, one can achieve ciphertext sizes, which are the same as plaintext sizes
asymptotically. The size of G is not included in the computation of « as its overhead
can be mitigated through standard techniques. In practice, the cost of transmitting G
is amortized over multiple encryptions, and a full matrix is rarely sent; instead, a short
seed is transmitted, which can be deterministically expanded to reconstruct G. Usually,

the seed is chosen to be of length A, where A is the required security level of the scheme.
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3 Symmetric Cryptosystems

3.1.3 Dithering

The two components of the error term e and Lb]Q are dependent on each other, and
moreover, it is hard to describe the distribution of Lb}Q. This makes the analysis of
the scheme difficult. Inspired by a concept in signal processing, dithering is introduced
in [MS23] in order to separate the two error components so that they can be treated
individually. A dither is a uniformly random vector that is added to b during encryption.

The complete scheme with quantization and dithering is presented in Table 3.3.

Table 3.3: Lattice-based symmetric cryptosystem with quantization and dithering by
[MS23].

KeyGen(1¥) Encrypts(m) Decrypts(G, [b —v]g, V)

return decodep(|b — v ot

s < ZF G « Zk*n v sG)
return s e+ x"

b =sG + e + encodep(m)

v+ F(Q)

return (G, [b —v]g, V)

Now, for decoding correctness e — {b — V}Q must decode to 0. Since v is uniformly

random over F(Q), it ensures that

1. |b—v]g is uniform over (@), and

2. e is independent from |b — v}Q.

The dithering vector v can also be generated using a short seed, introducing only a
relatively small overhead, which vanishes asymptotically as the length of the ciphertext
grows. Thus, it is also not included in the calculation of the plaintext-to-ciphertext rate.
The security of this scheme is proven using the hardness assumption of the LWE problem.
In [MS23, Theorem 3], the dithered version of the scheme is proved to be RND-CPA
secure. They also show that if e is restricted to Zy instead of Ry, care must be taken to
ensure that only one of £ and @ can be a lattice in Zg, that is, they should not share a

common structure.

3.2 Quantized Code-based Symmetric Cryptosystem

In this section, we present our code-based symmetric cryptosystem in the style of the
lattice-based scheme presented above. As seen in Table 3.4, the framework remains

essentially the same, except for a few key differences, namely —
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3.2 Quantized Code-based Symmetric Cryptosystem

o we work over the binary field (IF3) instead of the integer ring,
o the small error e is sampled from a set of i.i.d Bernoulli random variables, and

e FE and @ are binary linear block codes.

Table 3.4: The novel code-based symmetric cryptosystem with quantization.

KeyGen(1¥) Encrypts(m) Decrypts(G, [b]g)
s « [k G « Fkxn return decodep(|b],—sG)
return s e < Bernoulli(7)"

b =sG + e + encodeg(m)
return (G, |b]g)

Quantization in codes works similarly to lattices, and here we choose a polar code to
perform the quantization due to its asymptotic guarantees and low encoding and decoding
complexities [KU10]. The ciphertext b is fed as an input to a decoder of a polar code
designed for a BSC with parameter p. This ensures that the average distortion of the
quantizer is p (refer to Chapter 2, Section 2.5). The output of the decoder LX]Q is the
nearest codeword in @ to x. From this codeword, one stores only the information bits,
resulting in a compression factor p, which is equal to the code rate Rg = I%Q. A lower
code rate leads to shorter ciphertexts, but it also increases the distortion. From the
rate-distortion bound (Equation (2.3)), we have a lower bound on the compression factor

achievable for a desired average distortion p.

p>1— Hy(p)

Polar codes have been shown to achieve the rate-distortion bound for a distortion value
p asymptotically [KU10] when constructed for the channel BSC(p). In this paper, they
also show that the quantization error can be approximated with a random vector of
i.i.d. Bernoulli bits with the parameter p (Lemma 9). Concretely, the statistical distance
between the distribution of the quantization error and Bernoulli(p)™ is upper bounded
by O(2—N 'B) for some 8 € (0, %) We can thus approximate the quantization error as a

BSC of parameter p for our analysis.

3.2.1 Correctness of Decryption

For a cryptosystem, it is important that decryption is correct with overwhelming proba-
bility for IND-CCA security [KLO7]. In the decryption step, we use a decoder for the code
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3 Symmetric Cryptosystems

FE, which must correct a noisy message. The noise is composed of the intentional noise e
and the quantization error {b},. Combining the fact that we chose e from Bernoulli(r)"
with the result from [KU10], we can form a representation for the channel that is “seen”
by E.

decodeg(|b]y — sG) = decodeg(b — {b}, — sG)
=m + decodep(e — {b}g)

As in the lattice case, the two components of the error seen by E are not independent
of each other. We again use dithering [MS23] to add a uniform noise vector v < F(Q)
which removes the dependence. Here, we borrow the concept of a fundamental region
from lattices and apply it to codes as well. One way to define F(Q) is to fix a particular
decoder for @) (say a successive cancellation decoder) and assign to F(Q) all those vectors
e € 3 which are decoded to 0 under this decoder.

Definition 16 (Fundamental Region of a Code). Given a code C C Fy with a decoder
decodec (),
F(C) £ {e € Fy|decodec(e) = 0}

The properties of this fundamental region are the same as in the case of lattices, and
importantly, it lets us perform the dithering in the code-bases system as well. The
sampled dither needs to be sent to the receiver along with the ciphertext for decryption
to be possible, which adds an overhead on the ciphertext length, but we can mitigate this

overhead by using a seed to generate the dither.

Table 3.5: The novel code-based symmetric cryptosystem with dithering. The dithering
vector v removes dependence between e and the quantization error {b}

KeyGen(1¥) Encrypts(m) Decrypts(G, [b —v]g, V)
s < % G « Fkxn return
return s e + Bernoulli(7)"™ decodeg(|b —v]g+ v —sG)

b =sG + e + encode(m)
v+ F(Q)
return (G, [b —v]g,V)

Due to dithering, we can view the channel seen by F as a concatenation of two in-

dependent BSCs (Figure 3.3). The overall channel is again a BSC with a parameter
Te = 7(1 —p) + (1 — 7)p [Cov99]. Thus, we need to choose a capacity-achieving code E
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 3.3: The effective channel “seen” by the code E at the decryption stage.

with a rate Rg = 1 — Hy(7e) for the best possible plaintext-to-ciphertext rate a.

3.3 Results

In Section 3.2, we presented a novel quantized code-based symmetric cryptosystem. We
saw a model of the error that needs to be corrected by the message encoding code E and
an approximation of the quantization error introduced by the quantization code Q). Now,
let us analyze the performance of this cryptosystem by comparing the quantized and
non-quantized versions. The plaintext-to-ciphertext rate of this code-based cryptosystem

(with and without quantization) is

a="E (3.1)

Without quantization, the compression factor is p = 1, and correspondingly, the average
distortion is p = 0. This is the same as choosing a trivial code [n,n,1]s for @; hence
there is no quantization error term. Code E thus needs to only correct the intentional
error, that is, 7. = 7. We can use any capacity-achieving code E over the BSC(7) for
this task. Plugging it into Equation (3.1), we get the plaintext-to-ciphertext rate for the

non-quantized version of the scheme.
O/ =1- H2 (7’)

With even a little bit of quantization, the compression factor p is smaller than 1, and this
increases the plaintext-to-ciphertext rate. However, now the channel seen by E is a BSC
of larger parameter 7. and hence has a lower capacity 1 — Ha(7.). We observe that for
all pairs (7,p), the plaintext-to-ciphertext rate with quantization « is at least as large as

o/ asymptotically.
o 1-— HQ(TE) S ’

~ 1—Hy(p) ~
Figure 3.4 plots the plaintext-to-ciphertext rates for the system with and without quan-
tization for 7 = 0.1. We clearly see that quantization leads to better rates even for small

levels of added quantization error p.
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Figure 3.4: Asymptotic plaintext-to-ciphertext rate of the quantized (green) and non-
quantized (blue) code-based symmetric cryptosystem.
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3.3 Results

So far, we have only considered the asymptotic behavior, but in reality, neither the
quantizer ) nor the encoding code E would achieve capacity in the finite length regime.
For finite block lengths, the quantizer will only achieve a sub-optimal compression factor
p =1— Hy(p) + 0,. Moreover, the code I/ may only achieve a rate less than the channel
capacity, that is to say that the rate Ry = 1 — Ha(7.) — dr,,. Together, they reduce the
intervals of p for which a rate gain is observed. These regions can be observed in Figure
3.5. Here, a — o/ is plotted in color against 7 and p. As 0, is increased, the colored
regions — which indicate the pairs (7,p) for which the ciphertext length is shorter with
quantization — shrink. Hence, it is important for the quantization code to be very close
to the rate-distortion bound Equation (2.3).

The parameters of the scheme need to be chosen such that the LPN problem is hard. We
choose n as a polynomial in k£ and fix 7 as a constant, thus operating in the so-called
constant-noise regime of the LPN assumption [YZW™17]. Fixing k has the benefit that
the secret key size stays constant even if we choose to vary n.

Our scheme in Table 3.5 is correct when the decoding operation in E is correct. As we
have observed in Figure 3.5, a capacity-achieving code E performs better in terms of
plaintext-to-ciphertext rate. If we use a maximum-likelihood decoder for F, then we are
sure to achieve this capacity (asymptotically) while ensuring that the probability of a
decoding error tends to 0. Thus, asymptotically, this scheme is 0-correct. Practically, we
can neither achieve capacity at finite lengths nor perform maximum-likelihood decoding.
Hence, the performance of a practical version of our quantized code-based symmetric
cryptosystem will be less than the optimal behavior shown here. One needs to make
careful choices for the codes F and @ so that the desired correctness is obtained. The
correctness of the scheme depends on E and its decoder, as well as the error introduced by
the quantization code ). An exact analysis of the correctness would require computing
block error rates for specific choices of F and the decoder. Further, one would also
need to simulate the actual quantization error rather than using the BSC approximation.
Although not considered in this work, such an analysis may offer interesting insights and
is left for future work.

Armed with an understanding of the behavior of quantization in this simple setting,
we now explore the effects on a more complex and practical asymmetric cryptosystem,

namely the HQC cryptosystem.
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Figure 3.5: Difference in plaintext-to-ciphertext rate of the quantized and non-quantized
code-based symmetric cryptosystem with compression factor p = 1—Hs(p)+9,
for various 6,. As the p moves away from the rate-distortion limit, the region
of (7,p) pairs that produce o > o shrinks.
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The primary reason for looking at post-quantum cryptography is the resistance to quan-
tum attacks. While quantum algorithms reduce the complexity of an attack against clas-
sical symmetric cryptosystems like the AES, the quantum attacks against asymmetric
cryptosystems such as RSA or ECC are even more powerful. Grover’s algorithm [Gro96]
is a quantum search algorithm that can find a target element in a list of n unsorted
elements in O(y/n) time instead of the classical O(n). When applied to AES, this has
the effect of halving the security level; for example, AES-256 would have only 128 bits of
quantum security as opposed to the classical 256. Whereas for RSA, the complexity goes
from exponential to polynomial time using Shor’s algorithm [Sho99]. In this chapter,
we will present an improvement to the current HQC cryptosystem [AMAB™25]. Firstly,
the scheme is summarized in Section 4.1, along with the construction of an appropriate
error-correcting code for HQC. In Section 4.2, the quantized version of this scheme is
presented, and strategies to search for optimal code constructions are discussed. Finally,

the results obtained are showcased in Section 4.3.

4.1 HQC Cryptosystem

First put forth in 2018, the Hamming Quasi-Cyclic (HQC) cryptosystem is a code-based
asymmetric cryptosystem (or a KEM) which is special because unlike the McEliece Cryp-
tosystem or Niederreiter Cryptosystem, the underlying code is public. The security of
HQC is due to the hardness assumption of the Quasi-Cyclic Syndrome Decoding Problem
(QCSDP) problem [AMBD™18]. In 2025, NIST selected HQC as a backup to the main
general encryption algorithm called ML-KEM. We will briefly describe the scheme in Sub-
section 4.1.1, then we talk about the error model used and the correctness of decryption
in Subsection 4.1.2, and finally, the Decryption Failure Rate is analyzed in Subsection
4.1.3.

4.1.1 The Scheme

An overview of the scheme is presented in Table 4.1.
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Table 4.1: HQC Cryptosystem

KeyGen(1%) Encrypt,,(m) Decryptg(a, c)
sk: s+ A, (wy) ri,ro,r3 + A (w,) return

g+ Ry a=r;+g-ry decodec(c —a - s)
e« A,(w,) c=Db-ry+rs3+ encodec(m)

b=g-s+e return (a, c)

pk: (g,b)

return pk

Here, we define

An(w) £ {x € Ry |wty(x) = w}.

The encodec(-) function maps the message to a codeword of C. In the HQC specification,
this is chosen to be a concatenated RM and RS code. This RMRS construction consists
of a first-order RM code [ngra, krar,dra]2 and an RS code [ngs, krs, drslokgy - For
a message length of k, the RM and RS codes are chosen such that & = krjykrs. The
resulting codeword is of length nzamgrg. The basic premise of HQC is that for the public
code C, the errors introduced in the encryption step are of weight higher than what can
be corrected by the decoder chosen for C. Only if the secret key s is known the weight
of the error can be reduced enough that the decoder is able to correct it. This scheme
does not deterministically guarantee that the weight of the error is reduced to a value
low enough rather an analysis is made to find and ensure the Decryption Failure Rate
(DFR) is smaller than 27* where \ is the desired security level [AMAD*24].

4.1.2 Correctness and Error Model

For the correctness of decryption of this scheme, it is necessary that the error introduced

€ = s-r; + e-ry + rg must decode to 0 under the decoder for C.

decodec(c — (r1+g-r2)-s) =m+decodec(g-s-ro+e-ro+r3—r;-s—g-ry-s)
=m + decodec(e -ro + 13 — 1] - 8)

= m + decodec(€)

Above, we have used the fact that in the ring R,, = Fa[z]/(2" — 1) subtraction and

addition are the same. In HQC, correctness cannot be guaranteed for all cases; that is,
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4.1 HQC Cryptosystem

with some probability (known as the Decryption Failure Rate (DFR)), the decryption
will fail. An exact calculation of the DFR is difficult hence a simplification is made to the
error model. The error € is approximated by a random vector of i.i.d. Bernoulli random
variables with some parameter p*. In reality, there is dependence between the bits of €,
but it is ignored for the sake of simplicity. Let us consider this assumption and DFR

analysis in more detail.

Understanding the error € = s -r; + e - ro + rs is important for choosing an appropriate
code C. Let us break this down into three terms. Firstly, for the term z = s - ry, the

probability distribution of a single bit is

e £ (00w

Wy / \Wr =1
[ odd

as derived in [AMAB™25, Propositon 2.4.1].

Here, one can make the assumption that the bits of z are not dependent on each other,
hence making it a random vector drawn from a Bernoulli(p)™ distribution. We know that
the sum of two independent Bernoulli random variables is, again, a Bernoulli random
variable. Combining this fact with the assumed distribution of the error terms, a formula
for p*, which is the Bernoulli parameter for a single bit €, of the error € is obtained
(Equation (4.2)).

P2 Prfen = 1] = 25(1—p) (1 - =) + (L= p)? +57) °* (4.2)

4.1.3 Decryption Failure Rate

The RMRS construction is chosen because there exists an efficiently computable upper
bound for the DFR of this concatenated code. First, an upper bound for the DFR of the
inner first-order RM is shown in [AMAD™24, Proposition 5].

Assuming that the error to the code C is randomly sampled from Bernoulli(p)™, the DFR
of the first-order RM code [ngrar, krar, drasr)2 is denoted as prays.
NrM
PrRM < Z ap' (1 —p) vt (4.3)

|=9%RM
2

where
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. npa\ 2FRM —1 [ (dpy dRM
o = min l s 72 dRTM dRM

dRIW k d d
d d j: RM — RM RM

. d =
j=2BM 11 J

S..

Next, we can use prys to estimate the DFR of the overall concatenated code C. According
to [AMAD24, Theorem 7], we can estimate the total DFR prayrs as

nRS

nNRrs _
PRMRS < Y ( ; )leM(l_pRM)nRS g (4.4)
l=trs+1

where drg = 2trg + 1.

Decryption failures are not desirable and can often provide an advantage to an attacker
[KLO7, Section 3.7]. For IND-CCA security, it is required that prarrs < 27> where X is
the desired security level. Since we approximated the error term € as a random vector
sampled from Bernoulli(p*)"™, we need to ensure that the RMRS code selected must be
able to correct this error with high probability. In other words, we must ensure that for
p*, the DFR is low enough. A code C is suitable for the HQC scheme if the maximum
error rate p that it can correct is at least as large as the effective noise rate p*. That is,

given a code C, we must find

p= max z s.t. logprmrs(xz) < —A
z€[0,1]

Note that this optimization problem depends only on the choice of RMRS code and length

n and not on the other parameters of the scheme.

For the scheme to be able to decrypt with the desired DFR, we must ensure that —
1. p > p*, and
2. pryRs < 27 for the security level \.

Next, we will see how we can leverage quantization to reduce the ciphertext length while
exploiting the slack between the correctable error rate p and the error rate p* of the

induced error e.
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4.2 Quantized HQC

4.2 Quantized HQC

Using the techniques from Chapter 3, we can apply quantization to the ciphertext c in

the HQC cryptosystem. Our novel quantized HQC scheme is laid out in Subsection 4.2.1.

4.2.1 Our Contribution

Borrowing the strategy from Section 3.2, we will use a polar code ) to compress c. Again,
this introduces an additional quantization error, which must also be corrected using the
code E. To treat the two components of the error independently, we will employ dithering.
Our quantized and dithered HQC scheme is presented in Table 4.2.

Table 4.2: Quantized HQC cryptosystem with dithering.

KeyGen(1%) Encryptp,(m) Decryptsi(a, [c —v]g,V)
sk: s+ An(wy) ri,ra, 13 + Ay (w;) return

g+ Rn a=r;+g-ry decodec(Lc—v]Q+v—a-s)
e« A, (wy) c=b-ry+r3+ encodec(m)

b=g-s+e v+ F(Q)

pk: (g,b) return (a, [c — V]Q , V)

return pk

As in the symmetric cryptosystem presented in Table 3.5, one need not send the entire
length-n dither v; rather, a seed of length A would suffice. As a reminder, F(Q) is the
fundamental region of the code @ (Definition 16), which means that the dither is picked
uniformly from those vectors which decode to 0 under the polar code Q). To do this,
one can randomly sample a vector from the ambient space v < R, and then apply
the decoder v = decodeq (V). This ensures that v € F(Q) and its distribution behaves
exactly like the uniform distribution on F(Q).

4.2.2 Correctness of Decryption

Because of the quantization, we need to include the quantization error {c¢ — v}, in the

correctness of decryption.

decodec(lc — v]g +v — (r1+g-r2)-s) =decodec(c + {c — v}, — (r1 + g Tr2)5)
=m + decodec(€ + {c — v}g)
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Similar to the symmetric cryptosystem, dithering removes the dependence between the
quantization error {c — v}, and the introduced error €. Moreover, from [KU10, Lemma
9] we can approximate {c — V}Q with a random vector sampled from the distribution

Bernoulli(pg)™.

Now, the code C must be able to correct both & and {c — v}, while maintaining DFR
below 27*. The error seen by C is approximated as a BSC(p), where

p=p"(1-pg)+ (1-p")pg

4.2.3 Methodology of Parameter Search

The task is to find an appropriate RMRS code C that can enable quantization to be
applied. In other words, we need to find a code that can correct for the channel BSC(p)
where p > p* for a fixed HQC error rate p* (of €) while maintaining a low DFR. Therefore,
we first create a list of possible RMRS codes. Then, we can perform two independent

steps —
1. finding the maximum p that can be corrected by a given RMRS code, and
2. selecting a prime n > nrynprs and computing the corresponding p*.

If the p > p*, it means that we can use the slack between them for quantization, and
this code is “feasible”. Then, one can compute the asymptotic compression factor p =
1 — Ha(pg). Since the encryption outputs three vectors, the total ciphertext length is
n + pnrypnrs + A, where the last term is the seed length for the dither. The search

strategy is summarized in Figure 4.2.3.

For the first step of creating a list of valid RMRS codes, we first begin with a list of
starting RM codes of order 1. These have degrees m € {6,7,8}. Then we extend this
list by duplicating each code by a factor of {2,3,4,5,6}. From this starting list of RM
codes, we can then find a list of RS codes that have the appropriate field size 22V and
a minimum distance at least half that of the RS code in the current HQC specification.
Now that we have successfully created a list of valid concatenated codes, we can eliminate
some of them if they are too long. Concretely, if nrynrs > 2npgce, where nygc is the
length chosen by the HQC specification, then we have no hope of performing better than
the standard. This is because the first term of the ciphertext will by itself be larger than
the total ciphertext length of the current HQC standard.
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Create list of valid RMRS codes

For an RMRS code
RM [ngra, kra, dri2
RS [nRrs, kRS, drs|okpar

Try a different Choose several n > ngyngs maxpejo,1] P St
RMRS code. such that n € P logprvrs < —A

Y
Compute w,, and w, such that
QCSDP has complexity > 2*

Calculate p*

No Is p* < p?
Yes
PQ = {=3

Ciphertext length
n+ pnrMnRs + A
where p =1 — Ha(pg)

Figure 4.1: Search strategy to find optimal RMRS code for quantized HQC.
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4.3 Results

We ran the search for three security levels A € {128,192,256} using the above strategy
in Python [VRDJ95]. Due to limitations with the maximum and minimum representable
numbers using a double data type, we had to write a bisection search algorithm for

multi-precision floating point numbers [mdt23].

4.3.1 Overview of the Search Results

For A = 128, we could get a reduction of 4282 bits for the total ciphertext length,
which is roughly 12 %. The details of the concatenated code chosen and the parameters
are listed in Table 4.3. A comparison of the quantized and non-quantized versions in
terms of the ciphertext length is presented in Table 4.4. Since some parameters of the
quantized scheme differ from the non-quantized scheme, the complexity of encryption and

decryption changes. This is compared in Table 4.6.

Table 4.3: Optimal parameters chosen for the quantized HQC cryptosystem along with
the computed tolerable Bernoulli error rate p and its components p* from the
intentional error and pg from quantization.

128  [512,8,256)2 [42,16,27]ys 21517 66 75 0.35523 0.30336 0.13189
192 [768,8,384]2 [58,24,35]9s 44549 100 114 0.37445 0.32215 0.14705
256  [768,8,384]y [92,32,61]ps 70657 131 149 0.3843 0.33581 0.14764

Table 4.4: Comparison of ciphertext lengths between the current HQC standard and the
quantized version obtained by the optimal parameters in Table 4.3 using the
asymptotic rate-distortion bound Equation (2.3).

A 5(0]6 Quantized HQC Reduction (%)
128 35333 31051 12.12
192 71691 62452 12.89
256 115237 98899 14.18

For the receiver to be able to decrypt, one must send the dithering vector v along with the
quantized ciphertext. As mentioned before, we can send a short seed of length A instead
of the full dither. The seed length must also be accounted for in the overall ciphertext
length. The ciphertext length is thus estimated as n+ pnrpynprs + A, where each additive

term corresponds to the components of the ciphertext (a, |c —v]g,v). The estimated
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4.3 Results

Table 4.5: Comparison of ciphertext lengths between the current HQC standard and the
quantized version obtained by the optimal parameters in Table 4.3 for the
finite-length rate-distortion bound Equation (2.4).

Quantized HQC Reduction (%)
128 35333 31066 12.08
192 71691 62467 12.87
256 115237 98916 14.16

Table 4.6: Comparison of public-key lengths between the current HQC standard and the
quantized version obtained by the optimal parameters in Table 4.3.

Quantized HQC Increase (%)
128 17797 21645 21.62
192 36043 44741 24.13
256 57893 70913 22.49

ciphertext lengths provided in Table 4.4 use the asymptotic rate-distortion bound Equa-
tion (2.3). In Table 4.5, we use the finite-length rate-distortion bound (Equation (2.4))
from [KV12].

4.3.2 Interpretation and Impact Analysis

From Table 4.4, it is clear that quantization can indeed reduce the length of the overall
ciphertext. However, it comes at a cost — the complexity of encryption and decryption
is increased due to the larger n value. Notice that the length n is significantly higher in
the quantized version as compared to the standard HQC parameter set. This increases
the complexity of the key generation, encodec(-) and decodec(-) steps. The polynomial

multiplications used in these steps have a time complexity in the order of O(n!'??)

using
Karatsuba’s algorithm [KO63]. Hence, an increase in n negatively affects the encryption
and decryption time.

Further, the length of the public key is also increased noticeably, as seen in Table 4.6.
Since the public key consists of two vectors from R,,, its length can be assumed to be 2n.
However, this can be reduced further by using a seed for the first component g. This is
a random public generator polynomial. Hence, we can perform this optimization. In our
comparison in Table 4.6, we have assumed a public-key length of n + A.

Further, for encryption, one needs to use a decoder for the polar code @ in order to

quantize the ciphertext. This adds an additional cost of O(nlogn) if one chooses to
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use the (sub-optimal) successive cancellation decoder. For a compression factor closer to
the rate-distortion bound Equation (2.3), a successive cancellation list decoder can be
used, but this adds even more complexity [TV15]. In the decryption step, an overhead of
O(nlogn) is added due to the polar encoder used in the de-quantization or reconstruction
step. Thus, we are trading off the time complexity of encryption and decryption for more
efficient communication.

In summary, we have showcased the advantages of using quantization on the HQC cryp-
tosystem to reduce the ciphertext length. A maximum reduction of 14.18 % was seen for
A = 256 and the smallest reduction of 12.12 % was observed in the case of A = 128. These
are promising results that indicate that, indeed, quantization can be a valuable tool in

improving the ciphertext lengths of post-quantum cryptography.
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5 Conclusion

In this work, we analyzed a code-based symmetric cryptosystem with vector quantization
and also applied this technique to reduce the size of the HQC ciphertext by 12% without
affecting the security. Although the reduction is moderate, it provides a tangible step
toward addressing one of the key limitations of code-based cryptosystems. The Hamming
Quasi-Cyclic scheme has suffered from long ciphertext lengths. With quantization, one
can mitigate this disadvantage without adding a lot to the complexity of the encryption
and decryption. We also observed that quantization is more effective as the ciphertext
length increases because practical lossy source coders approach the rate distortion bound
asymptotically. Polar codes can play a key role, as they provide asymptotic guarantees
while maintaining low complexity. While HQC is an ideal candidate for quantization due
to its large ciphertext length and adaptability to correct the quantization errors, other
schemes like the Niederreiter and McEliece cryptosystems are more difficult to improve.
A potential direction for future work could be to explore other code constructions in
HQC, which may perform better error correction, decreasing the theoretical bound of
compression even further. Due to the concatenated RMRS code construction in HQC,
one could choose to quantize block-wise on each RM codeword instead of the entire
codeword. Although the compression factor would not be close to the rate-distortion
limit, it creates a more structured quantization error, which can be taken advantage of
during decryption. It would also be interesting to study the application of quantization to
the McEliece and Niederreiter cryptosystems while keeping the security level undisturbed.
So far, we have only considered binary codes; it is possible that when working over larger
fields, quantization is more effective; however, it comes with increased complexity. A
detailed analysis of the correctness of decryption in the symmetric cryptosystem could

potentially help understand the asymmetric systems better.
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