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Abstract—Network dependability is defined as the ability of a
network to provide connectivity that can be justifiably trusted.
Network dependability can not be measured as a single metric.
Hence, several primary and secondary dependability attributes
are used to analyze the dependability of different networks. In
this work, we introduce our interactive Graphical User Inter-
face (GUI) that integrates multiple attributes like availability,
sovereignty, centrality, robustness, etc., and allows users (e.g.,
students, researchers, and network operators) to visualize any
network’s dependability. Additionally, adhering to the open-
science policy, we make this GUI available to all audiences.

Index Terms—network dependability, availability, sovereignty,
robustness, centrality, GUI

I. INTRODUCTION

Dependability is the ability of a system to serve its purpose
in an acceptable manner. Dependability is an umbrella term
that encompasses several different metrics to provide a holistic
view of a system’s behavior under unfavorable conditions.
In this work, we are concerned with the dependability of
networks. Avizienis et al. [1] define dependability and describe
its attributes such as availability, reliability, maintainability,
safety, security, confidentiality, and integrity. They also define
other secondary attributes [1] like robustness, authenticity,
accountability, and sovereignty [2], [3]. In this work, as a
first step towards a unified dependability measurement and
visualization framework, we focus on attributes such as avail-
ability, robustness, security, and sovereignty. Additionally, we
also measure and visualize critical elements in the network
using centrality metrics and Fault Trees (FTs), respectively.

In this work, a flow refers to a source-destination pair. A
successful flow refers to a flow that has connectivity between
its source and destination. Note that an attribute is different
from a metric. An attribute can be viewed as a high-level
statistical quality that needs to be quantified by a metric. Here
are some definitions pertinent to this work.

• Network availability: ability to provide acceptable con-
nectivity to all users at a given time instant [1], [4].
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We measure network availability based on the availability
of the network components using Reliability Block Dia-
grams (RBDs). A RBD is a visual representation of the
network’s components and their interconnections [5]. The
RBD is specific to each flow in the network. The network
availability is the average of all the flow availabilities.

• Network robustness: performance in the presence of
external faults [1], [6]–[8]. We measure network robust-
ness using robustness surfaces, which are graphical aids
showing the network connectivity for different sequential
cumulative failure scenarios. They are generated for the
entire network [9]–[12].

• Network security: ability to operate the network without
any unauthorized alteration of the network’s state [1].
Though there are several aspects to security, we focus on
the basic metric of Average Two Terminal Availability
(ATTA) [13] when the network components are attacked
based on different attack strategies [14]. ATTA [13] is the
percentage of successfully connected source-destination
pairs under the considered attack scenario. This evalua-
tion applies to the entire network. In this work, an attack
is caused exclusively by an attacker, while a failure could
be caused by inherent issues in the network. However, a
failure or an attack causes the unavailability of a network
component.

• Network sovereignty: ability to operate a network while
minimizing the dependency on manufacturers such that
the impact of manufacturer failures is reduced [2], [3]. We
measure network sovereignty using the Path Set Diversity
(PSD) score metric that was proposed in our previous
work in [2]. The Flow-PSD score metric rewards the
manufacturers’ diversity in different paths for a flow.
Each flow in the network has its corresponding Flow-
PSD score. The Network-PSD score is the average of all
the Flow-PSD scores.

• Centrality metrics: set of metrics that measure a compo-
nent’s importance in the network [15]. In this work, we
focus on nodal degree, betweenness centrality, closeness
centrality, eigenvector centrality, harmonic centrality, and
edge betweenness.

• Fault Tree (FT): visual representation of potential fail-
ures in network components that could affect the connec-
tivity between a source and destination [16]. We generate
a FT for a source-destination pair by evaluating minimal979-8-3315-9777-1/25/$31.00 ©2025 IEEE



TABLE I
SUMMARY OF METRICS AND MEASUREMENT METHODS IN THE GUI.

Dependability terminology Measurement method References Applies to
Network availability Reliability Block Diagram (RBD) [1], [4], [5] Flow, Network
Network robustness Robustness surface [1], [6]–[8] Network
Network security Attack strategies and Average Two Terminal Availability (ATTA) [1], [13] Network
Network sovereignty Path Set Diversity (PSD) score metric [2], [3], [6] Flow, Network

Centrality metric Nodal degree, Betweenness centrality, Closeness centrality, Eigenvector centrality,
Harmonic centrality, Edge betweenness [15] Node, Edge

Fault Tree (FT) Minimal cut sets (MCSs) [16] Flow
Max-flow Min-cut max-flow theorem, Dinic’s algorithm [17] Flow, Network

cut sets (MCSs) for that source-destination pair first. A
cut set is a set of network components that, when failed,
cause the flow to fail. A MCS is a cut set that can not be
further reduced in size without losing its status as a cut
set.

• Max-flow: maximum traffic that the network can sup-
port between a source and destination. The max-flow is
evaluated using Dinic’s algorithm [17] for each flow. The
average max-flow of all the flows gives an approximation
of the average network capacity.

Table I summarizes the metrics and measurement methods
used in our GUI.

The major contributions of our work are (i) providing a
unified platform to measure several dependability attributes,
(ii) developing an interactive GUI to allow users to modify
inputs and visualize results, and (iii) sharing the GUI as an
open-source repository [18].

There are other open-source tools that evaluate network
availability as discussed in [19], [20]. Fiabilipy [21] is the
open-source tool that comes closest to the functionality of
our GUI. However, this tool lacks the ability to generate
RBDs directly from graphs. Moreover, it does not support
bidirectional graphs or loops. Hence, Fiabilipy is not tai-
lored for networks. The other tools, like librbd, PyReliability,
Reliability Analyzer, also suffer from the same drawbacks.
Additionally, these tools have different formalisms to define
the system, making them incompatible. Moreover, their func-
tionality is limited to network availability evaluation. There
are no works that combine the multiple facets of dependability
discussed in Section I and presented in our GUI to the best of
our knowledge.

The rest of this paper is organized as follows. Section II
describes the implementation aspects and how to use our GUI.
Section III shows the GUI and sample results. Section IV
concludes this paper with potential directions for future de-
velopment of the GUI.

II. DESIGN AND IMPLEMENTATION

Our Python-based GUI facilitates the evaluation of (i) avail-
ability, (ii) robustness, (iii) security, (iv) sovereignty, (v) cen-
trality metrics, (vi) FT, and (vii) max-flow. In this section, the
implementation of the aforementioned attributes is discussed.

A. Implementing availability evaluation

Flow availability and network availability are evaluated
through RBDs. The RBDs are evaluated using PyRBD++ [20]
and PyRBD [19]. PyRBD works fully on Python while
PyRBD++ has its back end written on C++, making it faster.
However, PyRBD++ requires additional bindings for opera-
tions. Hence, if the network to study is small, we recommend
using PyRBDfor easy operation. Note that, for availability
evaluation, the user must specify the availability of the nodes
in the network. This can be mentioned either as a graph
attribute in the input or interactively on the GUI in the
respective table.

B. Implementing robustness surfaces

As mentioned in Section I, a robustness surface is a three-
dimensional heatmap describing the network’s performance
under different failure situations [9], [10]. The X and Y
axes of the heatmap depict the different failure scenarios
and the varying percentage of components that have failed,
respectively. A specific order in which the components fail
is called a failure scenario. The components in the network,
such as edges and nodes, are failed cumulatively in steps. At
each step, network connectivity is measured. Several different
failure scenarios are evaluated repetitively to remove the bias
in the results due to the randomness of selecting the failing
components. Algorithm 1 in [8] describes this process clearly.
The Z-axis uses the color gradient of the heatmap to show the
value of the measured metric. After the robustness surface is
generated, the rows are arranged in descending order along the
X-axis to smoothen the surface. Section III discusses a sample
robustness surface. The robustness surfaces are built based on
PyRobust [8]. This tool is preferred for its fast operation
because it is based on igraph [22], primarily written in C++,
and wrapped in Python. Please refer to [8] for more details on
all the input parameters that need to be set by the user for the
desired robustness surface.

C. Implementing security- Attack strategies

The security aspect of network dependability is covered by
considering different strategies that the attacker might use to
harm the network. For example, the user may attack nodes
based on their decreasing values of nodal degree, betweenness
centrality, closeness centrality, harmonic centrality, or eigen-
vector centrality [14]. When nodes are attacked in this fashion,



the ATTA [13] of the network is measured after each node is
failed and plotted to show which strategy is most dangerous.

D. Implementing sovereignty evaluation

Though there are a few works on network sovereignty in
the literature, only one of our previous works [2] provides a
metric, the PSD score, to measure network sovereignty. Our
GUI allows users to measure the sovereignty of the given
network based on the manufacturers from which the nodes are
purchased. The Flow-PSD score measures the diversity in the
manufacturers used in k-different paths between a source and
destination. The Network-PSD score averages all the Flow-
PSD scores. The calculations of the PSD scores are based
on [2]. The user can view both the Flow and Network-PSD
scores. Note that, for sovereignty evaluation, the user must
specify the manufacturer from which the node is purchased.
This can be mentioned as a graph attribute or interactively on
the GUI in the respective table.

E. Implementing centrality metrics

Centrality metrics such as nodal degree, betweenness cen-
trality, closeness centrality, eigenvector centrality, harmonic
centrality, and edge betweenness are measured directly using
predefined functions in NetworkX [23] and IGraph [22] li-
braries on Python and plotted in the GUI.

F. Implementing Fault Tree (FT)

Fault Trees (FTs) [16] identifies critical points of failures in
the network by evaluating the impact of potential component
failures that may cause connectivity failures in the network.
The FT is specific to a particular source-destination pair.
Hence, to view the FT of a flow, the user must interactively
click on the source and destination nodes in the network
topology figure shown in the home page of the GUI.

G. Implementing Max-flow

Max-flow is the maximum traffic that can flow between a
source and a destination in the network. Max-flow is evaluated
using Dinic’s algorithm [17] using pre-defined functions in
NetworkX [23] and IGraph [22]. We assume that each link
has a capacity of 10 traffic units, unless specified as an edge
attribute in the input topology graph by the user.

H. PyRBD’s workflow

The GUI’s workflow is shown in Fig. 1. First, the user
loads the input topology as a NetworkX [23] graph instance,
a pickle [24] file, or a JSON [25] file. Then, the user can
choose the metric to measure or visualize. Though FTs is
not a metric, it can still be visualized. If the user chooses
availability, sovereignty, or max-flow, then the user must
choose whether to measure flow-level metrics or average the
value for all flows and measure network-level metrics. If the
user chooses flow-level availability, sovereignty, max-flow, or
FT, then the user must choose the source-destination pair to
consider. For metrics independent of the flows, like centrality
metrics, network-level availability, and sovereignty, the user
can directly visualize the values in tables and plots in the
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Fig. 1. Workflow of the GUI. (*Fault Tree (FT) is not a metric, but it can
be visualized.

GUI. Additionally, the user can also visualize the ATTA as the
percentage of successful connectivity in the network, assuming
an attacker tries to attack the network based on different
centrality metrics. If the user chooses to visualize robustness
surfaces of the graph, then the input parameters based on [8]
must be specified. Finally, the user may choose to save the
results.

III. SAMPLE RESULTS

This section shows the sample results from our GUI. Fig. 2
shows the homepage of the GUI after importing the Abilene
topology [26], with node availabilities and manufacturer IDs
specified. To display a link’s information, the user can long-
press the right-click button on that link. To display a node’s
information, the user can long-press the left-click button on
that node. The user can select the flow to measure various
flow-level metrics by first choosing the source by left-clicking
on the source node and then choosing the destination by
left-clicking again on the destination node. The source and
destination are highlighted in red and green, respectively. The



Fig. 2. Image of the GUI’s homepage, with the Abilene topology [26] loaded
and specified with different node availabilities and manufacturer IDs. The
source ‘Seattle’ and destination ‘Atlanta’ are highlighted in red and green,
respectively.

Fig. 3. GUI showing the Fault Tree (FT) for a flow between Seattle and
Atlanta

user can also reset this selection with the ‘Reset’ button. The
different tabs in the GUI refer to the different measurements
possible. For example, the “Fault Tree” tab displays the FT
for the chosen flow. Fig. 3 shows the FT for a flow between
‘Seattle’ and ‘Atlanta’. Note that the FT always ignores the
source and destination because they are trivial solutions. The
other tabs are not shown due to space constraints.

IV. CONCLUSION

The GUI [18] proposed in this work provides an easy
means of visualizing network dependability. The interactive
feature of the GUI adds to its versatility, making it suitable
for a wide range of applications from classrooms to scientific
research. Through this GUI, we aim to encourage students,
fellow researchers, and network operators to study network
dependability more freely. In the future, we intend to include
more dependability attributes like maintainability, integrity,
safety, and time-dependent reliability analyses in the GUI.
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