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Abstract

This thesis examines the challenges and opportunities of implementing Federated Learn-
ing (FL) systems on embedded hardware, with a focus on scalability, efficiency, and
regulatory compliance. Through the development of a novel benchmarking framework
called FLEdge, we systematically evaluate the performance limitations of FL clients on
edge devices, revealing significant memory bottlenecks that result in processing times up
to four times longer than modern data center GPUs. We demonstrate that, contrary to
established practices in high-performance computing, scaling batch sizes on embedded
devices does not improve computational efficiency due to hardware-specific constraints.
Further investigation into scaling FL systems to accommodate Large Language Models
identifies critical performance challenges at the network edge. Our experiments with
the FLAN-T5 model family on NVIDIA Jetson AGX Orin devices establish that memory
bandwidth limitations significantly impact computational efficiency. We introduce an
energy efficiency metric as a practical real-time measure for assessing computational
effectiveness without requiring detailed hardware specifications, showing strong correla-
tion with traditional Model FLOP Utilization metrics across tested models. Our systematic
analysis of computational and communication efficiency in FL applications reveals a
significant disconnect between these domains. While computational efficiency methods
for foundation models exist, communication efficiency techniques predominantly target
full-model training, creating a methodological misalignment that grows more challenging
as models scale to billions of parameters. Parameter-Efficient Fine-Tuning techniques
show promise for reducing both computational and communication intensity but exhibit
increased sensitivity to data heterogeneity. Finally, our interdisciplinary analysis positions
FL advantageously within emerging regulatory frameworks, particularly the EU AI Act.
By maintaining data locality and minimizing raw data transfers, FL inherently satisfies
requirements for data protection by design. However, we identify significant gaps between
current technical capabilities and regulatory expectations regarding energy efficiency,
data quality assurance, and responsibility allocation among system participants. This
thesis provides insights for making FL systems more efficient, scalable, and regulatory-
compliant, establishing a clear path for future research addressing legal priorities while
improving training efficiency of FL clients on the network edge and optimizing commu-

nication for large deep learning models.







Zusammenfassung

In dieser Arbeit werden die Herausforderungen und Méglichkeiten der Implementierung
von Federated Learning-Systemen (FL) auf eingebetteter Hardware untersucht, wobei der
Schwerpunkt auf Skalierbarkeit, Effizienz und Einhaltung von rechtlichen Vorschriften
liegt. Durch die Entwicklung eines neuartigen Benchmarking-Frameworks, FLEdge,
evaluieren wir systematisch die Leistungsbeschrankungen von FL-Clients auf Edge-
Geraten und decken dabei erhebliche Speicherengpisse auf, die zu Verarbeitungszeiten
fuhren, die bis zu viermal ldnger sind als bei modernen GPUs in Rechenzentren. Wir
zeigen, dass die Skalierung von Minibatches auf eingebetteten Geraten im Gegensatz zu
etablierten Praktiken im High-Performance-Computing aufgrund hardwarespezifischer
Einschrankungen nicht zu einer Verbesserung der Berechnungseffizienz fithrt. Weitere
Untersuchungen zur Skalierung von FL-Systemen fiir grofiere Sprachmodelle zeigen
kritische Leistungsprobleme an der Netzwerk-Edge auf. Unsere Experimente mit der
FLAN-T5-Modellfamilie auf NVIDIA Jetson AGX Orin-Geraten zeigen, dass die begren-
zte Speicherbandbreite die Recheneffizienz erheblich beeintrachtigt. Wir fithren eine
Energieeffizienzmetrik als praktisches Echtzeitmaf} zur Bewertung der Recheneffizienz
ein, ohne dass detaillierte Hardwarespezifikationen erforderlich sind, und zeigen bei
allen getesteten Modellen eine starke Korrelation mit der weit verbreiteten Model-FLOP-
Utilization Metrik. Unsere systematische Analyse der Rechen- und Kommunikationsef-

fizienz in FL-Anwendungen zeigt eine signifikante Diskrepanz zwischen diesen Bereichen.

Prinzipiell ist die Skalierung der von Modellen auf mehrere Milliarden Parameter durch
Parameter Efficient Fine-Tuning Techniken vielversprechend, um sowohl die Rechen-
als auch die Kommunikationsintensitit zu reduzieren, jedoch reagieren diese Techniken
empfindlich auf Datenheterogenitét. Schliefllich positioniert unsere interdisziplinére
Analyse FL vorteilhaft innerhalb neuer gesetzlicher Rahmenbedingungen, insbeson-
dere dem européischen KI Gesetz. Durch die Beibehaltung der Datenlokalitat und die
Minimierung des Rohdatentransfers erfiillt FL. von Natur aus die Anforderungen des
Datenschutzes durch Design. Wir stellen jedoch fest, dass zwischen den derzeitigen
technischen Moglichkeiten und den Erwartungen der Regulierungsbehdrden in Bezug
auf Energieeflizienz, Datenqualitatssicherung und Verantwortungszuweisung zwischen
allen Parteien in einem FL-System erhebliche Liicken bestehen. Diese Arbeit liefert
Erkenntnisse, um FL-Systeme insgesamt effizienter und gesetzeskonform zu gestalten,
und zeigt einen klaren Weg fiir kiinftige Forschungen auf, die sowohl die Energieeffizienz

als auch regulatorische Compliance von FL-Anwendungen weiter verbessern.
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CHAPTER 1

Introduction

The emergence of federated learning (FL) represents a significant paradigm shift in
contemporary machine learning (ML) methodologies, addressing critical challenges
inherent in modern data ecosystems [10]. FL is particularly effective in scenarios where
traditional centralized learning frameworks encounter limitations due to data control

and regulatory requirements [11, 12, 13].

Recent developments in legislation (e.g., the European Union AI Act) and heightened
awareness of privacy or copyright concerns have necessitated fundamental modifications
to established machine learning practices [14]. FL presents a methodological framework
that enables collaborative model development while maintaining strict data localization,
thereby addressing the inherent tensions between model performance and data owner-
ship [15, 16]. FL enables data owners to retain full control of their data and thus leaves
the decision of what data to use during training on a granular level to the data owner [17,
18, 19]. This lifts barriers for use cases where data sensitivity and trust have previously

been key challenges.

For instance, FL enables model training on sensitive data between entities and jurisdictions
since raw training data never leaves the owner’s premises. This is advantageous in three
ways. First, access to domain-specific data becomes easier, which enables training over

larger amounts of data and likely results in a higher model quality [20, 21, 22, 23]. Second,
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Figure 1.1: The computational capabilities (measured as the FLOPS/Memory Bandwidth Ratio) of embedded

hardware are catching up to data center devices, enabling the training of state-of-the-art deep learning

models in the billion parameter regime!.

learning across institutions is simplified. For instance, the European Health Data Space
(EHDS), a new bill recently adopted by the European Council, requires EU member states
to use electronic patient data and make available the data in a secure and anonymous
way to enhance data-driven research [24]. In the case of Germany, this requires the
different healthcare insurers to make their patients’ information accessible. Third, multi-
national entities can learn models across jurisdictions since sensitive training data is
never transferred between regions. This is particularly useful to bolster compliance with
data protection regulations such as GDPR [25]. It can also reduce data fragmentation in
large organizations by making data accessible without the need to see and directly work

with raw input data.

In addition, FL excels at harnessing spare computing capacity by users to contribute
their computing resources flexibly based on their current state and availability [26, 27].
For example, hardware-accelerated embedded devices (e.g., Nvidia Jetson AGX Orin)
are capable of performing model training when they have spare computing capacity,
sufficient network bandwidth, and are not actively being used for higher priority tasks
(Figure 1.1). This opportunistic scheduling enables the system to tap into otherwise idle
computing power without impacting device performance or user experience. FL can
automatically adjust training schedules based on a wide variety of environmental factors

ensuring efficient resource utilization [28, 29].

'Nvidia DGX Spark statistics are based on Nvidia’s product announcement (April 2025) [30].
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Figure 1.2: The size of models trained with FL has grown three orders of magnitude within seven years. FL
models are following a similar growth trajectory as their counterparts trained with traditional centralized
approaches. Yet, FL still exhibits significant shortcomings with regard to overall computational and
communication efficiency.

1.1 Motivation

While FL offers advantages in leveraging distributed data sources, enabling learning from
sensitive domain-specific data, and utilizing decentralized computing resources, it faces
substantial operational challenges that warrant careful consideration. These challenges
primarily manifest in two critical areas: the computational and communication overheads
inherent in the distributed learning process and the need to manage hardly predictable
client behavior that can significantly compromise training reliability. Trends indicate that
FL applications will incorporate increasingly larger models with expanding parameter

counts and enhanced capabilities, increasing the cost of failure during training.

This is evident in the evolution of FL applications (Figure 1.2). The first generation of
FL applications included small models (< 1M parameters) that could be trained quickly
and without the need for extensive hardware acceleration. Yet, the use cases were
limited to simplistic applications like character recognition in images or next-character
prediction for text [31]. In the transition between first and second-generation applications,
the parameter count of models grew by an order of magnitude to approx. 12M with
the deployment of ResNet [32, 33]. The second generation was mainly characterized
by transformer models [34] as the release of GPT-3 [35] has drawn significant public

attention and research interest at the time. Again, the total model parameter count of the
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largest models that were trained with FL grew by 10x. Yet, the most notable difference
compared to the first generation is the number of trainable parameters grew by two
orders of magnitude. The same is true for the third and current generation, where FL is
used to train state-of-the-art LLM architectures with up to 7B parameters [36, 37, 38]. As

models grow, the need for better computational and communication efficiency grows.

At the same time, global legislation on Al creates new directives and guardrails on how
to train, evaluate, and deploy deep learning models. This can introduce complexities
in addition to already existing factors that hinder practical adoption of FL today [39].
Overall, the legal and technical challenges create a fundament for interdisciplinary FL

research and how legislation can help drive practical adoption of FL.

1.2 Problem Statement

As FL continues to evolve and expand into new domains, several critical challenges emerge
at the intersection of system design, scalability, efficiency, and regulatory compliance.
This thesis addresses four interconnected problems in the FL landscape: First, we examine
the fundamental gap in understanding how FL clients perform on edge devices, moving
beyond traditional server-centric benchmarks to assess real-world deployment scenarios.
Second, we investigate the complexities of scaling FL systems to accommodate the
growing demands of large language models, particularly when dealing with resource-
constrained edge devices. Third, we explore the dual challenge of optimizing both
computational and communication efficiency in FL applications, especially when working
with billion-parameter models that strain existing frameworks. Finally, we analyze the
technical implications of emerging Al regulations, using the EU AI Act as a framework
to understand how FL can help build regulatory compliant systems while maintaining
operational effectiveness. Together, these challenges raise the question how we can design

scalable, efficient, and regulatory-compliant FL systems.
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1.2.1 Client Behavior in Federated Learning Applications

While FL has become an established middleware abstraction for distributed and data-
ownership-oriented deep learning, existing benchmarks primarily target server-grade
hardware and rely on simulations [31, 33, 40, 41]. As such, they neglect the characteristics
of FL clients that are often deployed on the network edge. Devices on the network edge
are typically characterized by diverse hardware capabilities, lower reliability compared
to data center hardware, varying network quality, and energy constraints [29, 42].
Additionally, FL workloads in these environments are prone to a high degree of data
heterogeneity [43, 44]. This creates a complex set of challenges and interdependency
between the various factors. Overall, this increases the complexity when designing and
deploying FL applications. It is also a potential limiting factor for broader adoption
of FL in practice, raising the question how well state-of-the-art FL workloads respond to

deployment in edge computing systems.

1.2.2 Training Large Models in Federated Learning Systems

With the growing adoption of LLMs in both academia and industry, there is an increasing
need to fine-tune these models on domain-specific data to improve their performance on
downstream tasks. While FL offers a promising approach to accessing distributed data
sources for model fine-tuning, a major challenge arises from the fact that this data often
resides on edge devices with significantly constrained resources. The computational
capabilities of edge devices are orders of magnitude lower than data center hardware,
with the latest edge devices like the NVIDIA Jetson AGX Orin providing only 13% of
the theoretical computational power of a state-of-the-art data center GPU [45, 46]. This
limitation is particularly challenging for LLM fine-tuning, as these models are inherently
more challenging to train than smaller models due to their size and complexity, with
higher risks of gradient explosion or vanishing during the training process. Additionally,
the memory bandwidth constraints on edge devices create significant bottlenecks for
operations that are critical to the training process. This raises the question: How can we
effectively enable federated fine-tuning of LLMs on resource-constrained edge devices, and

what are the key factors that influence the efficiency of such systems?




1.2. PROBLEM STATEMENT

1.2.3 Computational and Communication Efficiency

While FL could enable access to diverse, sensitive datasets needed for LLM fine-tuning,
current FL approaches are primarily designed for small models and full model training,
creating significant computational and communication bottlenecks when applied to
billion-parameter models [47]. This efficiency challenge manifests in both computational
and communication dimensions [48, 49]. The computational inefficiency arises from the
substantial resources required for training and fine-tuning LLMs across distributed clients
in FL systems [50, 51]. Simultaneously, significant bandwidth and network demands of
transmitting large model updates between clients and servers result in communication
bottlenecks [52]. Existing FL frameworks typically incorporate methods for efficient
model aggregation but do not provide solutions for improving the computational and
communication efficiency of a training process, especially when looking at edge deploy-
ments [53]. Since these challenges are interlinked when working with LLMs, they must
be addressed jointly to enable the practical deployment in FL settings. This leads to
the research question: How can computational and communication efficiency be jointly

optimized to enable the practical deployment of LLMs in FL systems?

1.2.4 Emerging Al Regulation in the European Union

System efficiency is at the core of globally emerging Al regulation. At a global level,
organizations like the OECD have established principles and guidelines for responsi-
ble Al development, creating a foundation for more specific regulatory frameworks
worldwide [14, 54, 55]. However, the practical implementation of these principles
into binding legislation creates significant technical and operational challenges for Al
development [56]. Often this also involves extensive compliance and legal clearance
processes [57]. The European Union Al Act, as the first comprehensive Al legislation
globally, serves as a precedent and blueprint for how these broader principles are being
translated into concrete regulatory requirements. There is an inherent misalignment
between traditional Al development approaches and emerging regulatory requirements.
Current Al development methods, which rely heavily on centralized data collection and

processing, face substantial challenges in meeting new regulatory standards around data
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governance, privacy protection, security requirements, and environmental sustainability.
This creates a fundamental tension between regulatory compliance and effective Al
system development, particularly for high-risk applications that face the most stringent
oversight [14]. Overall, this yields the question: How can Al systems be developed and
deployed to achieve compliance with emerging global Al regulations, using the EU Al Act as
a framework, while maintaining technical effectiveness and operational feasibility? This
question is particularly relevant as other jurisdictions begin developing their own Al
regulations based on similar principles, making the EU AI Act a critical case study for
understanding how technical solutions can address regulatory requirements that are
likely to become more common globally [58, 59]. The problem is time-sensitive given the
implementation timeline of the EU AI Act and the growing momentum for Al regulation
worldwide, requiring solutions that can bridge the gap between current development and

deployment practices and emerging regulatory frameworks.

1.3 Approach

Our approach spans four main areas: (1) FLEdge, a benchmarking framework that sys-
tematically assesses client behavior, communication patterns, energy efficiency, and
hardware diversity in edge computing environments; (2) a methodology for scaling FL
systems to train large language models, focusing on computational efficiency, energy
consumption, communication costs, and model performance through metrics like Model
FLOP Utilization and energy efficiency ratios; (3) a structured analysis of computational
and communication efficiency in FL applications, examining the intersection of parameter-
efficient fine-tuning (PEFT), model compression, and distributed optimization techniques;
and (4) an interdisciplinary framework for ensuring regulatory compliance of FL systems, par-
ticularly with respect to the EU AI Act, through careful consideration of data governance,

energy efficiency, and quality management.




1.3. APPROACH

1.3.1 Benchmarking Behavior and Resource Efficiency of FL Clients

We begin with our benchmarking framework — FLEdge - that evaluates FL workloads
in edge computing environments through the lens of four fundamental dimensions:
client behavior, communication efficiency, energy efficiency, and hardware diversity.
Our approach complements existing FL. benchmarks by shifting focus from simulation-
based evaluation to systematic assessment of real-world deployment challenges. The
framework builds upon established FL infrastructure while introducing new mechanisms

for comprehensive system evaluation.

The conceptual foundation of our benchmark rests on modeling and measuring key
system characteristics that impact FL performance at the edge. For client behavior, we
incorporate probabilistic modeling of device reliability through independent binomial
distribution, enabling systematic evaluation of client dropouts and their interaction
with differential privacy guarantees. The privacy aspect is handled through an adaptive
user-level differential privacy mechanism that accounts for varying client participation.
Communication patterns are evaluated through a granularity-based approach that quan-
tifies the relationship between computation and communication costs, considering both
wired and wireless network scenarios. This is complemented by a per-bit communication
cost model that estimates energy consumption across network hops. Energy efficiency
is assessed through a combination of direct hardware measurements and theoretical
modeling of network energy consumption, providing insights into system-wide energy
characteristics. We measure this through throughput in samples per second divided by

power draw, enabling non-intrusive detection of computational bottlenecks.

Our approach unifies these concepts through a systematic evaluation pipeline that
considers both local device capabilities and global system behavior. For hardware
assessment, we employ micro-benchmarking techniques that analyze training step times,
memory bandwidth utilization, and the impact of different GPU architectures. The
framework employs standardized metrics across different hardware platforms, enabling
comparative analysis of FL workload behavior through controlled network conditions and
client participation patterns. This approach allows for the evaluation of both system-level
properties like client reliability and hardware-specific characteristics like computational

efficiency, providing a comprehensive view of FL workload behavior in edge environments.
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The evaluation pipeline supports various FL strategies and is designed to be extensible for
new hardware platforms and workload types, making it a valuable tool for understanding

the practical implications of deploying FL systems at the edge.

FLEdge is built upon the Flower Framework [60], a popular library for implementing
and orchestrating efficient FL applications. Thus, FLEdge can be easily deployed and
extended in the same way as Flower, making it intuitive for researchers and practitioners

to use.

1.3.2 Scaling FL Systems to Train Large Language Models

We develop a systematic approach to evaluate FL at the network edge, focusing par-
ticularly on the intersection of LLMs and resource-constrained environments. Our
methodology is built on four fundamental analytical pillars: computational efficiency,
which examines hardware utilization and processing capabilities through metrics like
Model FLOP Utilization (MFU); energy efficiency, which quantifies the relationship
between computational throughput and power consumption through our proposed energy
efficiency metric 1,; communication efficiency which analyzes the balance between
computation and communication costs using granularity measurements; and model per-
formance which evaluates convergence and quality metrics. This framework is designed
to provide a comprehensive understanding of the challenges and constraints in edge-
based FL systems, taking into account emerging regulatory requirements and practical

deployment considerations through real-world hardware and network configurations.

The core of our methodology centers on comparative analysis between edge and data
center environments, utilizing well-established metrics that we complement with new
measures to account for the fundamentally different properties of embedded hardware.
We develop our evaluation strategy around the concept of performance ratios - comparing
computational throughput against theoretical hardware limits through MFU analysis,
. measurements, and communication overhead against computation time through
granularity assessments. This approach allows us to establish quantifiable benchmarks
that can be consistently applied across different hardware configurations and model
architectures. We pay particular attention to memory bandwidth constraints, network

communication patterns, and energy consumption profiles, as these factors significantly
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impact the feasibility of edge deployments. Our evaluation framework incorporates
both theoretical performance limits and practical operational constraints, allowing us to

identify bottlenecks and optimization opportunities across the entire system stack.

Our experimental framework is structured to evaluate these metrics under realistic
FL conditions, incorporating parameter-efficient fine-tuning techniques like low-rank
adapters (LoRA) [61], varying client participation patterns through Dirichlet distribution
sampling, and different network connectivity scenarios, including both wireless and wired
configurations. We design the study to examine both the individual components of edge-
based FL systems and their interactions, providing insights into system-level behaviors
and constraints. This multi-faceted approach enables us to create a comprehensive
evaluation approach that can be applied to assess the practical viability of edge-based FL
deployments. The framework accommodates various federated optimization strategies,
from simple averaging to adaptive techniques, and considers the impact of data hetero-
geneity and communication patterns on system performance. By incorporating both
system-level metrics and model-specific measurements, our approach provides a holistic
view of edge FL systems that account for computational, communication, and energy

constraints while maintaining practical applicability.

1.3.3 Efficiency in FL Systems for Large Language Models

We introduce a structured analytical approach to understand the convergence of com-
putational and communication efficiency in FL systems, particularly for LLMs. Our
approach is built upon a novel taxonomic framework that maps the relationship between
efficiency methods (e.g., PEFT, prompt tuning, instruction tuning) and their practical
implementations in distributed environments. This structure examines how traditionally
distinct optimization approaches intersect and complement each other, focusing on the
interplay between model compression techniques, gradient quantization, and adaptive

training strategies in modern distributed learning environments.

The core of our approach decomposes efficiency into computational and communication
dimensions through categorical analysis. The computational dimension encompasses full
model training, parameter-efficient techniques, and various tuning approaches, while
the communication dimension focuses on model pruning and compression techniques,

including quantization, sparsification, and gradient projection. We establish clear criteria
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for classification and evaluation based on key metrics such as parameter reduction ratios,
communication overhead, and computational complexity. Each dimension is examined

through theoretical foundations and practical implementations.

To comprehensively address computational and communication efficiency in FL applica-
tions, we investigate four key areas: (1) existing methods for achieving computational
efficiency (e.g., LoRA, BitFit, and adapter-based approaches) [61, 62, 63] and communi-
cation efficiency (e.g., FedPAQ, FedKSeed) [64, 65] in FL systems working with LLMs
and their limitations; (2) quantifiable trade-offs between different efficiency optimization
approaches, examining metrics like model accuracy, communication bandwidth, training
time, and resource utilization; (3) architectural readiness of current FL frameworks (e.g.,
NVIDIA FLARE, FederatedScope, Flower) to support efficient LLM training and fine-
tuning, particularly focusing on their ability to handle large-scale models and implement
advanced efficiency techniques; and (4) methodological gaps preventing efficient scaling of
LLMs in FL systems, such as the challenges in maintaining model quality while reducing
communication overhead and computational requirements. This analysis considers
both theoretical foundations in distributed optimization and real-world implementation
challenges while identifying critical research gaps that must be addressed to make FL

with LLMs practically feasible at scale.

1.3.4 Regulatory Compliant FL Applications in High-Risk Regimes

Emerging Al regulation prioritizes resource efficiency and sets standards for Al application
monitoring [14, 66]. We introduce a novel interdisciplinary framework for analyzing
the intersection of FL and regulatory compliance, specifically focusing on the EU Al Act.
The analytical framework bridges legal requirements and technical capabilities through a
dual-lens approach: examining both the regulatory obligations outlined in the Al Act and
the inherent characteristics of FL systems. We carefully analyze both Articles and Recitals
from the AI Act to distinguish between binding legal requirements and interpretative
guidance, mapping both to the technical capabilities of FL. With our interdisciplinary
approach we outline how FL can bolster legal compliance of Al applications and what
future research is needed to overcome existing hurdles. Our approach acknowledges the
unique challenges of FL systems, where data never leaves its source and model training

occurs across distributed clients.
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The framework divides the analysis into three conceptual pillars: data governance,
energy efficiency, and robustness and quality management. For each pillar, we developed
evaluation criteria that map regulatory requirements to technical capabilities. The data
governance pillar examines privacy preservation mechanisms, including differential
privacy, secure multi-party computation, and homomorphic encryption, alongside bias
mitigation approaches in distributed settings. The energy efficiency pillar considers
both computational and communication costs across distributed systems, analyzing the
energy impact of client-server architectures, model parameter transmission, and privacy-
preserving computation techniques. The robustness pillar evaluates quality assurance and
monitoring capabilities in privacy-preserving contexts, including validation strategies,
model performance tracking, and bias detection without direct data access. This struc-
tured approach allows for the systematic identification of both alignment opportunities
and compliance challenges while considering the inherent trade-offs between privacy,

efficiency, and model quality.

To operationalize our analysis framework, we combine quantitative experimentation with
qualitative regulatory evaluations. The quantitative component uses representative high-
risk applications to explore technical feasibility, examining aspects such as computational
overhead, communication costs, and the impact of privacy-preserving mechanisms on
model performance. We developed comprehensive evaluation metrics that consider both
client-side and server-side resource utilization, privacy guarantees, and model quality
indicators. The qualitative component examines non-measurable system characteristics
through careful analysis of legal requirements, including aspects like data lineage, bias
prevention capabilities, and compliance with fundamental rights. By integrating these
perspectives, our framework provides a comprehensive approach to evaluating privacy-
preserving machine learning systems in regulatory contexts. Our framework considers
both current technical capabilities and future requirements, making it adaptable to
emerging privacy-preserving techniques and evolving regulatory landscapes. This
framework can be extended to assess other distributed learning approaches and adapted

as regulatory requirements evolve.
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1.4 Contributions

This thesis is based on five papers that make contributions to benchmarking FL clients,
accommodating large deep learning models in FL systems, showing computational
and communication efficiency as a joint optimization goal for LLMs, and designing
regulatory-compliant FL applications. Overall, the objective is to improve the scalability
and energy efficiency of FL systems involving embedded computing hardware and wide-

area networks. Individually, each paper contribution can be summarized as follows:

1. We introduce a comprehensive benchmarking framework focused on FL clients at
the network edge. Through extensive experimentation, we demonstrate that state-
of-the-art embedded Al accelerators face significant memory bottlenecks. Paired
with the low reliability of FL clients on the network edge due to timeouts (e.g.,
network interruption) and the need for private computing techniques to keep model
updates secure, this can yield significantly prolonged processing times. Our detailed
analysis of hardware heterogeneity demonstrates that contrary to established
practices, scaling batch sizes on embedded devices does not improve computational
efficiency. Profiling small transformer models on embedded hardware reveals that
CPU-GPU data movement and matrix multiplication operations can take up to
32x longer than on data center GPUs. From a practical perspective, we extended
the Flower FL library with modules for controlling client behavior, implement-
ing adaptive differential privacy, emulating network conditions, and monitoring
computational efficiency on dedicated edge devices. Overall, our findings serve as
guidance for optimizing FL workload deployment in edge computing systems and
provide a basis for building more efficient FL applications.

2. We examine the challenges and opportunities of implementing FL for fine-tuning
LLMs on edge devices, focusing on three key aspects: computational efficiency, en-
ergy consumption, and communication costs. Through extensive experimentation
with the FLAN-T5 encoder-decoder model family on NVIDIA Jetson AGX Orin
devices, we analyze hardware limitations of edge computing for deep learning work-
loads, propose new metrics for monitoring system efficiency in federated settings,
and evaluate various optimization strategies to improve training performance, i.e.,
enhancing sample efficiency during training resulting in lower communication cost.

Our work provides a comprehensive framework for understanding the practical
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considerations of FL system deployment at the network edge.

3. We present a comprehensive analysis of the challenges and opportunities in inte-
grating LLMs with FL systems. In our survey, we develop a novel taxonomy that
systematically examines the interplay between computational and communication
efficiency, revealing critical gaps in current approaches that must be addressed.
Through rigorous evaluation of existing approaches, we provide detailed insights
into the trade-offs and limitations of pre-training and fine-tuning LLMs in federated
environments. We outline essential research directions necessary for practical
implementation, with particular emphasis on evaluation frameworks, privacy con-
siderations, and efficient communication protocols. Together, these contributions
establish a basis for future research in FL with LLMs.

4. We examine how the EU Al Act will impact FL and identify necessary changes
to make FL viable for regulatory compliance. Through our interdisciplinary legal
and technical analysis, we evaluate the current capabilities and limitations of FL in
meeting the Al Act requirements around data governance, privacy, energy efliciency,
and model quality. While we find that the data-ownership-oriented architecture
of FL provides inherent advantages, our analysis reveals significant gaps between
current FL approaches and regulatory requirements, particularly in areas like
energy efficiency, data quality monitoring, and lifecycle management. We outline
key research priorities to address these gaps and argue that with appropriate focus
on these priorities, FL could become a leading approach for building Al systems
that comply with the AI Act and beyond.

1.5 Structure

This thesis is organized as follows. In Chapter 2, we outline our methodology and
introduce relevant background. We provide brief summaries of each publication that
comprises this thesis in Chapter 3. Each summary provides an overview of the paper’s
significant findings and research contributions, highlighting the thesis author’s individual
role in advancing the work. Thereafter, we discuss the main finding and limitations of
this thesis in Chapter 4. We conclude in Chapter 5. The papers discussed in this thesis
are available in full length in Appendices A to E.
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CHAPTER 2

Methodology

2.1 Background

2.1.1 Federated Learning

In traditional machine learning, we train models on centralized datasets. However, FL
introduces a paradigm shift by enabling model training across decentralized devices
while keeping data private [10]. This approach represents a fundamental change in
how we think about distributed machine learning, moving from model-centricity to

user-centricity.

As this thesis investigates efficiency in FL systems for large deep learning models at the
network edge, it is imperative to introduce a set of prerequisites. Those include adaptive
optimization, root causes for computational and communication bottlenecks, and data
heterogeneity. Adaptive optimization in FL tackles the challenge of training models
across diverse devices by dynamically adjusting optimization parameters. This approach
ensures robust model convergence despite varying device capabilities and participation
patterns. The system must continuously adapt to changing conditions while maintaining

training stability.
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Computational inefficiencies emerge as a critical challenge due to the heterogeneous
nature of participating devices. With varying processing capabilities, memory constraints,
and energy limitations, these differences significantly impact the overall training process

and necessitate careful consideration of resource allocation.

Communication overhead represents a substantial bottleneck in FL systems. The frequent
exchange of model updates between devices and the central server demands considerable
bandwidth, particularly challenging in environments with limited connectivity or when

working with large model architectures.

Data heterogeneity introduces unique complications as the distribution of data across
devices typically follows non-IID patterns. This statistical diversity can impair model
convergence and performance, requiring specialized approaches to handle varying data

distributions while maintaining model effectiveness.

Preliminaries

Consider a system with K clients, where each client k has its local dataset Dy, of size n.
The total number of samples across all clients is N = ¥.r_, ni. The goal is to find model

parameters w that minimize the global objective function:

K

Fw) =) %Fk(w), (2.1.1)

k=1

where Fi(w) is the local objective function for client k, F,(w) = nik Y (wix, v) +
A R(w). Here, £ (-) is the loss function, (x;, y;) are data samples, and R(w) is a regulariza-
tion term with parameter A. The optimization process [10] typically follows these steps

in each round t:

« The server broadcasts the current global model parameters w' to a subset of clients
S: € [K].

+ Each selected client k € S, performs local training for B steps using mini-batch
SGD: wi! = wi—n Y }_, VF.(w'; B,) where 7 is the learning rate and 3, represents
the b-th mini-batch.
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« The server aggregates the updated models using weighted averaging, typically in
the form of federated averaging (FedAvg):

n
wtl =Y (2.1.2)
keS, Djes,

The convergence rate of this process depends on several factors. The degree of non-IID
data distribution across clients, quantified by y = maxy ; [VF(w) — VF,(w)|. It is also
determined by the fraction of clients selected per round, C = |S,|/K., client availability,
and dropout rates. Communication rounds T and 13 local steps have substantial effects

on the training performance as well [31, 67].

Non-IID Data Distribution. Local objectives F; deviate from global objective F due to

heterogeneous data, measured by gradient diversity:

2 peVE(w)P
SR prlVE(w)[?

4 (2.1.3)
The gradient diversity metric { € [0, 1] quantifies the alighment between local and global
optimization directions. When ¢ = 1, all local gradients are perfectly aligned, indicating
IID-like conditions. As { decreases toward 0, local updates increasingly conflict, signifying

statistical heterogeneity and hindering the model convergence process [68].

Communication Efficiency. Limited bandwidth and high latency between server
and clients constrain the model size and update frequency [69]. Modern approaches
address these constraints through adaptive compression techniques [70], asynchronous

aggregation protocols [27, 71], and hierarchical communication topologies [72].

System Heterogeneity. Varying computational capabilities and network conditions
across clients affect training time and reliability. We can quantify system heterogeneity

as the interplay of computational capacity of a device relative to a benchmark de-

FLOPS,
FLOPS, ¢

in the FL system z(t) = ZZ"—(? [74], and the client reliability across training rounds

vice ¢ = [73], network bandwidth over time relative to the overall average

re = P (completion | selected) [75].
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Adaptive Optimization in FL

Adaptive optimization can help reduce the variance in client model updates that may
result from one of the key challenges above by taking the gradient history into account.
This can improve the training effectiveness, enable training of bigger models, and, overall,

reduce the training time.

On the client side, adaptive optimization extends beyond basic stochastic gradient descent
(SGD) by incorporating momentum and variance adaptation mechanisms, drawing inspi-
ration from the Adam optimizer used in centralized learning. This approach maintains
exponentially decaying estimates of both the first and second moments of the gradients,
pB1 and f,, respectively. This allows for more nuanced parameter updates [76]. The
first moment estimate m;, tracks the mean of the gradients, acting as a momentum term
that helps accelerate training in consistent directions while dampening oscillations [77].
This estimate is updated using a decay rate f; that determines how much historical

information is retained:

my = fimi" + (1= B)VE(w). (2.1.4)

Simultaneously, the algorithm maintains a second moment estimate v}, that captures the
variance of the gradients, enabling adaptive scaling of updates based on the historical

magnitude of each parameter’s gradients [78]:

v = Pavp '+ (1= B)(VE(wp))’. (2.1.5)

These moments are then combined to create an adaptive learning step. The update rule
scales the learning rate for each parameter inversely proportional to the square root of
its second moment estimate, with an added small constant € to prevent division by zero:

t+1

witt = (2.1.6)

t
wh— T
k 7 :
JUi + €

This adaptive scaling helps manage varying gradient magnitudes across different model
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parameters and training stages, making the optimization more robust to the heteroge-

neous nature of FL environments.

Similarly, the server-side model aggregation process can be extended with a momentum
term as well [76]. Here, we compute the first order momentum over the aggregated model

parameters m', i.e., we post-process the FedAvg result as

m' = Bm'™' + (1 — B)F(w"). (2.1.7)

The weights for the next training round are then w'*' = w' + ym'. While adaptive
optimization can help address data heterogeneity and improve the effectiveness of the FL
process, several challenges around computational and communication efficiency remain

open.

2.1.2 System Inefficiencies in FL Applications

While FL represents a paradigm shift towards user-centricity by enabling model training
on client hardware over wide-area networks, it introduces significant computational
and communication challenges. The distributed nature of FL can create substantial
bottlenecks on client devices, resulting in excessive consumption of computational
resources and heightened processing demands. These fundamental challenges necessitate
a careful examination of both computational and communication inefficiencies that arise
in federated systems, particularly as they overlap with the practical constraints of edge

computing environments.

Computational Inefficiencies

Client resource heterogeneity. Resource heterogeneity among FL clients imposes
strict limitations on client operations, including varying maximum batch size B,,,, model
sparsity requirements |w| < sp;, where the number of model parameters has to be below a
minimum sparsity requirement (as measured by the number of parameters), and memory

usage bounds. These constraints reflect the practical limitations of edge devices such
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as mobile phones and IoT sensors [79, 80]. The variation in computational capabilities
spans several orders of magnitude - from high-end mobile devices with dedicated Al

accelerators to basic IoT sensors with minimal processing power [81].

Straggler effects. When heterogeneous compute capabilities across clients are involved
the overall round time T,,,q is determined by the slowest participating client’s computa-
tion time T}, omPute 3 phenomenon that can substantially delay training convergence in real-
world deployments [79, 82]. This synchronization bottleneck is particularly pronounced
in cross-device FL, where client devices may span multiple hardware generations and

operating conditions [80].
Communication Inefficiencies

Efficient communication in distributed learning systems has become increasingly critical
as deep learning models grow in size and complexity. Communication overhead, often

the primary bottleneck in distributed training, is governed by three key factors.

System heterogeneity. Varying communication times across clients introduce system
heterogeneity, a reality in real-world deployments where the total communication time
Teomm depends on individual client bandwidths Z;, summed over the set of participating
clients S;. This heterogeneity can lead to stragglers and significantly impact training

efficiency.

Bandwidth limitations. Significant bidirectional costs proportional to model size and
bit precision originate from bandwidth limitations, with both upload and download costs
expressed as Cy, = Cgown = |W|- b.? This becomes particularly challenging in FL scenarios
where edge devices may have limited capabilities such as limited speed or poor network

link reliability.

To address these challenges, researchers have developed various communication compres-
sion techniques. These include quantization, which rounds weights to the nearest multiple

of a scaling factor, effectively reducing the bits needed per parameter while maintaining

2Symmetrical communication costs assume the same energy cost sending and receiving data. Often,
sending data from a mobile client incurs more energy than receiving, making the client outbound
communication significantly more expensive [83].
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COMMUNICATION INFRASTRUCTURE
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Figure 2.1: Typical architecture of an FL applications implemented over a wide-area network where
multiple stakeholders are involved (e.g., end-user, ISP, cloud operator).

statistical properties [64]. Sparsification through top-K selection of weight updates
reduces communication volume by transmitting only the most significant updates [84].
Additionally, error feedback mechanisms track the difference between original and
compressed updates as e'*! = w'*! — w'*! for subsequent compensation, ensuring that
no information is permanently lost during compression [85, 86]. These techniques,
when properly implemented, can significantly reduce communication overhead while

preserving model convergence properties.

2.1.3 Federated Learning on Embedded Hardware

Embedded computing environments present unique challenges for deep learning im-
plementation due to their constrained resources. These systems typically operate with
limited memory, processing power, and energy budget [87]. Traditional deep neural
networks, which often require gigabytes of memory and substantial computational
resources, must be carefully optimized for embedded deployment. This has led to the
development of specialized techniques like model quantization, where floating-point
weights are converted to lower-precision integers, and network pruning, which removes

redundant connections while maintaining model performance [88].

FL in embedded systems. Often, embedded FL applications are implemented over

wide-area networks (Figure 2.1). The communication infrastructure typically follows a

21



2.1. BACKGROUND

hierarchical nature and significantly impacts system design and performance. The path
from client to server traverses multiple network layers: client devices initially connect
through edge switches, which interface with Broadband Network Gateways (BNG) for
access management. The traffic then passes through edge routers that handle boundary
routing decisions, followed by core routers managing the backbone traffic distribution.
Finally, data center switches facilitate server connectivity. This topology introduces
specific technical considerations: each network hop adds latency to the model update
transmission, potentially affecting the synchronization of federated rounds. At the data
center level, switches must handle burst traffic when scaling the number of clients per
training round [83, 89]. Overall, the number of network hops can negatively impact
the communication reliability and might lead to network-related client dropouts during
training [88, 90].

Resource management and scheduling. Embedded systems running deep learning
workloads require sophisticated resource management strategies. Task scheduling must
balance multiple competing objectives: meeting real-time processing requirements,
minimizing energy consumption, and maintaining thermal constraints [91, 92]. Memory
management becomes particularly critical, as embedded systems typically lack the

memory capabilities of traditional computing environments [93].

Hardware acceleration and optimization. Modern embedded systems increasingly
incorporate specialized hardware accelerators for deep learning operations. These may
include neural processing units (NPUs) [94], field-programmable gate arrays (FPGAs) [95],
or application-specific integrated circuits (ASICs) [96]. These accelerators are designed
to efficiently execute common deep learning operations like convolutions and matrix
multiplications while minimizing power consumption. The challenge lies in effectively
facilitating hardware/software co-design, maintaining real-time performance require-
ments [97].

Real-world applications and challenges. Practical applications of embedded deep
learning span numerous domains, from autonomous vehicles to smart home devices.
These systems must handle varying workloads while maintaining responsive performance.
Challenges include handling concept drift, where the statistical properties of the input

data change over time, and managing the trade-off between model accuracy and resource

22



CHAPIER 2. METHODOLOGY

utilization. Real-time requirements add another layer of complexity, as processing must

be completed within strict timing constraints [98].

Large Language Models on Embedded Hardware

Given the complexity of implementing FL applications on embedded systems over wide-
area networks, scaling to LLM-size models comes with additional challenges mainly
rooted in the limited resource availability and the behavioral patterns of embedded
clients. The versatility of LLMs offers great potential to use one model for multiple tasks
in different FL systems [99].

CPU-only embedded hardware. Recent developments in the embedded computing
space such as the Raspberry Pi 5 with up to 16 GB of DDR5 memory have rendered CPU-
only embedded devices capale of holding transformer-based models in memory [100].
Together with inference optimization frameworks such as Ollama [101] or vLLM [102]
have made it possible to run LLMs on compute limited hardware. Here, techniques
like model quantizaton are key to enabling inference on embedded hardware since
both memory capacity and memory bandwidth (up to 60 GB/s) are limited. Yet, matrix-
multiplication-intensive back-propagation is still infeasible on CPU-only embedded

devices.

Inference-only embedded hardware. The intermediate generation of edge Al accel-
erators introduced specialized neural processing architectures that addressed some of
these computational bottlenecks. The Google Coral’s Edge TPU, operating at 1 TOPS,
demonstrated improved efficiency in processing attention mechanisms through dedicated
matrix multiplication units [103]. However, the device’s fundamental limitation lies in its
on-chip memory capacity of only 8MB, necessitating frequent data transfers between
external DRAM and the processing unit. This memory hierarchy poses significant
challenges for LLM inference, where transformer layers require continuous access to
large parameter matrices. The Intel Neural Compute Stick 2, with its Myriad X VPU,
offers 4.1 TOPS of compute performance but faces similar memory constraints, limiting

its practical application to heavily pruned and quantized language models [104].

Embedded hardware for training. The NVIDIA Jetson AGX Orin represents a paradigm

shift in embedded AI computing capabilities, introducing an architecture including special-
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ized Tensor Cores. With up to 64 GB of memory connected at 204.8 GB/s, allows for more
efficient handling of transformer-based models. Yet, while the Orin is generally capable of
holding large models, the maximum compute capability of 68.5 TOPS (BF16) [45] is rather
limited compared to state-of-the-art data center deep learning accelerators [96]. This
generally enables training of large models but can require numerous optimizations for

efficient operations, such as gradient checkpointing, quantization, and PEFT, if possible.

2.1.4 Emerging Al Regulation

Global Al regulation initiatives are setting data governance, model quality, and resource
efficiency requirements. Key inquires of legislators around the globe are enabling the

safe and secure deployment of Al applications for a broad audience.

European Union. The European Union has established itself as a global frontrunner in
comprehensive Al regulation through the implementation of the EU Al Act, which became
effective in February 2025. This legislation introduces a risk-based classification system
that categorizes Al technologies into unacceptable, high-risk, limited-risk, and minimal-
risk tiers. For systems classified as high-risk, the Act mandates rigorous compliance
protocols including comprehensive risk assessments, provisions for human oversight,

and extensive transparency requirements [14, 105].

United Kingdom. The United Kingdom has proposed a regulatory strategy in its Al
White Paper of March 2023 to complement existing legislation. This approach leverages
existing regulatory frameworks and sector-specific guidance rather than implementing
new legislation as it has been done in the EU. The UK strategy is anchored in five core

principles: safety, transparency, fairness, accountability, and contestability [106].

United States. The United States implements a sector-specific regulatory approach
instead of enacting comprehensive Al legislation. While the 2023 Executive Order on
Safe, Secure, and Trustworthy AI [107, 108] has been rescinded, the concurrent Executive
Order Al as a strategic priority remains in place warranting substantial investments in
Al development and infrastructure [109, 110]. Several US states are implementing local

laws to install checks and balances for Al applications [58, 59].
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China. China has enacted specialized regulatory measures targeting specific Al applica-
tions. These include the Measures for the Administration of Internet Information Service
Algorithm Recommendation, which governs algorithmic systems, and the Administrative
Provisions on Deep Synthesis Internet Information Services, which regulates deepfakes
and synthetic media technologies. These regulations prioritize national security consid-

erations, social stability maintenance, and alignment with state-defined objectives [111].

International Frameworks. Multiple international organizations are working to
develop common frameworks for Al governance. The OECD AI Principles, which
have received endorsement from 42 countries, provide guidelines for trustworthy Al
development. The Global Partnership on Artificial Intelligence serves as a platform for
international collaboration on Al policy development and responsible implementation

practices [66].

Comparative Analysis. These regulatory approaches share common fundamental
concerns regarding Al safety, transparency, and accountability, though they differ signifi-
cantly in implementation methodology and regulatory philosophy. The EU adopts the
most prescriptive approach with legally binding requirements and clear categorization
of risks, while the UK and US favor more flexible frameworks that leverage existing
regulations and industry self-governance. China’s approach is distinctive in its emphasis
on alignment with state objectives and social stability considerations. The EU and OECD
frameworks prioritize human-centric values and rights-based approaches, whereas the
US model balances innovation with targeted interventions in high-risk sectors. These
differences reflect varying political systems, governance traditions, and strategic priorities
regarding technological development and societal protection. Taken together, it will be
challenging to design one-solution-fits-all Al applications. Rather, while the core — the
Al model — might be the same deployments across regions will face varying safeguard

and content censorship requirements.
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Figure 2.2: Overview of the research methodology applied in this thesis. We first establish a technical
framework consisting of a benchmark for FL applications at the network edge, scaling of FL workloads
with LLMs, and finally a systematic evaluation of computational and communication efficiency. Second,
we design a pathway of using FL to design Al applications compliant with emerging Al regulation.

2.2 Federated Learning in Resource-Constrained Envi-

ronments

Following our overarching research question, we aim to develop a better understanding of
prerequisites for deploying highly capable deep learning models closer to end user devices.
The methodology of this thesis follows a dual-framework structure, encompassing techni-
cal and regulatory components (Figure 2.2). The technical framework proceeds through
three sequential phases: first, a comprehensive benchmark of FL client capabilities to
establish baseline performance metrics; second, the scaling of FL workloads to enable the
training of deep learning models with more than 200 million parameters; and third, an
investigation into the joint optimization of computational and communication efficiency
in the context of LLMs. In parallel, the regulatory framework develops a systematic
approach for making high-risk Al applications under the EU Al Act regulatory compliant
using FL.
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Primary ML Domains Analysis Dimensions
Benchmark Year Eval. Purpose CV NLP NILM | Data Security Dedicated Edge Deployments Client Behavior Client Capabilities
LEAF 2018 Aggregation v v
FedML 2020 Aggregation v v
Flower 2020 Aggregation v v v
FederatedScope | 2022 Personalization v v v
FedScale 2022  Scalability v v v v
Green FL 2023 Environmental Factors | v/ v v

Table 2.1: Comparison of existing FL benchmark studies with regard to covered domains and their study
focus. We see limitations in exploring the characteristics of FL clients on the network edge.

2.2.1 Benchmarking Federated Learning Systems

In our methodology, we first assess the landscape of existing benchmarks for FL applica-
tions (Table 2.1). We categorize the benchmarking works into three generations, beginning
with LEAF that evaluates the effects of non-IID data on FL algorithms such as FedAvg
paired with small-model use cases. LEAF [31] represents the first systematic attempt
to provide standardized FL evaluation datasets and metrics. The second generation
is characterized by FedML [33], FederatedScope [40], and Flower [60] where scaling
workloads has become the priority. During this phase, bigger models and more complex
datasets have been used to evaluate the utility of FL algorithms, including adaptive
optimization on client and server side. These frameworks address limitations in earlier
benchmarks by supporting adaptive optimization, personalization, and more sophisticated
communication protocols. The third generation of FL benchmarks, namely FedScale [41]
and Green FL [112], is exploring the scalability characteristics of FL applications with
models up to 12M parameters and under consideration of environmental aspects. This
evolution reflects the growing maturity of FL research, with recent benchmarks con-
tinuing to incorporate real-world system constraints and sustainability considerations
that were previously overlooked. Through this analysis, we identify a research gap that
addresses hardware heterogeneity, energy and communication efficiency, as well as client

behavioral patterns.

Hardware Heterogeneity. A hardware-centric evaluation methodology is essential,
moving beyond simulations to actual device testing. This requires a diverse testbed with
multiple generations of edge devices (both legacy and state-of-the-art), ranging from
resource-constrained platforms to more capable edge Al accelerators. The main benefit
originates from the immediate access to real performance characteristics rather than

relying on theoretical models or simulated environments.
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Client Behavior Analysis. Realistic client behavior modeling is necessary to understand
how client unreliability impacts FL workloads. This requires implementing mechanisms
to emulate varying dropout patterns and participation rates that mirror real-world
deployment scenarios. The system should support configurable client reliability profiles
based on target environments (industrial, mobile, remote sensing, etc.). Comprehensive
privacy evaluation framework that adapts to client participation patterns is critical. The
system must integrate user-level differential privacy that can dynamically adjust noise
levels based on the number of actual client updates received. This requires measuring the
trade-offs between privacy guarantees and model quality under varying client reliability

conditions.

Computational & Communication Analysis. Network condition emulation capabili-
ties are needed to evaluate communication efficiency across different connectivity profiles.
The framework should support configurable network characteristics (bandwidth, latency,
reliability) to test FL workloads under factory-grade connections, wireless networks,
and limited connectivity scenarios typical of edge deployments. Energy measurement
instrumentation for accurate power profiling across heterogeneous devices is vital.
This requires hardware-level power monitoring for embedded devices and appropriate
estimation techniques for virtualized environments, allowing energy efficiency to be

quantified as throughput per watt across different model architectures and sizes.

To truly close the research gap, these requirements must be integrated into a cohesive
benchmarking framework that enables systematic evaluation of FL workloads across the
full spectrum of edge computing environments, from industrial settings with reliable
connectivity to challenging remote deployments with intermittent participation and

limited resources.

2.2.2 Scaling FL Workloads

To effectively scale FL workloads across heterogeneous edge environments, a comprehen-
sive evaluation methodology is required that addresses the fundamental challenges of
computational resources, energy constraints, and communication overhead. This method-
ology systematically evaluates FL scalability across model sizes, hardware platforms, and

network configurations.
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The scaling assessment begins with model complexity evaluation, utilizing the encoder-
decoder FLAN-T5 transformer family (ranging from 80M to 3B parameters) to represent
varying computational demands. This approach enables identification of precise scaling
thresholds for edge deployment across lightweight to heavyweight model architectures.
Computational scalability is measured through Model FLOP Utilization (MFU) analysis
paired with fine-grained training step decomposition (forward pass, loss calculation,
optimizer step, backward pass) to pinpoint scaling bottlenecks. Mini-batch scaling
experiments systematically determine at what point resource-constrained devices reach
computational saturation, revealing that embedded hardware reaches practical computa-

tional limits significantly earlier than theoretical analysis suggests.

To address energy scaling challenges, we require an in-depth understanding of energy
efficiency, providing a hardware-agnostic metric suitable for heterogeneous FL deploy-
ments. This enables real-time scalability assessment without requiring detailed client
hardware specifications, which is particularly valuable when scaling to numerous diverse
edge devices. Communication scalability, often the primary limiting factor in large-scale
FL deployments, is evaluated through Granularity analysis, measuring the computation-
to-communication time ratio to determine if adding more clients would improve system
throughput and accelerate training. This is complemented by a per-bit communication
cost model that quantifies energy consumption across different network configurations,
revealing scaling implications for both bandwidth-limited wireless and higher-capacity

wired connections.

We evaluate the scaling limitation by incorporating state-of-the-art techniques for parameter-
efficient training (e.g., Low-Rank Adaptation (LoRA)) that can reduce the number of
trainable parameters to < 1% of total model size. Four federated optimization techniques
(FedAvg, FedAvgM, FedAdam, and FedAdamW) are benchmarked to identify which
approach delivers the most favorable convergence speed and the highest final model

quality at scale.

All experiments are conducted in a physical testbed with holistic measurements of client,
server, and communication metrics across modern data center hardware (e.g., NVIDIA
A100) and state-of-the-art embedded devices (e.g., NVIDIA Jetson AGX Orin). This

controlled experimental approach enables quantitative assessment of how each factor -
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model size, hardware capabilities, optimization technique, and communication pattern -

impacts FL scalability on the network edge.

2.2.3 Computational and Communication Efficiency in Embedded

FL Systems

When scaling FL. workloads on the network edge, the limited memory bandwidth and
orders of magnitude more expensive communication costs become key limiting factors. To
develop an understand of how computational and communication efficiency can become
a joint optimization target, we conducted a comprehensive analysis of computational and
communication approaches for foundation model deployment in FL applications through
a structured methodological framework. Our investigation involved: (1) systematic
literature analysis from premier machine learning, distributed systems, and security
venues; (2) comparative analysis using standardized metrics (e.g., model parameter count,
trainable parameter percentage, communication overhead reduction, and cross-domain
applicability); (3) capabilities assessment of FL frameworks (e.g., security aggregation pro-
tocols, edge device compatibility); and (4) methodical gap analysis employing differential
mapping between computational efficiency methods and communication optimization
techniques. With our multi-dimensional approach, we outline future research to unite
computational and communication efficiency in a joint optimization goal for training
LLMs with FL.

2.3 Regulatory Considerations

The EU Al Act introduces comprehensive regulatory requirements for machine learning
systems, particularly those deployed in high-risk applications. This paper examines how
FL can serve as a technical framework to achieve regulatory compliance while preserving
privacy and system performance. Through an interdisciplinary approach combining
legal analysis and technical assessment, we evaluate the capacity of FL to address core
regulatory challenges in data governance, privacy preservation, and model quality control,

while also examining the distribution of responsibilities among stakeholders under this
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emerging regulatory landscape.

2.3.1 Achieving Regulatory Compliance Under the EU AI Act
Using FL

We employ a three-pronged methodological approach to evaluate the implications of the
EU AI Act and how FL can help achieve full regulatory compliance. Our methodology
combines legal analysis, quantitative experimentation, and qualitative assessment to
provide a comprehensive understanding of the regulatory challenges and opportunities,
especially for high-risk applications such as Al-enabled job application screening tools

or financial analysis tools.

To systematically analyze FL under the Al Act, we establish evaluation criteria aligned
with key regulatory requirements. For data governance, our analysis focuses on data
bias reduction and enforcement of regulatory privacy. The legislation requires high-risk
applications to implement robust data governance practices, including bias detection,
documentation of training data, and adherence to GDPR principles. We examine the
potential of FL to mitigate data bias by improving data availability and creating broader

training datasets while maintaining privacy guarantees.

For privacy evaluation, we investigate technical capabilities of private and secure com-
putation methods in FL applications, including Secure Multi-Party Computation, Ho-
momorphic Encryption, and Differential Privacy. We identify potential gaps between
these state-of-the-art privacy techniques and the regulatory requirements that necessitate

examination of training data for biases while maintaining GDPR compliance.

Regarding energy efficiency, we develop a holistic methodology accounting for both com-
putational and communication energy costs, addressing forthcoming energy efficiency
requirements. The total energy consumption is modeled as the sum of computational
energy and communication energy. Beyond energy considerations, we evaluate model
quality control and robustness mechanisms that operate without direct data access. The
AT Act mandates appropriate levels of accuracy, robustness, and consistent performance

through quality management systems.
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For empirical evaluation, we design experiments to quantify measurable impacts of
implementing AI Act requirements in FL systems. We implement an FL system to
fine-tune a 110M parameter BERT transformer model on the 20 News Group dataset,
simulating a high-risk application (job application screening). The experimental setup
comprises 100 non-IID client subsets created via Latent Dirichlet Allocation, reflecting

realistic data heterogeneity scenarios in federated environments.

We evaluate different privacy-preserving techniques across various parameters to under-
stand the trade-off between system scalability, model performance, and privacy protection.
We quantify the costs of validation and model monitoring to ensure robustness and quality
management, measuring idle time energy consumption during validation phases. The
experiments use Federated Averaging (FedAvg) with 2,000 aggregation rounds and 10%

client participation per round.

To complement the quantitative measurements, we conduct a qualitative analysis of FL
characteristics that cannot be empirically quantified. We evaluate the potential of FL
to access siloed data and generate more representative models compared to centralized
approaches, addressing the EU Al Act requirements on representative, high-quality
training data. We assess the inherent advantages of FL in data lineage tracking and

privacy protection, which align with the "data protection by design" principles.

We examine the potential of FL potential to facilitate compliance with GDPR requirements
within the EU AI Act framework, particularly regarding data subject rights and data
security. Additionally, we identify the potential for FL to become the preferred privacy-
preserving ML technique for high-risk applications under the EU Al Act, considering
its alignment with fundamental EU values including privacy, data protection, and non-
discrimination. This comprehensive methodology enables us to identify research priorities
that would facilitate FL adoption in the emerging regulatory landscape, combining

technical benchmarking with forward-looking policy analysis.
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2.3.2 Defining Responsibility in FL Systems Under the EU AI Act

We employed an interdisciplinary methodology to examine responsibility allocation in FL
systems under EU Al regulation. We conducted normative legal analysis, interpreting key
provisions of the EU Al Act as it applies to FL. This provided the regulatory foundation

for our technical investigation.

To understand the technical dimensions, we methodically deconstructed the FL pipeline
into its constituent components: data acquisition, storage, preprocessing, and model
aggregation. This systems decomposition approach enabled us to identify specific
responsibility touchpoints throughout the FL lifecycle, highlighting how the server-client

architecture inherently distributes control.

Our methodology incorporated a comparative analysis of cross-silo and cross-device FL
architectures to demonstrate how architectural choices influence the practical distribution
of legal responsibilities. This comparison revealed distinct patterns of responsibility

allocation depending on implementation choices.

We utilized gap analysis to identify inconsistencies between current regulatory frame-
works and FL implementations, pinpointing areas requiring further technical development
and regulatory clarification. This analysis highlighted needs for improved auditability,

verifiability, integrity, and privacy mechanisms.

The core methodological contribution of our work lies in its interdisciplinary synthesis.
By integrating computer science and legal perspectives, we developed insights into
both technical solutions and regulatory implementations that could clarify stakeholder
roles in FL environments. This interdisciplinary approach was essential given the socio-
technical nature of responsibility allocation in cooperative machine learning systems. Our
methodology purposefully focuses on conceptual analysis rather than empirical validation,
establishing a foundational framework for understanding responsibility allocation in FL

under emerging Al regulation.
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CHAPTER 3

Publication Summary

In this chapter, we summarize the three core contributions to this publication-based
thesis. We also discuss two non-core publications that frame the regulatory context for

deployment of FL applications within the EU.
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3.1. FLEDGE: BENCHMARKING FEDERATED LEARNING APPLICATIONS IN EDGE
COMPUTING SYSTEMS

3.1 FLEdge: Benchmarking Federated Learning Appli-

cations in Edge Computing Systems

REFERENCE  Herbert Woisetschldger, Alexander Erben, Ruben Mayer, Shigiang
Wang, and Hans-Arno Jacobsen. “FLEdge: Benchmarking Federated Learning Applica-
tions in Edge Computing Systems.” In: Proceedings of the 25th International Middleware
Conference. Middleware '24. Hong Kong, Hong Kong: Association for Computing
Machinery, 2024, pp. 88-102. 1SBN: 9798400706233. po1: 10.1145/3652892.3700751.
URL: https://doi.org/10.1145/3652892.3700751 (Core publication #1)

FULL-TEXT VERSION ENCLOSED  Appendix A

SUMMARY  We introduce FLEdge, a novel benchmarking framework designed to
evaluate Federated Learning (FL) applications in edge computing environments. Our
research addresses a significant gap in existing FL benchmarks by focusing specifically on
client capabilities in heterogeneous hardware settings, with particular attention to com-
putational bottlenecks, client behavior patterns, and data security implications. Through
extensive experimentation using models ranging from 14K to 80M trainable parameters,
we conducted tests on dedicated hardware with emulated network characteristics and
client behavior. Our findings reveal that current state-of-the-art embedded hardware
faces substantial memory limitations, leading to processing times up to 4 times longer
than modern data center GPUs. That said, common performance optimization patters
known to work well in data center environments like minibatch size scaling can lead to
less performance in an FL system. Instead, it is better to scale the number of clients per
training round in the context of required throughput and communication cost. Our study
also finds that FL aggregation techniques can cope with moderate client unreliability
(< 20%) but suffer from notable performance loss in environments where clients or
communication drop out frequently. This research advances the understanding of real-
world implementation challenges in FL systems while providing a practical benchmark

suite easily extensible with additional evaluation modules.

AUTHOR CONTRIBUTIONS  Conceived and implemented the approach. Designed
the experiments and conducted the analysis. Wrote the paper. Sole first authorship
(> 50% contribution).
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3.2 Federated Fine-tuning of LLMs on the Very Edge:
The Good, the Bad, the Ugly

REFERENCE Herbert Woisetschldger, Alexander Erben, Shigiang Wang, Ruben
Mayer, and Hans-Arno Jacobsen. “Federated Fine-Tuning of LLMs on the Very Edge: The
Good, the Bad, the Ugly.” In: Proceedings of the Eighth Workshop on Data Management for
End-to-End Machine Learning. DEEM °24. Santiago, Chile: Association for Computing
Machinery, 2024, pp. 39-50. 1sBN: 9798400706110. po1: 10.1145/3650203.3663331. URL:
https://doi.org/10.1145/3650203.3663331 (Core publication #2)

FULL-TEXT VERSION ENCLOSED  Appendix B

SUMMARY In our paper, we conduct an end-to-end evaluation of federated fine-
tuning large language models (LLMs) on edge devices. We focus our analysis on fine-
tuning the FLAN-T5 model family on edge networks, systematically studying energy effi-
ciency across clients, communication, and servers. We demonstrate that edge devices like
the NVIDIA Jetson AGX Orin face substantial memory bandwidth limitations compared
to data center GPUs, which materially impact computational efficiency. We introduce
energy efficiency as a novel real-time metric for assessing computational efficiency in
federated learning systems, showing that it correlates strongly with traditional Model-
FLOP Utilization metrics while being more practical to measure in real-world deployments.
Through extensive experimentation, we establish that adaptive federated optimization
techniques, particularly our proposed FedAdamW optimizer, can achieve up to 8x faster
convergence compared to standard FedAvg with momentum. Our analysis reveals critical
challenges in communication efficiency when deploying foundation models in federated
settings, with communication costs exceeding computational costs by up to four orders of
magnitude. These findings underscore the urgent need for more efficient communication
protocols and optimization strategies in edge-based federated learning systems to make

federated learning of foundation models practical at scale.

AUTHOR CONTRIBUTIONS  Conceived and implemented the approach. Designed
the experiments and conducted the analysis. Wrote the paper. Sole first authorship
(> 50% contribution).
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3.3. A SURVEY ON EFFICIENT FEDERATED LEARNING METHODS FOR FOUNDATION
MODEL TRAINING

3.3 A Survey on Efficient Federated Learning Methods

for Foundation Model Training

REFERENCE Herbert Woisetschldger, Alexander Erben, Shigiang Wang, Ruben
Mayer, and Hans-Arno Jacobsen. “A survey on efficient federated learning methods
for foundation model training.” In: Proceedings of the Thirty-Third International Joint
Conference on Artificial Intelligence. [JCAI ’24. Jeju, Korea, 2024, pp. 8317-8325. 1SBN: 978-
1-956792-04-1. pO1: 10.24963/ijcai.2024/919. URL: https://doi.org/10.24963/ijcai.2024/919
(Core publication #3)

FULL-TEXT VERSION ENCLOSED  Appendix C

SUMMARY In this survey, we introduce a novel taxonomy focused on computational
and communication efficiency for training foundation models (FMs) using federated learn-
ing (FL). While FL has become established for privacy-preserving collaborative training,
existing approaches often discuss small deep-learning models and full-model training.
The reality for many applications is different - FMs are typically pre-trained across
diverse tasks and can be fine-tuned for specific downstream tasks using significantly
smaller datasets. We identify a significant gap between FL methods for computational
and communication efficiency. While research exists on computational efficiency for FM
training and fine-tuning in FL applications, communication efficiency methods predomi-
nantly target full-model training. Our taxonomy aims to identify synergies between these
approaches. We provide a holistic evaluation of existing computational efficiency methods
for FMs and communication efficiency techniques in FL settings. We examine how current
techniques can drive FM adoption and assess the readiness of FL frameworks for large
models. Additionally, we discuss important future research directions, highlighting
areas where computational and communication efficiency domains are converging. We
outline the technical challenges hindering FM operationalization in federated applications,

particularly regarding generative tasks and privacy considerations.

AUTHOR CONTRIBUTIONS  Conceived and implemented the approach. Designed
the experiments and conducted the analysis. Wrote the paper. Sole first authorship
(> 50% contribution).
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3.4 Federated Learning Priorities Under the European

Union Artificial Intelligence Act

REFERENCE  Herbert Woisetschldger, Alexander Erben, Bill Marino, Shigiang Wang,
Nicholas D. Lane, Ruben Mayer, and Hans-Arno Jacobsen. “Federated Learning Priorities
Under the European Union Artificial Intelligence Act.” In: Second Workshop on Generative
Al + Law 2024 in conjunction with ICML’24. GenLaw’24. 2024. po1: 10.48550/ARXIV.2402.
05968. URL: https://blog.genlaw.org/pdfs/genlaw_icml2024/48.pdf (Non-core publication
#1)

FULL-TEXT VERSION ENCLOSED  Appendix D

SUMMARY  We present an analysis demonstrating that Federated Learning (FL) is
key to achieving compliance with the European Union’s AI Act, particularly for high-
risk Al applications. Through careful examination of the FL architecture, we show
how it inherently addresses critical regulatory requirements around data governance,
privacy, and resource allocation. Our analysis focuses on three fundamental areas: data
governance, where FL enables improved access to domain data while maintaining local
control; privacy and security, where FL supports lawful data processing through local

training; and energy efficiency, where FL allows for distributed resource utilization.

While establishing the strong alignment of FL with regulatory requirements, we also
critically assess its current limitations. We identify significant challenges, including
difficulties in implementing "right to be forgotten" requirements, managing energy-
privacy trade-offs, and handling the computational overhead of privacy-preserving
techniques. Our experimental analysis shows that adding private computing techniques
to an FL application can render the traning process practically infeasible compared to
centralized learning. We provide a comprehensive research agenda addressing these gaps

and outline priorities for enhancing the regulatory compliance of FL.

AUTHOR CONTRIBUTIONS  Co-developed and implemented the approach. De-
signed the experiments and conducted the analysis. Wrote the paper. Sole first author-
ship (> 50% contribution).
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3.5. FEDERATED LEARNING AND AI REGULATION IN THE EUROPEAN UNION: WHO IS
RESPONSIBLE? — AN INTERDISCIPLINARY ANALYSIS

3.5 Federated Learning and AI Regulation in the Euro-
pean Union: Who is Responsible? — An Interdisci-

plinary Analysis

REFERENCE  Herbert Woisetschlager®, Simon Mertel”, Christoph Kronke, Ruben
Mayer, and Hans-Arno Jacobsen. “Federated Learning and Al Regulation in the European
Union: Who is Responsible? — An Interdisciplinary Analysis.” In: Second Workshop on
Generative Al + Law 2024 in conjunction with ICML’24. GenLaw’24. 2024. po1: 10.48550/
ARXIV.2407.08105. URL: https://blog.genlaw.org/pdfs/genlaw_icml2024/16.pdf (Non-core
publication #2, * indicates shared first authorship)

FULL-TEXT VERSION ENCLOSED  Appendix E

SUMMARY  We present an interdisciplinary analysis of responsibility allocation
in FL systems under the EU AI Act. Our research examines how FL, which enables
distributed training of AI models while preserving data privacy through parameter
sharing, intersects with new regulatory requirements for Al system providers. Our
investigation reveals that while FL naturally distributes responsibility between clients
and server operators, there are compelling technical and legal reasons to consolidate
primary responsibility with the server operator as the designated "service provider"
under the EU AI Act. We identify critical technical capabilities needed to enable this
responsibility transition, including enhanced auditability, verifiability, data integrity
verification, and privacy preservation mechanisms. Our analysis distinguishes between
cross-device FL, involving numerous small-scale clients, and cross-silo FL, with fewer
institutional participants, noting that the latter architecture provides greater flexibility in
responsibility distribution. We propose specific technical and regulatory implementations
to help server operators assume comprehensive service provider responsibilities while
maintaining client compliance. This work contributes to the ongoing dialogue with the
EU AI Office regarding EU AI Act implementation.

AUTHOR CONTRIBUTIONS Co-developed and implemented the approach. Con-
ducted the analysis. Wrote half of the paper. Shared first authorship (50% contribution).
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CHAPTER 4

Discussion

This thesis provides an interdisciplinary perspective on energy efficient FL systems for
both small-scale and LLM-scale model training, especially on the network edge and under
consideration of emerging Al regulation. In this chapter, we broadly discuss the main
finding of our work in a broader context and highlight future research opportunities that
can help make FL more suitable for edge computing use cases while improving regulatory

compliance with globally emerging Al regulation.

Benchmarking FL at the network edge

Through the development of FLEdge, a novel benchmarking framework, the research
provides valuable insights into the performance of FL clients on edge devices, revealing
substantial memory limitations and processing constraints in current state-of-the-art
embedded hardware. Our comprehensive benchmarking approach demonstrates that
even the most advanced embedded platforms struggle with the computational demands
of modern FL workloads. We identified significant memory bottlenecks that result in
processing times up to 4x longer on edge devices compared to modern data center GPUs.
This performance gap proved especially pronounced during backpropagation, suggesting
that current embedded AI accelerators require alternative architectural solutions or
algorithms that reduce the memory pressure during training, or both. Contrary to
established practices in high-performance deep learning, we find that scaling batch sizes

on embedded devices does not lead to greater computational efficiencies.
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In fact, our micro-benchmarks revealed that doubling the minibatch size typically doubles
runtime rather than providing the performance improvement observed in data center
environments. This challenges conventional optimization approaches and necessitates
edge-specific strategies. Our detailed profiling experiments with the FLAN-T5 Small
model uncovered specific hardware limitations, including inefficient context switching
between CPU and GPU on devices with unified memory. Despite theoretical advantages
of shared memory architecture, these context switches consumed more processing time

than direct memory transfers on discrete GPU systems.

By providing this hardware-centric perspective on FL, FLEdge closes the research gap that
existed in understanding deployment challenges and develop more efficient solutions for
edge computing environments where energy constraints, client reliability, and hardware

diversity are critical considerations.

Training LLMs in FL systems

We further demonstrate that scaling FL systems to accommodate LLMs presents unique
challenges, particularly regarding computational efficiency, energy consumption, and
communication costs. Through extensive experimentation with the FLAN-T5 model
family on NVIDIA Jetson AGX Orin devices, we establish that memory bandwidth
limitations significantly impact computational efficiency even more than what we had

discovered when initially using FLEdge.

We observe that while these edge devices possess significantly improved computational
capabilities compared to previous generations, they still face severe memory bandwidth
bottlenecks when handling foundation models like FLAN-T5 Large or even XL. This limi-
tation manifests as linearly growing optimization step times on edge devices, compared
to exponential efficiency gains on data center GPUs like the NVIDIA A100. We introduce
an energy efficiency metric (7.) defined as tokens per second throughput over average
power draw, which proves valuable for real-time monitoring without requiring detailed
hardware specifications. Our analysis reveals a strong correlation between 1, and MFU
across the tested models, making it an excellent practical alternative in FL settings where

client hardware details may be unknown or heterogeneous.
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By quantifying the cost of LLM training in FL systems, we provide valuable insights into
hardware, software, and communication bottlenecks. The proposed strategies for assess-
ing client capabilities in an online fashion and holistically capturing the communication
cost can be used a practical tools to improve the overall energy efficiency of FL systems

for increased regulatory compliance.

Computational and communication efficiency as a joint optimization objective

Our systematic analysis of computational and communication efficiency in FL applica-
tions led to the development of a novel taxonomy that identifies critical gaps between
these domains. Our work highlights that while computational efficiency methods for
foundation models exist, communication efficiency techniques predominantly target
full-model training, creating a significant disconnect that hampers practical deployment
of foundation models in federated settings. PEFT has proven to be effective for reducing
both the computational and communication intensity in FL applications but exhibits
increased sensitivity toward data heterogeneity. Further, the compatibility with private
computing techniques such as (€, §)-DP is unclear as the PEFT responds stronger to the

training data than full model training [113].

The methodological misalignment between computational and communication efficiency
is increasingly challenging as foundation models scale exponentially to billions of param-
eters. We identify this gap as a critical research opportunity for developing integrated
methodologies that combine the computational advantages of parameter-efficient fine-
tuning with communication-efficient protocols specifically optimized for distributed

foundation model deployment.

FL under emerging Al regulation

While FL inherently addresses key regulatory requirements around data governance
and privacy, our interdisciplinary analysis reveals significant research gaps that must be

addressed for FL to become the standard for regulatory-compliant Al systems.

The EU AI Act establishes comprehensive requirements for high-risk Al applications.

Our analysis positions FL as uniquely advantageous in this new regulatory landscape
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due to its fundamental design principles. By processing data at its source rather than
centralizing it, FL naturally aligns with the Act’s emphasis on data protection by design
and default. This architecture provides natural data lineage capabilities, simplifies GDPR
compliance, and enables access to valuable siloed data that might otherwise remain

inaccessible due to privacy concerns.

However, our research identifies several critical gaps that the FL. community must address.
The current performance trade-offs highlighted in the AI Act present challenges for FL
systems, particularly regarding energy efficiency, computational costs of privacy, and
lifecycle monitoring under privacy-preserving operations. The strict data governance
requirements of the Act demand new approaches to data quality management and bias
detection that can function without direct data access. Work towards ethics in FL systems
provides a promising path to facilitating data governance in a comprehensive and practical
way [114].

We advocate for a significant redirection of research priorities in the FL community.
First, data quality requirements must be made amenable to FL through indirect quality
assessment techniques that do not compromise privacy. Second, energy efficiency
must become a primary concern, with CO,-based optimization approaches developed
to compete with centralized training. Third, we need clearer expressions of privacy
within the regulatory context of the EU AI Act, including better alignment of technical

privacy-preserving mechanisms with legal requirements.

Further, the allocation of responsibilities to model provider, FL server operator, and
clients has been an open question. Our analysis demonstrates that the data locality of FL
resolves challenges in monitoring data lineage and simplifies consent management, a
key inquiry of the EU Al Act. However, the cooperative nature of FL training introduces
complexity in determining service provider responsibilities. We argue that technical
solutions focusing on auditability, verifiability, integrity, and privacy must be developed
to enable server operators to assume full responsibility, particularly in cross-device
settings. For cross-silo architectures, we propose balanced responsibility distribution
through carefully structured terms of service agreements. Resolving these responsibility
allocations is critical for unlocking the potential of FL to enhance data access while

maintaining regulatory compliance under the AI Act.
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CHAPTER 5

Conclusions

This thesis has examined FL systems on embedded hardware, focusing on scalability,
efficiency, and regulatory compliance. Our research addresses fundamental challenges
in bringing modern FL workloads to the network edge, including practical deployment
considerations regarding computational and communication efficiency. We also examine
the path towards regulatory compliant deep learning systems under the EU Al Act. With
our systematic analysis we show not only that energy efficiency is a technical priority
but has become a defacto requirement under emerging Al regulation. This opens a clear
path for future research addressing legal priorities by means of improving the training
efficiency on FL clients as well as the communication when large deep learning models

are involved.

Our benchmarking framework, FLEdge, reveals key performance limitations when
deploying FL applications on edge devices. Memory bottlenecks and inefficient hardware
utilization result in substantially longer training times compared to data center environ-
ments. Contrary to established practices, batch size scaling on embedded hardware does
not benefit the overall training efficiency. These findings demonstrate that successful
edge deployment requires fundamentally different optimization approaches, with energy

consumption and memory bandwidth as the primary constraints in mind.

The incorporation of LLMs in FL introduces significant challenges at the network edge.
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Our systematic analysis of LLMs demonstrates that while computationally feasible on
modern embedded hardware, training efficiency decreases notably with model scale.
Memory bandwidth limitations create significant bottlenecks during backpropagation.
This renders PEFT as a principally well-suited approach to tailoring pre-trained LLMs
toward specific use cases. When full model training is required, communication costs
become particularly challenging, exceeding computational costs by several orders of
magnitude. Thus, the need for joint optimization of computational and communication

cost grows with the number of model parameters.

The distributed architecture of FL positions it advantageously within emerging regulatory
frameworks, particularly the EU Al Act. By maintaining data locality and minimizing
raw data transfers, FL inherently satisfies requirements for data protection by design.
However, our interdisciplinary analysis identifies significant gaps between current
technical capabilities and regulatory expectations regarding energy efficiency, data
quality assurance, and responsibility allocation. These findings suggest that future
FL research must prioritize verifiable data governance without centralization, energy-
aware optimization, and technical mechanisms that enable appropriate responsibility

distribution among system participants to achieve full regulatory compliance.

Overall, we hope that this work spurs research towards more energy efficient and even
more user-centric FL techniques that ultimately help build stronger and more helpful

models for everyone.
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Abstract

Federated Learning (FL) has become a viable technique for
realizing privacy-enhancing distributed deep learning on the
network edge. Heterogeneous hardware, unreliable client
devices, and energy constraints often characterize edge com-
puting systems. In this paper, we propose FLEdge, which
complements existing FL benchmarks by enabling a system-
atic evaluation of client capabilities. We focus on computa-
tional and communication bottlenecks, client behavior, and
data security implications. Our experiments with models
varying from 14K to 80M trainable parameters are carried
out on dedicated hardware with emulated network charac-
teristics and client behavior. We find that state-of-the-art
embedded hardware has significant memory bottlenecks,
leading to 4X longer processing times than on modern data
center GPUs.
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1 Introduction

Federated Learning (FL) has become an established mid-
dleware abstraction to facilitate distributed and privacy-
preserving deep learning (DL) [6, 23, 60]. With increasing
access to data by eliminating the need to transfer data to a
central location, FL reduces network communication and fos-
ters privacy. Privacy in FL applications is typically realized
by introducing differential privacy [2, 42]. There is ample
research on benchmarking FL workloads, which focuses on
different fields of application, data heterogeneity [6, 23], FL
aggregation strategies [23, 35], DL model personalization [9],
and federated hyperparameter optimization [66]. However,
these benchmarks typically target server-grade hardware
and are simulation-based [6, 23]. As such, an often neglected
factor is the type of system FL workloads are deployed to:
edge computing systems.

Edge computing is a technology for managing a fleet of
devices distributed across geographies [57], serving latency-
critical or data-sensitive tasks [24, 50]. Systems at the edge
are characterized by diverse hardware and low client reli-
ability [13], varying network quality [22, 36], and energy
constraints [30]. Additionally, FL. workloads are prone to a
high degree of data heterogeneity [18, 43, 54]. This creates
a set of challenges when placing FL workloads at the edge
since servers and clients are strongly intertwined. While
clients facilitate the training on their local data, servers use
FL strategies (e.g., FedAvg) to aggregate the trained client
models into a global model that generalizes over all clients.

As clients in edge computing systems are often embed-
ded devices, their computational capabilities and points of
most energy-efficient operations vary. Additionally, devices
can be more than 5 years old in current systems that re-
quire high functional safety [14, 53]. Older devices usually
do not have DL accelerating hardware, while more recently
introduced platforms are powerful system-on-a-chip (SoC)
devices carrying a GPU [46, 48], leading to a major gap in
computational capabilities. In practice, this requires care-
ful deployment planning for FL workloads, especially when
large language models (LLMs) are involved [15].
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FLEdge extends existing FL benchmarking works by in-
troducing systematic studies on client behavior, communi-
cation and energy efficiency, and hardware diversity. As
these dimensions are critical to FL system design, we help re-
searchers and practitioners develop new FL efficiency meth-
ods and drive practical adoption of FL, especially in edge
computing systems.

Client behavior. State-of-the-art benchmarks for FL ap-
plications provide a variety of DL models, datasets, and FL
strategies [6, 23, 69]. Yet, no work systematically studies the
effects of client dropouts on the overall training performance
in real systems. Client dropouts will likely happen in edge
computing systems where clients and network connectiv-
ity can be unstable [58], which makes it an integral part to
analyze, especially with regard to the interference effects
with differential privacy (DP) that depend on the number of
clients actually submitting model updates during a training
round.

Communication efficiency. Equally important to the
client behavior are network conditions, as it is an integral
component for an efficient edge deployment. However, many
contributions discuss communication efficiency in FL sys-
tems [32, 41, 51, 68] without providing metrics that help
estimate the viability of a workload to be federated into an
edge computing system with wireless communication, like
4G [1].

Energy efficiency. Existing benchmark works predomi-
nantly focus on computational speed [35, 69]. However, two
key design variables in edge computing systems are com-
putational and energy efficiency, which both contribute to
the overall energy efficiency of an FL system. Energy is a
scarce resource in edge computing systems and ultimately
determines how fast we can process a workload depending
on client hardware.

Hardware diversity. While simulated embedded devices
can be used to evaluate the scalability of FL algorithms in
depth, they neglect the underlying processor architecture
and memory bandwidth. This results in significant perfor-
mance differences when deploying on different types of
hardware and limits the applicability to edge computing
systems [5, 23, 57].

Overall, FLEdge aims to improve the understanding of
FL application deployment in edge computing systems and
specifically answers the following research question:

How well do state-of-the-art FL workloads respond
to deployment in edge computing systems?

Our contributions are as follows:

(1) We introduce FLEdge — a hardware-centric bench-
marking suite for FL workloads in system-hetero-
geneous environments. FLEdge extends the widely
used FL framework Flower [5] with a module to con-
trol client behavior, an adaptive user-level differential
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privacy adapter that accounts for client dropouts, a net-
work emulator, and extensive monitoring capabilities
to evaluate the computational efficiency of embedded
devices. Our code base is publicly available.!

(2) FLEdge provides a holistic evaluation pipeline for
FL workloads w.r.t. client behavior and communi-
cation efficiency. The client behavior module allows
flexible modeling of client reliability based on environ-
mental conditions and the intended deployment target.
This enables practitioners to quickly evaluate the ro-
bustness of their FL workloads. We also add a freely
controllable network adapter that allows for the emula-
tion of realistic connectivity and the exploration of the
viability of deploying FL workloads in edge computing
systems.

(3) We conduct extensive experiments on computa-
tional capabilities and energy efficiency of widely
used embedded devices when running FL work-
loads. Our experimental results show that the state-
of-the-art embedded Al accelerator is challenged with
backpropagation, which calls for alternative solutions
that better use the hardware architecture. Our experi-
ments on client behavior in conjunction with differen-
tially private FL workloads show a high sensitivity of
model quality w.r.t. client reliability.

Our work is structured as follows. In Section 2, we out-
line the requirements analysis for our benchmark. In Sec-
tion 3, we introduce our methodology. In Section 4, we out-
line our experimental design, including datasets, DL models,
FL strategies, and practical considerations. Section 5 dis-
cusses experimental results of our benchmark. Section 6
contains related work. Section 7 discusses lessons learned
and in Section 8, we conclude our work.

2 Requirement Analysis

As edge computing applications are gaining popularity, es-
pecially in realistic environments without perfect control
over system parameters, challenges in designing efficient
systems arise. On a client, we care about energy efficiency
and training reliability, as well as privacy, such that the data
is processed in a timely and secure manner. At the same
time, there are often (mobile) clients with heterogeneous
computing resources involved, which may negatively affect
the training speed. That said, we need a hardware-centric
benchmarking framework to assess the feasibility of FL appli-
cations on the network edge. Furthermore, as FL aims to be
a communication-efficient ML paradigm, cost and efficiency
are key decision variables. The objective of our work is to
evaluate the end-to-end FL pipeline, investigating system
components that have come short in existing research:

https:/github.com/laminair/FLEdge.
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Client behavior. Generally, client reliability is key for a
distributed application. While for most edge computing appli-
cations, tasks run individually on clients, e.g., in the context
of CV applications with MobileNet models [26], for FL, there
are significant dependencies between clients and the server.
FL typically involves an iterative training procedure where
a set of N clients trains a shared model over multiple rounds
t € T.In each round, a subset M € N clients is selected for
training. Training an FL model involves aggregating multiple
client updates into a single model: w'*! = ﬁ > mem Wh,. For
this, we use FL strategies like FedAvg [41]. In edge comput-
ing, clients are unreliable compared to data center services
and may show a high failure rate. Thus, M can vary within a
training round, and consequently, fewer client updates will
be aggregated. As such, it is a requirement to test the robust-
ness of state-of-the-art FL strategies with varying realistic
client behavior typically found in edge computing systems.

Privacy. Another key concern for FL systems is data pri-
vacy, as clients are unwilling to share their data. FL already
increases the level of data privacy to a certain extent [41] but
does not provide a guarantee for privacy to clients. Formal
methods like (¢, §)- Differential Privacy (DP) can be applied
to obtain such a guarantee. DP can be applied on sample- or
user-level, where the latter is of special interest for FL [2, 42].
As clients in FL systems only share their model updates, it
is sufficient to apply DP to model updates and achieve the
same guarantees as with sample-level DP [67]. The objec-
tive of user-level DP is to deny membership inference or
gradient inversion attacks. This only works if the noise level
is calculated appropriately based on the number of clients
that actually submit a model update in an FL training round.
As such, bringing together robustness and data privacy re-
quires user-level DP to adapt to suddenly failing clients is a
requirement.

Communication efficiency. Along with varying client
behavior and privacy levels, communication is an integral
part of ensuring a high service quality of FL workloads in
edge computing systems. In many use cases, tasks are run-
ning independently on clients [58]. However, in FL systems,
there is a strong coupling between clients and the server as
the global model state is maintained on the server. There-
fore, we are interested in the processing latency and ev-
ery aspect of network communication for FL on the edge.
Typically, there are three scenarios for deploying edge net-
works. The first and most reliable is a wired connection,
often found in factories [7]. The second is a high-bandwidth
wireless connection, such as 4G LTE [1], and the third is a
low-bandwidth and high latency connection, often found
in remote areas [29, 58]. The anticipation of network con-
nectivity is key as to whether it makes sense to federate the
training process for a given DL model. Interestingly, existing
works measure network conditions in different ways. Some
focus on available bandwidth [45, 70], and others focus on
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the amount of data transmitted [61, 64]. As such, there is
a necessity for a comprehensive and unifying metric that
quickly answers the question of whether it is viable to de-
ploy an FL workload into an edge computing system with
heterogeneous network conditions based on the amount of
time we use on computation vs. communication.

Communication cost. FL applications in edge comput-
ing systems are often operated over wide-area networks [63],
involving a multitude of network hops. While it is theoreti-
cally possible to measure and report the energy cost per hop,
it is challenging to achieve in a real-world system since each
networking component is often owned by a different entity,
such as the client owner, the internet service provider, and
the cloud operator. Thus, we require a solution to reliably
estimate the total communication cost of an FL workload.

Energy efficiency. To evaluate energy efficiency, we need
a reliable method to evaluate the characteristics of existing
devices for FL workloads. In edge deployments, clients have
previously been employed as a data collection platform only
and are now required to run computationally intensive FL
workloads. This substantially increases energy consumption,
which is often a challenge due to limited power availabil-
ity [11]. To mitigate these effects, hardware acceleration on
embedded devices has been introduced [46]. For instance,
GPUs generally provide a significant performance benefit
over CPUs while being more energy efficient and cost-saving
at the same time [55]. Therefore, it is a requirement to inves-
tigate the energy efficiency of different hardware w.r.t. their
projected workloads. While DL workloads in the cloud are
hard to measure for their energy efficiency due to virtualized
hardware [19], the benefit of embedded devices is their SoC
design that allows for measurement of the real-time energy
consumption of the entire device and all individual device
components (e.g., CPU, GPU).

Hardware diversity. Edge computing is designed around
the pattern of offloading computational tasks to edge devices,
usually embedded devices in the proximity of a data source.
This provides better control over the trade-off between com-
putation and communication [39]. Yet, a major challenge
in these systems is hardware diversity, either due to long
product life cycles in industrial systems or due to a lack of
infrastructure control. For instance, widely used embedded
devices for industrial edge require extensive reliability test-
ing and therefore include hardware as old as five years [53].
As such, it is necessary to benchmark not only the most
recently released devices but also older generations still be-
ing used in a wide variety of systems [65]. Also, embedded
devices are becoming increasingly capable as modern plat-
forms, such as the NVIDIA Jetson AGX Orin, often entail
integrated GPUs. This makes benchmarking hardware more
complex and is also likely to change the energy demand of
devices for workloads. A hardware-centric benchmark must,
therefore, account for a variable number of components on
an SoC-based embedded device.
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Figure 1. Federated Learning protocol for one training round from a system perspective with 1 - 4 indicating the focus areas
for our work and the benchmark subjects for FLEdge. Our system uses Flower as the underlying FL framework and implements

each component in a modular and extensible manner.

3 FLEdge: Benchmarking Framework

Client behavior. As robustness is important to all FL work-
loads, and edge computing systems suffer from heteroge-
neous client behavior, we configure our testbed to simulate
realistic client failures. For FL workloads, it does not matter
whether the failure origin is hardware or communication.
We model the client dropout as an independent binomial
distribution since we assume clients will reenter training for
future rounds and clients do not interfere with one another,

P = P(m) = Bin(p). (1)

We vary the failure likelihood p from 0% to 50% in our ex-
periments, with 0% being very reliable clients as they are of-
ten found in factories and 50% representing unreliable clients,
e.g., mobile clients with wireless connetion. For example, the
FL strategy FedAvg is extended with p?, as follows,

D (Wi pi).

meM

1

whtl =
M|

()

The behavioral pattern can be freely exchanged for other
patterns that suit particular use cases.

Communication efficiency. To transfer the model up-
dates from the clients to the server, we need to consider
communication efficiency and find a method to express the
viability of adding an embedded computing platform under
given network conditions. To evaluate communication ef-
ficiency, we use granularity [27], which is an established
metric for evaluating the training efficiency in a distributed
system by comparing the computation time against the com-
munication time,

Tcomputation

G= 3

I:ommunication

G > 1is considered favorable for distributing workloads,
while G ~ 1 or G < 1 indicates little utility when distributing
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a workload to a given system or device. Our benchmark al-
lows the emulation of different realistic connectivity profiles
per client to explore the effect of G.

Communication cost. It is important to consider the
communication costs of scaling an FL system since we op-
erate in a data-parallel regime. While theoretically, we can
scale the number of clients such that we fully saturate the
server’s network bandwidth, the effects of a large number of
clients are limited [8]. However, to establish the scalability-
cost trade-off, we employ the per-bit communication cost
model that allows us to assert a client with constant com-
munication costs per model update transmission [28]. The
model allows us to calculate the energy we consume at every
hop in a network,

Pt:Et'B:(nas'Eas+nlc'Elc+nlb'Elb+Ebng

4

+ne-Ec+n.-E.+ng-Eg)-B.

Eqs, Eic, Eip, Ebng, Ee, Ec, Eq are the per-bit energy con-
sumption of n,s edge ethernet switches, zero or one nj. LTE
client modem, zero or one ny, LTE base station, the broad-
band network gateway (BNG), one or more edge routers n,,
one or more core routers n., and one or more data center
Ethernet switches ny, respectively. 8 denotes the size of a
model update in bits.

Computational efficiency. Aside from communication
in edge computing systems, energy is a vital component of
system efficiency as it may be a scarce resource in remote
areas. Therefore, our testbed contains real-time measure-
ment capabilities and control mechanisms to limit the power
draw of each embedded device. This enables us to explore
the deployment characteristics of FL. workloads in a wide
variety of edge computing systems. We measure the energy
efficiency as the throughput in samples per second (denoted
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Figure 2. The non-IID subsets for our clients are sampled
from a Dirichlet distribution (@ = 1).

as Q) divided by the average power draw (denoted as W)
over the experiment time:

Q

=, ©

Hardware diversity. To develop a detailed understand-
ing of where potential inefficiencies could come from, we
employ a micro-benchmark to study the effect of hardware
diversity on the training performance of FL workloads. It
focuses on the timing of the DL step times, namely the batch
loading, forward, loss calculation, backward, and optimizer
steps. With this, we get a detailed understanding of com-
putational inefficiencies on embedded devices and uncover
differences to data center hardware that potentially become
bottlenecks for state-of-the-art FL workloads. Additionally,
we use the PyTorch profiler with Kineto support to investi-
gate performance bottlenecks in our FL clients. This provides
us with the runtime of individual kernels, highlighting po-
tential bottlenecks.

Ne =

3.1 Protocol

Our setup follows the widely used client-server architecture
for FL workloads [6, 23, 69] and is depicted in Figure 1. The
four focus areas and their practical utility are discussed in
the following.

Training. Training is facilitated entirely by the clients.
They receive the hyperparameter configuration along with
the model parameters from the server and train for exactly 1
local epoch before communicating the updates to the server.
We do this for our client dropout and privacy experiments
to isolate client failure effects on model quality and avoid
any interference with data drift [31, 44].

Communication. We integrate a controllable network in-
terface on each client as edge computing systems that involve
embedded devices can be found in various environments (e.g.,
production lines or remote weather sensing stations). In ad-
dition to the steady 1 Gbit/s network link, which resembles
industrial settings, our testbed allows us to emulate wireless
communication (e.g., LTE, 3G) per client for remote setups.

Privacy. A core promise of FL is to preserve privacy. For
user-level DP, the model aggregation method is extended by
adding Gaussian noise to the model weights (cf. Equation (6)).
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Table 1. The datasets in our benchmark vary in modality,
size, and data heterogeneity to resemble a large variety of
real-world use cases.

Pipeline ‘ Dataset Name Total Samples Samples per Device Format Size
NILM BLOND 13,164 234+132 HDF5 5.46 GB
Ccv FEMNIST 814,255 13,95842,106 PNG 3.34 GB
NLP Shakespeare 4,226,054 75,131+18,281 TXT 0.38 GB
NLP Samsum 11,780 491+723 TXT 0.012 GB

With the additional noise £ ~ N(0,Io%), we introduce a
natural trade-off between model accuracy and the level of
privacy. The variance o} depends on the number of clients
sampled in a training round and on their L2 update norm, as
with more heterogeneous client updates, more noise has to
be added to ensure (¢, §) - DP,

D ((wi+z-9) - p)

meM

t+1 1

= (6)

The strength of the privacy guarantee is measured by the
privacy budget € where lower values are better and provide
higher levels of privacy [16]. € depends on J, the likelihood
of unintentional input data leakage. Usually, § is set to a
value equal to the inverse of the anticipated total number of
samples in a dataset (e.g., for the BLOND dataset, it would
amount to § = Tlmzw see Section 4.3). As such, our system
entails server-side user-level DP. In this way, we can adjust
the DP noise levels on the server based on the number of
updates received rather than having to request a partial re-
calculation of DP model updates from each client.

3.2 Practical Assumptions & Configuration

As we are interested in the performance of FL workloads, we
configure our testbed to serve under realistic conditions for
industrial edge computing systems. We describe the configu-
ration along Figure 1.

Training. Clients are dedicated to the FL workload only
and assign all available resources to the task with the re-
spective optimal hyperparameter configuration as depicted
in Table 3. We choose a client participation rate of 20% for
all experiments, but it can be freely configured for other
scenarios.

Communication. The network is configured to either em-
ulate a factory environment with a synchronous 1 Gbit/s link
[53] or to run a client-specific 4G LTE wireless [1] network
with higher latency and asynchronous 15 MBit/s upload and
40 MBit/s download bandwidths that is often found when
using mobile or remotely embedded devices. The LTE band-
widths represent the global average connectivity [56]. For
the per-bit energy consumption model, we adopt the mea-
surements and network topology from Jalali et al. [28], Vish-
wanath et al. [59] and consider two distinct scenarios for
our communication cost analysis P;: (I) a wired 1 Gbit/s in-
terconnect as it can be found in, e.g., factories, and (II) a
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Table 2. FL strategy hyperparameters. Key: 1, 1j; = server-
side learning rates, f;, f» = Weight decay rates, 7 = Server-
side adaptivity level, g = Fairness parameter for qFedAvg, u
= proximal parameter for FedProx.

FL Strategy =~ Dataset ‘ n m H P2 T q i ‘ Further Details
FedAvg All ‘ - - - - - - - | FedAvg does not have
any server hyperparameters
FedAdam  All [-15 -1 09 099 1e? - |
FedAdaGrad All | o 0o - - le? - -
FedYogi All [-15 -15 09 099 17 - |

- 1e?
1

Shakespeare
Others

Shakespeare
Others

FedProx

qFedAvg

wireless setup where clients connect via an LTE gateway.
For (I), we use a network topology with n,s = 2, njc = 0,
np = 0, Nppg = 1, ne = 3, ne = 4, ng = 2. For (II), we set
Nas =0, nc = 1L, np =1, npng = 1, ne =4, nc =4, ng = 2.

Privacy. The server is set up to handle both workloads
that require very light privacy guarantees, i.e., for workloads
that deal with non-sensitive data and for workloads (e > 5)
that require very tight guarantees (¢ < 1) [2, 42].

Client behavior. The client dropout module is designed
to account for a wide variety of use cases that create different
wear and tear on embedded devices and reduce their reliabil-
ity. Typically, in industrial environments, service quality is
essential. Thus, the availability times often range well above
95% of the operation time [3]. With our study, we not only
account for these services but also look into the effects of
clients with very low reliability as they are found in loose
collaborative learning tasks [25]. To do so, we vary the client
dropout likelihood from 0% to 50%.

Model aggregation & validation. The server runs state-
of-the-art FL strategies and is configured according to related
work. The detailed parameterization is available in Table 2.

DL workload coordination. The server is set up to co-
ordinate state-of-the-art FL workloads that you would find
in systems with both high and low reliability to provide a
holistic picture of use cases.

4 Experimental Setup

Our hardware-centric benchmark is deployed to a dedicated
edge computing testbed. We use it to explore FL workloads in
resource-constrained environments and explore the effects of
power and network limitations on FL performance. For this
benchmark, we deploy widely used state-of-the-art datasets
from the NILM, CV, and NLP domains for FL applications,
including an LLM workload.

4.1 Testbed

We aim to explore FL applications in real systems by intro-
ducing two data center and three different embedded device

types.
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Table 3. Our hyperparameters are chosen based on related
work and hyperparameter sweeps for the best possible per-
formance.

Model

CNN
LSTM
ResNet
DenseNet

CNN | Adam
LSTM | sGb 03 0.0 0 256
FLAN-T5-Small | AdamW

Dataset | Optim.

SGD
SGD
SGD
SGD

LR W.Decay Dropout HiddenDim  Params | Minibatch

0.055 0.0
0.045 0.001 0 15
0.052 0.001
0.075 0.001

14,000 128
40,000 128
100,000 128
252,000 128

33,000 | 32
819,000 | 32
A 80,000,000 |

BLOND

FEMNIST 0.001 0.0

Shakespeare

0.0001 0.0 0 N

Samsum 1-128

Data center GPU (GPU). We use a GPU-accelerated data
center node with 64 CPU cores, 256 GB of memory, and an
NVIDIA A6000 (GPU) as our baseline device. The NVIDIA
A6000 has a memory bandwidth of 768 GB/s. The VM has
3 TB NVMe storage. The VM is running Ubuntu 20.04 LTS
with Python 3.9 and PyTorch 1.10. We use CUDA 11.6 and
cuDNN 8.6.

x86-CPU-base Clients (VM). As a proxy for x86-based em-
bedded devices without DL acceleration, we use virtualized
systems with 4 CPU cores and 4 GB of memory (VM). The
VM has a memory bandwidth of 25.6 GB/s and a network
interconnect of 1 GBit/s. We use Ubuntu 20.04 LTS with
Python 3.9 and PyTorch 1.10. We use the estimates from
Self Watts [19] as the power utilization profile for each VM.
Fieni et al. calculate approx. 50 Watts for a 4 CPU core VM
on Intel Xeon E5 processors.

NVIDIA Jetson AGX Orin 64GB (Orin). Our Orins are
running Jetpack 5.1. This includes Ubuntu 20.04 LTS with
Python 3.8, PyTorch 1.13, and CUDA 11.8. As the libraries
are compiled specifically for the platform, we cannot adjust
the stack to older PyTorch versions. The Orins have a mem-
ory bandwidth of 204 GB/s, a disk size of 64 GB, and a 10
Gbit/s network connection. They come with 2048 CUDA
cores and 64 Tensor Cores. We measure power via the inter-
nal hardware-based monitoring functionality.

NVIDIA Jetson Nano 2GB (Nano). The devices run Ubuntu
18.04 LTS with Python 3.6 and PyTorch 1.10. The Nano has a
memory bandwidth of 25.6 GB/s. The latest supported CUDA
version is 10.2 with cuDNN 7.2. The Nanos carry 128 CUDA
cores but no Tensor cores. The maximum power draw of a
Nano is 15 Watts.

Raspberry Pi 4B 4GB (RPi). They run with Ubuntu 20.04
LTS, Python 3.9, and PyTorch 1.10. There is no hardware
acceleration available. The RPi has a memory bandwidth of
25.6 GB/s. The RPis have a class 10 32 GB SD card each and
a 1GBit/s network interface. The RPis have a peak power
draw of 10 Watts.

4.2 Software Stack

FLEdge is implemented on top of widely used FL libraries. We
use Flower [5] to run the FL routine and PyTorch Lightning

Yetson Nano with Maxwell architecture [47] only supports CUDA 10.2 and
PyTorch 1.10 with Python 3.6.
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[17] to allow for easy extensibility and
seamless integration of new FL work-
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Table 4. Compounding effects of client dropouts and differential privacy
for FedAvg across varying z levels and client dropout rates.

loads.
BLOND FEMNIST Shakespeare
4.3 FL Workloads p
CNN DenseNet LSTM ResNet CNN LSTM
We use FL workloads that have been 2 » e Ace. e Ace. e Ace. e A ! e Al e Ace
explored in previous benchmarking Loc. baseline | N/A 096 N/A 089 N/A 095 N/A 091 |[NA 075 | NA 059
works. 0% 0.75 0.74 0.77 0.73 0.70 0.53
0 (o] . (o) . (o) . o0 . (o) . [ee] .
Datasets. For NILM, we use the o 10% | 070 o 073 w 069 o 073 | ® 06| o 052
BLOND dataset [33]. It is an office en- 20% 0 032 oo 069 o 074 oo 072 | co 068| oo 051
vironment appliance load monitoring 50% co 046 oo 0.67 oo 0.66 oo 070 | oo 0.66 | oo 049
dataset. It contains 13,164 samples with 0% 80 073 80 070 80 074 80 063] 61 067 66 053
12 appliance classes and captures elec- 03 10% | 81 073 81 070 81 070 81 063 | 66 06666 052
ical anpli in buildine-level off 20% | 81 040 81 069 81 070 81 062 66 065 66 049
trical appliances in building-level office 50% | 81 044 81 067 81 064 81 060 | 67 061 | 66 044
environments, such as laptops, moni-
d ori i h 0% 23 054 23 064 23 074 23 061 | 21 062] 20 052
tors, and printers. We adopt Schwer- s 10% |24 054 24 063 24 074 24 061 |21 061]20 049
mer et al’s [52] approach to FL with : 20% 24 038 24 060 24 072 24 060 | 21 061 20 045
BLOND. Each sample in the dataset con- 50% 24 036 24 057 24 070 24 060 | 21 059| 20 044
sists of 25,600 power readings (current, 0% 04 051 04 056 04 064 04 060 ] 04 044 04 052
voltage). Instead of generating the input ) 10% | 04 051 04 056 04 061 04 060 | 04 043 | 04 044
features for the DL models in the data 20% | 04 036 04 056 04 060 04 059 | 04 044 | 04 044
u - 50% | 04 034 04 054 04 057 04 057 | 04 039 05 039
loader, we deviate from Schwermer et
| and he Active P A 0% 02 048 02 056 02 069 02 042| 03 034] 03 051
al. and create the Active Power, Appar- L5 10% |02 045 02 056 02 064 02 04203 034|03 oa
ent Power, Reactive Power, and MFCC : 20% 02 038 02 056 02 063 02 042 03 032 03 044
(n_mfcc = 64) input features offline [4]. 50% | 02 034 02 051 02 061 02 03903 028 03 039
This results in a reduced sample size of 0% 02 034 02 030 02 037 02 016] 03 028 03 048
68 x 1. The main reason for reducing Ls 10% |02 034 02 030 02 037 02 015] 03 028| 03 044
the dataset size is to fit the dataset onta 20% | 02 037 02 029 02 035 02 015| 03 020 03 043
avtt > 50% | 02 019 02 028 02 031 02 015| 03 017 | 03 036
our RPi devices.

We employ the FEMNIST dataset [6]
for CV. FEMNIST consists of 814,000 samples of hand-written
digits and letters. The dataset contains 62 classes of hand-
written digits (26 lower case letters, 26 upper case letters,
and 10 digits). We randomly crop the grayscale samples to
28x28 and perform a random flip before training. Character
recognition is frequently used by mobile clients to convert
images to editable text documents.

We use the Shakespeare dataset [23] for NLP. It consists
of the complete works of William Shakespeare. It is prepro-
cessed in the exact same way as introduced in the LEAF
benchmark [6]. The dataset was preprocessed with a slid-
ing window of 80 characters and a stride of 1 to prepare it
for the next-character prediction task. The vocabulary was
generated over the alphabet, including special characters,
resulting in a total size of 80. Overall, the nature of the Shake-
speare dataset resembles a task like a next-word prediction
on smartphone keyboards.

We complement experiments in the NLP domain with
the SAMSum dataset, which contains 16,000 pairs of chat-
message-like dialogue and summary pairs that may be used
for sequence-to-sequence modeling tasks [21]. With SAM-
Sum, we introduce a realistic use case that can be used on
mobile clients to provide a quick overview of their chat his-
tory, as it is frequently found in applications like Slack. Apart

94

from splitting the dataset into 10 Dirichlet subsets (a = 1),
we do not apply additional preprocessing. Researching FL
applications on physical devices usually requires fitting the
data distribution to the number of devices on our testbed.
We opt to sample client subsets to 45 based on a Dirichlet
distribution (@ = 1) to fit the number of same-type clients in
our testbed (Figure 2).

Models. We train a total of 7 DL models. We use four
different architectures to train on the BLOND datasets to
showcase the sensitivity of different model sizes and archi-
tectures to real-world environmental conditions: a CNN, an
LSTM, a ResNet, and a DenseNet architecture [52]. To train
on the FEMNIST dataset, we train a small and efficient CNN
architecture, originally presented in the LEAF benchmark
[6]. For the Shakespeare dataset, we use an LSTM model
with 256 hidden dimensions and zero dropout that has been
well explored to solve the next character prediction task
[23]. Additionally, we use the SAMSum dataset to evaluate
the hardware performance of the NVIDIA Jetson AGX Orin
devices. To do so, we employ FLAN-T5-Small, an 80M pa-
rameter state-of-the-art transformer model [12]. When fine-
tuned for a specific downstream task, the FLAN-T5 model
family has proven to deliver on-par performance with sig-
nificantly larger foundation models such as LLama2 [20].
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For the models used on BLOND,
FEMNIST, and Shakespeare, we train
one local epoch on clients and then
send updates for aggregation to the
server to eliminate potential risks of

Woisetschlager et al.

Table 5. Global model validation accuracy across FL strategies with varying
client dropout rates after 100 FL training rounds with a client selection rate of
20% per training round. Bold highlights the best-performing FL strategy.

- ’ BLOND FEMNIST Shakespeare
client d,rlft [41]. The exact model con p  Strategy | CNN  DenseNet LSTM  ResNet | CNN | LSTM
figuration and hyperparameters are -

. Loc. Baseline 0.96+0.02  0.890.01 0.95:0.01 0.91+0.01 | 0.75:0.02 |  0.59+0.01
available from Table 3. (p = 0%)

FL strategies. We explore all mod-

. . i k . 0% FedAdaGrad | 07600 0.17+0.07 071003  0.70+0.0 | 0.56x0.01 |  0.52+0.01
els in conjunction with six state- FedAdam 0.73:0.01  0.03£0.0  0.64£0.05 0.64£0.02 | 0.38+0.05 0.5£0.03
of-the-art FL strategies. We include FedAvg 0.75£0.02  0.74£0.0 0.77£0.01 0.73:0.01 | 0.7:0.0 |  0.53:0.0
FedAvg, the first communication effi- FedProx 0.75+0.01 0.74+0.0  0.74+0.01  0.73+0.01 0.7+0.0 0.52+0.0
cient FL strategy, aggregating client FedYogi 0.8£0.01  0.79+0.0 0.81:0.01 0.78:0.0 | 0.53+0.0 0.25+0.0

i qFedAvg 0.73+0.0 0700  0.79+0.0  0.71£0.0 | 0.03+0.0 0.47+0.0

updates over an unweighted aver-
age [41]. We also include adaptive 10% FedAdaGrad | 0.760.03  0.03+0.0 0.69+0.02 0.68+0.02 | 0.55+0.04 |  0.51+0.02
A i FedAdam 0.73+0.01  0.03+0.0  0.54%0.1 0.41+0.22 | 0.35:0.01 |  0.48+0.01
strategies introduced by Reddi et al. FedAvg 0.7:0.04 0.73£0.01 0.69:0.04  0.72:0.0 | 0.69£0.01 | 0.520.01
[49], namely Fed-Adam, FedYogi, and FedProx 0.74£0.05 0.73:0.01  0.68+0.03 0.73x0.01 | 0.68+0.01 | 0.52+0.01
Fed-AdaGrad. The adaptive strate- FedYogi 0.76£0.02 0.78+0.01  0.8+0.0 0.76:0.03 | 0.53+0.01 |  0.23+0.01
gies introduce a server-side learn- qFedAvg 0.73£0.0  0.69+0.0  0.77+0.0  0.7120.0 | 0.030.0 0.47£0.0
ing rate to better account for data 20% FedAdaGrad | 0.64+0.1  0.04+0.0 04803 0.69+0.03 | 0.49+0.06 |  0.49+0.02
heterogeneity. We further adopt two FedAdam 0.73+0.0  0.030.0 0.53+0.13  0.63+0.0 | 0.34%0.05 |  0.35+0.06
> - ! ' FedAvg 032027 0.69£0.05 0.74£0.03 0.720.01 | 0.68+0.02 | 0.51+0.02
strategies that aim to increase fair- FedProx 037£03  0.690.05 0.68+0.04 0.724#0.01 | 0.67£0.01 | 0.51£0.02
ness and robustness in an FL system. FedYogi 0.76+0.02 0.76+0.03  0.76+0.0 0.75+0.03 | 0.47+0.08 0.21%0.03
FedProx [37] introduces a method for qFedAvg 0.72+0.01  0.68+0.0  0.75%0.0  0.710.0 | 0.030.0 0.47£0.0
weighting client updates in the aggre- 50% FedAdaGrad | 0.42+0.24 0.03£0.0  0.35+0.27 0.68+0.04 | 0.45+0.06 0.45+0.03
gation process based on the amount FedAdam 0.25%0.25  0.03+0.0 0.18+0.13 0.62£0.01 | 0.2£0.09 |  0.35+0.02
. FedAvg 0.46+0.16  0.67+0.06 0.66+0.01  0.7+0.02 | 0.66£0.03 |  0.49+0.03
of data a client has processed for an FedProx 052£0.16  0.67+0.06 0.68£0.04  0.7:0.02 | 0.64%0.02 | 0.49+0.03
update. q-fair FedAvg (qFedAvg) [38] FedYogi 0.72:0.01 0.71:0.09 0.74:0.04 0.74+0.04 | 0.43+0.12 0.240.04
is a derivative of FedAvg introducing qFedAvg 0.68+0.01 0.67£0.0  0.72+0.01 0.71£0.0 0.03+0.0 0.47+0.0

a factor g that determines the level
of fairness. Fairness in this context
is defined by how well a model generalizes across clients.
Higher generalizability is achieved by overweighting those
clients that have the highest loss. This is done to gear a model
stronger towards the high-loss clients and reduce the accu-
racy variance across clients. We fix the number of FL rounds
to 10 for all FL strategies. Further details on the datasets and
DL models are available in Table 2.

Network. We modify our testbed communication to re-
alistically reflect real-world scenarios with ERRANT [56].
We use a 1 GBit/s synchronous network link as well as
the global average 4G LTE connection characteristics of 40
MBit/s download and 15 MBit/s upload [56].

5 Results

To show the practical utility of FLEdge, we run extensive
experiments evaluating FL workloads on client behavior,
differential privacy, energy efficiency, and hardware diversity.

5.1 Client behavior

Existing FL strategies work well with unreliable clients.
Unreliability is a core challenge for edge computing systems.
Especially for FL workloads, this bears the potential for sig-
nificant information loss whenever model updates are not

transmitted to the server, regardless of the root cause. As
embedded devices do not have power redundancy, run in
sub-optimal environments w.r.t. heat dispersion, and may
suffer from outside damages, they are considered unreliable
by nature. Our experiments show that existing state-of-the-
art FL strategies work well in systems with unreliable clients,
i.e., high dropout rates. However, for each dataset, we see
that one FL strategy always consistently performs best. This
suggests that the FL strategy choice overall depends on the
dataset, not the model. Yet, we also identify FedAdaGrad and
FedAdam as particularly sensitive to client dropout. Thus,
careful strategy selection and federated hyperparameter op-
timization are critical for systems that involve unreliable
clients.

5.2 Differential Privacy

Heterogeneous client behavior has significant negative
effects on the model quality of differentially private
workloads. Since DP is an integral component of FL work-
loads, the question arises: how does it change the model
quality with varying client reliability levels? Interestingly,
the model quality decreases significantly when introducing
client dropout in a system, and the negative effects across
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Table 6. Computation and communication cost overview for our seven FL workloads across varying network conditions and
100 FL communication rounds (20% selection rate, 9 training clients per round). Wireless communication drives communication

costs by one order of magnitude.

‘ Communication ‘ Computation ‘ G
4G LTE 1 GBit/s fiber RPi 4 Nano Orin 4G LTE 1 Gbit/s fiber

Communicable . Power . Power . Power . Power . Power . . . .
Dataset Model parameters Time (kWh) Time (cWh) Time (cWh) Time (kWh) Time (cWh) RPi4 Nano Orin | RPi4 Nano Orin
FEMNIST CNN 0.1 MB 20s  0.0006 | 0.8s 0.0001 56s  0.0451 31s  0.0352 11s  0.0059 | 791 438 579 | 35000 19375 25625
BLOND CNN 0.1 MB 20s  0.0003 0.8s  0.0001 65s  0.0530 23s  0.0269 11s  0.0059 | 918 325 155 40625 14375 6875
BLOND LSTM 0.2 MB 20s  0.0007 0.8s  0.0001 80s 0.0652 21s  0.0243 13s  0.0074 | 565 148 92 25000 6563 4063
BLOND ResNet 0.4 MB 30s 0.0016 1.2s 0.0002 | 588s 0.5197 36s 0.0417 15s  0.0086 | 2076 127 53 91875 5625 2344
BLOND DenseNet 1.0 MB 70s  0.0041 | 2.8s 0.0006 | 586s 0.5125 36s 0.0416 16s  0.0086 | 828 51 23 36625 2250 1000
Shakespeare LSTM 3.2 MB 240s 0.0134 9.6s 0.0021 981s  0.9172 59s  0.0724 19s  0.0103 | 433 26 8 19160 1152 371
SAMSum FLAN-T5 Small 308 MB 21800s 1.3124 | 872s 0.2008 | OOM OOM | OOM OOM | 324s 2.1492 | OOM OOM 15 OOM OOM 65.7

strategies become significant at a low DP level. Since we use
a server-side user-level DP algorithm, we adjust the noise
level based on the model updates received per training round.
This provides appropriate privacy guarantees. Yet, the level
of noise we have to add to cover for failing clients reduces the
model quality significantly (Table 4). For instance, if we want
to provide a loose privacy budget of € = 8 on the BLOND
dataset and suffer from a high client dropout rate (p = 0.5),
the accuracy almost halves compared to a system without
client dropouts (p = 0). As such, allowing re-training with
another client in a training round or accounting for late ar-
rivals could mitigate the effects DP has on the model quality.
Also, the evaluation of DP in unreliable systems is a strong
indicator of whether deploying an FL workload into an edge
computing system w.r.t. to the estimated model quality in
relation to the privacy requirements is worthwhile. However,
training quality and efficiency are equally relevant for an
effective deployment.

5.3 Communication Efficiency

Granularity helps quantify the practical utility in rela-
tion to the network when deploying FL workloads in
edge computing systems. Before discussing the hardware
characteristics of diverse embedded platforms, the question
is whether it is even worthwhile deploying an FL workload
to them under given network conditions.

With larger models, FL workloads become more commu-
nication intensive as we have to send more model weights.
From a practical perspective, quantifying whether it’s worth-
while to consider including embedded devices in a system
that runs an FL workload is essential. For all of our state-
of-the-art FL workloads, G is significantly above 1 (Table 6).
This indicates the high suitability of such small models to be
trained as an FL workload, regardless of the communication
technology. This is particularly useful for highly specialized
tasks like object detection. Yet, for more generalizing tasks
like in the NLP space, we require larger models to run on
embedded devices and be trained at the edge. For larger
models like FLAN-T5 Small, we see G = 1.5. With G close
to 1, the practical utility is limited as communication takes
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approximately as much time as computation. Beyond the
computation/communication trade-off, G is also suitable for
quantifying the net effect of communication optimization
methods for an FL workload. Further, reliability is a major
concern in edge computing systems with embedded clients.
We want to spend as little time communicating as possible
to get the model updates to the server and not risk failures
during long communication times. However, computational
performance and efficiency are key challenges as well.

5.4 Energy Efficiency

Energy efficiency is a well-suited indicator for compu-
tational bottlenecks on embedded devices and does not
require extensive client monitoring that could poten-
tially infringe privacy. As we will see in Section 5.5, the
measurements of local step times on clients unveil inefficien-
cies and scalability limits. Yet, micro-benchmarks are often
difficult to facilitate when having a variety of devices in a
system. While micro-benchmarks are useful for an in-depth
exploration of bottleneck root causes on a client, they require
significant efforts and interfere with the DL training process.
So, how can we identify bottlenecks without interfering with
the client’s training process?

We find energy efficiency to be a well-suited estimator
for the suitability of a device for a given task and also for
the identification of bottlenecks (Figure 3). The main benefit
of energy efficiency is that it measures the throughput per
Watt of power consumption, two available metrics without
interference with the training process, i.e., they are conve-
nient to measure. The device comparison shows the signif-
icant advancements in hardware for FL workloads on the
edge (Figure 3a). It is also an indicator that we should look
more at models with multi-million parameter models for
FL workloads. The Orins have proven to become more en-
ergy efficient with increasing parameter size and outperform
all other embedded device platforms as well as data cen-
ter resources for state-of-the-art FL workloads. We identify
the computational capabilities of the Orins by running the
80M parameter FLAN-T5 model for the SAMSum text sum-
marization task (Figure 3b). By scaling the batch size, we
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quickly discover that the energy efficiency stagnates at a
batch size of 8 and does not increase any further. The reason
is the significant memory bottleneck we uncover with the
micro-benchmark (see Section 5.5). Yet, this bottleneck is
immediately visible without interfering with the training
process itself. When monitoring embedded devices in prac-
tice, it is a necessity to have easy-to-interpret metrics for
quick responses to inefficiencies. As such, energy efficiency
covers two integral aspects of deploying FL workloads in
edge computing systems. First, we can quantify the suit-
ability of an embedded device for the deployment of an FL
workload. Second, computational limitations become instan-
taneously visible for a remote operator of an FL system. This
is particularly important since an operator cannot access the
devices.

5.5 Hardware Heterogeneity

Contrary to current trends in high-performance DL,
scaling the batch size on embedded devices does not
lead to greater computational efficiencies. For our bench-
mark, embedded hardware forms the very center of attention
since it ultimately depends on the devices deployed in the
field how well an FL workload will run (Figure 4a). Therefore,
our micro-benchmark provides a comprehensive baseline
for the suitability of device/workload combinations. In sys-
tems with legacy hardware, as it is often found in industrial
systems with long product lifecycles, the benchmark reveals
their limited utility for FL workloads. This is especially evi-
dent for workloads that entail models with several million
parameters since scaling the minibatch size beyond 8 sam-
ples does not yield performance benefits. As we double the
minibatch size, the runtime also doubles.

This originates from the limited memory bandwidth of em-
bedded devices and first affects the optimizer step function,
which requires a significant amount of interactions between
processor and memory. Interestingly, for the models larger
than 100K parameters, the forward step also grows expo-
nentially. This operation does not require many interactions
between computing and memory, only batch loading once
per batch to send the data through the DL model. One could
think this might be an I/O bottleneck originating from the
disk. Yet, we run the same SD cards on the Nanos and RPis.
The Nanos do not show this behavior in any use case.

The Orin platform, as the most recent embedded device
type, yields strong results throughout our experiments. Yet,
they are made for significantly larger workloads involving
DL models with several million parameters. Therefore, we
study their behavior when fine-tuning the FLAN-T5 Small
model with different batch sizes (Figure 4b). We see linearly
growing step times, which is a strong sign of a bottleneck,
as one would normally expect to see a logarithmically in-
creasing step time with scaling batch size. The bottleneck
originates from the limited memory bandwidth of the Orins
(204 GB/s) vs. modern data center DL accelerators (e.g., the
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A6000 with 768 GB/s). Therefore, federated hyperparameter
optimization is not only a matter of model quality but must
also consider the hardware limitations.

Our profiling experiments with the FLAN-T5 Small model
on the Orins and data center GPUs show two main bottle-
necks. The profiling was done for an identical workload used
across the different hardware with a minibatch size of 128
samples.

We start with CPU-related bottlenecks. The performance
difference between the ARM-based Orins and the x86-based
CPU in our GPU server becomes evident in the opt.step(),
executed on each device’s CPU. Overall, the opt.step()
takes 4% longer on the Orins, which is primarily rooted in an
aten::_foreach_add operation that performs an element-
wise addition of tensors. Within this operation, there are
noteworthy differences in how much time is spent on the
actual computation and how much is used for data movement
from and to the main memory. The Orins spend 83% of the
operation time on data movement, while the GPU server
only needs 77%. This originates from a different handling of
the aten: : copy_ operation (to move data from GPU to CPU
memory) on the two devices. Since the Orins have shared
memory for the CPU and GPU, data is assigned to either
device via a context switch, while on the GPU server, data is
moved between the main memory and GPU memory. One
would expect a context switch to be faster than copying data
from one memory to another. However, we observe that the
context switch takes between 5 — 8ys, regardless of the data
size, while the data movement on the GPU server depends
on the amount of data transferred, taking a maximum of 1us.
Overall, this requires the Orins to spend more time on data
movement.

The second major bottleneck is located on the GPU during
the forward step. At a high level, we find that the GPU on the
Orins is permanently busy with operations, while the GPU
server has notable idle times. We identify matrix multiplica-
tions on the GPU as the main driver for the longer processing
times on the Orins. This is a sign of a computational bottle-
neck. Specifically, ampere_sgemm_128x128_nn, a compute-
intensive operation, stands out since it takes up to 32X longer
on the Orins than on the A6000 (11ms vs. 323us). This is
rooted in the significantly higher number of tasks (warps)
per GPU streaming multiprocessor (SM) on the Orins. We see
1200 warps per SM on the Orins, while there are only 37 on
the A6000. As such, the Orins have to process 32X more tasks
per SM than the A6000. At the same time, we also observe
longer memory operation times. Immediately preceding the
matrix multiplication, the direct_copy_kernel_cuda data
movement operator from CPU to GPU memory takes up to
5.9% longer on the Orins vs. the A6000.

Overall, we observe a major limitation of the Orins when
it comes to computational intensity and data movement be-
tween CPU and GPU, even though the device has a shared
memory architecture.
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As such, the micro-benchmark design paired with detailed
profiling results aids not only in identifying the right de-
vice, workload, and hyperparameter combinations but also
reveals hardware bottlenecks on the kernel level. Further, it
helps detect defective parts and can be used as a predictive
monitoring element to improve system stability, even though
the clients may not be directly accessible.

6 Related Work

Edge computing. For Edge Computing systems, there are
numerous benchmarking tools. Edge devices have long been
regarded as a data pass-through gateway rather than data
processing devices and, therefore, have been evaluated in the
context of data transfer capacities and reliability [34]. In 2019,
McChesney et al. [40] introduced DeFog, a benchmark in-
cluding DL inference workloads on embedded devices with
YOLO models. Yet, these benchmarks do not include sys-
tem dependencies between clients and a server as we would
find in FL systems, where training progress relies on client
participation. Varghese et al. [58] provide a comprehensive
overview of a wide range of edge computing benchmarks,
but none is targeted to FL.

Table 7. Comparison of FLEdge with other FL benchmarks.

Primary ML Domains Analysis Dimensions
Benchmark Year Eval. Purpose CV NLP NIM | (1) (20 3 (@
LEAF 2018 Aggregation v v
FedML 2020 Aggregation vV
Flower 2020 Aggregation v Vv v’
FederatedScope | 2022 Personalization | v/ v/ v’
FedScale 2022  Scalability v Vv v’
FLEdge 2024 FL Clients v Vv v v v v v

Analysis Dims.: (1) Data Security, (2) Dedicated Edge Deployment, (3) Client Behavior, (4) Client
Capabilities

SWe use estimates from SelfWatts [19] for approximating the power con-
sumption of VMs.

98

FL benchmarks. LEAF [6] and FedML [23] introduce two
benchmarks that focus on the evaluation of FL optimization
algorithms with data heterogeneity. Flower [5] and Federat-
edScope [69] extend FL benchmark capabilities with private
computing by using (e, §)-DP as well as cryptographic ag-
gregation. FederatedScope also enables benchmarking of
personalized FL. FedScale [35] evaluates the scalability char-
acteristics of FL systems. With FLEdge, we complement the
benchmarking landscape for FL applications with client capa-
bility and behavior analysis tools that integrate with previous
benchmarking works. Further, we are the first to design a
benchmark that is entirely based on dedicated hardware. Our
study emulates wide-area networking and client behavior to
enable systematic analyses (Table 7).

Real-world FL workloads. It is particularly challenging
to evaluate FL workloads in real-world edge computing sys-
tems as devices are often not accessible for research. FedScale
[35] shed light on the high-level performance characteristics
of two mobile device platforms for FL workloads. The same
is true for FS-Real [10], which is based on FederatedScope.
It presents a runtime optimized for mobile devices running
Android. FLINT by Wang et al. [60] presents an approach
to integrating FL workloads into existing ML landscapes
and discusses the effects of scaling DL models beyond cloud
resources onto mobile devices on the network edge. While
Wang et al. discuss the utility of hardware analytics for task
scheduling in FL systems, they outline the open necessity
for in-depth hardware and energy analysis due to the wide
variety of devices being available for FL workload deploy-
ment. As such, there is still a lack of real-time analysis of
FL workloads on low-power devices and missing guidance
on in-depth performance differences between platforms, es-
pecially since the landscape of DL-accelerated embedded
devices is growing rapidly.

With FLEdge, we expand on hardware-centric research by
conducting in-depth evaluations of compute performance
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across various embedded device generations and the role of
energy in FL workloads. To address the distinctive charac-
teristics of client behavior in edge computing systems, we
extensively study the effects on DP FL workloads.

7 Lessons Learned

We summarize what we learned from studying FL from a
hardware centric perspective. Findings relate to client be-
havior that we must account for in the future, improving FL
applications based on the hardware specifications we find
on the network edge and what workloads are beneficial to
be deployed to embedded hardware.

Client participation patterns in FL are determinant
for reliable training that entails (¢, §)-DP. We find that
client participation significantly negatively affects the train-
ing performance of FL workloads (Section 5.1). While we
provide an approach to adjusting DP noise levels based on the
number of clients that submit model updates, client dropouts
lead to higher noise levels to provide the same privacy guar-
antees. This degrades the training performance and requires
more time and resources to achieve the same performance
as in FL systems that do not employ DP. Yet, to better un-
derstand how (€, §)-DP can be applied in practice, it is im-
perative to further study what € levels can be considered
acceptable. At the same time, it is a priority to understand
realistic client participation statistics and build middleware
that can account for unreliable clients [62].

Larger ML models benefit the scalability. With larger
models, we spend more time on computation and less on
communication (Section 5.3). Thus, the overall FL process
becomes more efficient since more time is spent learning
from client data. Thus, workload and hardware fit can help
drive overall system efficiency, carefully balancing training
speed and power draw.
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Context switches for data assignment between CPU
and GPU is a major limiting factor on embedded hard-
ware. Despite the unified memory architecture on state-
of-the-art embedded hardware, context switches between
CPU and GPU memory are time-consuming compared to
the physical data movement operation on data center GPUs
(Section 5.5). This can be a major cost driver for FL applica-
tions in edge computing systems and should be considered
when deciding on data movement frequency.

8 Conclusions

In this paper, we present FLEdge, a hardware-centric bench-
mark for deploying FL workloads on the edge. We study
hardware diversity, efficiency, and robustness. Our experi-
mental results show the significance of hardware diversity
for the training performance of FL workloads, along with the
important role of network conditions. We show the limits of
current state-of-the-art embedded devices and the effects of
DL hyperparameters on training efficiency. The minibatch
size, which is a key factor in scaling DL workloads in data
centers, shows very limited effects for FL workloads on the
edge. Our experiments on energy efficiency introduce an
early detector for computational bottlenecks that does not
require interference with the training process. As such, it
is suitable for further evaluating the suitability of energy
efficiency as an optimization lever for FL workloads. While
our experiments on heterogeneous client behavior show the
robustness of state-of-the-art FL strategies, we identify a
particular sensitivity of DP FL workloads to client failures,
which is a critical factor when deploying FL workloads that
involve sensitive data. Overall, FLEdge, our hardware-centric
benchmark, contributes to the practical considerations re-
quired to deploy FL workloads to edge computing systems,
and we hope to further spur research toward FL middleware
that can control both on-client and global learning efficiency.
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ABSTRACT

With the emergence of Al regulations, such as the EU Al Act, re-
quirements for simple data lineage, enforcement of low data bias,
and energy efficiency have become a priority for everyone offer-
ing Al services. Being pre-trained on versatile and a vast amount
of data, large language models and foundation models (FMs) of-
fer a good basis for building high-quality deep learning pipelines.
Fine-tuning can further improve model performance on a specific
downstream task, which requires orders of magnitude less data
than pre-training. Often, access to high-quality and low-bias data
for model fine-tuning is limited due to technical or regulatory
requirements. Federated learning (FL), as a distributed and privacy-
preserving technique, offers a well-suited approach to significantly
expanding data access for model fine-tuning. Yet, this data is often
located on the network edge, where energy, computational, and
communication resources are significantly more limited than in
data centers.

In our paper, we conduct an end-to-end evaluation for fine-tuning
the FLAN-T5 FM family on the network edge. We study energy effi-
ciency potentials throughout FL systems - on clients, in communi-
cation, and on the server. Our analysis introduces energy efficiency
as a real-time metric to assess the computational efficiency of an FL
system. We show the stark need for further improvements in com-
munication efficiency when working with FMs and demonstrate
the importance of adaptive FL optimizers for FM training.
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Figure 1: Development of computational power and resource
availability of DL accelerators 2017 - 2023 for data centers
and embedded systems. Key: RPi4 = Raspberry Pi 4, Nano =
NVIDIA Jetson Nano, Orin Nano = NVIDIA Jetson Orin Nano,
AGX Orin = NVIDIA Jetson AGX Orin 64 GB.

1 INTRODUCTION

Large Language Models (LLMs) and Foundation Models (FMs) are
omnipresent in academia and practice and fuel new innovations [6].
These models have grown significantly with regard to parameter
size, as more parameters improve the performance to a certain de-
gree [18]. In line with the growing computational need for these
models, deep learning (DL) hardware accelerators have become
increasingly more capable. Recent developments indicate a gener-
ational leap in computational power for data center applications,
with the NVIDIA H100 NVL delivering 7.8 TB/s memory bandwidth
compared to the previous state-of-the-art A100 0GB GPU that only
has 2 TB/s (Figure 1). Due to memory-bandwidth bottlenecked oper-
ations taking up to 40% of the training time [22], this improvement
may lead to much faster training times for both small and large
models. At the same time, computational capabilities on embedded
devices for mobile edge computing are significantly growing, with
the NVIDIA Jetson AGX Orin 64GB being the first-of-a-kind DL-
accelerated embedded device that provides capabilities for training
FMs [9]. This has never been possible before and enables us to
build FL workloads with large transformer models, benefit from
scattered data, and bring generative Al closer to users, all the while
improving data privacy.

As this type of device is oftentimes scattered across geographies
and entities, federated DL (FL) imposes itself as a well-suited tech-
nique for fine-tuning FMs in a distributed and private fashion. To
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our knowledge, the largest models discussed in FL to this point
entail FedBert and GPT2 [39, 48]. Both models were trained with FL
methods on multi-GPU data center nodes. Only a few studies exist
on field deployments [4]. As can be seen in Figure 1, the computing
resources of state-of-the-art embedded hardware like the NVIDIA
Jetson AGX Orin are orders of magnitude less than on a modern
data center GPU like the H100. However, if we want to gain access
to a broader data basis, we need to foster FL on the edge and bring
FMs to embedded devices.

At the same time, new regulations like the European Union Al Act
impose new limitations and requirements for FL [43] that need to
be met such that applications become practical. This entails the
need to prioritize energy efficiency. For FL, this is an underexplored
area as most existing works either perform microbenchmarks for
FL clients [27, 5] or focus on communication cost reduction [13].
The combination of resource limitations and increasing regulatory
requirements presents us with a set of challenges:

(1) Comparably low memory bandwidth on embedded de-
vices limits the compute potential of FL applications
on the edge. We currently see a generation leap in data
center DL accelerators regarding memory bandwidth, which
has increased significantly (up to 7.8 TB/s). Even though
the memory size on embedded devices has increased, the
memory bandwidth remains comparatively low (up to 0.2
TB/s). This affects key memory-bandwidth bottlenecked op-
erations for the training process, which could lead to severe
training time penalties.

@

~

Energy efficiency has become a priority with the intro-
duction of the EU AI Act. The new regulation requires ser-
vice providers that offer FL applications to focus on energy-
efficient operations. To this point, energy efficiency can be
measured by means of the Model-FLOP utilization [8], but
it requires knowledge of what hardware is being used and
how to optimally configure it. In FL systems, this can be
impractical as we often do not know client details, and in
many cases, clients are likely to participate only once in the
training process [32].

(3) FMs are large in size and are harder to train or fine-tune
than small models. The prevailing benefit of FMs is their
ability to cater to many different tasks [6]. However, their
performance on specific downstream tasks can be improved
with fine-tuning [20]. Yet, the gradients during foundation
model training or fine-tuning are at much higher risk of
exploding or vanishing than in smaller tasks, as they are
frequently discussed in FL [27, 17, 7].

(4) Communication on the edge is significantly more ex-
pensive than in data centers. While network bandwidth
in data centers is available at 100 Gbit [2], mobile or remote
communication over wide area networks is still a difficult
challenge to achieve, especially when handling 100M+ pa-
rameter DL models. For distributed learning applications
where high-bandwidth communication is available, we can
use techniques such as ZeRo-offloading [37] and FSDP [50]
that utilize a high-bandwidth interconnect for all-reduce
communication between nodes to not materialize the full
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model, optimizer, and gradient state due to limited mem-
ory sizes. In FL, this is typically infeasible due to a limited
network interconnect.

Based on the open challenges to creating efficient edge computing
systems capable of training FMs, we formulate our research ques-
tion: How can we efficiently realize FM training and fine-tuning
at the network edge? Which levers can have the largest impact on
improving FL system efficiency?

By exploring this research question, we make four major contri-
butions to bridge the gap between federated foundation model
training and energy-aware FL:

(1) We systematically study the computational limitations
of state-of-the-art embedded hardware for DL. Nowa-
days, most papers in the FL space use data center hardware
for their experiments [17, 7], while large amounts of data are
scattered on the edge and must not be neglected as a field
of application. We, therefore, conduct an in-depth micro-
benchmark of various transformer models on the latest em-
bedded and datacenter DL accelerators to identify computa-
tional bottlenecks.

(2) We outline the limitations of theoretical metrics such
as the Model-FLOP Utilization for FL applications. As
micro-benchmarks require extensive experimentation, prac-
titioners often use metrics, such as the Model-FLOP Utiliza-
tion (MFU), based on theoretical hardware performance lim-
its to assess the computational efficiency of algorithms [11].
Calculating the MFU requires knowledge of hardware specifi-
cations on FL clients, which could be infeasible due to privacy
considerations. As such, we identify energy efficiency as a
readily available alternative to the MFU and outline that the
computational limits of embedded AI accelerators appear
significantly earlier than the MFU suggests.

(3) We benchmark four state-of-the-art FL optimizers for
FM fine-tuning. A key to energy-efficient use of FL is the
right optimizer choice. We systematically benchmark four
state-of-the-art FL optimizers to quantify the energy savings
with the right optimizer choice. We find adaptive optimiza-
tion techniques to converge up to 8x faster than FedAvg
with momentum, one of the most widely used FL optimizers
[29].

(4
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We quantify the total cost of communication in FL ap-
plications with state-of-the-art FMs. Our study identifies
wide-area communication as the primary driver for energy
consumption in FL systems, up to 4 orders of magnitude
higher than the energy consumed by computing on clients.

This paper is structured as follows. Section 2 will outline relevant
background. In Section 3, we present our methodology, and in Sec-
tion 4, we present our benchmark design, including datasets, DL
models, and FL strategies. Section 5 contains experimental eval-
uations of our benchmark. In Section 6, we present related work.
In Section 7, we discuss our results. In Section 8, we conclude our
work.
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2 BACKGROUND

2.1 Performance Objectives in Data Center
Environments

One of the most important issues when training in a data center
is to maximize throughput by trying to use the hardware to its
limit without being blocked by communication. Communication
concerns both local communication, i.e., memory movement, and
communication between GPUs and nodes, typically with a high
bandwidth interconnect such as NVLink (7.8 TB/s) and Ethernet
(100 Gbit) [2].

Measuring the effectiveness of each GPU in training is possible via
Model FLOP Utilization (MFU) [8], which is the ratio of throughput
achieved compared to the theoretical throughput of a model and a
set of hardware. Common values for the MFU are between 5 — 20%
(Figure 4a) because DL models are not defined as a single matrix
multiplication that can be perfectly parallelized between tensor
cores but as many operations with memory bandwidth bottlenecks
such as softmax, residual additions, and activations [22]. These
operations result in a FLOP usage significantly lower than the
theoretical hardware capability, and each model architecture has
its own set of operations that slow down throughput. However, the
MFU can be used as a benchmark for how well a model is suited
to work on a particular piece of hardware, as it fits the trade-offs
between memory bandwidth, memory capacity, and FLOP. This
way, we can compare the MFU for the same model on different
hardware and contrast their results.

2.2 Performance Objectives on the Edge

In edge computing systems that involve embedded devices, per-
formance considerations differ from those in data center environ-
ments as use cases typically vary [41]. Yet, to run FL workloads
on embedded devices on the edge, we need to unite performance
characteristics from data centers and edge computing.

Running FL workloads on the edge is all about minimizing the
time we use a client’s hardware and maximizing the throughput.
Yet, the hardware is often located in remote areas with limited
access to power or even on mobile devices with very restrictive
battery management [34]. Also, in remote and mobile environments,
network bandwidth utilization and total network traffic are critical.
Both have a significant impact on communication latency, i.e., how
fast we can move model weights between clients and a server.
For foundation models, both can become a hurdle, as this kind
of model tends to grow beyond several hundreds of millions of
parameters in size or, in other words, beyond 1 GB in parameters
to transfer over the network. Putting that into perspective with
the average available wireless network bandwidth of 50 Mbit/s
on mobile devices [40] yields communication times substantially
longer than the actual computation time on clients [5].

2.3 Regulatory Requirements with Regard to
Energy Efficiency

As we see regulatory frameworks on Artificial Intelligence emerge

and be passed as laws, the first legislation to come into effect by

2024 is the EU AI Act [10]. Other countries have declared the EU Al

Act as a lighthouse framework; they aim to align their individual
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frameworks with it [19]. A priority in the EU Al Act is energy
efficiency [43]. The objective is to promote sustainable computing
practices by holding service providers liable for monitoring energy
consumption and subsequently fostering the energy efficiency of
an FL system. As such, it is vital to understand where and how
efficiency potentials can be lifted such that the practical applicability
of FL is improved.

Algorithm 1: Federated Adam with decoupled weight de-
cay (FedAdamW)

Given: set of clients K € N*, server rounds s € N*,
P1=09,=0999,7=10"°%21€eR

Initialize: server round ¢ « 0, initial parameters x;=o € R,
first momentum vector m;=o < 0, second
momentum vector v;=o < 0, server learning rate
ns € R, client learning rate . € R

for t to s do

// server-side

Sample subset k € K

Xl? =Xt

Distribute model weights to clients

// client-side (is identical with FedAvg)
for i € k in parallel do

glt — VFi(xD // compute local gradient

Send model update xit+1 to server
end

Ne ~g; // update client model

// server-side optimization

Xp41 ﬁ Zlkl xl.“'1 // FedAvg

gt < Xt — Xp41 // pseudo gradient

Mey1 — P1-my+ (1= P1) - gt // momentum
Ope1 — P vr+ (1= Ba) - g% // velocity

// FedAdamwW

Xt+1 €< Xt — Ns * Axy // decoupled weight decay
M+l
1-pf
Ot+1

1-p

Xt+1 € Xp+1 —

Mee1 <— // regularized momentum

Op41 — // regularized velocity
s e

Opy1+T
t < t+1// update FL round

end

Result: optimized parameters x;

3 METHODOLOGY

Generally, when transferring LLM fine-tuning to the edge, we also
transfer the challenges we currently have in data center environ-
ments into systems that suffer from more severe resource limita-
tions. While energy efficiency is a specific challenge to edge com-
puting systems, network bandwidth and computational efficiency
are frequently discussed topics for DL applications in data centers.
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With our hardware-centric study, we aim to provide a comprehen-
sive perspective on energy efficiency levers in FL systems on the
edge to foster sustainable computing and, subsequently, legal com-
pliance with the EU AI Act. To do so, we organize our methodology
along the following four pillars to cover the end-to-end training
pipeline.

3.1 Computational Efficiency

By studying the behavior of state-of-the-art FL clients when it
comes to scaling on-device training with varying model sizes and
minibatch sizes, we aim to understand how the training steps (for-
ward, loss calculation, opt.step(), and backward) differ between
data center resources and clients deployed on the network edge.
Maximization of resource utilization is the superior objective for
DL and FL applications in data center environments, as this is usu-
ally equivalent to a cost-optimal solution [14]. In the HPC domain,
MFU is used to calculate the hardware resource utilization based
on the number of theoretical hardware FLOP/s. By varying the
minibatch size, the MFU can also be used to identify computational
bottlenecks, i.e., whether we are computationally bound or memory
bandwidth limited. In our experiments, the theoretical capacity of
the NVIDIA A100 is 312 TFLOP (at FP32), while the Jetson AGX
Orin 64 GB provides 42.5 TFLOP or 13% of the A100. As such, the
MFU is well suited for in-depth analysis but requires full knowledge
of client hardware specifications and the availability of performance
metrics. However, in FL systems, clients are often heterogeneous
regarding their hardware and considered ephemeral, i.e., they are
likely to participate in training only once [32].

3.2 Energy Efficiency

With the imminent legal requirements to focus on energy efficiency,
practical FL system design must include energy monitoring, regard-
less of whether FL clients are deployed in a data center or on the
network edge. Yet, in edge computing, energy efficiency has been
a priority for a long time [38, 47, 51]. A major benefit of clients
on the network edge, such as NVIDIA Jetson AGX Orin, is their
hardware design since they are often created as a system-on-a-chip
(SoC) and contain hardware-based power measurement units for
each component (e.g., CPU, GPU). In contrast to MFU, which re-
quires detailed hardware knowledge, energy metrics are likely to be
readily available and easy to measure across all clients. We define
energy efficiency as the tokens per second (TPS) throughput over

the average power draw (W) for a workload,
TPS
Ne =~ ¢))

3.3 Communication Efficiency

Communication is equally important for federated LLM fine-tuning
as computational efficiency. Typically, full models or partial model
weights are communicated between client and server [33]. Yet,
communication on data center settings is built on top of high-
performance networking infrastructure that enables bandwidths
of 100 Gbit and more [2]. On the edge, we often find significantly
slower network links with 1 Gbit and below. For instance, the
global average for communication over 4G LTE wireless is 40 Mbit
download and 15 Mbit upload [40].
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We need a reliable metric to quantify communication efficiency
that, at the same time, tells us whether it is useful to further scale
a FL workload over more clients or not. Borrowing from the HPC
domain, Granularity (G) measures the ratio between the time it
takes to compute a DL task (Tcomp) and to communicate the model
gradients or weights (Tcomm) [21]. It is defined as

Tcomp

G= (2

Tcomm

In our FL scenario, the computation time is the maximum fine-
tuning time on a client in each round, and the communication time
is the time spent sending the model state, waiting, and receiving the
aggregated model state from the server. In general, G > 1 indicates
that adding one more client to a system has a positive effect on the
total processing speed (higher throughput). G < 1 is an indicator
for communication times significantly outweighing computation
times and, therefore, no positive effect on system throughput. As
such, we use G as the evaluation metric to evaluate the practical
utility of federating an FL application.

In addition to scalability considerations, we evaluate communica-
tion costs when deploying FL applications to the network edge. To
do so, we consider two scenarios. First, we look at a mobile edge
computing scenario where clients are connected via an LTE wire-
less connection [1], which exhibits download and upload speeds of
40 and 10 Mbit, respectively [40]. Second, we consider a scenario
where FL clients are operating at the network edge with a wired 1
Gbit connection that is often found in factory settings [26]. We use
the per-bit communication model to estimate the total communica-
tion cost of our FL pipelines [43, 46, 23]. It is important to note that
once wireless communication is involved, the energy consumption
for communication increases by two orders of magnitude [23]. A
detailed explanation and the exact parameterization of the per-bit
communication model are available in Section A.

3.4 Model Performance

We use four widely used federated optimizers: (I) Federated Averag-
ing (FedAvg) [33], (II) Fed Avg with Momentum (FedAvgM) [29], (IIT)
Federated Adam (FedAdam) [36], and (IV) we introduce FedAdam
with decoupled weight decay (FedAdamW). The objective of each
optimizer is to minimize the loss of a given neural network, typi-
cally done by stochastic gradient descent (SGD). All four optimizers
share SGD as the optimization basis.

FedAvg is used to control the communication efficiency of an FL
application as it allows training over multiple minibatches on a
client before communicating a model update. With federated SGD,
we would have to communicate after each minibatch [33]. However,
as soon as we encounter high change rates in gradients, as is often
the case when working with foundation models, we require adap-
tive control over the model learning rate [25]. FedAvgM introduces
(first-order) momentum regularization to reduce the impact of early
gradient and stabilize training. Yet, often, this is not enough, as
reducing the momentum too much slows down model convergence
towards the end of the training; subsequently increasing training
costs [25]. For this, Reddi et al. [36] introduced FedAdam among
other federated optimizers. Additionally to momentum, FedAdam
uses velocity (second-order momentum) to further regularize gradi-
ents. Even though FedAdam may provide faster model convergence,
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Figure 2: DL training step times across FLAN-T5 transformer models with varying minibatch sizes on the Samsum dataset
running on the NVIDIA A100 and Jetson AGX Orin platform. Detailed metrics are available in Appendix Section C.

similar to its centralized counterpart Adam, it is challenged by a
worse generalization over new data than SGD.

To tackle this challenge, we implement federated Adam with decou-
pled weight decay (FedAdamW) based on Loshchilov and Hutter
[30] (Algorithm 1). A theoretical analysis for decoupling weight
decay in adaptive optimization algorithms is provided by Jin et al.
[24]. The objective is to use weight decay as an additional optimiza-
tion technique to penalize large or vanishing gradients. To evaluate
the effectiveness of each optimization technique, we study the vali-
dation loss and the Rouge-1 score. In natural language processing
research, the Rouge-1 score evaluates unigram overlaps between a
model-generated output and a reference text. Generally, a Rouge-1
score of 50 is considered a strong result. It is a derivative of the
F1-Score known from classification tasks (as often encountered in
computer vision research) [28].

4 EXPERIMENTAL SETUP

Our hardware-centric study for FL on the edge focuses on evaluat-
ing state-of-the-art DL workloads on embedded devices. As such,
we focus on a state-of-the-art FM family.

Evaluation hardware. In our hardware-centered study, we fo-
cus on state-of-the-art deep learning accelerators for embedded
and data center computing. We employ a cloud VM with a single
NVIDIA A100 80 GB (SXM4) as a data center node (A100) to per-
form our local baseline experiments. Further, we use a dedicated
cluster consisting of ten NVIDIA Jetson AGX Orin 64 GB nodes
(Orin) as the only state-of-the-art embedded computing platform
that provides enough computational resources for training FMs.
The Orins are connected with a 1 Gbit synchronous network link
and are monitored with 2 Hz for their power metrics (Figure 3).
For our FL experiments, we use a GPU-accelerated VM co-located
with the Orins to handle the model aggregation and testing of the
global model. For all of our experiments, we do not limit hardware
capabilities.

DL models. For our experiments, we adopt the FLAN-T5 trans-
former model family [9] for conditional text generation. Even
though the FLAN-T5 models’ parameter sizes are small compared
to other state-of-the-art FMs, they often provide the best-in-class

Figure 3: Our NVIDIA Jetson AGX Orin 64GB Testbed. 10
devices with freely configurable network interconnect up to
10 Gbit. Active external cooling is a must at the given energy
density of 10 - 60W max. power draw.

performance [15]. We evaluate the computational training perfor-
mance of the FLAN-T5-Small model with 80M parameters or 308 MB
in size, the FLAN-T5-Base model with 250M parameters (990 MB),
the FLAN-T5-Large model with 783M parameters (3.1 GB), and the
FLAN-T5-XL model with 3B parameters (11.4 GB). For all models,
we use their corresponding pre-trained tokenizers. For each model,
we apply parameter-efficient fine-tuning (PEFT) in the form of Low-
Rank Adaptation (LoRA), which is used to reduce the number of
trainable parameters to < 1% of all model parameters [20]. We pa-
rameterize LoRA for the FLAN-T5 model family as follows: r = 16,
aj = 32, dropout = 0.05. We do not fine-tune the LoRA bias.
Dataset. All the FLAN-T5 models are fine-tuned on the Samsum
dataset with the objective of summarizing texts with a maximum
token length of 512 elements [16]. The maximum model output
length is 95 tokens, which can be translated into the summaries
of the respective inputs. For our FL experiments, we choose to
sample to the number of samples per client subset from a Dirichlet
distribution as it is frequently used in related work [27, 17, 7].

FL setup. We use a Dirichlet a; = 1 to randomly split the Samsum
dataset into 100 subsets that we distribute on the Orin compute
cluster. We train all FLAN-T5 models until they overfit the Samsum
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and find a strong correlation between the MFU and 7., which is useful to evaluate root causes for poor training speeds in

real-time.

dataset or have seen 60,000 samples. In each FL round, we let 10
physical clients participate, i.e., we have a participation rate of 10%.
For each round, we perform 2 local training steps on each client
before communicating with the server. The client-side optimizer
is SGD with a learning rate of 1.0 and no momentum in all experi-
ments. On the server side, we employ FedAvg, FedAvgM, FedAdam,
and FedAdamW. The exact hyperparameters for the server-side
optimizer can be drawn from Table 3 in Section B.

5 RESULTS

Our results are organized so that we first understand the computa-
tional limitations of what foundation model sizes can be deployed at
the edge. We analyze to what point scaling primitives, as we know
them from data center environments, hold true at the network edge.
We then study computational bottlenecks and show the limitations
of theoretical analysis. Next, we investigate the energy efficiency of
training with varying minibatch sizes and point out how energy ef-
ficiency can be used to estimate the most energy-efficient on-device
training configuration. We round off our systems analysis with a
communication cost estimation. Lastly, we study the importance of
decoupled weight decay when training state-of-the-art foundation
models and quantify the cost savings.

5.1 Computational & Energy Efficiency

When designing FL systems, we have to anticipate what type of
clients will be participating and how we can optimally use their
training performance to receive a trained model in a timely manner.
This is especially relevant for edge computing environments where
client hardware is significantly distinct from data center hardware
typically used to pre-train and prepare foundation models before
using them in a federated setting [49, 3].

Increasing the minibatch size on embedded devices does not
scale well. To understand local training performance in detail,
we measure the timing using a microbenchmark (Figure 2). We
find linearly growing opt.step() times for all models as we scale
the minibatch size on the Orins, while the step times on the A100
platform scale logarithmically with increasing batch size (Figure 2).
The same is true for the backward step.

The Orin platform is severely bottlenecked by memory band-
width compared to the A100. To develop an understanding of

what needs to be done to move from linear to logarithmically grow-
ing training times, we look at the MFU (Figure 4a). The MFU can
explain whether training exhibits a computational or memory bot-
tleneck on an FL client. Throughout all experiments, we find a
stagnating MFU for the Orins as we scale the minibatch size, while
on the A100 the MFU steadily grows. As such, on the embedded plat-
form, we reach the maximum theoretical computational efficiency
with a minibatch size of 64 for FLAN-T5 Small, 32 for FLAN-T5 Base,
and 8 for FLAN-T5 Large. Overall, a stagnating MFU as minibatch
sizes increase means that increased parallel computation potential
does not result in additional used FLOPs. This can only happen if we
encounter a memory bandwidth bottleneck. We see from Figure 2
that the Orin opt.step() function updating model weights and
biases is taking up a significant amount of time in comparison to
A100, which suggests that its performance is highly dependent on
memory bandwidth.

With our proposed energy efficiency metric 7., we enable real-
time monitoring of computational efficiency on the client-
level. We study n, and MFU of the NVIDIA A100 and Jetson AGX
Orin across the FLAN-T5 transformer family. For the FLAN-T5-
Small model, as we scale the batch size, we notice an increasing
e until a minibatch size of 8 (Figure 4b). Afterwards, 5, remains
constant, i.e., scaling the minibatch size further does not yield any
performance benefits. The A100, for the same set of experiments,
consistently scales with increasing minibatch size. The evaluation
of the MFU on the same set of experiments as for 77, unveils an
identical trend (Figure 4a). The correlation between the MFU and
ne originates from both metrics being tied to power draw via FLOPs
and Tokens per Second (TPS), respectively.

We reach the computational limits of state-of-the-art deep
learning accelerators much earlier than theoretical analysis
indicates. While the MFU suggests we should scale the minibatch
size on the Orins up to 128 samples, we find that the actual memory
bottlenecks appear at much smaller minibatch sizes already. When
evaluating the energy efficiency during training, we found that
we had already reached the highest efficiency on the Orins with a
smaller minibatch size of 8 for all models compared to the A100. As
such, we identified the practical computational limits of state-of-
the-art embedded devices for DL.
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Figure 5: We show the effectiveness of Federated AdamW by
training the FLAN-T5 Model family in a federated setup with
100 clients (10 clients per round). We report the validation
loss (left) and the Rouge-1 score (right) as performance in-
dicators. Note: The loss spikes for FLAN-T5 Large originate
from an increased sensitivity of LoORA adapters with a large
parameter count to non-IID data [3].

5.2 Model Performance

Equally important to the hardware performance side is evaluating
state-of-the-art FL optimizers on the algorithmic side, as this af-
fects the energy efficiency of the entire FL system as well. We find
adaptive optimization to be vital for FMs in FL applications.

Federating AdamW accelerates model convergence and saves
cost and time compared to other widely-used FL optimiz-
ers. We compare four commonly used FL optimizers to find out
about their training efficiency and convergence speed with state-
of-the-art foundation models (Figure 5). While the FLAN-T5 model
family exhibits a slow convergence speed with FedAvg that is ap-
proximately three orders of magnitude slower than FedAdam or
FedAdamW, we find notable training progress with the adaptive op-
timizers after 135, 150, and 340 rounds for FLAN-T5 Small, Base, and
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Table 1: Communication cost analysis when training the
FLAN-T5 model family in an FL system with FedAdamW
until the minimal loss is achieved. G > 1 suggests that a
model is well-suited for FL at scale. kWh denotes the power
consumption incurred during communication per FL round
based on the per-bit communication model.

FLAN-T5 Small FLAN-T5 Base FLAN-T5 Large
(845 FL rounds) (856 FL rounds) (2985 FL rounds)
Training Comm. Device G kWh G kWh G kWh
LTE Al.OO 0.01 0.81 0.00 2.60 0.0 8.22
Full Model Orin 0.03 0.01 0.0
1 Gbit A100 14.90 013 4.64 0.40 1.47 1.27
Orin 32.90 ) 10.23 . 3.24 :
A100 1.70 0.65 0.25
PEFT LTE Orin 3.70 o1 1.44 002 0.54 005
. A100 1690.90 664.29 244.74
1Gbit Orin 3727.30 <00 1464.29 <001 539.47 0.01

Large, respectively. Also, for FLAN-T5 Base and Large, the achiev-
able loss with FedAdamW is lower than with FedAdam before the
model starts to overfit the Samsum dataset. As such, applying the
state of the art for optimization in an FL application yields not only
time and cost benefits but also improves model quality at the same
time.

5.3 Communication Efficiency

As we have shown, the computational optimization potential on
state-of-the-art embedded hardware is limited. As such, it is key to
consider the cost of communication during FL training and study
how well a model can scale under limited communication.

PEFT significantly improves the scalability of FL systems,
regardless of whether bandwidth-limited wireless commu-
nication is involved. During our experiments, we find PEFT im-
proves G by up to 110x as compared to full model training (Table 1).
This originates from a compounding effect that is beneficial in
FL setups. Not only does PEFT reduce the demand for computa-
tional resources (esp. GPU memory), but by reducing the number
of trainable parameters to < 1% of the total parameter count, it
also reduces communication by > 99%. Due to the relatively higher
timeshare of computation compared to communication, this signifi-
cantly increases G, indicating better scalability of an FL application
regardless of the communication technology. At the same time and
as expected, full model fine-tuning is only viable in environments
that benefit from a high network bandwidth, often absent in FL.

6 RELATED WORK

We divide our related work section into two major streams of work.
One is foundation model training with FL, and the other is energy-
aware or energy-efficient FL.

Foundation model training with FL. With FATE-LLM, Fan et al.
[12] present an extension of the FATE FL framework to train foun-
dation models, specifically large language models, in a federated
setting. They introduce a broad range of foundation models and
parameter-efficient training techniques with a brief evaluation of
the communication benefits of parameter-efficient fine-tuning tech-
niques by means of trainable parameters. Similarly, FedML [17] sup-
ports the training of foundation models in FL systems by providing
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a wide range of models ready to use. At the same time, we see a wide
variety of parameter-efficient FL methods emerge that tackle data
heterogeneity and address resource limitations. SLoRA [3] presents
a method to tackle the challenge of non-IID data by calibrating the
LoRA parameterization in a warm-up phase over multiple rounds,
achieving stronger model performance than LoRA without cali-
bration. FwdLLM [44] enables backpropagation-free fine-tuning of
foundation models with a special focus on reducing the memory
footprint, enabling the training of models on resource-constrained
clients.

Energy-aware and energy-efficient FL. Energy-aware FL system
design has been discussed extensively, especially in the space of
edge computing applications [38, 51, 47, 45, 42]. The objective is
to reduce the communication cost to a minimum while not com-
promising model quality. Yet, most works neglect the full cost of
communication as it was introduced by the per-bit communication
model [23]. Yousefpour et al. [46] provide a holistic viewpoint on
energy consumption of a wide range of Fl system configurations.
Especially, asynchronous FL, which accelerates the training pro-
cess based on increased training parallelism, incurs a significantly
higher energy footprint than round-based FL.

To the best of our knowledge, there is no overlap between federated
foundation model training and energy-aware FL yet. Our paper
creates this link by evaluating state-of-the-art hardware for its
capabilities to serve FL workloads involving foundation models
and discusses what can be done to improve the overall energy
efficiency of an FL system. Our evaluation underpins the importance
of developing parameter-efficient training techniques for FL, not
only to mitigate data heterogeneity effects but also to reduce energy
consumption and improve computational efficiency.

7 DISCUSSION

With formal regulations for Al applications on the horizon, energy
monitoring and building energy-efficient FL systems will soon be-
come a necessity to comply with standards for modern Al systems
and subsequently build trust with end users. Therefore, it is key
to understand the benefits of FL when working with foundation
models (the good), the open challenges (the bad), and what indirect
effects FL has (the ugly).

The Good. By design, FL enables data parallel training of a shared
model across geo-distributed clients. A major benefit is the access
to a much broader range of data as compared to centralized learning
where training data is challenging to acquire. At the same time, the
privacy-preserving design of FL also supports building the trust of
end users in FL applications since clients must not share their raw
data. Overall, this helps improve the quality of foundation models
on downstream tasks and lower the data bias as we continuously
train over an evolving client basis.

The Bad. We do find state-of-the-art embedded devices for deep
learning applications to be bottlenecked, which limits the applica-
bility of optimization techniques that we know from deep learning
in high-performance computing environments, especially as in data
centers, the memory bandwidth of GPUs has increased significantly
(e.g., with the NVIDIA H100). However, as we show in the introduc-
tion, the trend of increasing memory bandwidth has also started
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for embedded devices. Nonetheless, we can develop targeted opti-
mizations for FL workloads on embedded devices such as the Orins
by profiling what GPU kernels are responsible for the on-client
memory bottleneck. Also, promising techniques such as 1.58-bit
training of foundation models are capable of reducing the need for
high memory bandwidth significantly [31]. Furthermore, recent
research has shown that LoRA is more sensitive towards a non-IID
data distribution, but adaptive methods for configuring LoRA are a
promising direction to mitigate this challenge [3].

The Ugly. We show in our study that even though we apply PEFT
for all FLAN-T5 models, the energy consumption incurred during
training and attributable to communication is still significant. To
put the energy consumption into perspective: Fine-tuning FLAN-T5
Large over the Samsum dataset is possible on a single GPU or even
on a single Orin, neglecting the benefit of broader data access, which
FL provides. With our configuration (Table 3), training on an A100
takes approximately 3.33 hours or 1.3 kWh of power, and on an Orin,
it takes approximately 8.33 hours or 0.5 kWh. As such, fine-tuning
FLAN-T5 Large consumes more energy for communicating model
updates than for the computations. This points out the need for
future research on even more communication-efficient FL. methods
than we currently have available. A promising step is gradient
projection based on probability-differentiated seeds [35].

8 CONCLUSIONS

In our work, we conduct an end-to-end study for FL workloads fo-
cusing on energy consumption involving three foundation models.
We point out the hardware limits of state-of-the-art embedded hard-
ware for deep learning and put the performance into perspective
with modern data center hardware to discover distinct performance
characteristics. We further introduce 7, the real-time metric to
evaluate computational bottlenecks, as a drop-in replacement for
MFU and show significant potential for on-client optimizations.
Additionally, we show the effectiveness of 7, as a proxy for MFU.

To understand the impact FL optimizers have on overall en-
ergy consumption, we study three widely used FL optimizers and
compare them with FedAdamW, which not only improves model
convergence speed but also achieves higher model quality. Based on
the FedAdamW experiments, we quantified the trade-off between
communication and computation in FL systems with granularity.

This underpins the relevance of parameter-efficient training
techniques to improve communication efficiency in FL systems and
render foundation model training practical. In the course of our
communication analysis, we also quantify the end-to-end energy
consumption for communication in our FL experiments, showing
that communication is orders of magnitude more energy-intensive
than computation for an FL application. Putting the current state
of FL research into context with emerging Al regulation, we find
significant benefits of FL over centralized learning when it comes
to data lineage and the potential for data bias mitigation but we
have to pick up on research for energy-efficient FL system designs.

To conclude, we demonstrate the feasibility of fine-tuning foun-
dation models in FL systems but we also hope to raise awareness
of the substantial challenges that need to be overcome to enable
foundation model training on a broad basis for systems suffering
from limited computational and network resources.
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APPENDIX

Our appendix is organized along the main paper structure. We
provide additional details for our methodology, experimental setup,
and experiment results.

Appendix A METHODOLOGY

Communication efficiency. We use to per-bit communication
model proposed by Jalali et al. [23] to estimate the total communi-
cation cost of our FL experiments. In the following, we provide a
detailed explanation of calculating the cost for an FL experiment
with the per-bit communication cost model.

Pt = E¢ + B = (nas * Eas + nLTEE * ELTEE + NLTEB - ELTEB + Ebng
+ne-Ee+nc-Ec+ng-Ey)-B.
®)
P; is the total power draw for a single transmission. E,s, E7TEE,
ELTEB, Epng, Ee, Ec, Eq denote the per-bit energy consumption of
edge one or more ethernet switches n,s, one or 0 client-side LTE
endpoint npTgg, one or 0 LTE base stations ny Tgp, the broadband
network gateway (BNG), one or more edge routers n,, one or more
core routers n., and one or more data center Ethernet switches
ng, respectively. We adopt the energy consumption of networking
devices as specified in Jalali et al. [23] and assume nas = 1, Npng =1,
ne = 3.nc = 4, and nq = 2. For calculation involving wireless
communication, we assume nyTgg = 1 and npTgg = 1, 0 otherwise.
B is the number of trainable model parameters multiplied by the
parameter precision (32 bits in our case).

. . . .. TPS
Table 2: Energy efficiency is measured in 3°.

FLAN-T5 Model ~ Minib. Size Device Avg. Power Draw (W) 7, TPS
Small 1 A100 75.8 2116 1603.62
AGX Orin  16.7 55.26 923.04
8 A100 103.17 121.63  12548.15
AGX Orin  28.1 200.75 5641.15
16 A100 120.96 215.03  26010.34
AGX Orin 358 198.32  7099.35
32 A100 171.15 258.52  44246.31
AGX Orin  38.84 196.53  7633.56
64 A100 212.53 304.82 64782.11
AGX Orin  38.82 203.57 7903.25
128 A100 247.72 327.2 81055.16
AGX Orin  41.08 195.73  8040.93
Base 1 A100 85.63 13.0 1113.37
AGX Orin  24.86 2523 627.45
8 A100 135.57 63.77 8645.35
AGX Orin  31.3 74.21 232281
16 A100 159.09 94.55 15041.23
AGX Orin  38.59 66.51  2566.63
32 A100 223.55 99.28 22194.39
AGX Orin  38.54 69.84 269145
64 A100 260.68 100.08  26088.77
AGX Orin  Out of memory
Large 1 A100 91.61 6.06 554.97
AGX Orin  26.1 11.24 293.38
8 A100 173.43 2424 420411
AGX Orin  41.46 20.36 844.18
16 A100 196.9 33.76 664737
AGX Orin  Out of memory
XL 1 A100 128.21 431 552.0

AGX Orin  Out of memory
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Appendix B EXPERIMENTAL SETUP

Evaluation hardware. We feel it is important to provide an esti-
mate for establishing a research cluster with NVIDIA Jetson Orin

64 GB devices. We purchased the devices in mid-2023 at a unit
price tag of roughly EUR 2,400, totaling EUR 24,000 just in compute.

Additionally, we equipped each Orin with a Samsung 980 Pro 1
TB NVMe SSD, which cost us a total of EUR 700. The necessary
networking infrastructure (FS S5860-48XMG-U + cables) with a
10 Gbit/s uplink for each device had a price tag of EUR 4,900. The
enclosure is custom-made from sheet metal and aluminum to fit a
standard 19-inch rack. The material for the case was around EUR
150 + 5 hours for assembly. In total, our embedded computing clus-
ter cost us just shy of EUR 30,000. We are happy to share CAD
designs and a full part list with anyone interested.

DL models. We use the pre-trained FLAN-T5 models provided
by Google via the HuggingFace hub. For each model, we ran a
hyperparameter search in a centralized experiment on a single
node. In our experiments, we chose the optimal hyperparameter
configuration as depicted in table 3. Our search space is as follows.
The learning rate was selected from a set of values [0.1, 0.001, 0.0006,
0.0005, 0.0003, 0.0001, 0.00001]. Similarly, we selected the weight
decay from the following set [0.1, 0.003, 0.001, 0.0009, 0.0001]. The
momentum and f; were selected from the set [0.85, 0.9, 0.95]. 2
was selected from the set [0.99, 0.995, 0.999, 0.9999].

Dataset. We randomly sample the Samsum dataset by using a
Dirichlet distribution (a = 1.0) for 100 clients in our experiments.
The number of samples per client is depicted in Figure 6.

FL setup In Table 3, we provide the full set of hyperparameters
used in our experiments. For our main paper, we limit the number
of samples each model sees to 60, 000. In addition, we performed
additional experiments to identify the point of overfitting for each
FL optimizer that would allow a model to converge. We chose to
validate the global model every 200 FL rounds.

Appendix C RESULTS

This appendix section contains additional results on the energy
efficiency measurements and micro-benchmark timings.

C.1 Energy efficiency

Energy efficiency is derived from the average power draw of each
device during our experiments. The experiments are fixed to 100
steps per epoch for each experiment. Table 2 contains details on
our energy efficiency calculations.

C.2 Model FLOP Utilization

MFU helps to identify computational or memory bottlenecks. Ta-
ble 5 depicts all details required to calculate the MFU.

C.3 Micro-benchmark

Table 4 describes the step timings in detail and provides a perspec-
tive on the speed differences between the data center and embedded
hardware.
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Results of the micro-benchmark of the FLAN-T5
transformer model family on the NVIDIA A100 and Jetson
AGX Orin platforms. The sequence length per batch item is

Table 4

Details on MFU calculation for the NVIDIA A100

Table 5

and Jetson AGX Orin platforms.

Arowaw jo InQ  ULIQ XOV
€60 L0095 200 L1°0 00 8Y°0 LZ0 001V I X
Arowaw Jo QO ULIQ XOV
€T 6L°82L9 200 20 00 290 7o 00TV, 91
8% 7058 100 260 00 29T 1€ ulQ XoV
L60 86°092F 200 810 00 670 620 001V 8
SLT 16'862 100 Lo 00 €0'T €ro Lo Xov
260 2729S 200 810 00 90 L20 001V T a8re
Arowaw jo InQ  ULQO XOV
921 62705292 100 61°0 590 0 00TV, ¥9
609 92°2692 100 60°T 61°¢ 18T urQ XoV
$LO 1zL2¥ee_ 100 o 8€°0 ¥20 001V 43
61°¢ 90652 100 LSO 69T €60 uiQ XovV
50 90°08€ST 200 600 L20 L10 001V, 91
9L1 67°6£€2 100 €0 $6°0 160 ulQ XovV
LV'0 8€°6088 100 60°0 €20 145" 001V, 8
280 80°T€9 100 10 a0 20 Lo Xov
90 1SPETT 100 80°0 €20 P10 001V 1 oseq
S1'8 969708 100 jfa 1232 9T Ut XOV
18°0 0'6¥028 200 900 9’0 820 001V, 821
ST¥ 80°266L 100 90 (444 8’1 U XoV
150 2EPP659 100 90°0 920 LT0 001V 9
S1T C20ETLL 100 €0 ITT 990 o XoV
LEO LT8THSY 100 900 810 210 001V, (43
ST'T SPeIIL 100 sT°0 £9°0 9¢°0 ulQ XV
1€°0 6L°TPLIT  T00 900 910 60°0 001V 91
€L0 $6°5995 100 0 o {44y urQ XoV
€€0 15061 100 900 910 600 001V 8
S50 15°L26 100 600 00 €0 sT0 uQ XovV
€0 L8'LGIT 100 900 00 91’0 600 001V T rews
ownp [0, SdL SurpeoTyojeg  premiog o) ssoT  daig1dQ  presvpeg o100 S YIRY 9PN SL-NV'T
N
v
n
Kiowpw jong  unQ Xov
re 0z1s 026 00215 0'8%0Z 0ve 00 0095 001V T X
Kiowauijo g uHQ XOV
S0t [t 09109182 0’4201 01z 00 0'82L9 001V 91
L6 0z1s 091 09182 0201 0ve 00 0658 XOV UHO
99 0z1s 0910918207201 0ve 00 0092% 001V 8
ve 0z1s 09T 09182 0201 0ve 00 0862 XOV UHO
60 021 09109182 07201 0ve 00 07295 001V T ofre
Kiowaw jong  unQO XOV
o€l 021 0'8Y02_ 0'89L 00 005292 001V 9
86 071 0'8K0Z  0'89L 00 02692 XOV UHO
v 02108702 0'89L 00 0'Levee 001V 43
76 021 08707  0'89L 00 01652 XOV WO
9L 02108702 0'89L 00 0°086ST 001V 91
58 021 08702 0'89L 00 0'6££2  XOV WO
vy 021 _0'8%02 __0'89L 00 0'5088 001V ]
53 071 0'8Y0Z  0'89L 00 07€9  XOV uto
90 021 0'8Y02_ 0'89L 00 0vELL 001V 1 aseq
€6 08 0%201 021§ 00 07608 XOV UtiO
¥4l 08 092010721 00 0°5b028 001V 821
76 08 0F201 021§ 00 00708 XOV WO
£01 08 07201 021§ 00 0P659 001V )
3 08 07201 02IS 00 0'€ILL XDV uHO
L 08 09201 0218 00 0'82bsh 001V 43
K] 08 09201 021§ 00 02I1L  XOV UHO
(44 08 09201 021§ 00 019L92 001V 91
59 08 0%201 021§ 00 06995 XOV O
0z 08 072010721 00 0TS0€ET 001V ]
T 08 07201 02IS 00 0°L26  XOV ulo
£0 08 0F201 021§ 00 0°LS9T 001V T PG
Q4N uaTbag PRy Bp  PPOUp s1afes  swrereq SdL M IS GIUIN  [PPO SI-NVTI




ACM Publishing License and Audio/Video Release

Title of the Work: Federated Fine-Tuning of LLMs on the Very Edge: The Good, the
Bad, the Ugly
Submission 1D:15600_10

Author/Presenter(s): Herbert Woisetschliger-Technical University of Munich;Alexander
Erben:Technical University of Munich;Shigiang Wang:IBM Research;Ruben Mayer:University
of Bayreuth;Hans-Arno Jacobsen:University of Toronto

Type of material:full paper

Publication and/or Conference Name: DEEM 24: Workshop on Data
Management for End-to-End Machine Learning Proceedings

1. Glossary
2. Grant of Rights

(a) Owner hereby grants to ACM an exclusive, worldwide, royalty-free, perpetual,
irrevocable, transferable and sublicenseable license to publish, reproduce and
distribute all or any part of the Work in any and all forms of media, now or hereafter
known, including in the above publication and in the ACM Digital Library, and to
authorize third parties to do the same.

(b) In connection with software and "Artistic Images and "Auxiliary Materials, Owner
grants ACM non-exclusive permission to publish, reproduce and distribute in any and
all forms of media, now or hereafter known, including in the above publication and in
the ACM Digital Library.

(c) In connection with any "Minor Revision", that is, a derivative work containing less
than twenty-five percent (25%) of new substantive material, Owner hereby grants to
ACM all rightsin the Minor Revision that Owner grants to ACM with respect to the
Work, and all terms of this Agreement shall apply to the Minor Revision.

(d) If your paper is withdrawn before it is published in the ACM Digital Library, the
rights revert back to the author(s).

A. Grant of Rights. | grant the rights and agree to the terms described above.

|| B. Declaration for Government Work. | am an employee of the national government

of my country/region and my Government claims rights to this work, or it is not
copyrightable (Government work is classified as Public Domain in U.S. only)

Are you a contractor of your National Government? ) Yes® No

Are any of the co-authors, employees or contractors of a National Government?
) Yes® No

3. Reserved Rights and Permitted Uses.



(a) All rights and permissions the author has not granted to ACM in Paragraph 2 are
reserved to the Owner, including without limitation the ownership of the copyright
of the Work and all other proprietary rights such as patent or trademark rights.

(b) Furthermore, notwithstanding the exclusive rights the Owner has granted to ACM
in Paragraph 2(a), Owner shall have the right to do the following:

(i) Reuse any portion of the Work, without fee, in any future works written or
edited by the Author, including books, lectures and presentations in any and all
media.

(ii) Create a "Major Revision" which is wholly owned by the author

(ii1) Post the Accepted Version of the Work on (1) the Author's home page, (2)
the Owner's institutional repository, (3) any repository legally mandated by an
agency funding the research on which the Work is based, and (4) any
non-commercial repository or aggregation that does not duplicate ACM tables
of contents, i.e., whose patterns of links do not substantially duplicate an
ACM-copyrighted volume or issue. Non-commercial repositories are here
understood as repositories owned by non-profit organizations that do not
charge a fee for accessing deposited articles and that do not sell advertising or
otherwise profit from serving articles.

(iv) Post an "Author-lzer" link enabling free downloads of the Version of Record
in the ACM Digital Library on (1) the Author's home page or (2) the Owner's
institutional repository;

(v) Prior to commencement of the ACM peer review process, post the version of
the Work as submitted to ACM ("Submitted Version" or any earlier versions) to
non-peer reviewed servers;

(vi) Make free distributions of the final published Version of Record internally to
the Owner's employees, if applicable;

(vii) Make free distributions of the published Version of Record for Classroom
and Personal Use;

(viii) Bundle the Work in any of Owner's software distributions; and

(ix) Use any Auxiliary Material independent from the Work.

When preparing your paper for submission using the ACM TeX templates, the rights
and permissions information and the bibliographic strip must appear on the lower left
hand portion of the first page.

The new ACM Consolidated TeX template Version 1.3 and above automatically creates
and positions these text blocks for you based on the code snippet which is
system-generated based on your rights management choice and this particular
conference. When creating your document, please make sure that you are only using
TAPS accepted packages. (If you would like to use a package not on the list, please
send suggestions to acmtexsupport@aptaracorp.com RE: TAPS LaTeX Package




evaluation.)

NOTE: For authors using the ACM Microsoft Word Master Article Template and
Publication Workflow, The ACM Publishing System (TAPS) will add the rights
statement to your papers for you. Please check with your conference contact for
information regarding submitting your source file(s) for processing.

Please put the following LaTeX commands in the preamble of your document -
i.e., before \begin{document}:

\copyrightyear{ 2024}

\acmY ear{ 2024}

\setcopyright{acmlicensed}\acmConference[ DEEM 24]{ Workshop on Data
Management for End-to-End Machine Learning} {June 9, 2024} { Santiago, AA,
Chile}

\acmBooktitle{ Workshop on Data Management for End-to-End Machine
Learning (DEEM 24), June 9, 2024, Santiago, AA, Chile}
\acmDOI1{10.1145/3650203.3663331}
\acmISBN{979-8-4007-0611-0/24/06}

NOTE: For authors using the ACM Microsoft Word Master Article Template and
Publication Workflow, The ACM Publishing System (TAPS) will add the rights
statement to your papers for you. Please check with your conference contact for
information regarding submitting your source file(s) for processing.

If you are using the ACM Interim Microsoft Word template, or still using or
older versions of the ACM SIGCHI template, you must copy and paste the
following text block into your document as per the instructions provided with
the templates you are using:

Permission to make digital or hard copies of all or part of this work for personal
or classroom use is granted without fee provided that copies are not made or
distributed for profit or commercial advantage and that copies bear this notice
and the full citation on the first page. Copyrights for components of this work
owned by others than the author(s) must be honored. Abstracting with credit is
permitted. To copy otherwise, or republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee. Request permissions
from Permissions@acm.org.

DEEM 24, June 9, 2024, Santiago, AA, Chile

© 2024 Copyright is held by the owner/author(s). Publication rights licensed to
ACM.

ACM 979-8-4007-0611-0/24/06...
https://doi.org/10.1145/3650203.3663331

NOTE: Make sure to include your article's DOI as part of the bibstrip data; DOIs will be
registered and become active shortly after publication in the ACM Digital Library.



Once you have your camera ready copy ready, please send your source files and PDF
to your event contact for processing.

4. ACM Citation and Digital Object Identifier.

(a) In connection with any use by the Owner of the Definitive Version, Owner shall
include the ACM citation and ACM Digital Object Identifier (DOI).

(b) I'n connection with any use by the Owner of the Submitted Version (if accepted) or
the Accepted Version or a Minor Revision, Owner shall use best efforts to display the
ACM citation, along with a statement substantially similar to the following:

"© [Owner] [Year]. Thisis the author's version of the work. It is posted here for
your personal use. Not for redistribution. The definitive version was published
in { Source Publication}, https://doi.org/10.1145/{ number}."

5. Livestreaming and Distribution

You are giving a presentation at the annual conference. This section of the rights form
gives you the opportunity to grant or deny ACM the ability to make this presentation
more widely seen, through (a) livestreaming of the presentation during the
conference and/or (b) distributing the presentation after the conference in the ACM
Digital Library, the "Conference Presentations" USB, and media outlets such as Vimeo
and YouTube. It also provides you the opportunity to grant or deny our use of the
presentation in promotional and marketing efforts after the conference.

Not all conference presentations are livestreamed; you will be notified in advance of
the possibility of your presentation being livestreamed.

The permissions granted and/or denied here apply to all presentations of this
material at the conference, including (but not limited to) the primary presentation and
any program-specific "fast forward" presentations.

ACM's policy on the use of third-party material applies to your presentation as well as
the documentation of your work; if you are using others' material in your
presentation, including audio, you must identify that material on the ACM rights form
and in the presentation where it is used, and secure permission to use the material
where necessary.

Livestreaming.

| grant permission to ACM to livestream my presentation during the conference (a
"livestream" is a synchronous distribution of the presentation to the public, separate
from the presentation distributed to conference registrants).

® Yes

' No

Post-Conference Distribution.
| grant permission to ACM to distribute the recording of my presentation after the



conference as listed above.
® Yes
) No

6. Auxiliary Material
Do you have any Auxiliary Materials? ) Yes® No

7. Third Party Materials

In the event that any materials used in my presentation or Auxiliary Materials contain
the work of third-party individuals or organizations (including copyrighted music or
movie excerpts or anything not owned by me), | understand that it is my
responsibility to secure any necessary permissions and/or licenses for print and/or
digital publication, and cite or attach them below.

'1;'?;1' We/l have not used third-party material.
./ We/l have used third-party materials and have necessary permissions.

8. Artistic Images

If your paper includes images that were created for any purpose other than this paper
and to which you or your employer claim copyright, you must complete Part 1V and be
sure to include a notice of copyright with each such image in the paper.

® We/l do not have any artistic images.

() We/l have any artistic images.

9. Representations, Warranties and Covenants

The undersigned hereby represents, warrants and covenants as follows:

(a) Owner is the sole owner or authorized agent of Owner(s) of the Work;

(b) The undersigned is authorized to enter into this Agreement and grant the
rights included in this license to ACM;

(c) The Work is original and does not infringe the rights of any third party; all
permissions for use of third-party materials consistent in scope and duration with
the rights granted to ACM have been obtained, copies of such permissions have
been provided to ACM, and the Work as submitted to ACM clearly and accurately
indicates the credit to the proprietors of any such third-party materials (including
any applicable copyright notice), or will be revised to indicate such credit;

(d) The Work has not been published except for informal postings on non-peer
reviewed servers, and Owner covenants to use best efforts to place ACM DOI
pointers on any such prior postings;

(e) The Auxiliary Materials, if any, contain no malicious code, virus, trojan horse or
other software routines or hardware components designed to permit unauthorized
access or to disable, erase or otherwise harm any computer systems or software;
and



(f) The Artistic Images, if any, are clearly and accurately noted as such (including
any applicable copyright notice) in the Submitted Version.

| agree to the Representations, Warranties and Covenants.

10. Enforcement.

At ACM's expense, ACM shall have the right (but not the obligation) to defend and
enforce the rights granted to ACM hereunder, including in connection with any
instances of plagiarism brought to the attention of ACM. Owner shall notify ACM in
writing as promptly as practicable upon becoming aware that any third party is
infringing upon the rights granted to ACM, and shall reasonably cooperate with ACM
inits defense or enforcement.

11. Governing L aw

This Agreement shall be governed by, and construed in accordance with, the laws of
the state of New York applicable to contracts entered into and to be fully performed
therein.

Funding Agents

1. Bavarian Ministry of Economic Affairs, Regional Development and Energy award
number(s):DIK0446/01

2. German Federal Ministry for Economic Affairs and Climate Action award
number(s):16KN085729

3. German Research Foundation award number(s):392214008

DATE: 05/02/2024 sent to herbert.woisetschlaeger@tum.de at 04:05:06






Appendix C

A Survey on Efficient Federated Learning Methods for

Foundation Model Training

Printed with the permission of

Herbert Woisetschlager, Alexander Erben, Shiqiang Wang, Ruben Mayer, and Hans-
Arno Jacobsen. “A survey on efficient federated learning methods for foundation model
training.” In: Proceedings of the Thirty-Third International Joint Conference on Artificial
Intelligence. IJCAI °24. Jeju, Korea, 2024, pp. 8317-8325. 1sBN: 978-1-956792-04-1. DOT:
10.24963/ijcai.2024/919. URL: https://doi.org/10.24963/ijcai.2024/919

97


https://doi.org/10.24963/ijcai.2024/919
https://doi.org/10.24963/ijcai.2024/919

Proceedings of the Thirty-Third International Joint Conference on Artificial Intelligence (IJCAI-24)
Survey Track

A Survey on Efficient Federated Learning Methods for Foundation Model
Training

Herbert Woisetschliiger' , Alexander Erben', Shigiang Wang?,
Ruben Mayer? and Hans-Arno Jacobsen®
ITechnical University of Munich
2IBM Research
3University of Bayreuth
4University of Toronto
{herbert.woisetschlaeger, alex.erben } @tum.de, wangshiq@us.ibm.com, ruben.mayer @uni-bayreuth.de,
jacobsen @eecg.toronto.edu

Abstract

Federated Learning (FL) has become an established
technique to facilitate privacy-preserving collabo-
rative training across a multitude of clients. How-
ever, new approaches to FL often discuss their
contributions involving small deep-learning models
only and focus on training full models on clients. In
the wake of Foundation Models (FM), the reality is
different for many deep learning applications. Typ-
ically, FMs have already been pre-trained across a
wide variety of tasks and can be fine-tuned to spe-
cific downstream tasks over significantly smaller
datasets than required for full model training. How-
ever, access to such datasets is often challenging.
By its design, FL can help to open data silos. With
this survey, we introduce a novel taxonomy fo-
cused on computational and communication effi-
ciency, the vital elements to make use of FMs in
FL systems. We discuss the benefits and draw-
backs of parameter-efficient fine-tuning (PEFT) for
FL applications, elaborate on the readiness of FL
frameworks to work with FMs and provide future
research opportunities on how to evaluate genera-
tive models in FL as well as the interplay of privacy
and PEFT.

1 Introduction

Foundation Models (FMs) [Bommasani et al., 2021] have
conquered the deep learning world with unprecedented speed,
enabling generative artificial intelligence for a broad audi-
ence. As FMs have been pre-trained on an extensive data ba-
sis and can be used in multi-modal applications, they perform
well over a wide range of tasks. To specialize these mod-
els on a downstream task, we use fine-tuning that can either
be done over the full model or with parameter-efficient fine-
tuning techniques (PEFT) [Hu et al., 2021; Lester et al., 2021;
Zaken et al., 2021]. A major advantage is that fine-tuning re-
quires orders of magnitude smaller datasets than pre-training
but benefits from access to a variety of samples pertaining to
a task.
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Access to a breadth of data has always been challenging
in deep learning, as data owners are typically reluctant to
share their data with service providers. To tackle the data
access challenge, McMahan et al. [2017] introduced Feder-
ated Learning (FL). FL enables privacy-preserving machine
learning over decentralized data without the necessity of shar-
ing input data and does not require high bandwidth client con-
nections. Rather, a set of clients collectively train a model and
send their local model updates to a server that subsequently
aggregates the updates to a global model. In FL applications
that involve small models with less than 1 million parame-
ters, we may spend as much time on communication as we
spend on computation [Yousefpour er al., 2023]. However, it
is desirable to design systems in such a way that computation
takes up the majority of time. Luckily, the larger the models
become, the time spent on training is larger than on commu-
nication [Ryabinin et al., 2023; Woisetschliger et al., 2023;
Beutel et al., 2020]. As such, scaling the model size in FL
systems can be desirable, and this introduces beneficial prop-
erties that can aid us in training large models with several
100 million parameters and beyond. These properties ren-
der FL the perfect choice for fine-tuning FMs for downstream
tasks. FL can provide access to a significantly larger and more
diverse data basis while benefiting from the increased time
spent on the computation of FMs over small models. Yet, the
costs of transmitting model updates remain significant even
with the increased computational load of FMs [Yousefpour er
al., 2023], making it a priority to jointly optimize the training
and communication efficiency.

Our survey is the first to study advances in computational
and communication-efficient methods for FM training in FL
applications. Our work contains three distinct contributions:

* A novel taxonomy on FL methods for FM training
focused on the core challenges in computation and
communication. We discover a gap between FL meth-
ods to increase computational efficiency and techniques
to improve communication efficiency. While we see
research on computational efficiency for FM training
and fine-tuning in FL applications, communication effi-
ciency methods are predominantly tailored to full-model
training. Our taxonomy aims to identify synergies be-
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tween FL methods for FMs and efficient communication
methods.

* Holistic evaluation of existing FL. computational ef-
ficiency methods for FMs and communication effi-
ciency techniques. We study how existing techniques
can help drive the adoption of FMs in FL applications
and what needs to be done to render FL frameworks
ready for large models.

* We thoroughly discuss future research directions. We
highlight future directions for research on computational
and communication efficiency as these domains grow
closer together. Also, we show what is necessary to
make FMs in FL applications a reality, especially with
regard to generative tasks and privacy considerations.

Topic Efficiency Lever  Efficiency Method
Full Model (Pre-)Training

Parameter-Efficient Fine Tuning

Computational
Efficiency Prompt Tuning

Instruction Tuning

Efficient FL
Systems for

Foundation Models Model Pruning

Communication Full Model Compression

Efficiency Quantization
Sparsification

Gradient Projection

Figure 1: Our Taxonomy. Foundation Models, in conjunction with
Federated Learning, require efficient computational and communi-
cation methods.

2 Taxonomy

Our taxonomy introduces a novel perspective focused on the
current developments in the field of efficient computational
and communication methods for FL applications intended for
training and fine-tuning FMs. While communication effi-
ciency has been studied extensively in FL, computational ad-
vancements in conjunction with large models are currently
emerging. Our taxonomy is visualized in Figure 1.

2.1 Basics of Federated Learning

To understand the relevancy of our taxonomy, it is key to
briefly introduce the fundamentals of FL and the notations
of this paper.

Usually coordinated by a server, the overall goal of FL is to
collaboratively and iteratively train a DL model across a set
of clients NV and minimize the global loss, where f denotes
an objective function with parameters w,

|V

min f(w) == 7 3 fulw). )
n=1

With this, we create a model that generalizes across all
clients n € N. Specifically, at the beginning, we commonly
initialize the model weights across clients. Then, clients train
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the model on their local data and return the updated model pa-
rameters to the server. At the same time, each client updates
its local parameters with fixed minibatch size m over one or
more epochs by applying gradient descent steps VI(wi'; m)
to the model,

wpyy = w, — nVi(w;m), ¥n € N. )

Subsequently, only the model parameters wy, ; are com-
municated back to the server.

2.2 Taxonomy Explanation

Our taxonomy is centered on two major challenges in FL: the
computational and communication efficiency levers. While
these challenges have been studied in FL extensively in the
past [Zhang er al., 2021], existing approaches predominantly
focus on small models with < 10M parameters. With the
emergence of FMs as the backbone for multi-modal applica-
tions, we need to combine computational and communication
efficiency in FL as these FMs typically come with > 1 billion
parameters [Zhang et al., 2023al; a growth factor of 100x
This introduces additional computational load for FL clients,
while their resources are often scarce already [Beutel et al.,
2020]. At the same time, communication loads are also grow-
ing since many parameters need to be transmitted.

Computational Efficiency. We discuss computational effi-
ciency levers along four major categories. Full model training
is used to train large transformer models from the very begin-
ning (Section 3.1). Parameter-efficient fine-tuning techniques
can be utilized to improve a pre-trained FM for a specific
downstream task (Section 3.2). Prompt tuning enables per-
formance improvements of an FM without training the model
itself but by designing textual prompts that we prepend to an
input (Section 3.3). Instruction tuning enables fine-grained
control over the model training process and allows for a high
degree of model specialization for certain downstream tasks
(Section 3.4).

Communication Efficiency. While computationally effi-
cient methods for FM training in FL applications can already
reduce the number of parameters to communicate, there is
still a significant amount of data to be communicated be-
tween clients and servers. For instance, parameter-efficient
fine-tuning methods only require 1-2% of parameters to be
trainable. This still amounts to up to 14M parameters when
working with Alpaca-7B [Zhang er al., 2023al, larger than
the majority of models (with < 1M trainable parameters)
currently being discussed in FL research [He et al., 2020;
Beutel et al., 2020].

We discuss communication efficiency methods along two
major categories. (I) Model pruning is a method to commu-
nicate parts of a model between clients and the server, which
resemble the most important parameters for a client (Sec-
tion 4.1). (II) Full model compression is divided into three
sub-categories: First, quantization is a method to decrease the
numeric precision of model parameters. Second, sparsifica-
tion is used as a way to zero out less important model param-
eters. Third, gradient projection transforms high dimensional
parameter matrices in client updates into scalar vectors for
communication (Section 4.2).
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Training Underlying FL Max. Model ~ Trainable Comms Savings Domain
Paper Regime Aggregation Strategy Params Parameters compared to FMT CV NLP Audio
Centralized Learning ‘ FMT, PEFT, PT, IT - > 7B ‘ - - ‘ v’ v’ v’
FedBERT [Tian er al., 2022] FMT Weighted Average 117M 110M 0% v’
FedCLIP [Lu et al., 2023] PEFT Weighted Average 85M 530K >99% | v
FedPEFT [Sun et al., 2023] PEFT Weighted Average 85M 230K >99% | v
FedPETuning [Zhang et al., 2023b] | PEFT Weighted Average 125M 1.25M 99% v’
SLoRA [Babakniya et al., 2023] PEFT Weighted Average 67TM 140K > 99% v’
FedDPA [Yang et al., 2024] PEFT Weighted Average 7B N/A > 99% v’
FedPrompt [Zhao et al., 2022] PT Weighted Average 223M - > 99% N
FedIT [Zhang et al., 2023a] 1T Weighted Average 7B - > 99% v’

Table 1: Computational Efficiency Methods for FL Systems and FM. FMs are generally multi-modal and provide a strong performance across
a variety of domains that are well explored in centralized learning but not in FL [Dosovitskiy ef al., 2020; OpenAl, 2023; Yang et al., 2023].

3 Computational Efficiency

This section discusses recent methods to train FMs with FL
methods. We distinguish between full model training (FMT),
as it has been studied frequently in the FL domain, PEFT,
prompt tuning (PT), and instruction tuning (IT). Table 1 sum-
marizes existing computational efficiency methods for FM
training.

3.1 Full Model Training

Generally, full model training is referred to when training all
parameters of a neural network. In this approach, we locally
train a model on all clients with the objective of minimizing
the loss I.

The BERT model is one of the first models to use the
transformer layer architecture — the building blocks of FMs —
to achieve state-of-the-art performance at the time of its re-
lease. Tian et al. [2022] discuss federated pre-training of
BERT-family models with up to 117M parameters by apply-
ing masked language modeling (MLM). In MLM, the loss
is defined over the sum of probabilities P of predicted to-
kens & over the representation function of a masked sentence

9(31)-
l(wh,m)=— Y logP | & g<M:Ez)> ,Vn€eN.
3)

TEM(x)

In FL applications, supervised learning can be challeng-
ing as we cannot ensure a proper data labeling process for
supervised learning because we usually cannot access client
data. Here, MLM can be beneficial since it is a self-
supervised learning technique that masks parts of a sentence.
Those masked parts will be used as the prediction target
to automatically create an input and target sample. Fed-
erated pre-training provides a net benefit over training on
local datasets [Ding et al., 2023; Babakniya et al., 2023;
He et al., 2020]. However, the perplexity, an indicator
for quality in large models, yields four orders of magni-
tude worse results for large models (e.g., GPT-2) trained
in a federated fashion than centralized training, which is
a stark indicator of low model quality [Tian et al., 2022;
Radford et al., 2019]. Nonetheless, for use cases involving
sensitive data and strict privacy regulation, full model pre-
training allows the creation of foundation models based on
federated data.

While FL pre-training has shown some promise, it is brit-
tle and has shown to be worse at model sizes above 100M
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parameters [Tian ef al., 2022]. the applicability of model
pre-training is currently limited due to the significantly lower
model quality than in centralized training.

3.2 Parameter Efficient Fine-Tuning

Generally, PEFT is used to improve the performance of large
models already trained on a large data corpus further and pro-
vide good performance across various tasks. This is espe-
cially effective since the data required for fine-tuning is or-
ders of magnitude smaller than for pre-training. When ap-
plying PEFT, additional fully connected layers are inserted
into the pre-trained model between the transformer blocks.
While the original model weights are frozen, only the newly
added layers are trained, typically resulting in > 98% less
communication [Hu et al., 2021]. This renders PEFT tech-
niques well-suited for FL applications since they address
computation and communication alike. However, Babakniya
et al. [2023] show in their study that PEFT is more sensitive
towards non-IID data than FMT, but this sensitivity can be
mitigated. PEFT can be applied in FL applications as fol-
lows.

Sparse fine-tuning of pre-trained model parameters. As
communication is a key concern in FL, reducing the num-
ber of parameters to communicate between client and server
has become a priority. One of the most used approaches to
achieve this is BitFit [Zaken er al., 2021]. The technique
freezes almost all model parameters w; and only trains the
bias term b and the final classification layer wi"®! over the
input features a;, where the next-layer input features a;+1 =
at - wy + b. With this technique, it is only required to commu-
nicate b and w!™. The communication load is reduced by
> 99%, i.e., instead of communicating 100 million parame-
ters, only 100 thousand parameters are sent over the network.

Sun et al. [2023] propose FedPEFT, a framework for fed-
erated transformer fine-tuning that freezes the model weights
to retain upstream knowledge within the model and adjust
the systematic error for the downstream task. Their experi-
mental results on vision transformers (ViT-B with 85M pa-
rameters) show on-par performance compared to full model
fine-tuning on non-IID data, all the while reducing communi-
cation by 99.8%.

Adapter-based fine-tuning of additionally added parame-
ters. When aiming to maintain a pre-trained model while
introducing task-specific knowledge, adapter-based fine-
tuning techniques provide strong performance and on-par ef-
ficiency compared to sparse fine-tuning techniques [Houlsby
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et al., 2019]. Here are two adapter layers introduced in each
transformer block of a foundation model. The adapter layer

ag, is calculated based on a downstream projection wown

of input feature af into a lower-dimensional space w{°"" €
R followed by an upstream projection w;” € R"*%, re-
sulting in

agyy = wi® - h(wi™™ - af). @)

With this, we can fine-tune an FM over much fewer di-
mensions than when fully fine-tuning a model. This saves
both computational resources and communication costs in the
same range as FedPEFT.

An improvement with regard to computational and com-
munication efficiency over additional adapters is low-rank
adapters (LoRA) [Hu et al., 2021]. The technique uses a
lower dimensional representation A € R"™ %, where u is
the dimension of the next layer after the LoRA adapter and
B € R¥*", where d is the dimension of the previous LoRA
adapter. The weight updates are calculated with w1 =
wy + Aw = w; + BA. r < min(d,u) casts the weight
update matrices into a much lower dimensionality than in the
original transformer module without the necessity of adding
additional adapters, i.e., LORA builds an adapter for existing
parameters. However, as A is initialized randomly to a Gaus-
sian distribution and B as a zero matrix, this works well for
centralized settings with IID data [Hu et al., 2021]. For FL
settings, this initialization method bears the risk of slowing
down the fine-tuning process over non-IID data.

FedCLIP [Lu et al., 2023] introduces a PEFT method with
an adjusted FedAvg-based adapter aggregation technique.
Their approach yields significant performance improvements
over vanilla FedAvg and FedProx.

Zhang et al. [2023b] provide a systematic benchmark study
on adapter-based fine-tuning methods in privacy-preserving
FL systems. Their results show that fine-tuning with addi-
tional adapters and LoRA both yield the same benchmark
results regarding model accuracy. However, LoRA requires
66% less communication than additional adapters.

However, both FedCLIP and FedPETuning yield a worse
accuracy than full fine-tuning. SLoRA [Babakniya et al.,
2023] and FedDPA [Yang et al., 2024] are LoRA-based tech-
niques to fine-tune models in non-IID FL settings. Their ap-
proach parameterizes the weight update based on 7,

i
r

As 3 depends on 7, scaling the ratio helps control the
weight update impact of a single client. Subsequently, this
can be used to control inconsistent training updates caused
by non-IID data. To practically achieve this, Babakniya et
al. [2023] make use of a two-stage process: First, they used
singular vector decomposition on A and B to obtain a com-
mon initialization point for LoRA across all clients in an FL
system. Second, the training is facilitated with the commonly
initialized low-rank representations. Their approach achieves
on-par performance with full model fine-tuning. However,
they require a warmup time of approximately 100 FL rounds
for stage 1, which can be very expensive in FL settings as
clients are often unavailable consecutively for such a large
number of FL rounds [McMahan et al., 2017].

BA. 5)

Wiyl = Wy +
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3.3 Prompt Tuning

Prompt tuning is another efficient method for tuning pre-
trained models to a downstream task. Here, we use bi-
nary sentiments subsequent to masked-language-modeling to
achieve high-quality results [Lester et al., 2021]. As such,
the model remains entirely frozen, and we only tweak the
prompts (a very small number of tokens) that are being
prepended to each embedded input query to improve the out-
put quality. In contrast to fine-tuning, this method does not
interfere with the model architecture or parameters. Lester et
al. [2021] show that the effects of prompt tuning on model
performance in centralized settings become better with larger
models, i.e., for large FMs, prompt tuning bears significant
potential.

Specifically, in FL settings, for each client n the likelihood
P for a desired output Z is calculated over prepending train-
able embedded prompts x), to each embedded input x. In the
interactive training process, the prompt is optimized in such a
way that it optimally resembles the local objective of a client,

max (P, (&|[zp; x])), Yn € N. (6)

Zhao et al. [2022] introduce FedPrompt, a method to ef-
ficiently communicate federally generated prompts only and
aggregate them such that the global model performance of a
pre-trained model improves for a downstream task. Their ex-
perimental evaluation shows a general sensitivity of prompt
tuning towards data heterogeneity as the model performance
degrades by 5 — 10% for the 100M parameter BERT model
compared to a centrally trained baseline. However, with
RoBERTa Base (124M parameters), the sensitivity dimin-
ishes, and the FL results are on par with centralized training.
The larger TS Base model (223M parameters) follows this
trend, showing that prompt tuning becomes more effective
with larger model sizes [Lester er al., 2021].

3.4 Instruction Tuning

Some applications work with highly sensitive and protected
data or require a very high model performance. The previ-
ously mentioned fine-tuning techniques may not yield suffi-
cient results in these cases.

This is where instruction tuning comes into play as a tech-
nique that uses high-quality data. For instance, GPT-2 [Rad-
ford et al., 2019] uses Reinforcement Learning with Human
Feedback (RLHF). RLHF is a multi-stage process where an
FM is initially trained on supervised data. In the second step
- reward model training - the FM generates outputs over a
given prompt, which a user then ranks based on their prefer-
ence. With this, the model learns human preferences. In the
third step - proximal policy optimization - the model trains
self-supervised for a maximum reward [Zheng et al., 2023].

With FedIT, Zhang et al. [2023a] study instruction tuning
on LLaMA-7B in an FL application over heterogeneous client
tasks, e.g., learning brainstorming and text summarization on
different clients in a single system at the same time. Their
results show that the additional context on a downstream task
generated with federated instruction tuning provides net ben-
efits over central training only, even in heterogeneous set-
tings. However, these results were only produced over a sin-
gle dataset, Dollybricks-15k.
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3.5 Discussion

As more open-source FMs become available for unrestricted
use (e.g., Alpaca [Taori er al., 2023], Falcon [Penedo et al.,
2023]), it is unlikely that full model training will be a com-
mon use case since training an FM from scratch is very chal-
lenging, even in a centralized setting.

Therefore, we see a priority in improving upon PEFT for
downstream tasks, for instance, by introducing new and en-
hancing existing algorithms to remove the currently required
warm-up times to improve the performance of LoRA in non-
IID data environments. Computer Vision (CV) applications
may benefit from exploring prompt tuning for vision trans-
formers [Jia et al., 2022]. Also, we find significant challenges
for instruction tuning as data quality is a general issue in FL
[Longpre ef al., 2023], and access to human preferences, as
it is required for RLHF, is hardly available in a real-world
federated setting without incentive schemes.

Furthermore, PEFT also positively affects communication
efficiency by significantly reducing the number of trainable
(and thus communicable) parameters. As such, we now see
computational and communication efficiency growing closer
for FL and FMs, but not to a sufficient degree. As such, there
is still a stark need to develop new approaches to use PEFT
to improve computational and communication efficiency.

4 Communication Efficiency

With FMs, models have exponentially grown from a few mil-
lion to several billion parameters to be able to serve multi-
modal tasks [Bommasani et al., 2021]. For FL, this specif-
ically means that the communication load between clients
and servers has grown significantly, even though with PEFT,
there is not necessarily the need to communicate an entire
model. However, when fine-tuning a billion-parameter FM
with adapter-based methods, we still need to facilitate com-
munication for millions of parameters. For cross-device sce-
narios involving more than 1,000 clients per training round,
the data traffic can quickly overstrain a server’s network ca-
pacity and potentially incur significant communication costs
for data transfer from the edge to a cloud [Xu er al., 2023;
Erben et al., 2023]. Therefore, efficient communication and
training design is vital for future FL systems. We distin-
guish two major efficiency methods: model pruning and full
model compression. A detailed overview of studies on effi-
cient communication in FL is provided in Table 2.

4.1 Model Pruning

The objective of model pruning (MP) is to retain and commu-
nicate only parts of a DL model that are relevant to a certain
task. The reduction of parameters with this technique reduces
the communication effort [Zhu and Gupta, 2017]. However,
the success of pruning highly depends on the underlying data.
Pruning client models without coordination may deny conver-
gence with heterogeneous non-IID data in FL systems. Jiang
et al. [2022] introduce PruneFL, a two-stage procedure to re-
alize model pruning in FL systems. The first stage is carried
out on a powerful client to find a common initialization for
the model and generate the importance-based pruning mask.
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This mask is then iteratively refined over multiple FL train-
ing rounds under the consideration of all clients. The exper-
imental results with PruneFL show two remarkable results:
(I) The models have a shorter time to accuracy over the same
task with PruneFL than with FedAvg, which is attributable
to the higher degree of model specialization. (II) Since the
model size is reduced, one would expect additional effects
on faster computation, but there is limited hardware support
for sparse matrix multiplications in training as they are re-
quired in PruneFL. Therefore, PruneFL has no computational
benefits to this point. However, this may change with new
hardware, such as sparse Tensor cores that support PruneFL’s
dynamic pruning approach [Zhu er al., 2019]. With FedTiny,
Huang et al. [2022] present an approach that works identi-
cally to PruneFL, except for them swapping the common ini-
tialization procedure with using batch normalization values
of clients to choose a common initialization. Furthermore,
FjORD [Horvith et al., 2021] and HeteroFL [Diao et al.,
2020] provide similar approaches to pruning.

Isik et al. [2022] choose a similar approach for pruning
models based on the lottery ticket hypothesis, first introduced
to FL by Li et al. [2020]. Instead of commonly initializing
a pruned model for an FL system, they initialize a random
binary mask based on a shared seed on each client. This
reduces computational efforts in the ramp-up phase. After
an FL training round, each client communicates their binary
mask to the server, which creates a global model based on
the weighted average of those binary masks. With this, an
approximate weight estimate replaces the parameters on the
global model. From client to server, FedPM achieves signif-
icant communication efficiencies. However, the full model
still has to be communicated from the server to the clients,
lowering the net benefit.

Model pruning has also been discussed extensively for FM
fine-tuning outside of FL [Lagunas et al., 2021; Sanh er al.,
2020]. As existing pruning approaches have shown strong
benefits to delivering on-par model performance compared
to fine-tuning the full model, this is a promising direction to
combine federated PEFT with highly efficient pruning tech-
niques to further enhance communication. Along with prun-
ing, sparse tensor hardware can lower computational loads.

4.2 Full Model Compression

Model pruning is prone to omit segments of a DL model that
may become relevant at a later stage. This originates from
domain shifts [Peng et al., 2020] and might require preserv-
ing the full model with all its parameters. For this, three
frequently discussed techniques for full model compression
in FL systems are Quantization, Sparsification, and Gradient
Projection.

Quantization (Q). The first work towards dynamic quanti-
zation is FedPAQ [Reisizadeh et al., 2020], which combines
FedAvg with strong quantization guarantees, where () repre-
sents the quantization term for a local model update,

IN|
1 )
W1 = Wg + W E Q(wthrl — wy). (N
n=1
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Enhancement Underlying FL Max. Model Communication Domain
Algorithm Method(s) Aggregation Strategy ~ Parameters ~ Savings vs. FedAvg CV  NLP  Audio
Centralized Learning | MP,Q,S,GP | - | > 7B -l v Vv v’
FedKSeed [Qin er al., 2023] GP Weighted Average 3B > 99% v’
FedOBD [Chen et al., 2023] Q Weighted Average 17M 89% | v VvV
PruneFL [Jiang et al., 2022] MP Weighted Average 132M 80% | v
FedPM [Isik et al., 2022] MP Weighted Average 12M 98% | v~
FedTiny [Huang et al., 2022] MP Weighted Average 132M 97% | v
SoteriaFL [Li et al., 2022] S FedSGD 0.05M N/A | v
FjORD [Horvith et al., 2021] MP Weighted Average 11M 8% | vV
FedPAQ [Reisizadeh et al., 2020] | Q FedSGD 02M 90% | v
HeteroFL [Diao et al., 2020] MP Weighted Average 11M 98% | v
LotteryFL [Li et al., 2020] MP Weighted Average 138M 50% | v

Table 2: Communication-efficient FL. methods. Their centralized learning pendants are often tied to specific domains: CV [Habib et al.,

2023], NLP [He et al., 2021], and Audio [Perez et al., 2020].

While DL models often operate on full precision (32-bit),
this high degree of detail is not necessarily required [Zhou
et al., 2018]. FedPAQ leverages this to reduce the commu-
nication intensity of FL applications. () calculates the opti-
mal float precision of a model update to preserve all required
information: Q(w) = ||w|| - sign(w) - £(w, s), as proposed
in QSGD by Alistarh et al. [2017]. £ formulates a stochastic
process to dynamically tune s, the level of precision. FedPAQ
has a significantly lower time to accuracy than QSGD, which
is attributable to dynamizing s. However, it must be noted
that dynamic quantization only yields benefits for commu-
nication. Depending on the infrastructure, the model updates
have to be cast back to full precision, creating additional com-
putational overhead on the client and server. Also, the method
has been only tested with small models (< 100K parameters).

FedOBD [Chen et al., 2023] quantizes models with trans-
former block dropout, i.e., the random removal of entire
model blocks. The dropout mechanism is carried out during
training by each client and returns only the top-k most impor-
tant model blocks to communicate. Additionally, FedOBD
includes the ideas discussed in Alistarh et al. [2017] and Rei-
sizadeh et al. [2020] but proposes an optimization problem
out of the stochastic quantization where the trade-off origi-
nates from entropy and update size. The communication re-
quired for FL with a 17M parameter transformer model shows
FedOBD to cut communication cost by 2x vs. FedPAQ and
by 8x compared to vanilla FedAvg [Chen er al., 2023].

Sparsification (S). While model pruning and sparsification
technically have the same objective, pruned models do not
necessarily resemble sparse models. A model is sparse once
more than 50% of weights are set to 0 [Frankle and Carbin,
2019]. However, pruning can also change the model archi-
tecture, i.e., not return the full model. Since it lends its
idea from [Frankle and Carbin, 2019], FedPM [Isik et al.,
2022] (see Section 4.1) can be considered as a model spar-
sification technique but does not necessarily lead to sparse
networks and may return partial networks. SoteriaFL [Li et
al., 2022] guarantees sparse networks while maintaining dif-
ferential privacy. Equation 7 is amended in such a way that
Q(wj, —wy) is replaced by C'(w} ; +N (0, 0*Z)) with C're-
sembling a sparse client update through shifted compression
that has proven to improve convergence of DL models in FL
settings compared to direct compression [Mitra et al., 2021;
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Mishchenko et al., 2019]. Overall, SoteriaFL mitigates the
trade-off between model utility and compression, i.e., the dif-
ferentially private models converge faster in stricter compres-
sion regimes than previously existing non-compressed differ-
entially private approaches.

Gradient projection (GP). Qin er al. [2023] introduce
FedKSeed tailored to efficiently train FMs in FL applications.
They do so by using seeds in the form of scalar vectors to cre-
ate gradient projections. As only the scalar vectors have to be
transmitted, the total amount of communication is reduced by
> 99% compared to applications that would send the original
multi-dimensional gradients. This is the first technique that
enables communication efficient FL applications with FMs,
regardless of the training regime (pre-training or fine-tuning).

4.3 Discussion

To date, advancements in communication-efficient methods
for FL systems have predominantly focused on training small,
full models. The communication paradigm shifts with the
emergence of FMs in FL applications. With fine-tuning tasks,
we only need to train a small fraction of model parameters,
and thus, only trainable parameters have to be communi-
cated. However, each trainable parameter usually contains
a high degree of information for a downstream task. As such,
the effectiveness of model pruning techniques is unclear as
they would cut away fine-tuned parameters. An unexplored
space in FL research is the pruning of FMs with subsequent
fine-tuning for downstream tasks. Pruning FMs can lead to
smaller transformer layers and, consequently, smaller PEFT
layers with fewer parameters. In turn, this could positively
affect computational and communication efficiency. Full-
model compression techniques do not alter the model struc-
ture but rather reduce the parameter precision. Thus, these
techniques can be used with FL applications and FMs in order
to further reduce the size of the communicated updates. Fur-
thermore, Qin et al. [2023] have shown that gradient projec-
tion is a promising direction to compress model updates with-
out sacrificing significant information. This can be beneficial
for PEFT applications as we have small specific adapters for
downstream tasks. However, the remaining key challenge is
the effect of non-IID data on PEFT. Potential compounding
effects of communication compression and lossy compres-
sion remain open for investigation.
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Secure Training Communication FM Training/ Edge
Framework Aggregation Efficiency Efficiency Fine-Tuning  Ready
FLARE DP, HEC v’
FedML DP, HEC PEFT v’ v
FederatedScope PEFT v’ v’
Flower DP, SMPC PEFT Currently, none of the v v
FATE HEC, SMPC  PEFT Frameworks implements v’ v’
Substra communication efficient
PySyft DP FL methods.
OpenFL
TFF DP v’
IBM FL HEC

Table 3: Current capabilities of state-of-the-art FL framework with
respect to our taxonomy and their ability to run in resource-limited
environments. Key: DP = Differential Privacy, HEC = Homomor-
phic Encryption, SMPC = Secure Multi-Party Computation.

5 Are FL Frameworks Ready for FMs?

The backbones for making FL applications available to a
broad audience are FL frameworks implementing recent ad-
vancements in FL research. We investigate widely used
frameworks for their FM readiness and progress in integrating
computational and communication efficiency (Table 3).

In theory, all FL frameworks could handle FMs with suf-
ficient hardware availability. Yet, only some implement ef-
ficient training methods. To further drive the adoption of
FL in times of FMs, the frameworks need to improve both
computationally- and communication-efficient methods for
training. FL frameworks that are characterized by their ac-
tive open-source community, FLARE [Roth et al., 2022],
FATE [Fan et al., 2023; Liu et al., 2021], FedML [He et al.,
20201, TensorFlow Federated (TFF) [Google, 2019], Feder-
atedScope [Kuang et al., 2023; Xie et al., 2023] and Flower
[Beutel et al., 2020], have adopted recent advancements in
FL research. The frameworks especially allow for PEFT of
FMs with LoRA. Substra [Galtier and Marini, 2019], PySyft
[Ziller et al., 2021], OpenFL [Foley et al., 2022], and IBM
FL [Ludwig et al., 2020], in their versions as of 2023, focus
on training smaller FL tasks with 100K up to a 10M parame-
ters and, therefore, do not provide adapters for FM workloads
with more than 100M parameters. Yet, a consistent observa-
tion across all frameworks is their lack of efficient communi-
cation techniques (e.g., FedOBD). Workloads with FMs will
significantly increase communication costs, and the growing
use cases involving resource-constrained edge and IoT de-
vices require high efficiency for computation and communi-
cation. As such, only those FL frameworks enabling training
efficiency are viable choices for working with FMs.

6 Related Work

While there are ample surveys that provide a broad per-
spective on FL [Li er al., 2023; Banabilah et al., 2022;
Liu et al., 2022; Nguyen et al., 2021; Zhang et al., 2021;
Aledhari et al., 2020], there are two closely related surveys to
our work as they also focus on FMs.

In their survey, Zhuang et al. [2023] introduce a broad and
general perspective on FMs and FL. They extensively discuss
data modalities. This includes access to data across a large
number of highly distributed clients and the quality of data
that lives on these clients. Currently, FM training or fine-
tuning requires datasets with high data quality, i.e., the in-
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structions or texts used for MLM must be curated very care-
fully. Thus, their survey identifies a stark need for methods to
train or fine-tune FMs on a scattered data basis with (highly)
varying data quality. Further, Zhuang et al. [2023] discuss
approaches to integrate FL applications into the lifecycle of
FMs, i.e., how FMs can benefit from a continuously evolv-
ing system. While their survey briefly touches upon compu-
tational efficiency, our study provides an in-depth overview
of state-of-the-art training and fine-tuning techniques to ren-
der FMs in FL applications a reality. Furthermore, our study
includes a comprehensive overview of communication tech-
niques that can enhance the adoption of FMs in communica-
tion resource-constrained environments.

Yu et al. [2023] provide an overview of FMs and FL with a
special focus on privacy, an integral component of FL. Their
survey includes a comprehensive overview of different fields
of application for FMs, which they divide into once-off train-
ing and continual learning. The authors elaborate on tech-
nical challenges that may arise for specific use cases, such
as robustness towards unreliable clients, varying data qual-
ity, the degree of non-IID data, and scalability. In contrast,
our survey provides an application-agnostic, in-depth study
of existing methods suitable for FM training. Our focus is
to outline the technical challenges that currently hinder the
operationalization of FM for use cases in federated applica-
tions.

7 Conclusions & Future Directions

In this paper, we survey the current landscape of computa-
tional and communication efficiency methods in FL systems
and introduce a novel taxonomy based on the key techniques.
While efficient FL. methods have been separate topics on their
own in the past, they become closely intertwined as we start
using FL systems to leverage FMs. Consequently, the follow-
ing three questions arise:

What are good and realistic evaluation strategies for gen-
erative downstream tasks in FL settings where we do not
have control of data? Fine-tuning generative FM requires
high-quality data. However, we do not have access to data on
the clients to monitor data quality before or during training.
As such, estimating data quality is of utmost importance.

How does hyperparameter optimization work for FMs in
continuously evolving FL systems? While hyperparame-
ter optimization in FL has been a key challenge, PEFT adds
additional complexity. As such FL systems must adapt to
the era of FMs by introducing adaptive parameterization for
PEFT techniques that can account for changing environmen-
tal conditions.

We must develop an understanding of the inter-
play between PEFT and privacy in FL systems.
Communication-efficient FL. techniques have been studied
for their effect on privacy, but this is still an open topic for
PEFT, PT, and IT. While it is proven that PEFT is more sensi-
tive to data heterogeneity, the effects of perturbation through
differential privacy are still subject to further studies. The
same is true for PT and IT, as both techniques require precise
prompts and instructions, respectively. As such, noise may
have significantly negative effects here, as well.
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Abstract

The age of Al regulation is upon us, with the Eu-
ropean Union Artificial Intelligence Act (Al Act)
leading the way. Our key inquiry is how this will
affect Federated Learning (FL), whose starting
point of prioritizing data privacy while performing
ML fundamentally differs from that of centralized
learning. We believe the Al Act and future regu-
lations could be the missing catalyst that pushes
FL toward mainstream adoption. However, this
can only occur if the FL. community reprioritizes
its research focus. In our position paper, we per-
form a first-of-its-kind interdisciplinary analysis
(legal and ML) of the impact the Al Act may
have on FL and make a series of observations sup-
porting our primary position through quantitative
and qualitative analysis. We explore data gov-
ernance issues and the concern for privacy. We
establish new challenges regarding performance
and energy efficiency within lifecycle monitoring.
Taken together, our analysis suggests there is a
sizable opportunity for FL to become a crucial
component of Al Act-compliant ML systems and
for the new regulation to drive the adoption of
FL techniques in general. Most noteworthy are
the opportunities to defend against data bias and
enhance private and secure computation.
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1. Introduction

On December 8", 2023, the European Union (EU) Com-
mission and Parliament found a political agreement on an
unprecedented regulatory framework — the EU Artificial
Intelligence Act (Al Act) (Council of the European Union,
2021; European Commission, 2023b). This is the first, but
likely one of many regulations that will affect how ML appli-
cations are developed, deployed, and maintained. In order to
comply with this new landscape, ML of all kinds will likely
need to undergo significant changes. Our main focus is on
what this means for Federated Learning (FL) (Zhang et al.,
2021), a fundamentally different approach to ML that offers
unique benefits, such as privacy (Mothukuri et al., 2021)
and access to siloed data, compared to its more central-
ized counterpart. FL enables distributed privacy-preserving
learning of models between several clients and a server at
scale (McMahan et al., 2017a; Tian et al., 2022) while the
training data never leaves the clients, and only the models
are communicated. We believe that the Al Act and subse-
quent regulations could serve as the catalyst to pushing FL.
towards mainstream adoption. However, this will require
the FL community to shift some of its research priorities.

In this position paper, we perform a first-of-its-kind inter-
disciplinary analysis (legal and ML) of the Al Act and FL
(Section 2). Based on our methodology that aligns with
the priorities set out by the Al Act (Section 3), we make
several key observations in support of our primary position
(Section 4):

First, FL struggles to cope with the new performance trade-
offs highlighted in the AI Act. As aresult, there is a need for
a reconsideration of FL research priorities to address these
issues, particularly in terms of energy efficiency and the
computational costs of privacy. While governance has been
a focus for FL in the past, the Al Act brings new challenges,
such as performance parity with centralized approaches and
lifecycle monitoring under privacy-preserving operations.

Second, FL has inherent advantages over centralized ap-
proaches with respect to data lineage and the ability to ad-
dress bias and related concerns through access to siloed data.
However, there are remaining technical hurdles for data man-
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agement and governance issues. At the same time, these
technical hurdles have been solved in centralized learning
due to its lack of concern for data movement and its effects
on privacy. It is currently unclear how to cope with GDPR
at scale and how the right to privacy will be expressed in
practice.

Our analysis indicates due to Al regulation that FL has a sig-
nificant opportunity to become even more widely adopted.
If the FL. community can redirect their research efforts to
address the new priorities highlighted by the AI Act, and
combine this with the inherent advantages of FL, it could
become the go-to approach for building compliant ML sys-
tems. Therefore, we advocate for a large fraction of the
energy that will undoubtedly go into revising all forms of
ML to align with the societal values encoded in this act to
be directed into FL rather than centralized approaches. This
will lead to us more quickly having access to suitable meth-
ods for deployment in this new landscape, and we expect the
act to be a new driver (along with the long-standing issue
of pure privacy) towards the adoption of FL techniques in
general.

Our contributions:
¢ Requirement analysis for FL based on the AI Act.
We examine the impact of the AI Act on FL systems
and methods, outlining requirements and linking them
to challenges in FL, aiming to align the legal and ML
perspectives.

¢ Quantitative and qualitative analysis of FL under
the AI Act. We quantify the costs associated with FL,
identify the current inefficiencies, and discuss the po-
tential energy implications. Through our experiments,
we introduce the privacy-energy trade-off that arises
when fine-tuning a large model in a practical FL frame-
work while aiming to be compliant with the Al Act.
Further, we provide a qualitative understanding of the
potential of FL under the Al Act.

¢ Future outlook on novel research priorities for the
FL community. By distilling our results into a list
of future research priorities, we aim to provide guid-
ance such that FL can become the go-to choice for
applications incorporating governing EU fundamental
rights.

2. The EU Artificial Intelligence Act

The Al Act’s latest draft as of January 2342024 is ref-
erenced throughout this section (European Parliament and
Council, 2024). This first-of-its-kind, comprehensive, legal
framework around AI development and application aims
“[...] to promote [...] trustworthy artificial intelligence while
ensuring a high level of protection of health, safety, fun-
damental rights enshrined in the Charter, including [...]

environmental protection [...]” (Rec. 1)!. While it is not
finalized yet and must be implemented as national law in
every EU country, it may set the basis for other non-EU juris-
dictions to decide their legislation (The White House, 2023;
House Of Commons of Canada, 2022). The penalties for
violations of the obligations outlined in the Al Act are cur-
rently set at a maximum of €35M or 7% of the company’s
worldwide annual turnover, whichever is higher (Art. 71.1).
As such, the fines range in similar dimensions as those of
the General Data Protection Regulation (Regulation (EU)
2016/679) (“GDPR”) Art. 83.5.

The AI Act differentiates in its classification of Al applica-
tions within two dimensions: risk-based (Art. 6) and general-
purpose Al models (GPAI) (Art. 52). We specifically cover
the risk-based classification and the associated requirements
for high-risk systems (Art. 8). If an application falls under
this “high-risk™ category, it must follow strict robustness
and cybersecurity (Art. 15) and data governance guidelines
(Art. 10), including compliance with GDPR. Additionally,
high-risk system providers may soon have to follow energy-
efficiency standards once those are finalized by EU standard-
ization entities (Art. 40.2). As it happens, most applications
that benefit from federated aspects fall under this category by
default, such as medical applications (Pfitzner et al., 2021)
or management of critical infrastructure (electricity, water,
gas, heating, or road traffic) (Wang et al., 2021; El Hanjri
et al., 2023; Tun et al., 2021; Liu et al., 2020).

The root cause of most GDPR infringements is data col-
lection and unlawful processing (CMS Law, 2024). The
Al Act recognizes this fact and emphasizes the importance
of the GDPR in its legal text, naming “data protection by
design and default” and “[...] ensuring compliance [...] may
include [...] the use of technology that permits algorithms to
be brought to the data [...] without the transmission between
parties” (Rec. 45a). This aligns with the Act’s broad insis-
tence that “right to privacy and to protection of personal
data [...] be guaranteed throughout the entire lifecycle of
the Al system” (Rec. 45a). Since FL specifically addresses
these privacy concerns and removes data movement and
direct access by definition, we must now understand how
we can leverage the introduction of the Al Act to enable its
legal compliance. For FL, the following three aspects of the
Al Act are relevant to understand.

Data Governance. The biggest hurdle that the Al Act
imposes on high-risk FL applications is data governance,
which requires strong oversight of the data that is being
used for the entire model lifecycle of development, training,
and deployment (Art. 10.2). The practices shall include
an “examination in view of possible biases that are likely to

"'We explain the difference between an article (Art.) and recital
(Rec.) in Appendix A. When not specified otherwise, Rec. and
Art. refer to the EU Al Act.
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affect the health and safety of persons [...]” and “appropriate
measures to detect, prevent and mitigate possible biases”
(Art. 10.2f,fa). With these requirements, we can foresee
a future where data access is necessary to comply with
forthcoming rules. However, this data access is a reason
why data providers might be hesitant to participate, as it is
currently unclear how privacy preservation will be enacted
and if they might be liable under GDPR.

Federated Learning provides another outlook on this issue.
While the training data is not accessible by design with FL
and, thus, cannot easily comply with the requirements under
Article 10.2, it can ease the angst of data providers as data
is processed on a strict “need-to-know” basis and will never
be moved from the source. This can be a more promising
path forward to create access to data in a privacy-preserving
manner, simply due to the number of participants. Addition-
ally, FL includes an emerging research field that implements
different techniques to reach specific privacy guarantees,
which we cover in Section 4.1. While data quality and
techniques to detect biases are recognized as having a high
priority when developing DL applications (Whang et al.,
2023), FL has to close this gap with indirect techniques to
comply with Article 10. It is up to debate if techniques,
e.g., that combat non-IID data in a federated setting (Zhao
et al., 2018), provide adequate robustness guarantees or if
additional safeguards will be needed.

As high-risk applications typically involve personal data and
are required to conform to the GDPR Article 10, we take a
closer look at how FL is meeting the key requirements of
the GDPR:

Security while processing data. GDPR Art. 32.2 calls for
strict security guidelines when processing data: “[...] the
appropriate level of security account shall be taken |...] that
are presented by processing, in particular [...] unauthorized
disclosure of, or access to personal data transmitted, stored
or otherwise processed”. While minimizing the risk of data
leakage without any data movement, FL shares the model
updates during training, providing an attack vector. To com-
bat this, threat models and security measures for misuse
of data by gradient inversion or membership inference at-
tacks have been explored thoroughly (Zhang et al., 2023;
Huang et al., 2021; Geiping et al., 2020). FL is also vul-
nerable to data poisoning attacks whereby attackers corrupt
client-side data in an attempt to sabotage the model, which
is being combated by comprehensive benchmarking (Han
et al., 2023; Zhao et al., 2023). Nevertheless, research on FLL
security remains a key task, as new attacks could emerge.

The right to information. While access to data is minimized
in FL by only sharing model updates, the GDPR reserves
the right for individuals to request all information a service
provider has stored (GDPR Art. 15, GDPR Rec. 63 & 64).
This also includes how data has been used for learning mod-

els, which is already being evaluated as client participation
is a key priority in FL systems. Existing studies on per-
sonalized FL have established accuracy variance and client
update norm as metrics to evaluate the value add a client
generates for an FL system (Tan et al., 2023; Chen et al.,
2022; Fallah et al., 2020).

The right of clients to revoke their consent at any time. With
the AI Act installing GDPR as the adjacent privacy regu-
lation, clients in FL systems may make a request to delete
their data or revoke their consent to use it at any time (Al
Act Art. 17; Art. 7). This can lead to two consequences:
the removal of any user data stored in the FL system and,
depending on interpretations, the need to unlearn the client’s
training progress from the global model. Removing the data
is trivial, as the data lineage guarantees provided by FL
guard the data from being moved from the clients. There are
a few approaches to machine unlearning (Xu et al., 2023),
such as the teacher-student framework (Kurmanji et al.,
2023) or amnesic unlearning (Graves et al., 2021). However,
both techniques need access to the training data or even the
entire training progress with client-level model snapshots
that are usually unavailable in a federated setting. In the
specific case of FL, existing works focus on unlearning en-
tire clients and provide a possibility for GDPR compliance
(Halimi et al., 2022) without direct data access.

Energy Efficiency. While we focus on high-risk applica-
tions, the Al Act also promotes the environmentally sustain-
able development of Al systems regardless of the applica-
tion. A voluntary Code of Conduct (CoC) will be drawn up
to create clear objectives and key performance indicators
(Art. 69) to help set best practices regarding, among others,
energy efficiency. It is still up to discussion which high-risk
requirements will be included in this CoC, but it is clear
that the position of the AI Act reflects a fundamental value
of the EU, namely, sustainability. While state-of-the-art
data centers are designed to be energy-efficient and capable
of running on mostly regenerative energy (Google, 2023),
edge clients used in FL are powered by the average en-
ergy mix at their locations (Yousefpour et al., 2023; Ritchie
& Rosado, 2020). This is echoed by the current trends,
which indicate that specialized edge devices can compete
with data-center GPUs on sample efficiency (sample-per-
Watt) (Woisetschliger et al., 2023), but only when looked at
the raw throughput, and not in time-to-accuracy comparing
FL to centralized training (cf. Section 4). As such, we find a
natural trade-off between energy efficiency and privacy that
has yet to be quantified (cf. Section 4.2). Although we see
promising progress toward quantifying how and where en-
ergy is being consumed in FL applications (Mehboob et al.,
2023; Qiu et al., 2023), there are still many fundamental
open challenges. For instance, we need to find consensus on
how the energy-cost responsibility is being assigned in FL
with devices not owned by the training provider and how it
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will compare to future energy-consumption baselines.

Robustness and Quality Management. Unsurprisingly,
high-risk Al systems should have an “appropriate level
of accuracy, robustness [...] and perform consistently”
(Art. 15.1), and this should be guaranteed by a quality man-
agement system that takes “[...] systematic actions to be
used for the development, quality control, and quality as-
surance” (Art. 17.1c). While it is in the interest of the Al
providers to guarantee specific performance goals when de-
ploying, the development of an Al system could be severely
prolonged by the need for training to be as energy-efficient
as possible. One technique to guarantee model robustness is
early stopping to avoid overfitting, which tracks the model
performance on a validation dataset (Prechelt, 2002). From
the earlier data governance requirements on representative
data, the time to validate a model may increase as the vali-
dation dataset becomes large (cf. Section 4.3). Combining
frequent validation with the need for energy consumption
monitoring poses a new optimization problem: Is it more
energy-efficient to keep clients idle while a subset validates,
or should the next round start in parallel with a chance of
overfitting and wasting the energy? As FL stands currently,
this shifts the focus towards techniques that increase the
validation efficiency per data sample, e.g., as done in dataset
distillation (Lei & Tao, 2023). As we anticipate a trade-off
between energy efficiency and quality management, this
could lead to an increased performance gap between cen-
tralized learning and FL.

3. Methodology

Our analysis in Section 2 has highlighted a series of core
challenges pertaining to data governance without direct data
access, energy efficiency, robustness, and overall quality
management. This section presents our evaluation criteria
and how they align with the AT Act. We also introduce the
methodologies for our qualitative and quantitative analysis.

3.1. Evaluation criteria

Data Governance. Data governance in the Al Act focuses
on data bias reduction and strict enforcement of regulatory
privacy. Our qualitative analysis focuses on identifying the
potential of FL to mitigate data bias. Therefore, we study
the effect FL can have on the availability of data such that a
broader data basis becomes available for training. A broader
and potentially continuously evolving training dataset could
improve the generalization capability of a model and better
account for minority groups (Torralba & Efros, 2011). For
privacy, we look into the technical capabilities of private and
secure computing currently available to FL applications. We
study whether there is a gap between state-of-the-art techni-
cal privacy methods and the regulatory privacy requirements
introduced by the Al Act and GDPR.

Energy Efficiency. In centralized DL, we often fine-tune
FMs on servers with multiple GPUs and, thus, require very
high bandwidth interconnects (> 200GB/s) between the
GPUs either via NVLink or Infiniband (Li et al., 2020a; Ap-
pelhans & Walkup, 2017). FL only requires low bandwidth
interconnects (< 1GB/s) since communication happens
sparingly compared to multi-GPU centralized learning (Xu
& Wang, 2021). This creates major design differences in
the training process and an entirely different cost model. In
the following, we point out essential components of the cost
model for FL.

The AI Act indicates that further guidelines around energy
efficiency are forthcoming. When it comes to how those
guidelines define and measure energy efficiency, we propose
using a holistic methodology that accounts for computation
and communication. Based on such conservative methodol-
ogy, we can develop comprehensive baselines to compare
against. The total energy consumption P consists of two
major components, computational P, and communication
energy P, ie., P = P.+ P,.

P, can be measured directly on the clients via the real-time
power draw with an on-board energy metering module (Beu-
tel et al., 2020) or deriving the energy consumption based
on floating point operations and a client’s system specifi-
cations (Desislavov et al., 2023). At the same time, P; is
generally more challenging to measure as multiple network
hops are involved. Often, the network infrastructure compo-
nents, such as switches and routers, are owned by multiple
parties and are impossible to monitor for a service provider.
However, the bit-wide energy consumption model is avail-
able to calculate the cost of transmitting data (Vishwanath
et al., 2015). The costs are directly tied to the number of
parameters of a client update in an FL system (Yousefpour
et al., 2023). As such, we can calculate the total energy
consumption of communication as

Pt:Et'B: (nas'Eas+Ebng+ne'Ee

1
+nc-Ec+nd-Ed)'B. b

From a client to a server, the communication network and
its total energy consumption F, is organized as follows:
Es, Byng, Ee, E., E; are the per-bit energy consumption
of edge ethernet switches, the broadband network gateway
(BNG), one or more edge routers n., one or more core
routers n., and one or more data center Ethernet switches
ng, respectively. To get the total energy consumption for
communication, we multiply £; with the size of a model
update d in bits b, B = d - b. Usually, a model parame-
ter has a precision of b = 32 bits but can vary based on
the specific application (Gupta et al., 2015). Jalali et al.
(2014) present the per-bit energy consumption for at least
one device per network hop that can be used as a guideline.
While it is possible to trace what route a network package
takes (Butskoy, 2023), it is currently impossible to track
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Table 1: The algorithmic costs estimate how well the privacy mechanisms scale. Especially, the server-side communication
provides evidence that the cryptographic methods are significantly more expensive than (¢, §)-DP.

Privacy Pot. Al Act Client Server

Technique compliant*® Computation Communication Space Computation Communication Space Algorithm

(e, )-Dp** v O(d)** o0@1) O(d) O(|K]) O(|K]) O(|K|) Andrew et al. (2021)
SMPC v O(|K]? +|K| x d) O(|K|+d) O(|K|+d) | O(K|>xd) O(K]?+|K|xd) O(K|?>+d) | Bonawitzetal. (2017)
HEC Limited O(d) oO(d) O(d) O(|K| x d) O(|K| x d) O(d) Jin et al. (2023)

* Potential evaluation for future AI Act compliance

* or computation originates from clipping a model update. When the FL aggregator is running in a secure enclave, we can also clip updates on the server at cost X
* O(d) f putati igi fi lipping del update. When the FL aggreg i ing i 1 Iso clip upd: h O(|K| x d

##% d is the dimensionality of w

the real energy consumption of a data package sent over
the network. It specifically depends on what device has
been used at what point in the communication chain. As
such, if the Al Act requires us to track the total energy con-
sumed by a service, we have to develop solutions to track
the networking-related energy consumption. We already
see promising progress towards holistically accounting for
energy efficiency in FL applications (Mehboob et al., 2023;
Qiu et al., 2023; Wiesner et al., 2023).

Robustness and Quality Management. Aside from energy,
the AI Act also requires FL service providers to provide a
robust model with consistently high performance. Since FL
does not allow immediate data access, we must find indirect
ways to evaluate the model quality and ensure robustness
against over-time-evolving input data. We look into what
indirect strategies exist to control model quality and measure
the cost of existing solutions. Further, we study existing
secure and private computing methods with regard to their
applicability in FL applications under the Al Act that holds
the FL service provider liable for any robustness or quality
management issues.

3.2. Quantitative Analysis

We design experiments to quantify those measurable com-
ponents of changes we have to introduce to FL systems to
comply with the Al Act. We use FL to fine-tune a 110M pa-
rameter BERT (Devlin et al., 2018) model to classify emails
of the 20 News Group dataset (Lang, 1995). Such a setup
can be found in job application pre-screening tools, which
are classified as high-risk applications under the Al Act.
Details on the training pipeline and the exact experimental
setup are available in Appendix B.

The Al Act data governance regulation requires FL service
providers to adhere to GDPR and protect data by design.
With the absence of data movement in FL applications, we
have already taken a major step toward private-by-design
applications. However, existing research demonstrates that
there are still open attack vectors (Geiping et al., 2020), and
closing them comes at a cost. We aim to understand the
trade-off between scaling a system and the cost incurred
by introducing private and secure computation methods
(Section 4.1).

The forthcoming introduction of the Al Act energy efficiency
directives may require us to implement FL applications with
sustainable and energy-saving techniques in mind. How-
ever, the additional duties to account for data governance,
robustness, and quality management require us to frequently
analyze the FL model, track the energy consumption of the
whole system, and ensure privacy throughout the entire ap-
plication. As this introduces a computational overhead, we
aim to understand exactly where potentials for improved
energy efficiency can be found and how to address them
(Section 4.2).

The robustness and quality management requirements intro-
duce the necessity of closely monitoring the FL. model while
training. This is to ensure consistently high performance.
Close monitoring naturally increases the requirement to
communicate and validate the FL. model. This incurs ad-
ditional costs. We evaluate the question of how expensive
robustness and quality management are in FL applications
and how they could be mitigated (Section 4.3).

3.3. Qualitative Analysis

In our qualitative analysis, we focus specifically on the
characteristics of FL that are not empirically measurable.
To do so, we take legislators’ perspective and look at the
qualitative potential of FL. We aim to identify the potential
of FL to serve the fundamental rights of privacy and data
bias prevention. Our objective is to evaluate whether FLL
has the significant potential to become the most adopted
privacy-preserving ML technique for high-risk applications
under the AI Act.

Overall, our analysis aims to add to the understanding of the
future potential of FL under the Al Act and derive research
priorities to help with the broad adoption of FL.

4. Analysis

Our analysis combines quantitative analysis considering
data governance, energy efficiency, as well as robustness,
and quality management. We expand on our empirical re-
sults with a qualitative analysis to identify the characteristics
of FL under the AI Act that cannot be easily measured. The
key insight are highlighted.
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4.1. Data Governance

Secure Multi-Party Computation (SMPC), Homomorphic
Encryption (HEC), and (e, 0)-Differential Privacy ((e, 9)-
DP) all provide technical measures to improve data privacy
in FL. SMPC and HEC are cryptographic methods that rely
on key exchange between clients (Bonawitz et al., 2017; Jin
et al., 2023). The client model update encryption removes
the ability to track a client’s individual contribution toward
a global model. At the same time, aggregation remains
possible as SMPC and HEC keep arithmetic properties.

A clear strategy to employing the right private and se-
cure computation technique in an AI Act-compliant FL.
system is required. We find all methods to come at signifi-
cant costs (Figure 1 and Table 1). While the cryptographic
methods keep the original shape of the model updates in an
encrypted form, they require extensive communication and,
in the worst case, point-to-point communication between
clients. This creates practical challenges when scaling an
FL system (Jin et al., 2023). However, this is where (¢, d)-
DP excels (McMabhan et al., 2017b; Andrew et al., 2021).
Instead of requiring the clients K to establish a joint se-
cure computation regime, (¢, §)-DP introduces privacy by
model parameter perturbation. In detail, we perturb and clip
each model weight wy, ; € R? with dimension d of a client
k € K with random noise £ sampled from a Gaussian distri-
bution A'(0, 0% ). The variance 0% depends on the number
of clients per aggregation round and how many clients have
exceeded the clipping threshold in the previous training
round. The quantity z scales the noise that is actually ap-
plied to local client update w/ "1 and ultimately determines
the degree of privacy we achieve under a constrained privacy
budget € and a data leakage risk 9,

| K]

Wit1 = % ; (wfﬁ +z- f) . )

As can be seen, the perturbation mechanism benefits from
increasing the number of clients in an aggregation round.
Thus, (€,0)-DP is particularly useful for scaled systems,
while the cryptographic methods can be useful in smaller
systems. The optimal strategy for choosing the right privacy
technique is yet to be found.

It is unclear whether (¢, §)-DP can be compliant with reg-
ulatory privacy as enacted by GDPR. While we know that
an € < 1 provides strong guarantees for privacy, the guar-
antee always depends on § (Dwork & Roth, 2013). While
setting ¢ is trivial in centralized learning, as we know the
dataset size before training, it is challenging in FL. We
cannot be certain about how many clients will eventually
participate in the training process and how many data points
each client contributes. As such, we require heuristics to set
0 appropriately for training in a dynamically evolving FL
system. An effort to evaluate (e, §)-DP for regulatory com-

70%
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100
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Figure 1: To achieve high privacy guarantees in small sys-
tems, we require high z that come at significant model per-
formance and efficiency costs. Training stability also dimin-

ishes with increasing z. € is calculated based on § = m.
:

pliance is planned in the United States (The White House,
2023); the same should be done in the EU, potentially as a
joint effort.

4.2. Energy Efficiency

Optimizing for energy efficiency must become a priority
in FL research. In our experiment with the BERT pipeline,
we find FL to be 5x less energy efficient than centralized
training when looking at the computational and communi-
cation effort to reach 50% accuracy (TTA50) (Figure 2).
Communication accounts for 26% of the total energy draw.
With parameter-efficient fine-tuning (PEFT), we save on
computational resources and reduce communication costs
significantly.? As such, efficient methods for computation
in large models can also reduce communication. First works
have shown significant potential for PEFT methods to ad-
dress energy efficiency but still come at extensive warm-up
costs (Babakniya et al., 2023) that we need to mitigate in
the future. As the EU has introduced the Emission Trad-
ing System-2 (ETS-2), CO- emissions are capped by the
number of total emission certificates available (Abrell et al.,
2023). This immediately impacts the electricity price, which
will surge as the ETS-2 Market Mechanism comes into ef-
fect in 2027. The price for CO4 certificates is expected to
rise by as much as 6x, from €45 in 2024 to €300 with
a market-made price. Overall, this increases the need for
energy efficiency improvements.

The AI Act introduces a privacy-energy efficiency trade-
off. As pointed out in Section 4.1, we do not know about
the right choice of private and secure computation for any
given FL application as it depends on the number of clients
in the system, the number of clients per training round, and
the amount of input data available on each client. The cryp-

1t is important to note if we were to use full-model fine-tuning,
the power consumption for computing would amount to 0.48
kWh and communication to 196 kWh to reach TTAS50 (2100x
more than PEFT). We communicate 110M parameters over 1,057
rounds.



Federated Learning Priorities Under the EU AI Act

tographic methods introduce significant computational and
communication overhead, while (¢, §)-DP does not. How-
ever, for small-scale FL systems (< 100 clients per aggre-
gation round), the z has to be comparably larger than in
large-scale systems (McMahan et al., 2017b). This signifi-
cantly reduces the model performance and slows the training
process (Figure 1). As such, we face a privacy-energy trade-
off in current-state FL systems, regardless of the private
and secure computation technique. We must address this
challenge in light of the Al Act and its call for more energy
efficiency.

4.3. Robustness & Quality Management

We pay significantly for robustness guarantees. Frequent
validation in FL under the control of the service provider
(Rec. 45), i.e., the server, is a necessity to track model
performance, understand a model’s robustness against data
heterogeneity (Li et al., 2021), and domain shifts (Huang
et al., 2023). However, the energy consumption of idle
clients while waiting for a model to validate and be ready
for the next aggregation round has not been part of the
power equation thus far. With the Al Act, a service provider
may have to account for the total energy consumed during
training (Art. 40, Rec. 85a). Thus, we must account for
these idle times as well. As seen in Figure 2, these idle
times consume 31% of all power. To address this challenge,
we could regulate the validation process. Similar to what
has been done for fair FL methods, we can make validation
depend on the loss volatility (Li et al., 2020b;c) and validate
as follows:

1. Only validate the final model. The fastest way to train
is to only validate the final model. However, this ap-
proach induces the risk of creating a model with no
utility and wasting all energy consumed. Also, legal
compliance is in doubt since sparse monitoring contra-
dicts the Al Act requirements (Art. 17).

2. Validate after every i*™ aggregation round. While a fre-
quent validation strategy reduces the risk of overfitting
a model, it creates significant idle time. Trading off the
validation frequency for energy efficiency could be a
promising approach to achieving full compliance with
the Al Act.

3. Validate asynchronously. We may validate models
while starting the next aggregation round to avoid any
idle energy consumption. This bears the risk of produc-
ing an overfitted model but can save energy after all.
A careful trade-off can help create an energy-efficient
system while producing robust models.

The applicability of HEC under the AI Act is potentially
limited. Since HEC denies server-side model evaluation
by design (Jin et al., 2023), we must rely on client-side
validation techniques. This is only feasible in applications
with trustworthy clients and where validation datasets can

g
¢
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Figure 2: Baseline Experiments. We identify major causes
of energy efficiencies in FL systems. The projected energy
costs in the EU, especially CO; pricing, require us to focus
on improving the energy efficiency of FL.

be distributed to clients. Promising directions for trustwor-
thy computing are secure enclaves and trusted execution
environments (Sabt et al., 2015). In the case of client-side
validation under the AI Act, the FL service provider still
remains liable for a consistent and high-quality model.

4.4. Qualitative Analysis

Access to siloed data. Creating data sets is complex and can,
at best, be based on the entire internet (Schuhmann et al.,
2022; Gao et al., 2020). Storing and transmitting such huge
amounts of data can quickly become costly. Additionally,
data quality is just as important as the data itself (Whang
et al., 2023). We assume that a lot of high-quality, simulta-
neously personally identifiable data is naturally not publicly
accessible. Despite the EU’s plan to make anonymized data
available worldwide (Rec. 45), collecting such data poses
significant challenges, as we outlined in this section. FL can
provide us access to this data, potentially greatly improving
the high-risk application’s functionality.

With broader data access, we generate more represen-
tative models and data. The Al Act emphasizes the im-
portance of examining and mitigating potential biases in the
data used for training. This is particularly important if these
biases affect fundamental rights (Art. 10.2f). To achieve
this, the datasets must be curated and prepared for training
after they are centrally aggregated. If a concept shift alters
the basic assumptions about the data (Lu et al., 2019), the
dataset must be adjusted anew. FL offers a potential solution
to this problem. As FL operates on the clients close to the
data source, it means that, by definition, we have access to
the latest and most representative data. Given that we train
for many rounds and randomly sample clients for aggrega-
tion out of an evolving client base, we automatically create
a representative global model over time since the model
evolves along with the client base. As such, it can be easier
to comply with the Al Act requirements by design.

FL provides simple data lineage. Since the training data
never leaves the clients in FL, it is less complex to track the
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data lineage, meaning where the data originated, where it
has gone, and its usage. On the one hand, as data is easy
to trace, the GDPR requirement to know how the data is
being used (cf. Section 2) is easy to answer and easier to
ensure. On the other hand, every time data is sent, it is
open to man-in-the-middle attacks (Conti et al., 2016), and
when it is stored in multiple locations, all data hosts are
vulnerable to unauthorized access. Additionally, every time
a human is in the loop regarding data management, there is
a potential risk of error (Evans et al., 2016), which can lead
to data leakage to a third party. This lack of vulnerability in
FL systems removes most of the potential penalties under
the GDPR, which are closing in at €4.5B over the last five
years by January 2024 (CMS Law, 2024). This fact alone
can encourage data providers to make data available to FL.
applications as the risk on their side is significantly lower
than before.

5. Future Research Priorities

The challenges highlighted in our analysis indicate that FLL
can strongly align with the needs of the AI Act if the core
challenges are being addressed soon. To do so, we outline
the future research priorities that we see as a necessary
redirection for the FL. community to make FL a legally
compliant and commercially viable solution. The research
priorities are highlighted.

The data quality requirements are currently not
amenable to FL. We need to find solutions to meet the
data quality requirements of the AI Act under Art. 10 with-
out having direct access to the data. First, if data quality can
be indirectly inferred through techniques with heavy energy
investment, how do they compare to direct techniques that
require direct data access? Second, do techniques that com-
bat non-IID data provide enough robustness guarantees to
qualify for compliance, and if not, what is missing? Third,
the AI Act mentions that data processing methods at the
source are desirable (cf. Section 2), but it is not made clear
who is responsible for the data if multiple parties are in-
volved. To make meaningful progress towards the goals
of the Al Act, it is imperative that the FL research com-
munity focuses on improving data quality techniques and
ensures that Art. 10, under legal guidance, can be effectively
implemented in real-world systems.

CO--based optimization to compete with centralized
training. FL is currently not achieving competitive energy
efficiency compared to centralized training (cf. Section 4.2).
Even if using DP will be considered partially compliant
regarding data governance, it results in extensive energy
costs, just as training and quality monitoring do. Therefore,
we require new techniques to address these costs concur-
rently. While there is ongoing research focused on energy
efficiency in specific use cases (Yousefpour et al., 2023;

Salh et al., 2023; Kim et al., 2023; Albelaihi et al., 2022),
there is a need for a designated effort to bridge the gap to
centralized baselines, which might be running on fully re-
newable energy or be more energy efficient by default due
to locality.

Expression of privacy in the context of the EU AI Act.
FL is private by design and should fit EU AI Act compli-
ance well. Unfortunately, we found significant shortfalls
in energy efficiency and data governance compared to cen-
tralized training (Section 4). If the FL research community
does not act now, centralized training may be seen as the
best approach for high-risk applications. This could pose a
problem for individuals if privacy is not considered a key
component from the outset. If centralized training is deemed
the best approach due to better energy efficiency and easier
data governance compliance, it is unclear how the right to
privacy will be expressed in practice. It is crucial that the
interpretation of the law, such as with the GDPR and subse-
quent cookie banners (The European Commission, 2023),
does not result in the end-user bearing the entire burden
while operators take no responsibility.

Privacy-preserving techniques alignment within the Al
Act. We evaluated SMPC, HEC, and (¢, §)-DP within their
current applicability to the energy and data governance as-
pects and found them to be lacking in multiple ways (cf. Sec-
tion 4.1). From a technical point of view, we need to work
on improving these techniques to be more energy-efficient.
However, researchers should advocate for concrete privacy
goals to help align legal and arithmetic privacy.

Technical framework for regulatory compliance and rep-
resentative AI Act baselines. We require a framework that
specifically caters to FL, as it has distinct differences from
centralized DL in terms of model lifecycle and data access.
This framework is necessary so that not everyone is faced
with complying with the AI Act from the outset, but to pro-
pose best practices to provide a solid basis (in conjunction
with the standardization organizations in Art. 40). Through
this framework, the development of comparable baselines
is necessary to set the standard on privacy-by-design deep
learning in high-risk applications. Specifically, this frame-
work should strive to standardize edge hardware compar-
isons, clarify who is responsible for customer energy costs,
and establish clear targets for training and deployment.

6. Conclusion

In this position paper, we analyze the Al Act and its impact
on FL. We outline how we need to redirect research prior-
ities with regard to achieving regulatory compliance, the
energy-privacy trade-off introduced by the Al Act, and the
need for new optimization dimensions in FL. Depending
on forthcoming energy efficiency requirements, it may also
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require us to think about holistic monitoring systems while
staying energy efficient. It is also important to address chal-
lenges that have been solved in centralized learning such
that FL can keep up. With this, we, as the FL research com-
munity, can send a clear signal to legislation and the broad
public that we have a strong interest in making FL the dis-
tributed privacy-preserving DL technology of the future by
incorporating societal priorities into our research. We can
do so by answering the open call by the EU Commission to
support the newly established EU Al Office to close the gap
between regulatory framing and technical implementation
(Nature, 2024).

Impact Statement

This paper presents work whose goal is to suggest future
research directions that will help ensure that FL, with its
worthwhile goal of preserving privacy, aligns with other
societal values espoused by the EU Al Act, such as keeping
Al systems robust, unbiased, energy efficient, transparent,
ethical, and secure, especially for high-risk use cases. This
paper transparently addresses the challenges that FL. may
encounter as regards the data governance, energy efficiency,
and robustness provisions of the Act and the associated
trade-offs that Al providers must be aware of and responsi-
bly navigate when complying with the Act and the societal
ideals it encapsulates.
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Appendix
A. Details on the AI Act

In this appendix section, we provide additional background on the legal aspects of our work.

A.1. Article vs. Recitals in the AI Act

In our main paper, we argue with Articles and Recitals. Understanding the difference between both is vital. The following
explanations are based on Klimas & Vaiciukaite (2008).

Article. An article formulates the actual binding law and defines requirements that need to be implemented in technical
solutions. This is ultimately what decides on violations. However, some parts can appear ambiguous and leave room for
interpretation. This is where Recitals come into play.

Recitals. They provide interpretation to the Articles and help in guiding what needs to be done to ensure full compliance
by reciting elements of the Articles and putting them into context. As such, Recitals provide procedural details on how to
implement a law in practice. While they form the basis for a common understanding of the Al Act, they are not legally
binding.

A.2. The latest AI Act version

By the time of writing this paper late 2023 and early 2024, the official Journal of the European Union hosts the original draft
of the AI Act, which was released on Apr. 215¢, 2021. In January 2024, EU policymakers and journalists released the pre-final
version of the Al Act based on the high public demand. Our work is based on this latest version since it contains the final regu-
lation as it will eventually come into effect. It is available here: https://www.linkedin.com/posts/dr-laura-
caroli-0a9%6a8a_ai-act-consolidated-version—-activity-7155181240751374336-B3Ym/ and
https://drive.google.com/file/d/1xEN5T8VChK8fSh3wUiYtRVOKIi90IcAF/view.

B. Additional Experimental Details

Table 2: Training hyperparameters per training regime.

Training Data Tot. Samples Client Server

regime Dist. Seen MB Size Optimizer LR WD Mom. Damp. Loc. Iter. K  k Strategy LR Mom.
Centralized | IID 80K 20 SGD 0.01 0.001 0.9 0.9 5 - - - - -
Federated non-IID | 80K 2 SGD 0.01 0.001 0.0 0.0 2| 100 10 FedAvgM 1.0 0.9

Here, we provide additional details about our experimental results. For our empirical evaluations, we fine-tune the 110M
parameter BERT transformer (Devlin et al., 2018) over the 20 News Group Dataset (Lang, 1995) such that we can reliably
classify emails into one of 20 categories. For example, such a classification application can be used in a company’s human
resource processes to screen job applications. Under the Al Act, such a system is considered a high-risk application.

B.1. Dataset

In our empirical analysis, we use a state-of-the-art text classification task in FL research by means of the 20 Newsgroup
Dataset (Lang, 1995), which consists of 18,000 email bodies that each belong to one of 20 classes. The dataset has a
total of 18,000 samples, of which we use 16, 000 for training, 1,000 for validation, and 1, 000 for testing. As our work
aims to quantify the cost of FL and associated private computing methods in realistic systems in line with the EU Al Act
requirements (Council of the European Union, 2021), we chose to sample 100 non-IID client subsets via a Latent Dirichlet
Allocation (LDA) with o = 1.0, which is widely used in FL research (Babakniya et al., 2023; He et al., 2020; Reddi et al.,
2020). The data distribution is visualized in Figure 3.

B.2. Model

We fine-tune the BERT model (Devlin et al., 2018) with 110M parameters by using the parameter-efficient fine-tuning
technique Low-Rank Adapters (LoRA). We use a LoRA configuration that has been well explored in FL settings (Babakniya
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Figure 3: Visualization of client subsets for all of our experiments.

et al., 2023), which results in 52K trainable parameters (0.05% of total model parameters). This reduces the computational
intensity of the task at hand and minimizes the communication load for the FL setup, as we must only communicate the
trainable parameters. The BERT model is used to classify the emails into the 20 distinct categories in the dataset, which
resembles a realistic task as it is frequently found in job application pre-screening applications, where the email bodies
(input data) often contain sensitive and personal data.

FL configuration. We use the Federated Averaging (FedAvg) algorithm to facilitate all FL experiments (McMahan et al.,
2017a) and train for 2000 aggregation rounds. We choose a participation rate of 10% for each aggregation round, i.e.,
k =10 out of K = 100.

(¢, 9)-DP configuration. We employ sample-level (¢, §)-DP for centralized learning, and for FL, we use user-level (e, §)-DP.
Both methods provide the same privacy guarantees (Dwork & Roth, 2013). The parameterization for both is identical
with z = [0.0,0.03,0.1,0.3,0.4,0.5,0.6] and § = 1&%, setting the data leakage risk to the inverse of the number of total
training samples (Andrew et al., 2021; McMahan et al., 2017b). For the experiment with z = [0.5; 0.6], we had to change
the Learning Rate from 0.01 to 0.001.
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Figure 4: FL system design depicting the network topology for an aggregation round in FL between clients and the
aggregation server. Every communication point consumes energy per transmitted bit, which must be accounted for.

Energy monitoring. We monitor our dedicated clients - NVIDIA Jetson AGX Orin - with 2Hz and measure their total
energy consumption while participating in our FL setup. We also use a single Orin device for the centralized experiments for
a fair comparison. For our cost estimations, we use the average price per kWh in the EU, 0.29 % (Eurostat, 2023). The EU
Commission produces quarterly reports on the electricity price trends (European Commission, 2023a). Directly proportional
to the power consumption, we emit 252 < f\%e (European Environment Agency, 2023). Regarding communication energy,
we assume the average communication route from a private household to a data center with ng,s = 1, n, = 3, n. = 5, and
nq = 2 (cf. Equation (1)) (Jalali et al., 2014). For the energy consumption per transmitted bit per network hop, we adopt the

values from Vishwanath et al. (2015); Jalali et al. (2014) (Table 3).
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Table 3: Energy consumption per bit network communication for our holistic energy monitoring approach. Values are
adopted from Vishwanath et al. (2015); Jalali et al. (2014).

Network Location ‘ Device Name ‘ Upload Cost (nJ/bit) Download Cost (nJ/bit)

Edge Switch Fast Ethernet Gateway 352 352
BNG ADSL2+ Gateway (100 Mbit/s) 14809 2160
Edge Router - 37 37
Core Router - 12.6 12.6
Data Center Switch | Ethernet Switch 19.6 19.6

B.3. Hardware

We evaluate the training pipeline on a state-of-the-art embedded computing cluster with NVIDIA Jetson AGX Orin 64 GB
devices (Orin), where each device has 12 ARMv8 CPU cores, an integrated GPU with 2048 CUDA cores, and 64 Tensor
cores. The CPU and GPU share 64 GB of unified memory. The network interconnect is 10 GBit/s per client. We monitor the
system metrics with a sampling rate of 2 Hz, including energy consumption in Watt (W). We use a data center server as an
FL server. The server has 112 CPU cores, 384 GB of memory, an NVIDIA A40 GPU, and a 40 GBit/s network interface.

C. Algorithmic Cost Analysis for Private and Secure Computing Techniques in FL.

In this section, we outline how we identified the algorithmic costs of state-of-the-art secure and private computing techniques.
We omit the algorithmic costs of FedAvg and focus only on the privacy overhead. We discuss (€, §)-DP as introduced by
Andrew et al. (2021), SMPC as introduced by Bonawitz et al. (2017), and HEC as introduced by Jin et al. (2023).

C.1. (¢, 6)-Differential Privacy

The following algorithm (Algorithm 1) is taken verbatim from Andrew et al. (2021). For the client, the computational com-
plexity O(d) originates from adding ¢ to each parameter of a model update as well as by computing A. The communication
complexity is O(1) as we need to communicate the standard deviation to parameterize £ as well as the clipping threshold.
The space complexity O(d) originates from storing 6.

The server computational complexity O(|K|) originates from computing b* and the communication complexity O(|K|) as
we only communicate constants between clients and the server. The space complexity O(|K|) comes from storing b;.

Algorithm 1 DPFedAvg-M with adaptive clipping

function FedAvg(i, 6°, n, C)
0+ 6°
G < (user i’s local data split into batches)

function Train(m, 7, Ne, s, NC» 2, Op, 3)
Initialize model #°, clipping bound C°

Za (272 - (2(71,)*2)7é

for eachround ¢t =0,1,2,... do
Q! < (sample m users uniformly)
for each user i € Q! in parallel do

(AL, bl) < FedAvg(i, 6%, 1, C*)

end for
oa — 2pC?
At=1 (zieg Al + N(0, fgg))
At = BAt—l + Al
O 0t + A
b= (Lice B+ N(0,02))

CH1  C"-exp (fnc(l;t - 7))
end for
end function

for batch g € G do
0+ 0 —nVeb;g)

end for
A—0—6°
b Ijjaj<c
/ : C
A’ < A -min (1, mat

return (A’,b)
end function
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C.2. Secure Multi-Party Computation

The SecAgg algorithmic costs (Table 4) are taken from Bonawitz et al. (2017) Table
1. The naming convention has been adapted to our paper.

C.3. Homomorphic Encryption

The following algorithm (Algorithm 2) is taken verbatim from Jin et al. (2023). For
the client, computational complexity O(d) originates from encrypting and decrypt-
ing the model. The communication complexity O(d) comes from communicating
the aggregation mask once. The space complexity O(d) is created by storing the
aggregation mask.

The server computational complexity O(| K| x d) originates from the server-side
model aggregation while the communication complexity O(| K| x d) comes from
sending the encryption mask once. Storing the encryption mask on the server results
in space complexity O(d).

Table 4: SecAgg costs

computation

User O(K|?+d-|K|)
Server  O(d-|K|?)
communication

User O(|K|+d)
Server O(|K[]?+d-|K])
storage

User O(|K|+d)
Server O(|K|? +d)

Algorithm 2 HE-Based Federated Aggregation

* [W]: the fully encrypted model | [W]: the partially encrypted model;
* p: the ratio of parameters for selective encryption;

* b: (optional) differential privacy parameter.

// Key Authority Generate Key
(pk, sk) + HE.KeyGen(\);
// Local Sensitivity Map Calculation
for each client i € [N] do in parallel
W, « Init(W);
Si + Sensitivity(W,D;);
[S:] < Enc(pk,S;);
Send [S;] to server;
end
// Server Encryption Mask Aggregation
[M] « Select(SN | ei[S:],p);
// Training
fort=1,2,...,7do
for each client i € [N] do in parallel
if { = 1 then
Receive [M] from server;
M «+ HE.Dec(sk,[M]);

end

if t > 1 then

Receive [Wiob] from server;

W, +— HE.Dec(sk, Mo [ngob]) + (1 — M) ® [ngob]§

end
W, + Train(W;,D;);
// Additional Differential Privacy
if Add DP then
| W; < W, + Noise(b);
end
[W;] « HE.Enc(pk, M ® W;)+ (1 —M) ® Wy
Send [W;] to server S;

end
// Server Model Aggregation

(W] < SN ai[MO W]+ 3N a;((1 - M) o W,);

end
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Abstract

The European Union Artificial Intelligence Act
mandates clear stakeholder responsibilities in de-
veloping and deploying machine learning appli-
cations to avoid substantial fines, prioritizing pri-
vate and secure data processing with data remain-
ing at its origin. Federated Learning (FL) enables
the training of generative AI Models across data
siloes, sharing only model parameters while im-
proving data security. Since FL is a cooperative
learning paradigm, clients and servers naturally
share legal responsibility in the FL pipeline. Our
work contributes to clarifying the roles of both
parties, explains strategies for shifting responsi-
bilities to the server operator, and points out open
technical challenges that we must solve to im-
prove FL’s practical applicability under the EU
Al Act.

1. Introduction

With the introduction of the European Union Artificial
Intelligence Act (Al Act) (Council of the European Union,
2021) and other international regulations being on the hori-
zon, e.g., in the United States (The White House, 2023)
and Canada (House Of Commons of Canada, 2022), every-
one concerned with the development and deployment of
Al has to adapt to new game rules. This entails data gov-
ernance, robustness against adversarial scenarios, and en-
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ergy considerations (Woisetschliger et al., 2024a). The Al
Act puts the service provider into the spotlight, who has to
assume responsibility for model development and deploy-
ment within the meaning of Article 3. Especially regarding
data governance, the Al Act instantiates extensive rules for
high-risk and general-purpose Al applications (GPAI, Arti-
cle 52) that cater to data privacy and system security. The
majority of generative Al applications fall under the GPAI
definition in Article 3.

Federated Learning (FL) presents a privacy-enhancing
and data-protecting machine learning technique
(McMahan et al., 2017) that has recently received in-
creased attention for enabling access to data silos for
generative Al applications (Woisetschlédger et al., 2024b).
In FL, a server operator provides an ML model sent to
several clients and then trained on the clients’ local data,
which collaboratively train a global model via a central
server, aggregating their local model updates. Private and
secure computing techniques like Differential Privacy or
Trusted Execution Environments help improve data privacy
and system security (Bonawitz et al., 2017; Andrew et al.,
2021). FL’s data locality removes the key challenge of
monitoring data lineage and simplifies accounting for
user consent. Specifically, we study the FL. workflow in
alignment with related work (Li et al., 2020; Hard et al.,
2018; McMahan et al., 2017) to touch up on the following:

Data Acquisition. The server operator can only employ
a variety of client sampling strategies (Malinovsky et al.,
2023; Wang & Ji, 2022; McMahan et al., 2017) for an FL
training round, without the ability to directly investigate
client data or process integrity.

Data Storage. Similarly, the clients decide how, where,
and when to store data. This has implications on data avail-
ability, which directly touches upon the Al Act data gover-
nance requirements (Article 10)".

Data Preprocessing. While the server operator can
provide instructions on how to preprocess data so that
the data is compatible with the ML model, the clients
have the freedom to run additional preprocessing steps.

'In the following, the term Article refers to articles in the Al
Act if not specified otherwise
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Since the server operator has no direct data access,
verifying data integrity before training is challenging.
For FL applications, there are numerous approaches
to improve data integrity (Sdnchez Sdnchez et al., 2024;
Roy Chowdhury et al., 2022).

Model Aggregation. While acting as the FL training or-
chestrator, the server operator handles the model integrity
control mechanism when aggregating model updates. Thus,
FL appears to be a well-suited solution to open up data silos
and provide access to additional data. This would signifi-
cantly benefit the training or fine-tuning of generative mod-
els due to their sheer appetite for ever-increasing amounts
of data (Zhou et al., 2023).

One can think that the server operator is automatically also
the service provider. Yet, FL is a cooperative ML training
technique where a central entity typically provides the ML
model, and clients can decide when to participate and what
data to use for training. As such, we see that the server
(model) and the clients (data) control parts of the FL life-
cycle, rendering them both legally responsible for their re-
spective parts. Thus, this opens up the question:

Who is the service provider at what point in the
FL workflow, and how can each party assume ad-
equate responsibility?

Our paper studies technical and legal requirements that
need to be established so that the FL server operator can
assume responsibility as a service provider. This requires
future technical work on auditability, verifiability, integrity,
and privacy. Further, we need to establish regulatory refer-
ences for the terms and services of FL applications.

2. Technical Solutions Need to Focus on
Transferring Responsibility to the Server
Operator

For practical FL applications, the server operator must as-
sume the role of the service provider by employing appro-
priate technical solutions.

When establishing an FL system that could potentially en-
tail thousands of clients at a time, managing responsibilities
is likely to become a key challenge. Thus, we require so-
Iutions that provide for auditability, verifiability, integrity,
and privacy.

Auditability & verifiability. There is a natural trade-off
between privacy and data audits. The core paradigm of FL
is to not share data beyond a client’s area of control. Data is
strictly inaccessible for everybody but the data owner, and
even in-house restricted to authorized personnel. Thus, we
face a challenge when aiming to audit all steps that happen
on a client device or data server. For instance, a work by
(Liu et al., 2023) uses a Bayesian Nash equilibrium and a

market mechanism to incentivize truthful client behavior,
i.e., submission of useful model updates. While this ap-
proach significantly reduces the risk of adversarial attacks,
it does not meet the requirements for auditing in the context
of the AI Act, which are well-defined. Quintessentially, any
data that is being captured, processed, and used in a train-
ing process must be evaluated for potential bias or adver-
sarial information. To achieve this, numerous works com-
bining FL with blockchain technology explore auditing the
data processing steps and the training itself (Nguyen et al.,
2021; Ma et al., 2020). What remains open is to develop
solutions against data tampering.

Integrity & privacy. Particularly, we have to rethink the
obligations of the provider concerning data integrity and
protection (Articles 8—10), such that responsibility is trans-
ferred to the FL server. To account for the asymmetry of
access and control-by-design in FL systems, we must de-
velop data integrity measures that capture the nature of
client data at the time of collection, while preprocessing
the data, and immediately before starting the training pro-
cess. Peer-based verification schemes of model updates
are a promising direction to identify adversarial clients
(Roy Chowdhury et al., 2022). Extending such schemes
from client models to client data without infringing privacy
would be interesting. At the same time, technical solutions
must be in line with the requirements set out in the GDPR,
which are not (necessarily) aligned with the concepts and
rules of the Al Act.

3. Regulatory Implementations Need to
Foster Integrity and Verifiability

We need FL server operators to assume full responsibility;
clients are technically and legally obligated to comply.

Service Provider. The GDPR
(Council of the European Union, 2016) defines the
term data controller. Complementary, the Al Act defines
the service provider of Al systems. For data protection
assessment when processing personal information at first,
we need to clarify who is the data controller responsi-
ble and accountable for each distinct phase of the data
processing and must demonstrate compliance with the
requirements of the GDPR (Article 5). The Al Act does
not have a differentiated allocation of roles for separate
processing phases and focuses on one central “provider’
of a (compliant) Al system, defined in Article 3, with the
obligations arising from Article 8.

i

While both the FL server and clients could be considered
providers under the Al Act, since the Al Act (unlike the
GDPR) focuses less on responsibilities for individual, de-
finable data processing phases and more on secure system
design as a whole, the provider concept has to be teleolog-
ically limited to the FL server. Thus, the server acts as the
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fully responsible service provider under the Al Act (Article
8), especially concerning data governance (Article 10) and
General-Purpose Al service (Article 52).

General Terms and Conditions for AI Systems. While
in Article 4 of the GDPR, the controller is the person
who, alone or jointly with others, decides on the purposes
("why") and means ("how") of the processing of personal
data, the AI Act focuses on the (traditionally single and)
central provider of an Al system. However, since clients
are autonomously in control of their data while the server
is in control of the model, we see an inconsistency between
what is controllable by the service provider and what he is
responsible for. To close this gap, we need a two-pronged
approach — technical and legal ("how" & "why"). Responsi-
bility in FL should depend on the server’s physical, techni-
cal, and legal ability to influence decentralized model train-
ing and configuration. This poses challenges. Unlike Ar-
ticle 26 and 28 GDPR, Article 8 et seq. of the Al Act do
not provide details on governance in networked processing
environments like FL systems.

The data protection assessment of the FL lifecycle may be
impacted if the FL server sets requirements for the clients,
which may lead to the server being classified as the con-
troller under the GDPR. At first glance and from a strictly
technical perspective, both the FL server and the FL clients
fall under the provider concept of Article 3 GDPR, yet a
“joint providership” (based on “joint controllership” under
the GDPR, Article 26) does not exist under the Al Act. In
fulfillment of its obligations under the Al Act, in particular
Article 10, the FL server can set far-reaching requirements
for the FL clients concerning the training of models and
handling of training data. These requirements could lead
to the FL server being classified as a controller under data
protection law within the means of Article 4 GDPR, while
the FL client is classified as a mere processor within the
scope of Article 28 GDPR.

Thus, a key legal instrument for ensuring compliance with
the AI Act and GDPR (Articles 26 & 28) is likely the de-
velopment of specific General Terms and Conditions bind-
ing for both FL server and clients. The server operator, as
the service provider, has to oblige clients to provide suf-
ficient reporting compliant with the Al Act. This can be
supported by cryptographic tools that minimize the need
for trust among entities (Nguyen et al., 2021).

4. Considerations on Major Federated
Learning Architectures

Cross-silo FL may allow for more flexibility in system de-
sign and responsibility distribution between clients and
server than cross-device FL.

While Section 2 and Section 3 are generally applicable to

any FL application, there are two major system architec-
tures that create further opportunities to organize responsi-
bilities: cross-silo and cross-device training.

4.1. Cross-Device Federated Learning

Cross-device FL typically entails a large number of de-
vices (> 1,000). In such a setup, FL clients are character-
ized by having a very small number of local data samples
and little participation time in the federated training pro-
cess (Hard et al., 2018). This is a major challenge regard-
ing client accountability and, ultimately, becomes problem-
atic when a client should assume responsibility as a service
provider. Hence, for practical considerations, all responsi-
bility has to be assumed by the server in the cross-device
setting and there is practically no room for client-side re-
sponsibility and a strong need for tools and methods that
allow the FL server to cover all compliance criteria. This
implies that the runtime environment on clients must be as
encapsulated as possible, coupled with strict terms of ser-
vice agreements.

4.2. Cross-Silo Federated Learning

In contrast, in cross-silo settings, individual clients hold
a significant amount of data and participate in multiple
training rounds, and usually come with higher computa-
tional capabilities than in cross-device FL. Typically, cross-
silo FL can involve large institutions such as hospitals
(Huang et al., 2022), which themselves have a high com-
mitment to regulatory compliance and take strong precau-
tions regarding security and privacy protection. As such,
it is an open research direction to explore the synergies
between established institutional processes (e.g., medical
record keeping) and the Al Act requirements (e.g., on data
transparency). The terms and conditions must be balanced
between ensuring appropriate regulatory compliance and
practical utility such that clients are incentivized to partic-
ipate in training, and we can assume partial responsibility
on the side of clients. Such synergies could help better bal-
ance the service provider responsibilities and reduce costs
for clients and the server, not only improving the economic
viability of FL but also its ecological footprint.

5. Conclusion

We study the FL life-cycle responsibilities under the Al
Act. We find client-side responsibility for numerous steps,
which practically limits the applicability of FL to open up
additional data silos that would benefit the training of foun-
dation models. Yet, there are promising directions that de-
serve increased attention such that a server operator can
become the service provider without clients being required
to assume extensive liability. With this, one can drive the
adoption of FL and help decrease data bias by directly re-
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lying on user data. Further clarifying the outlined service
provider question directly responds to the EU Al Office’s
call for contributions to help implement the AT Act (Nature,
2024).
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