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Zusammenfassung

Kontext. Fuzzingisteine Sicherheitstesttechnik, die durch einen Fuzzer automatisiert wird
und wahrend einer Fuzzing-Kampagne das zu testende System wiederholt mit zufilligen,
fehlerhaften Testeingaben ausfiihrt. Ziel ist es, Sicherheitsliicken—insbesondere in C/C++
Software—aufzudecken, die bei einer Ausnutzung erheblichen Schaden verursachen
koénnen. Ein wichtiger Bereich der Fuzzing-Forschung konzentriert sich dabei auf Metriken,
welche die Fihigkeit einer Kampagne bewerten, alle Sicherheitsschwachstellen im System
aufzudecken. Dies ist nicht nur relevant, um zu bestimmen, wann eine einzelne Kampagne
oder Fuzzing im Allgemeinen beendet werden soll, sondern auch, um die Effektivitdt der
vom Fuzzer generierten Tests zu optimieren.

Problemdomaine. Die Codeabdeckung ist die am weitesten verbreitete Metrik im Softwa-
retesten und misst den Anteil des Quellcodes des zu testenden Systems, der durch die
Tests mindestens einmal ausgefiihrt wurde. Die Seltenheit von Sicherheitsliicken und die
Gleichbehandlung aller Codebereiche durch die Codeabdeckung fiihren jedoch haufig
zu einer ungenauen Bewertung der Kampagnenleistung. Dies kann zu iiberméfsig langen
und kostspieligen Kampagnen fithren oder—schlimmer noch—zu vorzeitig abgebroche-
nen Kampagnen, die kritische Schwachstellen iibersehen. Ziel dieser Abschlussarbeit
ist es daher, eine neue Metrik zu entwickeln, welche die Leistung des Fuzzings besser
widerspiegelt als die Codeabdeckung.

Forschungsliicken. Um dieses Problem anzugehen, schlagen wir vor, die Codeabdeckung
dahingehend zu verfeinern, so dass sie sich nur auf den potentiell (sicherheits-)anfilligen
Code konzentriert. Die hier identifizierten Forschungsliicken beziehen sich dabei auf (sta-
tische) Schwachstellenvorhersage und Fuzzing. Beziiglich Ersterer fehlt es an Studien, die
Static Application Security Testing (SAST)-Techniken zur Erkennung von anfélligem Code
unter realen Bedingungen untersuchen. Beziiglich Letzterer gibt es bisher keine Arbeiten,
die eine prézise Schwachstellenvorhersage nutzen, um eine schwachstellenorientierte Co-
deabdeckungsmetrik zu erstellen, die eine bessere Fuzzing-Bewertung und damit eine
effizientere und effektivere Kampagnenbeendigung und -steuerung ermdglicht.

Losungsansatz. Um die identifizierten Liicken zu schliefSen, evaluieren wir zunéchst
die Effektivitat moderner C/C++ SAST-Tools, um deren Stiarken und Schwiachen zu
verstehen. Anschlieffend beheben wir deren Unzuldnglichkeiten, indem wir SAST mit
Codekomplexitdtsmetriken mittels maschinellem Lernen (ML) kombinieren, was uns
erlaubt, anfélligen Code fiir unsere vorgeschlagene Metrik zuverlédssig zu erkennen. Wir
verwenden dann unsere Metrik, um Kampagnen dynamisch zu beenden, wenn ihre
Effektivitat tiber einen ldngeren Zeitraum stagniert, wobei wir einen neuartigen Coverage-
Analyzer einsetzen, um die Kampagne in Echtzeit zu tiberwachen. SchliefSlich integrieren
wir unsere Metrik in einen Fuzzer, um die Testgenerierung zu optimieren.

Beitrage. Zusammenfassend leisten wir einen Forschungsbeitrag in Form einer detail-
lierten Evaluierung von SAST-Tools sowie eines ML-basierten Ansatzes zur Schwach-
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stellenvorhersage, welcher die SAST-Schwichen adressiert und die Erstellung unserer
Fuzzing-Metrik ermdglicht. Dariiber hinaus tragen wir ein schwachstellenorientiertes
Abbruch- und Testoptimierungskriterium bei, das im Vergleich zur reguldren Codeab-
deckung ein fritheres Beenden von Kampagnen (bei geringem Risiko, Schwachstellen
zu iibersehen) bzw. eine effektivere Aufdeckung von Sicherheitsliicken ermdglicht. Diese
Ergebnisse zeigen somit die verbesserte Genauigkeit unserer Metrik bei der Bewertung der
(Kosten-)Effizienz und Effektivitdt von Fuzzing, was den Meta-Beitrag dieser Dissertation
darstellt.
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Abstract

Context. Fuzzing is a security testing technique, automated by a fuzzer, that repeatedly
executes the system under test (SUT) during a fuzzing campaign with randomized,
malformed test inputs. Its goal is to uncover security vulnerabilities, especially in C/C++
software, that can cause severe damage if exploited. Animportant area of fuzzing research
focuses on metrics that assess a campaign’s ability to detect all the security bugs in the
SUT. This is relevant not only for determining when to stop fuzzing but also for optimizing
the effectiveness of the fuzzer-generated tests.

Problem Domain. Code coverage is the most widely used metric in software testing,
measuring the proportion of the SUT’s source code executed at least once by the tests.
However, the scarcity of security bugs, coupled with code coverage treating all code
regions as equally important, often leads to an inaccurate assessment of the campaign’s
performance. This can result in overly long and costly campaigns or, worse, prematurely
terminated campaigns that miss critical vulnerabilities. Therefore, in this thesis, we aim to
develop a novel metric that better reflects the performance of fuzzing than code coverage.

Research Gaps. To address this problem, we propose refining code coverage by focusing
only on the potentially vulnerable code. The identified research gaps thereby relate to
(static) vulnerability prediction and fuzzing. Regarding the former, there is a lack of
studies that examine static application security testing (SAST) techniques for detecting
bug-prone code under real-world conditions. Regarding the latter, no prior work has used
precise vulnerability prediction to create a vulnerability-oriented code coverage metric
that provides better fuzzing assessments and, hence, more efficient and effective campaign
termination and guidance.

Solution. To address the identified gaps, we first evaluate the effectiveness of modern
C/C++ SAST tools to understand their strengths and weaknesses. Next, we resolve
their shortcomings by combining SAST with code complexity metrics using machine
learning (ML), allowing us to reliably detect bug-prone code for our proposed metric. We
then use our metric to dynamically stop campaigns when their effectiveness stagnates for
an extended period, thereby using a new coverage analyzer to monitor the campaign in
real-time. Finally, we integrate our metric into a fuzzer to optimize the test generation.

Contributions. Overall, we contribute an in-depth SAST tool evaluation along with an
ML-based vulnerability prediction approach that addresses their deficiencies and enables
the creation of our fuzzing metric. We also contribute a vulnerability-oriented stopping
and test-optimization criterion that, compared to regular code coverage, allows campaigns
to be terminated earlier (with a low risk of missing bugs) and detects security bugs more
effectively, respectively. Thus, these results show our metric’s improved accuracy in
assessing the (cost-)efficiency and effectiveness of fuzzing, which is the meta-contribution
of this dissertation.
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Outline of the Thesis

CHAPTER 1 — INTRODUCTION

This chapter motivates the topic of this dissertation, outlines the research problem and
gaps identified in the literature, and presents the solutions and contributions to fill them.
Parts of this chapter have appeared in peer-reviewed publications [168-171], first-authored
by the author of this thesis.

CHAPTER 2 — BACKGROUND

This chapter provides the background knowledge required to understand the subsequent
chapters. It covers the basic concepts, methodological and technical details, and quality
criteria for static and predictive program analysis, as well as fuzzing. Parts of this chapter
have appeared in peer-reviewed publications [168, 170, 171], first-authored by the author
of this thesis.

CHAPTER 3 — SAST TooL EVALUATION

This chapter empirically evaluates the effectiveness of several advanced static application
security testing (SAST) tools in identifying potentially vulnerable code in real-world
subject programs with known vulnerabilities. Parts of this chapter have appeared in a
peer-reviewed publication [168], first-authored by the author of this thesis.

CHAPTER 4 — ML-BASED VULNERABILITY PREDICTION

This chapter researches the integration of code complexity metrics and SAST tool findings
into a vulnerability prediction model using machine learning to identify potentially
vulnerable functions more reliably and accurately than using SAST tools alone. Parts of
this chapter have appeared in a peer-reviewed publication [170], first-authored by the
author of this thesis.

CHAPTER 5 — REAL-TIME COVERAGE TRACKING

This chapter presents the implementation, application, and practical benefits of our fuzzer-
independent coverage analyzer, which allows real-time monitoring and, thus, dynamic
termination of fuzzing campaigns. It also describes a comprehensive coverage dataset
created with our tool that can be used for further empirical fuzzing research. Parts of this
chapter have appeared in a peer-reviewed publication [169], first-authored by the author
of this thesis.

CHAPTER 6 — VULNERABILITY-ORIENTED FUZZING STOPPING CRITERION

This chapter presents a novel stopping criterion that terminates fuzzing campaigns based
on the saturation of our vulnerability-oriented code coverage metric. By analyzing the
tradeoff between fuzzing time saved and security bugs missed, compared to the saturation
of program crashes and regular code coverage, we demonstrate the superior accuracy of
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our metric in reflecting fuzzing (cost-)efficiency. Parts of this chapter have appeared in a
peer-reviewed publication [170], first-authored by the author of this thesis.

CHAPTER 7 — VULNERABILITY-GUIDED FUZZING

This chapter presents a novel fuzzing approach that integrates our vulnerability-oriented
coverage metric as the main test-optimization criterion into a directed fuzzer to target
potentially vulnerable code. By comparing the effectiveness of our approach in detecting
security bugs with coverage-based and existing vulnerability-guided fuzzing approaches,
we demonstrate the superior accuracy of our metric in reflecting fuzzing effectiveness.
Parts of this chapter have appeared in a submission [171], first-authored by the author of
this thesis.

CHAPTER 8 — RELATED WORK

This chapter presents related work on measuring fuzzing effectiveness, including existing
(but inadequate) solutions for each sub-problem that had to be addressed for our solution
approach. Parts of this chapter have appeared in a submission [171] and peer-reviewed
publications [168-170], first-authored by the author of this thesis.

CHAPTER 9 — CONCLUSION

This chapter concludes this dissertation. It summarizes the main results and insights,
discusses overarching limitations, and provides an outlook and ideas for future work.

Several chapters of this dissertation are based on publications by the author of this
thesis. These publications are referenced in the short abstracts at the beginning of
each chapter. Due to the apparent content overlap, paraphrased excerpts from these
publications within the respective chapters are not explicitly marked.
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1. Introduction

This chapter motivates the topic of this dissertation, outlines the research
problem and gaps identified in the literature, and presents the solutions and
contributions to fill them. Parts of this chapter have appeared in peer-reviewed
publications [168-171], first-authored by the author of this thesis.

1.1. Context and Motivation

Software is ubiquitous today, touching almost every aspect of our personal and profes-
sional lives. While most software is fairly simple to use, its underlying architecture and
functionality are often highly complex [197]. For instance, the operating systems on our
PCs and smartphones, the browsers we surf the web with, and the social media platforms
we use to stay in touch with family and friends—each of these examples consists of millions
of lines of code (LoC) spread across hundreds of dependent software components such as
libraries, frameworks, and (distributed) services [72, 145, 226].

However, a vulnerability in just one component can compromise the security of the
entire software system [19, 184, 288], often resulting in severe financial and reputational
damage if exploited by an attacker. One of the most prominent examples in this context
is the Heartbleed bug [75], which was discovered in the OpenSSL cryptography library in
2014. A buffer over-read bug in the software could allow an attacker to extract sensitive
data from the targeted (remote) server, opening the door to critical data leakage. Since
the OpenSSL library is used in thousands of software products, this vulnerability affected
millions of devices and caused an estimated $500 million in damage [227].

Such software bugs are not uncommon! The rapid pace of modern software development
introduces new security bugs at a high rate, especially in software written in bug-prone
programming languages such as C/C++[209, 248, 293]. According to Zhu and Bohme [336],
more than three-quarters (77%) of bugs in widely used open-source software (OSS) are
due to recent code changes, as they found by analyzing some 23,000 C/C++ bug reports.
This constant bug rate, along with increasing digitization, contributes to the rising cost of
cybercrime, which in the US alone is estimated to grow from about $450 billion in 2024 to
$1.8 trillion in 2028 [232].

To catch security bugs as early as possible, comprehensive and rigorous software security
testing [84] must be performed as part of the development cycle [266]. This involves
systematically examining and evaluating the system under test (SUT) to identify vulnera-
bilities, thus ensuring that it defends against threats and malicious attacks [14]. Thereby,
software (security) testing is typically automated by tools that enable continuous testing
of rapidly evolving software [76]. One such automated testing technique that has proven
very powerful in finding security bugs in practice is fuzz testing.
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1.1.1. Finding Software Bugs with Fuzzing

Fuzz testing, or fuzzing for short, was first introduced by Professor Barton P. Miller in
1990 [191] as a form of random testing [57, 109]. The SUT is repeatedly executed with
randomized, malformed, and thus unexpected test data (fuzz inputs) to trigger program
crashes [284, pp. 21-29]. These crashes indicate software bugs that violate the dependability,
i.e., reliability, availability, and security [14], of the software. In C/C++ programs, the
execution is thereby aborted either by the operating system or the selected (memory)
sanitizer [274] once an unsafe program state is encountered—for example, due to memory
corruption, such as an invalid memory access, buffer overflow, or memory leak [285,
pp- 42-49, 261]. To facilitate a high throughput of fuzz inputs, the fuzzing process is
automated by a fuzzer, which is connected to the SUT and then run for a certain period of
time (fuzzing campaign) [177].

Fuzzing has become the dominant security testing technique [228], primarily due to the
absence of false positives since every crash directly indicates a security bug. Therefore, it
is less susceptible to the state explosion problem in real-world software than static analysis
approaches [112], discovering thousands of bugs in popular OSS [99, 100, 240, 286,
326]. At Microsoft, their internally developed fuzzer “found roughly one third of all
the bugs discovered by file fuzzing during the development of Microsoft’s Windows
7 saving millions of dollars by avoiding expensive security patches for nearly a billion
PCs worldwide” [96]. Similarly, Meta reported that “fuzzing identified more than 1,000
bugs” [178] in critical software services. Google uses fuzzing not only to secure its own
products, such as the Chrome browser [196], but also dependent third-party OSS [264].

1.1.2. Importance of Measuring Fuzzing Performance

To assess the risk of missed security bugs after fuzzing, it is important to accurately
measure the performance of a fuzzing campaign—i.e., its potential to find all such bugs
(effectiveness) with the available time or hardware resources (efficiency) [285, pp. 71-77].
However, measures that rely on bug manifestations can lead to incorrect assessments [98,
144, 309], because a campaign may appear highly performant by quickly detecting one or
two bugs, while other bugs (e.g., in unreached parts of the program) remain undetected.
This becomes even more challenging when no bugs are found, which means that either
there are no bugs in the SUT or there are, but the campaign missed them. Although
this question cannot be fully answered by software testing [68], indirect indicators (that
are independent of bug manifestation), hereafter called (proxy) metrics, can be used to
approximate the bug-finding probability of a campaign [308, 285, pp. 120-133]. Moreover,
such metrics can be used to improve fuzzing since test-evaluation criteria can also optimize
the test generation [122, 247, 234, pp. 151-159].

Evaluating Fuzzing Performance

From an analytical perspective, performance metrics allow for a more informed decision
about when to (i) stop a single campaign (stopping criterion) or (ii) end fuzzing altogether
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(test-end criterion) [284, pp. 437470, 285, pp. 71-77,23]. They can also be used to benchmark
fuzzers [144, 189, 301], which, however, is not the focus of this dissertation.

Regarding (i), metric-based stopping criteria, as opposed to using a fixed fuzzing time
budget (e.g., 24 hours), allow campaigns to be terminated dynamically, e.g., when their
effectiveness saturates over an extended period. On the one hand, ineffective campaigns
can thus be identified and stopped much earlier, saving valuable testing resources. On
the other hand, effective campaigns that are close to bug detection can be prevented from
being stopped prematurely with such dynamic criteria.

Regarding (ii), such metrics provide useful insights into the performance of the overall
fuzzing efforts and, further, the dependability of the SUT. This is important not only
to avoid unnecessary fuzzing costs but also to reduce the risk of missing bugs, e.g., by
identifying untested or inadequately tested program parts (i.e., test gaps).

Enhancing Fuzzing Performance

From a constructive perspective, performance metrics allow for improving the bug-finding
effectiveness and efficiency of fuzzing [177, 299]. For instance, in mutation-based fuzzing [24,
25, 326], such metrics determine which inputs are retained for further mutations (optimiza-
tion criterion), thus increasing the campaign’s chances of detecting security bugs over time.
Ultimately, this helps to uncover critical vulnerabilities before potential attackers find and
exploit them.

1.1.3. Inadequacy of Code Coverage in the Context of Fuzzing

The quality of the metric, i.e., its correlation strength with bug detection [31, 51], determines
the metric’s accuracy in reflecting fuzzing performance [87]. Hence, the more accurate
the metric, the more efficient and effective fuzzing will be—whether employed as a
stopping/test-end criterion [23, 170] or an optimization criterion [299].

The most preferred metric in software (security) testing is code coverage [26, 101, 130, 142,
189, 321], which measures the ratio of code regions (e.g., lines, basic blocks, or functions)
in the SUT executed at least once by the test inputs [234, pp. 211-233]. As a result, higher
code coverage increases the bug-finding probability since a bug can only be found if the
corresponding faulty line is reached! (i.e., fewer test gaps). However, in the context of
fuzzing, the expressiveness of code coverage is limited due to the typically low coverage
of fuzzing campaigns [192, 325, 218, pp. 94-97], along with the scarcity [211, 339] and
dense concentration of security bugs [172]. Accordingly, campaigns with high(er) code
coverage may still miss the few bug-prone regions, while those with low(er) coverage may
manage to execute them. Hence, by treating all code as equally important and, therefore,
equally vulnerable, code coverage tends to falsely approximate the performance of fuzzing,
rendering the development of better metrics a top priority in current fuzzing research [21].

INote that code coverage alone, while necessary for bug detection, is not sufficient because the test data may
not trigger the underlying bug despite execution [129].




1. Introduction

1.1.4. Research Goal and Scope

The overarching goal of this dissertation is to develop a novel (proxy) metric that reflects the
performance of fuzzing more accurately than code coverage. This includes the following
two sub-goals, which also define the scope of this dissertation:

Goal 1: Demonstrate improved reflection of fuzzing efficiency, i.e., it allows saving more
time or hardware resources while maintaining the bug-finding effectiveness.

Goal 2: Demonstrate improved reflection of fuzzing effectiveness, i.e., it allows detecting
more bugs with the same available resources.

1.2. Problem and Research Gaps

Code coverage treats all code as equally important and, therefore, tends to falsely ap-
proximate fuzzing performance, which can have far-reaching practical consequences (see
Section 1.1.2 on page 4). For this reason, this dissertation addresses the problem of refining
code coverage to accurately reflect fuzzing efficiency and effectiveness by effectively narrowing the
focus to only the (subset of) potentially vulnerable code. This requires (i) researching techniques
to reliably identify bug-prone code and (ii) demonstrating the superiority of the resulting
vulnerability-oriented code coverage metric by achieving Goal 1 and Goal 2. Related to
these two sub-problems, we identify the following five research gaps:

Problem 1: Identifying potentially vulnerable source code.

Gap 1: SAST Tool Evaluation. Static application security testing (SAST) tools [52] are
widely used in practice [17] for their ability to quickly scan the entire source
code for security-critical regions. Although false positives (i.e., wrong SAST
tool findings) are a known [56, 127, 135] and well-studied problem [5, 103,
137, 139, 204, 254, 294] of such tools, false negatives (i.e., missed bugs within
the analyzer’s detection scope) are a less-studied limitation, especially in the
C/C++ domain. Existing studies on benchmarking static analyzers [10, 46, 94,
102,126, 138, 219, 295] mainly employ artificial datasets with easy-to-find bugs
introduced by simple syntactical code changes, thereby reporting detection
rates of 80% and higher. However, it is unclear whether these success rates
extend to the more complex security bugs in real-world software [36, 93],
which is essential for reliably narrowing down the code scope for our metric.

Gap 2: ML-Based Vulnerability Prediction. In researching Gap 1, we found that
SAST tools overlook many real-world vulnerabilities [168]. To mitigate this,
experts recommend adapting such tools to the targeted codebase by fine-
tuning their checks [83, 221, 290, 320], as well as complementing SAST with
secure coding [261, pp. 505-510, 220] or code reviews [16, 29, 45,111]. However,
such optimizations require in-depth domain knowledge and manual effort,
eventually limiting the practicality of our metric. Alternatively, various
vulnerability heuristics based on code complexity [73, 187, 268, 337], code
change rate [207, 268, 336], or text/bug-pattern mining [140, 297, 317] have
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Problem 2:

Gap 3:

Gap 4:

Gap 5:

been proposed to effectively detect certain bugs. However, combining SAST
tools findings with such heuristics to reliably detect a wide range of security
bugs has barely been explored so far.

Demonstrating the improved accuracy of our metric in reflecting fuzzing
efficiency (Gap 4 & Goal 1) and effectiveness (Gap 5 & Goal 2).

Real-Time Coverage Tracking. Collecting fuzzer-independent code coverage
information in parallel with the fuzzing campaign is crucial for stopping
campaigns dynamically [284, pp. 437-470]. The most common approach [2,
164, 189, 190] involves sampling a representative subset of all generated fuzz
inputs and then replaying them on a second SUT instance compiled with
coverage tracking [1, 239]. However, this approach is limited to fuzzers that
persist performance-enhancing inputs, e.g., in a special directory, such as
mutation-based fuzzers. Nonetheless, replaying fuzz inputs in real-time to
monitor and stop campaigns adds significant hardware and synchronization
overhead, making it impractical for large-scale fuzzing. Thus, a technical
solution to these problems is lacking in fuzzing research.

Vulnerability-Oriented Fuzzing Stopping Criterion. An under-explored as-
pect of fuzzing research involves criteria for deciding when to stop a campaign.
Currently, campaigns are stopped when (i) a fixed fuzzing time budget has
expired [144, 177, 258], (ii) no progress in crash generation or code coverage
is observed for an extended period [284, pp. 437-470, 285, pp. 71-77, 287], or
(iii) the bug-finding probability falls below a certain threshold [23]. However,
the metrics used in (i) and (ii) can exaggerate fuzzing effectiveness (see Sec-
tion 1.1.3 on page 5), keeping campaigns alive even though they only trigger
redundant crashes or cover non-critical code. Existing approaches for (iii) are
fuzzer-dependent as they must account for the adaptive bias [20, 23] inherent
in all fuzzing strategies where the probability of generating a bug-revealing
fuzz input increases as the campaign progresses. Thus, more (cost-)efficient,
fuzzer-independent stopping criteria (e.g., based on our metric) remain to be
researched.

Vulnerability-Guided Fuzzing. Current fuzzing strategies primarily try to
maximize overall code coverage in the SUT [25, 53, 86, 99, 157, 175, 235,
240, 326], with newer vulnerability-guided approaches [306] targeting com-
plex [73], memory-accessing [305], or sanitizer-instrumented code [222, 265,
334]. However, due to the limitations discussed in Section 1.1.3 on page 5,
coverage-based fuzzing has shown to be prohibitively expensive, requiring
an exponential increase in time or hardware resources to achieve only a
linear increase in bug detection [22]. Current vulnerability-guided fuzzing
approaches are likely to run into similar problems as the imprecise vulnerabil-
ity predictors they employ flag a lot of code and, therefore, again necessitate
extensive code coverage. Thus, more effective fuzzing approaches (e.g., based
on our metric) need to be investigated.
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1.3. Solution

This dissertation proposes to improve code coverage by narrowing the focus to the SAST-
flagged, potentially vulnerable code. We use our metric to tackle open research problems,
thereby analyzing its predictive power through empirical evaluations.

Generally, we have opted for advanced SAST tools to identify problematic code. To
understand the strengths and weaknesses of such tools, we examine the effectiveness
of state-of-the-art analyzers in finding known real-world security bugs (= addressing
Gap 1). Based on the gained insights, we combine SAST with established code complexity
measures into a machine learning (ML) model [71] to find bug-prone code more reliably
(i.e., with fewer false negatives) than with static analyzers alone (= addressing Gap 2).

To terminate fuzzing campaigns more cost-efficiently, we employ our metric as a
saturation-based stopping criterion (= addressing Gap 4). Specifically, before fuzzing, we
flag the potentially vulnerable code identified by the ML vulnerability prediction model.
During the campaign, we then use a new (real-time) coverage analyzer (= addressing
Gap 3) to track the progress of the flagged and covered code and further determine the
campaign’s termination point.

To detect bugs more effectively, we apply our metric as an optimization criterion in
a (directed) fuzzer (= addressing Gap 5), thereby using SAST tools to flag the bug-
prone code. Moreover, our SAST-guided fuzzing approach dynamically disables likely
false-positive and unreachable analyzer findings to mitigate their impact on the fuzzing
performance. It also switches between vulnerability-guided and coverage-based fuzzing
to account for bugs not flagged by the SAST tool (i.e., false negatives).

1.4. Contributions
By filling the identified research gaps, this dissertation makes the following contributions:

* To fill Gap 1, we contribute an empirical study that evaluates the effectiveness of
five free and one commercial SAST tool(s) in finding known real-world security
bugs using a dataset built from 192 Common Vulnerabilities and Exposures (CVE)
reports. Our results show that state-of-the-art static analyzers miss many bugs, with
the best-performing tool identifying only about half (52.6%) of the bugs. Combining
multiple tools can improve the detection rate by 10.9 to 20.3 percentage points (pp)
compared to using a single analyzer; however, at the cost of flagging 14.6pp more
functions [168].

* To fill Gap 2, we contribute a qualitative analysis of 25 vulnerability indicators de-
rived from SAST tool findings and code complexity metrics, which we combine into
different ML vulnerability prediction models to reliably identify potentially vulner-
able functions. Our evaluation shows that most of the trained models effectively
discriminate between vulnerable and (likely) non-vulnerable functions in real-world
programs with known security bugs, achieving true and false positive rates above
0.9 and below 0.5, respectively [170].
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* To fill Gap 3, we contribute a fuzzer-independent coverage analyzer that supports
real-time tracking of code coverage of all fuzz inputs generated during a fuzzing
campaign, useful for dynamically stopping campaigns. As part of this contribution,
we provide a fuzzer coverage dataset (created with our analyzer) containing extensive
code coverage and bug data from 9 fuzzers launched on 12 subject programs, worth
over 12 CPU-years of fuzzing. This multipurpose dataset can also be used for fuzzing
research outside of this dissertation [169].

* To fill Gap 4, we contribute a vulnerability-oriented stopping criterion based on the
saturation of our fuzzing metric. Our evaluation shows that, compared to saturation
of triggered program crashes and regular code coverage, stopping 24-hour fuzzing
campaigns with our criterion can save, on average, 6 to 12 hours of fuzzing time
while missing less than 0.5 out of 12.5 bugs. Thus, these results demonstrate the
improved accuracy of our metric in reflecting fuzzing (cost-)efficiency (= achieving
Goal 1) [170].

* To fill Gap 5, we contribute a vulnerability-guided fuzzing approach that optimizes
the test generation according to our metric. Our evaluation shows that our dy-
namic scheduling of fuzzing targets (i.e., SAST-flagged lines) leads to a higher
target coverage than directed fuzzing with static targets. Moreover, compared to
coverage-based fuzzing, our fuzzing approach detects 10 to 14 additional previ-
ously unknown security bugs with 3 to 4.5 times more different ones. Compared
to the best vulnerability-guided baseline approaches, it detects 5 to 12 additional
bugs, with 1.6 to 3 times more different ones. Thus, these results demonstrate the
improved accuracy of our metric in reflecting fuzzing effectiveness (= achieving
Goal 2). Additionally, our approach finds the bugs in most subject programs, on
average, up to 10.5 and 5.8 hours earlier during 48-hour campaigns than the fastest
coverage-based and vulnerability-guided fuzzing baselines, respectively [171].

Parts of the above contributions have previously appeared in the peer-reviewed publi-
cations listed below. Figure 1.1 on the next page gives an overview of the research gaps
and associated publications, grouped into the two sub-problems.

@ Stephan Lipp, Sebastian Banescu, and Alexander Pretschner. “An Empirical Study
on the Effectiveness of Static C Code Analyzers for Vulnerability Detection”. In:
Proceedings of the International Symposium on Software Testing and Analysis. ACM. 2022,
pp. 544-555. pOT: 10.1145/3533767.3534380.

e Stephan Lipp, Daniel Elsner, Thomas Hutzelmann, Sebastian Banescu, Alexander
Pretschner, and Marcel Bohme. “FuzzTastic: A Fine-grained, Fuzzer-agnostic Cover-
age Analyzer”. In: Proceedings of the International Conference on Software Engineering
Companion. ACM. 2022, pp. 75-79. por: 10.1145/3510454.3516847.

e Stephan Lipp, Daniel Elsner, Severin Kacianka, Alexander Pretschner, Marcel
Bohme, and Sebastian Banescu. “Green Fuzzing: A Saturation-Based Stopping
Criterion using Vulnerability Prediction”. In: Proceedings of the International Sympo-
sium on Software Testing and Analysis. ACM. 2023, pp. 127-139. por: 10.1145/359792
6.3598043.



https://doi.org/10.1145/3533767.3534380
https://doi.org/10.1145/3510454.3516847
https://doi.org/10.1145/3597926.3598043
https://doi.org/10.1145/3597926.3598043
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Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing Fuzzing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

Figure 1.1.: Big picture of the research gaps and associated publications on which parts
of this dissertation’s chapters are based.

@ Stephan Lipp, Severin Kacianka, Alexander Pretschner, and Marcel Bohme. “SAST-
Guided Greybox Fuzzing”. In: Proceedings of the International Conference on Software
Engineering. Under submission. ACM. 2026.

In addition to these papers, the author of this thesis has co-authored the following
peer-reviewed publications that tackle related research problems but are not included in
this dissertation:

¢ Danushka Liyanage, Marcel Bchme, Chakkrit Tantithamthavorn, and Stephan Lipp.
“Reachable Coverage: Estimating Saturation in Fuzzing”. In: Proceedings of the
International Conference on Software Engineering. IEEE. 2023, pp. 371-383. por
10.1109/ICSE48619.2023.00042.

¢ Keno Hassler, Philipp Gorz, Stephan Lipp, Thorsten Holz, and Marcel Bohme.
“A Comparative Study of Fuzzers and Static Analysis Tools for Finding Memory
Unsafety”. ACM Transactions on Software Engineering and Methodology (2025). Under
submission.

¢ Hoang Lam Nguyen, Stephan Lipp, Marcel Bbhme, and Lars Grunske. “On the
Impact of Ties in Bug-Based Fuzzer Benchmarking”. In: Proceedings of the International
Conference on Software Engineering. Under submission. ACM. 2026.
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2. Background

This chapter provides the background knowledge required to understand the
subsequent chapters. It covers the basic concepts, methodological and technical
details, and quality criteria for static and predictive program analysis, as well as
fuzzing. Parts of this chapter have appeared in peer-reviewed publications [168,
170, 171], first-authored by the author of this thesis.

2.1. Static and Predictive Bug Detection

In this section, we introduce the static and predictive code analysis techniques employed in
this thesis to identify potentially vulnerable code. We first discuss their general application,
then the various relevant sub-variants of each analysis technique, along with the quality
metrics used to evaluate their effectiveness.

2.1.1. Static Application Security Testing

Static application security testing (SAST) is a software testing method that analyzes the
source code (or intermediate or binary code) of the SUT without actually executing it [52].
It is basically an automated code review performed by a software tool, often called a
SAST tool or static code analyzer, to identify potential security vulnerabilities early in
the development process [54]. Hence, by using SAST, critical bugs in the code can be
identified and fixed before they reach the final product, contributing to more secure and
reliable software.

Workflow

To perform SAST, first, a static analyzer must be selected that supports the SUT program-
ming language(s) and the types of vulnerabilities to be detected. Once a suitable analyzer
has been found, it needs to be integrated into the development environment. This involves
configuring the SUT for seamless, push-button analysis as well as adapting the SAST tool
to the targeted codebase for the best possible bug-finding effectiveness.

The static analysis workflow! of a SAST tool is shown in Figure 2.1 on the following
page. Here, the analyzer first transforms the source code of the SUT into a more abstract
code representation, which it then examines for potential vulnerabilities. The level of
abstraction directly affects the tradeoff between efficiency and effectiveness—a more de-
tailed abstraction generally leads to an increased bug-finding effectiveness but a decreased
efficiency, and vice versa. Hence, different tools employ different strategies, enabling the

IThis process is initiated either manually by a software or security engineer or automatically via a continuous
integration (CI) pipeline, e.g., after each (major) code change.
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P—— SAST Tool
I1 | CWE-119
SUT Nl
. Code A .
(Source Code) » > Extraction > [ Abstraction ] > Analysis > » .
\_/—\ In | CWE-415

Figure 2.1.: Workflow of a static application security testing (SAST) tool, in which the
analyzer, based on the scanned source code of the system under test (SUT),
outputs the code locations it considers potentially vulnerable, along with
the identified vulnerability type (represented by the corresponding CWE
identifier).

application of various analysis techniques based on the chosen code abstraction (discussed
in the next section).

During the analysis, the SAST tool scans the code for potentially vulnerable code based
on its integrated security checks. Once this process is complete, it generates a report that,
for each identified vulnerability, includes, among others, the code location (i.e., source file
plus line) and the associated vulnerability type. Although the naming conventions for
these types can vary across tools?, many adhere to the standardized Common Weakness
Enumeration (CWE) framework [194] for classifying software (and hardware) weaknesses.

While modern analyzers often support customization by adding new checks, their
default checks for C/C++ typically focus on memory-related vulnerabilities, such as
out-of-bounds memory accesses (CWE-119) and double-free errors (CWE-415).

Formally, a SAST tool run can then be described as follows, which becomes relevant
when later defining our fuzzing metric.

Definition 2.1 (SAST Tool Analysis). The static analysis of a SAST tool t € T on the
code regions R € R can be described by the function analyze : T X R — R, which is
implemented as follows:

analyze(t, R) := {r | r € R and r contains lines flagged by t}

In Definition 2.1, given a SAST tool and the set of code regions R in SUT to be examined,
the analysis function returns the subset of examined regions R’ C R that contain one or
more code locations flagged as potentially vulnerable by the tool.

The flagged code regions should then be inspected and, if they actually contain vul-
nerabilities, adequately fixed. After remediation, further testing should be performed
to confirm that the vulnerabilities have been adequately addressed and, furthermore, to
ensure that no new vulnerabilities have been introduced in the process. In this thesis,
however, we do not perform this last step because the flagged, potentially vulnerable code
is directly employed to assess or improve fuzzing.

2This variation also extends to the report data format. Newer SAST tools, however, primarily use the Static
Analysis Results Interchange Format (SARIF) format [59], a standardized, tool-agnostic output format
based on JavaScript Object Notation (JSON) that facilitates the integration of multiple analyzers.
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Types of SAST

In general, SAST techniques can be divided into syntactic and semantic static analysis, each
offering distinct strengths and weaknesses in terms of bug finding [168]. To provide a
more comprehensive analysis, modern SAST tools often integrate several techniques from
both categories.

Syntactic Static Analysis. Techniques in this category focus on vulnerabilities that can
be detected by examining only the syntax of the SUT’s source code for suspicious code
patterns that indicate security bugs.

PATTERN-BASED ANaLysis: This technique scans the source code for predefined patterns
associated with specific security vulnerabilities. These patterns can include code instruc-
tions, function calls, or regular expressions that match known insecure coding practices.
Pattern-based analysis enables rapid scanning of the entire codebase and individual code
snippets (which need not be compilable at analysis time), thus allowing for early detection
of security bugs. However, because this technique ignores the semantics of the code, it
often produces wrong warnings or misses more complex bugs [136].

Semantic Static Analysis. Techniques in this category go beyond syntax to further im-
prove the bug-finding effectiveness. Although generally limited by the problem of unde-
cidability [151], they aim to understand the semantics of the source code by reasoning about
its control and data flow, as well as the relationships between the contained variables, to
detect more complex vulnerabilities.

ConTrOL-FLOw ANALysis: This technique examines the potential execution paths of SUT
enforced by conditional statements, loops, and function calls, focusing on the control flow
rather than the deeper semantics of individual operations. This makes it possible to detect,
e.g., infinite loops that may manifest as denial-of-service (DoS) vulnerabilities. Although
this technique is usually more effective than pure syntactic analyses, it can still struggle
with large, complex software systems that contain deeply nested control structures. In
such cases, the analysis may sacrifice SAST accuracy to handle the complexity, which may
result in wrong warnings or even missed bugs [4].

Data-FLow ANaLysis: This technique traces the data flow from its source to various
destinations in the SUT to identify security bugs. Thereby, it focuses on instances where
potentially untrustworthy data (e.g., user input) flows into sensitive operations (e.g.,
memory allocation in C/C++) without sufficient validation or sanitization. This analysis
can uncover complex vulnerabilities that require extensive reasoning across multiple code
regions. However, it is computationally intensive and, like control-flow analysis, can
struggle with complex code structures, potentially compromising its accuracy [66, 255].

SymBoLic ExecuTtioN: This technique simulates the execution of the SUT using symbolic
values instead of concrete ones. Specifically, it translates the control-flow paths into logical
constraints that contain such symbolic values, enabling the systematic exploration of
different program paths and their symbolic states to detect subtle security bugs. Addi-
tionally, by solving constraints that indicate potential vulnerabilities, concrete test inputs
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can be generated to show the existence of a bug, as well as for debugging and remediation
purposes. However, like the other semantic techniques, symbolic execution is computa-
tionally expensive. In particular, the number of possible paths can grow exponentially in
complex programs, making it impossible to thoroughly analyze all of them [41, 143].

ABSTRACT INTERPRETATION: Unlike symbolic execution, which is a (static) testing technique,
abstract interpretation is a formal verification technique that aims for sound analysis
results. It constructs a sound approximation (abstract model) of the SUT’s behavior
to exhaustively prove the absence of certain types of vulnerabilities across all possible
execution paths—i.e., it guarantees to find all bug instances within its scope. Thereby, it
can handle complex code structures, dynamic behaviors, and, therefore, deep semantic
SUT properties that may be difficult for other SAST techniques to reason about. However,
abstract interpretation can be computationally intensive, especially for large programs. It
also requires specialized knowledge for configuration and result interpretation, which is
why we did not include this technique in this thesis [61].

Evaluation Metrics

In the context of static and predictive vulnerability detection, we define true positives (TP),
false positives (FP), true negatives (TN), and false negatives (FN) as follows:

* TP: Number of vulnerable code regions correctly identified as such.

* FP: Number of non-vulnerable code regions incorrectly identified as vulnerable.

* TN: Number of non-vulnerable code regions correctly identified as such.

* FN: Number of vulnerable code regions not identified as such.

For such vulnerability prediction tools to be usable for our fuzzing metric, they must
reliably identify potentially vulnerable code regions while flagging as few (non-vulnerable)
regions as possible. To evaluate this tradeoff on a dataset containing vulnerable programs
with a total of N code regions, we use the true positive rate (TPR), aka detection rate or
recall, and the flagged code rate (FCR):

TP TP + FP

TPR = s 2.1) FCR = —— (2.2)

Equation (2.1) calculates the proportion of vulnerable code regions included in the
dataset that are correctly identified as such by the vulnerability prediction tool under
evaluation. Accordingly, a high TPR indicates an effective tool, which is crucial for our
metric to enable meaningful fuzzing assessments. Complementary to this, Equation (2.2)
calculates the proportion of regions flagged as problematic, regardless of their vulnerability
status. Note that the FCR is more appropriate than the precision metric® in this tradeoff
analysis because (i) the number of false positives is generally difficult to determine when
using real-world subject programs due to undetected vulnerabilities, and (ii) a small

3Precision measures the proportion of correctly identified vulnerable code regions out of all flagged ones.
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amount of flagged code is more relevant to our fuzzing metric than the actual SAST
precision. A high FCR then suggests that the tool is likely to consider a large amount of
non-vulnerable code as vulnerable, given the small number of vulnerabilities typically
contained in programs [211, 339]. This would ultimately reduce the expressiveness of our
metric, at worst, offering no improvement over regular code coverage.

2.1.2. ML-Based Vulnerability Prediction

Another approach to statically identify bug-prone code is to use machine learning (ML).
Unlike SAST, which directly analyzes source code of the SUT or an abstraction thereof,
supervised ML-based vulnerability prediction relies on labeled data* of known vulnerabil-
ities in order to predict potential new vulnerabilities [78, 225]. Supervised ML thereby
distinguishes between two learning techniques, classification and regression, that differ in
the type of outcome they predict [33]. Classification predicts a categorical or discrete
outcome by assigning the input to a particular class (e.g., cat, dog, or bird in image
classification). In contrast, regression predicts a continuous outcome, i.e., a real number
that can take any value within a certain range (e.g., temperature prediction). In this thesis,
we use binary classification to predict whether a given code region is potentially vulnerable
or non-vulnerable.

Workflow

To build such a ML vulnerability prediction model, it is first necessary to collect training
data that is indicative of vulnerable code, which also involves labeling the contained code
regions as either vulnerable or non-vulnerable. The predictive performance of the model
thereby strongly depends on the quality of the training dataset, with better data generally
leading to better predictions [71].

Next, based on the training data, a set of ML features® must be selected that capture the
characteristics of potential vulnerabilities. For instance, these features can be derived from
the source code or the version control system (VCS) history. Furthermore, an appropriate
ML algorithm must be chosen to train and thus build the prediction model, depending
on the prediction type and the training data distribution. During training, the algorithm
tries to learn patterns in the labeled data that link the selected features with the contained
vulnerabilities, which are then encoded in the ML model. After training, the model’s
effectiveness at finding vulnerable code should be evaluated on a separate testing dataset
to ensure that it generalizes to new, unseen data. If the model performs poorly, it may
need to be retrained using (i) additional data points, (ii) a more appropriate feature set, or
(iii) a different training algorithm. Otherwise, if the model performs well, it can be used
to predict potentially vulnerable code in programs outside the dataset by extracting the
feature values and feeding them into the model [34].

4There are also unsupervised ML algorithms that can handle unlabeled data by identifying and clustering
patterns in the data [33]; however, these are less commonly used for predicting software vulnerabilities.

5A feature is a single measurable property of the data that is used as input to train a ML model as well as to
make predictions [71].
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Figure 2.2.: Workflow of a machine learning (ML) vulnerability prediction model, in which
the model predicts for each code region in the system under test (SUT) whether
it is potentially vulnerable or not, based on the extracted feature values.

The vulnerability prediction workflow of a ML model is shown in Figure 2.2. Given the
source code and possibly other relevant artifacts of the SUT, the values of the ML features
used to train the model must first be extracted for each of the contained code regions.
These feature values are then passed to the model, which in turn predicts the vulnerability
status of each region.

Definition 2.2 (Cutoff ). A cutoff is a threshold value between 0 and 1 that determines
the range of a model’s predicted probability score at which a data point is assigned either
the positive or negative output class.

Specifically, the model outputs a probability score for each code region, which is
then converted into the corresponding class label based on a predefined cutoff value (see
Definition 2.2). If the probability score is above or equal to the cutoff, the code region
is classified as vulnerable (positive class). Otherwise, if the score is below the cutoff,
the region is classified as non-vulnerable (negative class). While 0.5 is often used as the
default cutoff, it can be adjusted to optimize the model for different objectives. Lowering
the cutoff, for instance, increases the chances of identifying vulnerable code regions but
may also flag more non-vulnerable regions (the preferred optimization for our metric).
On the other hand, raising the cutoff may improve prediction accuracy by flagging fewer
non-vulnerable regions but also increase the risk of missing vulnerable code.

Formally, the ML-based vulnerability prediction workflow for a single code region in
the SUT can be described as follows.

Definition 2.3 (ML-Based Vulnerability Prediction). The process in which a ML model
m € M with the cutoff O € Ry 1) predicts the vulnerability status L := {vuln, non-vuln} € L
(i.e., the classification labels) of a code region r € R based on its extracted feature values
X, € X can be described by the function predict : M X Ryp ) X X — L, which is
implemented as follows:

vuln, if m(X,) >0,
predict(m, 6, X,) =
non-vuln, otherwise.

Note that Definition 2.3 describes the vulnerability prediction for a single code region.
To extend this to all regions in the SUT, we adapt the function in Definition 2.1 on page 12
below to also support ML vulnerability prediction models.
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Definition 2.4 (ML Vulnerability Prediction Model Analysis). The vulnerability prediction
of a ML model m € Mt with the cutoff 0 € Ry 1}, denoted as mg, on the code regions R € R
can be described by the function analyze : Mt X R — R, which is implemented as follows:

analyze(mg, R) = {r | r € R Apredict(m, 0, X,) = vuln}

The function in Definition 2.4 on the facing page returns the subset of analyzed code
regions R’ C R that are classified as vulnerable by the employed ML model. Similar
to the SAST workflow, the potentially vulnerable code regions should then be analyzed,
remediated, and verified.

Evaluation Metrics

As with the SAST tools, the trained ML vulnerability prediction models must reliably
identify bug-prone code regions while flagging as few (non-vulnerable) regions as possible.
To evaluate this tradeoff, we use the true positive rate (TPR) (see Equation (2.1) on page 14)
and the false positive rate (FPR), which is defined as follows:

FPR = — (2.3)

Equation (2.3) calculates the proportion of non-vulnerable code regions that are in-
correctly identified as vulnerable. To visualize the performance of a ML vulnerability
prediction model during evaluation, we plot the TPR (y-axis) against the FPR (x-axis) at
different cutoff values, resulting in a receiver operating characteristic (ROC) curve [81].
The ROC curve of a well-performing model then converges towards the top-left corner,
indicating a high TPR with a low FPR. The area under the curve (AUC) of the ROC curve
summarizes this performance as a single metric, with a higher ROC-AUC signifying better
discrimination between the output classes.

2.2, Fuzz Testing aka Fuzzing

In this section, we start with an introduction to fuzzing, followed by an overview of
different fuzzing types. We then focus on mutation-based greybox fuzzing, in particular,
on commonly used optimization criteria for test generation. Finally, we outline current
metrics used to evaluate the performance of fuzzing.

2.2.1. Overview

Fuzzing [177,191] is a dynamic software testing technique that has proven highly effective
in detecting security bugs [228], especially in C/C++ programs. The approach is straight-
forward: generate millions of random test inputs (aka fuzz inputs), feed them into the
SUT, and monitor the program executions for crashes until a specified timeout is reached.
This whole process is denoted a fuzzing campaign and is automated by a software tool
called a fuzzer. Furthermore, crashes that could lead to malicious code execution, data
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Figure 2.3.: Workflow of a fuzzer, in which the (instrumented) system under test (SUT)
binary is executed with randomly generated test inputs to find inputs that
crash the program execution and thus indicate security bugs.

leakage, or DoS are considered security vulnerabilities [285, pp. 42-54]. Thus, unlike static
vulnerability detectors, fuzzing does not suffer from false positives, as each triggered
crash directly indicates a software bug.

Workflow

To perform fuzzing, a suitable fuzzer must be selected for the targeted software, with
many different fuzzers freely available online. Also note that when fuzzing libraries, a
fuzz harness must be developed, i.e., a piece of code that connects the fuzzer to the SUT
to enable fuzzing. Usually, several different harnesses are needed to thoroughly test the
entire SUT.

The actual workflow of a fuzzer is shown in Figure 2.3. First, the source code of
the SUT (along with that of the fuzz harness) must be compiled into a fuzzable binary.
Depending on the chosen fuzzer, compile-time instrumentation is used to add instructions
to the binary that, during test execution, (i) track the code regions covered by the fuzz
inputs, (ii) measure their execution time to identify performance bottlenecks, and (iii)
detect subtle errors that may not cause immediate crashes. The third point is known as
code sanitization, which is supported by various error detectors (aka sanitizers) such as
ADDRESSSANITIZER [263] for catching memory-related errors.

Once compiled, the instrumented binary is ready for fuzzing. For this, the fuzzer is
attached to the binary, initiating the fuzzing campaign with a configuration that specifies,
among others, the duration of the campaign, its resource limits to prevent exhaustion,
and the model or corpus of valid sample inputs. During fuzzing, the instrumentation
provides feedback to guide the fuzzer’s test generation toward specific objectives (e.g.,
maximizing code coverage). When a program crash is observed, the corresponding fuzz
input is stored in a dedicated directory.

After the campaign ended, the crash-inducing inputs should be analyzed to check if
they reveal security vulnerabilities. The associated crash dumps, stack traces, and covered
code regions can thereby help to identify, locate, and fix the underlying issue(s) in the
code. Once the problem has been fixed, the fuzzer should be executed again (e.g., with
the crashing inputs as seeds) to ensure that the bugs have been resolved.

Types of Fuzzing

In recent years, various fuzzing approaches have been developed that can be categorized
along two dimensions: (i) the method of fuzz input generation (generation-based and

18



2. Background

mutation-based) and (ii) the visibility level of the SUT’s internals (blackbox, whitebox, and
greybox) [177]. In the following, we describe each category in more detail.

Generation- and Mutation-Based Fuzzing. Generation-based fuzzing relies on a model of
the SUT’s input format, such as a template, constraints, grammar, or any other specification,
in order to generate fuzz inputs that conform to the input structure [96, 284]. Hence,
this approach is capable of producing diverse test inputs that explore the SUT more
systematically and are, therefore, more likely to detect complex security bugs. This is
particularly relevant for programs that require well-structured inputs to test code beyond
the input parsing. However, creating a new input model can be very time-consuming and
requires a deep understanding of the SUT’s input format.

In contrast, mutation-based fuzzing starts the campaign with a set of input samples (seed
corpus) accepted by the target program [177]. These seed inputs are repeatedly mutated
during the campaign to derive new (semi-valid) fuzz inputs. The goal is to generate inputs
that are valid enough to pass the initial parsing checks but invalid enough to exhibit
unexpected behavior. Thus, this approach requires minimal knowledge of the SUT’s
input format, making it relatively easy to apply in practice. However, the quality of the
employed seed corpus strongly affects the fuzzing effectiveness, with a low-quality corpus
reducing the effectiveness.

Blackbox, Whitebox, and Greybox Fuzzing. Fuzzing began as blackbox random test-
ing [191], checking only for external program crashes without monitoring the internal
test executions after feeding the target program with pure random inputs. Despite early
successes in finding security bugs, blackbox fuzzing usually struggles to overcome more
complex conditions that would allow testing of deeper, more bug-prone code regions of
the SUT, thus limiting its effectiveness [284, pp. 9-14, 177].

To reach untested code more effectively, whitebox fuzzing [39, 40, 97], aka dynamic
symbolic execution or concolic (concrete + symbolic) testing, has been developed. It
translates the control-flow paths of the SUT into logical constraints by concatenating the
path conditions, which, when resolved, allow the derivation of concrete test inputs [58].
These inputs can then be executed directly by the target program or used as seeds for
mutation-based fuzzing, as in hybrid fuzzing [176, 218, 224]. However, the involved
constraint solving slows down the test generation and can also hinder the scalability to
larger programs due to the exponential increase in paths to be analyzed [41, 260].

Greybox fuzzing addresses these limitations by combining elements of blackbox and
whitebox fuzzing [177]. It uses lightweight program instrumentation to obtain feedback
about the test executions, which is then used to improve the test generation throughout the
campaign. The most common form is mutation-based greybox fuzzing [24, 25, 326], which
utilizes runtime information like code coverage to guide the generation of new fuzz inputs
by selectively mutating inputs that are promising according to the employed optimization
criteria. Thus, this approach combines the simplicity of mutation-based fuzzing with the
guidance of feedback-driven exploration, making it very effective at detecting security
bugs.
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Figure 2.4.: Big picture of mutation-based greybox fuzzing, from seed selection and trim-
ming to test generation, execution, and monitoring.

2.2.2. Mutation-Based Greybox Fuzzing

Mutation-based greybox fuzzing is the most commonly used fuzzing approach [228].
Below, we explain its internal functioning as well as the two main optimization criteria
that guide the generation of fuzz inputs.

Approach

Figure 2.4 provides an overview of mutation-based greybox fuzzing with a specific test-
optimization criterion. In this figure, we assume that the target binary is already properly
instrumented.

In step @, each input in the seed corpus is executed at least once in the target program
to (i) trim unnecessary bytes from large seed inputs (while preserving their execution
behavior) to ensure high test throughput, and (ii) filter out seeds with similar behavior to
increase the diversity of fuzz inputs generated later. The trimmed, unique seeds are then
loaded into the mutation queue.

In step @), the top input in the queue is selected, followed by applying various mutations
to its data. For instance, at the byte level, these mutations can be simple bit flips (i.e.,
changing Os to 1s and vice versa), byte modifications (i.e., adding, removing, or replacing
bytes with random values or specific bit patterns), or block swaps (i.e., rearranging blocks
of data). At the string level, they can involve changing values (i.e., increasing, decreasing,
maximizing, or minimizing them) or using dictionary-based mutations that replace parts
of the input with predefined values or strings. Typically, a sequence of these mutation
operators is applied to an input before passing it to the target program.

In step @), the mutated input is executed in the target program. The test execution is
thereby monitored by a special software unit that interacts with the information provided
by the code instrumentation in order to evaluate the fuzz input with respect to the
employed optimization criterion. Also, in case of a program crash, the corresponding
input is stored in a dedicated directory for later analysis.
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In step @), the information collected so far by the fuzzing campaign is updated with
that of the last test execution to calculate the new optimization score. If this score has
improved compared to that of the previous executions, the campaign is getting closer
to its optimization goal and, therefore, the fuzz input is added to the queue for further
mutations. Otherwise, the input is discarded and will thus not be considered for future
mutations. Steps 2 to 4 are then repeated until the campaign is stopped.

Optimization Criteria

In this section, we describe the two most commonly used optimization criteria for test
generation in mutation-based greybox fuzzing. As mentioned earlier, the quality of an
executed fuzz input, as measured by such a criterion, determines whether it should be
discarded or kept for further mutations. Consequently, each newly enqueued seed input
brings the fuzzing campaign closer to the optimization goal, which is why this approach
is also referred to as evolutionary fuzzing [65].

Code Coverage. As the name suggests, this optimization criterion focuses on maximizing
the amount of code covered (i.e., executed at least once) by the generated fuzz inputs.
Accordingly, fuzz inputs that succeed in increasing code coverage are added to the queue
for further mutations. This fuzzing approach is called coverage-based fuzzing [326].

An example of this is shown in Figure 2.5 on the next page, which depicts the inter-
procedural control-flow graph (iCFG)®, along with the execution traces and covered basic
blocks (BBs)’ (grey nodes) of the two fuzz inputs I; (green trace) and ;41 (blue trace)
generated during the fuzzing campaign. Here, input I; covers 6 of the 14 BBs, yielding
a BB coverage of 6/14 (43%). Assuming that I; has not increased the total code coverage
achieved so far, it will not be added to the queue. In contrast, I;;; reaches two BBs that
were previously not covered, even though achieving a lower BB coverage of only 4/14 (29%).
This increases the total BB coverage to 8/14 (57%), thus qualifying ;11 to be added to the
queue so that mutations thereof may further increase the code coverage. This process is
then repeated for each subsequent fuzz input I;4o, . .., I,,.

Coverage of Specific Targets. Unlike the previous criterion, this one aims to minimize the
distance between the inputs” execution trace and a subset of (potentially vulnerable) code
locations, i.e., the so-called fuzzing targets. These targets are identified prior to fuzzing,
either manually by security experts or automatically by vulnerability prediction tools.
The goal is to direct the campaign towards these target locations in order to maximize
target coverage, which is why this approach is referred to as directed fuzzing [24]. Thereby,
directed greybox fuzzing generally consists of two phases: exploration and exploitation. The
former phase aims to maximize code coverage in order to expand the seed corpus and
avoid local optima, while the latter aims to reach the specified targets.

®A iCFG represents all possible execution traces in the entire SUT [4, 195, pp. 99-102].
7 A BB denotes a linear sequence of instructions without branches [4].
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®

i

(13 (14)

Figure 2.5.: Inter-procedural control-flow graph of an example program, where grey nodes
indicate basic blocks (BBs) covered during the execution of the fuzz inputs I; or
Ii+1. Nodes outlined in red represent BBs that contain at least one potentially
vulnerable line of code.

Note that by using the target distance rather than the target coverage as the optimization
criterion, inputs that come closer to the targets are added to the queue, even if they do not
yet reach them. This results in better guidance and, ultimately, higher target coverage.

At the BB level, the distance between two BBs is computed as the number of iCFG edges
along the shortest path between them, as found by Dijkstra’s algorithm [67]. The distance
from one BB to several others is then calculated as the harmonic mean® of the distances
from the source BB to each target BB [24]. However, if the source BB is among the target
BBs, its distance is 0. Furthermore, if a target BB is (statically) not reachable from the
source BB, it is not considered in the distance calculations.

To explain the distance calculations in more detail, we use the example’ in Figure 2.5
again, in which the red nodes represent the BBs targeted during fuzzing. There, fuzz
input I; covers the BBs by, by, bs, bg, b1, and by3, each with a (harmonic mean) distance to
the target BBs b1, b11, and b3 of:

e d(by) = 3/1ja+1/a+1/5s = 4.29
o d(by) = 3/1j3+1/3+1/a = 3.27
® d(bs) = 3/12+1/241/3 = 2.25

8The harmonic mean is less sensitive than the arithmetic mean to widely distributed or unreachable targets.
9We use the iCFG in this example for simplicity. However, most directed fuzzing implementations use the
control- and call graph for the distance calculations [24].
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==4122601==ERROR: AddressSanitizer: global-buffer-overflow on address [...]

READ of size 48 at [...] thread TO
#0 [...] in __interceptor_memcpy %ASAN%/sanitizer_common_interceptors.inc:810:5
#1 [...] in newStringLength %PKL%/src/core/value.c:304:36
#2 [...] in varMultiply %PKL%/src/core/core.c:1775:21

#5 [...] in main %PKL%/cli/main.c:132:23
#6 [...] in __libc_start_main %GLIBC%/libc-start.c:308:16
#7 [...] in _start (%PKL%/pocketlang)

Listing 2.1.: Example output of ADDRESSSANITIZER detecting a buffer-overflow vulnerabil-
ity in Pocketlang. Besides the vulnerability type, it includes the stack trace of
the test execution that triggered the vulnerability.

® d(bg) = 2/11+12 = 1.33 (byg is unreachable from bg)
e d(byz) = /11 =1 (b1p and by1 are unreachable from b1y)
® d(bi3) = 0 (b1p and by are unreachable from by3, which is also a target BB)

The distance of I;’s execution trace 7; is then calculated as the arithmetic mean
of the distances of the covered BBs, i.e., d(t;) = d(b)+d(ba)+d(bs)+d(bs)+d(b12)+d(b13)/len(r;) =
4.29+3.27+2.25+1.33+1+0/¢ = 2.02, where len(-) returns the number of BBs covered in the trace.
Assuming that I; reduces the distance to the targets compared to the previous fuzz inputs,
it will be added to the mutation queue. In contrast, the trace of input I;,1 has a distance
of d(tiy1) = db)+d(b2)+d(bs)/1en(z;,y) = 429+3.27+2/3 = 3.19 (no target BBs reachable from by),
which is greater than that of 7;, indicating that I;1 is moving further away from the targets.
As a result, I;41 will not be added to the queue and thus will not be considered for future
mutations. After that, this process continues for the subsequent inputs I;o, ..., I,.

2.2.3. Fuzzing Metrics

Several metrics have been proposed to evaluate the effectiveness of fuzzing campaigns [285,
pp- 120-133]. Below, we discuss the two most commonly used ones.

Number of Unique Bugs

The simplest way of measuring fuzzing effectiveness is to count the number of security
bugs detected during the fuzzing campaign—the more bugs found, the more effective the
campaign is deemed. However, it can be very challenging to accurately determine the
number of unique bugs found because fuzzing only provides the generated fuzz inputs
that cause the program crashes. Hence, multiple crashes can result from the same faulty
instruction in the code [144], so the number of crash-inducing inputs does not necessarily
equal the number of unique bugs.

To address this, the triggered crashes must be deduplicated into unique bugs by analyzing
their root causes. Since a single campaign can produce thousands of crashes, manual
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deduplication is very time-consuming and thus impractical in our case. Therefore, we
perform an automated deduplication by clustering crashes based on the similarity of
the stack frames in their execution traces [64]. Specifically, we follow ClusterFuzz’s
approach [11] and establish similarity by comparing the function names of the top n € N*
stack frames and, if available, the vulnerability types reported by the sanitizer. The
concrete value of n is thereby set based on the most accurate deduplication after manually
examining a random subset of all crashes in our subject programs.

An example of such a stack trace is shown in Listing 2.1 on the previous page. It displays
the called functions in the Pocketlang program up to newStringLength, in which a buffer
overflow was intercepted by ADDRESSSANITIZER through its proxy function for the memcpy
C library function. Now, when using n = 3 for deduplication, all crashes that trigger a
“global-buffer-overflow” vulnerability and share the call hierarchy __interceptor_memcpy
(frame #0), newStringLength (frame #1), and varMultiply (frame #2) would be grouped
as instances of the same underlying bug.

Code Coverage

While the number of bugs can be useful for comparing the effectiveness of multiple
campaigns relative to each other, it is difficult to interpret in absolute terms since we
never know the total number of bugs contained in the SUT (see Section 1.1.2 on page 4).
For this reason, code coverage is another widely used metric in the fuzzing domain,
measuring the proportion of code regions in the SUT that have been executed at least once
by the generated fuzz inputs [234, pp. 211-233]. Since a bug can only be detected if the
corresponding faulty code is executed, the rationale is that a high code coverage increases
the likelihood of discovering bugs and thus indicates an effective campaign.

Below, we define the code coverage of a campaign launched on a program with the
code regions R. To check whether a region r € R has been covered within the firstt € T
time units of the campaign, we use the function covered : R X T — {true, false}, which is
implemented as follows:

true, if r was covered at least once
covered(r, t) := by a fuzz input within ¢, (2.4)

false, otherwise.

Definition 2.5 (Code Coverage). Using the function in Equation (2.4), the code coverage
metric Seoy : R X T — R 1] is defined for the code regions R € R in the SUT after t € T
time units within the fuzzing campaign as follows:

card({r | r € R A covered(r, t)})
card(R)

Seov(R, t) =

where card(-) returns the set cardinality.

Note that code coverage, as defined in Definition 2.5, can be measured at different code
granularities, meaning that code regions can be lines, BBs, functions, or edges in the
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control-flow graph (CFG). Although coverage alone does not guarantee that a bug will
be triggered (as specific data is also required to exploit the faulty line), it is necessary to
expose the bug. Hence, any bugs in an uncovered code region cannot be detected. For
example, a 50% code coverage means that half of the SUT’s source code has been executed
while the other half remains untested, reducing our confidence that the SUT does not
contain any obvious bugs.
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3. SAST Tool Evaluation

This chapter empirically evaluates the effectiveness of several advanced static
application security testing (SAST) tools in identifying potentially vulnerable
code in real-world subject programs with known vulnerabilities. Parts of this
chapter have appeared in a peer-reviewed publication [168], first-authored by
the author of this thesis.

Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

‘ SAST Tool Evaluation ‘» --------------------------- >‘ Vuln.-Guided Fuzzing |«

Metric (Cost-)Efficiency & Effectiveness

Fuzzing

A 4

ML-Based Vuln. | - Vuln.-Oriented Fuzzing Real-Time Coverage
Prediction Stopping Criterion Tracking

Figure 3.1.: Big Picture (Contribution 1: SAST Tool Evaluation).

3.1. Introduction

Context. As shown in Figure 3.1, this chapter belongs to the part of this dissertation
where we explore approaches to identify potentially vulnerable code in the SUT. The
coverage of the identified bug-prone code is then measured during fuzzing to estimate its
performance. Hence, for our approach to work, the problematic code must be identified
very reliably. We start our research with state-of-the-art SAST tools because they (i) are
easy to set up and run [52, 110], (ii) can quickly scan large codebases [110, 171], (iii)
support many C/C++ vulnerabilities [168], and (ix) are trusted by thousands of software
projects [17, 110] and developers [54, 256, 294], suggesting that they are very useful for
finding problematic code.
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State-of-Practice and Problem. While the problem of wrong SAST tool findings (i.e.,
false positives) is well-researched [5, 56, 103, 127, 135, 137, 139, 204, 254, 294], there is a
notable gap in analyzing their actual effectiveness in finding security bugs, especially in
the context of C/C++. Here, existing studies mostly employ artificial datasets [10, 46, 94,
102, 126, 138, 219, 295], consisting of easy-to-find bugs. These are often simple syntactical
code changes such as off-by-one array accesses that are introduced either automatically
by bug-injection engines [70] or manually by security experts [27]. As a result, the cited
papers report detection rates of around 80% for some of the static analyzers studied and
even up to 100% for certain types of vulnerabilities. However, it remains unclear whether
these success rates also translate to real-world software, which typically contains much
more complex vulnerabilities [36, 93]. This caveat also calls into question the increase in
bug detection reported by some of these papers when using multiple static analyzers in
combination.

Solution Approach. To address this research gap, we evaluate the effectiveness of five
free and one commercial SAST tools on 27 real-world software projects containing a total
of 192 known vulnerabilities as documented in CVE reports, which serve as ground
truth. We include a preliminary study, where we verify the general applicability of our
CVE-based dataset for such an evaluation, thereby determining the function level as the
optimal code granularity to approximate vulnerability detection. For this, we examine the
type of code location (root-cause or bug-manifestation location) typically flagged by static
analyzers and the type provided by the CVEs in our dataset. Any discrepancy between
these locations could lead to incorrect results, as we cannot assess whether a vulnerability
has actually been identified. In addition, we evaluate the tradeoff between improved bug
detection and additional functions flagged (i.e., more false positives) when using multiple
static analyzers together. We also perform this analysis separately for each vulnerability
type to better understand the strengths and weaknesses of SAST.

Contributions. Overall, we contribute an empirical evaluation of the effectiveness of
modern SAST tools in finding known real-world vulnerabilities (CVEs). Our results show
that static analyzers miss many security bugs, with the best-performing tool identifying
only about half (52.6%) of the bugs. Combining multiple tools can improve the detection
rate by 10.9 to 20.3 percentage points (pp) compared to using a single analyzer; however,
at the cost of flagging 14.6pp more functions.

3.2. Scope

In this section, we outline the scope of our evaluation. Specifically, we describe the selected
SAST tools and subject programs, including the vulnerability types they contain.

3.2.1. SAST Tools

For our evaluation, we select the following SAST tools that support C/C++ and implement
state-of-the-art SAST techniques. The first four static analyzers are open-source and freely
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available, and—according to their GitHub stars [28]—are widely used in practice. CopeQL
is free for academic purposes, although its analysis engine is proprietary. The last tool,
CoMMSCA, is entirely proprietary and only commercially available.

Flawfinder (FLF): We use version 2.0.11 of this analyzer, which implements a syntactic
SAST technique that scans the source code for potentially vulnerable code patterns
stored in a local database. The built-in checks primarily identify functions that
have been vulnerable in the past and also assess their security risk by analyzing the
function arguments [310].

Cppcheck (CPC): We use version 2.3 of this analyzer, which implements a SAST technique
that combines syntactic and semantic analyses to scan the code for potential security
bugs. It uses a lightweight data-flow analysis to find bugs caused by undefined
C/C++ behavior or dangerous code constructs [179].

Infer (IFR): We use version 0.14.0 of this analyzer, which is developed by Meta (formerly
known as Facebook). It implements a semantic SAST technique based on separation
logic [250] and bi-adduction [42], which allows INFER to reason about pointer structures
(e.g., those in C/C++ to manipulate memory) and thus to detect, among others,
subtle memory-safety security bugs [188].

CodeChecker (CCH): We use version 2.0 of this static analysis platform, which by default
uses the analyzers CLANG StaTIC ANALYZER [237] and CLANG-TIDY [238], both part
of the LLVM+Clang toolchain [153]. The former implements a semantic SAST
technique based on symbolic execution [143], while the latter tool implements a
syntactic technique based on linting [150]. Together, they support the most common
C/C++ vulnerabilities [79].

CodeQL (CQL): We use version 2.1.3 of this analyzer, which implements a semantic SAST
technique, where the analysis engine is decoupled from the actual (security) checks.
CopeQL first translates the source code into a structured data representation, which
is then queried using a specific language [13] to detect potential vulnerabilities. In
our evaluation, we use the external CopeQL checks of version 1.23.1 [95].

CommSCA (CSA): This static analyzer is the only commercial tool that we include. To
protect the company behind this analyzer, we anonymize its name and also do not
reveal the implemented SAST technique.

We studied the documentation of each SAST tool, and if an implemented check for a
vulnerability type included in our evaluation was not enabled by default, we enabled it.
We also disabled checks that did not focus on security-related bugs, such as code smells
or likely unreachable code.

3.2.2. Subject Programs

For our evaluation, we looked for real-world C/C++ programs with diverse and well-
documented vulnerabilities. Unfortunately, such datasets are rather rare, and those
available contain only very few vulnerabilities [173] or do not specify the vulnerability
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Table 3.1.: Subject programs for the SAST tool evaluation (as appeared in [168]).

Subject Version # Lines # Functions ‘ # Vulns.
Binutils 2.29 134,767 4,071 59
FFmpeg n3.3.2 413,353 17,788 22
Libpng 1.6.38 10,184 398 7
LibTIFF  4.1.0 19,527 826 13
Libxml2  2.9.10 85,442 2,982 17
OpenSSL ~ 3.0.0 165,187 13,036 21
PHP 8.0.0-dev 209,407 9,145 15
Poppler  0.88.0 63,561 4,659 22
SQLite3  3.32.0 53,272 2,298 16
Total | 1,154,700 55,203 192

types [7], which we need to check if an analyzer has correctly identified a security bug.
One exception is Magma [114], a dataset built from 111 CVE reports. It uses a method
called front-porting, which reintroduces publicly reported vulnerabilities into the latest
version of the program. For each ported vulnerability, Magma also provides detailed
information about its root cause, as well as where in the code the erroneous program state
may manifest. Although Magma was created for fuzzer benchmarks, the vulnerabilities
it contains should also be detectable by SAST tools.

In addition to Magma version v1.1, we include an older version of the Binutils suite,
which consists of 19 programs for manipulating compiled code, and the FFmpeg multi-
media processing tool. Together, they contribute 81 non-front-ported vulnerabilities. An
overview of all the subject programs used in our evaluation is provided in Table 3.1. This
table is complemented by Figure 3.2 on the next page, which shows that for all subjects
except SQLite3, the average LoC of the vulnerable functions is below 100 lines.

Since many of the analyzers need to be attached to the build process in order to scan the
SUT, we verified that none of the vulnerable code had been removed by the preprocessor
(e.g., due to an improper build configuration). In cases where vulnerable code was
removed, we either reconfigured the build process or, if this was not possible, omitted the
vulnerability from the evaluation. Apart from this, we modified the SQLite3 build process
so that all source files are compiled (and analyzed) separately rather than merging' all
files into a single file before compilation. This ensures that findings from SAST tools that
attach to the build process can be accurately attributed to the original source lines, which
is mandatory to verify if a vulnerability has been found. Furthermore, since the Binutils
vulnerabilities are spread across 19 different programs, as well as each program’s code
for manipulating different target binary formats, we compiled and analyzed the Binutils
programs separately for each of the affected binary formats. Thereby, we ensured that
vulnerable code shared by multiple Binutils programs is not wrongly counted more than
once in our evaluation.

1h‘c‘cps ://sqlite.org/amalgamation.html
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Figure 3.2.: Log-scaled distribution of lines of code of the functions in the different subject
programs that are affected by at least one vulnerability (as appeared in [168]).
The dashed line indicates the 100-line threshold.

Vulnerability Types and Classes

To distinguish between different types of vulnerabilities, we use the CWE [194], a widely
recognized system for categorizing software (and hardware) vulnerabilities, which is
also used in CVE reports and supported by many SAST tools. Each vulnerability in this
enumeration has a unique identifier, accompanied by a description that explains how
it relates to other vulnerabilities. This relationship is structured in the form of a child-
parent hierarchy, where the child CWE represents a more specific vulnerability instance
of the parent CWE. Top-level CWEs with no other parent CWEs are thus considered the
lowest common denominator of all subordinate child CWEs. Accordingly, the top-level
CWEs delineate broader vulnerability classes, while the subordinate ones denote specific
vulnerability types.

Figure 3.3 on the following page provides an overview of the 20 vulnerability types?
included in our SAST tool evaluation, which are grouped into the following vulnerability
classes based on the CWE hierarchy:

Improper Control of a Resource Through Its Lifetime (CWE-664): This class refers to vul-
nerabilities caused by improper resource control. Examples include incorrect out-of-
bounds read or write operations (CWE-{119, 125, 787}), use-after-free vulnerabilities
(CWE-{415, 416}), resource management issues (CWE-{399, 770, 772,401}), and incor-
rect type conversions (CWE-681).

Incorrect Calculation (CWE-682): This class refers to vulnerabilities caused by incorrect
calculations whose results are then used in security-critical code. Examples include
divide-by-zero (CWE-369) and integer-overflow vulnerabilities (CWE-190), which
can lead to incorrect buffer-size calculations (CWE-131).

2Note that one included vulnerability specifies the vulnerability class CWE-664 as its type.
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CWE Grouping

CWE-664 ("Improper control of a resource through its lifetime")

——— CWE-119 ("Improper restriction of operations within the bounds of a memory buffer")
¢——— CWE-125 ("Out-of-bounds read")

¢——— CWE-399 ("Resource management errors")

¢——— CWE-401 ("Missing release of memory after effective lifetime")

——— CWE-415 ("Double free")

¢&——— CWE-416 ("Use after free")

——— CWE-611 ("Improper restriction of XML external entity reference")

¢——— CWE-681 ("Incorrect conversion between numeric types")

——— CWE-770 ("Allocation of resources without limits or throttling")

——— CWE-772 ("Missing release of resource after effective lifetime")

&——— CWE-787 ("Out-of-bounds write")

CWE-682 ("Incorrect calculation")

¢——— CWE-131 ("Incorrect calculation of buffer size")
¢——— CWE-189 ("Numeric errors")

¢——— CWE-190 ("Integer overflow or wraparound")

e——— CWE-369 ("Divide by zero")

CWE-691 ("Insufficient control flow management")

CWE-617 ("Reachable assertion")

CWE-835 ("Loop with unreachable exit condition")

CWE-703 ("Improper check or handling of exceptional conditions")

l— CWE-476 ("Null pointer dereference")

CWE-707 ("Improper neutralization")

CWE-20 ("Improper input validation")

CWE-129 ("Improper validation of array index")

Figure 3.3.: Common Weakness Enumeration (CWE) grouping of the vulnerability types
and classes included in our SAST tool evaluation.

Insufficient Control-Flow Management (CWE-691): This class refers to vulnerabilities
caused by control-flow manipulations that compromise the program’s security.
Examples include loops whose exit condition is never reached or satisfied (CWE-
835) and assertions that can be reached from the program entry (CWE-617), both
allowing an attacker to trigger a DoS.

Improper Check or Handling of Exceptional Conditions (CWE-703): This class refers to
vulnerabilities caused by improper inspection or handling of exceptional conditions
in the code. Examples include missing if-statements that would prevent null-pointer
dereferences (CWE-476), which often result in critical program crashes.
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Figure 3.4.: Distribution of the vulnerability types (grouped by their vulnerability class)
in our SAST tool evaluation (as appeared in [168]).

Table 3.2.: Supported vulnerability classes by each SAST tool (as appeared in [168]).

Vuln. Class | Flawfinder Infer Cppcheck CodeChecker CodeQL CommSCA

CWE-664 v v v 4 v v
CWE-682 4 v v v v v
CWE-703 v 4 v 4 v
CWE-707 v v 4 v
CWE-691 v 4 4 4

Improper Neutralization (CWE-707): This class refers to vulnerabilities caused by im-
proper neutralization of program inputs against security risks. Examples include
malformed strings passed via unvalidated program parameters or environment
variables (CWE-20), as well as improper validation of array indices (CWE-129), both
allowing attackers to execute (remote) code.

Figure 3.4 shows the distribution of the vulnerability types included in our evaluation.
As mentioned earlier, each type belongs to one of the five vulnerability classes CWE-
{664, 682,691,703,707}, which contain 117, 27, 7, 29, and 12 vulnerabilities, respectively.
These classes represent the most common and severe C/C++ vulnerabilities [106, 193,
328] and, as shown in Table 3.2, are supported (v') by most of the selected SAST tools. A
vulnerability class is thereby considered to be supported by an analyzer if its documen-
tation indicates that a check is provided for at least one of the vulnerability types in that
specific class. Notably, all static analyzers support the classes CWE-664 and CWE-682,
which contain most of the vulnerabilities. However, FLAWFINDER does not support CWE-
703, INrER and CprpcHECK do not support CWE-707, and INFER and CODECHECKER do not
support CWE-691.
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char xxmlMemStrdupLoc(const char xstr, const char xfile, int line) {
char xs;
size_t size = strlen(str) + 1;
MEMHDR *p;
if (!xmlMemInitialized) xmlInitMemory();
p = (MEMHDR *) malloc(RESERVE_SIZE + size);
if (!p) goto error;
p->mh_tag = MEMTAG;
p->mh_size = size;
p->mh_type = STRDUP_TYPE;
p->mh_file = file;
p->mh_line = line;
xmlMutexLock (xmlMemMutex) ;
p->mh_number = ++block;
xmlMutexUnlock (xmlMemMutex) ;
// #define CLIENT_2_HDR(a) ((void =) (((char x)(a)) - RESERVE_SIZE))
s = (char x) HDR_2_CLIENT(p);
strcpy(s,str);
return(s);
error:
return(NULL);

Listing 3.1.: Example of an out-of-bounds write vulnerability in LibxmI2 (CVE-2017-5130)
that shows the divergent code locations between its root cause in line 3 and
the potential manifestations in lines 6, 18, and 19 flagged by FLAWFINDER,
CopeQL and CoMMSCA, respectively (as appeared in [168]).

Code Granularity for Vulnerability Detection

Given the extensive experimental setup we chose for our evaluation, we need to assess the
effectiveness of the SAST tools in an automated manner. This requires defining criteria for
approximating when a vulnerability is detected, specifically at what code granularity. In
the following, we outline the process of determining an appropriate granularity for our
evaluation.

SAST-Flagged Code Locations. In general, SAST tools identify and flag the code loca-
tion(s) where a vulnerability potentially manifests as an erroneous program state rather
than the location(s) of its root cause(s), which may be elsewhere in the code. This is because
automated root cause analysis is complicated and, in some cases, nearly impossible [180].
Hence, to avoid wrongly flagged code locations (i.e., false positives), static analyzers tend
to focus on the locations where the vulnerability might manifest.

Listing 3.1 shows a real-world example of a vulnerability in Libxml2 (CVE-2017-5130),
where a potential integer overflow in strlen in line 3 (root cause) can manifest as an
out-of-bounds write vulnerability (CWE-787) from line 6 onward. Interestingly, none
of the executed analyzers identify the code with the root cause as vulnerable. Instead,
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Figure 3.5.: Visualization of the root cause-manifestation overlap (RcMO) value ranges
for no, partial, and full overlap between a vulnerability’s root-cause and
manifestation function(s).

CopeQL and ComMSCA flag line 6 as containing a CWE-401 (“missing release of memory
after effective lifetime”). On line 18, ComMSCA indicates a CWE-676 (“use of potentially
dangerous function”), whereas FLAWFINDER and CODEQL report a CWE-120 (“buffer copy
without checking size of input”). CopeQL also flags line 19 with a CWE-401, the same as
in line 6. Hence, the SAST tools correctly flag the potential manifestations and suggest
reasonable vulnerability types for the underlying vulnerability.

CVE-Provided Code Locations. Usually, the exact location(s) where the vulnerability
manifests are not provided in the CVE reports [202], making it difficult to find an ap-
propriate code granularity to approximate vulnerability detection. For example, some
CVEs provide only the function name(s) where the vulnerability manifests, while others
provide detailed descriptions of the root cause in the form of a software patch. These
inconsistencies, coupled with our observation that SAST tools tend to flag the manifesta-
tion rather than the root cause location, made us choose the function level as the detection
granularity. However, this requires that the root cause and the potential manifestation(s)
of the vulnerabilities in our evaluation must occur within the same function(s). Otherwise,
we would incorrectly count a vulnerability as missed when an analyzer flags a function
other than the one provided by the CVE, regardless of whether it is a correct manifestation.

Definition 3.1 (Root Cause-Manifestation Overlap). For the set of functions that contain
the root cause (Froot-cause) Of @ vulnerability and the set where it manifests (Fmanifestation),
we define the proportional overlap of both sets as:

card (P root-cause ) F rnam'festation)

card (Franifestation)

where card(-) returns the set cardinality.

Using the root cause-manifestation overlap (RcMO) metric from Definition 3.1 and
visualized in Figure 3.5, Table 3.3 on the following page shows for each Magma subject
program the percentage of contained vulnerabilities where (i) the root cause and mani-
festation location(s) are in disjoint functions (RcMO = 0), (ii) a partial function overlap
exists (0 < ReMO < 1), and (iii) both locations fully overlap in the same function(s)
(RcMO = 1)—the desired case. The results indicate that except for Libpng, where only
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Table 3.3.: Percentage of the vulnerabilities in the different Magma subject programs
with no, partial, and full overlap between their root-cause and manifestation
function(s) (as appeared in [168]).

Percentage of vulns. with
Subject #Vulns. | RMO =0 0<RcMO <1 RcMO=1
Libpng 7 43% 0% 57%
LibTIFF 13 0% 0% 100%
Libxml2 17 6% 0% 94%
OpenSSL 21 0% 0% 100%
PHP 15 7% 0% 93%
Poppler 22 0% 0% 100%
SQLite3 16 0% 0% 100%
Mean | 8% 0% 92%

four out of the seven vulnerabilities (57%) overlap, in most other programs, the root cause
and manifestation of the vulnerabilities occur within the same function(s). However,
this analysis is only possible for the Magma programs, as Hazimeh et al. [114] provide
additional information to those in the CVE reports about where the vulnerabilities may
manifest in the code. For Binutils and FFmpeg, which are not part of Magma but are
similar in program size, application domain, and vulnerability types they contain, we
assume comparable ReMO results.

Summary (Detection Granularity)

In our evaluation, we compare the flagged and vulnerable code at the function level
to assess the effectiveness of the SAST tools. We believe that this code granularity
provides the most accurate and reliable approximation, as we have shown, that, on
average, 92% of the Magma vulnerabilities have both the root cause (provided by the
CVEs) and the corresponding manifestation(s) (flagged by the SAST tools) within the
same function(s), assuming a similar pattern for Binutils and FFmpeg.

3.3. Evaluation Approach

In this section, we describe our automated approach to evaluating the effectiveness of SAST
tools in detecting known vulnerabilities reported as CVEs. To analyze their effectiveness
from different angles, we define different criteria for when a vulnerability is considered
detected; some require only that the vulnerable code be flagged as problematic, while
others additionally require the static analyzer to report a reasonable vulnerability type. In
the following, we describe these detection criteria in more detail, as well as our approach
to automatically verify that the vulnerability type reported by the analyzer conforms to
that of the CVE.
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Figure 3.6.: Overview of the vulnerability detection criteria (as appeared in [168]).

3.3.1. Criteria for Vulnerability Detection

Inspired by Thung et al. [289], we evaluate the effectiveness of the SAST tools with respect
to the following four detection criteria:

Criterion 1: A vulnerability is considered detected if at least one affected® function is
flagged by the SAST tool, regardless of the reported vulnerability type.

Criterion 2: A vulnerability is considered detected if atleast one affected function is
flagged by the SAST tool together with a reasonable vulnerability type.

Criterion 3: A vulnerability is considered detected if all affected functions are flagged by
the SAST tool, regardless of the reported vulnerability type.

Criterion 4: A vulnerability is considered detected if all affected functions are flagged by
the SAST tool together with a reasonable vulnerability type.

These vulnerability detection criteria are also summarized in Figure 3.6. As the criterion
number increases, the requirements for considering a vulnerability detected by a SAST
tool become progressively stricter in terms of (i) the number of functions affected by the
vulnerability that must be identified and (ii) whether the reported vulnerability type
conforms to that of the underlying security bug. This also means that the more stringent
the detection criterion, the less likely the risk of over-approximation due to random guesses
by the analyzer that are misinterpreted as true positives when, in fact, they would be false
positives if manually analyzed. Ultimately, analyzers that excel at these stricter criteria
can significantly streamline the process of finding and mitigating vulnerabilities because
they provide not only the vulnerable code location(s) but also an accurate, non-misleading
vulnerability type.

3.3.2. CWE Mapping and Grouping

One challenge in automatically verifying thata SAST tool identifies the correct vulnerability
type is that different analyzers use different identifiers for the vulnerabilities they support.
For instance, FLAWFINDER uses the standardized CWE identifiers, while INFER uses its
own vulnerability identifiers. To resolve this discrepancy, we map each analyzer-specific
identifier to the corresponding analyzer-independent CWE identifier. An example of this

3By “affected”, we mean that a function contains at least one faulty instruction that (along with others)
causes the vulnerability.
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CVE-2017-15186

deallocuse CWE-415
(Cppcheck) i
("Double free")
CWE-825 ——» CWE-664
cpp/use-after-free > CWE-416
(CodeQL) ("Use after free")

—>

USE_AFTER_FREE
(Infer)

Figure 3.7.: Example of mapping the analyzer-specific use-after-free vulnerability iden-
tifiers of CprcHECK, COoDEQL, and INFER to the corresponding analyzer-
independent vulnerability type CWE-416 (left part). The resulting CWE
is then grouped together with the related CWE-415 into the vulnerability class
CWE-664 (right part) (adapted from [168]).

mapping is shown in the left part of Figure 3.7, where the analyzer-specific use-after-free
vulnerability identifiers of CprcHECK, CODEQL and INFER are mapped to the corresponding
analyzer-independent CWE-416 identifier.

However, directly comparing the low-level vulnerability types could lead to an unfair
evaluation. In particular, if a static analyzer returns a closely related but not exact
CWE identifier to the one specified in the CVE, the vulnerability would be considered
missed in Criterion 2 and Criterion 4. As a result, the analyzer would be unfairly rated
as less effective. To avoid this, we follow the approach of Goseva-Popstojanova and
Perhinschi [102] and leverage the CWE hierarchy (described in Section 3.2.2 on page 31)
in order to group related vulnerability types into more abstract classes, thus enabling a
comparison at a higher CWE abstraction. An example of this grouping is shown in the
right part of Figure 3.7, where the CWE-416 (“use after free”) SAST tool findings and the
CWE-415 (“double free”) vulnerability (reported in CVE-2017-15186) are both grouped—
via CWE-825 (“expired pointer dereference”)—into the CWE-664 (“improper control of a
resource through its lifetime”) vulnerability class. Accordingly, we now correctly consider
all three analyzers to have successfully detected the vulnerability in this example because
the vulnerability types of the tool findings and that of the CVE all belong to the same
overarching class.

3.4. Evaluation

In this section, we outline the setup for evaluating the effectiveness of the selected SAST
tools in detecting vulnerabilities, describe the obtained evaluation results, and discuss the
main findings and insights.
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3.4.1. Setup
Research Questions

As mentioned before, this evaluation aims to verify whether state-of-the-art SAST tools can
reliably identify potentially vulnerable code for our proposed fuzzing metric. Therefore,
we answer the following research questions through empirical evaluations:

RQ1a: SAST Tool Effectiveness. How effective are modern SAST tools at detecting
vulnerabilities in real-world C/C++ programs?

RQ 1b: SAST Tool Combination Tradeoff. What is the tradeoff between the number
of vulnerabilities detected and the number of functions flagged when using the
best SAST tool combination instead of the best single analyzer?

RQ1c: Best and Worst SAST-Detected Vulnerabilities. Which vulnerability classes
(included in our evaluation) are detected best and worst by SAST tools?

In the first research question, we evaluate the effectiveness of each analyzer individually
to understand how the different SAST techniques perform in detecting vulnerabilities.
Then, in the second question, we examine the overall effectiveness of SAST, i.e., when using
multiple analyzers in combination, which helps decide if SAST tools can be employed
for our vulnerability-oriented code coverage metric. Finally, we investigate the strengths
and weaknesses of SAST in detecting vulnerabilities within the different vulnerability
classes included in our evaluation. In particular, this analysis reveals whether potential
limitations affect all or only certain vulnerability classes, thus facilitating the identification
of countermeasures to improve SAST effectiveness.

Metrics

We use the true positive rate (TPR) and flagged code rate (FCR) metrics defined in
Equations (2.1) and (2.2) on page 14 with respect to the four detection criteria (see
Section 3.3.1 on page 39) to evaluate the SAST tool effectiveness.

Infrastructure

We performed all experiments on a machine with an Intel® Xeon® E5-1650v2 central
processing unit (CPU) containing 12 logical cores that run at 3.5 GHz, with access to
128 GB random-access memory (RAM) and GNU/Linux Ubuntu 16.04 (64-bit) as the
operating system.

3.4.2. Results

Note that CopeQL did not produce any analysis results for the Binutils programs despite
several days of running and multiple retries. For this reason, we rate CopeQL as having
found zero vulnerabilities in Binutils.
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Figure 3.8.: Percentage of vulnerabilities detected by each SAST tool in each subject pro-
gram (as appeared in [168]).

SAST Tool Effectiveness

Figure 3.8 shows the percentage of vulnerabilities detected by each SAST tool and in
each subject program. The results indicate that many vulnerabilities were not found,
especially in the subjects Poppler, FFmpeg, and Libpng. This may be due to the following
reasons. Regarding Poppler, it is the only C++ program in our evaluation. Although the
selected analyzers claim to support C++, they seem to focus primarily on plain C, with
only rudimentary support for C++. Regarding FFmpeg, the largest subject program in
our evaluation with 413,353 LoC, its size may force the SAST tools to reduce their analysis
precision once the code complexity, such as the depth of nested if- or #ifdef-statements,
reaches a certain limit. Regarding Libpng, the low detection rates may be attributed to
the discrepancies between the functions that contain the root cause and those where the
vulnerabilities manifest (see Table 3.3 on page 38). Despite these program-specific issues,
the overall results are consistent between subjects with front-ported vulnerabilities (i.e.,
the Magma programs) and those with non-front-ported vulnerabilities (i.e., the Binutils
programs and FFmpeg).

Figure 3.9 on the next page provides an aggregated view of the previous results, show-
ing the percentage of vulnerabilities detected versus functions flagged (mirrored on the
y-axis) by each SAST tool across all subject programs. The results indicate significant per-
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Figure 3.9.: Percentage of vulnerabilities detected versus functions flagged (mirrored on
the y-axis) by each SAST tool across all subject programs (as appeared in [168]).
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Figure 3.10.: Percentage of vulnerabilities detected versus functions flagged (mirrored on
the y-axis) by the best free and commercial single SAST tools and analyzer
combinations across all subject programs (as appeared in [168]). The com-
mercial tool ComMSCA is highlighted in bold.

formance differences between the analyzers, with CommMSCA, CopeQL, and FLAWFINDER
being the most effective ones. In particular, the commercial tool ComMSCA outperforms
the best free analyzers, CobEQL and FLAWFINDER, by detecting 45 (23.4pp), 26 (13.5pp),
22 (11.5pp), and 12 (6.3pp) more vulnerabilities across the four criteria, respectively. Fur-
thermore, CoMMSCA flags slightly fewer functions than CopeQL, making it less prone to
false positives. Another observation is that FLAWFINDER finds more vulnerabilities than
INFER across all detection criteria with a similar number of flagged functions. Moreover,
FLAWFINDER achieves roughly the same detection rates as CopeQL for the first two criteria
while flagging 11pp fewer functions.

Summary (RQ 1a)

Our evaluation shows that state-of-the-art SAST tools can detect real-world vulnerabil-
ities in C/C++ programs; however, they also miss a significant number. In particular,
the best-performing analyzer (CommSCA) detects 101 (52.6%) of the 192 real-world
vulnerabilities under Criterion 1, 58 (30.2%) under Criterion 2, 70 (36.5%) under Crite-
rion 3, and only 38 (19.8%) under Criterion 4.
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SAST Tool Combination Tradeoff

To evaluate the performance increase when using multiple analyzers, we select the free
and commercial SAST tools, as well as the combinations thereof, that identify the most
vulnerabilities. A vulnerability is then considered detected if at least one of the analyzers
in the combination was able to identify it under the respective detection criterion. Since
multiple analyzer combinations detect the same number of vulnerabilities, we choose
those that involve the fewest tools, as they are likely to produce the fewest false positives.

Figure 3.10 on the preceding page shows the results of this analysis, i.e., the percentage
of vulnerabilities detected versus functions flagged (mirrored on the y-axis) by the best free
and commercial single SAST tools and analyzer combinations across all subject programs.
Interestingly, the combinations with ComMSCA consist of less than six analyzers, indicating
that CoMMSCA covers all the vulnerabilities detected by CppcHECK under Criterion 1 and
Criterion 3, and by CopECHECKER under Criterion 2 and Criterion 4. Also, most of the
combinations shown include INFER, CPPcHECK, and CODECHECKER, which are less effective
when used individually (see Figure 3.9 on the previous page). This suggests that they
manage to find vulnerabilities that the other tools miss.

These results also show that the effectiveness of SAST can be significantly increased by
combining analyzers, supporting the recommendation of Fatima et al. [82] to use multiple
tools whenever possible. In particular, the best-performing combination (FLAWFINDER-
INFER-CODEQL-CODECHECKER-COMMSCA) detects 34 (17.7pp) more vulnerabilities un-
der Criterion1 and 39 (20.3pp) more under Criterion 3 than the best single analyzer
(CommMmSCA), while flagging 14.6pp more functions. Under Criterion 2 and Criterion 4, the
same combination outperforms CommMSCA by 24 (12.5pp) and 21 (10.9pp) more vulnera-
bilities detected, respectively, also with 14.6pp more functions flagged. Notably, under
Criterion 1, Criterion 3, and Criterion 4, it detects more than twice as many vulnerabilities
as CobeQL, albeit at the cost of flagging about twice as many functions. Under Criterion 2,
it detects three times as many vulnerabilities as FLAWFINDER, with six times more functions
tflagged. Also, note that the best combinations of free static analyzers detect at least as
many vulnerabilities as the commercial tool CommMSCA across all four criteria.

Summary (RQ 1b)

Our evaluation shows that the best-performing SAST tool combination can increase
the detection rate by 10.9 to 20.3 percentage points (pp) more vulnerabilities found
than the best single analyzer while flagging 14.6pp more functions. In particular,
it detects 135 (70.3%) of the 192 vulnerabilities under Criterion 1, 82 (42.7%) under
Criterion 2, 109 (56.8%) under Criterion 3, and 59 (30.7%) under Criterion 4, indicating
that some vulnerabilities remain undetected.

Best and Worst SAST-Detected Vulnerabilities

Finally, to better understand the strengths and weaknesses of SAST, we analyze which
vulnerability classes are detected best and worst. For this, Figure 3.11 on the facing page
shows the proportion of vulnerabilities detected in each class when all six SAST tools are
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Figure 3.11.: Proportion of vulnerabilities detected in each vulnerability class when using
all six SAST tools (as appeared in [168]).

used in combination. Note that Criterion 1 and Criterion 3 ignore the vulnerability type
suggested by the analyzers and thus provide only limited insights here.

The two vulnerability classes that are supported by most of the static analyzers (see
Table 3.2 on page 35), CWE-664 (“improper control of a resource through its lifetime”)
and CWE-703 (“improper check or handling of exceptional conditions”), are also the
ones whose vulnerabilities are most effectively detected under Criterion 2 and Criterion 4.
However, roughly less than half of the included vulnerabilities in these two classes could
be detected under these two criteria, highlighting the limited effectiveness of current SAST
techniques. Moreover, vulnerabilities categorized as CWE-682 (“incorrect calculation”),
which are supported by all six static analyzers, are primarily detected under Criterion 1
(77.8%) and Criterion 3 (70.4%), suggesting that the respective tools do not accurately
distinguish between vulnerability types.

The least effectively detected vulnerability classes, CWE-691 (“insufficient control-flow
management”) and CWE-707 (“improper neutralization”), are also the least supported
ones. Here, only one in seven (14.3%) of the CWE-691 vulnerabilities and one in twelve
(8.3%) of the CWE-707 vulnerabilities could be detected under Criterion 2 and Crite-
rion 4. Although CppcHECK supports CWE-691, CODECHECKER CWE-707, and FLAWFINDER,
CopeQL, and ComMSCA both classes, the likelihood of finding such vulnerabilities via
SAST is very low.

Summary (RQ 1c)

Our evaluation shows that CWE-{664, 703} vulnerabilities are more effectively detected
via SAST than CWE-{682,707, 691} ones. In particular, 40 to 80 (34.2%—68.4%) of the
117 CWE-664 vulnerabilities, 12 to 22 (41.4%~75.9%) of the 29 CWE-703 ones, 5 to 21
(18.5%—-77.8%) of the 27 CWE-682 ones, 1 to 4 (14.3%-57.1%) of the 7 CWE-691 ones,
and 1 to 8 (8.3%—66.7%) of the 12 CWE-707 ones across the different detection criteria.
This indicates that even many of the best-supported vulnerabilities were missed.

3.4.3. Discussion

The commercial analyzer CoMMSCA has emerged as the most effective SAST tool in our
evaluation. Also, CopeQL stands out as the best free analyzer, which has a lower detection
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rate than CoMMmSCA while flagging a similar number of functions. However, CobEQL
might have surpassed CoMmmSCA if it had returned any results for Binutils; unfortunately,
CopeQL’s analysis did not terminate even after several days of running and multiple
retries. Nonetheless, the results of our evaluation suggest that the performance of free
and commercial analyzers is comparable. Among the freely available tools, CopeQL is
closely followed by FLAWFINDER, which even outperforms CopeQL in some cases, thereby
flagging only about a third of the functions compared to CopeQL. Notably, FLAWFINDER
consistently outperforms the more sophisticated analyzers INFER, CODECHECKER, and
CrpcHECK, suggesting that semantic SAST techniques do not always outperform the
simpler syntactic techniques. This is partly because C/C++ memory-safety vulnerabilities
often manifest in memory (de)allocation or string utility functions (of the C standard
library) and are, therefore, relatively easy to find via pattern matching. However, many
vulnerabilities were not found when the analyzers were run individually, contrasting the
high detection rates in related studies that use artificial bugs. Hence, using a single SAST
tool is very unreliable in identifying bug-prone code.

Analyzing the combined effectiveness of multiple SAST tools, we find that almost all
vulnerabilities detected by CpprcHECK and CODECHECKER were also detected by CoMMmSCA,
suggesting that CoMMSCA can be used instead to reduce the execution costs. Furthermore,
the most effective analyzer combinations include INFER, which is less effective when run
alone but detects vulnerabilities that the other tools also support but overlook. Despite the
drawback of flagging more functions (and thus likely more false positives), using multiple
analyzers not only covers more different vulnerability types but also increases the chances
of detecting them. However, this increase is still insufficient for our vulnerability-oriented
fuzzing metric, as about 30% of the vulnerable functions are missed under the least
restrictive detection criterion. This limitation thus prevents a reliable assessment of
fuzzing effectiveness, as a campaign that covers potentially vulnerable code that is not
flagged as such by the analyzers would be incorrectly rated as less effective.

The missed vulnerabilities thereby affect not just one but all of the included vulnerability
classes, with those involving memory-safety vulnerabilities being slightly more effectively
detected than others. This consistency with which the vulnerabilities are missed suggests
that certain vulnerabilities—probably due to the code abstractions on which the respective
SAST techniques operate—are inherently difficult to detect via SAST. In particular, their
analysis may be too coarse-grained or may focus solely on individual functions without
considering the calling functions, thereby missing crucial information needed to identify
subtle or interrelated vulnerabilities. This problem is exacerbated in large software
systems, where the code complexity may force the static analyzer to further reduce its
analysis accuracy.

3.5. Threats to Validity

Achieving generalizable results in empirical software engineering or testing research is
challenging, if not impossible, due to the context-specific nature of software. Therefore,
the results and conclusions drawn from our evaluation may vary for SAST tools and
subject programs other than those used in our study. Nonetheless, we conducted a large-
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scale empirical evaluation to ensure a certain degree of external validity and, further, to
gain some insights into the reliability of SAST tools in identifying potentially vulnerable
code. Specifically, we analyze the effectiveness of six different static analyzers (including
one commercial tool) that implement advanced SAST techniques on several real-world
programs that contain many different vulnerabilities.

The threats discussed hereafter primarily concern the internal validity, i.e., potential
methodological mistakes in our study. The first threat relates to the correctness of the
CWE mapping that we created for INFER and CODECHECKER since both analyzers do
not support CWEs by default. To reduce the risk of incorrect mapping, we carefully
reviewed the description of each analyzer-specific vulnerability identifier to ensure that
we assign an appropriate analyzer-independent CWE identifier. For identifiers without a
clear description, we contacted the developers for additional information or asked them
directly to validate our mapping.

Furthermore, whenever real-world programs are used in such benchmarks, there is a
possibility that they may contain unknown vulnerabilities. Due to our automated evalua-
tion approach, we did not consider new vulnerabilities discovered by the static analyzer.
Yet, we believe that examining the analyzers” ability to identify known vulnerabilities
allows drawing valid conclusions about their effectiveness, albeit mostly with respect to
more complex vulnerabilities in mature programs. That said, the SAST tools may perform
better on newer, less thoroughly tested source code. However, since our proposed fuzzing
metric should be applicable to all kinds of software, we consider it appropriate to evaluate
the analyzers on more challenging programs.

Another potential threat arises from the front-ported Magma vulnerabilities. In partic-
ular, the integration of older vulnerable code into newer program versions may adversely
affect the static bug finding. To mitigate this potential bias, we removed all “canary” code*
in the Magma programs to ensure that only the vulnerable code is analyzed. In addition,
we include 82 non-front-ported vulnerabilities from programs outside of Magma, for
which we did not observe any differences in terms of SAST tool effectiveness.

A related threat involves our assumption that the code locations containing the root
cause (as provided by the CVEs; ground truth) and those representing the potential
manifestation(s) (as flagged by the analyzers) are generally within the same functions. In
fact, there are two parts to this threat. First, the Magma vulnerabilities that we use for
the root cause-manifestation overlap analysis may introduce a selection bias because they
are particularly easy to detect due to this high overlap of root cause and manifestation
location(s)—a threat we cannot exclude. Second, this high overlap may not be accurate
for the Binutils and FFmpeg vulnerabilities, for which we could not perform the same
analysis due to missing data. However, since these programs are similar to the Magma
programs in terms of program size, application domain, and vulnerability types contained,
we believe that an equally high overlap is reasonable to assume.

The final threat concerns the question of whether SAST tools have already been used
on our subject programs, which could affect the conclusions drawn from the results, both
positively and negatively. On the positive side for SAST, vulnerabilities may have been

4Such canaries are code-level sanitizers that enforce a fuzzer-detectable program crash upon encountering a
security violation at run time [114].
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effectively detected by static analyzers during development and never officially reported as
CVEs. The remaining vulnerabilities are then generally difficult to identify via SAST. On
the negative side, such analyzers may have originally found the included vulnerabilities,
yet newer tools do not detect them anymore. Although we have not found any obvious
evidence of SAST tools being used in the respective repositories, we cannot completely
rule out this possibility.

3.6. Summary

In this chapter, we evaluated the effectiveness of several state-of-the-art SAST tools in
detecting known real-world software vulnerabilities to see if they can reliably identify
potentially vulnerable code for our vulnerability-oriented code coverage metric. Our
evaluation shows that while such static analyzers can detect more complex vulnerabilities,
they also miss a significant number. Although the effectiveness of static bug-finding can
be improved by using multiple analyzers in combination (at the cost of more flagged
code), this approach still misses many vulnerabilities across many different vulnerability
classes. This suggests that certain vulnerabilities are inherently difficult to detect with
SAST, precluding its use in our proposed fuzzing metric. Therefore, in the next chapter, we
explore approaches for integrating SAST with other vulnerability prediction techniques
to identify potentially vulnerable code more effectively.
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This chapter researches the integration of code complexity metrics and SAST
tool findings into a vulnerability prediction model using machine learning
to identify potentially vulnerable functions more reliably and accurately than
using SAST tools alone. Parts of this chapter have appeared in a peer-reviewed
publication [170], first-authored by the author of this thesis.

Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

SAST Tool Evaluation } --------------------------- b‘ Vuln.-Guided Fuzzing [«

Metric (Cost-)Efficiency & Effectiveness

Fuzzing

A 4

ML-Based Vuln. | Vuln.-Oriented Fuzzing Real-Time Coverage
Prediction Stopping Criterion Tracking

Figure 4.1.: Big Picture (Contribution 2: ML-Based Vulnerability Prediction).

4.1. Introduction

Context. As shown in Figure 4.1, this chapter explores approaches to statically identify
potentially vulnerable code beyond the conventional use of SAST tools. The previous
chapter showed that while such analyzers can detect real-world vulnerabilities, they also
miss many (across different vulnerability classes), even when using multiple advanced
tools in combination. This suggests that certain vulnerabilities are inherently difficult to
detect via SAST, probably due to the code abstractions used to scan the source code for
security bugs in a reasonable time. As a result, subtle or interconnected vulnerabilities
may generally fall outside the scope of SAST, making it difficult, if not impossible, to
improve the analyzers’ effectiveness.
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State-of-Practice and Problem. Experts recommend adapting static analyzers to the
targeted codebase by fine-tuning their checks [83, 221, 290, 320], as well as complementing
SAST with secure coding [220] or code reviews [16, 29, 45, 111]. While such optimizations
can be helpful, the large number of missed vulnerabilities that we observed in our
evaluation points to fundamental limitations of SAST, given that we have already enabled
all security-related SAST checks supported by the selected tools. Therefore, we do not
believe that further configuration tweaks or enhancements to these checks would improve
their effectiveness sufficiently to reliably apply our vulnerability-oriented fuzzing metric.
Furthermore, optimizing the checks for the targeted codebase requires in-depth domain
knowledge and manual effort, limiting the practicality of our metric.

Besides SAST, various vulnerability heuristics based on code complexity [73, 187, 268,
337], code change rate [207, 268, 336], or bug pattern mining [140, 297, 317] have been
proposed to automatically identify bug-prone code. While these heuristics have proven
effective in the cited papers, they tend to focus on specific types of bugs rather than on
multiple types. An approach that has yet to be explored is the integration of SAST with
such vulnerability heuristics to address the limited effectiveness of SAST. In particular, we
hypothesize that combining the two approaches will increase the reliability with which
potentially vulnerable code is detected.

Solution Approach. To address this research gap, we integrate vulnerability indicators
derived from SAST tool findings and established code complexity measures into a vul-
nerability prediction model using ML [71]. Given the varying effectiveness of the various
indicators [169, 268] that we plan to combine, we choose to use ML to find and determine
the appropriate impact of each indicator on the model’s final prediction. Specifically,
our ML-based approach automatically learns the effectiveness of each indicator from
codebases with known vulnerabilities and then assigns appropriate weights for their pre-
diction. Hence, indicators that have proven effective in identifying known vulnerabilities
are assigned higher weights and thus have a greater impact on the overall prediction. We
believe that assigning weights based on the indicators’ effectiveness in finding known
vulnerabilities is promising because vulnerabilities similar to those found in the past are
often reintroduced through code regression [281, 282].

Contributions. Overall, we contribute a qualitative analysis of 25 vulnerability indicators
derived from SAST tool findings and code complexity metrics, which we combine into
different ML vulnerability prediction models to reliably identify bug-prone functions.
Our evaluation shows that most of the trained models effectively discriminate between
vulnerable and (likely) non-vulnerable functions in real-world programs with known
security bugs, achieving true and false positive rates above 0.9 and below 0.5, respectively.

4.2. Vulnerability Prediction Approach

In this section, we present our ML-based approach for predicting potentially vulnerable
code. Specifically, we describe the feature selection and engineering, as well as the training
process and application of the final prediction model.
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Table 4.1.: Function-level machine learning features employed for vulnerability prediction.
Entries postfixed with [_LoC] denote two features: one with the absolute value
(without the postfix) and one with the feature value relative to the lines of
code (LoC) of the corresponding function (with the postfix).

Category ‘ Identifier ‘ Description
LoC Lines of code

Complexity | CCN[_LoC] Cyclomatic complexity number
N_In|Out_Calls[_LoC] Number of incoming/outgoing function calls

N_FLF|CPC|IFR|CQL|CCH Number of lines flagged by Flawfinder, Cppcheck, In-

_Flags[_LoC] fer, CodeQL, and CodeChecker, respectively
N_SAST_Flags[_LoC] Number of lines flagged by all SAST tools

Tools N_ASAN_Flags[_LoC] Number of lines flagged by AddressSanitizer
N_SAST+ASan_Flags[_LoC] | Number of lines flagged by all SAST tools plus ASan
N_SAST_Tools Number of different SAST tools that flagged a function
N_SAST+ASan_Tools Number of different tools that flagged a function

4.2.1. Feature Engineering

In ML, a feature refers to a single measurable property (i.e., piece of information) used
by a model to predict a phenomenon [104]. Consequently, the prediction accuracy is
directly influenced by the feature’s ability, and thus its quality, to capture and reflect the
characteristics of the phenomenon being predicted. Below, we outline the features selected
for our ML vulnerability prediction models, including the methods we use to filter out
irrelevant features that may degrade the prediction performance.

Feature Selection

Our goal is to compile a set of lightweight features that can be easily and directly extracted
from the SUT’s source code or from readily available test artifacts (e.g., reports generated by
SAST tools) yet are indicative of potentially vulnerable code. Table 4.1 lists the 25 function-
level ML features we employ for vulnerability prediction, which can be categorized into
complexity-based and tool-based features. We thereby take the absolute values of the features
and, where possible, the values relative to the function LoC. This normalization ensures
that the feature values are comparable across functions of different sizes, preventing
large functions from disproportionately influencing the model training and, further, the
prediction simply by containing more lines.

Complexity-Based Features. The features in this category are based on the intuition that
the more complex a function is, the more difficult it is to understand and, therefore, the
more likely it is to introduce vulnerabilities. We distinguish between intra-function and
inter-function complexity.
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Intra-function complexity refers to the internal code complexity of a function, for which
we use two measures, lines of code and cyclomatic complexity number (CCN) [183]. The
latter is the number of possible linearly independent paths through the function’s CFG.
We thereby chose these two measures because they have proven effective as vulnerability
indicators in previous research [73, 187, 268, 269].

Inter-function complexity refers to the external interaction complexity of a function.
Here, we chose centrality measures such as the number of incoming and outgoing function
calls, which can be computed by counting the corresponding edges in the SUT’s call
graph (CG). Both measures have been successfully applied to vulnerability prediction [337]
and fault localization [330].

Tool-Based Features. The features in this category are derived from the findings of the
SAST tools described in Section 3.2.1 on page 30, as well as the (memory) sanitizer!
ADDRESSSANITIZER (ASAN) [263]. Similar to Osterlund et al. [222], we consider all code
regions (here functions) as potentially vulnerable that contain at least one sanitizer-
inserted check. Since sanitizers insert many checks into the source code, they miss fewer
vulnerable functions than SAST tools. We thereby chose ADDRESSSANITIZER instead of
another sanitizer [147] because it supports the most common C/C++ vulnerabilities, such
as buffer overflows, memory leaks, and freed memory usage.

The tool-based features we selected are based on two assumptions. First, the more
lines in a function that are flagged by the tools, the more likely it is that the function is
vulnerable. Second, the more different tools agree that a function is bug-prone, the more
likely it is to be vulnerable. The features based on the first assumption have already been
successfully used as vulnerability indicators by Pereira et al. [230], while we propose those
that are based on the second assumption.

Feature Filtering

To avoid overfitting the ML vulnerability prediction models to the training set, i.e., the
feature values extracted from the training programs in Table 4.2a on page 58, we eliminate
all uninformative and redundant features [44, 104].

Regarding the former, we remove all features with (near-)zero variance because they
hardly discriminate between potentially vulnerable and non-vulnerable functions. Here,
we found that the function LoC (feature LoC) and the absolute and relative number of lines
per function flagged by CppcHECK, INFER, and CODECHECKER (N_CPC|IFR|CCH|_Flags and
N_CPC|IFR|CCH_Flags_LoC) vary little across our training set, so we omit them.

Regarding the latter, we identify pairs of highly correlated features and remove one
from each pair, as both features provide similar insights. Specifically, we target feature
pairs with a Pearson [259] correlation score of 0.8 and higher, which, as shown in Figure 4.2
on the facing page, exists between the features N_ASan_Flags and N_SAST+ASan_Flags as
well as between N_ASan_Flags_LoC and N_SAST+ASan_Flags_LoC.

1Such error detectors instrument the SUT at compile time with additional (security) checks that abort the
program execution once an unsafe program state is encountered at runtime [274].
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Figure 4.2.: Correlation scores between the selected ML vulnerability prediction features,
as measured by the Pearson correlation coefficient. Scores highlighted in
green indicate a negative correlation, while those in orange indicate a positive
correlation.

4.2.2. Machine Learning Models

There are several algorithms for training ML classification models, each offering distinct
advantages. Below, we outline the most commonly used algorithms/models for vulner-
ability prediction [131, 225], with the most effective one(s) then used to find potentially
vulnerable code for our vulnerability-oriented code coverage metric.

Generalized Linear Model (GLM): This model extends linear regression? by establishing
a relationship between the linear combination of features plus their associated
weights and the probabilities of the prediction classes using a link function. For

2The objective of linear regression is to find a straight line in two dimensions or a (hyper)plane in a higher-
dimensional space that best fits the training data by minimizing the distances between the data points
and the line or plane [182].
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this, the training algorithm begins with default feature weights, which are then
iteratively adjusted to minimize the prediction error (i.e., the difference between the
predicted and actual outcome). For making predictions using the trained model,
the feature values of new, unseen data are multiplied by the learned weights, with
the resulting linear combination then passed through the link function to determine
the class probabilities and, thus, the final classification. Thereby, GLMs support the
analysis of each feature’s contribution to the final prediction (i.e., feature importance).
However, they are sensitive to outliers, as well as to over- and underfitting [210].

Feedforward Neural Network (FNN): This model consists of several connected nodes,
which are grouped into layers. The first layer is the input layer, where each node
represents a single feature. It is followed by one or more hidden layers that compute
weighted sums of the input feature values, thereby applying a (non-linear) activation
function to regulate the node’s impact on the prediction. Finally, the output layer
transforms the internal data into a class label. To train such a model, a backpropagation
algorithm iteratively adjusts the weights of the node connections to minimize the
prediction error. For making predictions, the new data point is fed into the input
layer and propagated through the network’s connections, layer by layer. Each layer
applies the learned weights and the activation function until the data reaches the
output layer, producing the class probability scores and the final classification. This
approach allows FNNs to learn complex non-linear data relationships, making them
suitable for various prediction tasks. However, they are sensitive to the assigned
weights, which can get stuck in local minima [252].

Random Decision Forest (RDF): This model integrates multiple independent decision
trees®, each acting as a branching questionnaire, determining the final classification
through majority voting. For this, the training algorithm splits the dataset into several
subsets using random sampling (with replacement). A separate decision tree is then
trained on each subset using a random subset of features to ensure diversity. This is
done by recursively splitting the data subset to create nodes that optimally separate
the output classes based on the respective feature values until it reaches a precise
prediction for each branch. For making predictions, each tree in the random forest
classifies the new data point based on its subset of features. The final prediction
is then determined by the class that has received the most votes among the trees.
Due to the use of multiple decision trees, RDFs are robust to noisy data and outliers.
Furthermore, they support analyzing the importance of the features in the prediction.
However, such decision forests can be very memory intensive, especially when using
many trees [30].

Gradient Boosted Machine (GBM): Like random forests, this model combines several
weak learners, such as decision trees, into a more robust ensemble. However, they
differ in that the weak learners depend on each other, with each subsequent learner
focusing on correcting the prediction errors of the previous one (boosting mechanism).

3A decision tree is a predictive model structured in a tree-like manner. Therein, each internal node represents
a decision rule and each leaf node a prediction outcome [244].
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The training algorithm starts with a basic model that makes initial predictions on
the training set. It then analyzes the prediction errors and trains the next weak
learner to correct them. This process is repeated, with each new learner addressing
the residual errors of the previous one(s), thereby improving the overall prediction
accuracy. For making predictions, the new data point flows sequentially through
the model, with each sub-model refining the prediction. The final output is then an
aggregate of the sub-models’ contributions. Accordingly, GBMs share many of the
advantages and disadvantages of regular RDFs. However, they often yield better
predictions because of this boosting mechanism [88].

Support Vector Machine (SVM): Similar to GLMs, this model uses linear boundaries
to perform classification tasks. For this, it projects data points onto a higher-
dimensional feature space to find the optimal (hyper)plane separating the output
classes. However, unlike GLMs, the training algorithm does not model probabilities
associated with these classes. Instead, it directly searches for the hyperplane that
maximizes the margin, i.e., the distance between the hyperplane and the nearest
data points (support vectors) from each class. A larger margin indicates better class
separation, ultimately leading to a more robust prediction. SVMs are thereby partic-
ularly effective in high-dimensional spaces where the outcomes have a clear margin
of separation. Accordingly, such models are frequently used for binary classification,
predicting the class of a new data point based on the side of the hyperplane on which
it falls. However, they are sensitive to noisy data and struggle with overlapping
output classes [60].

4.2.3. Model Training

Based on the feature values extracted from codebases with known vulnerabilities, we
train several binary ML classification models to predict whether a function is potentially
vulnerable or not. We build and evaluate several models using the ML training algorithms
described above to see which ones work best for our purposes. Below, we describe the
training configuration used to build the different models, followed by the importance of
the features in their vulnerability predictions.

Training Control

Before training, we normalize each feature value between 0 and 1 using a min-max scaler to
avoid bias in training algorithms that use distance calculations.

Also, since our training set is unbalanced, containing 121 vulnerable functions versus
43,963 non-vulnerable functions (see Table 4.2a on page 58), we downsample* the feature
data of the majority output class so that both classes are equally often represented.

Furthermore, we follow the best practices suggested by Arp et al. [9] and train and
evaluate our ML vulnerability prediction models using 10-fold cross-validation® over all

4When upsampling the training set, we obtained almost identical evaluation results.

Sk-fold cross-validation divides the dataset into k equal folds, training the model on k — 1 folds and testing
it on the remaining one. This process is repeated k times, each time using a different fold as the testing
set, to ensure a robust model evaluation [311].
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N_Out_Calls | f——— CCN [—— CCN
N_Out_Calls_LoC | f————o CCN_LoC | p——— N_ASan_Flags
CCN_LoC | p——— N_ASan_Flags | f———e CCN_LoC
N_SAST+ASan_Tools | f——e N_Out_Calls_LoC | f———o N_SAST+ASan_Flags_LoC
N_FLF_Flags | |———e N_Out_Calls | f———eo N_In_Calls

CCN | f———o N_SAST+ASan_Flags_LoC | [———e N_Out_Calls_LoC
N_FLF_Flags_LoC | |———e N_In_Calls_LoC | |———e N_CQL_Flags_LoC
N_SAST_Tools | f——=e N_In_Calls | [—e N_Out_Calls

N_CQL_Flags | |—e N_SAST_Flags_LoC | |—e N_SAST_Flags_LoC

R

N_SAST_Flags | [~ N_SAST+ASan_Tools | [—e N_SAST_Flags

0.00 025 050 075 1.00 0.00 025 050 075 1.00 0.00 025 050 075 1.00
Relative Feature Importance

Figure 4.3.: Relative importance of the 10 most influential features in the different ML
vulnerability prediction models.

functions in the training set. Each fold is thereby stratified, meaning that both prediction
classes occur in each fold with the same probability as in the original non-downsampled
dataset. Moreover, we repeat each cross-validation five times and average the results to
provide a robust analysis of the models’ effectiveness.

Feature Importance

Figure 4.3 shows the relative importance of the 10 most influential ML vulnerability
prediction features used by GLM, RDF, and GBM. The figure thereby excludes FNN and
SVM because their learned weights do not directly correspond to the feature importance.
Also, note that the actual importance scores are normalized between 0 and 1 in order to
represent the relative contribution of the feature to the predictions. A feature with a score
of 0.5 is thus considered twice as important as one with a score of 0.25.

As shown in the figure, different models prioritize different features in their decision-
making process. However, the complexity-based features, such as cyclomatic complexity
number (feature CCN) and the number of outgoing function calls (N_Out_Calls[_LoC]),
are often more important than the tool-based features in our setup. This suggests
that code complexity is a stronger indicator of vulnerable functions than SAST tool-
or ADDRESSSANITIZER-flagged code, at least at the function level. Yet, despite their lower
importance, the tool-based features still provide helpful information that improves the
models” prediction accuracy.

Furthermore, the integration of ADDRESSSANITIZER as an additional tool for identifying
problematic code proves beneficial. In particular, the number of different tools (including
ADDRESSSANITIZER) that flag a function (N_SAST+ASan_Tools) as problematic is more indica-
tive of vulnerable functions than the same feature with only SAST tools (N_SAST_Tools),
resulting in a 1.6 times higher impact in the GLM predictions. Moreover, the number of
lines flagged only by ADDRESSSANITIZER (N_ASan_Flags) is among the top-three features in
the RDF and GBM models, outperforming the next best tool-based feature (N_SAST+ASan_
Flags_LoC) by about 1.8 and 3.8 times, respectively.
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4.2.4. Application

Our vulnerability prediction approach can be easily applied in practice through the
following steps, which are also visualized in Figure 2.2 on page 16.

First, the ML vulnerability prediction model must be trained on a dataset with known
vulnerabilities, ideally using older, vulnerable versions of the same software that will later
be targeted by the model (i.e., within-project prediction). The shared code characteristics
allow the model to leverage project-relevant patterns, resulting in a better feature alignment
and more accurate predictions of vulnerable functions [116, 338]. If no historical project
data is available, the pre-trained models provided with this thesis (see Appendix A.1
on page 131) can be used at first to predict potentially vulnerable functions (i.e., cross-
project prediction). However, for the reasons mentioned above, cross-project prediction
is generally less effective than within-project prediction, as we will also see later in our
evaluation.

Next, the feature values of each function in the SUT need to be extracted. For the
tool-based features, this involves running the SAST tools and a modified version® of
ADDRESSSANITIZER that outputs all instrumented code locations. Finally, the extracted
values must be fed into the ML vulnerability prediction model (with the chosen cutoff) in
order to determine the bug-prone functions.

4.3. Evaluation

In this section, we outline the setup for evaluating the effectiveness of our ML models in
distinguishing between vulnerable and non-vulnerable functions. Moreover, we describe
the evaluation results and discuss the main findings and insights.

4.3.1. Setup
Research Questions

This evaluation aims to verify whether our ML-based vulnerability prediction approach
can reliably identify potentially vulnerable code for our proposed fuzzing metric. There-
fore, we answer the following research questions through empirical evaluations:

RQ 2a: Within-Project Vulnerability Prediction. How effective are our ML vulnerability
prediction models at identifying vulnerable functions in disjoint subsets of the
functions in the same software projects used for model training?

RQ 2b: Cross-Project Vulnerability Prediction. How effective are our ML vulnerability
prediction models at identifying vulnerable functions in completely different
software projects than those used for model training?

Both research questions analyze the effectiveness of the trained models in two different
scenarios in order to provide detailed insights about their applicability and limitations.
Specifically, the first question examines the models” effectiveness on different versions or

6h‘ctps ://github.com/tum-1i4/1lvm-project
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Table 4.2.: Subject programs employed for training and testing the ML vulnerability
prediction models (as appeared in [170]).
(a) Training set

Subject Version ‘ #Lines # Functions ‘ # Vuln. Funcs.
Binutils *  2.29 45,243 1,378 15
FFmpeg n3.3.2 486,774 17,759 23
Libpng 1.6.38 10,184 398 9
OpenSSL  3.0.0 165,274 13,036 30
PHP 8.0.0-dev 101,531 4,759 8
Poppler 0.88.0 61,081 4,458 20
SQLite3 3.32.0 53,327 2,296 16
Total 923,414 44,084 121

* We exclude NM, Objdump, and Size from Binutils to avoid training the models
on the same functions they are tested on.

(b) Testing set

Subject Version #Lines # Functions | # Vuln. Funcs.
LibTIFF 4.1.0 19,527 826 23
Libxml2 29.10 85,466 2,982 21
NM

Objdump  2.29 90,566 2,792 50
Size

Total 195,561 6,600 94

components of the same software projects on which they were trained. To avoid any bias
from evaluating the models on functions that were also used for training, we repeatedly
retain a rotating fold (of functions) from the training folds for testing the models. In
contrast, the second question analyzes the models’ effectiveness on a completely different
set of software projects than those used for training. Ideally, both evaluations will yield
positive results, demonstrating that our vulnerability prediction approach and, ultimately,
our fuzzing metric can be applied independently of the SUT.

Training and Testing Programs

For training and testing the ML vulnerability prediction models, we randomly split
the programs previously used for our SAST tool evaluation into two sets, as shown in
Tables 4.2a and 4.2b. Together, these programs contain 215 vulnerable functions and
50,469 (likely) non-vulnerable functions. Note that we exclude NM, Objdump, and Size
from the Binutils training programs because they are used for model testing. This way, we
ensure that the models are not trained on the same functions that they will be tested on.
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Figure 4.4.: Performance tradeoff of the ML vulnerability prediction models in identifying
vulnerable functions across the validation folds of the training set (as appeared
in [170]). The dots indicate the cutoff values 6 € {0.1,0.3,0.5,0.7,0.9}, with
the highest 0 on the far left.

Metrics

To evaluate the effectiveness of the ML vulnerability prediction models, we use the true
positive rate (TPR) and false positive rate (FPR) metrics defined in Equations (2.1) and (2.3)
on page 14 and on page 17. We thereby consider a vulnerable function detected by the
model if it correctly classifies the function as such.

Infrastructure

We performed all experiments on a machine with an Intel® Core™ i7-6700 CPU containing
eight logical cores that run at 3.4 GHz, with access to 16 GB RAM and GNU/Linux Ubuntu
20.04 (64-bit) as the operating system. Using the caret R package [149], building the ML
models in parallel on all cores took about 30 to 120 seconds, depending on the training
algorithm.

4.3.2. Results

Besides the ML models described in Section 4.2.2 on page 53, we include a baseline model
that randomly classifies functions based on the relative frequencies of vulnerable and non-
vulnerable functions in our training set—i.e., P(vuln) = 0.003 and P(non-vuln) = 0.997
(see Table 4.2a on the preceding page). However, since the random classifier has a
consistent ROC-AUC score of only 0.5 (no discrimination)’, which indicates that the most
vulnerable functions were not classified as such, we omit the corresponding ROC plots
from the figures for brevity.

Within-Project Vulnerability Prediction

Figure 4.4 shows the performance tradeoff of the ML vulnerability prediction models in
identifying vulnerable functions across the validation folds of the training set. The dots
in the plots indicate the cutoff values 6 € {0.1,0.3,0.5,0.7,0.9}, with the highest 6 on
the far left. The results indicate that the ML models effectively discriminate between

"We obtained similarly low ROC-AUC scores with a 50:50 random classification.
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Performance tradeoff of the ML vulnerability prediction models in identifying
vulnerable functions in each testing program (as appeared in [170]). The dots
indicate the cutoff values 0 € {0.1,0.3,0.5,0.7, 0.9}, with the highest 6 on the
far left.

vulnerable and non-vulnerable functions, achieving an average ROC-AUC score of about
0.84 (excellent discrimination). Thus, they not only outperform the random classifier but
also reliably identify potentially vulnerable functions. Although the GBM achieves the
highest score, the performance differences between the ML models are not statistically

significant.

Also, note that with a relatively low cutoff of 0.3, all five models achieve a TPR

of 0.9 or higher, ensuring that they hardly miss any vulnerable functions. At the same
time, their FPR (except for the SVM) remains below 0.5, indicating that, due to the few
vulnerable functions in our dataset, about half of the functions classified as vulnerable are

false positives.

Summary (RQ 2a)

Our evaluation shows that our ML vulnerability prediction models are very reliable in
distinguishing between vulnerable and non-vulnerable functions in disjoint parts or
older versions of the codebases used for model training (i.e., within-project prediction).
Specifically, the trained models achieve an average ROC-AUC score of 0.84 across the
validation folds of the training set, indicating excellent discrimination regardless of
the employed training algorithm.
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Cross-Project Vulnerability Prediction

Figure 4.5 on the preceding page is similar to the previous graph, but this time, it shows the
performance tradeoff of the ML vulnerability prediction models in each testing program.
As expected, the results are slightly lower than those obtained on the validation folds in
the training set. Nonetheless, for NM, Objdump, and Size, which are treated as a single
program due to their shared functions, the models achieve ROC-AUC scores ranging from
0.74 to 0.76, indicating a reasonable ability to identify (potentially) vulnerable functions.
With respect to Libxml2, we observe a greater variability in model effectiveness—FNN,
RDF, and GBM achieve excellent discrimination (ROC-AUC = (0.81-0.85). In contrast, GLM
and SVM perform only moderately (ROC-AUC = 0.78 and 0.73, respectively). Similarly,
for LibTIFF, GLM, FNN, and RDF effectively distinguish between vulnerable and non-
vulnerable functions (ROC-AUC = 0.7-0.78). In contrast, GBM and SVM fall below the
acceptable threshold [120], with ROC-AUC scores below 0.7.

Summary (RQ 2b)

Our evaluation shows that our ML vulnerability prediction models are slightly less
effective in distinguishing between vulnerable and non-vulnerable functions in pro-
grams outside the training set (i.e., cross-project prediction). Nonetheless, the trained
models achieve an average ROC-AUC score of 0.75 on the testing set, indicating
reasonably good discrimination, albeit at the cost of more false positives.

4.3.3. Discussion

Our feature importance analysis shows that the impact of the selected features on the
vulnerability prediction varies significantly among the ML models. Interestingly, in
our setup, features derived from code complexity metrics are often more predictive of
vulnerable functions than those derived from SAST tool findings. Nonetheless, features
from both categories are necessary to achieve the best possible accuracy in vulnerability
prediction. The final feature set allows for reliable and robust predictions with minimal
performance differences between the various ML vulnerability prediction models, thus
simplifying the selection of an appropriate model.

Although our vulnerability prediction models reliably identify potentially vulnerable
functions in programs outside the training set, we recommend either (i) training such
models on older, vulnerable versions of the same software project(s) that will later be
targeted by fuzzing or (ii) starting with the pre-trained ML models® provided with this
thesis (see Appendix A.1 on page 131) and then improving them over time as more
data about vulnerabilities in the targeted projects becomes available. This will allow the
models to take advantage of project-specific code characteristics, ultimately leading to
more accurate predictions.

This is also supported by our evaluation, where the models” ROC-AUC scores are higher
in the validation folds of the training set than for the functions in the testing set. For

8For example, the RDF or GBM model with a conservative cutoff value of 0.3 to 0.5 can be used as a starting
point to minimize the risk of missing vulnerable functions.
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example, in our within-project evaluation, a cutoff of 0.3 leads to a TPR of 0.9 or higher in
all five ML vulnerability prediction models, and FPR of mostly below 0.5. Thus, given the
small number of vulnerable functions in our subject programs, fuzzing only half of the
functions could potentially trigger almost all of the contained vulnerabilities. Accordingly,
the more effective the employed model, the more accurately our vulnerability-oriented
code coverage metric will reflect fuzzing performance.

4.4. Threats to Validity

To minimize threats to external validity, we used 27 real-world programs with a total of 215
vulnerable functions, as well as five popular ML training algorithms to train and test our
vulnerability prediction models.

In terms of internal validity, we randomly divided the subject programs into disjoint
training and testing sets to avoid potential bias from program cherry-picking or overlap-
ping training and testing functions. Also, to counteract overfitting to the majority output
class of our unbalanced dataset, we followed the best practices for ML-based vulnerability
prediction, including downsampling and repeated stratified cross-validation.

4.5. Summary

In this chapter, we explored the integration of code complexity metrics and SAST tool
findings into ML vulnerability prediction models to identify potentially vulnerable code
more reliably than with SAST tools alone. Our evaluation shows that the trained models
are very effective at distinguishing between vulnerable and non-vulnerable functions
in both within-project and cross-project scenarios. In the next chapter, we use these
vulnerability prediction models for our vulnerability-oriented code coverage metric in
order to stop fuzzing campaigns more (cost-)efficiently compared to using regular code
coverage.
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Improving Accuracy in Reflecting
Fuzzing Performance
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5. Real-Time Coverage Tracking

This chapter presents the implementation, application, and practical benefits of
our fuzzer-independent coverage analyzer, which allows real-time monitoring
and, thus, dynamic termination of fuzzing campaigns. It also describes a
comprehensive coverage dataset created with our tool that can be used for
further empirical fuzzing research. Parts of this chapter have appeared in a
peer-reviewed publication [169], first-authored by the author of this thesis.

Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing Fuzzing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

SAST Tool Evaluation [-----4------=--cmcmmmmmonan b‘ Vuln.-Guided Fuzzing [«

Metric (Cost-)Efficiency & Effectiveness

A 4

ML-Based Vuln. . ____i_
Prediction H

Figure 5.1.: Big Picture (Contribution 3: Real-Time Coverage Tracking).

Real-Time Coverage
Tracking

Vuln.-Oriented Fuzzing
Stopping Criterion

5.1. Introduction

Context. Asshown in Figure 5.1, this chapter belongs to the part of this dissertation where
we demonstrate the improved accuracy of our vulnerability-oriented code coverage metric
over regular code coverage in reflecting fuzzing performance. To this end, the next chapter
evaluates the achievable time savings (i.e., the (cost-)efficiency) when using our metric
to stop fuzzing campaigns based on their progress in covering potentially vulnerable
code. Before that, however, we present the technical solution for tracking the necessary
code coverage information in real-time during fuzzing so that our vulnerability-oriented
stopping criterion can be applied in practice.
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» LLVM IR — Basic Block Data
(SuT)
Analysis
Instrumentation

LLVM IR' » LLVM IR" » Binary
(FuzzTastic Instr.) (Fuzzer Instr.) (FT + Fuzzer Instr.)

Figure 5.2.: Analysis (top) and instrumentation artifacts (bottom) required (left) and gen-
erated by FuzzTasTic (right) (as appeared in [169]).

State-of-Practice and Problem. Existing technical solutions [2, 164, 189, 190] for collecting
code coverage information involve sampling a representative subset of all fuzz inputs
generated during the campaign and then replaying them on a second instance of the SUT
that is compiled with coverage tracking support [1, 239]. However, this approach is
limited to fuzzers that persist the performance-enhancing inputs in a dedicated directory
representing the fuzzer queue so that a coverage analyzer can access them. In addition,
replaying the stored inputs in real-time to monitor campaigns adds significant hardware
and synchronization overhead, making it impractical for large-scale fuzzing.

Solution Approach. To address this (technical) research gap, we developed a new real-time
code coverage tracking tool that is compatible with any blackbox, greybox, or whitebox
fuzzer. Specifically, we first instrument the SUT at compile time to track the lines, BBs, and
functions covered during fuzzing, storing the code coverage data in a shared array that is
accessible by our tool. Throughout the campaign, our coverage analyzer then polls this
array at intervals, thereby persisting the current coverage data into separate report files
for further processing. We demonstrate the applicability of our analyzer by generating a
comprehensive dataset of detailed coverage data from 9 different fuzzers executed on 12
real-world programs, which we use in the next chapter to evaluate the (cost-)efficiency of
our fuzzing metric.

Contributions. Overall, we contribute a fuzzer-independent coverage analyzer that sup-
ports real-time code coverage tracking of all fuzz inputs generated throughout the cam-
paign, which is required to dynamically end fuzzing based on a stopping criterion. As
part of this contribution, we generate with our analyzer a large multipurpose dataset that
contains extensive coverage data worth over 12 CPU-years of fuzzing, which can also be
used for fuzzing research outside of this thesis.

5.2. The FuzzTastic Analyzer

In this section, we introduce our coverage analyzer, called FuzzTasrtic. Specifically, we
outline the required and generated software artifacts, as well as its approach for tracking
code coverage information in parallel with the fuzzing campaign.
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{ {
"basic_blocks": [ "timestamp": {
{ “start" : "2021-04-22 14:25:19",
"id": o, "report": "2021-04-22 16:25:21"
"file": "gif2png.c", },
"function": "interlace_line", "block_coverage": [
"lines": [45, 48, 50] 79704586,
I
1 1
} }
(a) BB Metadata (b) BB Coverage

Listing 5.1.: Example of the basic block (BB) metadata file (left) and the corresponding
coverage file (right) generated by FuzzTasrtic (both in JSON format) when
fuzzing Gif2png with AFL for two hours (as appeared in [169]). During this
time, the BB with the ID 0 was hit 79,704,586 times.

5.2.1. Program Analysis and Instrumentation

Figure 5.2 on the facing page shows the software artifacts involved when using FuzzTasric.
Starting with the source code of the SUT, we first need to translate it into LLVM’s
intermediate representation (IR)!, which we then analyze and instrument using a custom
LLVM compiler pass [241]. FuzzTastiC’s compiler pass then statically analyzes the IR
file, extracts the code locations of the BBs in the SUT, and stores this metadata in a JSON
file. Specifically, these properties include for each BB (i) a unique numeric identifier (id),
(ii) the path to the source file containing the BB (file), (iii) the name of the function
containing the BB (function), and (iv) the line numbers enclosing the BB (lines).

An example of such metadata for the program Gif2png is shown in Listing 5.1a. In this
listing, the BB with the identifier O (see line 4) spans the source code lines 45 to 50 (where
the lines 46, 47, and 49 are empty) in the function interlace_line, which is defined in
the source file gif2png.c.

static int32_t ft_shm_data[<N_BASIC_BLOCKS>];

void __ft_inc_cov(int32_t bb_id) {
ft_shm_data[bb_id] += 1;

}

Listing 5.2.: Instrumentation employed by FuzzTasrTic to track basic block (BB) coverage
(as appeared in [169]).

IThis refers to a low-level, language- and platform-independent instruction set used by the LLVM compiler
framework to perform optimizations and to generate machine code [153].
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Figure 5.3.: Big picture showing the control and data flow between FuzzTasrtic, the se-
lected blackbox, whitebox, or greybox fuzzer, and the instrumented system
under test (SUT) to track basic block (BB) coverage information during a
fuzzing campaign (adapted from [169]).

SUT Binary

(FT + Fuzzer Instr.)

y

Reports

5.2.2. Code Coverage Tracking

Parallel to the static analysis, each BB is instrumented with a function call to __ft_inc_cov
in Listing 5.2 on the preceding page, which is stored in a dynamic library. Thus, each time
a BB is executed, this function increments the corresponding hit counter, holding the total
number of executions in the array ft_shm_data (see line 3 in the listing), which, in turn, is
stored in a shared memory segment?. This allows FuzzTasric to efficiently and accurately®
track the code coverage of all generated fuzz inputs, not just those in the fuzzer queue [164,
189, 190]. Finally, the instrumentation of the employed fuzzer must be applied, followed
by compiling the instrumented IR file into a fuzzable binary.

During fuzzing, the current code coverage is then repeatedly queried and stored in
separate report files. An example of such a coverage report, generated after two hours of
fuzzing the Gif2png with the AFL fuzzer, is shown in Listing 5.1b on the previous page.
In this period, the BB 0 (see line 7 in the listing) was executed 79,704,586 times, while the
least frequently executed BB was hit only 2,353 times (not shown in the listing). Note that
in addition to BB coverage, the generated reports also allow measuring line and function
coverage since the BB metadata file provides information about both code locations.

5.2.3. Application

Figure 5.3 shows the interactions between FuzzTasTic, the selected fuzzer, and the instru-
mented SUT in order to collect BB coverage information during a fuzzing campaign. This
involves the following steps:

2This form of inter-process communication (IPC) allows multiple processes to directly access and modify
the same designated memory region, which enables rapid data exchange [280, pp. 303-323].

3Unlike the replay approach, ours accurately measures code coverage even for fuzzers that hash coverage
information using collision-prone hashing functions [86, 89, 299], which can produce identical hash values
for different execution paths [63]. Colliding coverage-increasing inputs are then not added to the queue
and are thus missed by the replay-based coverage analysis [169].
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In step 0, FuzzTasric takes as input the extracted BB metadata and a user-defined
fuzzing configuration, which is written as bash scripts. This configuration specifies the
paths to the (instrumented) SUT binary, the fuzzer, and the seed corpus directory, along
with their respective command-line interface (CLI) options and environment variables.
Moreover, it specifies the campaign duration, the fuzzer’s working directory, and the
directory where code coverage reports should be stored.

In step @), FuzzTasrTic sets up a shared memory segment and allocates an array sized
according to the number of BBs contained in the SUT, in which the coverage information
will later be stored. After that, FuzzTastic launches the fuzzer, which runs the campaign
with the given configuration.

In step @), while the fuzzer continues to generate fuzz inputs, the instrumentation
increments the hit count of each BB in the shared coverage array that was covered during
execution. The array indices are thereby aligned with the BB identifiers in the metadata file
so that the coverage information can be mapped to the corresponding BB code locations.
Hence, this array contains the code coverage achieved by the fuzzer at any time during
the campaign.

In step °, FuzzTasrtic repeatedly retrieves the current code coverage from the array
at a user-defined interval (15 minutes by default) until the campaign is stopped, thereby
storing this data in separate report files. Thus, a new report is generated after each interval,
which allows for in-depth coverage analyses in real-time.

5.3. Generating a Coverage Dataset

While FuzzTastic was primarily developed to monitor fuzzing campaigns in order to
determine optimal stopping points, we now use it to generate a comprehensive coverage
dataset (see Appendix A.1 on page 131). Thereby, we demonstrate its ability to track
consistent code coverage information across different fuzzers and real-world programs.
In the next chapter, we will then use this dataset to evaluate the accuracy with which our
metric measures fuzzing (cost-)efficiency.

5.3.1. Subject Programs

For our coverage dataset, we looked for subject programs that (i) are widely used in practice
to ensure that the dataset accurately reflects real-world fuzzing and (ii) span different
domains to allow for more generalizable evaluations. The final selection comprises
the 12 programs shown in Table 5.1 on the following page, including tools for binary
manipulation (NM, Objdump, Readelf, Size, and Strings from the Binutils suite), data
processors and converters for various file formats (FFmpeg, FreeType2, Gif2png, JasPer,
and JsonCpp), network utilities (Libpcap), and data compression tools (Zlib). To fuzz the
libraries, we use the fuzz harnesses provided by their repositories or by the OSS-Fuzz
platform [264].
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Table 5.1.: Subject programs employed for creating a fuzzing coverage dataset using the
FuzzTasTic tool (adapted from [169]).

Subject Version ‘ # Lines # Basic Blocks # Functions
FFmpeg n3.3.2 522,813 432,244 21,147
FreeType2 2.7 44,686 27,521 1,635
Gif2png 253 988 700 27
JasPer 1.900.0 17,385 14,417 720
JsonCpp 1.84 7,251 5,938 1,328
Libpcap 1.9.0 12,076 6,442 497
NM 2.29 68,667 44,114 2,126
Objdump  2.29 89,961 60,448 2,701
Readelf 2.29 22,347 18,578 477
Size 2.29 68,115 43,711 2,101
Strings 2.29 68,048 43,714 2,093
Zlib 1.2.9 4,223 3,289 148
Total 926,560 701,116 35,000

5.3.2. Fuzzers

To demonstrate FuzzTasTtic’s compatibility with various fuzzers, we selected the following
tools that have been published at top research conferences or are widely used according
to their GitHub stars [28]:

AFL (2.56b): This coverage-based greybox fuzzer uses compile-time instrumentation to
collect test execution and coverage information at runtime, which, in turn, guides the
generation of fuzz inputs. Inputs that trigger a crash or increase code coverage are
added to the queue for further mutation. Based on the execution time and branch
coverage of the queued inputs, AFL assigns an energy score that determines their
mutation time for the next mutation cycle [326].

AFLFast (2.51b): This fuzzer is an advanced fork of AFL that models path transition
probabilities as a Markov chain [217] to increase code coverage more effectively.
Using this probabilistic model, AFLFasT incorporates adaptive power schedules (and
smarter seed selection) that prioritize paths that are rarely or not yet executed by
assigning more energy to seeds that execute low-frequency paths, and vice versa [25].

AFLSmart (2.52b): This fuzzer is an advanced fork of AFL that uses a validity-based power
schedule and structure-preserving input mutations to reach deeper code regions in the
SUT. The schedule assigns more energy to seeds whose mutations are more likely
to pass the input parser. For test generation, AFLSMART leverages the high-level
structure of the seed rather than its raw bytes to perform structure-aware mutations,
ensuring the validity of new fuzz inputs [235].
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AFL++ (2.64¢): This fuzzer is an advanced, community-driven fork of AFL that incorporates
the latest fuzzing research. For instance, AFL++ includes (i) collision-free coverage
instrumentation, (ii) a custom interface for new mutation operators, (iii) mechanisms
for overcoming complex comparisons, (iv) AFLFast’s adaptive power schedules, and
(v) snapshot-based process restoration for more efficient fuzzing [86].

Eclipser (1.0): This fuzzer is essentially a concolic testing engine that cleverly alternates
between lightweight whitebox and classical greybox fuzzing in order to maximize
code coverage. In doing so, ECLIPSER approximates path constraints solvable by gener-
ational search [97], rather than relying on the computationally expensive satisfiability
modulo theories (SMT) solving [201] employed in classical dynamic symbolic exe-
cution [53].

FairFuzz (2.52b): This fuzzer is an advanced fork of AFL that incorporates novel mutation
operators specifically designed to generate inputs that exercise branches that guard
code that is empirically hard to cover. To achieve this, FAIRFuzz implements a
dynamic mutation masking technique that identifies crucial parts of an input that
must remain unchanged to ensure that the input hits the rare branches [157].

Honggfuzz (2.2): This coverage-based greybox fuzzer generally follows a similar approach
to AFL. However, unlike most other fuzzers, HONGGFUZzz supports low-level process
tracing, enabling robust crash detection by intercepting hijacked signals that might
otherwise be hidden during execution. It also supports hardware-based execution
feedback, allowing the collection of detailed code coverage information with minimal
performance overhead [99].

MOpt-AFL[++] (2.52b/2.64c): These fuzzers are advanced forks of AFL and AFL++ that
use a fuzzer-independent mutation scheduling framework called MOPT. Unlike the
static scheduling in most mutation-based fuzzers, MOPT dynamically adjusts the
schedule using a custom particle swarm optimization (PSO) algorithm [77]. This
algorithm aims to find an optimal strategy for selecting mutation operators based
on their efficiency in discovering interesting fuzz inputs [175].

5.3.3. Seeds, Duration and Repetitions

For each subject-fuzzer pair in our setup, we run fuzzing campaigns with an empty seed
and a non-empty seed corpus to include code coverage data that show their impact on the
fuzzing performance. For the empty seed, we use the smallest amount of data that the
subject programs’ input parser accepts (e.g., {} for JsonCpp), whereas for the non-empty
corpus, we use the seeds provided by AFL'’s repository.

To capture performance peaks of fuzzers that become more effective as more seeds
are added to the queue, we set the campaign length to 24 hours. We also repeat each
campaign 20 times to allow studies using this dataset to account for the randomness in
fuzzing through statistical tests.
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5.3.4. Infrastructure

Since building a dataset with the setup described above requires about 12 CPU-years
of fuzzing, we performed all experiments on the Leibniz Supercomputing Centre (LRZ)
high-performance computing (HPC) cluster?, equipped with Intel® Xeon® E5-2690v3 CPU
nodes. Each node contains 28 physical cores that run at 2.6 GHz, with access to 64 GB
RAM and SUSE Linux Enterprise Server (SLES) 15 (64-bit) as the operating system. On
this cluster, we distributed the campaigns across 96 nodes, corresponding to 2688 cores
and 6144 GB RAM. Each campaign was assigned a dedicated core and 4 GB RAM, with
the fuzzer working directory located on a RAM drive to avoid I/O bottlenecks.

5.4. Technical Limitations

The path-collision-free coverage tracking implemented in FuzzTastic comes with the
limitation that extremely large programs may not be analyzable due to the large amount of
RAM required by the array storing the coverage information. However, as demonstrated
when creating the dataset, even large programs like FFmpeg with 432,244 BBs could be
analyzed using a (virtual) machine with only 4 GB RAM, suggesting that FuzzTasTicC is
practical for most programs.

Furthermore, FuzzTAsTiC’s code instrumentation—like that of other coverage analyz-
ers [1, 239]—induces some runtime overhead that reduces the program execution speed.
However, by instrumenting at the less fine-grained level of BBs and using efficient shared
memory IPC, we minimized this overhead as much as possible.

The final limitation concerns the fuzzing of multi-threaded programs. Here, FuzzTasTiC’s
implementation to track code coverage is susceptible to data races, which can lead to devi-
ations in BB hit counts. However, we consider this a reasonable tradeoff, as adding any
synchronization between threads would increase the runtime overhead and potentially
negatively affect the campaign’s performance.

5.5. Summary

In this chapter, we introduced FuzzTasTIc, a fine-grained coverage analyzer that can be
attached to any fuzzer in order to track the exact lines, BBs, and functions covered by all
fuzz inputs generated during a fuzzing campaign. Unlike existing approaches, it captures
code coverage in real-time (i.e., in parallel with the campaign), e.g., allowing campaigns
to be terminated dynamically based on a stopping criterion rather than using a fixed time
budget. We also described the large coverage dataset created with FuzzTastic, which we
use in the next chapter to demonstrate the improved (cost-)efficiency of our fuzzing metric
over regular code coverage.

4https://doku.lrz.de/display/PUBLIC/High+Performance+C0mputing

72


https://doku.lrz.de/display/PUBLIC/High+Performance+Computing

6. Vulnerability-Oriented Fuzzing Stopping
Criterion

This chapter presents a novel stopping criterion that terminates fuzzing cam-
paigns based on the saturation of our vulnerability-oriented code coverage
metric. By analyzing the tradeoff between fuzzing time saved and security
bugs missed, compared to the saturation of program crashes and regular code
coverage, we demonstrate the superior accuracy of our metric in reflecting
fuzzing (cost-)efficiency. Parts of this chapter have appeared in a peer-reviewed
publication [170], first-authored by the author of this thesis.

Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing Fuzzing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

SAST Tool Evaluation  f--=---4-==-=---mmnmnmomonnnn >‘ Vuln.-Guided Fuzzing [«

Metric (Cost-)Efficiency & Effectiveness
A 4

ML-Based Vuln. R Real-Time Coverage
Prediction H Tracking

Vuln.-Oriented Fuzzing
Stopping Criterion

Figure 6.1.: Big Picture (Contribution 4: Vuln.-Oriented Fuzzing Stopping Criterion).

6.1. Introduction

Context. As shown in Figure 6.1, this chapter belongs to the part of this dissertation
where we demonstrate the improved accuracy of our vulnerability-oriented code coverage
metric in reflecting fuzzing (cost-)efficiency over the number of triggered program crashes
and regular code coverage. For this, we use these metrics to stop fuzzing campaigns
when the respective metric score saturates for a longer period, thereby comparing their
cost-efficiency, i.e., the tradeoff in terms of saved fuzzing time versus missed security bugs.
Hence, this chapter also proposes a novel stopping criterion for campaigns.
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State-of-Practice and Problem. Better stopping criteria is an importantbut under-explored
area of research, given the high resource demands of fuzzing [22]. Currently, campaigns
are stopped when (i) a fixed fuzzing time budget has expired [144, 177, 258], (ii) no
progress in crash generation or code coverage is observed for an extended period [284,
pp- 437-470, 285, pp. 71-77, 287], or (iii) the bug-discovery probability falls below a cer-
tain threshold [23]. However, the metrics used in (i) and (ii) often overestimate fuzzing
effectiveness, keeping campaigns alive even though they only trigger redundant crashes
or cover non-critical code. Existing approaches for (iii) are fuzzer-dependent because they
must account for the adaptive bias [20, 23] in fuzzing strategies where the probability of a
bug-revealing fuzz input increases as the campaign progresses.

Solution Approach. To address this research gap, we use our metric as a saturation-based
stopping criterion for fuzzing campaigns. We hypothesize that significant time savings can
be achieved with minimal risk of missing bugs by dynamically terminating campaigns
when they stagnate on the potentially vulnerable code. The strategy is as follows: (i)
before fuzzing, the SUT is statically analyzed for bug-prone code using a ML vulnerability
prediction model (see Chapter 4 on page 49); (ii) during fuzzing, the intersection between
the identified problematic code and the code covered by the fuzz inputs is calculated;
(iii) the campaign is stopped if the set of covered, potentially vulnerable code (i.e., our
metric’s score) has not increased for a certain period. Otherwise, the strategy returns to
step (ii). We thereby use the FuzzTasrtic dataset (see Section 5.3 on page 69) to evaluate
the cost-effectiveness of our approach.

Contributions. Overall, we contribute a vulnerability-oriented stopping criterion for
fuzzing campaigns based on the saturation of our metric. Our evaluation shows that,
compared to the saturation of program crashes and regular code coverage, using our
criterion to stop 24-hour campaigns can save, on average, 6—12 hours of fuzzing time while
missing fewer than 0.5 out of 12.5 security bugs. Thus, these results demonstrate the
improved accuracy of our metric in reflecting fuzzing (cost-)efficiency.

6.2. Motivation

Using the number of program crashes is very susceptible to under- or overestimating
fuzzing performance [144]. When used as a saturation-based stopping criterion, this can
lead to missed security bugs or unnecessarily long fuzzing campaigns. Since code coverage
reduces the risk of underestimation, it is often preferred in practice. However, it still tends
to overestimate the effectiveness of campaigns because regular coverage assumes that all
code regions are equally important and, therefore, equally vulnerable.

In the following, we discuss the shortcomings of these two stopping criteria using
concrete campaign examples and theoretically demonstrate how our criterion mitigates
these problem:s.
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Figure 6.2.: Examples of accurate estimation of fuzzing effectiveness by program crash
count and regular function coverage (first graph), under- and overestimation
by crash count (second and third graphs), and overestimation by function
coverage (fourth graph) (as appeared in [170]). The plotted scores represent
the arithmetic means across 20 fuzzing campaign repetitions.

Saturation of Program Crashes. Crash saturation can be a good stopping criterion if the
course of triggered crashes closely resembles that of the unique bugs, as shown in the
first graph of Figure 6.2, for example. However, it loses accuracy when crashes occur very
late in the campaign or are repeatedly caused by the same underlying bug(s). The first
scenario is shown in the second graph, where FalrRFuzz does not trigger any crashes for
almost 18 hours. Here, the campaigns would be terminated prematurely, resulting in
several bugs being missed. In contrast, the second scenario is shown in the third graph,
where AFLSMART discovers all detectable bugs in NM within 16 hours, yet the number of
crashes continues to increase for another seven hours. Such a large number of crashes can
give a false sense of fuzzing progress, resulting in unnecessarily long campaigns.

Saturation of Regular Code Coverage. For this reason, code coverage is often used as a
(complementary) measure to better decide when to stop fuzzing. Returning to the Size-
FairFuzz example, although no crashes are triggered during the first 18 hours of fuzzing,
the function coverage steadily increases until the campaigns reach the vulnerable code of
the SUT. Also, in the example where NM is fuzzed with AFLSMART, the campaigns begin
to saturate on the same functions around the time all detectable bugs are found, providing
more accurate feedback about the fuzzing performance than the number of triggered
crashes. Accordingly, code coverage can help avoid missing bugs and save fuzzing time
when used as a saturation-based stopping criterion.

Nonetheless, code coverage is still very much prone to overestimation. For example,
a campaign that keeps increasing code coverage is considered very effective and is,
therefore, not terminated, regardless of whether or not any new security-critical code
has been reached. This case is shown in the fourth graph, where AFLSMART finds all
detectable bugs in Size after about 7.5 hours of fuzzing, yet the function coverage increases
on non-critical functions for another 11.5 hours. To end such long campaigns earlier, we
suggest checking the saturation of our vulnerability-oriented code coverage metric, i.e.,
only the covered, potentially vulnerable code identified by a ML vulnerability prediction
model instead of the entire code.
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) '/

Figure 6.3.: Visualization of our hypothesis at the time points t;, tx, and t;+; during
fuzzing (as appeared in [170]). The gray and blue nodes are newly covered
code regions, and the red-outlined nodes are bug-prone regions.

Saturation of Covered, Potentially Vulnerable Code. A simplified example of our hy-
pothesis that significant fuzzing time can be saved by stopping campaigns when they
saturate on the potentially vulnerable code is visualized in Figure 6.3. It shows the CG or
CFG of a SUT with the covered code regions (grey nodes) at three different times, ¢;, ¢«
(where j < k), and ty1, during fuzzing. In this example, the coverage increases by two
code regions from ¢; to tx and by one region from #x to tx+1 (blue nodes), indicating that
the campaign remains active and should therefore not be stopped. However, the coverage
of potentially vulnerable code regions (red-outlined nodes) does not increase at any point.
At ti, the campaign appears to soon cover the last bug-prone region (which may not even
be reachable from the fuzz entry), but at 1,1, the execution shifts in a different direction,
covering rather irrelevant code. Thus, if we use vulnerability-oriented code coverage
instead of regular code coverage as a saturation-based stopping criterion, we can probably
already terminate the campaign at ¢, or earlier, depending on how long a campaign is
allowed to stagnate before termination.

6.3. Vulnerability-Oriented Stopping Approach

In this section, we first provide a general definition of saturation-based stopping criteria
for fuzzing campaigns. Then, we introduce a new criterion based on our fuzzing metric
that aims to terminate campaigns more cost-efficiently than existing criteria.

6.3.1. Saturation Analysis

Fuzzing campaigns are typically stopped based on the progress of the campaign’s effec-
tiveness as measured by some metric. This dynamic approach, as opposed to using a
fixed time budget, provides better utilization of the fuzzing resources—it avoids wasting
valuable resources by terminating ineffective campaigns early and reduces the risk of
missing bugs by extending the duration of effective campaigns.

Definition 6.1 (Saturation Window). A saturation window 6 specifies the time period
during which the effectiveness of a fuzzing campaign, as measured by a metric S, must
stagnate before the campaign is terminated.

Definition 6.2 (Allowable Metric Deviation). Anallowable deviation € specifies the relative
upper limit to which the score of a fuzzing metric S may increase during the saturation
window 0 so that the fuzzing campaign is still considered stagnant, i.e., S(t + 0) < S(t) + €.
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Based on the chosen fuzzing metric, the saturation window (see Definition 6.1 on the
facing page), and the allowable metric deviation (see Definition 6.2 on the preceding page),
we define saturation-based stopping criteria for fuzzing campaigns as follows.

Definition 6.3 (Saturation-Based Stopping Criterion). A saturation-based stopping crite-
rion for fuzzing campaigns is defined as a triple (S, 9, €), where:

¢ S is the metric for quantifying the fuzzing effectiveness,
¢ 0 is the saturation window, and
¢ ¢ is the allowable deviation of S within 0.

After t; time units, a campaign is then stopped if and only if tx — t; = 6, where j < k
and t; denotes the time since the campaign started to stagnate, and S(tx) — S(¢;) < e.

Definition 6.3 provides a generic definition of saturation-based stopping criteria. To
apply it in practice, the parameters S, 0, and € must be instantiated with a specific fuzzing
metric and concrete values for the saturation window and allowable metric deviation.
Thereby, the more accurately the employed metric reflects fuzzing effectiveness, the better
the campaign’s optimal termination point can be determined.

6.3.2. Vulnerability-Oriented Code Coverage

Since regular code coverage treats all code regions as equally important, it is prone to
misleading fuzzing assessments. To address this, we propose vulnerability-oriented code
coverage—a coverage variant that focuses on the potentially vulnerable code covered
during fuzzing. To define our metric, we first introduce the function pot_vuln: D xR —
{true, false}, which returns, from all code regions R € R in the SUT, those that are flagged
as problematic by the employed tools D € D:

pot_vuln(R,D) = U analyze(d, R) (6.1)
»eD

Note that the function in Equation (6.1) runs each tool d € D using the analysis function
in either Definition 2.1 or Definition 2.4, depending on whether it is a SAST tool or a ML
vulnerability prediction model.

Definition 6.4 (Vulnerability-Oriented Code Coverage). Using the function in Equa-
tion (6.1) with the vulnerability prediction tools © € D, we define our vulnerability-
oriented code coverage metric Syyin-cov : R X D X T — Ry 1) for the code regions R € R in
the SUT after t € T time units within the fuzzing campaign as follows:

card({r | » € pot_vuln(R, D) A covered(r, t)})

Svuln-cov (R, D, t) =
vuln COV( ) Card(po‘t_vu]-n(R/ D))

where card(-) returns the set cardinality.
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Figure 6.4.: Big picture showing the control (dashed arrows) and data flow (solid arrows)
between the system under test (SUT), the machine learning (ML) vulnerability
prediction model, FuzzTasTic, and the saturation analyzer to terminate a
fuzzing campaign according to our stopping criterion.

Our vulnerability-oriented code coverage metric defined in Definition 6.4 on the previous
page provides more detailed information about a campaign’s potential to find security
bugs. For example, a campaign that covers 50% of the entire source code may exercise 80%
or only 20% of the security-critical code. However, the reliability of our metric depends on
how effectively bug-prone code can be statically identified.

To derive our vulnerability-oriented stopping criterion, we instantiate the generic saturation-
based stopping criterion in Definition 6.3 on the preceding page with our fuzzing metric.
Thereby, we suggest using the ML-based vulnerability prediction approach described in
Chapter 4 on page 49 to identify the potentially vulnerable code before fuzzing.

As for the saturation window and the allowable metric deviation, we explore the impact
of different values on the cost-effectiveness of our stopping criterion in Section 6.4 on the
facing page. This allows us to make recommendations for these two parameters for the
practical application of our criterion.

6.3.3. Application

Figure 6.4 shows the interactions between the SUT and the various tools in order to dy-
namically terminate a fuzzing campaign according to our vulnerability-oriented stopping
criterion, which includes the following steps:

In step @), the feature data and code properties required by the employed ML vul-
nerability prediction model (see Section 4.2.1 on page 51) and the FuzzTastic coverage
analyzer (see Section 5.2.1 on page 67), respectively, must be extracted from the source
code of the SUT.

In step @), the extracted feature data need to be fed into the prediction model to identify
the potentially vulnerable code regions (see Section 4.2.4 on page 57).
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In step °, the workflow transitions from static analysis to fuzzing. Here, FuzzTastiC
is started with the extracted code properties and a specific fuzzing configuration (not
shown in the figure), which then initiates the campaign by executing the fuzzer on
the instrumented SUT binary. Parallel to the campaign, FuzzTastic monitors the code
regions covered by the generated inputs and stores the coverage data in report files (see
Section 5.2.3 on page 68).

In step @), the saturation analyzer takes the identified bug-prone code regions and
the currently covered regions, as provided by FuzzTasrtic, to determine the amount of
covered, potentially vulnerable code (i.e., the score of our metric). If the analyzer detects a
saturation of our metric within the specified saturation window and allowable deviation,
it automatically terminates the campaign. Otherwise, it keeps the campaign running
while performing this check again after a short timeout with the new coverage data.

6.4. Evaluation

In this section, we outline the setup for evaluating the cost-efficiency differences between
our and the baseline stopping criteria for fuzzing campaigns, describe the obtained results,
and discuss the main findings and insights.

6.4.1. Setup
Research Questions

This evaluation aims to show the superior cost-efficiency of our stopping criterion com-
pared to the saturation of program crashes and regular code coverage. Therefore, we
answer the following research questions through empirical evaluations:

RQ 3a: Crash Saturation Comparison. What is the tradeoff in terms of fuzzing time
saved and security bugs missed when stopping fuzzing campaigns based on the
saturation of vulnerability-oriented function coverage rather than the number of
triggered program crashes?

RQ 3b: Function Coverage Saturation Comparison. What is the tradeoff in terms of
fuzzing time saved and security bugs missed when stopping fuzzing campaigns
based on the saturation of vulnerability-oriented function coverage rather than
regular function coverage?

The above research questions compare the cost-efficiency of our stopping criterion with
the two selected baseline criteria. As mentioned before, a more cost-efficiency stopping
criterion would be very helpful for fuzzing in practice. It would allow stopping ineffective
campaigns earlier, thus saving valuable resources, and running effective campaigns longer,
thus increasing the chances of detecting bugs. Also, this evaluation provides insights
into the accuracy of our vulnerability-oriented code coverage metric in reflecting fuzzing
cost-efficiency compared to the baseline metrics, especially regular code coverage.
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Table 6.1.: Subject programs employed for evaluating the cost-efficiency of our stopping
criterion (as appeared in [170]).

Subject Version ‘ #Lines # Functions | # Crashes # Bugs

Gif2png 2523 988 27 3,620 4
JasPer 1.900.0 | 17,385 720 9,853 77
Libpcap ~ 1.9.0 12,076 497 595 7
LibTIFF ~ 4.1.0 19,527 826 17,701 7
Libxml2  29.10 85,466 2,982 50,907 9
NM 2.29 68,667 2,126 58 4
Objdump ~ 2.29 89,961 2,701 4,014 5
Size 2.29 68,115 2,101 77 6
Total 362,185 11,980 86,825 119

Dataset

For our evaluation, we use the FuzzTasrtic dataset described in Section 5.3 on page 69,
which provides extensive code coverage and crash data from several widely used fuzzers
executed on different real-world programs. Specifically, we include those programs from
this dataset for which the fuzzers were able to detect at least one bug. Additionally, we
fuzzed LibTIFF and LibxmlI2 from Magma [114] using the same software and hardware
infrastructure used to generate the FuzzTastiC dataset in order to increase the number of
bugs in our evaluation. The final set of subject programs is shown in Table 6.1. Note that
these programs are completely different from those used to train the ML vulnerability
prediction models (see Table 4.2a on page 58).

Bug Deduplication

The fuzzing campaigns triggered a total of 86,825 program crashes. Since manually
deduplicating this many crashes would be impractical, we used the approach described
in Section 2.2.3 on page 23 to automatically deduplicate crashes into unique bugs. After
manually reviewing a random sample of about 50 crash traces, we found that comparing
the top-three stack frames (without the vulnerability type) provides the most accurate
deduplication. Ultimately, applying this automatic deduplication approach yields 119
unique security bugs.

Selected Models and Cutoffs

As discussed in Section 4.2.4 on page 57, for optimal effectiveness, we recommend train-
ing, optimizing, and evaluating different ML vulnerability prediction models on older,
vulnerable versions of the targeted software. The most effective model should then be
selected for our metric and, thus, our stopping criterion. However, due to the limited
number of vulnerabilities per program in our dataset, we trained the models on programs
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Table 6.2.: Selected ML vulnerability prediction model and cutoff value for each subject

program.
Subject Model Cutoff | Flagged Funcs.
Gif2png | Feedforward Neural Network 0.4 69.2%
JasPer Random Decision Forest 0.2 72.6%
Libpcap Stochastic Gradient Boosting 0.5 14.2%
LibTIFF Random Decision Forest 0.7 13.4%
LibxmlI2 | Stochastic Gradient Boosting 0.8 34.3%
NM Random Decision Forest 0.8 8.5%
Objdump | Feedforward Neural Network 0.5 53.7%
Size Random Decision Forest 0.8 8.6%

other than those used in this evaluation. To ensure a realistic evaluation, we then chose
for each subject program the ML model and cutoff value that managed to identify at least
90% of the bug-triggering vulnerable functions with the fewest functions reachable! from
the fuzz entry being flagged (see Table 6.2). We consider this a realistic detection rate
threshold, as evidenced by related studies [148, 185, 187] as well as by our evaluation in
Section 4.3.2 on page 59.

Metrics

Figure 6.5 on the next page illustrates our approach for evaluating the cost-efficiency
differences, where the termination points of the compared stopping criteria are denoted as
ts, and ts,, respectively. Specifically, we compute the ratio of fuzzing time saved and that
of security bugs missed (not shown in the figure) between our and the selected baseline
stopping criterion for a given fuzzing campaign. For the former, we divide At by the
campaign length (24 hours) for a given saturation window 6 and an allowable metric
deviation € (zero in this example). In contrast, for the latter, we divide the number of
unique bugs found between ts, and ts, by the total number of bugs found in the respective
subject program while generating the dataset.

We perform this evaluation across different fuzzers and subject programs to test whether
the results generalize to a broader setup. Also, to examine the impact of different saturation
configurations, we run the experiments with 6 € {2h,4h,6h,8h} and € € {0, 1,2}, ie.,
the number of functions or crashes (depending on the metric) allowed to be exercised
within 6. Furthermore, we report the arithmetic means and standard deviations for both
measures over 20 campaign repetitions to account for the randomness in fuzzing.

IWe used the SVF static analysis framework [283] for the reachability analysis.
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Figure 6.5.: Illustration of our approach for evaluating the cost-efficiency difference be-
tween our and a baseline stopping criterion (as appeared in [170]). The times
ts, and ts, indicate the termination point of the respective criterion.

6.4.2. Results

Figures 6.6 and 6.8 on the facing page and on page 85 show the cost-efficiency differences
between our stopping criterion and the baseline criteria for each subject-fuzzer pair
with the different saturation configurations. For example, the LibTIFF-AFLFasT cell in
Figure 6.6 shows that with a saturation window of 6 = 4h and an allowable deviation of
€ = 0 (crashes), our stopping criterion ends the 24-hour fuzzing campaigns, on average,
12 hours, i.e., 50 percentage points (pp), earlier than the crash saturation criterion while
relatively missing not more than one out of seven bugs. Note that negative values indicate
additional time spent or bugs found by our criterion.

Furthermore, Figures 6.7 and 6.9 on page 84 and on page 86 show the fuzzing time
savings relative to the number of bugs missed of our stopping criterion with regard to the
respective baseline criterion. Note that these two figures only consider the 1,020 (out of
1,280) campaigns in our dataset in which at least one bug could be triggered.

Crash Saturation Comparison

Figure 6.6 on the facing page shows that for the subjects Gif2png, JasPer, LibTIFF, and
Libxml2, our stopping criterion terminates the campaigns, on average, 6 to 12 hours earlier
than crash saturation (i.e., time savings of 25%-50%) while missing about 0.5 bugs (4%).
For MOPT-AFL and MOPT-AFL++ executed on LibTIFF, savings of up to 18 hours (75%)
could be achieved. In contrast, in Libpcap, NM, and Size, our criterion stops the campaigns
2.4 to 4.8 hours (10%-20%) later but often finds one additional bug for this tradeoff. Only
in Objdump, when fuzzed with AFL, AFL++, AFLFast, and HONGGFUZZ, we observe that
our criterion extends the time expenditures by about 6 to 12 hours (25%-50%).
Moreover, Figure 6.7 on page 84 shows that our stopping criterion is more cost-efficient
than crash saturation for most (10 out of 12) of the studied € and 6 configurations. Across
the different saturation configurations and ranges of missed bugs, our criterion saves,
on average, 4.1 hours (17.2pp) of fuzzing time. Out of the 1,020 bug-finding fuzzing
campaigns that are stopped with our criterion, 84.2% miss no bugs, 6.6% miss one bug,
and 4.9% miss two or more bugs, on average, compared to crash saturation. Conversely,
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Figure 6.7.: Fuzzing time savings relative to the number of missed bugs of our stopping
criterion with respect to crash saturation (as appeared in [170]). The diamonds
(¢) indicate the arithmetic means.

one additional bug is found in 4% of these campaigns and two or more in 0.3% when
using our criterion.

Summary (RQ 3a)

Our evaluation shows that our vulnerability-oriented stopping criterion is more cost-
efficient than crash saturation. On average, it stops 24-hour fuzzing campaigns 4.1
hours (17.2pp) earlier across the studied € and 6 configurations. Thereby, our criterion
misses bugs in 11.5% of the 1,020 bug-finding campaigns but also uncovers bugs that
crash saturation misses in 4.3% of these campaigns.

Function Coverage Saturation Comparison

Figure 6.8 on the facing page shows that for many subject-fuzzer pairs, our criterion stops
the campaigns, on average, 4.8 to 9.6 hours earlier than function coverage saturation (i.e.,
time savings of 20%—40%) while missing only 0.2 bugs (2.7%). For some pairs, such as
Size-AFLFasrT, our criterion even saves up to 12 hours (50%) of fuzzing time. However,
no significant savings could be achieved in JasPer. This is because JasPer, with 77 known
security bugs (see Table 6.1 on page 80), contains many vulnerable functions that are
also identified as such by the ML vulnerability prediction model so that the campaigns
continuously increase the coverage of these bug-prone functions. This causes our criterion
not to end these campaigns earlier.
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Allowable Deviatione: ¥ 0 B 1 E3 2

[]
0 1 =2 0 1 =2 0 1 =2
Number of Missed Bugs

80%

[B—emmmasoss oo o

60% .

40%

e

Percentage of
Saved Fuzzing Time

Figure 6.9.: Fuzzing time savings relative to the number of missed bugs of our stopping
criterion with respect to function coverage saturation (as appeared in [170]).
The diamonds (¢) indicate the arithmetic means.

Moreover, Figure 6.9 shows that our stopping criterion reduces the fuzzing time, on
average, by 1.7 hours (7%) in campaigns where no bugs are missed across the studied e
and 6 configurations. In campaigns where bugs are missed, on average, 9.6 hours (40.1%)
could be saved. Out of the 1,020 bug-finding campaigns stopped with our criterion, 94.3%
miss no bugs, 4.6% miss one bug, and 1.1% miss two or more bugs, on average, compared
to function coverage saturation.

Summary (RQ 3b)

Our evaluation shows that our vulnerability-oriented stopping criterion is more cost-
efficient than function coverage saturation. On average, it stops 24-hour fuzzing
campaigns 4.8 to 9.6 (20pp—40pp) hours earlier while missing only 0.2 out of 7.4 bugs
across the studied € and 6 configurations. Thereby, our criterion misses bugs in 5.7% of
the 1,020 bug-finding campaigns but saves an average of 9.6 hours in these campaigns.

6.4.3. Discussion

Although crash saturation proved effective as a stopping criterion for some of the fuzzing
campaigns in our evaluation, we argue that coverage-based criteria are more reliable.
Bohme and Falk [22] empirically found that each new security bug discovery requires
exponentially more time or hardware resources. Consequently, with a fixed number of
machines, bugs will be discovered later and later. Thus, the crash saturation criterion
becomes impractical at some point because campaigns are likely to be terminated far before
any bugs are detected. In contrast, coverage-based stopping criteria usually capture the
progress of a campaign more accurately and are, therefore, the better choice.

Our evaluation shows that our vulnerability-oriented stopping criterion can terminate
fuzzing campaigns significantly earlier than the saturation of program crashes or regular
code coverage, with little risk of missing bugs. This also demonstrates the improved
accuracy of our metric in reflecting fuzzing cost-efficiency. For example, using our
stopping criterion in a setting where the latest software builds are fuzzed overnight for 10
hours after each of the five workdays, a 50% time reduction (possible with our criterion)
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saves 1,200 fuzzing hours in one year, 2,400 hours in two years, 6,000 hours (about 250
days) in five years, and so on.

A limitation of our criterion is that it may stop campaigns too early, which can lead
to missed bugs. This can happen if the campaign stagnates on the identified potentially
vulnerable code region for too long before triggering a bug in the same or another
vulnerable region. To mitigate this, we suggest using a longer saturation time window or
running additional campaigns once or twice a month with a fixed time budget (e.g., 48
hours), which still allows for large resource savings.

6.5. Threats to Validity

To minimize threats to external validity, we conducted our tradeoff evaluation across eight
different subject programs containing a total of 119 security bugs and eight different
fuzzers. This diverse setup should sufficiently ensure that our results are not limited to a
particular program or fuzzer.

Regarding internal validity, the large number of program crashes in our dataset forced
us to automate the deduplication of crashes into unique bugs. We used a well-established
heuristic from the fuzzing domain, assuming that crashes with similar stack frames share
the same underlying vulnerability. To reduce the risk of incorrect approximations, we
determined the number of frames considered during deduplication by manually analyzing
a randomly sampled subset of stack traces from crashing executions.

Furthermore, to account for the randomness in fuzzing, we followed the guidelines of
Klees et al. [144] in our evaluation and reported the arithmetic means over 20 campaign
repetitions.

6.6. Summary

In this chapter, we introduced our criterion to stop fuzzing campaigns based on the
saturation of our vulnerability-oriented code coverage metric, i.e., the covered, potentially
vulnerable code. To statically identify the bug-prone code before fuzzing, we use the
best ML vulnerability prediction model(s) from Chapter 4 on page 49. In a large-scale
evaluation, we showed that our stopping criterion is more cost-efficient than the saturation
of program crashes and regular code coverage. Specifically, our criterion could achieve
significant fuzzing time savings with a low risk of missing bugs compared to the baseline
criteria, which is particularly valuable in practice since fuzzing is very resource-intensive.
Ultimately, this demonstrates the superior accuracy of our metric in reflecting fuzzing
(cost-)efficiency compared to the two baseline metrics, especially regular code coverage.
In the next chapter, we integrate our metric into a fuzzer to also demonstrate improved
accuracy in reflecting fuzzing effectiveness.
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7. Vulnerability-Guided Fuzzing

This chapter presents a novel fuzzing approach that integrates our vulnerability-
oriented coverage metric as the main test-optimization criterion into a directed
fuzzer to target potentially vulnerable code. By comparing the effectiveness
of our approach in detecting security bugs with coverage-based and existing
vulnerability-guided fuzzing approaches, we demonstrate the superior accuracy
of our metric in reflecting fuzzing effectiveness. Parts of this chapter have
appeared in a submission [171], first-authored by the author of this thesis.

Refining Code Coverage to Better Reflect Fuzzing Performance

Static App. Security Testing Fuzzing

Identifying Pot. Vulner- Demonstrating Metric Superiority
able Source Code

SAST Tool Evaluation f-----4---- -: ---------------- >‘ Vuln.-Guided Fuzzing I:

Metric (Cost-)Efficiency & Effectiveness

A 4

ML-Based Vuln. [ . Vuln.-Oriented Fuzzing Real-Time Coverage
Prediction Stopping Criterion Tracking

Figure 7.1.: Big Picture (Contribution 5: Vulnerability-Guided Fuzzing).

7.1. Introduction

Context. As shown in Figure 7.1, this chapter belongs to the part of this dissertation
where we demonstrate the improved accuracy of our vulnerability-oriented code coverage
metric in reflecting fuzzing effectiveness over regular code coverage and other existing
vulnerability-oriented metrics. For this, we integrate our metric into a fuzzer to optimize
the test generation and then compare its effectiveness in detecting security bugs against
fuzzers using the respective baseline metrics. Thus, this chapter not only examines the
effectiveness of our metric but also introduces a novel fuzzing approach.
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State-of-Practice and Problem. Current fuzzing approaches primarily aim to maximize
overall code coverage [25, 53, 86, 99, 157, 175, 235, 240, 326], with newer vulnerability-
guided approaches [306] targeting specific parts of the SUT such as recently modified [336],
complex [73], memory-accessing [305], or sanitizer-instrumented code [222, 265, 334].
However, due to the limitations discussed in Section 1.1.3 on page 5, coverage-based
fuzzing has been shown to be prohibitively expensive, requiring an exponential increase
in time or hardware resources to achieve only a linear increase in bug discovery [22].
Furthermore, current vulnerability-guided fuzzing is either limited to incremental fuzzing
of code regressions provided by the VCS commit history or faces similar problems as
coverage-based fuzzing because it relies on imprecise vulnerability predictors. As we will
show in the next section, these predictors flag a lot of code as potentially vulnerable and,
therefore, require again extensive code coverage.

Solution Approach. To address this research gap, we integrate our vulnerability-oriented
code coverage metric as a test-optimization criterion into a directed fuzzer [24], called
SASTFuzz, thereby leveraging SAST tools to identify the potentially vulnerable code that
should be targeted during fuzzing. As part of this approach, we introduce a target
scheduling mechanism that dynamically disables likely unreachable and false-positive
SAST tool findings used as fuzzing targets from the distance calculations performed
during directed fuzzing (see Paragraph “Coverage of Specific Targets” on page 21). This
allows the fuzzing campaign to pivot more quickly to other, more likely vulnerable
targets, thus mitigating the impact of such targets on the fuzzing performance. We also
dynamically switch between vulnerability-guided and coverage-based fuzzing, depending
on the reachability of the targets, to account for vulnerable code missed by the SAST tools
(i.e., false negatives).

Contributions. Overall, we contribute a vulnerability-guided fuzzing approach that
optimizes the test generation according to our metric. Our results show that our dynamic
target scheduling typically leads to a higher target coverage than fuzzing with static
targets. Moreover, compared to coverage-based fuzzing, our fuzzing approach detects
10 to 14 additional previously unknown security bugs with 3 to 4.5 times more different
ones. Compared to the best vulnerability-guided baseline approaches, it detects 5 to
12 additional bugs, with 1.6 to 3 times more different ones. Against the least effective
vulnerability-guided baseline, it detects all the bugs found by that approach plus 63
additional bugs. Thus, these results demonstrate the improved accuracy of our metric in
reflecting fuzzing effectiveness. Additionally, our approach finds the bugs in most subject
programs, on average, up to 10.5 and 5.8 hours earlier during 48-hour campaigns than the
fastest coverage-based and vulnerability-guided fuzzing baselines, respectively.

7.2. Motivation

Unlike coverage-based fuzzing, vulnerability-guided approaches focus on testing specific
code locations that are more likely to be vulnerable than others. However, as mentioned
above, current vulnerability-guided fuzzing relies on imprecise vulnerability heuristics
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10m 30m 100m 300m
SAST Duration

Figure 7.2.: Distribution of static application security testing (SAST) durations across 24
different real-world subject programs when analyzed in parallel by five state-
of-the-art SAST tools (as appeared in [171]). The diamond () indicates the
arithmetic mean.

that often produce numerous fuzzing targets, most of which are false positives, which can
lead to ineffective fuzzing. Therefore, we suggest using SAST tools to accurately identify
such targets, presenting hereafter concrete examples that demonstrate their low runtime
overhead and high effectiveness in finding bug-prone code.

Runtime Overhead. Figure 7.2 shows the SAST durations of five state-of-the-art SAST
tools executed! in parallel across the 24 real-world programs described in Sections 7.4.1
and 7.5.1 on page 100 and on page 103. Specifically, we employ the freely available analyzers
FLAWFINDER, INFER, CODEQL, CLANG STATIC ANALYZER, and SEMGREP (see Section “SAST
Tools” on page 93), which all implement advanced static analysis techniques.

The figure shows that most analysis runs complete in less than 15 minutes, although
Pocketlang, Libxml2, and libsodium take between 27 and 45 minutes. The largest outlier is
OpenSSL, one of our largest subject programs, where INFER takes about 5 hours to process
the 166,814 LoC?>—an unusually long time considering that INFER requires significantly
less time for other subjects with similar LoC. Overall, the median duration is less than
10 minutes, thus introducing only a small time overhead for our SAST-guided fuzzing
approach.

Bug-Finding Effectiveness. Table 7.1 on the next page shows the effectiveness® of the five
selected static application security testing tools when used in combination versus that of
ADDRESSSANITIZER in identifying vulnerable functions in five of the subject programs. A
vulnerable function is thereby considered detected if at least one of its lines is flagged,
regardless of the reported vulnerability type.

In the subjects Libpng, Libsndfile, and Libxml2, the SAST tools reliably identify the
vulnerable functions with detection rates ranging from 0.78 to 0.93, slightly lower than
ADDRESSSANITIZER's rates of 0.86 to 1.00. However, the analyzers only flag 25.6% to

'We limited the analyzers’ hardware access to 24 cores and 64 GB RAM to measure the overhead under
common hardware conditions.

2We recommend a full initial codebase scan for larger programs, followed by incremental SAST runs focusing
on code changes [117].

3The precision values must be interpreted with a grain of salt, as it is uncertain whether there are still
undiscovered vulnerabilities in the subject programs.
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Table 7.1.: Comparison of the effectiveness of the five selected static application security
testing (SAST) tools (used in combination) versus ADDRESSSANITIZER (ASAN) in
identifying vulnerable functions (as appeared in [171]).

Flagged Funcs. Recall Precision
Subject SAST  ASan | SAST ASan | SAST ASan

Libpng 25.6%  81.4% | 0.778 1.000 | 0.064 0.028
Libsndfile | 36.4%  73.0% | 0.929 0.857 | 0.029 0.013
LibTIFF 23.8%  78.1% | 0.385 1.000 | 0.025 0.036
Libxml2 38.9%  80.3% | 0.857 1.000 | 0.011 0.009
OpenSSL | 21.8%  58.3% | 0.682 1.000 | 0.005 0.004

Mean 29.3%  742% | 0.726 0971 | 0.027 0.018

38.9% of the functions, which is significantly less than the 73% to 81.4% of the functions
flagged by ADDRESSSANITIZER. In OpenSSL, the SAST detection rate drops slightly to
0.68 while flagging 21.8% of the functions. Although ADDRESSSANITIZER identifies all
vulnerable functions, it comes at the cost of 58.3% functions flagged. Regarding LibTIFF,
the analyzers largely underperform compared to the sanitizer—they miss more than half
of the vulnerable functions, which is at odds with their otherwise strong performance.
However, across all five subject programs, the SAST tools, when used in combination,
have an average detection rate of 0.73 while flagging 29.3% of the functions in the SUT*.
Although less effective than ADDRESSSANITIZER, they flag 2.5 times fewer functions and
even fewer compared to vulnerability heuristics that focus on all memory modifications.
Ultimately, this shows that SAST tools can accurately and fairly reliably identify potentially
vulnerable functions.

To mitigate the impact of the many false positives (average precision of 0.03), we
systematically deactivate fuzzing targets. Furthermore, to reduce the risk of false negatives,
we strategically switch between directed and coverage-based fuzzing. Based on these
results and the two mechanisms to mitigate the SAST limitations (discussed in Section 7.3.2
on page 94), we hypothesize that our fuzzing approach leads to more effective fuzzing
than coverage-based fuzzing and existing vulnerability-guided approaches.

7.3. Vulnerability-Guided Fuzzing Approach

In this section, we describe our vulnerability-guided fuzzing approach, implemented in
our SASTFuzz fuzzer, which builds upon WINDRANGER [74]. While SASTFuzz inherits
WINDRANGER ‘s mutation operators and target execution feedback, it integrates a novel
SAST-based target acquisition and directed fuzzing approach that supports dynamic
targets. Below, we first outline the SAST tools and methods used to identify, group, and

“These results are consistent with the best static analyzer combination from our SAST tool evaluation in
Figure 3.10 on page 43, but this time without relying on the dominant proprietary analyzer CoMmmMSCA,
using only free tools.
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weight the fuzzing target locations in the SUT’s source code. After that, we delve into
directed fuzzing, explaining the modified distance measure to guide fuzzing towards
these targets, as well as the mechanism for dynamic target and fuzzing mode scheduling.

7.3.1. SAST-Based Target Acquisition
SAST Tools

We employ several advanced and freely available SAST tools to (i) maximize the effectiveness
of identifying potentially vulnerable, (ii) make our approach accessible without the need
for a costly proprietary tool license, (iii) support multiple vulnerability types, and (iv)
determine the likelihood of code being vulnerable by analyzer consensus. Specifically, we
use the latest versions available at the time of this study of the four most effective free
analyzers from our SAST tool evaluation in Section 3.4 on page 40 and related studies [94,
102]: FLAWFINDER (version 2.0.19) [310], INrEr (1.1.0) [188], CopeQL (2.12.0) [95], and
CLANG StaTIiC ANALYZER (12.0.0) [237] (see the tool descriptions in Section 3.2.1 on page 30).
In addition, we include SEMGREP (1.24.0) [262], which has gained great popularity as
evidenced by its 10.8k GitHub stars [28]. SEMGREP implements a static analysis technique
that is based on abstract syntax tree (AST) pattern matching and lightweight data-flow
analysis, where security checks are specified via configuration files.

SAST Finding Grouping

To remove redundant fuzzing targets, we group the SAST tool findings at the BB level.
Specifically, all flagged code lines within the same BB are considered a single target
location (i.e., the starting line number of that BB), which is then referred to as target basic
block (TBB). Note that this is a valid reduction because all (flagged) lines in the TBB are
executed sequentially once it is reached.

Definition 7.1 (Target Basic Blocks). We define the set of target basic blocks B; as those
basic blocks in the SUT that contain at least one code line flagged as potentially vulnerable
by the employed SAST tools.

Unlike most of the related works [24, 74, 162], which group the target locations during
program instrumentation, we initiate this process earlier in the static analysis phase. This
way, we speed up the distance calculations and thus the instrumentation, which is currently
one of the main bottlenecks of directed fuzzing [174].

Target Basic Block Weighting

After grouping the SAST tool findings into TBBs, we assign weights to them based on
their likelihood of being vulnerable. The idea is that a higher weight, hereafter called
vulnerability score, correlates with a higher probability that the respective TBB contains
a vulnerability. This weighting then allows for (i) an improved target prioritization by
fuzzing TBBs with higher vulnerability scores first and (ii) a systematic resource allocation
by devoting more fuzzing time to targets with higher scores.
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Code Granularity. We use function-level SAST information to weight the TBBs. This is
because the available ground-truth data that we need to validate our weighting approach
in Section 7.4 on page 99 only includes the code locations where vulnerabilities originate,
not where they manifest, which are the locations that are typically flagged by SAST tools,
as exemplified in Listing 3.1 on page 36. However, since both locations usually occur
within the same function (see Table 3.3 on page 38), we consider the function level a valid
granularity for approximating SAST tool bug finding and thus for validating our weighting.
As a result, all TBBs within the same function are assigned the same vulnerability score.

SAST-Based Vulnerability Heuristics. Inspired by the tool-based features used to build
the ML vulnerability prediction models in Section 4.2.1 on page 51, we use the following
vulnerability heuristics in order to determine the vulnerability score of a TBB.

Definition 7.2 (SAST Tool Consensus). For a target basic block b; € B; in function f € F,
we define the SAST tool consensus heuristic as the ratio of analyzers that flagged f as
potentially vulnerable, i.e., the number of SAST tools that flagged one or more lines in f
divided by the number of all tools that analyzed f.

Our first heuristic in Definition 7.2 is based on the majority voting principle, assuming
that a consensus among several static analyzers about flagging a function increases the
likelihood that the function is vulnerable.

Definition 7.3 (SAST Flag Density). For a target basic block b; € B; in function f € F,
we define the SAST flag density heuristic as the ratio of lines in f that are flagged as
potentially vulnerable by the analyzer(s), i.e., the number of flagged lines in f divided by
the number of all lines in f.

Our second heuristic in Definition 7.3 is based on the assumption that a higher number
of flagged lines in a function indicates a higher density of critical statements, which, in
turn, increases the likelihood that the function is vulnerable.

7.3.2. Directed Fuzzing with Dynamic Targets
Distance Measure

Unlike coverage-based fuzzing, which aims to cover all code uniformly, directed fuzzing
aims to reach specific code locations. For this, it tries to minimize the distance between
the execution traces of the generated fuzz inputs and the target locations, as described
in Paragraph “Coverage of Specific Targets” on page 21. Our directed fuzzer is thereby
built on top of WINDRANGER [74], which improves the “directedness” of AFLGo [24] in
two ways.

First, WINDRANGER uses data-flow information to account for the complexity of condi-
tions leading to targets. Specifically, it mutates fuzz inputs that navigate less complex
conditions but follow a longer execution trace more often than those with shorter traces
(to the same targets) but more complicated conditions.

Second, WINDRANGER refines the distance measure using detailed control-flow informa-
tion. Instead of calculating the distance from all BBs on the execution trace to the TBBs, it
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calculates the distance from only a subset of so-called deviation basic blocks (DBBs) that
are statically identified before fuzzing. A DBB thereby acts as a critical waypoint where an
execution trace might deviate from reaching any TBBs, thus providing precise guidance
for the fuzzing campaign.

Definition 7.4 (Deviation Basic Blocks). For a given set of target basic blocks B;, Du
et al. [74] define the set of deviation basic blocks By as the first basic blocks in the potential
program execution traces where at least one sub-trace deviates from reaching any b; € B;.

Formally, the refined distance measure can be described by the function distance :
B; X By — N U {-1} as follows:

# Edges of the if by is statically reachable from by,
distance(by, b;) := shortest iCFG path, (7.1)
-1, otherwise.

The measure in Equation (7.1) more accurately reflects the ability of a fuzz input to
reach a TBB, resulting in a better input prioritization. This means that inputs with longer
distances can still be prioritized as long as they progress towards the TBBs.

Dynamic Target Scheduling

To mitigate the impact of likely unreachable and false-positive targets on the fuzzing
performance, we (i) temporarily suspend targets that remain unreached for increasingly
longer periods and (ii) permanently deactivate targets once the fuzz inputs have executed
them “sufficiently often”. For this, each TBB b; € B; is during fuzzing either activated
(initial state), paused (temporarily suspended), or completed (permanently deactivated),
with the respective TBB state being stored in the variable b;.state. Thereby, only the
activated TBBs are included in the distance calculations.

To temporarily suspend targets, we use a dynamic scheduling mechanism that toggles
unreached TBBs based on b;.{ivalSkips, ivalSkipsPrev} (discussed in detail below). To
permanently deactivate targets, we use a hit-count threshold that must be exceeded, which
is derived from the TBB'’s (relative) vulnerability score (b;.score) and its input hit count
(bt .inputHits).

Target Deactivation and Scheduling. Algorithm 7.1 on the following page outlines our
scheduling strategy, which is executed at intervals during fuzzing to (re-)assess the state
of the uncompleted TBBs. It takes as parameters the initially specified TBBs (B;) and the
number of fuzz inputs generated during the last interval (numlvallnputs). The algorithm
itself then consists of two parts: the first part deactivates sufficiently fuzzed TBBs (lines 3
5), and the second part schedules potentially unreachable TBBs (lines 7-21).

ParT 1: While iterating over all targets b; that are either activated or paused, line 3 calls
the function calcHitCountThreshold from Algorithm 7.2 on the next page to determine
the hit-count threshold (i.e., the number of input hits required before b; is marked as
completed). In this function, line 2 calculates the vulnerability score of b; relative to all
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Algorithm 7.1: Dynamic target BB scheduling (as appeared in [171]).

Data: B;, numlvallnputs € N
Result: Updated B;
1 foreach b; € B; do

2 if b; .state € {active, paused} then
3 hitCountThreshold < calcHitCountThreshold(b;, By, numlvallnputs);
4 if (hitCountThreshold — b;.inputHits) < 0 then
5 | by.state « completed;
6 else
7 if coveredInPrevInterval(b;) then
8 b; .state « active;
9 b;.ivalSkips « 0;
10 b;.ivalSkipsPrev « 1;
1 else
12 if b;.ivalSkips = 0 then
13 b .state « paused;
14 b;.ivalSkips « b;.ivalSkipsPrev;
15 b;.ivalSkipsPrev « b;.ivalSkipsPrev + 1;
16 else if (b;.ivalSkips — 1) = 0 then
17 b; .state « active;
18 ‘ b;.ivalSkips « 0;
19 else
20 | by.ivalSkips « b;.ivalSkips — 1;
21 end
2 end
23 end
24 end
25 end

Algorithm 7.2: Computation of the hit-count threshold (as appeared in [171]).

1 Function calcHitCountThreshold(targetBB € By, By, numlvallnputs € N)
targetBB.score
2 relTargetBBScore «

sum ({hf.score | by € Bt A by .state # completed}) !
3 return numlvallnputs » relTargetBBScore;

active or paused TBBs. Line 3 then sets the threshold value by multiplying the score
with the total number of inputs generated in the last interval. Consequently, a higher
vulnerability score necessitates more input hits to complete the TBB, resulting in more
thorough fuzzing.

Now, returning to Algorithm 7.1, if b; has been executed sufficiently often, as determined
by the if-condition in line 4, b; will be deactivated by transitioning it from a paused or active
state to the completed state. Formally, this transition is represented in our scheduling
as P(by) =(...,aorp —¢,...,c), where O(-) denotes the states of a TBB in the different
intervals and “—" the transition from one state to another.

PaRT 2: If b; remains insufficiently fuzzed but was covered at least once in the previous
interval (indicated by the function coveredInPrevInterval), it is directly activated for
the next interval in line 8, i.e., ®(b;) =(...,a0rp — a,...). Also, the variables involved
in pausing TBBs are reset due to the current reachability of b;. However, if b; remains
uncovered for several intervals or the entire campaign, the scheduling in lines 12-21 follows
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Algorithm 7.3: Distance computation to the target BBs (as appeared in [171]).

1 Function calcTargetBBsDistance(b; € By, By)

2 distance, n < 0;

3 foreach b; € B; do

4 targetDist < distance(by, b);

5 if b; .state = active and targetDist > 0 then
6 distance « distance + m ;

7 ne—n+1;

8 end

9 end
10 if n > 0 then return ;—;
1 else return —1;

the pattern: ®(b;) = (a,p,a,p,p,a,p,p,p,a,...)—it alternately activates and pauses by,
thereby incrementing the number of pausing intervals. This way, we account for likely
unreachable TBBs by gradually reducing their impact on the distance calculation until
they are reached by chance or the campaign ends.

Target Distance Calculation and Prioritization. We use the function in Algorithm 7.3 to
compute the harmonic mean distance from a given DBB to all active TBBs. These average
distances are stored in a lookup table for all DBBs, which is then used to calculate the
distance for an executed fuzz input as the arithmetic mean over the stored distances of
the covered DBBs. To keep the computational overhead low, this table is only updated
with the average distances to the current set of activated TBBs after intervals that change
the state of at least one TBB. Additionally, after each distance update, we reorder the
fuzzer queue to mutate inputs with shorter distances to the updated target set first, thus
increasing the chances of reaching TBBs. Thereby, we also prioritize TBBs with higher
vulnerability scores.

Increasing Interval Length

As mentioned above, we (re-)assess the state of the uncompleted TBBs according to
Algorithm 7.1 on the facing page at certain intervals during the fuzzing campaign. Starting
with a user-defined initial interval length, the intervals increase logarithmically over the
course of the campaign, as shown in Figure 7.3 on the next page. In this example, the
campaign is started with an initial interval of 480 minutes (8 hours). After the first interval
has elapsed, the active TBBs for the next interval are determined, followed by entering
the second interval, which is 487.9 minutes (a slight logarithmic increase). The next
assessment then occurs after the first plus second interval, i.e., after 967.9 minutes (16.1
hours) of fuzzing, with the third interval being increased to 490.2 minutes. This procedure
continues until the end of the campaign.

Asaresult of this interval increase, progressively more fuzzing time is spent on TBBs that
are difficult toreach, such as those deeply located in the SUT. Compared to alinear increase,
this approach maintains reasonable assessment intervals while allocating more time to
difficult TBBs. As deeper targets often correspond to more intricate vulnerabilities [12],
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Figure 7.3.: Visualization of the logarithmic interval increases throughout the fuzzing
campaign, starting with an initial interval length of 480 minutes (8 hours).
Both axes display the durations in minutes, and the dots indicate transitions
from one interval to the next.

the extended intervals ensure more input hits to mark such targets as completed, thereby
increasing the likelihood of triggering complex vulnerabilities.

Obviously, the length of the (initial) interval has a significant impact on fuzzing per-
formance. For instance, longer intervals lead to more thorough fuzzing of individual
TBBs but may cover fewer targets overall. In contrast, shorter intervals are likely to cover
more targets but run into the risk of missing bugs due to premature TBB deactivation. In
Section 7.4 on the facing page, we examine this tradeoff in detail to determine an optimal
initial interval for our purposes.

Dynamic Fuzzing Mode Switching

As already explained in the background chapter, (traditional) directed greybox fuzzing,
as implemented in AFLGoO, uses the initial exploration phase to maximize code coverage
in order to expand the seed corpus and further avoid local optima. The subsequent
exploitation phase is then in charge of directing fuzzing to the specified TBBs [24].

WINDRANGER, the technical foundation of SASTFuzz, enhances AFLGo by introducing
a dynamic switching strategy based on the execution frequency of the DBBs [74]. Building
upon this, SASTFuzz switches to the exploration mode for the duration of the next interval
when all TBBs are paused or completed, allowing for the discovery of new or vulnerable
code missed by the SAST tools. The process returns to an exploitation interval once a
new TBB is reached or a previously paused one resumes activity. In case all TBBs are
completed, the targets with a vulnerability score of 0.5 or higher are reactivated, focusing
again on the more critical TBBs.
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Figure 7.4.: Big picture showing the high-level system architecture of SASTFuzz (as ap-
peared in [171]), which includes identifying target basic blocks with the static
application security testing (SAST) tools, instrumenting the system under
test (SUT) to collect the relevant coverage information, and, finally, fuzzing
the resulting binary.
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7.3.3. Application

Figure 7.4 shows the system architecture and workflow of SASTFuzz, which comprises
three phases: static code analysis, program instrumentation, and fuzzing. Running
SASTFuzz then involves the following steps:

In step 0, the LLVM bitcode file [153] of the SUT must be extracted.

In step @), SASTFuzz’s inspector component uses the extracted bitcode file to perform a
whole-program analysis, identifying code properties such as the line ranges of all functions
and BBs contained in the SUT.

In step @), SASTFuzz’s SAST runner component executes multiple static analyzers in
parallel on the SUT to detect potentially vulnerable code. Thereby, it utilizes the code
properties extracted in the previous step to group the SAST tool findings into TBBs and
then assigns the corresponding vulnerability scores to them.

In step @), the workflow transitions from static code analysis to program instrumen-
tation, with the bitcode file finally being compiled into a fuzzable binary. During this
process, SASTFuzz’s compiler wrapper applies the necessary coverage instrumentation,
identifies the relevant DBBs, and outputs the deviation-to-target BB distances along with
their program path complexity information.

In step @), SASTFuzz starts fuzzing the instrumented target program, thereby trying
to reach the TBBs.

7.4. Preliminary Study

In this section, we empirically investigate (i) the validity of our SAST-based vulnerability
heuristic for assigning the TBB vulnerability scores and (ii) the impact of different initial
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interval lengths in our dynamic target scheduling on the fuzzing effectiveness. The gained
insights will then guide the configuration of SASTFuzz for its comparative evaluation
against the baseline fuzzers in Section 7.5 on page 103.

7.4.1. Setup
Subject Programs

For this preliminary study, we randomly select five programs, Libpng, Libsndfile, LibTIFF,
Libxml2, and OpenSSL, from the Magma dataset [114], which we have already used in
some of the evaluations in the previous chapters. Together, they contain a total of 97
vulnerable functions, with the specifics of Libpng, LibTIFF, Libxml2, and OpenSSL shown
in Table 4.2 on page 58. In addition, we include Libsndfile (version 1.1.0), which consists
of 1,224 functions, with 14 being vulnerable.

Seeds, Duration and Repetitions

We use for all fuzzing experiments a non-empty seed corpus that is provided by Magma.
Moreover, we run each fuzzing campaign for 24 hours and repeat it five times to reduce
any bias due to the randomness in fuzzing, which we consider sufficient to see the impact
of the studied parameters.

Infrastructure

We performed all experiments in this preliminary study on a machine with an AMD
EPYC™ 7742 CPU containing 128 logical cores that run at 3.4 GHz, with access to 995 GB
RAM and GNU/Linux Ubuntu 20.04 (64-bit) as the operating system.

7.4.2. Results
SAST-Based Vulnerability Heuristic Validity

To validate the two proposed vulnerability heuristics for assigning the TBB vulnerability
scores, we calculate the conditional probability that a function is vulnerable given different
levels of SAST tool consensus (see Definition 7.2 on page 94) and SAST flag density (see
Definition 7.3 on page 94). We hypothesize that a higher heuristic score correlates with
an increased probability of finding a vulnerable function, as measured by the Pearson
correlation coefficient [259].

Regarding the SAST tool consensus heuristic, Figure 7.5 on the facing page shows a
positive trend line for almost all of the five subject programs, thus confirming the heuristic’s
validity. In particular, Libsndfile and Libxml2 show a strong positive correlation (p = 0.79).
In the other subjects, there is a strong positive trend up to N = 3,4, after which the
correlation decreases due to zero probabilities at the next higher values of N. This results
in weak to moderate correlations in OpenSSL (p = 0.16) and Libpng (p = 0.26), and a
negligible one in LibTIFF (p = 0.08), despite strong positive trends up to N = 3.
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Figure 7.5.: Relationship between the number of SAST tools that flagged a function and
the conditional probability of that function being vulnerable in each subject
program (as appeared in [171]). The correlation strength between these two
variables is measured by the Pearson correlation coefficient p.

In contrast, the same analysis for the SAST flag density heuristic reveals no positive
correlation for all subjects, thus invalidating this heuristic, at least at the function level.
For brevity, we omitted the corresponding plots from the thesis.

Summary (SAST-Based Vulnerability Heuristics)

Our preliminary study shows that functions flagged by multiple SAST tools are
generally more likely to be vulnerable, regardless of the density of flagged lines.
Therefore, we solely use the SAST tool consensus heuristic in Definition 7.2 to assign
vulnerability scores to the TBBs.

Optimal Initial Interval Length

To find an optimal initial interval length and also to evaluate the effectiveness of our
dynamic target scheduling against directed fuzzing with static targets, we compare
SASTFuzz against WINDRANGER (static targets) using different initial interval lengths.
Specifically, we compare (i) the number of covered TBBs (as identified by the employed
SAST tools) and (ii) the numerical difference in detected bugs.

Figure 7.6 on the next page shows the average TBB coverage of the different SASTFuzz
configurations, as well as that of WINDRANGER, throughout the fuzzing campaigns in each
subject program. To evaluate the effectiveness gains of our fuzzer in terms of metric (i), we
use the Vargha-Delaney A1z measure® [8] to compare the average TBB coverage at different

5For example, Alz = 0.5 indicates no difference between the effectiveness of SASTFuzz and WINDRANGER,
while deviations from 0.5 indicate different effect sizes.
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Figure 7.6.: Target basic block (TBB) coverage of SASTFuzz (dynamic targets) with differ-
ent initial intervals and that of WINDRANGER (static targets) in each subject
program (as appeared in [171]). The error bands show the standard deviation
around the arithmetic means (solid lines).

points during the campaigns and across all subjects. For metric (ii), we compute the
difference in the total number of unique bugs detected AB (i.e., the sum over all campaigns
and subjects). The results of both analyses are shown in Table 7.2.

Table 7.2.: Effectiveness gains. In terms of TBB coverage, our dynamic target
scheduling—regardless of the initial interval chosen—
consistently outperforms directed fuzzing with static
15min | 0.900 0 targets, with shorter intervals yielding better results.
1hr | 0692 42 While the campaigns with 15-minute initial intervals
show the largest effectiveness gain (A1> = 0.9), they also
result in less thorough fuzzing due to early TBB deac-
tivation, as fewer input hits are required to complete
them (see Algorithms 7.1 and 7.2 on page 96). Here,
8hr | 0515 0 only one bug (in Libsndfile) is detected, which is also
found by WINDRANGER (AB = 0). Similarly, campaigns
with 2-hour, 4-hour, and 8-hour initial intervals do not find any additional bugs, even
though they cover slightly more TBBs than WINDRANGER, because they do not reach the
actually vulnerable TBBs within the allocated fuzzing time. In contrast, starting SASTFuzz
with 30-minute or 1-hour intervals leads to significantly higher TBB coverage and more
thorough fuzzing, resulting in the discovery of three unique bugs (in Libsndfile), two
more than WINDRANGER (AB = +2).

Init. Interval‘ Au AB

30min | 0.635 +2
2hr | 0.598 0
4hr | 0.590

®This table previously appeared in [171].
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Summary (Initial Interval Length)

Our preliminary study shows that an initial interval length of one hour provides the
optimal balance between TBB coverage and bug detection. Using this configuration,
SASTFuzznot only covers significantly more TBBs than WINDRANGER but also uncovers
more unique security bugs.

7.4.3. Discussion

As shown at the beginning of this chapter, the SAST tools introduce only a relatively small
runtime overhead of about 15 minutes, which can probably be further reduced by running
them incrementally on code changes. This is especially useful for CI setups with strict
resource constraints.

The selected analyzers effectively identify (potentially) vulnerable functions while, on
average, flagging less than a third of all functions as problematic. This ratio decreases
even further at the BB level, the granularity of our fuzzing targets, significantly reducing
the code scope for fuzzing. Also, our proposed SAST tool consensus heuristic allows
us to approximate the vulnerability probability of TBBs and, thus, to improve the target
prioritization and resource distribution during fuzzing.

Regarding directed fuzzing, our dynamic target scheduling consistently outperforms
the static-target approach used by WINDRANGER (and AFLGO) in reaching TBBs. Thereby,
we find that an initial interval of one hour provides an optimal balance between TBB
coverage and bug detection. However, for CI environments, shorter intervals (e.g., 5 to 15
minutes) may be better suited to maximize target coverage for the given time constraints.

7.5. Evaluation

In this section, we evaluate the bug-finding effectiveness, efficiency, and diversity of
SASTFuzz compared to other widely used fuzzers. We perform a detailed analysis of
the results, thereby examining the security bugs our fuzzer exclusively found, the bugs it
missed, and the possible reasons for this. We also discuss the implications of these results
and highlight the capabilities of SASTFuzz as well as its dependence on the accuracy of
SAST tools.

7.5.1. Setup
Research Questions

This evaluation aims to show the superior effectiveness of our fuzzing approach compared
to coverage-based fuzzing and existing vulnerability-guided approaches. Therefore, we
answer the following research questions through empirical evaluations:

RQ 4a: SASTFuzz Effectiveness. How many new security bugs does SASTFuzz find
compared to the baseline fuzzers?
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RQ 4b: SASTFuzz Bug-Finding Diversity. What is the overlap and difference between
the bugs found by SASTFuzz and those found by the baseline fuzzers?

RQ4c: SASTFuzz Efficiency. How fast does SASTFuzz find bugs that were also found
by the baseline fuzzers?

RQ 4d: Post-Bug-Detection Analysis. To what extent does our vulnerability-guided
fuzzing approach contribute to the bugs found only by SASTFuzz, as well as to
those missed by our fuzzer?

The first two research questions evaluate the bug-finding effectiveness of SASTFuzz
from two perspectives: (i) the total number of new security bugs found and (ii) the diversity
of bugs found relative to baseline fuzzers. This provides insights into the accuracy of our
vulnerability-oriented code coverage metric in reflecting fuzzing effectiveness compared
to the metrics integrated into the baseline fuzzers, especially regular code coverage. The
third question examines the bug-finding efficiency of SASTFuzz and, thus, the accuracy
of our metric in reflecting fuzzing efficiency. Although we performed a similar analysis
in the previous chapter, we now approach it from a constructive rather than an analytical
perspective while also including other vulnerability-oriented metrics. Finally, the fourth
research question explores the limitations of SASTFuzz, specifically, whether and how
quickly the bugs missed exclusively by our fuzzer could be detected if we had a more
accurate prediction of the vulnerable code. This analysis aims not only to understand
the impact of false-positive and -negative targets on the fuzzing performance but also to
assess the future potential of SASTFuzz as vulnerability prediction techniques improve
over time.

Subject Programs

To realistically and accurately evaluate our fuzzer against the baseline fuzzers, we follow
Klees et al.’s guideline [144]: “The ultimate measure of a fuzzer is the number of distinct
bugs that it finds. If fuzzer A generally finds more bugs than baseline B, then we can view
it as more effective.” Thereby, we even go one step further and—instead of comparing
the fuzzers on programs with known bugs—assess their ability to detect new, previously
unknown security bugs on the latest versions (as of August 2023) of 19 open-source
programs. This way, we avoid in our evaluation overfitting (i.e., adapting tools to the
known bugs) and survivorship bias (i.e., under- or overrating tools that found the original
bugs) [26].

We randomly selected the subject programs from different application domains, with
the only constraint being that we could get the fuzzers to run on them. Specifically,
we include the following subjects: Discount, Jansson, jq, MyHTML, Parson, PDFio, and
MDB Tools (data parsing); FLAC, Gifsicle, LibGD, libwebp, OpenJPEG, and Opus (multi-
media processing); libmodbus and libsodium (networking and security); MIR, Pocketlang,
and Zydis (programming languages); raylib (game programming).

Table 7.3 on the facing page shows the programs where at least one of the employed
fuzzers could find a bug, thus forming the final set of subject programs for our evaluation.
Each bug discovery is a strong indicator of a new security vulnerability and has, therefore,
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Table 7.3.: Subject programs employed for evaluating the performance of our fuzzing
approach (as appeared in [171]).

Subject Commit ‘ #Lines # Basic Blocks | # Crashes # Bugs

Discount ab9%6cla 3,329 3,210 2,398 1
MIR 928e28f 17,496 13,668 16,228 50
MyHTML  4f98bbl 6,933 4,203 1,177 2
Parson b800e9d 1,739 1,369 1,147 6
Pocketlang e316d53 8,110 6,014 13,722 30
raylib 557aeff 19,840 10,655 10 1
Total 57,447 39,119 34,682 90

been reported to the respective developers. Several of these bugs have thereby already
been confirmed as vulnerabilities.

Fuzzers

We choose AFL [326] (version 2.56b) as one of our baseline coverage-based fuzzers, which
has been widely used by organizations such as Google to uncover thousands of vulnerabil-
ities in critical OSS [100]. Since SASTFuzz is based on AFL via AFLGo and WINDRANGER,
this allows us to compare methodologies rather than technical implementations [251], and
thus how our vulnerability-guided fuzzing approach performs against coverage-based
fuzzing. We also use AFL++ [86] (4.30c) as a baseline fuzzer, which is a widespread,
community-driven fork of AFL that integrates the latest fuzzing research, making it the
current state of coverage-based greybox fuzzing.

Furthermore, we compare SASTFuzz to three advanced vulnerability-guided fuzzers,
TorroiseFuzz [305] (v0.1; based on AFL), PARMESAN [222] (no version specified), and
FisuFuzz [334] (no version specified; based on AFL++). They have been published at top-
tier research conferences, with their source code openly available on GitHub, unlike most
other directed fuzzers. TorTOISEFUZZ targets memory-accessing code, while PARMESAN
and FisHFuzz focus on sanitizer-instrumented code. However, unlike TorroiseFuzz
and PARMESAN, FisuFuzz—related to our target scheduling—dynamically prioritizes the
20% of fuzzing targets with the lowest execution frequency. All three fuzzers have
demonstrated superior bug finding over many widely used fuzzers [222, 305, 334], thus
making them ideal baseline candidates for our evaluation.

Seeds, Duration and Repetitions

As for the seed inputs, we use non-empty corpora sourced from different GitHub repos-
itories’ that contain files corresponding to the various formats of the subject programs.

https://github.com/google/oss- fuzz
7Seed corpora: https://github.com/dvyukov/go-fuzz-corpus
https://github.com/strongcourage/fuzzing- corpus
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https://github.com/raysan5/raylib/commit/557aeff253255a7ce2aac3b1872aeefba6ff2a51
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Table 7.4.: Bug-finding effectiveness of SASTFuzz and each baseline fuzzer in every subject
program (as appeared in [171]), measured as the arithmetic mean py with
standard deviation and the total number of found security bugs X.

SASTFuzz AFL AFL++ TortoiseFuzz ParmeSan FishFuzz
Subject U z u r u z u z u z u z
Discount 1.0+0.0 1 0.8+04 1 1.0+£0.0 1 1.0+0.0 1]00£00 O 1.0+£0.0 1
MIR 21.0+29 37 | 19.6+26 32| 129+41 29 | 192+30 33 - -|23.0+£37 38
MyHTML 1.1+03 1.0+0.0 1 1.0£0.0 1 1.2+04 2|00+£00 O 1.0+ 0.0 1
Parson 5.8+04 6.0+00 6 5.9+0.3 6 5.9+03 600+£00 O 56+£07 6
Pocketlang | 12.1+20 23 | 11.0+14 19 | 106+16 19 | 104+11 16 | 3.6+1.0 7 | 102+1.0 19
raylib 0.3+0.5 1 0.7+05 1 0.0+00 0 0.0+0.0 0]00+£00 O 0.0+ 0.0 0
Total 70 | 60 | 56 | 58 | 7 | 65

Moreover, we run each fuzzing campaign for 48 hours and repeat it 10 times, allowing us
to compute average metric values to account for the randomness in fuzzing [144].

Bug Deduplication

Unlike the previous fuzzing experiments performed on the HPC, where ADDRESSSANITIZER
was prohibited due to (potentially) excessive memory consumption, this time, we use a
standard workstation for the experiments where we could enable sanitization for better
bug detection. In total, the fuzzing campaigns triggered 34,682 program crashes (see
Table 7.3 on the previous page). Since manually deduplicating these many crashes would
be impractical, we use the approach described in Section 2.2.3 on page 23 to automatically
deduplicate crashes into unique bugs. However, instead of just comparing the top-three
stack frames of the crashing program executions, we now compare the top-five stack
frames as well as the respective vulnerability types reported by the sanitizer, allowing
for even more precise deduplication. Ultimately, this deduplication yields 90 unique,
previously unknown security bugs, which we then manually reviewed again in order to
confirm the validity of our approximation.

Infrastructure

We use the same hardware and software infrastructure as for the preliminary study (see
Section “Infrastructure” on page 100).

7.5.2. Results

Note that despite extensive troubleshooting efforts, PARMESAN aborts the fuzzing campaign
prematurely when executed on MIR, which is why we have no evaluation data for
PARMESAN in this subject.
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Figure 7.7.: Bug-finding diversity between SASTFuzz and each baseline fuzzer (as ap-
peared in [171]), measured as the total number of identical and different
security bugs found across all subject programs.

SASTFuzz Effectiveness

Table 7.4 on the facing page shows, for each subject program, the arithmetic mean,
along with the standard deviation, and the total number of new security bugs found by
SASTFuzz and the baseline fuzzers AFL, AFL++, Torto1sEFuzz, PARMESAN, and FisuFuzz.
Regarding the arithmetic means, SASTFuzz achieves equal or higher average detection
rates in Discount and Pocketlang. However, in MIR, MyHTML, Parson, and raylib, our
fuzzer has slightly lower average rates than the best-performing baseline fuzzer, although,
except in MIR, it detects at least the same or even higher total number of bugs. This
indicates a slightly greater variation in SASTFuzz’s effectiveness across the experiment
repetitions. Regarding the total bug counts, SASTFuzz outperforms the baseline fuzzers
in five out of six subjects, always matching or exceeding the effectiveness of the next best
fuzzer. For example, in Pocketlang, SASTFuzz finds four more bugs than AFL, four more
than AFL++, seven more than TorroiseFuzz, 16 more than PARMESAN, and four more
than FisnFuzz. The only exception is MIR, where FisnFuzz detects one more bug than
our fuzzer.

Summary (RQ 4a)

Our evaluation shows that SASTFuzz is more effective than the baseline fuzzers at
detecting security bugs, uncovering 10 more previously unknown bugs in real-world
programs than AFL, 14 more than AFL++, 12 more than TorTto1seFuzz, 63 more than
PARMESAN, and five more than FisuFuzz. However, SASTFuzz’s fuzzing campaigns
have a slightly larger variation in bug-finding effectiveness across the campaign
repetitions than those of the baseline fuzzers.
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Figure 7.8.: Bug-finding diversity between different fuzzer groups, measured as the num-
ber of overlapping security bugs detected exclusively by the respective group
(including the individual fuzzers) across all subject programs.

SASTFuzz Bug-Finding Diversity

Figure 7.7 on the previous page shows the overlaps and differences in the security bugs
found between SASTFuzz and the baseline fuzzers across all subject programs in the form
of Venn diagrams. For instance, compared to the best coverage-based fuzzer, SASTFuzz
detects 15 bugs not found by AFL—10 more than the five found only by AFL. Compared to
the best defect-guided baseline fuzzer, our fuzzer detects 14 bugs not found by FisuFuzz—
five more than the nine found exclusively by FisuFuzz. Notably, SASTFuzz and FisnFuzz
account together for 79 out of all 90 bugs (87.8%) discovered during our evaluation.

Moreover, Figure 7.8 shows the number of overlapping security bugs detected exclusively
by different fuzzer groups across all subject programs in the form of an UpSet diagram [158].
It shows that SASTFuzz finds four distinct bugs that are missed by all other fuzzers—one
more than the three bugs exclusively found by AFL and AFL++, respectively. Obviously,
this is also four more bugs compared to PARMESAN, which does not uncover any bugs that
the others miss. However, it is still less than the five and seven bugs exclusively detected
by TorroiseFuzz and FisnFuzz, respectively.

Summary (RQ 4b)

Our evaluation shows that SASTFuzz detects a wider variety of security bugs than the
baseline fuzzers, uncovering three times more different bugs than AFL (15 vs. 5), 4.5
times more than AFL++ (18 vs. 4), three times more than TortoiseFuzz (18 vs. 6), and
about 1.6 times more than FisuFuzz (14 vs. 9). Moreover, it finds all bugs detected by
PARMESAN plus 63 additional ones. It also finds four bugs that all others miss—one
more than AFL and AFL++, respectively, four more than PARMESAN, but also one and
three bugs less than Torro1seFuzz and FisnFuzz, respectively.
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Figure 7.9.: Bug-finding efficiency of SASTFuzz relative to each baseline fuzzer (as ap-
peared in [171]), measured as the average difference in time-to-error (TTE) per
security bug in every subject program. Fuzzers that did not find any bugs in
a subject are excluded from the comparison. Individual fuzzing campaigns
that missed a bug are assigned a TTE of 48 hours. The diamonds (¢) indicate
the arithmetic means.

SASTFuzz Efficiency

Figure 7.9 shows the differences in mean time-to-error (TTE), abbreviated as uTTE, per
detected bug between SASTFuzz and the baseline fuzzers in each subject program. Neg-
ative values thereby indicate a faster bug detection by SASTFuzz, while positive values
indicate a faster detection by the respective baseline fuzzer. For fuzzing campaigns that
miss a certain bug, we assign a TTE of 48 hours (i.e., the full campaign length).

Compared to AFL, SASTFuzz detects the bugs in Discount, MIR, MyHTML, and
Pocketlang, on average, 10.5, 0.4, 1.8, and 2.6 hours faster, respectively. However, in
Parson and raylib, AFL is more efficient, finding the bugs 3.8 and 4.4 hours earlier. The
time savings of SASTFuzz are even more pronounced when compared to AFL++. On
average, SASTFuzz is 21.6, 6.8, 7.5, and 0.6 hours faster in Discount, MIR, MyHTML, and
Pocketlang, respectively. Notably, AFL++ does not detect any bugs in raylib, making a
direct comparison impossible. The only case where AFL++ outperforms SASTFuzz is in
Parson, where it finds bugs 2.7 hours earlier.

Moreover, SASTFuzz proves to be more efficient than the vulnerability-guided baseline
fuzzers. It outperforms TorroiseFuzz by an average of 2.7 to 4.4 hours in four out of the
five subject programs where TorTOISEFUZZ detects at least one bug, although it is two
hours slower in Parson. SASTFuzz is also significantly faster than PARMESAN, finding the
bugs in Pocketlang 11.4 hours earlier. In the other subjects, the average time savings are
above 20 hours due to the many bugs missed by PARMESAN (not shown in the boxplot).
Compared to FisuFuzz, SASTFuzz detects the bugs in four out of the five subjects where
FisnFuzz finds any bugs, on average, 0.4 to 5.8 hours faster. One exception is MIR, where
FisuFuzz discovers the bugs 4.1 hours earlier than SASTFuzz.

109



7. Vulnerability-Guided Fuzzing

13 Flagged 7 Not Flagged SuUT O glibc or ASan
#0 O
a
© #1 . . . 0
§
L #2 . O A
X
8 #3 .o . . .
w
#4 . .
Bp17 Bpig Bpag Bpag
Unique Bugs

Figure 7.10.: Top-five (SAST-flagged) stack frames on the crashing execution trace of the
security bugs found only by SASTFuzz (as appeared in [171]). Frame #0
represents the function in which the bug manifests and the execution crashes,
which may occur outside the system under test (SUT) (outlined in red).

Summary (RQ 4c¢)

Our evaluation shows that SASTFuzz is more efficient than the baseline fuzzers at
detecting security bugs. During 48-hour fuzzing campaigns, it uncovers the bugs
in most subject programs, on average, 0.4 to 10.5 hours faster than AFL and 0.6 to
21.6 hours faster than AFL++, although being up to 4.4 hours slower in some cases.
SASTFuzz is also, on average, 2.7 to 4.4 hours faster than Torro1seFuzz, 11.4 hours
faster than PARMESAN, and 0.4 to 5.8 hours faster than FisuFuzz. Only in two subjects
is either TorTOISEFUZZ Or FisHFuzz faster by 2.0 and 4.1 hours, respectively.

Post-Bug-Detection Analysis

In this section, we examine (i) whether the bugs found exclusively by SASTFuzz result
from the fuzzing targets identified by the SAST tools and (ii) why our fuzzer misses certain
bugs found by the baseline fuzzers.

Bugs Found Only by SASTFuzz. Figure 7.10 shows the top-five stack frames (i.e., the
functions in the execution trace leading to the vulnerable code) of the bugs found exclu-
sively by SASTFuzz, thereby highlighting the frames flagged by the SAST tools. As shown
in the figure, our fuzzer found four bugs in Pocketlang that all the other fuzzers missed.
While these bugs share some execution frames, they ultimately manifest in different func-
tions within frame #0, which, however, was not flagged by the analyzers. In contrast, the
other frames were consistently flagged by the SAST tools, effectively guiding SASTFuzz
to the vulnerable code. In particular, the segmentation violation (segv) bugs Bpiy and Bpe
exhibit a pattern where three out of four frames (maximum trace length) were flagged. A
similarly high ratio appears for the segv Bpys, where four out of five frames were flagged.
For the stack overflow Bp,s, although frame #0 is outside the analysis scope of the SAST
tools, three out of four frames in the execution trace were flagged.

110



7. Vulnerability-Guided Fuzzing

‘3 Flagged () Not Flagged SUT O glibc or ASan

#0 O . .
a
o #1 . . . . . . . O . . . . . . o .
5
Lt #2 0 . . . . 0 . O 0 . . . . . . . ° .
X
% #3 . . . . . o . . . . . . . . o
()

#4 . . . . . ° . . . . . .

BM4 BM5 BMG BNHB BM19 BM23 BM27 BMGO BM36 BMM BM45 BM46 BM47 BP4 BP5 BPM BP18 BPZO BPZG BP27
Unique Bugs

Figure 7.11.: Top-five (SAST-flagged) stack frames on the crashing execution trace of the
security bugs not found by SASTFuzz. Frame #0 represents the function in
which the bug manifests and the execution crashes, which may occur outside
the system under test (SUT) (outlined in red).

Bugs Found Only by the Baseline Fuzzers. Figure 7.11 shows a similar graph, but this
time for the bugs missed by SASTFuzz. Here, only in the case of the stack overflow Bpy;
in Pocketlang, all of the top-five stack frames were not flagged by the SAST tools. This is
because a single unflagged function is called recursively several times before the bug is
triggered, causing SASTFuzz to ignore this false-negative target during fuzzing. For the
segmentation bugs Byio, Bumzs, and Byuy in MIR, as well as Bp, in Pocketlang, the analyzers
flagged significantly fewer frames, reducing the thoroughness with which SASTFuzz
targets these bugs. Interestingly, the analyzers flagged most of the relevant frames for the
remaining undetected bugs. However, replaying the fuzz inputs stored in SASTFuzz ’s
queue during the experiments reveals that—despite following the right direction—they
never actually reach the functions where these bugs manifest and eventually cause the
crash. This may be explained by the numerous (false-positive) SAST tools findings used
as fuzzing targets, forcing SASTFuzz to limit the number of executions per target in order
to maximize overall target coverage. This then results in a premature direction shift in the
test execution, preventing our fuzzer from reaching or triggering the bugs.

These findings are further supported by Table 7.5 on the following page, which shows
the bug-finding performance® of SASTFuzz when filtering out the false-positive target
locations and directing SASTFuzz to the top-five stack-frame locations on the crashing
execution trace of the previously missed security bugs—essentially simulating a perfect
vulnerability prediction. Now, using this set of fuzzing targets, SASTFuzz detects 13 of
the 20 previously missed bugs (65%). Notably, it detects the bugs Bms, Bme, Bumio, and By
in MIR 7 minutes, 1.8 hours, 31.2 hours, and 30.9 hours faster, respectively, than the fastest
baseline fuzzer during 48-hour fuzzing campaigns. Hence, these results show not only the
impact of false positives on our fuzzing approach but also highlight the future bug-finding
potential of SASTFuzz—its performance will automatically improve as the accuracy of SAST
techniques improves.

8For this analysis, we used the same fuzzing configuration as well as software and hardware infrastructure
as in the previous experiments.
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Table 7.5.: Bug-finding performance of SASTFuzz when using the top-five stack-frame
locations on the crashing execution trace of the previously missed security bugs
as fuzzing targets (as appeared in [171]). The last column indicates the increase
or decrease in time-to-error (TTE) compared to the baseline fuzzers that found

the respective bugs the fastest.

Subject ‘ Bug ID Bug Type ‘ Detected ATTE!
Bma Segv v 2hr 38 min
Bwms Segv v -0 hr 07 min
Bwms Segv v -1 hr 45 min
Bwmis Segv -
Bumio2 Segv v -31hr 12 min
Bmos Segv v 7 hr 53 min

MIR Bmoy Segv v 3hr 08 min
Bwmszo?  Segv v 5hr 16 min
Bwmsg Segv v 4 hr 33 min
Byma Segv -
Bwmas Segv v 2hr 24 min
Bwmuse Segv v 9 hr 29 min
Bar? Segv v -30 hr 55 min
Bpy Segv -
Bps Segv -
Bpis Segv v 2hr 23 min

Pocketlang | Bpig Segv -
Bppo Segv -
Bpog Segv v 34 hr 24 min
Bpoy Stack-overflow -

! ATTE = TTEsasTruzz — TTEBaseline
2 The crashes generated by SASTFuzz were intercepted at stack frame #0 by
ADDRESSSANITIZER rather than the operating system, as was the case with the
crashes of the respective baseline fuzzer. However, all of the other frames match,
including the vulnerability type.

Summary (RQ 4d)

Our evaluation shows that the employed SAST tools flagged most of the top-five stack
frames on the crashing execution trace of the security bugs exclusively detected by
SASTFuzz, effectively guiding our fuzzer to the vulnerable code. In contrast, the bugs
missed by SASTFuzz were mainly due to the large number of (false-positive) targets,
forcing SASTFuzz into less exhaustive fuzzing. However, our post-bug-detection
analysis shows that these bugs are likely detectable with our vulnerability-guided
fuzzing approach as SAST techniques become more accurate.
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7.5.3. Discussion

SASTFuzz, which implements our vulnerability-guided fuzzing approach, detects previ-
ously unknown security bugs’ more effectively than the state-of-the-art baseline fuzzers,
which implement coverage-based or sanitizer-/memory-access-guided approaches. It
also uncovers more different bugs than the baseline fuzzers, making SASTFuzz a valuable
addition to existing fuzzer ensembles. Ultimately, these results demonstrate the improved
accuracy of our metric in reflecting fuzzing effectiveness.

Our post-bug-detection analysis confirms that the superior bug finding is mainly due to
the employed SAST tools, which effectively guide our fuzzer to the potentially vulnerable
code. Thereby, as SAST techniques continue to improve, SASTFuzz will automatically
become more powerful.

Furthermore, while SASTFuzz already detects the bugs in most subject programs more
efficiently than the baseline fuzzers, optimizing the heavy-weight distance computations
could further speed up the bug finding.

7.6. Threats to Validity

To minimize threats to external validity, we conducted a large-scale empirical evaluation
comparing SASTFuzz with two coverage-based fuzzers and three vulnerability-guided
fuzzers. Moreover, we employed 19 different real-world subject programs with unknown
security bugs, thus preventing our evaluation from potential tool overfitting and bug
survivorship bias.

In terms of internal validity, the numerous program crashes forced us to automate the
process of bug deduplication. As before, we used a well-established heuristic from the
fuzzing domain to deduplicate crashes into unique bugs based on the similarity of the
stack frames in the crashing execution traces. This time, however, we compared the
top-five stack frames along with the vulnerability type reported by ADDRESSSANITIZER
rather than just the top-three frames. This resulted in a precise deduplication for the
respective subject programs, as confirmed manually.

Furthermore, we did not perform statistical tests in our evaluation since achieving
statistical significance in bug-based benchmarking is difficult due to the scarcity of real-
world security bugs (i.e., limited data points). However, the considerably higher number
of distinct bugs found by SASTFuzz in extensively tested software, compared to each
baseline fuzzer, inspires confidence in our results and conclusions.

Finally, given the substantial time and hardware costs associated with fuzzing, we—
similar to Hazimeh et al. [114]—compromised in our evaluation on the number of fuzzing
campaign repetitions (i.e., 10 instead of 20 or 30) in favor of a longer campaign length (i.e.,
48 instead of 24 hours). We believe this is a reasonable tradeoff because new and more
complex security bugs can often only be found with fuzzing efforts that last longer than
the usual 24 hours.

Note that a single new vulnerability can have far-reaching consequences, as illustrated by the high-severity
vulnerability in libwebp (CVE-2023-4863), which affected millions of devices [113].
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7.7. Summary

In this chapter, we introduced our fuzzing approach that integrates our vulnerability-
oriented code coverage metric as a test-optimization criterion into a directed fuzzer to
target potentially vulnerable code identified by SAST tools. Our approach also includes
advanced mechanisms for dynamically scheduling fuzzing targets and switching between
coverage-based and vulnerability-directed fuzzing in order to mitigate the impact of SAST
tool limitations on fuzzing performance. In a preliminary study, we showed that our
dynamic target scheduling outperforms directed fuzzing with static targets in terms of
target coverage and bug finding. Moreover, in a large-scale evaluation, we showed that
SASTFuzz not only uncovers more and different previously unknown security bugs but
also detects bugs much faster than the coverage-based and vulnerability-guided baseline
fuzzers. Ultimately, this demonstrates the superior accuracy of our fuzzing metric in
reflecting fuzzing effectiveness compared to the respective baseline metrics.
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8. Related Work

This chapter presents related work on measuring fuzzing effectiveness, includ-
ing existing (but inadequate) solutions for each sub-problem that had to be
addressed for our solution approach. Parts of this chapter have appeared in a
submission [171] and peer-reviewed publications [168—170], first-authored by
the author of this thesis.

8.1. Static and Predictive Bug Detection

In this section, we review related work on statically identifying potentially vulnerable
source code, which is important for our metric to narrow down the relevant code consid-
ered during fuzzing. Thereby, we highlight the research gaps identified and addressed
in this dissertation, which aim to evaluate the effectiveness of SAST tools and develop an
alternative, more reliable vulnerability prediction approach.

8.1.1. SAST Tool Evaluation

SAST tools are commonly used to quickly identify potentially vulnerable code [17]. While
the issue of false positives has been extensively researched [5, 56, 103, 127, 135, 137, 139,
204, 254, 294], the detection rate (and thus false negatives) of such tools has received less
attention. The importance of such an analysis is thereby highlighted by the community
project CVE Benchmark [3], initiated by the Open Source Security Foundation!, which
provides a platform for evaluating (JavaScript) SAST tools against real-world vulnerabilities
(i.e., CVEs). While there are also several empirical evaluations of Java bug scanners [105,
160, 289] (whose results may not generalize to C/C++ analyzers), only very few exist in
the context of C/C++. The existing studies, however, mainly employ benchmark datasets,
such as the Juliet dataset [27], consisting of small toy programs—often less than 100
LoC—that contain artificially introduced, easy-to-find security bugs [10, 46, 94, 102, 126,
138, 219, 295]. Accordingly, the complexity of these artificial bugs does not reflect that
of real-world bugs [36, 93], thus providing limited insights into the true effectiveness of
static analyzers. Below, we highlight our contribution of evaluating the effectiveness of
modern C/C++ SAST tools using a representative set of security bugs by discussing the
differences between our and existing evaluations.

Zitser et al. [340] evaluate five freely available SAST tools, ARCHER [314], BOON [296],
PorySpace C VERIFIER [181], SpLINT [80], and UNO [119], against 14 known buffer-overflow
vulnerabilities in three open-source projects. While this study depicts the state-of-the-art
in 2004, it provides limited insights into the effectiveness of current SAST tools because
these analyzers are now largely obsolete and no longer maintained. Hence, we evaluate

1https://openssf.org/
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newer tools with more advanced SAST techniques. To gain reliable insights into their
effectiveness, we evaluate them on 198 security bugs spread across 27 projects. However,
this large experimental setup forced us to automate the evaluation using the function
level as the detection granularity while Zitser et al. manually examined the flagged lines.
Interestingly, they report similar detection rates of about 30% across the SAST tools.

Zheng et al. [335] conduct a similar yet different evaluation in the sense that they
examine not only the bug-finding effectiveness but also the associated economic costs of
three commercial SAST tools, FLEXELINT (now PC-LINT PLus) [128], KLocwork [271], and
ILLuMA [249], on three programs within Nortel’s network service software. However, their
experimental setup does not provide insights about current free analyzers, so we include—
besides a commercial SAST tool—five free tools. We evaluate these static analyzers on
several programs from various application domains to draw more general conclusions
about their effectiveness. Our detection rates are slightly lower but still in the same range
as Zheng et al.’s rates, even though our automated evaluation is at the function level, as
opposed to their manual line-level analysis.

Furthermore, as part of their study on combining static analysis traces with dynamic sym-
bolic execution, Busse et al. [38] evaluated the effectiveness of two SAST tools, INFER [188]
and CLANG STATIC ANALYZER [237], by manually analyzing their false and true positives
across many different open-source projects. While their results confirm the problem of
excessive false positives, they also show—as does our study—that static analyzers fail
to detect many real-world vulnerabilities. Unlike their work, however, our evaluation
includes five additional state-of-the-art analyzers, including a commercial tool, and uses
an automated evaluation framework. This allows for future assessments of newer SAST
tools on the same benchmark programs to track their advancements.

Finally, (i) Pereira and Vieira [231] and (ii) Croft et al. [62] also use an automated
approach to evaluate the effectiveness of syntactic SAST tools. While study (i) evaluates
CrpcHECK [179] and FLAWFINDER [310] on a dataset with security bugs in various Mozilla
software projects [7], study (ii) evaluates RATS [272] in addition to these two analyzers
on real-world projects with known bugs. However, both studies do not fully depict the
capabilities of current SAST tools because study (i) is limited to tools that work on raw
source code (due to Mozilla’s custom build process) and study (ii) focuses only on pattern-
matching scanners. This excludes more sophisticated semantic tools such as INFER [188]
and CopeQL [95], which attach to the build process to identify more complex bugs. Also,
both studies consider a bug detected when an analyzer flags (any line in) the vulnerable
source file. However, this can lead to overly optimistic detection rates, as shown by the
rates of 84% (CppcHECK) and 36% (FLAWFINDER) in study (i) and 51% (CPPCHECK), 63%
(FLAWFINDER), and 41% (RATS) in study (ii), which strongly differ from our results.

Summary

We address Gap 1 (assessing SAST tool effectiveness on real-world programs) by
empirically evaluating (i) current state-of-the-art (free and commercial) C/C++ instead
of JavaScript or Java analyzers on (ii) open-source projects with known security bugs
(of various types) instead of toy programs with artificial bugs, thereby using (iii)
function instead of file level as detection granularity.
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8.1.2. Vulnerability Prediction

Besides SAST, researchers have proposed several heuristics for detecting source code that
is likely to contain security bugs, which are mainly based on code complexity [73, 187,
268, 337], code churn [207, 268, 336], and text or bug-pattern mining [140, 273, 297, 316—
319]. Complexity-based heuristics such as the McCabe [183] and Halstead measures [108],
coupling & cohesion [291], and control-flow nesting [236] have thereby proven particularly
effective at identifying potentially vulnerable code.

Over time, numerous studies have sought to enhance static bug finding by incorporating
various vulnerability heuristics, hereafter referred to as features, into predictive models
using ML. These models often rely on several complexity-based features [55, 73, 78, 90,
115, 185, 199, 200, 208, 214, 269, 275, 313], which, however, are limited to certain, less
complex types of bugs that are detectable via the surrounding code structure. In contrast,
our approach incorporates features derived from SAST tools, which, as shown in our
study, can detect more complex bugs that require logical reasoning to find them.

These limitations have led to the development of new defect prediction models that
additionally incorporate code churn information [92, 155, 198, 206, 246, 270, 327, 339].
While code churn can be a valuable addition, the resulting model depends on accessible
development history data, which limits its applicability to programs for which such data
is available. Therefore, we decided to omit this class of features for now but may consider
it for future work.

Other related studies suggest using features derived from text or bug-pattern min-
ing [134, 257, 332] and data-flow analysis [148, 267]. Both feature classes are thereby
largely covered by our SAST-based features. The former is subsumed by the em-
ployed syntactic static analyzers FLAWFINDER [310], CppcHECK [179], and SEMGREP [262],
while the latter is subsumed by the semantic analyzers INFER [188], CopEQL [95], and
CLANG STATIC ANALYZER [237]. Apart from the feature set, our approach also differs from
the referenced papers in that some of them train and/or evaluate the model on artificial
instead of real-world codebases. Furthermore, most of these works predict potentially
vulnerable code at the class, file, or module level, with the goal of minimizing the number
of false positives. In contrast, we predict bug-prone code at the much finer function level,
thereby specifically optimizing for fewer false negatives.

To the best of our knowledge, only (i) Nagappan and Ball [205], (ii) Gegick et al. [92], and
(iii) Pereira et al. [230] integrate SAST-based features into their defect prediction models.
All three studies use the density of lines flagged by SAST tools as a prediction feature,
with study (ii) additionally including LoC and code churn-based features and study (iii)
various complexity-based features.

Specifically, study (i) uses the static analyzers PREFix [37] and PREFasT (a faster version
of PREFIx) [152] in order to derive the SAST flag density feature values. In their evaluation,
conducted on 199 software components of Windows Server 2003 (each consisting of
several thousands of LoC), they measure a strong positive correlation between the SAST
flag density and the bug-finding probability. Thereby, their model achieves an 83%
accuracy in classifying the components as vulnerable or non-vulnerable.

Regarding study (ii), the authors use the analyzers FLEXELINT (now PC-LINT PLus) [128]
as part of their defect prediction model, which they evaluate on a proprietary telecommu-
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nications software consisting of 25 components. Their results show true and false positive
rates at component-level granularity of 100% and 8%, respectively. Although they report
tewer false positives when including the SAST flag density feature, they observe a weaker
correlation with bug detection than Nagappan and Ball.

Lastly, study (iii) evaluates their model, which is based on FLawrINDER [310] and
CPPCHECK [179], on a dataset [7] built from Mozilla bug reports. Their results show recall
and precision scores at file-level granularity of 90% and 23%, respectively. Moreover, they
report that both feature classes are required to achieve the best possible prediction in their
experimental setup.

Different from all three studies, we employ six SAST tools, including FLAWFINDER
and CPPCHECK, as well as the error detector ADDRESSSANITIZER [263], which allows us to
introduce a novel heuristic, namely the consensus among tools about problematic code.
We show that this heuristic is a more accurate indicator of bug-prone code than the SAST
flag density, for which we found no positive correlation. Ultimately, our vulnerability
prediction model achieves similar true and false positive rates of 90% and 50%, respectively;
however, at the finer code granularity of functions, as opposed to the file- or component-
level prediction in the studies (i-iii).

More recent approaches use deep learning (DL) to automatically learn the relevant
teatures for defect prediction from the raw training data [159, 243, 253, 303, 304, 322], thus
(supposedly) eliminating the need for manually defined defect features. However, such
DL models tend to learn features that are entirely unrelated to the actual cause of the
security bugs, as shown by several replication studies [43, 216, 278]. As a result, they are
often significantly less effective in real-world applications than claimed in the papers and
thus also perform worse than most models with predefined feature sets.

Summary

We address Gap 2 (combining SAST with code complexity heuristics to improve
bug finding) by developing a vulnerability prediction model that (i) utilizes a set of
manually defined features instead of automatically extracted ones. It also (ii) leverages
a novel and very effective SAST-based feature derived from the consensus of multiple
analyzers flagging a code region as problematic. Finally, the model allows us to (iii)
accurately and reliably identify potentially vulnerable code at the level of functions
rather than classes, source files, or even components.

8.2. Fuzzing Assessment and Optimization

In this section, we outline our contributions in terms of assessing and optimizing the
performance of fuzzing with respect to related work, thereby focusing on existing ap-
proaches for stopping fuzzing campaigns (including technical solutions to achieve this)
and vulnerability-guided fuzzing. Both areas reveal open research problems that can be
addressed with our vulnerability-oriented code coverage metric, allowing us to demon-
strate its improved accuracy in reflecting fuzzing (cost-)efficiency and effectiveness over
existing metrics.
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Several fuzzing metrics have been proposed that treat the SUT as a black box. They
measure the difference in observed test input and/or output data, assuming that greater
diversity leads to more extensive testing.

Existing input diversity metrics quantify the amount of different fuzz inputs produced
within the input domain, usually specified by a set of constraints [279, 292] or a formal
grammar [18, 276]. Obviously, this limits the applicability of these metrics to programs
for which such a (domain-specific) input specification exists. Moreover, their implicit
assumption that input diversity converges with program-behavior diversity can lead
to test gaps since different inputs may execute identical program paths. Nguyen and
Grunske [212] mitigate this thread by additionally including code coverage information,
but unlike our metric, considers all code as equally important.

Regarding output diversity, the most common metric is the number of new bugs
discovered [114], often using program crashes as a proxy for (unique) bugs. However,
this can easily lead to incorrect fuzzing assessments due to the unknown number of
bugs contained in the SUT, with crash-based metrics skewing the analysis even more
since multiple crashes may result from the same bug [144, 170, 177]. To overcome these
limitations, our metric treats the SUT as a white box, measuring the coverage of potentially
vulnerable code.

8.2.1. Code Coverage Tracking

Tracking accurate code coverage during a fuzzing campaign, regardless of the fuzzer
used, is a major technical challenge due to the high input throughput of modern fuzzers.
Existing solutions [164, 189, 190] try to sample a representative subset of all generated fuzz
inputs, such as those added to the fuzzer queue for further mutation, as in mutation-based
fuzzing. To measure code coverage, these inputs are then replayed on another instance of
the SUT compiled with coverage support, e.g., using Gcov [1] or LLvm-cov [239]. However,
this approach has several limitations.

First, it inhibits measuring how often certain code regions have been executed, which is
important for identifying less thoroughly tested program parts.

Second, it relies on fuzzers that store coverage-increasing inputs in a directory (e.g.,
the fuzzer queue) so that they can be replayed later. Obviously, this necessitates that the
sampled subset accurately represents the effectiveness of all fuzz inputs and, thus, that of
the entire campaign. However, due to path collisions [63] in fuzzers that hash the tracked
code coverage information [86, 89, 169, 299], not all coverage-increasing inputs are added
to the queue and are therefore not stored in the respective directory. Consequently, when
measuring code coverage based on these inputs, code that was covered during the actual
campaign may now be missed. This overshadowing of coverage progress can lead to
distorted measurements and, in the worst case, if this information is used to decide when
to stop a campaign, to the premature termination of campaigns that would otherwise have
found vulnerabilities.

Third, relying on a second, coverage-instrumented instance of the SUT adds signifi-
cant hardware and synchronization overhead, making real-time code coverage tracking
impractical in larger fuzzing setups.
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For these reasons, our coverage analyzer instruments the same SUT instance that will
later be fuzzed, which allows monitoring of the coverage progress independently of the
employed fuzzer and in parallel to the campaign, without much overhead.

Fuzz-INTROSPECTOR [2] is another related tool that is less of a coverage analyzer and more
of a fuzzing introspection platform that provides detailed static program and dynamic
test-execution information of the fuzzing efforts. It helps practitioners to identify fuzzing
blockers in the SUT’s source code [91], i.e., hard-to-pass conditions that prevent the fuzzer
from increasing code coverage. Hence, once identified, they allow for developing better
test harnesses and for finding better fuzzer configurations. However, Fuzz-INTROSPECTOR
relies on external coverage analyzers (e.g., Gcov or LLvM-COV) to obtain the code cover-
age information achieved by the campaign and thus suffers from the same drawbacks
described above. Combining our analyzer with Fuzz-INTROSPECTOR could, therefore, be
an interesting direction for future work.

Summary

We address Gap 3 (real-time monitoring of fuzzing code coverage progress) by devel-
oping a coverage analyzer that (i) collects fine-grained code coverage information. This
involves directly instrumenting the SUT to (ii) provide real-time coverage informa-
tion to our analyzer, enabling dynamic campaign termination based on our stopping
criteria. Also, we (iii) track the code coverage of all fuzz inputs, thus protecting our
analyzer from the path collision problem inherent in most mutation-/coverage-based
fuzzers, which can distort the code coverage measurement.

8.2.2. Fuzzing Stopping Criteria

In general, very little research has been done so far on criteria for stopping fuzzing
campaigns. In terms of evaluating and comparing fuzzers, Klees et al. [144] suggests a
fixed campaign length of at least 24 hours because some fuzzing techniques become more
effective later in the campaign as more inputs are added to the queue. Accordingly, recent
fuzzer evaluations [114, 164, 177, 258] have adopted fuzzing durations ranging from 24
hours to 7 days. Interestingly, FuzzBench, Google’s fuzzer benchmarking platform [189],
opts for 23-hour campaigns instead. This choice is based on their observation that fuzzer
rankings, as determined by code coverage achieved, remain largely unchanged between
23-hour and 7-day experiments while vastly reducing the associated hardware costs.
The work of Ounjai et al. [223] takes this idea a step further: at the cost of additional
experiments, they decrease the campaign length even further without sacrificing much
of the fuzzer ranking accuracy with respect to the large-scale FuzzBench results. Hence,
while their approach is not intended to completely replace large-scale experiments, it still
allows for large time savings by occasionally running shorter evaluations. Although these
studies provide valuable insights into the optimal campaign length for comparative fuzzer
evaluations, using a fixed fuzzing time budget can lead to premature termination (i.e.,
missing vulnerabilities) or unnecessarily long campaigns (i.e., wasting time or hardware
resources) when searching for new security bugs in the wild.
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In practice, campaigns are typically stopped when the number of generated program
crashes or covered code regions saturates for an extended period of time [287], which
can lead to an inappropriate termination point. In contrast, our criterion considers the
saturation of the covered, potentially vulnerable code, allowing (ineffective) campaigns to
be terminated typically several hours earlier than either of the above criteria, with little
risk of missing bugs. Alternatively, Bochme et al. [23] suggest stopping campaigns based
on the estimated residual risk of security bugs in the SUT. Specifically, they conceptualize
fuzzing as a sampling process and use various statistical methods [20] to estimate the
probability of undiscovered bugs. Once the risk falls below a certain threshold, they
recommend stopping the campaign because it becomes impractical to continue fuzzing
beyond that point. However, unlike our stopping criterion, their approach is tied to the
particular fuzzer being used. This dependency arises because their criterion must account
for the adaptive bias [20, 23] inherent in all fuzzing strategies, where the probability of
generating bug-revealing inputs increases as the campaign progresses.

Summary

We address Gap 4 (creating a cost-efficient fuzzing stopping criterion) by developing
a vulnerability-oriented stopping criterion that, by terminating fuzzing campaigns
when the amount of covered, potentially vulnerable code keeps saturating for a certain
period, (i) adapts to the campaign’s effectiveness, (ii) is fuzzer-independent, and (iii)
outperforms existing criteria in terms of cost-efficiency.

8.2.3. Vulnerability-Guided Fuzzing

Bohme et al. [24] introduced the concept of directed greybox fuzzing, which has since
inspired numerous advances [302] in (multi-)target distance computation [15, 47, 74, 124,
154, 166, 167] and seed prioritization & scheduling strategies [47, 124, 125, 141, 154, 162,
166, 167, 242, 265, 324, 336]. Moreover, new mutation operators have emerged that, for
instance, dynamically adjust mutation granularity [12, 47, 323] and/or utilize data-flow
analysis [74, 118, 124, 125, 141, 162] in order to improve directed fuzzing.

To reach more fuzzing targets in less time, recent studies filter out fuzz inputs that
are unlikely to reach any targets by predicting their target reachability [15, 341] or by
inferring logical conditions (invariants) from program executions to constrain the input
generation [125]. Other approaches instead attempt to statically identify target-reachable
program paths for input prioritization [312] or selective path instrumentation & explo-
ration [141, 174], as well as to prune target-unreachable paths by discarding executions
once they enter these paths [123, 215, 277].

Unlike these approaches, we dynamically enable and disable targets during fuzzing,
an approach used only by Zheng et al. [334] so far. They focus on the 20% least-executed
targets, thereby excluding unreached targets from the exploitation phase altogether. Our
target scheduling differs in two ways: (i) we completely disable apparent false positives
for the rest of the campaign, allowing our fuzzer to focus on other, more likely vulnerable
targets, and (ii) we systematically include unreached targets in the exploitation phase to
increase their chances of getting covered. As for the other optimizations, they are mostly
complementary to ours and may be used in the future to further improve our approach.
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Directed fuzzing is often coupled with vulnerability prediction techniques for auto-
mated target acquisition. Initial research in this area aimed at detecting specific types of
vulnerabilities, such as use-after-free [213, 298], buffer and integer overflows [107, 132,
186], and DoS issues [156, 161, 233, 307]. Instead, we employ multiple advanced SAST
tools that support the most common C/C++ vulnerabilities [168], which allows for detect-
ing different vulnerability types with only a single fuzzer, thus reducing the associated
execution costs.

Newer vulnerability-guided fuzzing approaches also support a wider range of vulner-
abilities, both at the binary and source level. Binary-level approaches primarily utilize
static code analysis [133, 213, 229] or ML & DL [163, 333] on the reverse-engineered SUT
to identify interesting fuzzing targets, contrasting with our approach that operates on the
source code. Existing source-level approaches use code churn metrics [329, 336], software
patches [323], or bug tracker information [305, 323] in order to guide fuzzing towards
potentially vulnerable code. Unlike these vulnerability heuristics, our static analyzers do
not rely on any pre-existing artifacts other than the SUT’s source code.

For instant target extraction, Du et al. [73] combine several code complexity metrics
into a (closed-source) vulnerability prediction model. The authors also demonstrate the
effectiveness of their complexity-guided fuzzing approach by detecting several vulnera-
bilities in the PHP codebase. Nonetheless, code complexity is generally limited to simple,
syntactically detectable security bugs, often resulting in fewer bugs found compared to
using more advanced techniques [305]. As a result, recent studies often leverage sanitizer
checks [50] or sanitizer-instrumented instructions [222, 265, 334] to identify bug-prone code
for fuzzing, as assertions have been shown to strongly correlate with test effectiveness [331].
The referenced papers present promising results, indicating that sanitizer-guided fuzzing
can outperform coverage-based and other vulnerability-guided approaches. However,
sanitizers are rather imprecise as they instrument/flag, on average, more than 75% of
the functions as problematic, while only 1% of them are actually vulnerable, as shown
in Section 7.2 on page 90. Consequently, this large number of false positives prevents
sanitizer-guided fuzzing from reaching the full potential of vulnerability-guided fuzzing.

This also applies to the approach of Wang et al. [305], which uses memory-accessing
instructions as fuzzing targets. However, the large number of such instructions in real-
world C/C++ programs is likely to subsume those instrumented by sanitizers, again
leading to imprecise vulnerability-guided fuzzing. This is also reflected in our evaluation,
where our SAST-guided fuzzing approach found new security bugs more effectively and
efficiently than the aforementioned vulnerability-guided approaches.

Summary

We address Gap 5 (finding a more effective fuzzing strategy) by developing a
vulnerability-guided fuzzing approach that (i) uses SAST tool findings as fuzzing
targets, (ii) integrates a dynamic target scheduling mechanism to mitigate the impact
of likely unreachable and false-positive targets on the fuzzing performance, and (iii)
outperforms coverage-based and existing vulnerability-guided approaches in terms
of bug-detection effectiveness and efficiency.
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9. Conclusion

This chapter concludes this dissertation. It summarizes the main results and
insights, discusses overarching limitations, and provides an outlook and ideas
for future work.

9.1. Synthesis of Results

We started this dissertation with the objective of developing a novel metric that reflects the
efficiency (Goal 1) and effectiveness (Goal 2) of fuzzing more accurately than regular code
coverage in the context of C/C++ software. Since code coverage treats all source code
as equally important and, therefore, tends to inaccurately assess fuzzing performance,
we proposed to refine code coverage by focusing only on the potentially vulnerable
code. This involved first investigating techniques for reliably identifying such problematic
code (Problem 1), followed by demonstrating the superiority and practicality of our
vulnerability-oriented code coverage metric (Problem 2).

Problem 1. We began researching this problem by evaluating the effectiveness of state-of-
the-art SAST tools to determine whether such analyzers could reliably identify potentially
vulnerable code for our proposed fuzzing metric. In a large-scale evaluation, however, we
found that while static analyzers can detect some real-world vulnerabilities, they miss a
significant portion of bug-prone code—even when used in combination—and are thus
inadequate for our purposes. To address this, we explored the integration of SAST tool
findings and code complexity metrics into vulnerability prediction models using ML.
Our evaluations showed that the trained models are highly effective at distinguishing
between vulnerable and non-vulnerable code, making them a reliable tool for identifying
the relevant code for our metric.

Problem 2. The above solution for identifying bug-prone code allowed us to apply our
vulnerability-oriented code coverage metric to current fuzzing challenges and evaluate its
accuracy in reflecting fuzzing performance relative to regular code coverage.

GoaL 1: To demonstrate our metric’s improved (cost-)efficiency, we employed it as a
saturation-based stopping criterion for fuzzing campaigns, thereby using a ML vulnerabil-
ity prediction model to identify the potentially vulnerable code. In a large-scale evaluation,
we showed that our stopping criterion achieves significant savings in fuzzing time while
rarely missing any security bugs compared to the saturation of triggered program crashes
and regular code coverage. Hence, these results confirm the superior accuracy of our
metric in reflecting fuzzing (cost-)efficiency.
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GoaL 2: To demonstrate our metric’s improved effectiveness, we integrated it as an
optimization criterion for test generation into a directed fuzzer. Specifically, the generated
fuzz inputs target the potentially vulnerable code identified by several SAST tools, thereby
using sophisticated mechanisms to mitigate their problem of false positives and negatives.
In a large-scale evaluation, we showed that our fuzzing approach finds more and different
previously unknown security bugs than coverage-based fuzzing and existing vulnerability-
guided approaches. Hence, these results confirm the superior accuracy of our metric in
reflecting fuzzing effectiveness.

In conclusion, by utilizing our vulnerability-oriented code coverage metric as a
criterion for stopping fuzzing campaigns as well as for generating fuzz inputs, we could
confirm its superiority over regular code coverage in reflecting fuzzing (cost-)efficiency
and effectiveness, thus fulfilling the overarching objective originally set out for this
dissertation. Accordingly, the developed solutions have significant practical relevance,
as they decisively contribute to counteracting the high bug-finding costs associated
with fuzzing, both from an analytical and a constructive perspective.

9.2. Limitations

Like most research projects, this dissertation is subject to some limitations. While we have
discussed specific limitations and threats to the validity of our solution approaches and
evaluations in the respective chapters, we summarize the most important overarching
limitations below.

Memory-Related Bugs in C/C++ Programs. Since its invention, fuzzing has primarily
been used to detect memory-related security bugs in C/C++ software, with many new
fuzzers developed in the meantime. This, combined with the fact that C/C++ is still one
of the most bug-prone programming languages [248, 293], is why this thesis focuses on
C/C++. However, C/C++ no longer seems to be the primary domain of SAST, as many
static analyzers now provide more comprehensive and effective support for vulnerabilities
specific to other languages, such as JavaScript [3]. While the methodological approaches
proposed in this thesis are generally transferable to other languages, the positive results
achieved even with less effective C/C++ analyzers suggest that the effectiveness of our
solutions is even more pronounced when applied to software written in languages that
are better supported by modern SAST tools.

Function-Level Vulnerability Prediction. The lack of datasets with real-world vulnerabil-
ities documented at fine-grained code granularity forced us to use existing datasets with
vulnerability information at the function level. For this reason, we also had to evaluate
and apply the SAST tools and ML vulnerability prediction models at this level.

For the fuzzing stopping criterion proposed in Chapter 6 on page 73, this meant that our
vulnerability-oriented code coverage metric and, thus, the stopping criterion derived from
it had to be applied at the function level. Similarly, for the fuzzing approach proposed in
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Chapter 7 on page 89, we had to assign the same vulnerability score to all target basic blocks
within the same function. Nonetheless, in both cases, we successfully demonstrated! the
superiority of our fuzzing metric over regular code coverage and existing vulnerability-
oriented metrics. Yet, a more fine-grained vulnerability prediction would likely yield even
better results, making this an interesting topic for future work once more detailed datasets
become available.

Choice of SAST Tools and Subject Programs. Another factor that may limit the insights
gained from our evaluations and the effectiveness of our solutions is the selection of SAST
tools, subject programs, and the vulnerabilities they contain.

Regarding the choice of SAST tools, apart from our evaluation in Chapter 3 on page 29,
we used only freely available analyzers to ensure that our solutions could be applied
without requiring costly licenses. However, our evaluation shows that the one commercial
SAST tool identifies (potentially) vulnerable code more effectively, so commercial tools
would likely further improve the performance of our fuzzing-related solutions.

Our evaluations were also limited to open-source programs as all selected SAST tools
and fuzzers require source code access to analyze or instrument the SUT. Although we
used various large programs, they may not fully represent proprietary software, which
often adheres to stricter security standards enforced by dedicated security teams [146].
Hence, our findings may generalize only to similar open-source programs, leaving their
validity on proprietary software uncertain.

With respect to the vulnerabilities used as ground truth in our SAST tool evaluation,
one threat is our assumption that the code locations of the root cause provided by the
CVEs and those of the manifestations typically flagged by the analyzers generally overlap
within the same functions. This poses two issues: (i) the Magma vulnerabilities, for which
we observe a high overlap, may introduce a selection bias as they may be easier to detect,
and (ii) this overlap may not hold for the vulnerabilities in Binutils and FFmpeg, which
lack data for verification. While the former is a threat we cannot exclude, the latter appears
to be a reasonable assumption given their similarities to the Magma programs.

Furthermore, static analyzers may have been previously applied to our subject programs.
If vulnerabilities had already been identified and fixed earlier during development without
being reported as CVEs, the remaining ones would be inherently harder to detect, making
the analyzers appear less effective in our evaluation than they actually are. Although we
found no clear evidence of prior SAST tool usage on these programs, we cannot completely
rule out this possibility.

Automated Deduplication of Crashes Into Unique Bugs. As discussed in the respective
chapters, the large number of program crashes triggered during our fuzzing experiments
forced us to automate the deduplication of crashes into unique security bugs. This step
is crucial to accurately assess the bug-finding (cost-)efficiency and effectiveness of our
solutions. We opted for an automated approach because manual deduplication would
have required extensive effort and in-depth knowledge of the various subject programs—
both of which were hardly feasible within the time constraints of this thesis. Therefore, we

ITo ensure a fair comparison, the baseline metrics were used at the same code granularity as our metric.
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used a well-established deduplication approach (see Section “Number of Unique Bugs”
on page 23), which, however, carries the risk of over- or undercounting bugs [144] and
thus poses a potential threat to the validity of our results.

Development of Prototypes. All solutions proposed in this thesis have been implemented
as software tools, which should be regarded as research prototypes with a strong emphasis
on practical applicability. However, they should not be confused with production-ready
software in terms of (i) engineering, (ii) applicability, and (iii) usability.

Regarding (i), our tools are largely built on top of other prototypes, inheriting their
technical debt, which we did not refactor for time reasons. For the newly developed code,
however, we followed modern software engineering practices, including extensive unit
testing and profiling of critical parts to ensure their functional correctness and runtime
efficiency.

Regarding (ii), the developed software runs only on GNU/Linux-based systems, limiting
its use in other environments. To mitigate this dependency (and ensure the reproducibility
of our results), we provide Docker containers for all tools and release the corresponding
source code as OSS (see Appendix A.1 on page 131).

Regarding (iii), instead of full documentation, we provide instructions for running our
tools in the form of README files.

9.3. Outlook and Future Work

This dissertation has touched upon various research areas within the field of SAST and
fuzzing, with several directions left open for further exploration. In the following, we
discuss the most interesting topics for future work.

Large Language Models to Improve SAST. As mentioned earlier, the accuracy of our
vulnerability-oriented code coverage metric depends on the effectiveness of the static
and predictive bug detection techniques used to identify potentially vulnerable code.
Traditional SAST tools often struggle to fully grasp the semantics of the SUT, resulting
not only in numerous wrong analyzer findings but also in missed security bugs, as shown
in Chapter 3 on page 29. Large language models (LLMSs) [32, 245] may provide a solution
here. Recent LLMs have demonstrated remarkable capabilities in program comprehension
(e.g., GitHub Copilot) [48, 121, 300], including improving software security [69, 165, 315],
making them a potentially valuable complement to SAST tools to address some of their
limitations. Therefore, future research could explore the use of LLMs to more reliably
identify bug-prone code (i.e., reducing false negatives) or to filter out incorrect SAST tool
findings (i.e., reducing false positives). With respect to our metric, advances in either
direction would automatically lead to more accurate fuzzing assessments.

Fuzzing of Potentially Vulnerable Code Regressions. Continuing the theme of more
effective vulnerability prediction, code regressions offer a promising direction, as demon-
strated in several studies [207, 268], particularly by Zhu and Béhme [336] for guiding
fuzzing. The underlying assumption is that recently modified source code is more likely to
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contain security bugs than long-established code that has already been thoroughly tested.
Inspired by this idea, future research could improve our metric by incorporating code
regressions. Specifically, instead of analyzing the entire code of the SUT, the employed
vulnerability prediction tools could focus only on recent code changes (e.g., provided
by the VCS) to identify potentially vulnerable code. This refinement would significantly
reduce the amount of code that needs to be considered by our metric, potentially leading
to even more accurate assessments of fuzzing (cost-)efficiency and effectiveness.

Incorporating Test Diversity Into Our Metric. Our metric refines regular code coverage
by focusing solely on potentially vulnerable code covered during fuzzing. Although we
consider the execution frequency of bug-prone code in our vulnerability-guided fuzzing
approach (which implements our metric) to fuzz more likely vulnerable code for longer
periods, the current version of our metric does not account for the diversity of test data
that exercise these locations. This omission can lead to inaccurate fuzzing assessments
because vulnerable code can be executed without exposing the underlying security bug
if the corresponding vulnerability condition is not satisfied. For instance, incorporating
input or output diversity into our metric, as suggested by several works [6, 35, 49, 85],
could reduce the risk of overestimation. A higher test diversity (without triggering a
program crash) would then increase confidence that the covered code is not vulnerable.
Hence, accounting for input diversity would be a challenging but valuable extension of
our metric that could be targeted in future work.

Optimizing the Distance Computations of Directed Fuzzing. Another promising di-
rection for future work involves optimizing the distance computations used in directed
fuzzing in order to assess the proximity between a fuzz input’s execution trace and the
targeted code. As observed in our fuzzer evaluation in Chapter 7 on page 89, these compu-
tations currently constrain the bug-finding efficiency of our directed fuzzer due to slower
test execution and, consequently, lower the throughput of fuzz inputs. This shows that
even the most accurate fuzzing metric can lose its effectiveness as a test-generation criterion
if its implementation compromises runtime efficiency. This inefficiency is largely due to
the fact that currently available directed fuzzers are built on top of existing coverage-based
fuzzers, thereby inheriting the technical debt from multiple generations of prototype
development. Although various approaches have been introduced to speed up directed
fuzzing through selective instrumentation [141, 174] or input filtering [123, 215, 277],
a more efficient distance computation implementation remains an open research and
engineering problem.

Improving SAST through Fuzzing. While we use SAST in this thesis to improve fuzzing,
exploring the reverse, i.e., using fuzzing to improve SAST, presents an interesting and
largely unexplored venue for further research. In this context, Murali et al. [203] success-
fully demonstrated the effectiveness of using fuzzing to prune false positives generated
by SAST tools, thereby reducing the manual effort required by developers to review them.
However, little research has been done so far on using fuzzing to address false negatives,
which is a common problem of SAST tools, as shown in Chapter 3 on page 29. To address
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this, the underlying vulnerability patterns in bugs detected by fuzzing but missed by SAST
must first be extracted. These patterns must then be translated into security checks for the
selected SAST tools. Both steps could be carried out manually or (ideally) automatically,
for instance, with the assistance of an LLM. This would allow similar security bugs to be
detected earlier in the development process while also reducing the costs associated with
fuzzing or direct LLM-based vulnerability prediction.
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A. Appendix

A.1. Thesis Artifacts

Below are the links to the GitHub repositories containing the software tools, datasets,
and evaluation scripts developed, generated, and used in this thesis, along with detailed

descriptions

CHAPTER 3:

H https:

CHAPTER 4:

L) https:

CHAPTER 5:
% https:
E https:

CHAPTER 6:

b https:

CHAPTER 7:

% https:

L)) https:

of how to use these artifacts.

SAST TooL EvALUATION

//9ithub.com/tum-i4/sast-tool-evaluation-artifacts

ML-BASED VULNERABILITY PREDICTION

//9ithub.com/tum-i4/green-fuzzing-artifacts

ReAL-TIME COVERAGE TRACKING

//9ithub.com/tum-i4/fuzztastic

//github.com/tum-i4/fuzztastic-dataset

VULNERABILITY-ORIENTED FuZzZING STOPPING CRITERION

//9ithub.com/tum-i4/green-fuzzing-artifacts

VULNERABILITY-GUIDED FuzZING

//github.com/tum-i4/sast-fuzz

//9ithub.com/tum-i4/sast-fuzz-artifacts
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