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Abstract

This thesis consists of two parts. Part I deals with the idea of using information-
theoretic concepts to improve the parameters of public key encryption schemes that
base their security on the hardness of certain well studied lattice problems. We show
that it is possible to interpret the concatenation of encryption and decryption of learn-
ing with errors based public key encryption schemes as data transmission over a noisy
channel. We then use standard information-theoretic concepts to obtain a lower bound
on the capacity of this channel and show how to change the public key encryption
schemes such that either the amount of plaintext bits per ciphertext bit is increased
or such that keysizes and ciphertext sizes are reduced for a constant plaintext size.
Those modifications do not decrease the security level of the scheme. We also use
finite blocklength information theory to show that the aforementioned goals can also
be achieved under reasonable assumptions that we are stating in this work.

The other main topic in Part I of this thesis are Physical Unclonable Functions
(PUFs) which are used for key derivation and tamper protection. The PUF foil we are
investigating contains a capacitive mesh that can be used to protect an entire printed
circuit board with controllers processing sensitive information from side-channel at-
tacks. Assuming that an attacker has to drill a small hole into the foil that destroys
a certain amount of capacitive cells. We investigate how many capacitive cells the foil
needs to contain if a zero leakage helper data scheme shall be used in this setup. We
obtain upper and lower bounds and show in that way that an existing setup either
leaks information about the secret via the helper data or cannot achieve the claimed
security parameters for other reasons.

Part II of this thesis is devoted to feedback coding. More specifically we consider
noiseless instantaneous feedback, meaning that after each symbol transmission over the
respective forward channel the encoder is notified about the received symbol at the
decoder. Within a block transmission, the feedback gives the encoder the possibility
to react according to the received symbols at the decoder. For probabilistic channels
Shannon has shown that noiseless feedback does not increase the channel capacity.
However, in this thesis we analyze the capacity error function (maximal achievable
rate) in a combinatorial error model where the maximal number of errors scales linearly
with the blocklength. We obtain upper and lower bounds on the capacity error function
of the Z-channel, unidirectional channels and the binary insertion-deletion channel.
For the binary insertion-deletion channel upper and lower bound are matching and
therefore the capacity error function has been fully characterized.






Acknowledgments

First and foremost I would like to thank my supervisor Prof. Antonia Wachter-Zeh
for her support and all the helpful discussions throughout my PhD at TUM. I would
like to thank her for showing interest into my ideas and providing a different view on
research problems that proved to be insightful many times. Furthermore, I would like
to thank her for encouraging my collaborations with many outstanding researchers and
in particular I would like to thank her for supporting my research visits in Gothenburg
and Haifa.

I would like to thank Prof. Giuseppe Durisi for hosting me twice in Gothenburg and
teaching me about various topics in Finite Blocklength Information Theory. Apart
from his guidance at the universtiy I would like to thank him for showing me the
Swedish lifestyle by going cross-country skiing with me.

Furthermore, I would like to thank Prof. Alejandro Cohen for hosting me at the
Technion in Haifa. I would like to thank him for all the effort he made to help
me finding my way at the Technion and of course for many helpful discussions on
topics related at the intersection between cryptographic and information theoretic
security. Moreover, I would like to thank him for agreeing to be part of the examination
committee of this doctoral thesis.

I thank Prof. Josef A. Nossek for agreeing to become my mentor and for giving me
valuable advice on several occasions throughout my PhD.

I would also like to thank Prof. Eckehard Steinbach for chairing my examination
committee.

I spent a lot of time during the last years at the Institute for Communications
Engineering (ICE) at TUM. I would like to thank all members of the institute for
creating a nice working environment and all the discussions about scientific and non-
scientific topics. Especially I would like to thank my office mates Haider Al Kim,
Nikita Polyanskii, Vivian Papadopoulou and Hugo Sauerbier Couvée. 1 would like to
thank Antonia, Prof. Gerhard Kramer and Prof. Norbert Hanik for creating such a
nice working environment here at the institute, especially hosting many workshops and
conferences here at the institute giving its members the opportunity to get in touch
with many fantastic researchers coming from all over the world. Special thanks also
goes to the non-scientific staff here at the institute. Without their work the institute
could not have functioned nearly as well as it did throughout my PhD.

I would like to thank all my co-authors for their collaboration. I really enjoyed do-
ing research with them: Christian Deppe, Gokberk Erdogan, Tim Fritzmann, Kathrin

iii



Garb, Matthias Hiller, Thomas Jerkovits, Patrick Karl, Johannes Kunz, Ludwig Kiirzin-
ger, Vladimir Lebedev, Hedongliang Liu, Nikita Polyanskii, Sven Puchinger, Julian
Renner, Stefan Ritterhoff, Thomas Schamberger, Johanna Sepulveda, Georg Sigl, Ilya
Vorobyev, Antonia Wachter-Zeh, Violetta Weger, Lorenz Welter, Marvin Xhemrishi.

I would also like to thank Maria Abu Sini, Matthias Hiller, Mahdi Mahvari, Nikita
Polyanskii and Stefan Ritterhoff for proofreading parts of this thesis.

I thank Thomas Wiegart for many scientific and non-scientific discussions and most
importantly for being such a good flatmate throughout my entire PhD time at TUM.

Last but not least, I would like to thank my mother Elfriede, my father Georg and
my sister Christina for their love and support throughout my whole life. I would also
like to thank my friends for their support and for reminding me of many important
things in life apart from science.

Georg Johannes Maringer
Munich, August 2025

iv



Contents

Introduction and Thesis Outline

Analysis of Communication Channels Related to Security

Preliminaries

2.1 Notation . . . . . . . . L
2.2 Background in Information Theory . . . . . .. . .. ... ... .. ..
2.3 Finite Blocklength Information Theory . . . . . . . . ... .. .. ...
2.4 Background in Coding Theory . . . . . . . . . ... ... ... ... ..
2.5 Basics of Cryptography . . . . . . . .. ... oL
2.6 Post-Quantum Cryptography . . . . . .. .. ... ... ... ... ..
2.7 Physical Unclonable Functions . . . . . . . .. ... ... ... .....

Information and Coding Theoretic Analysis of Learning With Errors
Based Cryptosystems

3.1 Imtroduction . . . . . . ...
3.2 RLWE/MLWE-Based Cryptography . . . . . ... ... ... .....
3.3 The RLWE/MLWE Channel with Increased Alphabet Size . . . . . ..
3.4 Information-Theoretic Analysis of the RLWE/MLWE Channel . . . . .
3.5 Maximizing Asymptotic Rates for NewHope and Kyber . . . . . . . ..
3.6 Minimizing Ciphertext and Key Sizes in the Asymptotic Setting . . . .
3.7 Achievable Data Rates and DFRs for a Single Ciphertext Block . . . .
3.8 Finite-Length Achievability Bounds . . . . . ... ... ... ... ...
3.9 Summary and Open Problems . . . . . . ... ... ... ... .....

Appendices

3.A  Conditions of Corollary 3.2 for NewHope . . . . . . . . ... ... ...
3.B Conditions of Lemma 3.2 for Kyber . . . . . . .. ... ... ... ...
3.C Results for Frodoand LAC . . . . . . . ... .. .. ... ... .....

Information Theoretic Analysis of PUF-Based Tamper Protection
4.1 Introduction . . . . . . . ...

43
44
46
52
57
62
64
66
69
71

73
73
74
75

81



Contents

4.2 Stateof the Art . . . . . . . . .. 83
4.3 PUF-Based Tamper Protection Foil . . . . . .. . ... ... ... ... 86
4.4 Secret Key Capacities for the Foil PUF . . . . . .. .. ... ... ... 90
4.5 Secret Sharing using One-Way Communication for Finite Lengths . . . 97
4.6 Achievability and Converse Bounds for Finite Lengths . . . . . . . . .. 101
4.7 Applying Converse Results in Security Analysis . . . .. . ... .. .. 108
4.8 Summary and Open Problems . . . . . . ... ... ... ... ..... 109
Il Coding with Feedback for Selected Channels
5 Preliminaries 113
5.1 Notation . . . . . . . . .. 113
5.2 Distance Metrics . . . . . . . ... 113
5.3 Coding with Feedback . . . . ... .. ... ... ... ... ... ... 114
6 The Z-Channel 117
6.1 Introduction . . . . . . . . . . ... 117
6.2 Upper Bound on CJ(T%,7) . . . . . .. . i 119
6.3 Lower Bound on CJ(T%,7) . .« o o oo v i 121
6.4 Tightness of Upper and Lower Bound and Comparison to Previous Results133
6.5 Summary and Open Problems . . . . . . . .. ... .. ... ...... 136
7 Unidirectional Channels 137
7.1 Introduction and Motivation . . . . . . . ... ... ... ... ... 137
7.2 Chapter Outline . . . . . . . . . ... ... 138
7.3 Symmetric, Asymmetric and Unidirectional Errors . . . . . . . . . . .. 139
7.4 Zero-Error Capacity of Asymmetric and Unidirectional Channels . . . . 140
7.5 An Upper Bound on Capacity Error Functions . . . . . . . . ... ... 144
7.6 Lower Bound on the Capacity Error Function . . . . . ... ... ... 146
7.7  Constructing Lower Bounds Using Rubber Methods . . . . . . .. . .. 148
7.8 Summary and Open Problems . . . . . . . ... ... ... ....... 153
8 Insertion-Deletion Channel 155
8.1 Introduction . . . . . . . . .. .. 155
8.2 Upper Bound on CJ (T2, 7). . . . . . . . 159
8.3 Lower Bound on CJ (T2, 7) . . . . o oo v i 160
8.4 Summary and Open Problems . . . . . . . ... .. ... ... .. ... 165
Appendices 167
8.A Analysis of the Feedback Substitution Code . . . . . . ... ... ... 167
9 Further Publications by the Author 191

vi



Contents

9.1 Fuleeca . . . . . . . 191
9.2 Signature Codes for the Multiple Access Channel . . . . .. ... ... 192
10 Conclusion 193

vii



List of Figures

viil

2.1
2.2
2.3
24

3.1
3.2
3.3
3.4

3.5

3.6

3.7

3.8

3.C.1
3.C.2

3.C.3

3.C4

4.2.1

4.3.1

Degraded wiretap channel (top), wiretap channel (bottom) . . . . . .
Secret Sharing using Common Randomness . . . . . . .. ... ...
Simplified schematic of a key generation scheme based on a PUF. . .
Key enrollment and key reconstruction for analog PUFs . . . . . ..

RLWE/MLWE channel . . . ... ... ... ... ..........
RLWE/MLWE and marginalized RLWE/MLWE channel (dashed)
Lower bounds on the capacities of the RLWE/MLWE channels ac-
cording to NewHope and Kyber . . . . . ... ... ... ... ....
Lower bounds on the maximal amount of plaintextbits per cipher-
textbits for the RLWE/MLWE channels of NewHope and Kyber
Lower bounds on the capacities of the MLWE channel for Kyber with
[ = 3 and k = 14 achieving the security of the Kyber1024 parameter
Seb . . e
Lower bounds on the capacities of the MLWE channels for enhanced
ciphertext compression for the Kyber512 and Kyber1024 parameter .
RCU bound and normal approximation for the Kyber512 parameter
set with d, = 7,d, = 4 and for the Kyber1024 parameter set with
d, = 8,d, = 3, required DFRs for Kyber512 (black, dashed) and
Kyber1024 (black) . . . . .. . ...
RCU bound and normal approximation for Kyber with [ = 3 and
k = 14 achieving the security level of the Kyber1024 parameter set
Lower bound on the capacity of the LWE channel according to Frodo
Lower bound on the capacity of the RLWE channel according to LAC
(Round 1 submission) . . . . ... ... ... ... ... ...,
Lower bounds on the maximal amount of plaintextbits per cipher-
textbits for the LWE channels of Frodo . . . . ... ... ... ...
Lower bounds on the maximal amount of plaintextbits per cipher-
textbits for the LWE channels of LAC (Round 1 submission)

Sketch of PUF-based envelope [IOK'18] with two conducting elec-
trode layers in red and blue, and two shielding layers in black (figure
copied with permission of Matthias Hiller) . . . . . . ... ... ...
Enrollment phase . . . . . . . . . ... ...

o7

63

63

65

65

71

72
76

7

7

78



List of Figures

4.3.2
4.4.1

2.3.1
5.3.2

6.1.1
6.3.1
6.3.2
6.4.1

7.3.1
7.3.2
7.5.1
7.6.1

7.7.1

8.1.1

8.A.1

8.A.2

8.A.3

8.A.4

8.A.5

8.A.6

Reconstruction phase . . . . . ... ... ... L. 90
Key enrollment and key reconstruction for legitimate user, digital

and analog attacker . . . . .. ... .. oL 91
Channel with feedback . . . . . . .. ... ... 000 114
Symmetric channel T% . . . . .. ... L Lo 116
Z-channel T . . . . . . .. 118
Encoding algorithm for transmission over the Z-channel . . . . . .. 123
Partitioning algorithm . . . . . . . . ... ..o 130
Bounds on the capacity error function for the Z-channel with noiseless

feedback. . . . . .. 134
Binary Z-channel T'% and inverse Z-channel FQX ............ 139
Generalized Z-channel and generalized inverse Z-channel . . . . . . . 141
Bipartite graph I'™ . . . . . . . ..o 144
Lower and upper bound on the capacity error function of the unidi-

rectional channels I'f; and ¢, . . . . . . ... ... L 149

Comparison of the lower bound on C'Qf (T%,7) obtained by using the
modified rubber method and the capacity error function of the sym-
metric channel CJ (D%, 7) . . . . . . . 154

Capacity error function of the insertion-deletion channel with noise-
less feedback. . . . . . . ... 158
[lustration for the notions of a crossing, a balanced and central true
segment and the corresponding areas when 7 = 0.15,a = 27, and

B=2 e 169
Example for transition of the intervals L(i), T'(i), and R(4) in case for
a correct and incorrect transmission . . . . ... .00 169
[lustration for level sets of the function v(z) for 7 = 0.15, a = 27,
and S=2—qa. . . .. ... 172
[lustration for level sets of the function (i) for 7 = 0.15, a = 27,
and B=2—q. . . .. 172

[lustration of the proof strategy for Theorem 8.2. For the inequal-
ity (8.4), Proposition 8.5, or Proposition 8.6 the arrows are omitted
due to the sake of clarity. The small indicator boxes however show
where they are used. . . . . . . .. ..o 174
Mlustration for a trajectory of t(i) = 1—1(i) —r(:). We have M = 24
and transmit a random message, where we use n’ = 27 total trans-
missions. Errors occur at time steps 16, 21, and 22. Used parameters
are =015, a=2r,and f=2—a. . . . .. ... ... ... ... 175

ix



List of Tables

3.1

3.2

3.3

3.4

3.5

3.C.1

3.C.2
3.C.3

3.C4

4.4.1

4.4.2

4.6.1

Code parameters for different @ for NewHope with DFR < 27216,

(n,q, k) = (1024,12289,8) . . . . . . . . ... 67
Code parameters for different ) for Kyber with DFR < 271™ (n,q, k1) =
(256,3320,2,4) . o .o 67
Decryption failure rates for different alphabet sizes ) for a BCH-
bitrate of at least 0.25 for NewHope and 1 for Kyber . . . . . . . .. 68
Code parameters for different ) for Kyber with DFR < 2717 (n, ¢, s,1) =
(256,3329,2,4) for coding over 4 blocks . . . . ... ... ... ... 69
Code parameters for different @ for NewHope with DFR < 27216,

(n,q, k) = (1024,12289, 8) for coding over 4 blocks . . . . ... ... 70
Code parameters for different @ for Frodo with DFR < 272°25
(n,q,8,0) = (1,65536,6,8) . . . . . .. ... 78
Code parameters for different ) for LAC256 and DFR < 27154 78
Code parameters for different ) for Frodo with DFR < 272°25
(n,q,s,l) = (1,65536,6,8) for coding over 4 blocks . . . . ... ... 79
Code parameters for different @) for LAC256 and DFR < 271154 for
coding over 4 blocks . . . . . . ... Lo 79

Achievable asymptotic rates for the PUF-channel for weak and strong
attackers, different input quantization alphabets and quantization
strategies, erasure probability p; = 0.1 for the digital attacker and
po = 0.2 for the analog attacker, op = 2241,0 =129 . . . . . . .. 95

Achievable asymptotic rates for the PUF-channel for weak and strong
attackers, different input quantization alphabets and quantization
strategies, erasure probability p; = 0.18 for the digital attacker and
pe = 0.36 for the analog attacker, op = 224105 =129 . . . . . . . . 96

Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p; = 0.1, PUF reliability ¢ = 1076
and security levels 128, 192 and 256 bit, digital attacker, equiprobable
input quantization, op = 2241, o0 =129 . . . . . . ..o 104



List of Tables

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p; = 0.18, PUF reliability e = 107°
and security levels 128, 192 and 256 bit, digital attacker, equiprobable
input quantization, op =2241,0 =129 . . . . .. ..o
Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p = 0.1, PUF reliability ¢ = 107°
and security levels 128, 192 and 256 bit, digital attacker, equiprobable
input quantization . . . . .. ... 0oL
Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p = 0.18, PUF reliability e = 107"
and security levels 128, 192 and 256 bit, digital attacker, equiprobable
input quantization . . . . . . . . ... ..o
Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p; = 0.18 and p, = 0.36, PUF
reliability ¢ = 107¢ and security levels 128, 192 and 256 bit, analog
attacker, equiprobable quantization . . . . . . . ... ... ... ...
Achievability (ach.) and converse (conv.) results on the number of
necessary capacitive PUF cells for p = 0.18 and p, = 0.36, PUF
reliability € = 107% and security levels 128, 192 and 256 bit, analog
attacker, equidistant quantization . . . . . . . . .. ... ...

xi






Abbreviations

BCH
BEC
BSC
CVP
DWTC
EC
ECC
GRS
HDA
iid

[oT
LDPC
LWE
ML
MLWE
pdf
pmf
PPT
PUF
RCU
RLWE
RV

RS
SIVP
SRAM
SVP
WTC

Bose-Chaudhuri-Hocquenghem
Binary Erasure Channel
Binary Symmetric Channel
Closest Vector Problem
Degraded Wiretap Channel
Erasure Channel

Error Correcting Code
Generalized Reed—Solomon
Helper Data Algorithm
independent identically distributed
Internet of Things

Low Density Parity Check
Learning With Errors
Maximum Likelihood

Module Learning With Errors
probability density function
probability mass function
Probabilistic Polynomial Time
Physical Unclonable Function
Random Coding Union

Ring Learning With Errors
Random Variable
Reed-Solomon

Shortest Independent Vector Problem
Static Random Access Memory
Shortest Vector Problem
Wiretap Channel

xiii






Introduction and Thesis Qutline

The interconnection of electronic devices has a huge impact on the daily life of human
beings all over the world. Information can be gathered virtually everywhere using
small [oT devices. Nowadays the access to information is arguably equally important
as the access to natural resources like oil or metals. Moreover, networks exchanging
data all over the world are used to steer our infrastructure and industries. Services
like online payment are standard for the vast majority of people in our society. With
the increasing relevance of the communication infrastructure it becomes important
to protect services from malicious intruders. Attack scenarios are for instance eaves-
dropping of a network link to gain unauthorized access to private data. Furthermore,
undetected modification of messages or impersonating can cause unintended actions
by otherwise legitimately acting parties connected to the network. To prevent such
attacks, protocols and cryptographic algorithms have been developed. Rather than
trying to prevent an attacker from eavesdropping the communication, which is almost
impossible for instance in wireless communication, the data transfer between the le-
gitimate entities is encrypted. Digital signatures on the other hand can be used to
ensure data integrity and authentication, thereby providing solutions to the other two
security concerns.

The legitimate communication parties using a cryptographic scheme for encryption
or authentication require some extra knowledge that a potential attacker does not
have. The approach of keeping the design of the cryptographic scheme secret has
failed the test of time. Therefore, the state of the art approach is to assume the
legitimate parties to have an extra piece of information which commonly referred to
as their private keys. Those keys need to be generated and stored in a way such that
attackers cannot obtain access to them.

While it may be a reasonable assumption to assume that attackers cannot get phys-
ical access to a personal computer standing inside a secured building, for IoT devices
and embedded systems this assumption is definitely not justified.

Secret keys need to be stored on the device and if an attacker can just read out the
memory and accesses the private key, the use of cryptographic algorithms becomes
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obsolete. Therefore, especially for embedded systems and IoT devices storing keys in
a secure way is a major challenge for the designers of those devices. Having physi-
cal access to a chip enables an attacker to perform hardware measurements that leak
information about secret data processed within cryptographic algorithms. Prominent
examples of the measured quantities that may leak secret information to an attacker
are runtime [Koc96; DKLT00; Sch00], power consumption [KJJ99; MOPOS] or elec-
tromagnetic radiation [RRO1]. Tt is even possible to change the operating conditions
of the device such that the usual program flow is altered or errors are injected into
computations [BDLI7; BBKN12; BH22], e.g., by laser fault injection. Those kinds of
attacks are subsumed under the term side-channel attacks.

Part T of this thesis is devoted to the interpretation of security related topics in the
form of noisy communication channels. Once the channels of relevance have been spec-
ified, it is possible to use information- and coding-theoretic tools to analyze properties
like channel capacity and their block error probabilities. The channels investigated in
this work naturally arise from lattice-based public-key cryptography [Reg05; LPR10;
BGV14] as well as physical unclonable functions (PUFs) [IOK*18; GXKF22a].

In Chapter 2 we introduce notation used in Part I of the thesis, information- and
coding theoretic background, fundamental cryptographic concepts and the Learning
with Errors problem including some variants of it. Furthermore, we provide an intro-
duction on PUFs and develop several basic results on helper data algorithms used in
the PUF context.

In Chapter 3 we first motivate why the concatenation of encryption and decryp-
tion within Learning With Errors (LWE) based public key encryption schemes can be
interpreted as data transmission over a noisy communication channel. Those public
key encryption schemes have received strong interest by the cryptographic community
because they are expected to be secure even if an attacker has access to a large scale
quantum computer. We develop a lower bound on the achievable rate of the resulting
channel in the asymptotic as well as the finite blocklength setting. Furthermore, we
present BCH codes [BRC60] to obtain practically achievable results under the assump-
tion of stochastically independent coefficient failures within the resulting channel. We
are interested in two different but related tasks. The first one is to maximize the
number of plaintext bits per ciphertext bit to maximize the throughput. This is of
relevance if the LWE based algorithm is used to exchange large amounts of secret data
between the legitimate users on its own. The second one is the minimization of key and
ciphertext sizes for a fixed amount of plaintext. The relevance of this attempt stems
from the fact that public key algorithms usually enable the two parties to share a key
of fixed size, e.g., 256 bit, that is then used within a symmetric encryption scheme to
secure the communication for the payload.

The other security-related topic discussed in this work are Physical Unclonable
Functions [PRTG02; HYKD14; Mael2] which are examined in Chapter 4. Their ap-
plications are twofold. They can be used to uniquely identify a device, similar to



fingerprint detection or retina scans for human beings, and as secure storages of pri-
vate keys on devices. To establish this functionality the designer of the PUF uses
minuscule manufactoring variations of the device. Furthermore, the Fraunhofer In-
stitute for Applied and Integrated Security (AISEC) has developed a foil TOK'18§]
consisting of capacitances that can be wrapped around circuity requiring protection
from several sorts of side-channel attacks, e.g. laser or EM fault injection and EM or
optical passive side-channels.

Part II of this thesis is devoted to coding with feedback. In this part of the thesis
we are not considering probabilistic channels which is arguably the more commonly
considered scenario in communication theory that has also been investigated by Shan-
non in his seminal work [Sha48]. However, notice that transmitting information at
a rate below channel capacity does not guarantee correct decoding of the message at
the receiver, it is only possible for the block error probability to be arbitrarily close
to zero but not equal to zero. As an example, consider the binary symmetric channel
with crossover probability 0 < p < 1/2. Irrespective of its input, it is possible that
the channel outputs the all ones vector and hence no guarantee for distinguishing even
two messages at the decoder can be given.

Hence, Shannon introduced the notion of the zero-error capacity [Sha56] in contrast
to nowadays more commonly used notion of channel capacity. This zero error capacity
provides the maximal achievable rate for which an encoder-decoder pair exists such
that any message m in the set of possible input messages M is guaranteed to be
received correctly. The channel is in this case not specified by transition probabilities
but rather in the more coarse way of specifying for each input symbol to which output
symbols the channel is able to map it. The capacity error function is a generalisation
of the zero error capacity for which the maximal amount of errors within a block of
length n is specified. Throughout this work, we denote the maximal amount of errors
within a block by the letter t. In this work, we investigate the asymptotic setting as
n — oo and we assume the maximal amount of errors to scale linearly with n, i.e. the
maximal fraction of errors is defined as 7 := t/n. In particular the zero error capacity
is equal to the capacity error function with parameter 7 = 1.

The capacity error function with noiseless instantaneous feedback for the symmetric
channel with binary input has been determined for arbitrary 7 € [0, 1] by Berlekamp
[Ber64] and Zigangirov [Zig76]. However, for many channels the capacity error func-
tion with feedback is still unknown. In this work, we consider particular classes of
asymmetric channels, unidirectional channels and insertion deletion channels.

Chapter 5 introduces notation used in Part II of this thesis and basic definitions
and concepts within the field of coding with feedback that are used throughout the
subsequent chapters.

In Chapter 6 we present results for the Z-channel. This channel is asymmetric,
meaning that not every input symbol can be mapped to every output symbol of the
channel. Specifically, the zero symbol cannot be changed by the channel while a one at
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the channel’s input can be changed to a zero at the channel output. We provide lower
and upper bounds on the capacity error function of the Z-channel. We conjecture that
the lower bound is indeed tight.

In Chapter 7 we investigate the capacity error function for unidirectional channels
with noiseless feedback. Unidirectional channels are composed of two special sorts of
asymmetric channels. During each block transmission one of the two channels is se-
lected without notifying the selection to transmitter or receiver und remains unchanged
throughout the block. If an error occurs the sender knows which of the two channels
has been selected and can adjust the encoding strategy accordingly. We provide upper
and lower bounds on the capacity error function. Our results depend on the parity of
the alphabet size of the channels. One encoding algorithm that we are using cannot
be applied to channels with binary input and output alphabets. However, we were
able to adapt the rubber method [Leb16] to unidirectional channels, thereby creating
an encoding strategy also for binary alphabets.

In Chapter 8 we determine the capacity error function for the insertion-deletion
channel with binary input over the full range of 7, i.e. 0 < 7 < 1. In the proofs we
make use of the known capacity error function for the symmetric channel with binary
input and output alphabet. In Appendix 8.A we give a more elaborate proof for the
capacity error of the symmetric channel, originally proposed by Zigangirov in [Zig76].

Chapter 9 provides a short summary on additional works the author has contributed
to throughout his time as a doctoral researcher at the Institute for Communications
Engineering. In particular short summaries on the digital signature scheme Fuleeca
and a work on signature codes for the multiple adder channel are given.

Chapter 10 concludes the thesis by summing up results and giving an outlook on
open problems related to the research presented throughout this thesis.
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Preliminaries

This chapter introduces the notation used throughout the first part of this work and
reviews several well known concepts of cryptography, information theory and coding
theory.

2.1 Notation

We denote scalars by lowercase letters and vectors by lowercase bold letters. Matrices
are denoted by uppercase bold letters. We denote the ¢-th column of the matrix A
by a;. Analogously, we denote matrices containing polynomials as their components
by bold capital letters and denote vectors containing polynomials as their elements by
bold lowercase letters and polynomials by lowercase letters, e.g., the matrix A with
components from the polynomial ring R, (formally defined later in Definition 2.2)
with its ¢-th column a; and the component in the i-th row and the j-th column by
a;j(x) € R, and frequently omit the indeterminate x if it is clear from context.

We denote random variables (RVs) by uppercase letters and their realizations by
lowercase letters, i.e. the realization of a RV X is denoted by x. Furthermore, we
denote the probability mass function of a discrete RV X by Px(x), the probability
density function of a continuous RV X by fx(x) and the cumulative distribution by
Fx(z) in both cases. We denote the expectation operator by E[-]. If three random
variables X, Y, Z form a Markov chain we write X —o— Y —o— Z.

Sampling an element b from a distribution y is denoted by b & x and sampling

uniformly from a set S is denoted by b &s. Independent sampling of every coefficient

of a polynomial a € R, according to a distribution x is denoted by a & X(R,) and

independent sampling of a vector v € Rfl according to x is denoted by v & X(Ré)- We
denote the binomial distribution by B(i, n, p), where i specifies the number of successes,
n the number of trials and p the success probability. We define the magnitude of an
element in Z, by the magnitude of its representation in the interval [—q/2,¢/2]. We



2 Preliminaries

denote the Gaussian distribution with mean y and variance o by N(u,0?) and we
write that a RV X is distributed according to a Gaussian by X ~ N (p, 0?).
We denote the Gaussian Q-function by

/ \/_exp< ;) dz

and the complementary error function by

erfc(z exp(—2%)dz .

=l

We define for a functions f(n), g(n) the Landau symbols

f(n) € o(g(n)) < lim |Z1) =0

n—oo | 9(n)

and
f(n) € O(g(n ))(:)hmsup‘f ‘<oo .

n—oo

The rounding operator is denoted by [.], where in particular [z.5| = x + 1.

Let Px x Py denote the convolution of two probability mass functions Py and Py
and let the n-fold convolution of Py with itself be (%), (Px) := Px * Px % --- % Px, in
particular ), (Px) = Px * Px and ®),(Px) = Px.

We denote sets by caligraphic letters, e.g., a set S and its cardinality by |S|.

Definition 2.1 (Centered binomial distribution). The centered binomial distribution
with parameter k, denoted as xy, is defined as xi(x) := B(z + k/2,k,1/2), where
re{-k/2,-k/2+1,...,k/2}.

The expectation of the centered binomial distribution xy is 0 and its variance is k/2.
It is possible to sample relatively efficiently from this distribution compared to, e.g.,
the rounded Gaussian distribution.

Definition 2.2. Let R, := Z,[x]/(x™ + 1) be the polynomial ring in x of degree n with
coefficients in Z,. The addition of two polynomials in R, is performed by adding the
coefficients in Z,:

a(x) + b(x) = c(x), where ¢y = ay + b, mod q.

The multiplication of two polynomials in Ry is defined by

k n—1
a(x) *b(x) = c(x), where ¢ = Z a;bp_; — Z aibp ik,
i=0 i=k+1



2.2 Background in Information Theory

for all k =0,...,n—1. Thus, each polynomial in Z,[x]/(x™ + 1) can be represented
by a polynomial in Z,[x] of degree < n. Frequently throughout this work, we use ab as
a shorthand notation for the multiplication of two polynomials a,b € R,.

2.2 Background in Information Theory

Information theory is a scientific discipline that deals with mathematically represent-
ing information and has a wide range of applications. Two standard tasks are the
representation of information in its most compact form, i.e. with as few symbols as
possible, and the reliable transmission of data over potentially noisy communication
channels. In his seminal work [Sha48] Shannon added redundancy within the encoder
to enable the decoder to correct symbols that have been modified by the channel noise.
The goal of a communication system designer is to construct encoders and decoders
such that the block error probability and the required redundancy are minimized and
the cardinality of the set of possible messages is maximized for a given blocklength n.
These goals are fundamentally conflicting each other, e.g., one has to be prepared to
shrink the cardinality of possible messages in order to achieve smaller block error prob-
ability. We start the section by defining several notions used throughout the section.
Then we present a set of well-known theorems addressing the previously discussed
basic problems of compression and reliable data transmission. Those have already
been derived in [Sha48]. The results can for instance also be found in textbooks on
information theory, e.g., [CT99].

Definition 2.3 (Encoder). We define an encoder € : M — X" to be a function that
maps a message my, from the set of possible messages M to the set of input sequences
to a channel Pyn|xn.

Definition 2.4 (Decoder). We define a decoder D : Y* — M U L to be a function
that maps a sequence of received symbols to the set of possible messages and an error
symbol L.

Definition 2.5 (Communication Channel). We define a communication channel (for
short a channel) by the transition probabilities from the set of input sequences X™ to
the set of output sequences V", i.e. the channel is specified by Pyn xn(y"|x™) with
" e X" and y" € Y.

Definition 2.6 (Memoryless channel). We say that a channel is memoryless if it holds
that

Pyopen(y"x") = [T Prax. (il i) - (2.1)

i=1

Definition 2.7. We say that a channel created an error at the decoder’s input if an
input symbol x has been mapped to an output y # x € X. We define a symbol erasure
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to be the event that an input symbol x has been erased and hence this symbol gives
the receiver no information about the channel input. Notice that the synchronization
between channel input and channel output is not lost in this case as it is when symbols
are deleted. If an erasure occurs at the i-th symbol we denote this by setting the random
variable Y; = E, where the event E denotes that an erasure occurred.

Definition 2.8. We denote the average block error probability by

1 .
P, = M mgPe( ), (2.2)

where
Pe(m) = Py-m(D(Y™) # m|m) (2.3)

denotes the probability that an error occurs if the message m is transmitted. We denote
the maximal error probability by

P. oz = Imax P.(m) . (2.4)

Definition 2.9. We define a code C to be a subset of the set of possible channel input
sequences X™. The parameter n is frequently referred to as the length of a code or
simply the blocklength. We denote the cardinality of the code by M = |C|. For a
distance metric de : X" x X™ — Ny, we define the minimum distance d of a code by

d = max dc(cy,c) . (2.5)

c1,c2€C

For short we specify a code with blocklength n, having cardinality M and minimum
distance d as an (M,n,d) code.

Definition 2.10. We define the rate R of an (M,n,d) code to be
1
R = - log,(M) . (2.6)

Definition 2.11. We define the support of a probability mass function Px for a random
variable X taking values in a set X by

supp(Px) :=={z € X : Px(z) > 0} . (2.7)
Definition 2.12. We define the entropy of a discrete RV X to be
H(X):=— Y Px(a)logy(Px(a)) (2.8)

a€supp(Px)

10
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and the conditional entropy of X given that some random variable Z = z to be

HX|Z=2)=—- Z Pxz(a|z)logy(Px|z(alz)) - (2.9)

a€supp(Px|z—)

Furthermore, we denote the conditional entropy of X given Z to be

HXZ) =~ Y Pulabh)lomn(Puah) = Y P0HX|Z=1)
(a,b)Esupp(Px z) besupp(2)

(2.10)

Definition 2.13. We define the differential entropy of a continuous RV X with
probability density function (pdf) fx by

hX) = —/aesuppfx fx(a)logy(fx(a))da . (2.11)

The definition of the conditional differential entropy of X given some random variable
Z is analogous to eq. (2.10) in Definition 2.12.

Definition 2.14. We define the variational distance d(P,(Q) between two proba-
bility mass functions (pmfs) P and Q defined over the same domain X by

AP,Q) =5 Y IP() - Q) (2.12)

Definition 2.15. We specify the Kullback-Leibler divergence between two pmfs P and
Q over the same domain by

D(PYQ) = 3" P()log, (gg;) , (219

where we define 0log,(0) := 0.

Definition 2.16. The mutual information between two random variables X and Y is
specified by

I(X;Y) = D(Pxy||PxPy)
. ny(a,b) .
- z ny(a,b) 1Og2 (P){(Cl)Py(b)) = H(Y) —H(Y|X) . (2.14)

(a,b)€supp(Pxy)

If the random variable Y is continuous it holds that

[(X;Y) = h(Y) — h(Y]X) . (2.15)

11
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Definition 2.17. The mutual information I(X;Y|Z = ¢) between two random vari-
ables X andY conditioned on a discrete random variable Z taking the value c is defined
by

I(X;Y|Z=¢)=H(X|Z=¢c)—HX|Y,Z =c¢) (2.16)

if X is discrete and
I(X;Y|Z=¢)=h(X|Z=c¢c)—h(X|Y,Z =¢) (2.17)
if X is continuous. Similar to Definition 2.12 we define

I(X;Y|Z2) = Y Pyo)I(X;Y|Z=0¢c) . (2.18)

cesupp(Pyz)

For continuous Z with pdf f7 we define

[(X;Y|2) :/ F2() I(X;Y|Z =) de . (2.19)

cesupp(fz)

Theorem 2.1 (Source coding theorem). Let a random variable X have entropy H(X).
Then a sequence of n independently identically distributed (i.i.d.) symbols according
to the distribution of X can be losslessly compressed arbitrarily close to a sequence of
nH(X) bits with negligible risk of reconstruction failure as n goes to infinity.

Theorem 2.2 (Channel coding theorem). Let a synchronized channel between a sender
and a receiver be used for a block transmission of length n be specified by Pyn xn
over input alphabet X" and output alphabet Y. Then there exists a code C and an
encoder/decoder pair with code rate arbitrarily close to C' such that the block error
probability of the communication system goes to 0 as n — oo, where C' is specified to
be

1
= —I(X™Y™) . 2.2
¢ =max —I(X™Y") (2.20)
For a memoryless channel it holds that

C = max I(X;Y) . (2.21)

Furthermore, the block error probability goes to 1 as n — oo for any coding scheme
with a rate greater than C.

Remark 2.1. In case the random wvariable X is continuous the same statement holds
if we mazimize over the pdf fxn and fx for equations (2.20) and (2.21), respectively.

12
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€ M | Encoder | A B
Alice m p » Ppja ~ Decoder Bob
A|M
E
Pgp Eve
€ M | Encoder | A B
Alice m p ~ Ppa ~ Decoder Bob
A|M
E
Prgia ~  Eve

Figure 2.1: Degraded wiretap channel (top), wiretap channel (bottom)

2.2.1 The Wiretap Channel

In [Wyn75] Wyner introduced a channel model, in the following referred to as the
Degraded Wiretap Channel (DWTC) (see also [BB11]). The channel has one input,
in the following denoted by the random variable A, and two outputs B and E ac-
cessed by Bob and Eve, respectively. This is illustrated in the upper part of Fig. 2.1.
The goal of Alice is to use this channel to reliably transmit a message m to Bob,
i.e. m = m with high probability while keeping any information about the message
secret from an eavesdropper called Eve. For the degraded case it is obvious that the
channel from Alice to Bob has higher channel capacity compared to the one from
Alice to Eve. The joint distribution of the channel input and its output is given as
Pagg(a,b,e) = Pa(a)Ppja(bla)Pgp(e|b). The same does not necessarily hold for the
more general wiretap channel (WTC) studied by Csiszar and Kérner in [CK78] and
shown in the lower part in Fig. 2.1. Here, the eavesdropper’s channel output £ is not
a degraded version of B rather it is directly generated from A through a noisy channel,
i.e. Pape(a,b,e) = Pa(a)Ppa(bla)Pga(e|a) in this case.

The next definition is a slightly adapted version of the definition of secrecy codes in
[YSP19].

Definition 2.18. An (|M|,¢,0) secrecy coding strategy for a (degraded) wiretap chan-
nel (A, P gja, B x &) consists of

 a set of possible messages M = {1,... |[M|} from which a message M = m is
selected,

13
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e a randomized encoder that generates a codeword A(m) for m € M according to
a pdf Pajpr=m and

e a decoder Dec : B — M that assigns an estimate M to each received signal

B e B.

Encoder and decoder satisfy the average error probability (averaging performed by uni-
formly sampling the input message and over the randomness induced by the stochastic
encoder)

Pr(Dec(B) # M) <e

where for B it holds that Pga(blm) = Y .ca Ppla(bla)Papn(alm). We distinguish
average secrecy and maximum Secrecy in the following way. For average secrecy with
security parameter & we require that

d(Pyg, P Pp) <6 . (2.22)

where P]}me denotes the uniform distribution over the space of possible messages. In
contrast for mazimum secrecy it has to hold that

where Qg is the marginal distribution of E if uniformly distributed messages are trans-
mitted over the channel. If we make the number of channel uses specific, we call an
(JM|,€,0)ang average secrecy code for the channel Pgngnjan an (n,| M|, e, 8)ay secrecy
code. Codes for maximum secrecy are denoted by (n,| M|, &,0)maz- In the following
we frequently omit specifying whether we are interested in the average or maximum
secrecy setting. The definitions work analogously for both in those cases and when it is
not clear from context we specify average or mazimum secrecy in the index. We define
the maximal achievable secrecy rate by

R*(n,e,d) := max {k)g(|/\/l|) : 3(n, | M|, e,0) secrecy code} : (2.24)
n

It makes intuitively sense that the security conditions in equations (2.22) and (2.23)
make it hard for an attacker to obtain information about the message m. The following
Theorem quantifies this statement for average secrecy.

Theorem 2.3 ([YSP16] Thm. 8). Let the output of an arbitrary list decoder L given
Eve’s observation E be denoted by L(FE). Let § be the secrecy parameter of the imple-
mented secrecy code for the respective wiretap channel. Then it holds that the prob-
ability that the transmitted codeword is not in the output list of Eve’s list decoder is

lower bounded by
L

Pup(M ¢ L(B) 2 1-6—

(2.25)

14
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Definition 2.19. The secrecy capacity C's of a wiretap channel is defined by

1
Cs := —limsup R*(n, ¢, ) (2.26)

n n—oo

for arbitrarily small values € > 0 and § > 0.

The secrecy capacity for both channels is well known and given in the following
Theorems.

Remark 2.2. Notice that we did not distinguish the secrecy capacity for average and
mazimal secrecy because their value is the same. However for fived n,e,d, the values

R, (n,e,0) and R}, ..(n,e,0) can be different.

avg max

Theorem 2.4 ([Wyn75]). For the degraded wiretap channel with input A and outputs
B and E for legitimate and eavesdropper, respectively, the secrecy capacity is equal to

Cs = max I(A;B)—I(AE) . (2.27)

Theorem 2.5 ([CKT78]). For the wiretap channel with input A and outputs B and E
for legitimate and eavesdropper, respectively, the secrecy capacity is equal to

Cs=max[(V;B)—-I(V;E) , (2.28)
Py.a

where V' serves as an auziliary random variable and it holds that V- —o— A —o— (B, E).

Remark 2.3. Notice that in both cases the capacity does not depend on € and d. This
changes for the task of determining R*(n,e,0) for finite n. We introduce bounds on
R:, (n,e,0) and R, ..(n,e,0) for finite n later in Section 2.3.2.

avg max

2.2.2 Secret Sharing using Common Randomness

Secret sharing using common randomness has been investigated by Maurer in [Mau93|
and by Ahlswede and Csiszar in [AC93]. The problem is graphically illustrated in
Fig. 2.2. In this section we explain the known results which will later be used in
Chapter 4 in the context of Physical Unclonable Functions (PUFs). In the following
we describe the problem of deriving a secret key that is shared between two terminals,
in the following called Alice and Bob, when the terminals have access to common
randomness and are able to use a public channel to send messages to each other.
The source of common randomness is specified by a joint probability mass function
Pxyz. We denote the respective random variables specifying its outputs by X,Y, Z.
This source is iid sampled n times and we denote the random variables specifying the
output of this process by (X", Y™, Z™). The first terminal, in the following denoted
by Alice, receives the sequence X™ = (X7,..., X,,), while the second terminal (Bob)

15
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o
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Figure 2.2: Secret Sharing using Common Randomness

gets the sequence Y = (Y7,...,Y,,). The third terminal (Eve), which is an adversary
trying to obtain knowledge about the secret key that Alice and Bob shall agree on, is
provided with the sequence Z" = (Z1,...,Z,). The probability mass function Pyy
is publicly known, in particular by Alice, Bob and Eve. The goal of Alice and Bob is
to reliably agree on a secret key while leaving Eve oblivious about it. To achieve this
goal, Alice and Bob send messages to each other over the public channel that depend
on their apriori knowledge of Pxyz and their respective shares X™ or Y. Subsequent
messages may also depend on previously received messages over the public channel
coming from the other terminal. Eve is able to eavesdrop those messages but is unable
to alter them or to insert additional messages into the public channel. We denote the
1-th message sent from Alice to Bob by ®; and the i-th message sent from Bob to Alice
by ¥;. Furthermore, we define ®° := (®y,...,®;) and U’ := (¥y, ..., ¥;). After Alice
and Bob are finished with exchanging messages over the public channel, say after ¢
steps, Alice computes a key K4 and Bob computes a key K g that are both within the
same keyspace denoted by K. For the case that both keys are equal we simply denote
the key by K.

As for transmitting data securely over a wiretap channel, it is essential for Alice
and Bob to have access to local randomness to randomize the encoding function for
the messages sent over the public channel. Hence, we assume that Alice and Bob have
access to local sources of randomness R4 and R pg, respectively. In order to generate
the messages to be transmitted over the public channel they make use of those such
that it holds that

(I)l = (I)1<RA,£CTL>, \Ill = \IJI(RB’yn> (229)
q)i == (I)i(RA,In, \I’iil), \Ijz = \I/i<RB,yn, (I)l;l) R (230)

16
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where R4 and Rp are independent from the jointly distributed random variables X"
and Y" corresponding the source of common randomness.

We next formalize the secret key rate which is the figure of merit that we would like
to maximize for this problem.

Definition 2.20. A secret key rate R is called achievable if for every ¢ > 0 and
sufficiently large n there exists a secret key agreement scheme such that

1. Pr(Ks# Kp) <e

2. 1(Z", 0, U5 K) < e
3. HK)>R—¢

4. logy(IK]) < H(K) +&.

We next give some interpretation to the properties that an achievable secret key
rate has according to Definition 2.20.

The first property basically states that for sufficiently large n the probability that the
key at the Alice terminal is unequal to the key at Bob’s terminal is arbitrarily small.
The second property states that no information can be deduced from the messages
shared over the public channel and the source component Z" about the key K. We
recall at this point that random variables are stochastically independent if and only
if their mutual information is zero and the second property says that we are able to
approach this arbitrarily closely. The third property states that the entropy of K is
basically at least R because ¢ is arbitrarily small. The fourth property states that the
key is almost uniform over the keyspace .

The natural question of finding the maximal achievable secret key rate, in the fol-
lowing referred to as the secret key capacity as a function of Pxy» has been answered
in [AC93] and [Mau93].

Theorem 2.6. The secret key capacity Cy denotes the mazimal achievable secret
key rate for a source of common randomness Pxyz and is bounded by

I(X;Y)-I(X;2)<Cs <I(X;Y|Z) . (2.31)

Furthermore, the secret key capacity is achievable even if we only allow a single trans-
massion over the public channel from Alice to Bob or from Bob to Alice.

Corollary 2.1 ([BB11], Corollary 4.1). If X —o— Y —o— Z it holds that
Cs = I(X;Y) — I(X;Z) = [(X;Y|Z) (2.32)

and hence upper and lower bound in (2.31) are matching.

17
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Remark 2.4. Notice that the secret key capacity Cs is very similar to the secrecy
capacity of a degraded wiretap channel Pxyz(x,y,z) = Px(2)Pyx (y|z)Pzyv(2|y) (see
equation (2.27)) except for the fact that a mazimization over the distribution Px is
omitted.

Before we give a proof sketch for the achievability part of Theorem 2.6 we examine
some special cases for Pxyyz. Let us assume that either Z” = X" or Z™ = Y™ holds.
In this case the secret key capacity is zero. This is intuitively appealing as Eve is able
to observe all communication over the public channel and one legitimate party has
the same information from the source of common randomness as Eve. On the other
hand if Pxyz(z,y,2) = Pxy(z,y)Pz(z), observing Z™ gives no information about the
shares X™ or Y". Hence, Z™ provides no useful information to Eve at all which is
reflected by the fact that I(X;Z) = 0 in that case.

Remark 2.5. In [AC93] it has first been discussed how to perform secret sharing with
common randomness if the eavesdropper only has access to the messages transmitted
over the public channel, i.e. the source was of the form Pxy and only later to examine
the more general case (including Z ). This is essentially equivalent to the case that Z
is independent of X, Y. In this work, we chose the approach of directly introducing the
model in the more general setting (including Z) as was also done in [Mau93].

Proof sketch. In the following we sketch how the secret key rate given in Theorem 2.6
can be achieved using secrecy codes designed for secure data transmission over a (po-
tentially degraded) wiretap channel. Furthermore, this construction only requires the
transmission of a single block of length n from Alice to Bob over the public channel.
We follow the structure of the proof given in [BB11, Chapter 4.2.1].

Let the secret key be encoded into a block of n symbols over X', labelled by u™. Alice
would like to securely communicate the ¢-th symbol u; € X to Bob. The choice of this
symbol is stochastically independent of the common randomness outputs X", Y™, Z™.
She computes u; + x; and sends the result over the public channel, where the addition
is taken mod |X|. Bob receives his i-th dedicated symbol from the source of common
randomness ¥; and u; + x; from the public channel. Eve receives z; from the common
randomness source and is able to eavesdrop w; + x;. This scenario can be interpreted
as a wiretap channel. The channel’s input is U, while the legitimate user’s channel
output is formed by the tuple (U + X,Y’) and the eavesdropper’s output is formed by
U+X,2).

Assume that the sequence all possible sequences u" are codewords of a wiretap code.
It is possible to construct such a code by sampling the elements of all codewords from
a single distribution Py that can be chosen arbitrarily. According to the standard
achievability proofs for secrecy codes of wiretap channels (see for instance [BB11,
Chapter 3.4.1]) From Theorem 2.5 we know that a secrecy code for this channel with
rate

R :=I(U;Y,U+X)—I(U; Z,U+ X) = HU|Z,U + X) — HU[Y,U + X) (2.33)

18
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is achievable by choosing the auxiliary random variable V' = U. In case X —o— Y —o—
Z it follows that U —o— (U + X,Y) —o— (U + X, Z) and by Theorem 2.4 that R* is
achievable.

For the choice of U being uniformly distributed over X and using properties of the
one-time pad one is able to show that

R =1(X;Y)-I(X;Z) . (2.34)

Hence, we have constructed a secret sharing scheme using common randomness from
the source Pxy 7 achieving the rate I(X;Y) — I(X; Z). [ |

The reason we provide this proof is that the methodology to perform secret sharing
using common randomness using secrecy codes for wiretap channels naturally carries
over to the finite blocklength regime. We come back to this point in Section 2.3.3.

2.3 Finite Blocklength Information Theory

In the previous sections we summarized results that make claims in the asymptotic
setting as n goes to infinity. However, in practice we have to limit ourselves to some
finite value for the blocklength n. For data transmission over point to point channels,
natural questions to be asked are which rate R can be achieved for a given block length
n and fixed block error probability P, or which P, can be achieved for fixed R and n.

In this section we introduce finite blocklength counterparts for block transmissions
over discrete memoryless channels, wiretap channels in degraded and non-degraded
form and for secret sharing using common randomness.

2.3.1 Discrete Memoryless Channels

Theorem 2.2 states that it only matters whether R < C when n — oo with respect
to the achievable block error probability P.. This arguably counterintuitive prop-
erty occuring in the asymptotic setting does not hold in general in the case of finite
blocklength coding.

An equivalent claim to Theorem 2.2 is that for the set of possible messages M and
for arbitrarily small @ > 0 it holds that

M| = 2n(C-)=elm) (2.35)

For large enough n, |[M| ~ 2"C serves as a first order approximation. However, for
moderate or even small values of n (typically less than 10000 but this number also
depends on the channel) this approximation is rather inaccurate.

Hence, in order to analyze the maximal message size for blocklength n and block
error probability €, denoted by M(n, ), for a discrete memoryless channel Py x and
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input distribution Py the normal approximation has been proposed in [PPV10].
First, we define the information density which is closely related to the mutual in-
formation between two random variables X and Y.

Definition 2.21. The information density i(x;y) is defined by

i) = o, (=2 ) 230)

where we used the Radon-Nikodyn derivative in the definition to cover both discrete
and continuous random variables.

Theorem 2.7 (Normal approximation, [PPV10]). For any input probability distribu-
tion Px we have

log(M(n,e)) =nl(X;Y) — /nU(P,W)Q () + O(1) , (2.37)

where Q™' denotes the inverse of the Gaussian Q-function, Q(x) = [° f ( ) dz
and the unconditional variance U(Px, Py|x) is defined by
PY|X y|ac
U(PX,PY|X):VM ZPX PY\X yl:v)log2
vey
(2.38)

Next we give a well-known achievability result for discrete memoryless channels.

Theorem 2.8 (Random coding union (RCU) bound, [PPV10]). For an arbitrary Px
there exists an (M, e) code such that

e < Elmin{l, (M — )P(X;Y) > i(X; V)| X, V)] (2.39)

where Pyyx(a,b,c) = Px(a)Py|x(bla)Px(c), i.e. the random variable X denotes the
channel input, Y denotes the channel output and X denotes an independent random
variable that has the same distribution as X.

The computation of the RCU-bound is difficult even for reasonably simple channels
because one has to compute the expectations all possible sequences which is often
infeasable. To circumvent this problem using the saddlepoint approximation has been
introduced in [MF11; FSVVM™18]. For an introduction into saddlepoint approxima-
tion techniques we recommend [GC99].

We only give an overview on how to use the saddlepoint approximation to compute
the RCU bound here and refer readers interested in the proofs on why this approxima-
tion is justified to the works mentioned above. However, we present the approximation
used to obtain the results presented in Section 3.8.
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Definition 2.22. We define Gallager’s Ey(p, Px) function to be

yey xeX

1+p
Eo(p, Px) := —log, (Z > Px(z)Pyx(y|z) 1+p) . (2.40)

Further we define p := min(1, py) with poy as the root of

Eo(p, P
AP Px) 1 fntos(a) | (2.41)
dp
Eo(p, P
wenr-"2 0(;; x) (2.42)

and .
d2E0<p7 PX)

Vi=—
d?p

(2.43)
Theorem 2.9 ([MF11; FSVVM™18]). The RCU bound of Theorem 2.8 can be approz-
imated by

e < e”(ﬁREO(ﬁ’PX)); (erf(:)q ( \[ = nv Wq/ ) + erfexy ( (1-— \/ Ww/ ))

(2.44)
where
erfex (z,y) := erfe(x — y) exp(a? — 22y) (2.45)

using the saddlepoint approrimation technique.

2.3.2 Degraded Wiretap and Wiretap Channels

As for DMCs the finite blocklength behaviour of degraded wiretap and wiretap chan-
nels have already been investigated [YSP16; YSP19]. In the finite blocklength regime
the achievable rates depend on the concrete values for block error probability of the
legitimate user € and the security parameter §. In contrast, similar to DMCs those
parameters can be made arbitrarily small in the asymptotic regime as long as the rate
is below the secrecy capacity.

Analogous to Section 2.3.1 the theorem dealing with the asymptotic behaviour (The-
orem 2.4 and Theorem 2.5) merely provide the information that there exists a secrecy

code of message cardinality
M| = 2nCstoln) (2.46)

Cs is only an approximation of R*(n,e,d) and estimating R*(n,e,d) by Cg is only
reasonable for very large n. For small and moderate n it is essential to further analyze
the o(n) term in Equation (2.46). The following theorem established in [YSP19] gives

21



2 Preliminaries

more precise upper and lower bounds on the exponent in Equation (2.46). The error
term for these bounds is in the order of O(log(n)/n).

Theorem 2.10 ([YSP19] Thm. 13). For a discrete memoryless (degraded or general)
wiretap channel Ppga with secrecy capacity Cs and for € + 0 < 1 it holds that

R .(ne,6) > Cs — ?Q‘l(a) - f@‘l((s) +0 (1035”)) (2.47)
and
R:,,(n,e,8) < Cs — \/gcg—l@ L6+ 0O (10%7”‘)) : (2.48)
where
2 PB\A(b|a) 2
‘/12: Pila PBAbG,lO2 e —— _DPBA:a PB R 2.49
;Amé%|u>g<%@) <||\ﬁ (2.49)
2 PEIA(€|a) 2
Vo= Py(a Prgialela)logy | ————= | — D(Pgja=d||PE , .
3 Pato) (5 Peateintogd (P50 ) - Dlpaire?) L (230)
and

m:zaw<2fﬁWMW@(Fﬁmw”) 2.51)

a€A beB,ecE PEIA(6|G>PBIE(b|e>

- D(PBE|A(J,HPB|EPE|A(1)2) .

As in Theorem 2.7, Q=1 denotes the inverse of Q(z) = [° \/% exp (—%) dz.

2.3.3 Secret Sharing using Common Randomness

In this section we provide results for secret sharing using common randomness in the
finite blocklength regime. This problem has been studied in [HTW16]. The authors
established the secret key rate up to an error term in the order of O(log(n)/n).

Theorem 2.11 ([HTW16],Thm.15). For every €,0 > 0 such that € +0 < 1 and iid
(X™, Y™ Z™) sampled according to joint pmf Pxyz such that X —o— Y —o— Z, the
maximal secret key rate for n,e,d is given by

R:, (n,2,6) = Cs — \/§Q1(5 +8)+0 (log(”)> , (2.52)

n

22



2.4 Background in Coding Theory

where

v;':=ZPX<x>( 5 PYZlX(?JyZ|$)10g§< Prax(y,2I2) ) (253

seX yeY €2 Pzx(z|z)Pyz(y|2)

— D(Py zx=| |PY|ZPZX:x)2)

Examining equation (2.52), we observe that its structure is similar to the bounds
on the maximal secrecy rate in Theorem 2.10. The first term is the asymptotic result,
i.e. the secret key capacity defined by the source of common randomness. This value
is independent of n,e,0 and only depends on Pxyz. From this value another term
that depends on Pxy 7 via the dispersion coefficient V, but also on n, ¢, d is subtracted.
Notably this term decreases in n with speed 1/4/n and hence Theorem 2.11 is consistent
with the asymptotic result presented in Theorem 2.6. Finally there is an error term
in the order of O(log(n)/n) that goes down significantly quicker than 1/4/n such that
ignoring it approximates reality reasonably well for moderate values of n.

Remark 2.6. The secret sharing protocol achieving the mazimal secret key rate
R;,,(n,€,0) presented in [HTWI16] requires two-way communication over the public
channel. This is in contrast to the achievability proof in the asymptotic setting (The-

orem 2.6) for which one-way communication suffices.

The limitations of the achievability proof in [HTW16| has practical consequences,
in particular in the context of applying the result to Physical Unclonable Functions
which are our main concern in Chapter 4.

To this point, it is unclear to us whether the construction using wiretap coding is
optimal in terms of maximizing the secret key rate in the finite blocklength regime.
To the best of our knowledge it is even unknown whether it is possible to achieve the
secret key rate in Theorem 2.11 using one-way communication over the public channel
or not. For the interested reader, we refer to the discussion on the necessity of two-way
communication to achieve the secret key rate determined by Theorem 2.11 in [HTW16,

Section VIIJ.

2.4 Background in Coding Theory

2.4.1 Motivation for Coding Theory

Theorem 2.2 specifies that there exists an encoder and a decoder such that the block
error probability goes to zero as n goes to infinity. However, the proof of the theorem
does not specify how to build encoders and especially decoders of sufficiently small
complexity to be used in practice. Within the proof the codewords are generated at
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random. Unfortunately, decoding a random linear code is an NP-complete problem
[BMT78] and solving an NP-complete problem within the decoder is not feasible for
many parameter sets in practice. In general we aim at having a decoding procedure
having a complexity that is at least upper bounded by a polynomial of small degree
with respect to the blocklength n.

There have been many attempts to find constructions for encoders and decoders of
low complexity, notably Hamming codes [Hamb50], Reed-Solomon codes [RS60], BCH
codes [BRC60] and Reed-Muller codes [Mul54; Reeb4]. All of these codes are of rea-
sonably small complexity. However, it took until 1962, when Gallager presented low
density parity check (LDPC) codes, the first capacity achieving code construction for
the binary symmetric channel [Gal62] having a low complexity decoding algorithm.
Even though Gallager’s algorithm was of reasonably low complexity, at the time LDPC
codes were invented it was not possible to manufacture chips capable of executing the
decoding algorithm and knowledge about LDPC codes had been forgotten by most
of the scientific community until the invention of Turbo codes [Ber95; BGT93]. This
lead to the reinvention of LDPC codes [MN97] and due to the progress in semicon-
ductor manufacturing over the past 30 years, it was possible to integrate encoders and
decoders on a chip. Later, polar codes have been introduced by Stolte [Sto02] and
Arikan [Ari09]. Those works solved the problem of finding a code construction of low
complexity achieving the capacity of any binary input discrete memoryless channel.
In [TV15] it has been shown that small block error probabilities can be achieved by
using list decoding and CRC precoding.

2.4.2 Limitations of LDPC and Polar Codes for Security
Applications

LDPC and polar codes are both decoded iteratively and therefore calculating the block
error probability for finite blocklengths is difficult. A standard way to estimate the
block error probability is to use a Monte-Carlo simulation based approch. The idea
is simply to simulate the channel and count how often the decoder fails to output the
transmitted codeword to estimate the block error probability.

However, this methodology has the drawback that estimating very low (< 1077)
block error probablities takes requires a huge amount of samples and is therefore
computationally expensive. For estimating the error probability in most relevant com-
munication scenarios a Monte Carlo based approach is usually sufficient because it is
mostly unnecessary to achieve block error rates below 1072, In this work however, we
are frequently aiming at block error rates that are approximately 2712 to establish
the security of public key cryptosystems and this cannot be simulated anymore with
acceptable computational effort. For algebraic codes it is often possible to compute
bounds on the block error probability given a certain channel model and simulations
are not necessary. Therefore, for cryptographic purposes algebraic codes are often
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preferable even though they might not be capacity achieving for the channel models
under consideration.

2.4.3 Linear Codes

The definitions and statements in this sections are textbook knowledge and can be
found in any textbook on coding theory, e.g. [Rot06; Bos13].

Definition 2.23. We denote the Hamming weight wty(v) of a vector v € Fy by
the number of its nonzero entries. Furthermore, we denote the Hamming distance
du (v, v2) between vy, vy € Fy by

dy(vi,ve) == wtg(vy — va) . (2.54)

Definition 2.24. A linear code C of length n with elements in [F, is a k-dimensional
subspace of Fy. Its minimum distance d is defined as

d:= min _dg(ci,c), Yoy # e €C . (2.55)

c1,c2€C

We say that C is an [n, k,d], code.
Proposition 2.1. For the minimum distance d of a linear code C it holds that

d = min, dp (1, ¢2) = minwtp(c) (2.56)

because the difference between two codewords is again a codeword.

The interest of coding theorists in the minimum distance of a code stems from the
following lemma.

Lemma 2.1. A code of length n with minimum distance d can uniquely correct up to
|d —1|/2 errors or up to d — 1 erasures.

Next we introduce the Gilbert—Varshamov bound first shown in [Gil52; Var57] that
guarantees the existence of an [n, k, d], code.

Theorem 2.12 (Gilbert-Varshamov bound). Let n denote the blocklength, let k be the
code dimension and let the minimum distance be denoted by d. If it holds that

"> dgj (" B 1) (¢-1) (2.57)

then there exists an [n, k,d], linear code over the field F,.
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The bound in Theorem 2.12 does not tell how to obtain an efficiently decodable
code having the parameters suggested by the Gilbert-Varshamov bound.

For this reason, next we consider specific classes of codes. Those codes also feature
specific structure that enables efficient decoding at the receiver.

The definitions in Sections 2.4.4 and 2.4.5 have been taken from [WZPLW20]. They
can also be found in textbooks, e.g. [Bos13; Rot06].

2.4.4 (Generalized) Reed Solomon Codes

Reed Solomon codes can be defined as evaluations of polynomials. They have been
first introduced in [RS60].

Definition 2.25. Let o, a1, ..., a1 € Fy be non-zero distinct and let vy, ..., v,—1 €
F, be non-zero with n < q— 1. Then a (Generalized) Reed Solomon Code (GRS code)
of length n and dimension k can be defined by the set of vectors

{(mou(aw), hu(ar), ..., vp1u(om—1)) : u(z) € Fylz] and degu(z) <k} . (2.58)

Furthermore, for the minimum distance d it holds d =n — k + 1.

2.4.5 BCH Codes

The disadvantage of GRS codes is that their field size needs to be at least equal to
the blocklength n. If codes of smaller alphabets are required it is possible to construct
subfield-subcodes of GRS codes, also referred to as alternant codes. BCH codes and
Goppa codes [Gop70] are prominent examples. In this section we introduce BCH
codes. BCH codes have been introduced in [BRC60].

Next we briefly recap some fundamental properties of BCH codes. BCH codes are
subfield subcodes of generalized Reed-Solomon codes. An interesting property they
have is that we can use the fact that their minimum distance is at least as large
as the minimum distance of the superseding GRS-code. Furthermore, in contrast to
GRS-codes they can always be defined over the base field and thus they do not have
the undesirable property of GRS codes that the field size cannot be smaller than the
blocklength n.

Definition 2.26 (Cyclotomic cosets). Let n and q be positive integers with ged(n, q) =
1 and let m be the smallest integer such that n|(¢™ — 1). Then the cyclotomic cosets
C; are defined by:

Ci:={i-¢ modn,Vje{0,1,....,n;, —1}} , (2.59)

where n; is the smallest integer such that i - ¢™ =1 mod n.
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Definition 2.27 (BCH code). Let D = C;, UCy, U --- U C;, be the union of | > 1
distinct cyclotomic cosets with respect to n and n|(¢® — 1) for some s > 0. Then let
a € Fy be an element of order n. Then an [n,k,d|, BCH code is defined by

g(z) =[] (z - o) . (2.60)

€D
The codewords are then specified by the set
C =A{u(z)g(x) : u(z) € F,[z] and degu(z) < k} . (2.61)

Lemma 2.2 (BCH bound). Let C be an [n, k, d], BCH code where n|(¢°—1) and o is an
element of ordern. If there exist integers b, § with & > 2 and {b,b+1,...,b+5—2} C D,
it holds that d > 9.

2.5 Basics of Cryptography

2.5.1 Historical Development

In order to design secure communication infrastructure cryptography has been essen-
tial over the past decades. This discipline already dates back to the Roman empire
when Julius Caesar made use of one of the first cryptosystems [Kah96]. Even though
his scheme was far from what we consider secure with respect to modern security
paradigms, it shows for how long human beings are already aiming to distribute mes-
sages amongst different parties in a secure manner. Unauthorized access to the message
by an attacker reading the ciphertext was only prevented in case an attacker was not
aware of the construction of the encryption algorithm. This is nowadays referred to
as “security through obscurity*.

Observing this tendency, Auguste Kerckhoffs [Pet83] stated that the security of a
cryptographic scheme must only depend on the fact that the private key is kept secret
and not on keeping the description of the cryptosystem itself secret.

Designing a scheme according to this principle has the advantage that the entire
scientific community can scrutinize proposed algorithms and report vulnerabilities such
that insecure schemes can hopefully be replaced before unauthorized malicious users
exploit the vulnerability.

For hundreds of years researchers proposed different cryptographic schemes, claimed
to be secure under the assumption that the private key was only known to the legit-
imate parties of the communication (the sender and the legitimate receivers). Fre-
quently, attackers were still able to break those systems though. Schemes were consid-
ered secure by their users as long as no vulnerabilities have been reported. Famously,
Turing was able to break an encryption machine named “Enigma® used throughout
the second world war by the German Wehrmacht [Kah96]. The construction of encryp-

27



2 Preliminaries

tion schemes by designers and cryptanalysts breaking them over the centuries rather
recently lead to a more rigorous formalism in the design of algorithms. Proving the
security of cryptosystems by reducing their security to hard mathematical problems
became a popular approach.

2.5.2 Modern Cryptography

Shannon’s work [Sha49] is widely considered to mark the start of the start of designing
cryptographic schemes by using mathematically precise definitions and security proofs.
In this work, he introduced the notion of perfect secrecy and proposed a cryptosystem
meeting this notion which is nowadays often referred to as the one-time pad.

Definition 2.28 (perfect secrecy). Let C' denote the random variable specifying the
ciphertext and M denote the corresponding plaintext of an encryption scheme. The
scheme is called perfectly secure if and only if

Pujc(mle) = Py(m) VYme M,ceC | (2.62)

where M denotes the set of possible plaintexts and C denotes the ciphertext space.

Definition 2.29 (One-time pad). The one-time pad is an encryption scheme that
encrypt a message m € Zy using a uniformly sampled and pre-shared key k € Zj by

computing the ciphertext
c=m+k modgq . (2.63)

In order to decrypt the ciphertext c, the legitimate receiver uses the pre-shared key k
and computes
m=c—k modgq . (2.64)

As shown in [Sha49] this scheme achieves perfect secrecy (Def. 2.28).

Definition 2.28 basically says that the message and the ciphertext are stochastically
independent. In other words, an attacker observing the ciphertext ¢ cannot use this
knowledge to improve the output of an estimate for the plaintext m compared to
the case where he did not observe ¢ prior to outputting the estimate. Notice that
perfect secrecy, frequently also called information theoretic security, does not impose
any restrictions on the computational power of an attacker, i.e. it is implicitly assumed
that an attacker has infinite computational power.

The one-time pad achieves the desirable notion of perfect secrecy but has the huge
practical drawback that its key size has to be as large as the plaintext size used for
performing encryption. This property not only holds for the one-time pad but as
Shannon showed for any cryptosystem achieving perfect secrecy. So in that sense the
one-time pad is optimal and cannot be improved.

Even though perfect secrecy is a desirable property, due to the aforementiond inher-
ent limitations, other notions not suffering from those limitations have been proposed.
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Designers of cryptographic schemes typically assume the attacker to be computation-
ally bounded. Relaxing the security of the scheme to only resist computationally
bounded attackers enables cryptographers to design encryption schemes with much
smaller parameters.

So far we have given several milestones that mark attempts to secure communica-
tion between legitimate parties against adversaries. Now we treat matters in a more
formal way. In order to prove the security of a cryptosystem, we have to specify what
capabilities a potential attacker is assumed to have. Furthermore, within the proof all
assumptions made by the designer have to be precisely stated. There shall be made
as few and as weak assumptions as possible and it shall be investigated whether they
are plausible and hold in practice during the investigation of the scheme’s security.

In the following we will introduce several cryptographic notions. Those are nowadays
textbook knowledge and are for instance described in [KL21]. This book also serves
as the major reference for this section.

First we define the notion of a probabilistic polynomial time algorithm. When we
speak loosely about efficient algorithms this is the class that we are usually referring
to.

Definition 2.30 (PPT-algorithm). A probablistic polynomial time algorithm is an
algorithm with input length parameter n, having access to a source of randomness
whose runtime can be upper bounded by a polynomial p(n).

The notion of polynomial time algorithms is especially appealing because the compo-
sition of polynomials is always still a polynomial. That means that it does not depend
on the instruction set of the machine on which an algorithm is running whether an
algorithm runs in polynomial time or not.

Definition 2.31 (Negligible Function). A negligible function f from the natural to the
non-negative real numbers in some parameter \ satisfies that there exists a number N
such that for all A > N it holds that f(\) < 1/p(\) for every positive polynomial p.

Definition 2.31 basically states that the function f shall asymptotically decrease
faster than the inverse of any polynomial function.

Definition 2.32. The security parameter of a cryptographic scheme X\ defines the
permissible complexity of the best algorithm breaking the scheme.

In the following we denote the set of possible keys by IC, the set of possible messages
by M and the ciphertext space by C.

Definition 2.33. In order to define a private key encryption scheme II we require
three probabilistic polynomial time algorithms and define Il := (Gen, Enc, Dec).

1. The key generation algorithm Gen takes as its input a security parameter \ and
outputs the secret key k € K.
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2. The encryption function takes a plaintext message m and the key k and outputs
c = Enc(m, k).

3. The decryption function takes as its inputs a ciphertext ¢ and the secret key k
and outputs an estimate M for the message m, i.e. m = Dec(c, k).

Definition 2.34. We say that an encryption scheme is correct if it holds that
Dec(Enc(m, k), k) =m . (2.65)

In [GM84] Goldwasser and Micali defined the notion of semantic security. This
is often seen as the computational equivalent of perfect secrecy. It basically states
that an eavesdropper cannot obtain information about the plaintext by observing the
ciphertext that he could not have obtained without the ciphertext.

Even though semantic security is intuitively appealing and captures the requirements
we have on encryption schemes well, it is difficult to show that an encryption scheme
fulfills this definition. Therefore, to prove security the following equivalent notion is
often preferred. The basic idea is to formalize the security of encryption schemes in
the form of a game for two players, an adversary A and a challenger. The adversary is
choosing two messages mgy, m; € M and interacts with the challenger who mimics an
encryption oracle. By this procedure the adversary obtains a ciphertext corresponding
either to an encryption of mg or m; and has to decide to which of the two plaintexts
¢ corresponds. A wins this game if he outputs the correct index and loses otherwise.
The scheme is secure if A cannot win this game with probability non-negligibly better
than 1/2. More formally:

Definition 2.35. We define security against passive eavesdroppers by the following

indistinguishability experiment PrivK§ Y.

1. The adversary A chooses two plaintexts mg, m; € M and sends it to the chal-
lenger.

2. The challenger uses the key generation to obtain a secret key sk.

3. The challenger samples a bit b uniformly at random, computes ¢ = Enc(my, sk)
and sends it to A.

4. A outputs a bit b’ and sends it to the challenger.

The adversary A wins this game if b = b'. We say that A achieves an advantage
Adv(PrivKs%y) = |Pr(b = V) — 4| compared to random guessing. We say that a cryp-
tographic scheme is secure against passive eavesdroppers if the best possible adversary
A has only negligible advantage, i.e.

Adv(PrivKg) < negl(\) (2.66)
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with X being the security parameter of the scheme.

Intuitively, security against passive eavesdroppers shall be the bare minimum that
an encryption scheme has to achieve. However, practice has shown that this notion
may be insufficient in many practical scenarios.

Definition 2.36. An encryption scheme as said to be secure against chosen plaintext
attacks if the advantage of an adversary A having additional access to an encryption
oracle throughout the game described in Definition 2.35 is negligible in the security
parameter.

Remark 2.7. Notice that the encryption oracle enables the adversary to compute both
Enc(mg, k) and Enc(mq, k). Therefore, such an encryption cannot be deterministic as
in this case the adversary could just compare the challenge ¢ with the two encryptions.

Definition 2.37. An encryption scheme is said to be secure against chosen ciphertext
attacks if the advantage of an adversary A having additional access to an encryption
and a decryption oracle throughout the game described in Definition 2.35 is negligible
in the security parameter A with the only constraint that he is not allowed to use the
challenge ¢ as an input to the decryption oracle.

For IND-CCA security it is distinguished whether access to the decryption oracle is
only given before the adversary receives the challenge c or also afterwards. Throughout
this work when we speak about IND-CCA security we mean the latter case. Through-
out the literature this is also often referred to as IND-CCA2 security.

We have already stated that perfect secrecy is only achievable if the key is at least
as long as the message to be encrypted. Modern cryptography takes the approach
of showing that breaking a cryptosystem leads to an algorithm that enables the at-
tacker to solve a well understood provably complex/hard mathematical problem. An
algorithm efficiently solving the underlying mathematical problem an algorithm effi-
ciently breaking the cryptosystem consequently cannot exist. A proof for the security
of a cryptographic scheme is called a proof by reduction. Once such a proof has been
accomplished the designer of the scheme chooses the parameters of the cryptosystem
such that the best known attack has a complexity of 2%, where \ denotes the security
level of the scheme. Provably complex problems are for example NP hard and NP
complete problems. The assumption that needs to be made here is that the complex-
ity classes P and NP are not equal. Proving or disproving this assumption is one of
the famous Millenium problems. For more information on the Millenium’s problems
see for instance [CJWO06].

2.5.3 Public Key Cryptography

So far we have only considered private key encryption schemes for which the key for
encryption and decryption are the same. This implies that the communication parties
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need to share this key via a secure channel, i.e. by meeting in person and exchanging
a storage medium containing the key prior to using the encryption algorithm.

In many applications this procedure is undesirable and to circumvent the problem
of secret key distribution public key cryptography has been invented. The main idea
has already been found in 1974 by Ralph Merkle (publication in 1978 [Mer78]) which
inspired Whitfield Diffie and Martin Hellman [DH76] in the construction of a scheme
that securely establishes a secret key even though they do not have any pre-shared
information and their entire communication can be eavesdropped by an attacker. The
security of the Diffie-Hellman key exchange relies on the hardness of the discrete
logarithm problem (DLP) in cyclic groups.

Definition 2.38. A public key encryption scheme consists of the three PPT-algorithms
(Gen, Enc, Dec).

1. The key generation algorithm Gen takes as its input the security parameter A
and outputs the private (secret) key sk and the public key pk.

2. The encryption function takes as its input a plaintext m and the public key pk
and outputs ¢ == Enc(m, pk).

3. The decryption function takes as its input a ciphertext ¢ corresponding to a mes-
sage m and the private key sk and computes m = Dec(c, sk).

The correctness of the scheme is defined analogously to private key encryption schemes
(Definition 2.34).

In 1978 [RSAT78| Rivest, Shamir and Adleman proposed an encryption scheme with
two keys, one of them being public and the other one being private for each commu-
nication participant. The public key is used within the encryption while the private
key is used within the decryption algorithm.

RSA can be used to encrypt messages with another parties public that can then only
be decrypted with the corresponding private key. Furthermore, it is possible to use
the scheme to share the key of a private key encryption scheme over an insecure com-
munication channel. The second application is perhaps the more common application
of the scheme. Practice has shown that symmetric encryption schemes achieve better
parameters and implementation complexity than asymmetric ones. The security of
the RSA cryptosystem relies on the hardness of integer factorization.

2.6 Post-Quantum Cryptography

The security of most currently deployed asymmetric encryption schemes as well as
digital signatures is based on the hardness of integer factorization or the discrete log-
arithm problem. In 1994, Shor developed quantum algorithms that are able to solve
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both of these problems in polynomial time with respect to the size of the integer
to factorize or the size of the group over which the discrete logarithm problem is
defined [Sho94; Sho99]. Quantum computers with a sufficient amount of qubits to
actually break schemes like RSA do not exist yet. However, driven by companies like
Google and IBM significant progress has been made recently. Hence, it is essential
to develop post-quantum (PQ)-secure cryptographic schemes due to the requirement
of long-term security for devices that are hard to update (e.g., satellites). Further-
more, investigation of cryptographic schemes and the development of hardware and
software implementations is a challenging task which requires time and effort of the
cryptographic community. Another quantum algorithm for which there exists no effi-
cient classical counterpart is the one by Grover [Gro96]. This one however only halfes
the complexity exponent, i.e. brute-forcing an exponentially large space still takes
exponential time. To take this possiblity for an attacker into account it suffices to in-
crease the parameters of cryptographic schemes accordingly. For symmetric encryption
schemes or hash functions this usually results in doubling the key sizes.

Due to the developments of Shor, the cryptographic community has been show-
ing vast interest in finding cryptographic algorithms for which the security is based
on the hardness of alternative mathematical problems other than integer factoriza-
tion and the discrete logarithm problem. There were several approaches introduced
or rediscovered. There are constructions on various hard mathematical problems.
We mention algorithms based on hard problems in coding theory [McE78; ABC*22;
MAB*18; ABB*22|, on problems related to isogenies [DFKL*20], on the hardness of
breaking hash functions [BHK'19] and on hard problems related to lattices [ABD*21;
LLJ"17a; AABT19; DKRV18; HPS98; BDK'18; FHK'18]. In this work we focus on
lattice based key encapsulation mechanisms.

2.6.1 Lattices

This section gives a brief introduction into lattices and hard mathematical problems
related to them. For a more elaborate discussion on lattice based cryptography we
refer to [HPSS14, Chapter 7.

A lattice is a discrete subgroup of the n-dimensional Euclidean space R™ equipped
with the standard Euclidean distance and the standard scalar product.

Definition 2.39. Let by,...,b,, be a set of m < n linearly independent vectors in
R™. A lattice L specified by those vectors is defined by

L= {V eR":v= Zaibi, o; € Z} . (267)
i=1

Notice that in contrast to a vector space over R" the coefficients forming the linear
combination specifying the elements in £ are taken from the ring Z instead of the field
R.
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There exist several computationally hard problems related to lattices. The following
ones have been introduced in [Ajt96]. For an explanation on the complexity classes
mentioned in the following see for instance [AB09).

Definition 2.40. The shortest vector problem (SVP) is the problem of finding a

nonzero vector of shortest Euclidean magnitude in a lattice L given a basis {by, ..., by},
i.e.
s = argmin||v||y . (2.68)
veLl

The shortest vector problem is NP-hard under randomized reductions [Ajt98], [GM02,
Chapter 4].

Definition 2.41. Let v. € R™\ L and let a basis for L be given by {by,...,b,}.
The closest vector problem (CVP) is defined by the task of finding the vector ¢ that is
closest in Fuclidean distance to v, i.e.

c = argmin|v —v'[|5 . (2.69)
v'eLr
The closest vector problem is NP-complete [GM02, Chapter 3]. Furthermore, it
has been shown in [GMSS99] that approximating SVP is not significantly harder than
approximating CVP.

Definition 2.42. The shortest independent vector problem (SIVP) is the problem of
finding the shortest basis of a lattice. We define the length of a basis by the Euclidean
length of its longest vector.

This problem is NP-hard even in the slightly relaxed form of asking for an indepen-
dent set of lattice vectors that is longer than the shortest possible one by a constant
factor ae > 1 [BS99].

In [AD97] Ajtai and Dwork proposed a cryptosystem whose security is based on
the hardness of the unique-SVP which is closely related to the SVP (Definition 2.40).
Furthermore, in this work it has been shown that for the underlying lattice problem
there exists a so-called worst-case to average-case reduction. This means that the
existence of an efficient algorithm for solving a random instance of the problem implies
the existence of an efficient algorithm for solving the worst instance of the problem.

2.6.2 LWE, RLWE and MLWE Problem

Because reducing the security of cryptographic schemes directly to the lattice problems
specified in Definitions 2.40,2.41 and 2.42 the Learning With Errors (LWE) problem
has been introduced by Regev in [Reg05; Reg09]. Practice has shown that it is easier
to design cryptosystems and to reduce the security to the hardness of LWE rather
than to one of the aforementioned lattice problems. We define the LWE problem and
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two of its variants; the Ring Learning with Errors (RLWE) and the Module Learning
with Errors (MLWE) problem below.

Definition 2.43 (LWE problem). Consider a set of samples of the form
(@i, b; = a;s+¢€;), i=1,...,m, (2.70)

where the a; are drawn uniformly from Z, and s as well as e; are sampled from xj. The
decisional version of the LWE problem is defined as the task of distinguishing samples
drawn from the distribution specified in (2.70) from samples drawn from the uniform
distribution on Zq x Z4, where the problem shall be solved correctly with non-negligible
advantage compared to random guessing, i.e. the advantage should be lower bounded
by a function which is not negligible in the security parameter.

Definition 2.44 (RLWE problem). Consider a set of samples of the form
(aj,b; = a;s+e€;), i=1,...,m, (2.71)

where the a; are drawn from the uniform distribution on R, and s as well as the e; are
sampled from xi(R,). The decisional version of the RLWE problem is defined to be
the task of distinguishing samples drawn from the distribution specified in (2.71) from
samples drawn from the uniform distribution on R, x Ry, where the problem shall be
solved correctly with non-negligible advantage compared to random guessing, i.e. the
advantage should be lower bounded by a function which is not negligible in the security
parameter.

Definition 2.45 (MLWE problem). Consider a set of samples of the form
(ai,bi :ais—i—ei), 1= 1,...,m, (272)

where the a; are drawn from the uniform distribution on Rfl, s is sampled from Xk(Ré)
and the e; are sampled from xx(R,). The decisional MLWE problem is defined to be
the task of distinguishing samples drawn from the distribution specified in (2.72) from
samples drawn from the uniform distribution on Rfl X R4, where the problem shall be
solved correctly with non-negligible advantage compared to random guessing, i.e. the
advantage should be lower bounded by a function which is not negligible in the security
parameter.

The main contribution in Regev’s work is a reduction of the hardness of LWE to the
hardness of approximating SVP. Several cryptosystems are basing their security on
the hardness of LWE, e.g. [BCD*16]. The complexity of encryption and decryption of
those schemes can be improved for systems basing their security on the closely related
but more structured Ring Learning with Errors (RLWE) [LPR10; LPR13] or Module
Learning with Errors (MLWE) [BGV14] problems. Furthermore, the comparably large
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key sizes of LWE-based schemes can considerably be shrunk for RLWE /MLWE-based
schemes.

The hardness of RLWE can be reduced to the hardness of solving the (approximate)
SIVP in a subclass of lattices, so-called ideal lattices [LPR13] and the hardness of
MLWE can be reduced to the hardness of the (approximate) SIVP in module lattices.
Computations in RLWE/MLWE based schemes can be implemented by choosing their
parameters in a clever way such that it is possible to use the number theoretic trans-
form (NTT) for the required polynomial multiplications [AB75; DCRVV15; GFST12;
LSSR*15; PG14].

2.7 Physical Unclonable Functions

The following section is based on the introduction of [MXP*21].

2.7.1 Introduction to PUFs

Secure key generation and storage are the foundation for secure cryptographic opera-
tions. As a wide range of integrated circuits does not have access to secure key storage,
Physical Unclonable Functions (PUFs) evaluate physical properties of a circuit to de-
rive a unique fingerprint and thus generate a device-specific cryptographic key. A PUF
can be seen as the fingerprint of a physical object [Mael2; HYKD14], emanated from
minuscule manufacturing variations that vary from object to object. This physical
fingerprint can, hence, contribute to a hardware root of trust for security applications,
such as authentication or identification of a device, and also the generation of a key
for cryptographic primitives.

Commonly used solutions to generate a PUF are silicon PUFs such as SRAM, Ar-
biter or Ring Oscillator PUFs [HYKD14] that bury the secret deeply inside a chip to
bring the security of the key storage to the same level as the remaining chip while
remaining fully CMOS compatible. Those measures force attackers to use advanced
failure analysis techniques like electro-optical probing [LTBS16] or focused ion beams
[HBNS13] to successfully attack the system. The aforementioned attacks go beyond
the typical attacker model applied for example in the IoT such that PUFs offer effective
and cost-efficient solutions to increase teh security of embedded systems.

2.7.2 SRAM PUF

As an example we are now considering the SRAM PUF in more detail. SRAM is widely
available on embedded devices and a popular PUF primitive [GKST07]. Upon power-
up, the state of SRAM cells is not deterministically defined, however they will almost
always start up in the same state. Due to manufacturing variations in the coupled
inverters forming the SRAM cell, the state of a particular physical SRAM cell on a chip
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Figure 2.3: Simplified schematic of a key generation scheme based on a PUF.

will randomly be “0” or “1” but remain almost constant for each power-up. Multiple
SRAM bits can therefore be grouped into a (randomly distributed) PUF-response.

Even though for a single device the content of the SRAM cells after power up is
almost the same this behaviour is still insufficient. It is essential for cryptographic
functions that any change at the input completely changes the output, hence it is
essential that the reconstruction of the PUF values is precise.

2.7.3 Helper Data Algorithm

In the following we present a widely used method to integrate error correction ca-
pabilities into the generation of a cryptographic key using PUFs. We refer to this
methodology as the helper data algorithm (HDA) [DRS04a]. A block diagram for the
helper data algorithm is shown in Fig. 2.3.

The PUF response X", in this example the content of multiple SRAM cells after
power up, is measured during the manufacturing process of the device, which is referred
to as enrollment. Furthermore, during the enrollment a random number R is sampled
from a True Random Number Generator (TRNG) which is used to select a codeword
C at random from an ECC and the helper data W™ is computed according to Wn =
C + X". This helper data is published, e.g., in an external storage on the embedded
system. Notice that the amount of SRAM cells corresponds to the length of the code
in this case. We remark that additions and subtractions in this section are usually
performed within the finite field over which the ECC is defined.

The goal of the helper data algorithm is to obtain the PUF response measured during
the enrollment at another time when the PUF is measured again. We call this process
reconstruction. The PUF measurement during the reconstruction phase is denoted
by the random variable Y". Using the helper data W we compute C' := Wn—yn,
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Since Y™ does not have to be equal X" even if the same device is used during the
reconstruction phase we have that ¢ = C' + E", where E” = X™ — Y denotes the
error vector. If E™ is of sufficiently small weight, the codeword is correctly decoded.
We denote the decoder’s output by C. We then estimate the PUF response after
applying error correction X" by computing X" = W" — C.

The purpose of the helper data algorithm can be abstracted to the fact that it is not
possible to perform coding over the channel from X™ to Y specified by the probability
mass function Py x»(y"|2") as those values are the outputs of the PUF measurement
without inherent structure. This channel is a function of the measurement noise and
potential temperature dependence or aging effects. The helper data algorithm enables
the integration of a structured ECC that can be chosen by the designer. This enables
error correction within the reconstruction phase. Notice that the elements of the
codeword C' and the first estimate before decoding C' are connected by virtually the
same channel is C' and X" as well as C and Y™ differ only additively by the helper
data W™. From the construction it also becomes obvious that the security level of
the helper data scheme is upper bounded by the code dimension of the ECC in bits
as this is simply the brute force complexity. The length of the code on the other
hand determines the required length of the PUF-response and hence can be directly
associated with the hardware complexity of the PUF, i.e. via the required number of
SRAM cells for an SRAM PUF.

To remove any bias from the PUF-response, frequently the generated secret key is
not equal to the PUF-response X" but corresponds to the hash-value of X™ using
a cryptographically secure hash-function. In general an approximate reconstruction
of X™ is insufficient for key derivation because slight changes at the input of crypto-
graphic functions, e.g. via the key, typically already lead to substantial changes at the
function’s output.

2.7.4 Relation to Secret Sharing Using Common Randomness

Recalling the secret sharing problem using common randomness presented in Sub-
section 2.2.2 and comparing it to the problem of reconstructing the value of a PUF
during the reconstruction phase that has previously been measured throughout the en-
rollment phase, we observe that the problems are almost equivalent. This equivalence
is outlined in the following.

The PUF responses during enrollment X" and reconstruction Y™ can be interpreted
as n samples from a source of common randomness specified by a joint distribution
Pxy. Notice that in this model there is no adversarial output Z for the moment. The
helper data for reconstruction W which is published by the helper data algorithm
can be interpreted as data being sent over the public channel by the terminal having
the enrollment data X™ (Alice in the secret sharing scenario). The reconstruction
measurement data Y™ (Bob’s share of the source of common randomness) is then used
together with the message W™ received from the public channel. For a random code
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with codewords that are iid sampled from the uniform distribution over the range
of the RV X, the achievability proof sketch of Theorem 2.6 shows that the helper
data scheme achieves the secret key capacity for the secret sharing problem using the
resulting correlated source emanating from the PUF reconstruction problem. Notice
that it is not possible to perform forward and backward transmissions over the pub-
lic channel in this equivalence between secret sharing using common randomness and
the PUF reconstruction problem. In the asymptotic setting it has been shown that
one-way communication suffices to achieve the secret key capacity. In the finite block-
length regime this is unclear or even suggested not to hold (see Section 2.2.2). The
construction achieving the secret key rate in Theorem 2.11 requires two-way commu-
nication over the public channel. Hence, it is unclear whether it is possible to generate
a (possibly different) helper data scheme such that the rate in Equation (2.52) can be
achieved for the coderate of the ECC. In fact, it is not obvious whether the helper
data algorithm is optimal in maximizing the achievable rate if we restrict ourselves
to one-way communication over the public channel. This question however is out of
scope of this thesis.

2.7.5 Helper Data Algorithm for Analog PUFs

In contrast to a PUF outputting digital values like in the SRAM PUF, the output of
analog PUFs cannot be directly used in the helper data algorithm introduced in Sec-
tion 2.7.3. Therefore, during the enrollment phase the analog PUF output X" needs to
be quantized by an input quantizer and S™ = Q(X"). Furthermore, additional helper
data is generated from X" for the quantization required in the reconstruction phase.
We denote this function by ¢g and the resulting quantization helper data by W", in
particular W™ = g(X™). A blockdiagram illustrating the additional quantization and
helper data generation steps is given in Fig. 2.4. Input quantization and helper data
generation are performed elementwise. With slight abuse of notation we sometimes
also write Q(X) for the quantization of a single PUF value throughout this thesis.
g(X) is treated the same way. We denote the codomain of ) by 8™ and the codomain
of g by W". The quantization helper data W™ is published while S™ forms the key
or is the preimage of the key via a cryptographically secure hash function and hence
is kept secret. Like in the discrete case an ECC is fixed and a random number R
sampled from a TRNG determines a codeword C. Similar to digital PUFs the helper
data algorithm computes and publishes Wn=C+ 5m

During the reconstruction phase the user measures the PUF again. We denote the
outcome of this measurement by Y. From the quantization helper data W" an output
quantizer is derived which is then used to output an estimate S of S™. The remaining
steps are analogous to the discrete case. Basically the decoder is used to decode the
erroneous codeword C' = W™ — §". Then the decoder outputs C and S =Wn"—C is
computed. The key will be correctly recovered if S™ = Sn.

Since the quantization helper data W™ is derived directly from the PUF measure-
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Figure 2.4: Key enrollment and key reconstruction for analog PUFs

ment during the enrollment phase X™ and so is the secret S™, it has to be assured
that from the public W™ it is impossible to derive information about S™. The next
section therefore deals with establishing quantization helper data that does not leak
information about the secret S™.

2.7.6 Zero Leakage Helper Data

Next we give the definition of zero leakage for helper data algorithms. This is the
notion that we are aiming at for the generation of the quantization helper data in
analog PUFs.

Definition 2.46. A helper data algorithm is defined to have zero leakage if the PUF
response (after quantization) S™ and the quantization helper data W™ are stochastically
independent, i.e.

Pgnjpn (s"|w™) = Pgn(s"), ¥s" € 8", w" € W" .

Sufficient and necessary conditions for helper data featuring zero information leakage
about the secret are given in [GSVL16]. In this work it was shown that it is possible to
construct a zero leakage helper data scheme using a function g on the PUF response
to generate the helper data scheme, having the following properties:

1. g is strictly monotonous function (and therefore an injective) function from each
quantization interval to the domain of the helper data W.
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2. Any other function g* generating the helper data cannot lead to a better recon-
struction performance or does not have the zero leakage property.

The main result that we are using from [GSVL16] is given below:

Theorem 2.13 (Thm. 4.8 [GSVLI16]). Let g be monotonously increasing on each
quantization interval Ay, with g(Ag) = ... = g(An_1) = W, where N denotes the
number of quantization levels. Let x; and x, be from different intervals with g(x;) =
g(xy). Then in order to satisfy zero leakage the following condition is sufficient and
necessary:

Fx(z) — Fx(q)  Fx(zu) — Fx(qu)

D¢ Pu

where q; denotes the left border of the interval A; and p; denotes the probability that
X is sampled to be in Ay, i.e. py = Pr(X € Ay). Analogous statements hold for q,,
A, and p,.

, (2.73)

We refer to points xy, z, from different quantization intervals leading to the same
helper data as sibling points. As mentioned in [GSVL16] Theorem 2.13 also leads to a
natural way of computing helper data via

W= g(Trw) = FX(xt’w)pt— Fx(a) , (2.74)

where z;,, denotes the point within the interval A; leading to a helper data value of
w. This is not the only optimal way to define the helper data but there is no way
that leads to better performance during reconstruction while keeping the zero leakage
property. Therefore, we take this approach for computing helper data throughout this
work.

Lemma 2.3 ([SAS17] Lem. 1). The distribution of the helper data defined in equa-
tion (2.74) is the uniform distribution over the interval [0, 1], i.e.

fur(w) = {1 for w € [0,1] (2.75)

0 otherwise .

Note that this construction facilitates to use the previously discussed equiprobable
and equidistant input quantizations into zero leakage helper data algorithms.

In order to obtain the estimate S from the measurement during reconstruction Y
the helper data is used to generate another quantizer. Its interval borders depend on
W. For an equiprobable quantization, meaning that the input quantizer is formed
such that S is uniformly distributed over its range, the construction of the output
quantizer is also given in [GSVL16].

The more general case for arbitrary input distributions has been investigated in
[SAS17]. The authors present an output quantizer for zero leakage helper data that
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we are also using in the following. The computation of the interval borders of this
quantizer is given in Theorem 2.14. We refer to Remark 2.9 for a more specific state-
ment on what is meant by p,_1 & p;.

Theorem 2.14 ([SAS17] Thm. 1). Let the values 7o, ..., Ty denote the interval borders
of the output quantizer used to obtain S from Y and let p,_1 € py. Let 1o = —o0
and Ty = oo. Let g; ' (w) be the unique value x in quantization interval t such that
g(x) = w. Then choosing T iteratively starting from following equation (2.76) gives
the best reconstruction estimate for zero leakage helper data.
pi— _ _

(%), gth(w) +a(w)
—1 —1 ON + 9
9 (W) — g1 (w)

Ty =

(2.76)

Remark 2.8. Notice that the choice for the output intervals given in Theorem 2.1/ is
consistent with Theorem 5.2 in [GSVL16] for uniform S.

Remark 2.9. If p; < ps_1 holds the symbol s € S may be suboptimal irrespective of
the channel output. This happens because the a-priori probability ps of the symbol s is
so large that for the equality point T, splitting the decision regions between the symbols
s—1 and s it holds that T, < T5_1. If this happens the output quantizer has only |S|—1
symbols and we compute

. In (=) 2, Gon(w) + g7t (w)
T = 1 1 (N + .
9s (w) - gsfl(w) 2

(2.77)

In case 7" < T,_9 we repeat the procedure. In this case the quantizer has only |S| — 2
symbols.

The computation of the output intervals can either be done during the reconstruction
phase or within the enrolment phase. In the latter case the helper data is not a single
number w € [0,1) but rather the set of all interval borders 7. This means that one
can trade computational complexity during the reconstruction phase against storage
consumption within the device, where the helper data needs to be stored.

Remark 2.10. Observe that the reconstruction quantizer depends on the distribution
of S. This distribution in turn depends on the input quantizer and since S depends on
the reconstruction quantizer we have the peculiar case that the conditional pmf Pg
in general depends on the input distribution Ps.

‘S7W
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Information and Coding Theoretic
Analysis of Learning With Errors
Based Cryptosystems

Abstract

Several cryptosystems based on the Learning with Errors (LWE) problem and its vari-
ants have been proposed within the NIST post-quantum cryptography standardization
process, e.g., Kyber, Newhope, Frodo, LAC. All previously mentioned schemes have the
drawback of a non-zero decryption failure rate (DFR). The combination of encryption
and decryption for these kinds of algorithms can be interpreted as data transmission
over a noisy channel. In this chapter we analyze the capacity of this channel. We show
how to modify the encryption schemes such that the input alphabets of the correspond-
ing channels are increased. In particular, we present lower bounds on their capacities
which show that the transmission rate can be significantly increased compared to stan-
dard proposals in the literature. Furthermore, we investigate the problem of reducing
the size of the ciphertext for a fixed number of plaintextbits, e.g., 256 bits for an AES
key. We present results for the parameter sets of several cryptosystems. We use finite
blocklength information theoretic concepts and BCH codes to obtain lower bounds on
the plaintext bits per ciphertext bit that can be securely transmitted over the channel

in case only one LWE block is considered.

The lower bound on the channel capacity of the channel resulting from the concatenation
of encryption and decryption presented in this work has been published in the Trans-
actions on Information Forensics and Security [MPWZ22]. This work deals with the
mazimization of the plaintextbits per ciphertextbit or similarly with the mazimization of
the asymptotic rate of the LWE channel. Parts of this work furthermore have been pub-
lished in the proceedings of the 2020 Information Theory Workshop (ITW) [MPWZ21].
The results on minimizing the ciphertext and keysizes while maintaining the security level
for the secure transmission of 256 bit have been accepted for the 2024 IEEFE Information

Theory Workshop (ITW).
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3.1 Introduction

In 1994, Shor showed that cryptographic schemes that base their security on the
hardness of integer factorization and the discrete logarithm problem are vulnerable
against attackers having access to large scale quantum computers [Sho94; Sho99]. Due
to this vulnerability, in 2016 at the PQCrypto conference, the National Institute of
Standards and Technology (NIST) announced a competition for which cryptographers
all over the world were invited to submit key encapsulation mechanisms (KEMs) and
digital signatures that withstand quantum attackers [Moo020; Nat].

Several algorithms proposed within this standardization competition base their se-
curity on LWE or its variants RLWE and MLWE. This chapter investigates ways to
improve the parameters of these schemes without reducing their security level.

It is possible to choose the parameter sets of LWE/RLWE/MLWE based public key
encryption schemes such that the decryption of the ciphertext never fails, i.e. the
concatenation of encryption a message with the public key and subsequent decryption
using the private key outputs the original message. Although this property is desir-
able, there are practical reasons why a non-zero (but very small) decryption failure
rate (DFR) is permitted by several algorithms (e.g., 2717 for the Kyber1024 param-
eter set). It significantly reduces key sizes, the size of the ciphertext (for the same
message length) and the complexity of the encryption and decryption algorithms. A
low decryption failure rate is not only essential since retransmissions cost data rate
but they also provide information for an attacker that tries to break cryptosystems
[JJ00; HGNP*03; GNO7; Flul6]. A possible measure to decrease the DFR is to use
suitable error-correcting codes (ECC).

In [LKNT19] it was suggested to interpret the LWE-based cryptographic scheme
Frodo [BCD'16] as a digital communication system. Exchanging messages between
two parties in a secure manner using LWE/RLWE/MLWE based algorithms can also
be considered as data transmission over a noisy channel, in the following referred to
as the LWE/RLWE/MLWE channel. Consequently, we can find the channel capac-
ity of this cryptographic channel by using Shannon’s noisy channel capacity theorem
presented in [Sha48]. To our knowledge, our works [MPWZ21; MPWZ22] are the
first that analyze the capacity and other information-theoretic properties of this chan-
nel. In [RTA18] polar coded LWE-based symmetric key encryption schemes as well as
wiretap coded LWE-based encryption have been investigated, while in this work we
analyze LWE/RLWE/MLWE-based public key encryption schemes.

For an analysis on the impact of ECCs in NewHope Simple [ADPS16] see [FPS18].
In their work the effect of using a BCH code, an LDPC code and their concatenation
is analyzed. However, only the influence of one specific BCH code is analyzed whereas
in this work we optimize the BCH parameters with respect to different alphabet sizes.
The BCH code construction presented in [MPWZ22| that is also shown in this thesis
has later been improved by adding Gray Coding and vector quantization [BHK'22].

The analysis presented in this work provides a framework and can be applied to
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various LWE/RLWE/MLWE based schemes. The objective of this framework is either
to maximize the achievable rate of the channel or equivalently to maximize the amount
of plaintext by a fixed amount of ciphertext bits or to minimize the ciphertext size
for a fixed amount of plaintext bits as well as minimizing the sizes of private and
public key. Maximizing the amount of plaintext per ciphertext bit especially makes
sense if the public key encryption schemes shall be used to transmit large amounts
of data over a public channel. The more common scenario however is to use public
key cryptography to share a private key of a symmetric encryption scheme, e.g., AES
[DRO8], and then to encrypt the data transfer between the communication parties
using symmetric encryption before sending it over the public channel. In this work
we consider that the KEM is used to share a 256 bit key. We present asymptotic and
finite length results utilizing the normal approximation and the RCU bound [PPV10)]
showing that ciphertext and key sizes can be significantly reduced.

For the analysis we chose to consider Kyber [ABD*21; BDK*18] and NewHope
[AAB*19] within the main part of this chapter and for some results only Kyber. The
reason for these choices is that we consider Kyber the most relevant scheme as it
has been selected for standardization whereas NewHope has already been practically
examined by Google as a candidate to achieve post quantum secure communication
[Bral6]. Furthermore, we provide some results for Frodo [BCD*16; ABD*20] and LAC
[LLJ*17a] in Appendix 3.C to show that it the framework can easily be applied to other
relevant schemes. The two other lattice-based schemes NTRU [HPS98; CDH™| and
Saber [DKRV18; BMD™] are both still part in the Round 3 of the NIST PQC. However,
our framework can only be applied to schemes that with non-zero DFR. Therefore, we
did not consider NTRU as the parameter choices for this scheme are designed such that
decryption failures are impossible. Saber is a Learning with Rounding (LWR)-based
scheme and the noise creation is therefore significantly different from the schemes
considered in this work.

3.1.1 Outline

In Section 3.2 the general structure for many RLWE/MLWE-based public key encryp-
tion schemes is presented. In Section 3.3, we show how to connect RLWE/MLWE-
based cryptosystems to communication theory in the Shannon sense. The conse-
quences of these results naturally leads to the information-theoretic analysis presented
in Section 3.4. In this section we also show how to bound the decryption failure rate
of RLWE/MLWE-based schemes under the assumption of stochastically independent
coefficient failures. In Section 3.5 we show the results for maximizing the achievable
rate obtained by the previously introduced lower bound while in Section 3.6 we show
the asymptotic results for the problem of transmitting 256 bit per MLWE block in Ky-
ber. Section 3.7 deals with maximizing the achievable rates of the considered schemes
and with the minimization of the decryption failure for fixed minimal bitrates using
practical ECCs. In Section 3.8 we present finite blocklength achievability bounds on
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reducing the ciphertext size of Kyber using the normal approximation as well as the
RCU bound. Finally in Section 3.9 we sum up the results and conclude the chapter.

3.2 RLWE/MLWE-Based Cryptography

3.2.1 Ciphertext Compression and Decompression

Within the MLWE /RLWE based cryptographic schemes coefficients of polynomials are
frequently compressed to reduce the size of the generated ciphertexts. At the receiver
a decompression function is applied. Since the compression is lossy, the concatenation
of compression and decompression only approximates its input.

We denote the output of the compression function on input z by z’. The compression
function compresses each coefficient down to d. bits and is defined by

2 = comp,(z,d.) = [%J mod 2% . (3.1)

We denote the output of the decompression function on input 2z’ by z”. The decom-
pression function is defined by

2" = decomp, (¢, d.) = [’;/de : (3.2)

The inputs to comp, and decomp, are to be represented in the range {0,...,q — 1}.
We define both functions also for vectors of polynomials in R, by applying them
separately to each polynomial. The exact specification of the ciphertext compression
within NewHope and Kyber can be found in [ADPS16] and [ABD*21], respectively.

3.2.2 Public Key Encryption Based on MLWE /RLWE

We consider the scenario that Alice would like to transmit a message to Bob using a
public key encryption scheme. In order to do this, Bob generates a key pair (pk, sk)
consisting of a public key pk and a secret key sk. The public key is then used by Alice
to encrypt a message m to obtain a ciphertext ¢ which she sends to Bob. Bob then uses
his secret key (private key) sk and the ciphertext ¢ to obtain an estimate (remember
decryption may fail with very small probability) for the message m. Each public key
encryption (PKE) scheme is composed of three functions: key generation, encryption,
and decryption. The first one generates the required public and private keys, the
second one is for encryption and the last one is for decryption. The basic building
blocks for RLWE/MLWE-based schemes are presented in Algorithms 1, 2 and 3.
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Algorithm 1: Key Generation
Input: n,q, k, 1

1 AL RéXl

2 s,e xe(RE)

3b+ As+e
Result: pk = (A,b), sk =s

Algorithm 2: Encryption
Input: pk = (A,b), m e M, (n,q,k,1), d,,d,
1 8, € & Xk(RfI)
¢ & xi(Ry)
3u+ ATs ¢
4 v < bl's’ + " + Encode/Map(m)
5 u’ < comp,(u,d,)
6 v' < comp,(v,d,)
Result: ¢ = (u/,v')

N

Algorithm 3: Decryption

Input: ¢ = (uv',v'), sk = s, (n,q,k,1), dy,d,
1 u” « decomp,(u’, d,)
2 v < decomp, (v', dy)
3 1m <+ Demap/Decode(v” — sTu’)

Result: m

Within RLWE/MLWE based cryptosystems the parameter n denotes the number
of coefficients within the polynomials of the ring R, ¢ denotes coefficient modulus of
R, k parametrizes the error distribution (e.g., controls its variance) and [ specifies the
dimension of the matrices and vectors used within the algorithms. For RLWE based
schemes it holds that [ = 1. Additionally, in some RLWE-based (e.g. [AAB*19]) or
Module-LWE based schemes (e.g. [ABD*21]) a technique called ciphertext compres-
sion is used to reduce the size of the ciphertext. In comparison to schemes which are
based on the Learning with Rounding problem [BPR12] (e.g., [DKRV18], [BGML™18]),
ciphertext compression for RLWE or MLWE-based schemes plays only a secondary role
concerning the security of the encryption schemes.

3.2.3 Key Generation, Encryption and Decryption

For the following description of key generation, encryption and decryption it is valid
to consider RLWE-based scheme as MLWE-based scheme with parameter [ = 1. The
random elements sampled in the presented algorithms are either sampled from the
uniform distribution or from the error distribution.

The key generation for RLWE/MLWE based schemes is shown in Algorithm 1. First,
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a matrix A is sampled uniformly from R\, Then the vectors s and e are sampled
from Xk(RfI) to compute b = As+ e. The public key is defined to be pk = (A, b) and
the private key is defined to be sk = s.

We denote the set of possible messages by M. The encryption for RLWE/MLWE
based schemes is shown in Algorithm 2. It involves apart from sampling polynomials
according to predefined distributions and simple algebraic operations only ciphertext
compression and the encoding and mapping of the message m € M via the function
Encode/Map. To encrypt m, we first need to transform it into a polynomial in R,. We
have a certain flexibility in the choice of the encoding and decoding functions which
can be used to reduce the overall decryption failure probability of the scheme. Within
the encoding step several algorithms utilize error-correcting codes (ECCs) to reach the
required DFR of the scheme, thereby achieving the desired security level. For example
BCH codes are deployed in LAC [LLJ*17a] and NewHope [AAB™19] uses a repetition
code of length 4. Thus, a message that can be represented by k bits is encoded by an
ECC of length at most n, with n being the number of coefficients of a polynomial in
Ry Commonly the mapper takes the codeword and converts it into a polynomial in
R, by multiplying each bit of the codeword by |¢/2] using the resulting sequence as
the coefficients of the polynomial in sequential order.

The resulting ciphertext ¢ consists of the tuple (u’,v') € Rfl X R, and is computed
according to Algorithm 2. The steps to obtain them only involve sampling from y; and
some finite field arithmetic in R,. The decryption of RLWE/MLWE based schemes
is depicted in Algorithm 3. Bob first decompresses the ciphertext using decomp, and
then computes

Tu" =v+cy, —s"(u+cn,)
—_ eTS’+e”—sT(e’+cNu)

+ ¢y, + Encode/Map(m) (3.3)

v — s

using his private key s. We define the compression noise terms ¢y, = u” — u and
similarly cy, := v” —v. We split the result in equation (3.3) into two components:
Encode/Map(m) and e”s’+¢” —s” (e’ +cn, ) +cn,, where the latter can be interpreted
as a noise term composed of terms sampled from the error distribution and compression
noise terms.

Since all polynomials occurring within the noise are either caused by ciphertext
compression or sampled from xy, it is likely that the coefficients of the noise are small
in magnitude as long as the compression is not too strong. In order to decrypt the
ciphertext, the quantity v” — s”u” is computed and used as the demapper’s input.
Arguably the simplest demapping strategy was chosen for LAC. For this scheme the
demapper examines whether the i-th coefficient (v — s u”); is closer to 0 or to |g/2]
modulo ¢. If the demapper’s input is closer to |g/2| for the respective coefficient

then the demapper outputs 1 for the respective index ¢ in the binary output vector
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d=(dy,...,d,) € Z3, otherwise it outputs 0.

0 {0 if (v — sTu");| < |4]

1 otherwise

In that sense we have defined a hard decision strategy.

Definition 3.1. We refer to the event that d; # (Encode(m)); as a coefficient failure
in the decoding procedure. We denote it by £ and use indices in case we specify the
respective coefficient.

To reach the required decryption failure rate the vector d is put into the decoder
afterwards (e.g. BCH decoder for LAC) which outputs an estimate of the message 7.
Even though for other schemes soft information (e.g. NewHope) is utilized within the
demapping/decoding steps, all procedures have in common that they inherently use
the fact that the coefficients of the noise are small in magnitude with high probability.

Definition 3.2. Let m be the message to be transmitted from the sender to its intended
recipient and let m be the output of the decoder at the receiver side. We define a
decryption failure to be the event that m # m and denote the probability of this event
as the decryption failure rate (DFR) of the scheme.

Remark 3.1. To reduce the size of the public key, it is common to construct the
matric A with a pseudo-random number generator (PRNG) using a seed obtained
from a true random number generator. If the PRNG is cryptographically secure, it
is computationally hard to distinguish the resulting matriz A from a uniform sample
on R Within NewHope [AAB*19] and Kyber [ABD*21] SHAKE128 is used as a
PRNG to generate A.

3.2.4 Analysis of the Noise

Lemma 3.1. The distribution of the ciphertext components before compression (u,v) =
(ATs' + €', sTATs' + eTs’ + €” + Encode/Map(m)) cannot be distinguished from the
uniform distribution on Rfl X Ry if the decisional MLWE problem is hard for the re-
spective parameter set (n,q,k,l). A similar statement holds for RLWE based schemes
if the decisional RLWE problem is hard for the parameter set (n,q, k).

Proof. The proof of this statement for RLWE/MLWE-based schemes is similar to the
security proof in the binary case in [LP11]. We recapitulate it here for the sake of
completeness. The result for the RLWE case follows by setting [ = 1.

Writing the ciphertext tuple before ciphertext compression ¢ as a column vector we

obtain
. f(u) (A, (€ 0
. <v> ) (bT) . (e) " (E”C"de/ Map<m>>

49



3 Information and Coding Theoretic Analysis of Learning With Errors Based
Cryptosystems

Due to the MLWE assumption (A, b) cannot be distinguished from a uniform sam-
ple on REIXl X Rf]. Therefore, by Definition 2.45 b’'s’ + €” can just be considered to be
an additional sample in (2.72). Thus, the ciphertext component v is indistinguishable
from a uniformly distributed element in R, by the MLWE assumption. Indistinguisha-
bility of w holds because u is by definition an MLWE sample. |

We consider the preimages for the output of the concatenation of compression and
decompression function of some input variable z, i.e.

Zj:={z € Z : decomp,(comp,(2,d.),d.) = j} . (3.4)

The sets Z; partition the set of possible inputs of the compression function [0, g — 1]
into disjoint sets, which are determined by the target bitlength of the compression d,.

Corollary 3.1. Let u” = decomp,(comp,(u,d,),d,) andv" = decomp, (comp,(v,d,),d,)
be the output of the concatenation of ciphertext compression and decompression for the
ciphertext components uw and v, respectively. Then it holds that the problem of distin-
guishing Pr(u|u”) and Pr(v;|v]) from the uniform distributions on the preimages of
decomp,(comp,(u,d.,),d,) and decomp,(comp,(v;,d,),d,), respectively, can be reduced
to the hardness of the decisional MLWE problem for (n,q,k,1).

Furthermore, let 2" = decomp,(comp,(z,d.),d.) be the output of the concatenation

of ciphertext compression and decompression for an input z € Zy. Then it holds that
Pr(z|2") =1/|2;].

Proof. According to Lemma 3.1 all values for v; can be considered equiprobable. Let
the set of preimages of decomp,(comp,(v;,d,),d,) be denoted by V;;. Each element
v; € V; ; leads per definition to the same output after applying the concatenation of
compression and decompression to it. Therefore, it holds for v; € V; ; that Pr(v;|v!) is
equal to the uniform distribution on the set V; ;. Virtually the same argument holds
for Pr(u,u”). |

Since we have a discrete setting the interval [0,q — 1] cannot be subdivided into
intervals of equal integer length (¢ is in fact prime for both NewHope and Kyber),
e.g., every v; is in some unique V; ; and to each V; ; there is an interval A4; associated
such that v; = j +a with a € A;.

Recall that the distributions of w and v cannot be distinguished from the uniform
distributions on Rfl and R, respectively, according to Lemma 3.1. Hence, the distri-
butions of the compression noise terms can be computed coefficient-wise. The resulting
distribution can be numerically computed by creating a histogram of the compression
noise for the procedure of using each z € {0,...,¢ — 1} once at the input of the
concatenation compression and decompression and dividing the resulting vector by q.

To compute the distribution of the noise we use the fact that the distribution of
the sum of independent variables can be computed by convolving their respective
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distributions. Thus, we show in the following that that the terms e’s’, s”(e’,cn,)

and cy, are stochastically independent with overwhelming probability.

Lemma 3.2. The set of terms e''s’, s7(€,en,) and cy, is stochastically independent
if there exists a triple of indices (i, j,w) € {1,...,1}* such that s;s., # 0 and s;s., # 0.

Proof. Recall that u = ATs’ + €’. It holds that

(ATs"); =" Ajsy . (3.5)

Jj=1

If one of the polynomials s # 0 for j € {1,...,l}, the sum in the equation above is
uniformly distributed on R,. This can be shown by considering that we have a uni-
formly distributed summand for each polynomial coefficient and the assertion follows
in accordance with the security proof for a one-time pad. Since the A;; are uniformly
distributed, the ¢y, is independent of e, €” and s and furthermore independent of s’
and e’ under the condition that s’ # 0.

In a very similar fashion it follows for cy, that it is independent of e’ and independent
of s,8" e e if a pair (i,7) € {1,...,1}? exists such that 5;87 # 0 by examining

I
STAT = Z Z SiA]'iS;- . (36)

i=1j=1

Since s;s; # 0 there is a non-zero coefficient within this product, say the coefficient
with index p. Notice that this coefficient is multiplied with different coefficients of Aj;
for each coefficient of the product siAjis;.

Next we show the independence of the compression noise cy, with respect to the
other noise terms. The existence of indices 4, j,w such that s;s), # 0 and s;s,, # 0
implies that cy, is decoupled from ecp, by the one-time pad property. This holds
because uniformly distributed elements of different rows in AT contribute to the sum
in equation (3.6). [ ]

Corollary 3.2. Let an RLWE based scheme with parameters (n,q,k) and only ci-
phertext compression in v be given. If it holds that ss’ # 0, then the noise distribution
can be computed by convolving the distributions of the difference nosie terms and the
compression noise cy, .

Proof. This statement can be proved similarly to the statement for the compression
noise cy, of Lemma 3.2. |

The necessary conditions for Lemma 3.2 and Corollary 3.2 hold with overwhelming
probability for the parameter sets of Kyber and NewHope considered in this work.
Therefore, we neglect the unlikely event that the conditions for Lemma 3.2 or Corol-
lary 3.2 do not hold in the following. The analysis for the validity of this statement
can be found in Section 3.A and Section 3.B.
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3.2.5 Transforming the Public Key Encryption Scheme into an
IND-CCA2 Secure KEM

A common requirement for key-encapsulation mechanisms (KEMs) is IND-CCA2-
security. As a reference for explanation of different security notions we refer to [KL21].
In [HHK17] a modular analysis of the Fujisaki-Okamoto transform [FO99] is presented
which enables the transformation of an IND-CPA secure PKE scheme into an IND-
CCA secure KEM. The authors also address the event of having a non-zero the de-
cryption failure rate. To obtain the desired security level the authors mention that a
small decryption failure rate is still very important. For a security level equivalent to
AES256 for NewHopel024 [AAB*19] the decryption failure rate is upper bounded by

27216 and for Kyber1024 [ABD"21] the decryption failure rate is upper bounded by
27174‘

3.3 The RLWE/MLWE Channel with Increased
Alphabet Size

3.3.1 Channel Model

The encryption and decryption procedure of RLWE-based and MLWE-based cryp-
tosystems can be interpreted as the transmission of symbols over a communication
channel with additive noise. The corresponding channel models which we call the
RLWE channel and the MLWE channel are illustrated in Fig. 3.1. The sender’s goal
is to transmit a message m contained in the message space M reliably to the receiver.

The input to this channel as well as its output is a polynomial in R,. The additive
noise on the channel follows the same distribution as the noise term within equa-
tion (3.3). Notice that s, e, s’, e’ are in R, for the RLWE channel while s, e, s’, e’ are
in qu for the MLWE channel; ¢” is in R, in both cases. The crucial properties for the
analysis to follow are the same for RLWE and MLWE based systems.

Estimating DFRs for currently proposed schemes (2717 for Kyber, 27216 for NewHope,
cf. Section 3.2.5) using Monte Carlo simulations is infeasible. However, it is possible
to compute the marginal distribution of the coefficient failure rate for one coefficient
Pr(£). We will show how to obtain an upper bound on Pr(£) in Section 3.3.3 (Theo-
rem 3.2).

3.3.2 Stochastic Independence Assumption

So far, it is unknown how to precisely obtain the DFR for RLWE/MLWE-based
schemes. RLWE/MLWE channels have memory within each message block as the
noise is generated from multiplying and adding several polynomials. The coefficients
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Al m € M | Encoder Encode(m) | Mapper Encode/Map(m) € R,
e M — Fy Fp — R,
-------- Encryption "
__________ T o 7 T( !
____________ e s e s J(ri +€c]\7¢€) Channel
Decryption  TTTmteeanll o 1
neM d e Fy | Demapper yeR
Bob < o Decoder [+ 2 R, _)p%g :

Figure 3.1: RLWE/MLWE channel

of these polynomials are therefore not stochastically independent due to the multi-
plications, implying that coefficient failures are not independent either. To estimate
the DFR, it is widely assumed that coefficient failures within a block occur inde-
pendently with probability Pr(€) (cf. [Saal7; FPS18; LLJ*17b]). The assumption of
independent coefficient failures is not only common for lattice-based schemes but also
for code-based schemes (e.g., HQC [MAB™18], which is an alternative finalist in the
NIST-PQC Round 3). Thus the RLWE/MLWE channel can be modelled as n parallel
Binary Symmetric Channels with error probability Pr(£). To the best of our knowl-
edge, due to the algebraic operations that connect the different components of the
noise in a complicated manner there is no tight bound on the DFR that fully covers
the dependency of the coefficient failures. Known upper bounds on the DFR not using
this independence assumption are rather loose even though for NewHope the attempt
presented in [Sch20] is worth mentioning but not applicable for the encoding schemes
presented in this work.

If algebraic codes with hard decision decoding are considered, the minimum distance
d determines the number of errors ¢t = [(d — 1)/2] up to which correct decoding can
be guaranteed. Thus, if we consider stochastically independent coefficient failures an
error-correcting code with error-correction capability of ¢ symbols leads to an overall
failure rate of the scheme

DFR< 3 C‘) Pr(€)/(1 — Pr(&))" . (3.7)

j=t+1

In general however, the the assumption of independent coefficient failures does not
hold in RLWE/MLWE-based schemes and it has been shown in [DVV19] that the
stochastic dependence between coefficient failures has a significant impact on the DFR
of LAC [LLJ*17b]. Hence, the LAC team changed the error distribution for polyno-
mials in their Round 2 submission for the NIST-PQC [LLJ*17a]. In [MFS20] it has
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been experimentally shown that this significantly reduces the stochastic dependence
of coefficient failures. Quantitative statements have been obtained by using statistical
methods.

Although we know that estimating the DFR by using the assumption of independent
coefficient failures is not completely accurate we consider it to be a reasonable first
order approximation of the real behavior of RLWE/MLWE-based cryptosystems. We
state clearly throughout this work whenever we make use of this assumption.

3.3.3 Generalization to ()-ary Alphabets

It is natural to extend the channel input alphabet to be Q-ary. Consider the encoding
procedure. In all of the discussed realizations of the RLWE/MLWE schemes, the
ECC was binary and the message was mapped to a polynomial with coefficients in
{0, g/2]}. We extend the channel to Q-ary alphabets by splitting [— |q/2], |¢/2]]
into smaller intervals of size either [¢/Q] or [¢/Q], where their respective occurrence
depends on the remainder of the integer division of ¢ by ). This approach has already
been followed for the LWE-based scheme Frodo in [BCD*16]. Notice that since we
are in Z, distance is defined to be cyclic. Therefore, it is perfectly fine that — [¢/2]
and |¢/2] belong to the same quantization interval as they only have a distance of 1
for odd ¢. The appropriate distance measure for these kinds of considerations is the
Lee-metric [Leeb8]. It is defined as dp(x,y) := min(|z — y|,q — |x — y|).

The channel’s input alphabet consists of the central elements of these intervals.
The deployed ECC is changed to be of Q)-ary alphabet size and the mapper’s output
alphabet is defined to be equal to the channel’s input alphabet.

A possible choice for the demapper is to extend the hard decision demapping pro-
cedure of LAC to Q-ary alphabet sizes. The demapping procedure within LAC can
be interpreted as a linear quantization of [— [¢/2],|q/2]]. Recall the subintervals
considered in the construction of the mapper. We define these subintervals to be the
quantization intervals and their center points to be the respective reproduction values.
By this methodology we have generalized Encode/Map and Demap/Decode for @) = 2
to arbitrary (). Basically, the receiver uses the quantizer to estimate the symbols
transmitted by the sender and uses the ECC to correct possibly erroneous symbols.
We remark that the choice of the demapper is by no means optimal because soft in-
formation is not utilized. Notice that the difference of the decryption function for
different alphabet sizes lies entirely in Demap/Decode and in particular Equation (3.3)
does not change if we consider the (Q-ary case because all the information about the
input alphabet size is contained in the functions Encode/Map and Demap/Decode.

The following theorem is based on a result in [LP11] and proves that generalizing
RLWE/MLWE-based schemes to ) > 2 does not necessarily decrease their security
level.

Theorem 3.1. The security level of RLWE/MLWE-based schemes is not reduced by
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the generalization to a Q-ary alphabet as long as the decryption failure rate is not
increased.

Proof. Due to Lemma 3.1 it holds that the tuple (u, v) cannot be distinguished from a
uniformly distributed sample on Rfl X R4 under the MLWE assumption. By following
exactly the same steps as in its proof, it follows that the value of Encode/Map(m) has
no influence on the distribution of (u,v) irrespective of (). As already mentioned in
Section 3.2.5 a low decryption failure rate is essential to obtain a high security level for
the resulting scheme after the transformation into an IND-CCA secure KEM. Hence,
we have to avoid increasing the DFR in order to keep the same security level. |

Generalizing the RLWE/MLWE-based scheme to @-ary input alphabets increases
the coefficient failure probability if all other parameters of the system remain the same.
To avoid increasing the DFR, the error-correction capability of the deployed ECC has
to be increased accordingly.

We consider the generalization of the demapping strategy of LAC for the Q-ary
case and we show how to upper bound the coefficient failure probability Pr(€) which
can then be used to obtain an upper bound on the decryption failure rate similar
to (3.7). We define v to be the probability distribution of the i-th coefficient of the
noise (e’s’ — sT(e’ +cn,) + ¢’ + ¢y, )i Indexing the distribution v is unnecessary in
both cases because all coefficients of the difference noise are distributed in the same
way due to the symmetry of y.

In order to compute an upper bound on Pr(€) for RLWE/MLWE channels we first
prove the following Lemma.

Lemma 3.3 (Noise distribution for MLWE). Recall that the noise is given by e’'s’ +
e —sT(e +cn,) + cn,. We define the distribution of the product of two elements in
Zq which have been sampled according to the error distribution xy by &. Furthermore,
we define the distribution of one coefficient of s* (e’ + cn,) by mx and the distribution

of cn, by p,. Then for the MLWE channel it holds

V=@ (®n_1(8k)) * Mk * X * Po (3.8)

Proof. Consider the product of two polynomials a,b € R, sampled according to
Xk(Ry). The i-th coefficient of their product equals

% n—1
(Gb)z = Z ajbi,j — Z Cljbn,j+i . (39)
j=0 j=i+1

We remark that addition and subtraction of polynomials sampled according to & or
X leads to the same resulting distributions due to the symmetry of the distribution
X% around zero. Since the first summand of the noise is e’ s’ we obtain its distribution
by first summing n terms that are distributed according to &, for one polynomial
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multiplication and then summing [ terms that are distributed according to the resulting
distribution to compute the scalar product. To obtain the overall noise the result is
added to coefficient of s (e’ + ey, ) which is distributed according to 7, a coefficient
of ¢” which is distributed according to y and a coefficient of ¢y, distributed according
to p,. The assertion follows from these considerations. Notice that the computation
of the noise distribution makes use of Lemma 3.2. |

The distribution ) of a single coefficient of s”(e’ + cp,) can be easily computed
for the parameter set of Kyber that we consider in this work (Kyber1024).

Remark 3.2. For NewHope it holds that ¥ = ®),,_1(&k) * ®,_1 (k) * Xk * py because
the first component of the ciphertext is not compressed, i.e. cy, = 0.

Theorem 3.2. Let the alphabet size be () and let the probability distribution of a
coefficient of the difference noise be denoted again by 1. Then the length of every
demapping (quantization) interval is at least |q/Q] and it holds that

la/(2Q)]
Pr€)<1— > (i) = Pr(E) . (3.10)
i=—[q/(2Q)]

Assuming coefficient failures to occur stochastically independent with respect to each
other it follows that

DFR< Y (?) Pr(€) (1 — Pr(&)" 7 . (3.11)

j=t+1

Proof. We will show this statement by proving that the probability of a successful
reception is lower bounded by

L/(2Q))
> w() - (3.12)

i=—[q/(2Q)]

Indeed, if we choose the quantization intervals according to section 3.3.3 and put the
reconstruction values into the middle of the intervals we obtain that the probability for
a correct symbol is lower bounded by (3.12). This statement implies the upper bound
given in (3.10). Inequality (3.11) follows from (3.10) by using a standard combinatorial
argument. [
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Xn P(Yn |XTL) Yn
A P
X, | Y

Figure 3.2: RLWE/MLWE and marginalized RLWE/MLWE channel (dashed)

3.4 Information-Theoretic Analysis of the
RLWE /MLWE Channel

3.4.1 A Lower Bound on the Capacity of the
RLWE/MLWE-Channel

We define an auxiliary channel consisting of n parallel channels which are defined
by the marginalization of P(Y™|X™) for one coefficient. We label its distribution by
P(Y|X), where the distribution is independent of the index within the RLWE/MLWE
block due to the symmetry of x;. This auxiliary channel is in the following referred to
as the marginalized RLWE/MLWE channel. Fig. 3.2 depicts RLWE/MLWE channel
and marginalized RLWE/MLWE channel. The channel inputs X ... X, denote the
coefficients of the polynomial Encode/Map(m) and the corresponding channel outputs
Y;...Y, denote the coefficients of y € R,.

Lemma 3.4. Let X; denote the i-th input symbol to the RLWE/MLWE channel and let
Y; denote the i-th output symbol of the channel. We denote the vectors containing the
sequences X1,..., Xy and Y1,...,Ys, by X* and Y*, respectively. Let H(X;) = H(X;)
and let H(X;|Y;) = H(X,|Y;) Vi, j. Furthermore, let the input symbols to the channel
be stochastically independent, then

[(X™Y™) > nl(X;Y) (3.13)

where we omitted the indices on the right hand side of the previous inequality because
the mutual information between 1(X;;Y;) does not depend on the respective index i.
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Proof.
I(X™Y") =H(X")— HX"Y")

=nH(X)— zn:H(XHYnXk_l)
> nH(X) — fjH(XiIK)

= nH(X) - nH(X|Y) = nI(X;Y) (3.14)
n

Since the marginalized RLWE/MLWE channel is composed of n identical component
channels its capacity can be computed by determining the capacity of one component
channel and multiplying the result by n. Let X be a random variable modelling the
input distribution of one component channel and Y be the random variable specifying
its output. We denote the ranges of X and Y by X and ), respectively, where |X| = Q.

Lemma 3.5. Fach component channel of the marginalized RLWE/MLWE channel
belongs to the class of uniformly dispersive channels, meaning that the set {P(y|z) :
y € Y} is the same for all x € X and it holds that

HY|X)=H(Y|X =z) = H(¢) (3.15)

for all x € supp(Px) where 1 denotes the distribution of one coefficient according to
the channel noise (Lemma 3.3).

Proof. Recapping the definition of the conditional entropy (Equation (2.10)) we have

HY|X)= Y H(Y|X =2)Px() (3.16)

zesupp(Px)

Without loss of generality we assume that we analyze the i-th component channel
and therefore its output Y; = (Encode/Map(m)); + (s’ — s' (e’ +¢n,) + € +cn, )i,
where (Encode/Map(m)); denotes the i-th component of the encoded message after
the mapper.

Since X; = (Encode/Map(m)); it follows that Py|x—, = 1, VYa € supp(Px) and
therefore { P(y|z) : y € Y} is the same Vx € supp(Px) which implies
HY|X =x) = H(¢Y), Vx € supp(Px). Applying this result to (3.16) proves the first
equality of this lemma. [ |

The following corollary is standard textbook knowledge in the field of information
theory and can for instance be found in [Mas98]. We recap it here for the the sake of
completeness.
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3.4 Information-Theoretic Analysis of the RLWE/MLWE Channel

Lemma 3.6. For uniformly dispersive channels the channel capacity is equal to

C= max HY)-HYI|X =a) (3.17)

for some a € supp(Px).

Lemma 3.6 states that for uniformly dispersive channels the maximization of the
mutual information boils down to the maximization of an entropy. Therefore, we aim
at finding Py such that H(Y') is maximized. We start by stating the following lemma
which is given as an exercise in [CT99].

Lemma 3.7. Consider a random variable Y with distribution Py and consider a ran-
dom variable Z with the same distribution except for k events, denoted as a;,, ..., a;,,
where Py(a;,) = -+ = Pg(a;,) = ¥F_, Py(a;,)/k. Then it holds that H(Y) < H(Z).

Next we make use of Lemma 3.7 to show that the uniform distribution achieves
capacity if @) divides q.

Theorem 3.3. If q is divisible by ) the uniform distribution on X achieves the ca-
pacity of a component channel of the marginalized RLWE/MLWE channel.
The distribution of the output Y can then be computed by:

Q-1 :
Py(y) = 22 Zj Y <y + g) (3.18)

Proof. We know due to Lemma 3.6 that the problem of maximizing I(X;Y") can be
reduced to maximizing the entropy of the output distribution H(Y’). Since any finite
dimensional cube [0, 1]9 is compact and the distribution H(Y’) is a continuous function
with respect to Px we know that there exists some Py maximizing H(Y'). Suppose
that we are provided with this distribution. We take the resulting output distribution
Py and observe its values for the set {i,7 + ¢/Q,i 4+ 2¢/Q, ..., i+ (Q — 1)q/Q}.
Py(i) = Px(0)¢(i) + Py (e (i — &) + ..
+ Py (Q — 1)y (i — 951)
Py (i+ %) = POy (i+ &) + Pr(Dv) + ..
+Pi(@—1)w (k- 9521
Py (i +900) = Pro)y (i + ©500) + ..
+ Py (Q — 1)u(i)
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Notice that the set of arguments within the function 1 is the same for each equa-
tion. Furthermore, each possible pair of arguments with respect to Py and P; occurs
exactly once if all above equations are considered. Lemma 3.7 states that for some
specific @ we can only increase the entropy H(Y") if we change P§ by replacing all val-
ues Py (i),..., Py (i + (Q — 1)¢/Q) with their average without changing the remaining
values of Py:. This procedure can be performed for every ¢ without decreasing H(Y)
and is equivalent to changing P% to be the uniform distribution on the set X which
concludes the proof. [ |

Using Lemma 3.4 we give a lower bound on the channel capacity of the RLWE/MLWE
channel.

Theorem 3.4. Let n denote the RLWE/MLWE blocklength, let X; and Y; be the
random variables specifying the i-th channel input and output, respectively, and let P¥"
be the set of the product distributions on X™, meaning that X4, ..., X,, are independent
identically distributed random variables according to some probability distribution Px.
Recall that ¥ = 8);_1(®),,_1(&k)) * i * X * py denotes the distribution of one coefficient
of the noise for the RLWE/MLWE channel (Lemma 3.3).

The capacity of the RLWE/MLWE channel Crrwe/miwe s lower-bounded by

CRLWE/MLWE = max I(X™Y™) >max (X" Y™)
XxXn

pg"
>max Y [(X; Vi) = nmax [(X:Y) = CpiiWonwr - (3:19)
Py iz X
Furthermore, it holds that
o 1 @1
CRLMZ/)E/MLWE >n|H @ Z Vi) —H@W) | (3.20)
5=0

where we define ¢;(x) == (x + |jq/Q]).

Proof. The channel coding theorem states that the capacity of a DMC with input
U and output V is equal to C' = maxp, [(U;V). In the context of the RLWE-
channel U=X" and V=Y" and therefore the first equality in (3.19) follows. The
subsequent inequality follows due to the restriction of the maximization from the set
of all distributions on X" to the set of product distributions. Furthermore, as a
consequence the requirements for applying Lemma 3.4 are fulfilled because the inputs
are independently and identically distributed and H(X;|Y;) = H(X;|Y;) Vi,j due to
the symmetry of the error distribution. This shows the second inequality in (3.19).
Recall that by Lemma 3.6 the last maximization in (3.19) reduces to a maximization
of H(Y'). Choosing a particular distribution at the input, e.g. the uniform distribution
on the set X', leads to a lower bound the channel capacity. For this input distribution
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3.4 Information-Theoretic Analysis of the RLWE/MLWE Channel

it holds that
Q-1
I0GY) = HY) = HY|X) = H (22 > zwj) -~ H() |

where the entropy of the output distribution can be computed in accordance with the
proof of Theorem 3.3 and the conditional entropy is given by Lemma 3.5. ]

We emphasize that Theorem 3.4 shows that the capacity of the RLWE/MLWE
channel is lower bounded by the capacity of the marginalized RLWE/MLWE channel
which is equal to max pen >, I(X;;Y:). This is no contradiction to the results in
[DVV19] in which it has been shown that assuming independent coefficient failures
leads to an overestimation of the security level for two reasons. The first one is that
the decoder used in [DVV19] does not take the channel’s memory into account and
therefore we are in a mismatched decoding scenario. The second reason why the results
are not necessarily comparable with each other is that Theorem 3.4 gives a statement
in the asymptotic setting while the results in [DVV19] deal with error correction over
a single RLWE block for LAC.

Remark 3.3. The difference between the optimized mutual information maxp, I(X;Y)
and I(X;Y) for Px being chosen to be uniform has been experimentally observed not
to be significant for the parameter sets considered in this work.

3.4.2 The Quantized RLWE/MLWE Channel

The demapper implemented in LAC outputs each symbol by making a hard decision.
By generalizing this demapper to the Q-ary case as described in Section 3.3.3, it is
possible to define a new channel which we refer to as the quantized RLWE/MLWE
channel. This channel encapsulates the mapper, the RLWE/MLWE channel and the
demapper into one channel which can be analyzed similarly to the RLWE/MLWE
channel.

In contrast to the RLWE/MLWE channel, soft information can only be used during
the decoding process rather than throughout the combined process of demapping and
decoding. Therefore, the capacity of the quantized RLWE/MLWE channel is lower
than the capacity of the RLWE/MLWE channel. Obtaining a lower bound on the
capacity of the quantized RLWE/MLWE channel is very similar to the statements in
Theorem 3.4. The fixed demapper just quantizes the output of the RLWE/MLWE
channel Y which is distributed according to the probabilities of the quantization in-
tervals. Notice that this channel is not uniformly dispersive if () does not divide g but
the lower bound in (3.19) is still valid.
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3.4.3 Plaintext Bits per Ciphertext Bit

Up to now we have shown how to obtain lower bounds on the capacities for the
RLWE/MLWE channels and their quantized counterparts. In practical terms it may
however be more important how many plaintextbits can be transmitted over the chan-
nel per ciphertextbit. A scheme corresponding to a channel with high capacity does
not necessarily perform well in terms of plaintextbits per ciphertextbit. This effect
occurs because the parameter [ as well as the deployed ciphertext compression play
an important role for this figure of merit.

Lower bounds on the maximal amount of plaintextbits per ciphertextbit can be
computed for both NewHope and Kyber from the lower bounds on the capacities
determined by the methodology described in Theorem 3.4.

Proposition 3.1. Let an MLWE based encryption scheme with ciphertext compression
parameters d,, and d, be given. Then the amount of plaintextbits per ciphertextbit for
a given bitrate R is given by the following formula:

R
Id, +d,

Proof. The amount of plaintext bits for a ciphertext blocklength of n symbols is equal
to R-n. By the definition of the ciphertext compression we have that the corresponding
ciphertext is of size n(l -d, + d,) bits. Dividing the amount of plaintextbits by the size
of the corresponding ciphertext we obtain the statement of the proposition. [ |

3.5 Maximizing Asymptotic Rates for NewHope and
Kyber

This section shows the examines the influence of Q on NewHope with (n, ¢, k, d,,, d,) =
(1024, 12289, 8,0, 3) and Kyber with (n,q,k,1,d,, d,) = (256,3329,2,4,11,5).

In Fig. 3.3 the lower bounds on the capacity obtained by applying Theorem 3.4
to the aforementioned parameter sets for NewHope and Kyber are plotted for the
RLWE/MLWE channel and the quantized RLWE/MLWE channel. For all parameter
sets the results show that the lower bounds on the respective channel capacities can be
significantly increased if larger input alphabet sizes () are considered compared to the
originally proposed binary case. The plots also show that ) only influences the lower
bounds on the capacities for small alphabet sizes. The reason for this is that already
for moderate alphabet sizes ), Py (y) is almost uniform such that increasing @) further
cannot significantly increase H(Y') and therefore the capacity of the RLWE/MLWE
channels since it is uniformly dispersive and therefore H(Y|X) does not depend on
. In the quantized case a similar effect occurs even though the alphabet size needs
to be increased a bit in order to reduce the penalty on the achievable rate due to
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fixing the demapping strategy. In fact the intervals of the demapper are shrinking as
@ is increased until eventually each interval only contains one element and quantized
RLWE/MLWE channel and RLWE/MLWE channel coincide.

Applying Proposition 3.1 to the lower bounds on the capacity of the RLWE/MLWE
channel and the quantized RLWE/MLWE channel, leads to lower bounds on the max-
imal amount of plaintextbits per ciphertextbit for the respective channels. The result-
ing bounds are presented in Fig. 3.4 and show that the lower bounds on the maximal
amount of plaintextbits per ciphertextbit for NewHope are higher than for Kyber.
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3.6 Minimizing Ciphertext and Key Sizes in the
Asymptotic Setting

The asymptotic achievability bound (Theorem 3.4) can be used to find parameters
that significantly reduce ciphertext and key sizes in the asymptotic regime when a
large amount of ciphertext blocks are concatenated and the messages within all blocks
are encoded using an error-correcting code (ECC) of suitable blocklength.

In the following, we show how to modify the parameters of Kyber without com-
promising the schemes’ security while still keeping the bitrate to be at least 1. We
do this because this is equivalent to encrypting 256 bit within one MLWE block for
Kyber. We decided not to modify the parameters n and g because only specific com-
binations permit the use of the number theoretic transform (NTT) for the required
polynomial multiplications. Similarly to the FFT this reduces the multiplication cost
of convolutions from O(n?) to approximately O(nlogn).

3.6.1 Decreasing Keys and Ciphertexts by Modifying |

A natural way to decrease both ciphertext and key sizes is to modify the MLWE
parameter [. For RLWE based cryptosystems this methodology does not work in a
straightforward way because it holds that [ = 1 for those schemes, i.e. [ cannot be
modified. However, not changing other parameters accordingly will decrease the secu-
rity level of the scheme. Our approach to this problem is to increase the parameter k,
which specifies the centered binomial distribution, to compensate for this effect. This,
in turn, increases the Decryption Failure Rate (DFR), which needs to be compensated
by choosing an appropriate ECC. Using the results presented in [APS15], it is possi-
ble to estimate the hardness of the underlying lattice problems of the algorithm for
the modified parameters. The authors also provide a sage tool that implements their
work, which we used to estimate the security of our modified parameters. The lower
bound on the capacity of the resulting MLWE channel gives insight into whether such
an ECC exists.

In this section, we try to reach the security level of the parameter set Kyber1024
(n,q,l,dy,dy, k1, ko) = (256,3329,4,11,5,2,2) after the modification of I = 3. To
compensate for the loss in security, the parameters ki, ks of the centered binomial
distribution have to be increased accordingly. We obtained that k; = ky = 14 is the
smallest value that achieves the desired level of security.

Fig. 3.5 shows that it is possible to achieve bitrates greater than 1 for this change
in parameters if the alphabet size of the encoder is increased appropriately. This
parameter set decreases the size of the private key and the ciphertexts by 25%, whereas
the number of elements in A is decreased by about 44%. Even though the matrix A
is generated from a pseudorandom number generator using a seed of fixed length, the
memory consumption on the device running the algorithm is significantly reduced.
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3.6.2 Decreasing the Ciphertext Size by Modifying the
Compression Parameters d, and d,

In the following, we will examine the parameter sets Kyber512 (n, q,l, d,, dy, k1, ko) =
(256,3329,2,10,4,2,3) and Kyber1024 that achieve the smallest and highest security
levels proposed within the NIST PQC standardization. The results in Fig. 3.6 show
that asymptotically, it is possible to significantly enhance the ciphertext compression
by using d, = 7 and d, = 2 for both parameter sets. This reduces the ciphertext by
about 39% for Kyber1024 and by about 33% for Kyber512. The difference between
the two curves in the figure is that Kyber quantized refers to the case where mapper
and demapper are included in the channel. In this case, soft information can only
be used during decoding rather than during the combined process of demapping and
decoding.
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3.7 Achievable Data Rates and DFRs for a Single
Ciphertext Block

In Sections 3.5 and 3.6 asymptotic results as the number LWE/RLWE/MLWE blocks
goes to infinity are provided. In this case the utilized ECC may be taken over all
messages of all blocks combined. In this section we are interested in the amount of
plaintextbits that we can transmit using a single ciphertext block such that the desired
DFR of the respective scheme is achieved.

3.7.1 Maximizing the Achievable Rate using BCH Codes

Our goal in this section is to maximize the achievable rate for a single RLWE/MLWE
block by varying () using error correcting codes to achieve the required DFRs for
NewHope and Kyber under the assumption of stochastically independent coefficient
failures. We use Theorem 3.2 to find the required minimum distances d for Q-ary
codes that guarantee the required decryption failure rates given in the supporting
documentations of NewHope (less than 2721¢) [AABT19] and Kyber (less than 2717)
[ABD*21]. We use the Gilbert—Varshamov bound to show that there exists a Q-ary
linear code with minimum distance d and dimension kgy for a given RLWE/MLWE
blocklength n. We compute the resulting bitrate according to

Reov = anVlogQ(Q) : (3.21)

Notice, however, that the Gilbert—Varshamov bounds only states that codes with
parameters [n, kgv,d|o exist. In a second step, we therefore examine BCH codes of
length at most n achieving at least the required minimum distance d. These codes can
be explicitly constructed and efficiently encoded and decoded. There are constraints
on the length of BCH codes depending on their field size, e.g., there are no even length
binary BCH codes. Since we cannot reduce the length of one RLWE block n as this
would have a negative effect on the security level of the scheme, we define the rates of
BCH codes with respect to n, i.e.

k
Rpcp i= BSH log,(Q) . (3.22)

For the parameter set (n, ¢, k) = (1024, 12289, 8) of NewHope, Table 3.1 shows that
() = 4 is optimal and that there is a BCH code achieving a bitrate Rgcy = 1.7813 at
a DFR < 27216, Table 3.2 shows that for Kyber the optimal alphabet size is Q = 5
and the best BCH code achieves a bitrate of 1.8412 for DFR < 27", For NewHope
the original proposal achieves a rate of 0.25 whereas for Kyber the original proposal
does not deploy any ECC and therefore its bitrate equals 1. The results for the best
binary BCH code are omitted because an ECC is not necessary to achieve the required

66



3.7 Achievable Data Rates and DFRs for a Single Ciphertext Block

Table 3.1: Code parameters for different @) for NewHope with DFR < 27216 (n, ¢, k) =
(1024, 12289, 8)

d kGV RGV nNpcH kBCH RBCH plain/cipher
3 11014 10.9902 | 1023 | 1013 | 0.9893 0.0582
11 | 973 | 1.5060 | 1022 | 949 | 1.4689 0.0864
31 | 907 | 1.7715| 1023 | 912 | 1.7813 0.1048
81 | 784 | 1.7777 | 939 554 | 1.2562 0.0739
369 | 344 |0.9431 | 960 91 ]0.2495 0.0147
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Table 3.2: Code parameters for different @ for Kyber with DFR < 271" (n, ¢, k,1) =
(256, 3329, 2, 4)

Q d kGV RGV nNpcH kBCH RBCH plain/cipher
211|256 1 — — — 0.0204
31 5 | 240 | 1.4859 | 242 231 | 1.4302 0.0292
419|228 | 1.7813 | 255 231 | 1.8047 0.0368
5 | 15| 214 | 1.9410 | 252 203 | 1.8412 0.0376
7133|180 | 1.9739 | 240 143 | 1.5682 0.0320

DFR. However, for larger alphabet sizes higher rates can be achieved by using BCH
codes. The results for all aforementioned schemes show that a substantial increase in
bit rate is achievable by increasing () and using suitable ECCs.

The capacity of the quantized RLWE/MLWE channel is an upper bound on the
achievable rate by the concrete BCH code constructions. For NewHope and @) = 4
there is a gap of about 0.2 bit per channel use between the lower bound on the capacity
and the rate achieved by the BCH code. Similarly this gap is about 0.5 bit per channel
use for Kyber for () = 5.

3.7.2 Minimizing the DFR for a Given Minimum Rate

Designing NewHope in a way that the bit rate equals 0.25 makes sense because it
enables the transmission of 256 bit of information within one RLWE block with n =
1024. This corresponds to one AES256 key [DR9S8|. Similarly for Kyber the achieved
rate has to be at least 1 because for this scheme n = 256. Public key algorithms
are often used to share the key of a symmetric cryptosystem because those can be
implemented very efficiently in hardware and symmetric algorithms are usually able
to perform encryption quicker and without any ciphertext expansion. Due to Grover’s
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Table 3.3: Decryption failure rates for different alphabet sizes ) for a BCH-bitrate of
at least 0.25 for NewHope and 1 for Kyber

Q dNewHope deber NeWHOpe Kyber
2 214 1 2—12769 2—174
3 213 26 Q4307 27989
4 424 46 23646 27953
) 299 44 21075 2547
7 366 59 2213 2338

algorithm [Gro96] the brute-force search of the key can be done in O(2V/2) where N
denotes the length of the key in bit. Therefore, in order to obtain a post-quantum
security level of 128 bit a key having a length of at least N = 256 bit is required for
AES.

However, if the the public key encryption (PKE) scheme shall directly be used to
encrypt data or if in the future another symmetric cryptosystem with longer key size
is used, it is sensible to transmit more data per ciphertext block. This can be useful if
one would like to avoid an extra AES implementation to save chip area. Additionally,
it is possible to share longer symmetric keys if that is necessary in the future using
the same PKE system parameters.

Table 3.3 shows the largest minimum distances for NewHope and Kyber that achieve
the required BCH-bitrates of 0.25 and 1, respectively, for different alphabet sizes Q).
Furthermore the resulting DFRs of the schemes under the assumption of independent
coefficient failures are given. We observe that for NewHope () = 2 gives the lowest
DFR = 271279 whereas for Kyber ) = 3 is optimal resulting in DFR = 2799, Notice
that the optimal alphabet sizes for minimizing the DFR are different from the optimal
alphabet sizes for maximizing the achievable rates for the required DFRs in NewHope
and Kyber.

3.7.3 Coding over Multiple Ciphertext Blocks

In order to achieve capacity, it is in general necessary to perform coding over infinitely
long blocks. This is of course not possible but it was shown in [Ari09] that polar codes
are capacity-achieving for the class of binary memoryless symmetric (BMS) channels.
Furthermore, it has been shown in [KKM*17] that extended primitive narrow-sense
BCH codes are capacity-achieving on the binary erasure channel (BEC) for blockwise
MAP decoding. Even though the channel that we analyze in this work is no BEC we are
still using BCH codes to obtain results in the finite length regime. The reason for this is
that the claimed DFRs within the schemes are essential for the claimed security levels.
Capacity-achieving codes using iterative decoding approaches like LDPC or polar codes
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Table 3.4: Code parameters for different @ for Kyber with DFR < 271 (n, ¢,s,1) =
(256, 3329, 2,4) for coding over 4 blocks

kZGV RGV nNpcH kBCH RBCH plain/cipher
1004 | 1.5540 | 1022 | 997 | 1.5432 0.0315
989 | 1.9316 | 1023 | 993 | 1.9395 0.0396
963 | 2.1836 | 1008 | 899 | 2.0385 0.0416
904 |2.4784 | 960 757 | 2.0754 0.0424
59 | 866 |2.5371 | 1023 | 738 |2.1621 0.0441
87 811 |2.5106 | 1022 | 631 | 1.9533 0.0399
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cannot be simulated down to the DFRs we require for the systems under consideration
in this work (e.g. for Kyber 27'™). In particular, LDPC codes feature error floors
and thus need to be simulated down to the required DFR which is not feasible for
the required DFRs of Kyber or NewHope. For polar codes there exist bounds on the
DFR [RTA18], [STA09] and therefore those are more suitable for LWE/RLWE/MLWE
based cryptosystems. Using those upper bounds on the DFR reduces the achievable
rate though and the DFRs we are aiming at are very small. We do not investigate
polar codes further throughout this work but this could be an interesting point for
further research if the bounds are tight enough.

It is possible to use BCH codes over more than one ciphertext block to increase
the achievable rate bringing it closer to the channel’s capacity. In this work, we
took the approach to perform coding over four RLWE/MLWE blocks. This choice is
arbitrary and has no particular reason, rather we took it as an example. The results
of this approach are presented within Tables 3.4 and 3.5. Compared to the results in
Section 3.7.1 we observe that coding over multiple blocks increases the achievable rates
significantly, especially for larger input alphabet sizes. Notably, for Kyber the highest
achievable rate is increased from 1.7813 for () = 4 to 2.0754 for ) = 7. Notice also
that for all @) the achievable rate is increased and thereby closer to the lower bound
on the channel capacity shown in Fig. 3.3. For the other presented schemes similar
behavior is observed.

3.8 Finite-Length Achievability Bounds

The result given in Theorem 3.4 gives an asymptotic lower bound on the channel

capacity of the LWE/RLWE/MLWE channel.

Definition 3.3. The smallest achievable block error probability for a channel C and
any code of cardinality M and blocklength n' under mazimum likelihood (ML) decoding
is €€, (n', M).

man
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Table 3.5: Code parameters for different ) for NewHope with DFR < 2726 (n, ¢, k) =
(1024, 12289, 8) for coding over 4 blocks

d kGV RGV NpcH kBCH RBCH plain/cipher

3 14084 | 0.9971 | 4095 | 4083 | 0.9968 0.0586

13 | 4021 | 1.5559 | 4088 | 3992 | 1.9204 0.1130

37 13924 | 1.9160 | 4095 | 3933 | 1.9395 0.1141
115 | 3679 | 2.0855 | 4069 | 3388 | 1.9206 0.1130
829 | 2277 | 1.5606 | 3268 | 654 | 0.4482 0.0264
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Remark 3.4. Notice that we used the letter n' to denote the block length rather than
n, which specifies the number of coefficients within the polynomials used in this work.

Assumption 1. We assume that for the MLWE channel Cypuwe @t holds that the low-
est achievable block error probability eghg;WE (n', M) for fixed codebook size M and block-
length n' is lower bounded by the cardinality of the largest codebook for the marginalized
MLWE channel Cyywe with the same blocklength and codebook cardinality, i.e.,

S (!, M) Z el (], M)
This is the analog in the finite blocklength regime of the second inequality in equa-
tion (3.19).

In the following, we motivate why Assumption 1 is reasonable. First, in the asymp-
totic setting, the statement holds and has been proved (see Theorem 3.4). Further-
more, this assumption is weaker than the frequently used independence assumption
of coefficient failures which indeed has been shown not to hold in general. The con-
struction of BCH codes with their usual encoders and decoders typically does not take
into account the channel’s memory, i.e., the decoder assumes a memoryless channel,
and therefore, we are in a mismatched decoding scenario. That means even though
for the channel with memory, it may theoretically be possible to achieve better error
performance, due to the suboptimal decoding strategy, the system can have a larger
block error probability.

In this section we present results obtained using the normal approximation and the
random coding union bound (RCU bound) [PPV10] to get more precise results for
the rather short blocklength regime our schemes operate in. Both approximations are
given in Chapter 2 in Theorems 2.7 and 2.8, respectively.

While the normal approximation serves as a second order approximation for the
achievable rate and is comparably easy to compute, the RCU bound is truly an achiev-
ability bound. However, computing the RCU bound is impractical even for moderately
complex channels. Hence, we approximated the RCU bound in Fig. 3.7 and Fig. 3.8
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3.9 Summary and Open Problems
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Figure 3.7: RCU bound and normal approximation for the Kyber512 parameter set
with d, = 7,d, = 4 and for the Kyber1024 parameter set with d, =
8,d, = 3, required DFRs for Kyber512 (black, dashed) and Kyber1024
(black)

using the saddlepoint approximation according to [MF11; FSVVM™18]. We reca-
pitulated the use of the saddlepoint approximation to compute the RCU bound in
Section 2.3.1 (Theorem 2.9).

For Kyber512 a DFR of 2713% and for Kyber1024 a DFR of 2717 is necessary accord-
ing to the specification. Our goal is to share an AES key of 256 Bit. Therefore, we need
a bitrate of 1 if we want to share the key using one MLWE block. Fig. 3.7 shows that
for Kyber512, it is possible to use ciphertext compression parameters (d,, d,) = (7,4),
which corresponds to a reduction in ciphertext size of 25% and for Kyber1024 a re-
duction of 28% for a single MLWE block. Fig. 3.8 shows that the reduction of the
parameter [, which is asymptotically possible, cannot be achieved for a single MLWE
block.

3.9 Summary and Open Problems

In this chapter we have shown how to treat RLWE/MLWE-based cryptosystems as
communication channels. We have derived lower bounds on the channel capacities for
the parameter sets of NewHope and Kyber for their highest proposed security levels.
Our results show that enhancing the alphabet size of the channel input () increases the
established lower bound on the channel capacity. Furthermore, we have shown why
this effect saturates at a certain point. We have proved why increasing ¢) does not
have a negative effect on the security level of RLWE/MLWE based cryptosystems as
long as increasing the DFR is avoided. We have performed the same analysis for the
quantized RLWE/MLWE channel. For Kyber the results show that asymptotically a
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Figure 3.8: RCU bound and normal approximation for Kyber with [ = 3 and k = 14
achieving the security level of the Kyber1024 parameter set

rate increase of almost a factor of 4 is possible while for Newhope an asymptotic rate
increase of approximately 10 is possible.

Under the assumption of stochastically independent coefficient failures we have pre-
sented achievability results regarding the bitrate based on the Gilbert-Varshamov
bound for the parameter sets and required decryption failure rates of NewHope and
Kyber. Recall that this bound does not give practical code constructions. Therefore,
we have also given bitrates that can be achieved by using practically implementable
BCH codes for the same paramter sets. Our results show that we are able to increase
the bitrate of NewHope approximately by a factor of 7 and that the rate of Kyber can
be increased by a factor of 1.84. Furthermore, we have shown that we can significantly
reduce the decryption failure rates for NewHope and Kyber for fixed minimal bitrates
of 0.25 and 1, respectively.

Moreover, in the asymptotical setting, we have shown that for Kyber1024 that the
secret key and the ciphertext sizes can be reduced by 25%. The public matrix A shrinks
by 44% in this case. Furthermore, if one is only concerned about the ciphertext sizes a
reduction of 39% and 33% can be achieved for Kyber1024 and Kyber512, respectively.
If one only uses a single Kyber encryption to transmit 256 Bits of plaintext to share
an AES key it is possible to reduce the ciphertext sizes by 28% and 25%, respectively.

Interesting open problems for this chapter are a better characterization of the
stochastic dependence between decryption failures and to integrate this dependency
into decoding algorithms to get better results. Furthermore, proving or further justi-
fying Assumption 1 is still an open problem.
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Appendix

3.A Conditions of Corollary 3.2 for NewHope

NewHope is specified not to have compression of the ciphertext component w. There-
fore, in this section we only consider compression of v and its respective compression
noise cy,. This corresponds to the case described in Corollary 3.2.

We distinguish two ways in which ss’ can become equal to the zero polynomial,
i.e. possibilities such that the Corollary is not applicable. The first one is that either
s or s is equal to zero. Since the error distribution yj is known, it is easy write a
script computing that this probability is about 2.72 - 10~7%*. The other possibility is
that ss’ = (2" + 1)h, where h denotes an arbitrary non-zero polynomial in R,. It
can be shown that for the parameter set (n,q, k) = (1024, 12289,8) the polynomial
2™ + 1 factorizes in linear factors with each linear factor occurring at most once by
using a simple sage script. The zeros of the polynomial are not concentrated in a small
subinterval of [0, ¢ — 1] but rather distributed over the entire interval.

It holds that

s =0 mod (2" 4+ 1) & ss' = (2" + 1)h

for some polynomial h € R,. In order for this scenario to occur all roots of (2™ + 1)
have to occur at least once in either s or s’. In the following we denote the roots of
(z" 4+ 1) by ay, ..., a, and consequently

s(x) = (@ — o)) (T — Qr(2)) - - - (T — an(jy) ax) (3.23)
S(2) = (@ = aren) - (2 = ) () (324
for some j € {1,...,n — 1} and an arbitrary permutation 7 of the set {1,...,n}.

In contrast to the previous case where we computed the probability that one of the
polynomials s or s’ is equal to zero for the following analysis we consider them to be
sampled from the uniform distribution on R,. This simplifies our analysis and we
justify this methodology by the fact that the roots of 2™ + 1 are distributed over the
entire interval [0,q — 1]. Therefore, we assume it even to be more likely that within
s and s" all roots ay,...,q, are contained compared to the case where s and s’ are
sampled form yy.

Due to the uniform sampling of s and s’ we can compute the probability that ss’
contains all roots by counting the pairs (s,s’) € RZ fulfilling this constraint and
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dividing this number by the total number of polynomials in RZ which is ¢*".

Proposition 3.2. The probability that ss' = (x™ + 1)h, for some non-zero polynomial
h € R, is upper bounded by (2/q)".

Proof. The polynomials ™ 4+ 1 has n roots which are to be distributed to the poly-
nomials s and s’. There are (?) ways to choose j roots of ™ + 1 to be roots of s
whereas the remaining n — j roots are to be roots of s’. In that case the polynomial
a(x) in (3.23) can be chosen arbitrarily from the set of polynomials with degree less
than n — j. Therefore, there are ¢/ possibilities for s. A similar argument shows
that there are ¢’ possibilities for s’. Summing over all possibilities of j we obtain

HZ_: <n> "¢ =q"(2" - 2) (3.25)

Jj=1

where we overcounted for instance the cases where a; is a root in both s and s'.
Therefore, we get an upper bound on the number of possibilities for s and s’ such that
ss’ = (2™ + 1)h. Dividing this number by the amount of polynomials in ’Rg we obtain
the desired result. [ ]

By plugging the parameter set of NewHope into the upper bound of Proposition 3.2
we obtain a value of about 3.9 - 1073%8°. We consider the probabilities of both cases
for which ss’ = 0 to be small enough to consider the conditions of Corollary 3.2 to be
fulfilled for the investigated parameter set of NewHope.

3.B Conditions of Lemma 3.2 for Kyber

Recall that for Kyber we have the parameter set (n,q,k,l) = (256,3329,2,4). For
this parameter set the polynomial (z" 4 1) factors into irreducible polynomials of
order 2. To guarantee independence of cy, from ¢y, and the terms generated by the
difference noise combined, we require that there exists a pair (i,5) € {1,...,[}* such
that s;s} # 0.

Throughout this section we fix the indices 7, j, w. We aim at showing that for these
indices indeed the probability that the conditions of Lemma 3.2 are not fulfilled is very
small.

Similar to Section 3.A we split our analysis into two cases. For the first case we
compute the probability that one of the polynomials s;, s’ or s, is equal to the zero
polynomial. Again this computation can be performed by a simple script which shows
that this probability is about 2730 which is way below the desired security level of
256 bit.

The other possibility is that either s;s; = (2" + 1)hy or s;8,, = (2" + 1)hy, where
hi and hy denote arbitrary non-zero polynomials in R,. It can be shown for the
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parameter set (n,q,k,l) = (256,3329,2,4) that the polynomial z™ + 1 factors into
distinct irreducible polynomials of the form 2? — «, with «, being an element in Z,.
Again this can be checked by using a simple sage script.

Proposition 3.3. The probability that either s;s; = (x" + 1)hy or s;8,, = (z" + 1)h,
where both hy and hy are non-zero polynomials in R, is upper bounded by 2n/2HL Jgn

Proof. As in Section 3.A for the second step we consider the polynomials s;, s and
si, to be sampled from the uniform distribution on R,. We aim at computing the
probability that either s;s’ = (™ 4+ 1)hq or s;8), = (™ 4 1)hy, where hy and hy are
non-zero elements in R,. By using the union bound and the fact that all elements are
sampled independently from the same distribution we have that

Pr(sis; = ((a" 4+ 1)h1 V 545, = (2" + 1)hy)

< Pr(sisy = (" + 1)h1) + Pr(s;s,, = (2" 4 1)hs)
=2Pr(sis) = (2" + 1)hy) .

Therefore, we just need to show that the upper bound Pr(s;s; = (z"+1)hy) < 2"/ /q".
As in Section 3.A we investigate that we distribute the aforementioned irreducible
polynomials to s; and s and upper bound the amount of pairs (s;, s) fulfilling s;s’ =
(2" +1)hy for some non-zero polynomial h;. The number of such pairs (s;, s}) is upper
bounded (same overcounting argument as in Proposition 3.2) by

S

p) qnf2pq2p — qn(zn/Q . 2) < qnzn/2 )
p=1

By plugging the parameter set of Kyber into the upper bound of Proposition 3.3
we obtain a value of about 1.3 - 107863, The probabilities for both analyzed cases are
below the security level and therefore, we consider the conditions of Lemma 3.2 to
be fulfilled. Practically the likelihood that the required conditions for Lemma 3.2 are
not fulfilled are even much lower. We just avoided more complicated combinatorial
arguments here.

3.C Results for Frodo and LAC

In this section we present the results for Frodo and LAC analogously to Section 3.4 and
Section 3.7 using parameters for their highest respective security level. Most of the
results for LAC have already been presented at the ITW 2020 [MPWZ21]. The results
Frodo have not been published before and also show that our framework is applicable
for standard LWE based schemes. The analysis for LWE based schemes is very similar
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Figure 3.C.1: Lower bound on the capacity of the LWE channel according to Frodo

rate in bits per channel use

to MLWE or RLWE based schemes and is therefore omitted. The applicability of the
results to Frodo also demonstrates that the error distribution is not restricted to the
centered binomial distribution but rather it can be adopted to other distributions (e.g.
discrete Gaussian distributions) as well. Dedicated analysis for compression noise like
we conducted in Appendix 3.A for NewHope and in Appendix 3.B is unnecessary for
LAC and Frodo since within both schemes ciphertext compression is not deployed. For
LAC we analyzed the initial submission for Round 1 of the NIST PQC competition
because for our framework it is essential that the components of s, e, s’, ¢/ need to be
sampled independently which is not the case for the Round 2 submission, where the
number of +1 and —1 elements within the error distribution are fixed. Fig. 3.C.1 and
Fig. 3.C.2 show the lower bounds on the achievable rates of Frodo and LAC, respec-
tively. The respective bounds on the plaintext bits per ciphertext bits are presented in
Fig. 3.C.3 and Fig. 3.C.4. The results for BCH coding over one ciphertext block coding
are given in Tables 3.C.1 and 3.C.2 for Frodo and LAC, respectively. Furthermore, we
give results for coding over 4 LWE/RLWE blocks in Tables 3.C.3 and 3.C 4.

76



3.C Results for Frodo and LAC

—_
.

I
—

—— LAC (Round 1)
—— LAC quantized (Round 1)

rate in bits per channel use
—_
— bo
I I

J
10 20 30 40 50 60 70 80 90 100
Q

Figure 3.C.2: Lower bound on the capacity of the RLWE channel according to LAC
(Round 1 submission)

s}

= 1073

T

g

E — Frodo

% 2 —— Frodo quantized
g

o

21

QO

%

:‘é 0 | | | | | | | | | | | | | J
—g 0 50 100 150 200 250 300 350 400 450 500 550 600 650 700

Q

Figure 3.C.3: Lower bounds on the maximal amount of plaintextbits per ciphertextbits
for the LWE channels of Frodo

7



3 Information and Coding Theoretic Analysis of Learning With Errors Based

Cryptosystems

|

—— LAC (Round 1)
—— LAC quantized (Round 1)

| | | | | | | |

plaintext bits per ciphertext bit

0 10

20 30 40 50 60 70 80 90 100

Q

Figure 3.C.4: Lower bounds on the maximal amount of plaintextbits per ciphertextbits
for the LWE channels of LAC (Round 1 submission)

Table 3.C.1: Code parameters for different Q for Frodo with DFR < 272°25

(n7 q7 87

Q

1) = (1,65536,6,8)

d I{JGV RGV NBcH kBCH RBCH plain/cipher

16
17
19
23
27
29
31
32

1 - — — — — 0.00148
3 61 3.8959 64 59 3.7681  0.00139
3 61 4.0488 60 57 3.7833  0.00140
5 57 4.0288 63 52 3.6754  0.00136
5 57 4.2348 61 51 3.7891  0.00140
7 54 4.0989 60 51 3.8712  0.00143
7 54 4.1801 64 55 4.2575  0.00157
7 54 4.2188 63 45 3.5156  0.00130

Table 3.C.2: Code parameters for different Q) for LAC256 and DFR < 271154

Q d kqv Rev npen kpew Rpem plain/cipher
2 113 521 0.5088 1023 513 0.5010 0.0313
3 373 183 0.2833 728 51 0.0789 0.0049
4 659 24 0.0469 1023 32 0.0469 0.0029
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Table 3.C.3: Code parameters for different @ for Frodo with DFR < 27225,
(n,q,s,l) = (1,65536,6,8) for coding over 4 blocks

Q d kegv Rgv npen kpem Rpem plain/cipher
19 3 253 4.1981 254 250 4.14%4 0.00153
27 5 248 4.6063 242 231 4.2905 0.00159
29 7 244 4.6303 240 226 4.2887  0.00159
31 7 244 4.7220 256 232 4.4897  0.00166

32 7 244 47656 255 231 4.5117  0.00167
A7 17 226 4.9037 255 211 4.5782  0.00169
57 27 211 4.8076 250 201 4.5797  0.00169
67 39 194 4.5970 255 143 3.3885  0.00125

Table 3.C.4: Code parameters for different ) for LAC256 and DFR < 271154 for coding
over 4 blocks

Q d kev Rgv npcm kpew Rpon plain/cipher
2 211 521 0.5088 4095 2895 0.7068 0.0442
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Information Theoretic Analysis of
PUF-Based Tamper Protection

Abstract

PUF-based approaches enable tamper protection for high-assurance devices without
needing a continuous power supply. Several methods for PUF-based tamper protection
have been proposed together with practical quantization and error correction schemes.
In this chapter we take a step back to analyze theoretical properties and limits. We
apply zero leakage output quantization to existing quantization schemes and minimize
the reconstruction error under zero leakage. We apply wiretap coding within a helper
data algorithm to enable key reconstruction for the legitimate user while making re-
construction impossible for the attacker models considered in this chapter. We present
lower bounds on the achievable key rates depending on the attacker’s capabilities in the
asymptotic and finite blocklength regime to give fundamental security guarantees even
though the attacker gets partial information about the PUF response. Furthermore, we
present converse bounds on the number of PUF cells. Our results show for example
that for a practical scenario one needs at least 459 PUF cells using 3 bit quantization
to achieve a security level of 128 bit.

The results in this chapter are joint work with Matthias Hiller. We have submitted a
paper containing several results presented in this chapter to the IACR Transactions on
Cryptographic Hardware and Embedded Systems (TCHES) and received a Major Revi-
sion. We are planning to resubmit the work for one of the next two deadlines of the
same conference.

4.1 Introduction

Physical Unclonable Functions (PUFs) evaluate physical properties of devices to ob-
tain unique identifiers of electronic devices and physical roots of trust for cryptographic
keys. Furthermore, PUFs can be used as a foundation for tamper protection technol-
ogy that facilitates to validate the physical integrity of an embedded system after its
power-up. All approaches have in common that minuscule manufacturing variations
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within physical objects, or mostly electronic components, are evaluated to generate
a device-unique output. While there are several works on the assessment of the en-
tropy or randomness of PUFs [MGS13; WGP18; FWHP23| and the leakage through
the published helper data necessary within the reconstruction phase, e.g. [DGSV15;
DGV*16], we are currently lacking a theoretical model to quantify the security in the
light of a physical attacker who destroys parts of the PUF response to read out the
remainder.

Going from silicon PUFs, e.g. SRAM PUFs, to system-level PUFs facilitates to
incorporate tamper protection capabilities to protect an entire embedded device with
components that cannot resist advanced physical attacks on their own, such as proces-
sors or FPGAs, and their communication. This reduces the attack surface from several
individual vulnerabilities, e.g., against laser or EM fault injection and EM or optical
side channel analysis to the attack resistance of the surrounding foil. We also consider
it impossible to perform power side-channels since the attacker can only access the
power supply of the entire printed circuit board and has no direct access to the power
supply of the chip.

For the remainder of this chapter, we will refer to the PUF-based tamper protection
foil proposed by Immler et al. [IOK™18; IONT19]. However, the generic results of
this work can be adapted and applied to other PUF types as well. Examples are the
coating PUF [TSST06b] and the polymer waveguide PUF [VWN*16; GGV17]. The
tamper protection is based on a foil that is wrapped around a Printed Circuit Board
(PCB), or a cover that is placed on top. This foil consists of a mesh of electrodes,
leading to a large number of capacitances that can be monitored by a mixed signal
circuit from within the protected area. It evaluates the capacitive coupling between
electrodes to derive the cryptographic key and to validate the physical integrity of
the system and performs run-time tamper detection during operation to protect the
system.

One of the critical attack vectors, considered during the evaluation of hardware de-
vices with security boxes [SI23], is that an attacker penetrates the foil with a small
needle or drill and accesses internal signals. If the required drill diameter is suffi-
ciently large, major changes occur in the capacitance measurements of a significant
portion of the foil, leading to an incorrectly reconstructed PUF response during the
reconstruction phase. Therefore, the secret cannot be uncovered by an attacker, as dis-
cussed, e.g., in [GXKF22a]. As the foil’s PUF values may also change over time due to
noise, aging, and varying environmental conditions such as temperature or humidity,
an error-correcting code is implemented in the system to compensate for those effects
to ensure that the correct cryptographic key is derived with a probability > 1 — 1076
or even > 1— 1077,

Our goal is to analyze the resulting wiretap channel [Wyn75; CK78| between the
enrollment and reconstruction phase of the legitimate user as well as the reconstruction
phase of the attacker from an information theoretical point of view. We establish lower
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bounds on the secrecy capacities of the resulting channels as well as finite blocklength
achievability and converse bounds on the maximal achievable secrecy rate, making
our results relevant in practice as they provide benchmarks for implementations by
quantifying the distance of a practical implementation to the theoretical limit.

4.1.1 Main Results

The main results presented in this chapter are:

o Information theoretical channel model including zero leakage helper data gener-
ation for physical tampering with PUFs

o Asymptotic results for lower bounds on the channel capacity of the resulting
PUF-channel under different attack scenarios

» Finite blocklength achievability and converse results on the number of required
capacitances to achieve a predefined security level in two attack scenarios

e Proof that previously used helper data schemes do not achieve required security
levels without leaking information about the secret via the helper data

» Quantitative results that demonstrate that a 128 bit security level is achievable
with 1400 and PUF cells for 18% and 36% erasure probability for digital and
analog attacker, respectively

4.1.2 Qutline

Section 4.2 gives a brief overview over related work. Section 4.3 gives some back-
ground information on the foil PUF and introduces the resulting channel model. In
Section 4.4, we obtain results on the secret key capacity of the HDA for digital and
analog attacker. Section 4.5 investigates secret sharing using common randomness us-
ing one-way communication for finite blocklength. It serves as a foundation to analyze
the HDA performance with respect to the required amount of capacitive PUF cells for
the foil PUF presented in Section 4.6. In Section 4.7 we use the converse result on the
necessary amount of PUF cells to show that a given implementation has to either leak
via the helper data or be insecure by other means. Section 4.8 sums up the results
and states open problems.

4.2 State of the Art

While some silicon PUFs such as the SRAM or arbiter PUF directly output digital
information, other silicon PUFs, like the Ring-Oscillator or TERO PUF, and in par-
ticular non-silicon PUFs output analog, or finely quantized digital data. They all have
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in common, that they undergo a long processing chain, until a cryptographic key is
output (see Section 2.7.3).

4.2.1 PUF-Based Tamper Protection

In the past, tamper protection was implemented through a continuously powered de-
tection mechanism, e.g. in tamper-responsive envelopes and covers that wrap or cover
the structure to be protected [OI18]. A physical measure such as electrical resistance
is measured over a protective structure and triggers an alarm as soon as the measure-
ment exceeds a threshold to erase sensitive information, stored e.g. in battery-backed
memory. While the device is only active during a fraction of the time, the protective
measures need to be active for the entire life-time of the device, after it leaves a trusted
manufacturing site. PUF-based tamper protection promises to increase sensitivity and
to ease the handling during operation of the devices. Thus PUFs can contribute to an
easy-to-handle and future-proof tamper protection technology.

Over the last 20 years, different measures were taken to combine PUFs and tamper
protection. An early type is the coating PUF,| where a protective coating is spread over
an IC and evaluated from its inside to detect physical tampering when the coating is
penetrated [SMKT06; TSST06a]. In addition to electrical measurements, also optical
approaches [EFK*™12; VNK'15] or propagation behavior of radio waves [ZHS18] were
proposed.

In this work, we use PUF-based tamper protection realized by foils and covers, as
also proposed in [IOK*18; Imm19; IONT19; GOFK21]. This scenario is depicted in
Figure 4.2.1. The foil is wrapped around a PCB with mounted electronics components
to be protected and consists of two structured electrode layers (blue and red) and two
electrical shielding layers (black). The capacitive coupling between the electrode layers
is measured to obtain the PUF response [OIHS18]. In addition, faster mechanisms for
run-time tamper protection are included.

The capacitance values are subject to measurement noise, temperature and other
environmental effects, as discussed based on practical values, e.g. in [GXKF22b]. A
broad range of deterministic effects can be compensated with linear or also higher
order reference points of fits [OIHS18; GXKF22b; RFB123], whereas Gaussian mea-
surement noise remains in all cases. We will focus on this fundamental issue using a
wiretap channel in this work and refer to the compound wiretap channel for considering
multiple environmental conditions [LKP09).

4.2.2 Quantization

All analog PUFs evaluated on embedded devices need to quantize the digitized PUF
data into a finite alphabet that is input into the error correcting code (see Sec-
tion 2.7.5). Typically, public helper data that references the distance and direction to
the next interval border is stored to move data point away from decision borders right
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Figure 4.2.1: Sketch of PUF-based envelope [IOK™18] with two conducting electrode
layers in red and blue, and two shielding layers in black (figure copied
with permission of Matthias Hiller)

into the middle of the quantization interval. So far, work on PUFs typically either
uses equiprobable or equidistant quantization. As shown in Section 2.7.6 it is possible
though to use arbitrary input quantization while still generating helper data that is
not leaking any information about the secret (zero-leakage helper data).

Equiprobable Quantization The range of possible output values of the PUF is split
into d intervals with the same probability such that all indices as sampled with the
same probability. This is favorable from a security point of view, as iid PUF values
are mapped into uniform data in the finite alphabet. However this comes with two
downsides: First, the common helper data generation bringing the expected value
during reconstruction into the center of the interval leaks information about the secret,
as the helper data pointers of different intervals have different distributions [[HKS16].
Later in this chapter we will introduce a method to obtain zero leakage helper data
such that this problem is mitigated. Second, the decision borders in the center are
rather narrow, so that the values are subject to a higher error rate. The wide intervals
in the tails of the distribution also have a decreased sensitivity for physical tampering.

Equiprobable quantization can be used if the requirement for uniformity exceeds
the requirements for tamper detection sensitivity [GXKF22b].

Equidistant Quantization In contrast, equidistant quantization samples the analog
value mapping it to intervals of the same size. This has the advantage that additive
noise effects all values in the same way and error probabilities are constant with respect
to the PUF value. Also, only a negligible leakage can be observed [IHKS16] using the
aforementioned helper data pointers. With the later on introduced zero leakage helper
data algorithms this is less of a factor. As a downside, this comes at the expense of
a heavy bias as the intervals differ in probability. This can be mitigated through
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variable-length encoding at the expense of a limited selection of code classes for the
later ECC [THL*18]. As shown in [BDH"10], also higher-dimensional structures can
be used for embedding secret data, which adds more degrees of freedom.

4.2.3 Error Correction

Aside from the helper data used to perform better output quantization during recon-
struction (denoted by W™ in Section 2.7.3) additional helper data W is generated to
link the PUF response to a codeword of an error correcting code. This can be done
either by linear schemes that generate the link through linear dependencies such as
syndromes or XORs or pointers that refer to parts of the PUF response [HKS20).

In any case, an ECC is used to reduce the key error probability e.g. down to 107°
or 107 to generate reliable keys. This can be done with standard codes such as BCH,
Reed-Solomon or Convolutional codes [MS77a], or newer code classes such as limited
magnitude codes [IU19] or Polar codes [CIWT17; GXKF22b].

In addition, wiretap codes can be used either for leakage prevention [HO17] or attack
prevention [GXKF22b].

Over the last decades, several schemes have been proposed and implemented to
address the design of the error correcting codes (ECCs) and helper data, see e.g.
[DGSV15; HKS20]. In the following, we focus on the generation of input and output
quantizers as well as funcamental theoretical limits on the amount of required PUF
cells. Designers can then benchmark their implementations against those fundamental
limits. The construction of a practical wiretap code and considerations for the leakage
of the helper data connecting the PUF responses and the coding scheme are out of the
scope of this thesis.

4.3 PUF-Based Tamper Protection Foil

Going from the pure PUF-based key generation scheme to tamper protection brings
additional requirements for the PUF. The combination of enrollment phase and re-
construction phase using HDAs as proposed in Section 2.7.5 for the combination of
legitimate user and a physical attacker is related to secure communication over a dis-
crete memoryless degraded wiretap channel or a discrete memoryless wiretap channel
depending on the chosen attacker models that are specified in the following.

4.3.1 Attacker Model

Aside from the standard attack vectors of key generation schemes using analog PUFs
like helper data leakage in addition the physical tampering aims at obtaining secret
information and this needs to be prevented by the designer.

86



4.3 PUF-Based Tamper Protection Foil

Considering all attack vectors, the remaining security of the system requires to
exceed a specified minimum security level such as 120 bit, as currently recommended
by the BSI [BSI24]. In this work we chose to investigate 128, 192 and 256 Bit security
levels as common in many cryptographic applications.

Leakage through Helper Data Since early approaches like the fuzzy commitment
or fuzzy extractor [DRS04b], helper data leakage is a topic to be considered when de-
signing secure key generation with noisy secrets, and in particular for PUFs [DGSV15]
when imperfections come into play [DGV*16]. For the remainder of the this chapter,
we assume a random number with full entropy for selecting the codeword and refer to
the mentioned related works to design helper data schemes that avoid leakage through
W™ by the helper data algorithm. In addition to W", the quantization helper data
W™ needs to be considered in addition for analog PUFs and we are using the zero
leakage helper data generation proposed in Section 2.7.6 for W™.

Physical Tampering As physical tamper protection aims to withstand attackers be-
ing able to use sophisticated tools, a wide range of attacks needs to be considered
[Wei00; Imm19; GSHO21; S123], where a special emphasis is put to physical drilling,
that affects only very small areas.

As reference, for the system proposed in [[OK* 18], drilling with a conventional drill
bit with diameter > 300um fully destroys one electrode in both layers, such that 23 out
of 128, or 18% of the capacitance values are destroyed. Attacks during operation can
be detected with the integrated run-time tamper detection measures. Attacks on the
powered-off device are more challenging from a theoretical point of view. For identical
layouts, we need to assume that the attacker knows the position of the destroyed PUF
cells within the PUF response, which we model as erasures in the proposed coding
schemes.

A neuralgic point for an attack lies between the measurement circuit and the key
generation, as the attacker can obtain the digitized low-noise values from tapping a
single wire, before the values are interpreted in the embedded key management system
and the attack detection triggers. The attacker can only perform a single measurement
of the PUF in this case because after this measurement the chip will notice that the
foil has been attacked and burns a fuse bit, eliminating the possibility for further
measurements. In the following this attacker is referred to as the “digital attacker” for
brevity.

In another scenario, the attacker performs more advanced analog measurements, i.e.
we assume he affords better measurement equipment. We call this kind of attacker the
“analog attacker® for short. We make the very conservative assumption the attacker
can measure with infinite precision, i.e. his equipment has infinitely fine quantization
steps and furthermore he can perform an unlimited number of measurements. Due
to the unlimited amount of measurements with uncorrelated measurement noise the
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attacker is able to apply post-processing to effectively eliminate the measurement
noise. However, in this scenario the attacker is required to drill multiple holes to tap
multiple analog wires, potentially with a larger wire diameter instead of only one small
hole to probe a digital signal. We will show in Section 4.4 that this attack is indeed
problematic, especially for larger field sizes and hence propose to use countermeasures
on the hardware level eliminating the possibility for an attacker to perform those
advanced measurements. A profound reasoning for the amount of PUF cells being
destroyed by this attack is out of scope of this work. It is reasonable though to assume
that a significant extra proportion of the foil needs to be destroyed compared to the
digital attacker to mount such an attack. In our examples we used twice the amount
of destroyed capacitances compared to the digital attacker.

Within the helper data algorithm the ECC enables recovering the key from an erre-
nous PUF measurement as long as the number of errors is sufficiently small. Designers
therefore need to take care that an attacker cannot retrieve information about the se-
cret key using the redundancy inflicted by the ECC even though the attacker has to
destroy a fraction of the PUF cells to measure the PUF. Investigating fundamental
limits of this problem is the major contribution of this chapter.

In addition to the possibility of wiretapping internal signals, the cable connections
through the foil that could reveal timing or global power side channels need to be
taken into account. This topic will not be considered in the scope of this thesis and
can be addressed individually when designing the host system.

4.3.2 Enrollment and Reconstruction Phase for the Foil PUF,
Legitimate User

The PUF considered throughout this chapter is established by a foil consisting of elec-
trodes forming a mesh of capacitances. The purpose of this PUF is twofold. First it is
used for storing a cryptographic key in a secure manner and secondly it shall protect
the components within its inside. An attacker trying to perform a side channel attack
is required to measure parameters related to the implementation and the foil prevents
him from accessing critical hardware. As composition of physical variations, the ca-
pacitances can be modelled as Gaussian random variables [[OK*18]. While the work
in [GXKF22a| focuses on the reliability side with a strong focus on the specific impli-
cation and its measurements, this work aims at quantifying the information theoretic
security limits of this type of PUF.

The distribution of the differentially evaluated PUF response for a single cell fol-
lows a Gaussian of zero mean and variance 0%, i.e. X ~ AN(0,0%). We assume that
the PUF values for the individual cells to be independently identically distributed
(iid). We denote the output one PUF cell during the enrollment phase by the random
variable X. To obtain the secret S for this cell, the measured data is quantized (see
Section 2.7.5). The generation of the helper data Wof a PUF is peculiar because not
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Figure 4.3.1: Enrollment phase

only shall it be of value within the reconstruction process but have the zero leakage
property (Definition 2.46). Zero-leakage quantization helper data generation has al-
ready been discussed in Section 2.7.6 and we follow this approach throughout this
work. In Fig. 4.3.1 the pdf of a single PUF cell is depicted. The red dot represents
the realization of X. In this example we used 2 bit quantization to obtain the value
of the secret value of the PUF, denoted by S. The dashed lines represent the borders
of the quantizer and the numbers inside the intervals represent the respective values
of S, i.e. in our example S = 3. The location of X within the respective interval is
then used to derive the helper data W which is later on used to find an estimate for
S during the reconstruction phase.

The PUF response during the reconstruction phase is modelled as the PUF response
during the enrolment phase X perturbed by additive Gaussian noise with variance
0%. We denote this output by the random variable Y = X + N with N ~ A(0,0%).
During the reconstruction phase, Y is used in combination with the helper data W
to output an estimate for S, in the following denoted as S. Throughout this work
we use op = 2241 and on = 129 which is consistent with the results in [GXKF22b].
The output quantizer (),,; depends on the quantization helper data W and has been
specified in Section 2.7.6. We denote the output of this quantizer by S,

The conditional distribution of the PUF response during the reconstruction phase for
the example in Fig. 4.3.1 is shown in Fig. 4.3.2. Notice that the quantization intervals
during the reconstruction phase have been shifted compared to the enrollment phase.
This is due to the utilization of the helper data W. By utilizing the helper data the
distance between the value during the enrollment phase (the red dot) and the relevant
quantization boundary for the error has increased, leading to a lower reconstruction
failure probability.

Our next goal is to secure the HDA for the foil PUF against the attack scenarios
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Figure 4.3.2: Reconstruction phase

mentioned in Section 4.3.1. In Section 2.7.4 a connection between secret sharing
using common randomness and HDAs for PUFs. However, it has also been pointed
out that the secret sharing protocol used to establish Theorem 2.11 requires two-
way communication, thereby making it unapplicable in the PUF setting. Hence, in
the following we investigate secret sharing using common randomness using one-way
communication in the finite blocklength regime.

4.4 Secret Key Capacities for the Foil PUF

In this section we establish the connection between enrollment and reconstruction
phase for the legitimate user combined with the attacker models introduced in Sub-
section 4.3.1 and the secret key generation using correlated sources. The enrollment
and reconstruction phase during normal operating conditions as well as for the two
mentioned attack scenarios are depicted in Fig. 4.4.1.

We first tackle the problem of determining the maximal code rate of the ECC for
a HDA providing security against the attacks described in Section 4.3.1. Essentially
this code rate is related to the hardware complexity and the security level of the PUF
as outlined in Section 2.7.3.

Updating Fig. 2.4 to also include the attacker models discussed in Section 4.3.1 we
arrive at the block diagram shown in Fig. 4.4.1. Depending on whether we exclude
the analog attacker by preventing the necessary measurements on a hardware level as
proposed in Section 4.3.1 only the variables connected to the decoder for the digital
attacker are of concern or also the parts associated with the analog attacker. To keep
the analysis of the model simple, we take the approach of examining the scenario where
only the digital attacker needs to be considered first. The changes necessary to also
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integrate the analog measurements of the PUF then build from there.

We observe that for the reconstruction phase the legitimate user measures Y and
utilizing the quantization helper data W™ obtains an estimate for S™ referred to as
S™. In contrast via the probing the digital measurement line the attacker obtains the
same measurement with additional erasures 5]1‘. By a similar argument to the one in
Section 2.7.4 we have that the resulting helper data scheme’s task is to implement a
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secret sharing algorithm using a source of common randomness. The source of common
randomness is formed by the joint probability distribution PS7§7§d. In the secret sharing
problem, the first terminal Alice gets access to S™ and wants to agree on a key with
Bob who gets 5”, while the eavesdropper Eve obtains Sg. As described in Section 2.2.2
Alice and Bob next exchange messages over a public channel and aim to agree on a
secret key in a secure manner, i.e. in a way such that it is impossible for Eve to obtain
information about the key. Interpreting the HDA as a way to integrate a secret sharing
protocol, the information shared over the public channel are the quantization helper
data W™ and the reconstruction helper data W". Alice’s and Bob’s goal is to agree
on a key which is as large as possible, thereby maximizing the entropy of the key for
some arbitrary but fixed n. Results on the secret key capacity (asymptotic setting as
n — o0) have been recapitulated in Section 2.2.2 (Theorem 2.6) and applying these
results to the HDA scheme in Fig. 4.4.1 leads to the result in Theorem 4.1.

Definition 4.1. We consider an HDA with q input quantization levels and an attacker
trying to obtain the secret established during the enrollment process. The key capacity
Clley.attacker T this setup is the maximal asymptotic code rate for which a wiretap code
exists such that the block error probability for the legitimate user is arbitrarily small
and the system achieves an arbitrarily high secrecy level as the blocklength n goes to
infinity.

Theorem 4.1. The key capacity C’,‘jey’dig for the foil PUF and the digital attacker is
optimal in the sense that it enables a code rate for the ECC' that is equal to the secret
key capacity of the secret sharing problem with common randomness specified by the
source Psﬁﬁd' More specifically, the code rate C’gey,dig is defined by

C} max  1(S;S|W)pg . (4.1)

ey,dig * input quantizer

Proof. First of all it is obvious that it is impossible to achieve a rate higher than the
secret key capacity of the secret sharing problem using common randomness specified
by the joint distribution PS’§7§d.

For the achievability consider the codewords of the ECC to be sampled randomly
and iid from the uniform distribution over the range of S, denoted by §. The HDA
in Fig. 4.4.1 precisely implements the construction outlined in the achievability proof
sketch of Theorem 2.6. Hence, due to the fact that S, is defined to be the output of
an erasure channel having erasure probability pg.

By the proof sketch for the achievability of Theorem 2.6 and by identifying S = X,
Y =S and Z = S, we have according to Theorem 2.6

Cs = I(X;Y) = I(X;2) = I(S; SW) = I(S; 5.[W)
1(S; S|W) = 1(S; SIW)(1 — pa) = 1(S; S|W)pa - (4.2)
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Furthermore, compared to the secret sharing using common randomness problem intro-
duced in Section 2.2.2 we have the additional freedom of choosing the input quantizer.
This extra degree of freedom can be exploited since Equation (4.2) is valid for any
input quantizer Equation (4.1) follows, completing the proof. [ |

In order to compute this capacity the first step is to analyze the relation between
S and S conditioned on the knowledge of the helper data W. The distribution of
S follows from the distribution of the PUF during the enrollment phase, i.e. from
the distribution of X, and from the choice of the input quantizer. It is complicated
to perform the maximization in Theorem 4.1 because the channel matrix is changing
according to the input quantizer as its choice influences the output quantizer (see
Remark 2.10). The following observation is helpful though.

Lemma 4.1. For the channel resulting in the concatenation of enrolment and recon-
struction phase at the legitimate user it holds that

1(S; S|W) = I(X; S|W) (4.3)
Proof. By using the chain rule of mutual information it holds that

I(X,S;S|W) = I(S; §|W) + I(X; S|W, S) (4.4)
= I(X;S|W)+I(S; S|W, X) .

It holds that I(X;S|W,S) = 0 and I(S;S|W, X) = 0 because (W, S) uniquely deter-
mines X and X determines S and the statement of the Lemma follows. [ |

Since Lemma 4.1 shows that we can focus on I(X; S|W) and furthermore

[(X; S|W) = H(S|W) — H(S|W, X) (4.6)
= H(S|W) - H(S|X) ,

where the last equality follows because W is a function of X. We observe that the
quantity that we are interested in is the difference between the uncertainty of S given
the publicly available helper data W compared to the uncertainty of S given the private
PUF response during the enrollment phase X.

Next we deal with the additional analog attacker. This attacker not only gets access
to the digitized measurement of the internal circuitry of the PUF after the erasure
channel EC(pg) but also to an analog measurement of the foil PUF passed through
another erasure channel. This channel inflicts an additional fraction of (p, — pg) errors
into the positions that have not yet been erased by the hole necessary for the digital
measurement. Hence, this erasure channel needs to access which cells have been erased
by the digital attacker and this is reflected in the additional input 53. Its only purpose
is to declare which cells have already been erased in this context.

93



4 Information Theoretic Analysis of PUF-Based Tamper Protection

The attacker’s decoder however can utilize the information that Sg provides. This
information is only useful for reconstructing the values that have been erased by the
additional erasures because the number of measurements for the analog attacker is
unlimited and hence unerased symbols are perfect reconstructions of the enrollment
value S™.

Theorem 4.2. For the key capacity C}., .., of the foil PUF and the analog attacker
it holds that

max  I(S; S|W)(1—pa+pa)—H(S)(1—p,) < Cleyana < . max — [(S; SW)pa -

input quantizer " input quantizer

(4.8)
Proof. We first prove the lower bound. Using Theorem 2.6 we have that
Cloy = 1(S; SIW) = 1(8; 54, 54| W) . (4.9)
By the definition of mutual information it holds that
1(S; 84, 5,]W) = H(S) — H(S|S4, S0, W) (4.10)

because H(S|W) = H(S) due to the zero leakage condition and furthermore we observe
that

H(S|S4, S0, W) = H(S|S4 = 0,5, = E,W)P5,(0)(pa — pa)
+ ...
+ H(S|S4 = |8, 5 = E,W)Pg,(IS])(pa — pa)
+ H(S|Sy=E,S;=E,W)py
= H(S|S, W)(pa — pa) + H(S)pa - (4.11)

Plugging these simplifications into the right hand side of (4.9), we have
H(S)pa — H(S|S,W)(1 = pa + pa) (4.12)

which is equivalent to the lower bound in the theorem after some simple algebraic
steps and maximizing over the choice of the input quantizer.

The upper bound follows trivially because the analog attacker is stronger than the
digital attacker. However, we also show that the upper bound cannot be trivially
improved by the well known upper bound

1(S: 5|84, 8., W) = H(S|S,,S,,W) — H(S|S, S4, Sa, W) . (4.13)

The first entropy in Equation (4.13) has already been simplified within this proof.
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Table 4.4.1: Achievable asymptotic rates for the PUF-channel for weak and strong
attackers, different input quantization alphabets and quantization strate-
gies, erasure probability p; = 0.1 for the digital attacker and p, = 0.2 for

the analog attacker, op = 2241, 0y = 129

quantizer | equidist. | equidist. | equiprob. | equiprob. | optimized | optimized
levels digital analog digital analog digital analog
2 0.1 0.1 0.1 0.1 0.1 0.1
4 0.117 0.117 0.2 0.2 0.2 0.2
8 0.196 0.196 0.298 0.282 0.299 0.294
16 0.291 0.291 0.356 0 0.363 0.327
32 0.376 0.269 0.382 0 0.382 0.311
64 0.389 0 0.398 0 0.398 0
128 0.404 0 0.406 0 0.406 0
256 0.410 0 0.409 0 0.410 0
Hence, we only need to simplify H(S]g, S, Sa, W). Observe that
H(S|S, S4, 8., W) = H(S|S,S, = E,W)p, = H(S|S)pa (4.14)
and therefore
1(S; 5|84, 5., W) =1(S; S|W)py . (4.15)

Evaluation of Theorem 4.1 and Theorem 4.2 leads to the achievability results pre-
sented in Tables 4.4.1 and 4.4.2. We assumed that the analog attacker has to destroy
twice as much of the foil as the digital attacker has to. In Table 4.4.1 we took the
conservative approach of assuming that the digital attacker destroys 10% of the PUF
cells, i.e. pg = 0.1,p, = 0.2. Table 4.4.2 shows the results for p; = 0.18,p, = 0.36,
which is the value corresponding to destroying one electrode in both layers of the foil
as discussed in [IOK™18] considering a hole diameter > 300um.

In both tables we considered various numbers of quantization levels and input quan-
tizer strategies. From the proofs of Theorem 4.1 and Theorem 4.2 it is easy to see
that choosing a suboptimal input quantizer still gives an achievable lower bound on
the secret key rate.

In this work, we consider equidistant and equiprobable input quantization. Further-
more, we use an optimization algorithm aiming to find the input quantizer maximizing
the achievable secret key rate according to Theorem 4.1 and Theorem 4.2.

The results show that in case we have to cope with the digital attacker that the
equiprobable input quantization performs better than equidistant quantization. For
the analog attacker the opposite is the case as we increase the number of quantiza-
tion levels. For a small number of quantization levels equiprobable quantization still
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Table 4.4.2: Achievable asymptotic rates for the PUF-channel for weak and strong
attackers, different input quantization alphabets and quantization strate-
gies, erasure probability p; = 0.18 for the digital attacker and p, = 0.36
for the analog attacker, op = 2241, 0y = 129

quantizer | equidist. | equidist. | equiprob. | equiprob. | optimized | optimized
levels digital analog digital analog digital analog
2 0.18 0.18 0.18 0.18 0.18 0.18
4 0.211 0.211 0.36 0.36 0.36 0.36
8 0.353 0.353 0.536 0.524 0.537 0.533
16 0.523 0.523 0.640 0.356 0.654 0.600
32 0.677 0.591 0.687 0 0.688 0.613
64 0.700 0.061 0.716 0 0.716 0.061
128 0.727 0 0.731 0 0.731 0
256 0.738 0 0.737 0 0.738 0

performs better.

The reason for that behaviour is that the analog attacker obtains a perfect dupli-
cate of the PUF cell measured during enrollment in case the respective cell is not
erased by the holes he is required to drill to perform measurements. Especially if the
measurement during the reconstruction by the legitimate user is unreliable, the ana-
log measurements provide valuable additional information to the analog attacker that
the legitimate user does not have. The input quantization has a substantial effect on
the reliability of the measurement during reconstruction. Once an interval length at
the output quantizer (influenced by the input quantizer) is below a certain threshold
a measurement result of this value becomes unreliable. In this case the additional
information provided by the analog measurement substantially increases due to the
insecurity of the reconstruction value for the legitimate user.

This explains why equidistant input quantization performs better for a larger num-
ber of quantization levels if the analog attacker is considered. For a small amount of
quantization levels the intervals are anyway large enough and the dominant factor is
the entropy of the input, which is obviously maximized for the uniform input distribu-
tion achieved by the equiprobable input quantizer. For the digital attacker we do not
have this trade-off and hence equiprobable quantization always performs better than
equidistant quantization.
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4.5 Secret Sharing using One-Way Communication for
Finite Lengths

For this section we stick to the notation used in Section 2.2.2 that is commonly used
in secret sharing with common randomness. In particular X,Y and Z are not related
to the foil PUF in particular but rather form a general source of randomness via the
pmf Pxyz. After this section X shall again be considered the analog measurement
during enrollment and Y shall again be considered the analog measurement during
reconstruction.

Because of this inherent limitation of the construction used in [HTW16], we take the
approach of utilizing the construction in the achievability proof sketch of Theorem 2.6
also in the finite blocklength case.

Theorem 4.3. For the secret key rate with mazimum secrecy 0 and average error
probability € it holds that

~ ~ |
Rn(me,8) > Gs — 1) 107 (0) — | 20 0) + 0 ( Og(’”) S )
n n n
where
P x, uni 2
Vi= ) Pxy(z,y)log fyp(y) — D (Pxy||P¥" Py) (4.17)
TEX m Y(y)
yey
and
P €T,z uni 2
Vo= Pxz(x,2)log} (fé()) — D (Pxz||PY"™ Py) (4.18)
ze¥ wtz(7)

with Pfémf denoting the uniform distribution over the input alphabet X. This rate can
be achieved using one-way communication over the public channel.

Proof. As in the achievability proof sketch for Theorem 2.6, we use a secrecy codebook
for the degraded wiretap channel sampled according to a distribution Py, where in this
particular case we define Py to be uniform over the alphabet X'. We mask the codeword
symbolwise by computing u;+x; using the common randomness provided by the source
Pxy 7z and send the result over the public channel to Bob. Again the artificially created
wiretap channel with input U and outputs (U + X,Y) and (U 4+ X, Z) can be used
to show achievability results for secret sharing using common randomness, this time
in the finite blocklength regime. To compute the achievable secret key rates we apply
Theorem 2.10. Notice that the secrecy definitions for (degraded) wiretap channels
and secret sharing using common randomness match each other. Hence, the secrecy
condition of the secrecy code implies the secrecy definition for secret sharing using
common randomness.
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For the first channel dispersion term V; the legitimate user channel from U to
(U + X,Y) is relevant. Hence, we have

Vi= Z Py (u) ( Z Poexyu(T,ylu) logs (PU@X?YU(JE’ y|u)>

wex Fex Proxy(Z,y)
yey
2
- D (PU@X,Y|U=u||PU@X,Y> : (4.19)

Next we analyze the terms Pygx y v (%, y|u) and Pygx,y(Z,y). We have
Pooxyw(Z, ylu) = Proxw(Z|w) Privexu (y|T, u) = Px (T — u)Pyix(y|T —u) (4.20)

because U is uniformly distributed over X and independent of X, Y.
Furthermore, it holds that

Proxy(Z,y) = Prox(Z)Privex (y|T) = —; Py (v) (4.21)

again because U is uniformly distributed over X and independent of X, Y. Notice that
U & X is independent of Y even though X and Y may not be independent. This is
basically because X is encrypted by a one-time pad using U as its key.

Equation (4.17) follows because the sum in the bracket goes over the entire alphabet
sets X and Y. Notice that the sums do not depend on the choice of U in the outer
sum. The same holds for the sums defining the divergence term.

An analogous argument holds for V5 in Equation (4.18). |

Theorem 4.4. Let us assume that we use the same communication protocol as in the
proof of Theorem 4.3. In this case for the secret key rate with average secrecy 0 and
average error proabability € it holds that

R, < Cs— ﬁ@*(a +8)+0 (10g(”>> , (4.22)

n

where

‘/c = Z PXYZ(x7y7 Z) logg
zeX
yey
zEZ

( PXYZ(%%Z)

PXZ(x,Z)py|Z(y|z)>_D(PXYZHPY|Zsz) . (4.23)

This upper bound holds in particular for the secret sharing problem using only one-way
communication over the public channel.

Proof. As mentioned in the theorem our goal is again to use a wiretap code for the
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channel with uniformly sampled input U and with outputs (U+ X,Y) and (U+ X, Z).
Hence, an upper bound on the secrecy rate for a wiretap code of this channel is also
an upper bound on the achievable secret key rate of the communication protocol for
the secret sharing problem.

Using the upper bound for wiretap codes in Theorem 2.10 it holds that

3 Puaxy,zv(Z,y, z|u)
V.= P (u P, x,y,zulog2< _ Sl S—
u%;( ul )(ng vexy.zu( ) logy Puax,ziv(Z, z|u) Puax yivex,z (T, y|T, 2)
ey
— D(PU@X,Y,Z|U:u||PU@X,Y|UEBX,ZPU€9X,Z|U:u)2) . (4.24)

To simplify Equation (4.24) we observe

Puaxyzv(Z,y, 2|u) = Puexw(T|u) Pywexu T, w) Pyyvexu(z|y, T, u)
= Px(T — u)Pyx(y|7 — u) Pziyx(2|y, T —u) , (4.25)

Poex,z1v(%, z|u) = Prexu(T|u) Pruexu(2|T,u) = Px (T — u)Pyx (2|7 —u) (4.26)
and
Prexywex,z(T,y|T,2) = Priz(ylz) . (4.27)

The basic idea to show all of these simplifications is to use the facts that U is uniformly
distributed over X and independent of X,Y, 7 and that U & X is independent of Y
and Z because X is encrypted by a one-time pad using the uniformly distributed U
as a key.

As in the proof of Theorem 4.3 the inner sum in Equation (4.24) goes over the entire
alphabet sets X', Y and Z. Hence, the sums do not depend on the specific value of U
since it only leads to an index shift within the sum. The same argument holds for the
divergence term. [ ]

Corollary 4.1. Let us consider a source of common randomness following a joint pmf
Pxyz for which it holds that X —o—Y —o— Z. Then it holds that the upper bound on
the maximal secrecy rate for wiretap codes in Theorem 2.10 is not tight for the degraded
wiretap channel formed by the uniformly sampled input U (over X ), legitimate user
output (U & X,Y") and eavesdropper output (U & X, Z).

Proof. As already emphasized in Remark 2.6 the communication protocol over the
public channel achieving the secret key rate in Theorem 2.11 requires two-way com-
munication over the public channel while the construction of the upper bound in The-
orem 4.4 only requires one-way communication. Hence, in order to prove the corollary,
it suffices to show that the upper bound in Theorem 4.4 exceeds the maximal secret
key rate in Theorem 2.11. We will show in the following that this indeed holds.
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4 Information Theoretic Analysis of PUF-Based Tamper Protection

The difference between the rates in Theorems 4.4 and 2.11 lies in the channel dis-
persion terms V. and V., respectively.

Notice that the sums involving the logs terms are equivalent. Hence, we focus on
the divergence terms in both equations. We have

D(Pxyz||PyizPxz)* = | Y Pxvz(z,y,2)log,
reX

yey
z€Z

(pyfi?;ﬂi%f;fi, z))

Pyz1x(y, z|x
= | > Px(z) > Pyrzx(y,z|z)log, (sz(y\lz)(]zzpl(iu))

reX yey
zZEZ
(4.28)
and
> Px(2)D(Pyzx=||Py|z Pzx=2)*
TeX
2
PYZ|X(y7 z|x)
= Px(z) Pyz1x(y, z|z) log,( (4.29)
mEZX yezy | 2 Pyiz(ylz) Pzix (2|z)
ZEZ
Because f(r) = 2? is a strictly convex function we have that
D(Pxyz||PyizPxz)” > Y Px(2)D(Pyzx=s||Py|zPzx=2)" (4.30)
reX
and hence the statement follows. [ |

Remark 4.1. Corollary 4.1 shows for sources of common randomness Pxy z for which
X —o— Y —o— Z that the upper bound obtained in Theorem 4.4 is strictly larger than
the rate obtained in Theorem 2.11. The secret key rate of Theorem 2.11 also provides
an upper bound on the secret key rate for protocols with one-way communication. No-
tice though that Theorem 2.11 requires the random variables X,Y,Z to be connected
via a Markov chain while for Theorem 4.4 can also be applied if this is not the case.

Equipped with the knowledge of this section we next tackle the problem of securing
the HDA against the attack scenarios mentioned in Section 4.3.1 for finite lengths.
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4.6 Achievability and Converse Bounds for Finite
Lengths

The results presented in the previous section are for the asymptotic setting in the
sense that they hold if the number of capacitive cells in the PUF goes to infinity and
the fraction of the erasures for the attacker are determined by the erasure channel
parameters pg and p, for the digital and analog attacker model. Of course as a first
order approximation one could compute the key capacity C’,‘jey and estimate the di-
mension of the secrecy code for the resulting (degraded) wiretap channel by C, n.
As for the channel models discussed in Section 2.3 to estimate the code dimension
in that way is highly inaccurate if the blocklength is of small to moderate size. In
general the achievable code dimension is of significantly smaller size. We note that
the erasure channel assumption is only an approximation of the reality since for our
attacker model the number of erasures is assumed to be constant and equal to pgn
or p,n for the digital and the analog attacker model, respectively. Nevertheless, we
consider the results obtaining from this to be rather accurate because these values are
equal to the expectation for the erasure channels. Notice here that erasures in the
digital attacker model imply erasures in the analog attacker model. The erasures for
the analog attacker are then added on top.

Using Theorem 4.3 to estimate the achievable code rate leads to a much more precise
estimate for small to moderate blocklengths. Similarly, applying Theorem 4.4 is much
more precise to estimate a converse result on the secret key rate for the HDA. However,
using Theorem 2.11 enables us to find an even tighter converse in case we only need
to protect the design against the digital attacker.

The following observation is helpful and used implicitly throughout this section.
Empirically, we found that 7(S; S W) ~ I(S,; S). Basically we observed no difference
between these quantities even though we were not able to formally prove this state-
ment. Notice that this does not mean that the helper data has not been utilized on
the right hand side of the equation. Rather it means that the channel matrix on the
right hand side is constructed by averaging over all possible values of W rather than
constructing the channel matrix for each realization w, computing (S} S |W = w) and
then averaging with respect to fy/(w). This effect is desirable as it shows that it is
sufficient to construct a single codebook independent of the helper data W, rather
than constructing different codebooks for different values of W. This behaviour makes
perfect sense considering that S is an approximation of S and W is independent of S
due to the zero leakage condition (see Section 2.7.6).

The potential inaccuracy by assuming I(S;S) = I(S;S|W) only induces a rate
penalty for the scheme. In terms of security this is not a problem as W is still perfectly
utilized and the codebook is chosen by the legitimate users. Furthermore, it makes
the application of Theorem 2.10 significantly easier.

In the following, we are investigating which finite rates can be achieved by HDAs
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4 Information Theoretic Analysis of PUF-Based Tamper Protection

with different parameters for both attacker models. We are in particular interested in
this rate as the code dimension in the HDA has to be at least as large as the targeted
security level. A lower bound on the code rate (which also depends on the blocklength
for finite n) leads to an upper bound on the required amount of capacitive cells while
a lower bound can be used to prove impossibility results, i.e. it enables to show that
a certain amount of cells is absolutely required for target values in terms of reliability
and security of the PUF.

As in Section 4.4 we first consider the HDA scheme only covering the digital attacker.

4.6.1 Digital Attacker

Theorem 4.5. The mazimal achievable rate RE%49(n, e ) for the HDA achieving a
mazimum secrecy level & against the digital attacker described in Section 4.3.1 with

error probability € during reqular device operation is lower bounded by

Rt 2 Ry~ 2070 - 200+ 0 (20)

where
Rgsympdlg (S S)Z)d ) (432)
P ~(S’§> uni
=Y P, x(s,5)log; % — D(Py5l|Ps"™ Pg)? (4.33)
s€S S] 5(5)
38
and

P , s
Z pd) 1Og2 ( ]3<~( ) ) + Z PS pd 10g2 (Psl())

seS |S| S seS |S]
5eS

— [0 =pa)D (Pl P8 Pg) + pa (Pl PE"™)] (4.31)

Proof. The statement follows from Theorem 4.3 by setting S = X, S =Y and Sy =
Z. Vi is directly obtained by plugging in the respective random variables. For the
computation of V5 we note that the probability that Py s(E|s) = pq irrespective of s.
In case no erasure occurs it holds that Py 5(3ls) = Pg 5(3]5)(1 —pa). The rest follows

easily from the definition of V5 in Theorem 4.3. [
Theorem 4.6. The secret key rate for a source of common randomness with distribu-
tion PS 53, s

n

Re, (ne,8) = Cs — \/§Q1<€ L5+ 0 <1°g(”)> , (4.35)
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where

= > Ps(s) Y Pyg(s pdlog2< Sls s;) >~ Ps(s)paD (Pgq_ SHP) . (4.36)

seS 3eS seS

CIJ%

Furthermore, it holds that

* ]{26
Ravg(n,s,é) Ry (n,e,9) (4.37)
where Ravg dig(1; €,0) denotes the mazimal achievable rate for the HDA achieving an
average security level 0 against the digital attacker

Proof. The statement follows from Theorem 2.11 by setting S = X, S =Y and
Sd 7. Notice that 9, S Sd form the Markov chain § —o— S —o— Sd which is
necessary for Theorem 2.11 to be applicable.

By the definition of Sd we have that Sd is either equal to S or the erasure event E.
We have that

Py535,(5,8,8) = Ps(s)Pg5(3]s)(1 = pa)
Py55,(s.8,E) = Ps (5)P§‘5(<§|s)pd. (4.38)

Furthermore, it holds that Pgz (5 |5) =1 and Pg3,(3 |E) = P3(3).
Using these statements and applying them to Theorem 2.11 we observe that all terms
for which Sy # E go to zero. Equation (4.36) follows by considering the remaining

terms for which S; = FE. [ |

By Remark 4.1 we know that the upper bound given in Theorem 4.6 is tighter than
applying Theorem 4.4. Using Theorem 4.5 and Theorem 4.6 we obtain the achievability
and converse results presented in Tables 4.6.1, 4.6.2, 4.6.3 and 4.6.4.

The results show that different amounts of input quantization intervals can signifi-
cantly change the achievable rates for the foil PUF. Notice that for the achievability
bounds, increasing the amount of quantization intervals does not necessarily decrease
the required number of PUF cells. 2 Bit quantization is optimal from that perspective.
The converse bounds decrease with an increasing the amount of quantization intervals
though. From the tables we observe that an increased demand in PUF reliability only
has a small influence on the required number of cells, whereas the erasure probability
has a much larger impact. We also observe that higher security levels require more
PUF cells as was to be expected.

4.6.2 Analog Attacker

In this section we basically perform a similar analysis for the analog attacker as we
did for the digital attacker.
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Table 4.6.1: Achievability (ach.) and converse (conv.) results on the number of nec-

essary capacitive PUF cells for p; = 0.1, PUF reliability ¢ = 107% an

d

security levels 128, 192 and 256 bit, digital attacker, equiprobable input

quantization, op = 2241, 0n = 129

quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 3645 1902 5499 2655 7354 3391
4 2664 1117 4025 1516 5386 1902
8 3178 850 4635 1128 6072 1398
16 5502 779 7768 1019 9977 1250
32 5390 744 7609 970 9773 1187
64 5509 726 7768 943 9968 1152

Table 4.6.2: Achievability (ach.) and converse (conv.) results on the number of nec-

essary capacitive PUF cells for p; = 0.18, PUF reliability ¢ = 107% an

d

security levels 128, 192 and 256 bit, digital attacker, equiprobable input

quantization, op = 2241, 0y = 129

quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 1938 1038 2923 1454 3909 1860
4 1399 606 2113 825 2828 1038
8 1508 459 2216 612 2916 760
16 2194 420 3128 552 4042 680
32 2150 401 3064 525 3959 644
64 2179 390 3102 510 4004 625

Theorem 4.7. The maximal achievable rate Rﬁfg;m

(n,e,d) for the HDA achieving

a mazximum secrecy level 6 against the analog attacker described in Section 4.3.1 with
error probability € during regular device operation is lower bounded by

Rkey ana(n €, (5)

max

where
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Rq,lowe'r

asymp,ana

=>_Ps

seS
5eS

> Rq Jower

asymp,ana

-
I1(S; SIW)(1 = pa + pa) —

P.=(s,3) i
3(s,5)log3 (%) D(Py3l|Ps fP)

ISI7 S

‘22@1(5) L0 (

H(S)<1 _pa> )

log(n)

)  (439)

(4.40)

(4.41)
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Table 4.6.3: Achievability (ach.) and converse (conv.) results on the number of nec-

essary capacitive PUF cells for p = 0.1, PUF reliability e = 107 an

d

security levels 128, 192 and 256 bit, digital attacker, equiprobable input

quantization
quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 3645 2106 5499 2887 7354 3647
4 2665 1286 4026 1703 5388 2106
8 3345 1006 4834 1300 6299 1582
16 6050 940 8414 1194 10705 1437
32 5927 903 8243 1142 10488 1370
64 6068 884 8427 1114 10712 1335

Table 4.6.4: Achievability (ach.) and converse (conv.) results on the number of nec-

essary capacitive PUF cells for p = 0.18, PUF reliability ¢ = 107 an

d

security levels 128, 192 and 256 bit, digital attacker, equiprobable input

quantization
quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 1938 1145 2923 1575 3909 1994
4 1400 693 2114 923 2828 1145
8 1571 539 2291 701 3002 856
16 2382 504 3350 643 4293 7
32 2334 483 3282 614 4205 740
64 2370 472 3327 599 4259 720
and
Ps(s Ps(s ) 5(3]s)
Vy :dePS(s) logg S( ) — P4 Z (s, § log2 —
sES |S\ sES \3| 3(5)
5eS
- 2
+ (1= pa) 10g3(|S]) — [logs(S]) + 1(S; S)(pa — pa) — paH(S))] (4.42)
Proof. To prove the statement we use Theorem 4.3 and set S5 = X, S =Y and

(S4,5.,) = Z. The channel for the legitimate user does not change compared to
the digital attacker. Hence, the dispersion term V; does not change compared to
Theorem 4.5.

Therefore, we only need to provide a proof for V5. For Sy # F and S, # FE, we have
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that

Pgs, 5,(s,8,5) = Py 5(s,5)(1 = pa)

Pg 5,(5.5) = Ps(s)Pg(3]s)(1 — pa) - (4.43)
Furthermore, for S; = F and S, = F

P.s s (s,E,E) = Ps(s)pq

5,84,5a
Psd,sa(E7 E) =pqy (4.44)
and for 9 # F and S,=F
Pss Sa (s,5,F) = Ps (3)P§|5(§|5)(Pa — Pd)
Psmsa(g’ E) = P§(5) (pa - pd) (445)

Using these identities and Theorem 4.3 we obtain

5 P
Vs =pa Y Ps(s)log? (PS( )> )2 Polsrs logQ( 1P:6)

seS IS] sgg ISI7 S
_ 2
+ (1= pa) log3(IS1) — [log,(S]) + 1(S; 8)(Pa — pa) — paH(S)] (4.46)
after some elementary algebraic steps. [ |

Theorem 4.8. The mazimal achievable rate RE%(n, ¢, §) for the HDA achieving a

avg
average secrecy level § against the analog attacker described in Section 4.3.1 with error

probability € during reqular device operation is upper bounded by

Ve log(n)
Dkey,ana ,upper c 1
Ry (0,2.8) < R — 2@ e 40+ 0 (P2} g
with N
R mpana = 1S5 S[W)pa (4.48)
and 3
P§\5(8|8) 2 32
=pa Y P, (s, 3)log; | (897 (4.49)
sES S(S)

5eSsS

Proof. To prove the statement we use Theorem 4.4 and set S = X, S =Y and
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(§d, §a) = Z. For Sy # F and S, # E we have that

Pg535,5.(5.5,8,5) = Py5(s,8)(1 — pa)

5,508, (5:5:8) = Ps(s) Pgs(3)(1 = pa)
Pgg,5.(85.5) =1, (4.50)

for §d = F and Sa = FE we have that

Py55,5.(5,8 B, E) = Py5(s, 8)pa
Py 3,5.(s, B, E) = Ps(s)pa
Pg5,5.GlE E) = Pg(3) (4.51)
and for §d # E and §a = F it holds that
55.5,5, (5,5, 8, E) = Ps(5) Pg5(3]5)(pa — pa)
PS,Sd,ga(S7 5,5) = Ps(s)pa
P35, 5,315, 5) = P5(3) (4.52)

Using Theorem 4.4 and the identities outlined above directly gives the desired result
after some elementary steps. |

Remark 4.2. Notice that it is to be assumed that the converse bound is of poor quality
as the analog erasure probability p, has no influence on the bound. The approach taken
for the digital attacker to use Theorem 2.11 to find an upper bound on the maximal
rate of the HDA cannot be done for the analog attacker in a straightforward manner.
The reason is that Theorem 2.11 is only applicable if S, S and (§d, §a) form a Markov
chain, which is not the case.

The results for applying Theorem 4.7 and Theorem 4.8 to the HDA in the analog
attacker scenario are presented in Table 4.6.5 and Table 4.6.6. Achievability as well as
converse results on the required number of PUF cells are given. Comparing the achiev-
ability results to the results for the digital attacker, we observe that for a small amount
of quantization levels are almost identical. Even though we cannot say the same for
the converse results this is an interesting observation. It suggests that potentially it
is better to use coarse input quantizers. Aside from requiring less PUF cells from an
achievability bound perspective quantizers with fewer levels are cheaper and easier to
build. Also notice that the output quantizer levels need to be adjusted according to
the helper data. In this respect this observation becomes even more important than
in the enrollment phase.
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Table 4.6.5: Achievability (ach.) and converse (conv.) results on the number of nec-
essary capacitive PUF cells for p; = 0.18 and p, = 0.36, PUF reliabil-
ity ¢ = 107% and security levels 128, 192 and 256 bit, analog attacker,
equiprobable quantization

quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 1938 902 2923 1295 3909 1683
4 1399 417 2113 607 2828 795
8 1511 239 2219 358 2918 478
16 5983 201 8470 301 10897 401
32 - 187 - 280 - 373
64 - 179 - 269 - 358

Table 4.6.6: Achievability (ach.) and converse (conv.) results on the number of nec-
essary capacitive PUF cells for p = 0.18 and p, = 0.36, PUF reliability
e = 107% and security levels 128, 192 and 256 bit, analog attacker, equidis-
tant quantization

quantizer | ach.128b | conv.128b | ach.192b | conv.192b | ach.256b | conv.256b
2 1938 902 2923 1295 3909 1683
4 2305 740 3482 1070 4659 1396
8 1679 363 2537 545 3397 726
16 1355 245 2044 367 2734 490
32 2184 190 3141 284 4081 379
64 - 183 - 275 - 366

4.7 Applying Converse Results in Security Analysis

In previous wiretap work [GXKF22b], the complexity of the attacker has been esti-
mated by Huy = — >0 ps.ilogy(ps), where ng is the dimension of the code and p;;
denotes the symbol error rate of an attack on the information symbols of the polar
code. For the parameters in the paper this leads to a claimed attack complexity of
100 bit for a legitimate user reliability e = 107°.

However, according to the converse bounds outlined in this work (Theorem 4.6), it
is impossible to reach the claimed security level of 100 bit for the specified reliability
level € = 1075, More specifically, the bound shows that at least 389 PUF cells with 8
quantization levels are required (neglecting the O-error term in Theorem 4.6) rather
than the proposed 128 PUF cells. Hence, assuming that the error term can be ne-
glected, computation of the converse bound shows that the security analysis made in
[GXKF22b] is flawed and the proposed construction does not reach the desired secu-
rity level without leaking information about the secret through the helper data. This
shows that our rather theoretical framework has substantial practical consequences.
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4.8 Summary and Open Problems

Over the last years, several practical papers for key generation for PUF-based tamper
protection were introduced. In this chapter, we analyzed the problem with infor-
mation theoretical tools for additional insights and contribute to understanding and
quantifying theoretical and practical limits.

We have given achievable rates under the constraint that the quantization helper
data leaks no information about the quantized PUF response S™ obtained during the
enrollment phase both in the asymptotic as well as the non-asymptotic setting for two
different attacker models. Asymptotically we observed that for the digital attacker
equiprobable input quantization performs better than equidistant input quantization
in terms of achievable code rates. In case the analog attacker of concern to designer
equiprobable quantization can be beneficial for larger quantization alphabets. The
same observation holds in the finite length regime. Our results have practical merit
since they show that coarse quantization is not only easier to implement but also
often requires less capacitive cells on the foil. Furthermore, we presented converse
bounds that showed that existing implementations cannot achieve a security level of
100 bits if leakage of information via the public quantization helper data is prevented.
The achievability results allow to state an upper bound on the required number of
capacitive PUF cells. Thereby, they permit to set design goals for PUFs with respect
to the required security and reliability levels.

Our results show that we can achieve the number of required capacitive cells with
an optimized implementation, e.g. through a feasible feature shrink. Consequently, by
quantifying the fundamental limits of this PUF architecture this the results presented
in this chapter contribute in guiding practical work towards theoretically secure and
certifiable future implementations.

In this chapter we have not addressed the construction of a wiretap code actually
achieving the desired security level against the proposed attackers. Standard construc-
tions using polar codes are unlikely to work because the attacker’s success rates cannot
be determined via Monte-Carlo simulations. In the opinion of the author algebraic
constructions are more promising because it is usually easier to calculate performance
guarantees of the coding schemes. We consider this an interesting topic for further
research.
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Preliminaries

5.1 Notation

This section formally defines notations that are used throughout this part of the thesis.
The set of integers {1,...,n} is denoted by [n]. The set of integers {i+1,i+2,...,7}
is denoted by (7, j]. We denote sets by calligraphic letters, e.g. a set A. For instance
we can specify the set A to be binary by setting A := {0,1} and to be g-ary by
defining A = Q := {0,1,...,¢ — 1}. A string of length n is denoted by = € A",
ie. ® = (r1,...,2,). We use z; € A to denote the i-th element of the string «
where ¢ € [n]. The set A* contains all strings over the alphabet A of arbitrary length
including the empty string which is denoted as ( ). We refer to the length of x as |x|.
Given two strings 1 € A™ and x2 € A", we denote by z = (z||y) the concatenation
of x and y, hence z € A™ "2, Tt is also possible to write a string = (z1,...,z,) € A"
as a concatenation of its components, i.e. = (z1||...||z,). However, for n strings
Yi, ..., Y, € A", we distinguish the concatenation of strings y = (y1|...||y.) € A*
from a tuple g™ = (yi,...,y,) € (A*)" containing several strings. The tuple §™
can be uniquely split back into vy, ..., ¥y,, whereas for the concatenated string y this
is not possible. Finally, we define the binary entropy function by h(x) := —zlog, z —

(1 —x)logy(1 — x).

5.2 Distance Metrics

We use the following two distance notations. For any two strings « € A* and y € A*
we denote as A(zx, y) the minimal number of deletions and insertions required to obtain
x from y. This quantity is frequently referred to as the longest common subsequence
distance between strings & and y in the literature. Additionally, we use the notation
dy(x,y) to denote the Hamming distance between strings  and y of same length.
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Z; Yi
mo Encoder Channel

Figure 5.3.1: Channel with feedback

5.3 Coding with Feedback

A transmission scheme with feedback enables the sender to choose his encoding strat-
egy adaptively according to previously received symbols within a transmission block
at the receiver side. Throughout this work we assume the feedback to be noiseless and
instantaneous, meaning that the encoder gets instant notification about the channel
output and we specify the input alphabet of the channel by X and the output alpha-
bet by ). The specification of the forward channel is equivalent to restricting which
elements of the input alphabet X can be mapped to which elements of the output
alphabet ).

We denote the set of possible messages by M. The sender chooses a message
contained in this set, say m € M, which he wants to send to the receiver. An encoding
algorithm for a feedback channel of blocklength n is composed of a set of functions

MYt X, die{l,...,n}. (5.1)
The encoding algorithm is then constructed as

c(m,y" ) = ((er(m), ca(m, y1), cs(m, y?), ..., co(m,y" 1)) € &™ | (5.2)

where y* := (y1,...,yx) with y; € Y being the i*" received symbol. Moreover, the

set of possible values for the received symbol y; conditioned on ¢; is defined by the
channel. Suppose that at most ¢ errors occur within a block of length n. For m € M,
we define the set of output sequences for encoding strategy c¢(m,y" ') by

Vi(m) = {y" € ¥ dly" elm,y" ) <t} (5.3
where d(-, -) denotes the distance metric we are considering for the respective channel.
Within the definition in equation (5.3) it is implicit that the output sequences have to

obey the specifications of the forward channel. As examples for a distance metric d(-, -)
we refer to the Hamming distance dy or the longest common subsequence distance A
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introduced in Section 5.2.

Definition 5.1. An encoding strategy (5.2) is called successful if V' (mq )NV} (ma) =
0 for all distinct messages my,my € M.

Remark 5.1. An encoding strategy is guaranteed to cope with t errors inflicted by an
adversary knowing the message m to be transmitted as well as encoding and decoding
strateqy of the communication system if and only if the encoding strategy is successful
in the sense of Definition 5.1.

Definition 5.2. Let M,(I',n,t) denote the mazimum number of messages in M for
which there exists a successful encoding strategy for a channel I with input alphabet size
q if the number of errors inflicted by the channel is upper bounded by t. A successful
encoding strategy for M,(I',n,t) messages is said to be optimal.

Definition 5.3. We consider a channel I'. Let the size of its input alphabet be g > 2.
The capacity error function C’({(F,T) of I' with noiseless feedback denotes the supre-
mum on the rates for which a successful algorithm exists depending on T = % as the
blocklength n goes to infinity with t denoting the maximum number of errors inflicted
by the channel noise, i.e.,

CH(T, 1) := limsup log, (M,(I', n, [Tn])) )

q n—00 n

(5.4)

The capacity error function for 7 =1 is denoted by C(io(I’) and has been introducted
by Shannon in [Sha56] under the term zero error capacity.

Definition 5.4. We say that a channel is synchronized if the transmission of an
input symbol of length 1 always results in an output of length 1. As a consequence
this means that an observer given the input and the output of a block transmission can
always tell which input symbol lead to which output symbol for the channel.

Remark 5.2. As mentioned in the introduction of the thesis we are covering the
Z-channel (Chapter 6), specific unidirectional channels (Chapter 7) and insertion-
deletion channels (Chapter 8). The first two classes belong to the family of synchro-
nized channels, whereas the insertion-deletion channels do not.

Synchronized channels with finite input and output alphabets are often specified by
bipartite graphs.

Definition 5.5 (Synchronized channel/bipartite graph). A synchronized channel cor-
responds to a bipartite graph in the following way. Let X denote the set of possible
input symbols and let Y denote the set of possible output symbols. Then if it is possible
that the channel maps input symbol i € X to output symbol j € Y, the pair (i,j) is part
of the set of edges £ C X x Y. Conwversely, a bipartite graph between input symbols X
and Y defines a synchronized channel.
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1 1

Figure 5.3.2: Symmetric channel T'%

Synchronized channels with finite input and output alphabets correspond to their
respective bipartite graphs by a one to one mapping. Therefore, in this thesis we
frequently speak about the graphs when we mean the respective channels and vice
versa.

Definition 5.6 (Symmetric channel). A discrete channel is called symmetric if the
channel can map every symbol of its input alphabet to every symbol of its output al-
phabet, i.e. for the set of edges & in its graph respresentation it holds that £ = X x ).
We denote this channel by T'%.

For the symmetric channel with binary input and output alphabets I'%, depicted
in Fig. 5.3.2, the capacity error function has been established by Berlekamp [Ber64;
Ber68] and Zigangirov [Zig76].

Theorem 5.1. The capacity error function of T'% with noiseless feedback is

1 — h(7), for 0 <71 < (3—+/5)/4,
Cf(Ig,m) = (1= 3r)log (155),  for (3—V5)/4<7<1/3, (5.5)
0, otherwise .

Definition 5.7 (Asymmetric channel). An asymmetric channel is a discrete chan-
nel whose specifying bipartite graph is not the full graph in the sense that the set of
edges € # X x ).
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Abstract

In this chapter, we compute lower and upper bounds on the capacity error function
of the Z-channel with noiseless feedback. We consider a combinatorial error model
where the maximal number of errors inflicted by an adversary is proportional to the
number of channel uses within a transmission block in the asymptotic setting. We
present an encoding strategy having an implementation complexity scaling linear with
the blocklength. Without feedback, it is known that the capacity error function goes
to zero when the error fraction 7 > 1/4. The coding scheme with feedback that we are
presenting in this chapter is strictly positive for any fraction of errors 7 < 1. Additionally,
we present an upper bound on the capacity error function for the Z-channel.

This chapter is based on [DLMP22] published in the IEEE Transactions on Information
Theory. Parts of this work furthermore have been presented at the International Com-
puting and Combinatorics Conference 2020 [DLMP20]. The author order within these
papers has been chosen to be alphabetical. The coauthors of these works are all senior
researchers and significant contributions to both mentioned works have been made by the
author of this thesis.

6.1 Introduction

In optical communications and other digital transmission systems the ratio between
the error probabilities of type 1 — 0 and 0 — 1 can be large [Bla94]. Practically,
one can assume that only one type of error can occur. These channels are called
asymmetric. In this chapter, we discuss the problem of finding coding strategies for
the Z-channel with feedback. Throughout this chapter the Z-channel channel T'% that
we are considering is specified in Fig. 6.1.1. The channel is of asymmetric nature
because it permits an error 1 — 0, whereas it prohibits an error 0 — 1.

As already mentioned in Chapter 5, we are considering only the combinatorial setting
where we limit the fraction of erroneous symbols by a fraction 7 := % This is in
contrast to the probabilistic setting, in which the error probability of the channel
is fixed. Feedback codes achieving the Z-channel capacity (probabilistic setting) are
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l——m—1

Figure 6.1.1: Z-channel T'%

considered in [TABBOS]. The figure of merit examined in this work also used in
[ADL06] is the capacity error function, written as CJ(I'%,7) which is specified in
Definition 5.3.

The problem of finding encoding strategies for the Z-channel using noiseless feedback
is equivalent to a variation of Ulam’s game, the half-lie game. The first appearance
of the half-lie game occurs in [RMK*80]. In this game for two players one player,
referred to as Paul, tries to find an element z € M by asking n yes-no questions which
are of the form: Is x € A for some A C M? The other player, the responder Carole,
knows x and is allowed to lie at most ¢ times if the correct answer to the question is
yes. In comparison to the original Ulam game [Ula91], Carole is not allowed to lie if
the correct answer is no. Before Ulam proposed the game it was already described
by Berlekamp [Ber68] and by Renyi [Ren61]. For a survey of results see [Cicl3]. It is
known that for fixed ¢ asymptotically it holds that My(T'%,n,t) ~ 2" tIn~" as n — oo
for Paul to win the half-lie game. First this was shown for t = 1 in [CM00] and later
generalized in [DS04; SY03] for arbitrary ¢. Due to the equivalence of the half-lie game
and the coding problem with feedback for the Z-channel, the coding problem has been
solved for an arbitrary but fixed number of errors for the asymptotic case when n goes
to infinity.

Unlike studies in [SY03; DS04; CMO00], we discuss the case when ¢ is linear with n,
i.e. t = 7n for some constant 0 < 7 < 1. In this setting, it is natural to investigate the
exponential growth of the quantity M»(I'%,n,t). By random arguments, it was proved
in [D’y75] that CJ (T%,7) > 0 for 7 < 1/2. In [DLM21] a feedback strategy based on
the rubber method [ADLO06] was introduced to find an encoding strategy achieving a
positive asymptotic rate for any 7 < 1/2. The results in this chapter will show that
significant improvements are possible. In particular we show that CJ (I'%, 7) is indeed
strictly positive for any 7 < 1.

6.1.1 Outline

The remainder of the chapter is organized as follows. In Section 6.2, we provide
an upper bound on Cg (T%,7). Then we provide an encoding algorithm achieving a
positive asymptotic rate for any fraction of errors 7 < 1 which is the main result
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presented in this chapter (Theorem 6.2). In Section 6.4 we set our results in context
to known results in the literature and constitute our conjecture that the established
lower bound achieved by the presented coding scheme is tight. Finally, we conclude
the results of this chapter in Section 6.5.

6.2 Upper Bound on CJ(I'%, 7)

In this section we establish an upper bound on CJ (I'%, 7). This upper bound is close
to our lower bound for small values of 7. We make use of an approach similar to the
one in [SY03]. We take a successful encoding strategy and consider only messages
m € M such that any output sequence in )j*(m) has a relatively large Hamming
weight. For those messages, it is possible to derive a good lower bound on the size of
Yi(m). The upper bound on the size of the set of possible messages is then obtained
by a sphere-packing argument.

Theorem 6.1. For any 7, 0 < 7 < 1, we have R(t) < R(7), where R(7) is defined as

R(r) =: 02117';27 max{fl(r, ' w), fofT, T',w)},
0<w<i—7'

and

filr, 7 w) = (1—71)h (max{lw 1})

— 772
—(w+T—=7")h (ﬂ) :

T—T

w0 = 0o )
fo(r, 7 w) = (1 T)h(mln{l_T/,2 )

Proof. Let M denote the set of possible messages. Let

= (c1(m), ca(m,y"), ..., ca(m,y™ 1))
be a fixed successful encoding algorithm with
ci(m,y™ 1) : M x {0,1}"1 = {0,1}

for all 1 < ¢ <n and t be the maximum number of asymmetric errors. Recall that for
a given message m € M, the set of output sequences, written as Yj'(m), is defined by
equation (5.3) in this case specifically with d = dy and Y = {0,1}. Let [ and w be
fixed integers such that 0 <[l <tand 0 <w <n—1. A message m € M is said to be
(I, w)-good if the Hamming weight of any y™ € Vp;(m) is at least w+1, where V', (m) is
the set of output sequences for the message m that have zeros at their last [ positions,
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6 The Z-Channel

ie, Y(m) :={y"€Vr(m): ys=0forie{n—I1+1,...,n}}. Since | <, for any
message m € M, the channel can inflict errors in such a way that it forces the output
sequence to contain zeros in its last [ positions. Hence, |V/;(m)| > 1 for any m € M.
Let G C M, denote the set of (I, w)-good messages and m be a fixed (I, w)-good
message. In what follows, we shall prove that the size of J};(m) is bounded below as

. w+t—1
Iyt,z(m)|2< e ) (6.1)

Let I denote an arbitrary subset of t — [ elements of the set [w + ¢ — I]. Now we
construct y" = y"(m, I) € {0,1}" using an algorithm and show that the constructed
y" is a potential output sequence, i.e., y" € Vi (m). In the following algorithm, u" =
(u,...,u,) = u"(m,I) denotes the transmitted sequence, j is the number of already
transmitted symbols, w; is the Hamming weight of the sequence v/ = (uy, ..., u;) and
y° denotes the empty string.

Input: Message m, encoding strategy c(m,y™" 1) and set I C [w+t—1], |I| =t—1.

Initialisation: Let j < 0, w; < 0.

Step 1: Set ujy1 < ¢jp1(m,y?). Update j < j+ 1 and w; < w;_q +u;. fu; =1
and w; € I, then y; <— 0. Otherwise y; <— u;. If j <n — 1, repeat Step 1. Otherwise,
go to Step 2.

Step 2: Set u;1  ¢j11(m,y’). Update j < j+ 1, wj + wj_; +uj and y; + 0. If
j < n, repeat Step 2. Otherwise, exit the algorithm.

Output: Sequence y" = (Y1, ..., Yn)-

The sequence y" is a potential output of the Z-channel if the encoder transmits the
message m since y; < u; = ¢;(m,y’~*) for all j € [n]. The number of errors at Step 1
is dgr (y" !, u™!) < |I| = t—1. The output symbols at Step 2 are zeros and the number
of errors at Step 2 is at most the remaining blocklength [. Hence, the total number of
errors dy (y",u") <t — 1+ 1 =t, which implies that y" € Y/,(m).

We claim that wg(u"™") = w,_; > w+t—1+ 1 and, thus, the number of errors at
Step 1is dg(u™!,y" ') = t—1. Note that dg(u"",y" ") is the number of elements in [
that are less than or equal to w,_;. By definition of the set I, the s smallest element
in [ is at most w + s. Thus dy(u"!,y"!) is at least the maximum s € [t — [] such
that w + s < wy,_y, i.e., dg(u™ ! y") > min(t — I, w,_; — w). Since the message m is
(I,w)-good, it holds that w + 1 < wy(y") = wy(y"™") = wg (™) —dg(y™ ' u"l) <
Wy —min{t — I, w,_; —w}. By comparing the leftmost side and the rightmost side of
the above inequality, we derive that the minimum in min{t—1[, w,_; —w} is attained at
the first argument since, otherwise, it holds that w+1 < w. Therefore, t—1 < w,,_;—w
or Wn_; > w+t—101+1.

We now check that y™(m,I) # y™(m, K) for any distinct K, C [w+t—1], |K| =
|I| =t—1. Let f; (fx) be the smallest element in I (K) that does not appear in K (I).
Without loss of generality, consider the case f; < fx. Since exactly t—1[ errors occurred

120



6.3 Lower Bound on CJ(FZZ, )

at Step 1 when receiving y(m, I), there is a moment j, € [n — [] such that u;, =1
and wj, = fr € I. Then y;(m,I) =0 # 1 = y;,(m, K) and y;(m,I) = y;(m, K) for
all i € [jo — 1]. This implies the required bound (6.1) since the number of different
(t — 1)-element subsets of the set [w + t — [] is exactly (“’::tl_l)

Recall that the fixed strategy is successful and, thus, the sets V;;(m) are pairwise
disjoint for all m € M. The number of binary sequences of length n — [ with at least

w+ 1 ones is Y000 ("u;l> and, thus, 3,.c |V5y(m)] < Xt ("U;l) By (6.1), we
have that
ZZ)/_ZZUI+1 (nu;l)
(")
Recall that |Vp(m)| > 1 for all messages m € M. From the definition of messages
that are not ([, w)-good, we obtain 3=,,cang | Vi (m)] < 30— (";) Hence,

G| <

|M\g|séo<”w_,l>.

Finally, by optimizing over parameters [ and w, we can upper bound the value

M(n,t) by
: . St (Z;l) ~ (n—1
mm{ R ")

t—1 w'=0

By letting n — oo and setting 7’ := [/n and w := w/n, we get that R(7) is bounded
above by

o . / /
0271}27_ ogglgl{l—r’ max {fl (7_7 T, w)a f2 (7_7 T, Cd)}

as claimed in this theorem. [ ]

6.3 Lower Bound on C{(FZZ,T)

In this section we give a successful encoding strategy for the Z-channel. This gives a
lower bound on the capacity error function for the Z-channel capable of correcting a
fraction of 7 asymmetric errors C§ (%, 7).

Theorem 6.2. For any 7, 0 < 7 < 1, we have that C{(FZ,T) > R(T), where R(T) is
defined as

o= e (11 (1 12))

=(1+7)—(1+4+7)logy(l+7)+7logy7 .
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6 The Z-Channel

6.3.1 Encoding Strategy

At the start of the message transmission the receiver has only knowledge about the
set of messages M and the encoding strategy the sender deploys. The sender’s task is
to communicate a message m € M to the receiver. The sender does so by applying an
encoding strategy which reduces the number of eligible messages from the receiver’s
viewpoint until only the message m is left. The encoding algorithm we provide divides
the number of channel uses n into subblocks. Therefore, the encoding procedure is
potentially divided into several steps. We denote the set of eligible messages from the
receiver’s perspective after the i step as M, with M, := |M41], the number of
remaining channel uses as n;;; and the number of remaining errors available to the
adversary by ;1.

In the following the algorithm depicted in Figure 6.3.1 is described. Before every
step, the sender (as well as the receiver) checks the following two properties

and

For the sender checking the aforementioned conditions before each step is possible
due to the feedback. Depending on which of the conditions (6.2)-(6.3) hold, the sender
chooses one out of three algorithms for encoding. The receiver is able to keep track of
the amount of already occurred errors due to the specifics of the Partitioning Algorithm
which is specified in detail later in this section. This information is essential because
it tells the decoder when the encoder switches to a different algorithm.

If both conditions (6.2)-(6.3) do not hold, then the sender makes use of Partition-
ing Algorithm. This strategy tries to limit the set of eligible messages by dividing
the message space into subsets and sending the index of the subset containing the
message. After this subblock transmission the sender and the receiver examine the
conditions (6.2)-(6.3) and check whether the encoding and decoding strategies have to
be adjusted for the remainder of the block.

If property (6.2) is violated and property (6.3) holds, then the sender uses the Weight
Algorithm for information transmission in the remaining channel uses.

If the condition (6.2) is true, then the sender applies the Uncoded Algorithm for
information transmission in the remaining channel uses. Below we describe the three
algorithms required for our encoding strategy.

Partitioning Algorithm: This algorithm relies on the specific choice of positive
fixed integers § and p with § > p (see Lemma 6.1). We partition the message space
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Message m € M
number of errors < ¢
blocklength n

Initialisation: 7 = 0,
My=|M|, tg=t, ng=n

Uncoded
Algorithm

Weight

Algorithm

No

Partitioning Algorithm
Niy1 <M — 0
tiv1 <t — €
Mty < [%-‘ (éile):rei)
1 i+1

Figure 6.3.1: Encoding algorithm for transmission over the Z-channel
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6 The Z-Channel

before the " step M, into (i) subsets M ; of almost equal sizes

Mi - U MZ'J' .

The size of each subset is either [MZ / (2)}, or {MZ / (Z)J The exact way in which the
message space is to be partitioned is to be agreed between the sender and the receiver
before the data transmission. Then the sender finds the index of the group containing
the message and transmits this index using a subblock of length § containing p ones.
In this way the receiver can determine the number of errors inflicted by the channel
within this subblock by counting the number of ones. There are p + 1 possible cases
depending on the number of errors e; within the respective subblock of the i*" step.

If e; = p errors occur, the received subblock consists of § zeros and the set of possible
messages remains unchanged from the receiver’s point of view, i.e. M;,; = M,,
niy1 =n; — o0 and t; 1 =1t; — p.

When e; < p errors occur, there are (51’ :re’) subsets of messages M, that are
consistent with the outcome of the Z-channel. M, is then equal to the union of
these subsets. Therefore, the set of eligible messages in accordance with the received

0 symbols is reduced and we have M; ; < [MZ / (f)ﬂ (5_’:“1'). Moreover, the receiver
and the sender obtain n;;1 =n; —d and t;,1 = t; — e;.

Weight Algorithm: We order the messages within the set of eligible messages,
denoted by M’, by enumerating them: M’ = {mg,m1,...,mapri—1}. The sender
would like to transmit one of the messages in M’, say m,., to the receiver by using
the channel n’ times. To this end, the sender transmits a 1 over the channel until a
1 is received exactly r times. This happens at some point if a sufficient amount of
channel uses is considered because the number of errors is limited. We denote this
limit as ¢’. After that, the sender transmits 0-symbols which cannot be disturbed by
the Z-channel. The receiver finds the Hamming weight w of the received sequence of
length n’ and outputs the message m,,. This strategy is successful, i.e., m, = m,,, if
M| <n/ —t'+1.

Uncoded Algorithm: We denote the ordered set of eligible messages as M’ =
{mo,m1,...,marvj—1}. The sender’s task is to send one of the messages, say m,, to
the receiver by using the channel n’ times. In order to do so, it sends the (standard)
binary representation of the index r over the channel. This strategy is successful if the
sender is allowed to use the channel at least [log, |[M’|] times and no errors occur.

Next we prove a lower bound on the maximal cardinality of the set of possible
messages M.
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6.3.2 Analysis of the Proposed Algorithm

Lemma 6.1. Let k be the maximal number of partitioning steps, let § be the length of
a partitioning subblock having Hamming weight p. Let t denote the mazximal number
of asymmetric errors and let € be an arbitrary real number such that 0 < e <1 —%.
Then we obtain that

5

()

d—pte
e

>1, Vee{0,...,p—1}.

2
D
I
~~
—_
I
(@)
S~—
/N

We define v, :=1, A := Kg) /5} and the set Sy p) s defined as

{(k:o,..., e NP+ Zk:_k: Z@k <t+p}
Then for any choice of t and k such that 6k > t, it holds

My(A+ 0k, t) > {A min ﬁfyfeJ . (6.4)

S(kyt,p) e=0

In particular, it follows that

_o)k(9
May(A + 6k, t) > Am ~ 1. (6.5)

Remark 6.1. The set Sip) can be interpreted as the set of all possible error distri-
butions during the partitioning steps that may happen when the sender transmits the
message. Concretely, a tuple (ko, k1, ..., k) specifies that during the encoding proce-
dure of the message there have been k; partitioning subblocks for which exactly i errors
have occurred. We also note that the set Sy, 1 p) s of finite cardinality and includes the
tuple (k,0,...,0). Thus, the minimization in (6.4) is well defined.

Proof. We prove the statement by showing that the encoding strategy described in
Section 6.3.1 is successful for a message set of size equal to the right-hand side of
(6.4). We first consider the case that ¢ = 0. In this case the Uncoded Algorithm is
used by the encoder. Observe that the minimum on the right and side of (6.4) is upper

bounded by Avyf < A(‘S)k < A2°F. Since the blocklength is A + §k a message size of

2449k is possible which is larger than A2°F.

It remains to show inequality (6.4) for the case that t # 0. We do this by using
induction over k. Since dk > t the base case of the induction is k = [t/§]. In this
case the minimum on the right-hand side of (6.4) is equal to [A| and attained for
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(ko,k1,...,ky) =(0,...,0,k) since y9 >y > ... >, =1 and

p p
ki=k, > iki=p[t/d] <pt/d+p<t+p.
=0 =0

Due to the specification of the encoder the Weight Algorithm is to be used. Indeed,
condition (6.3) holds because

n—t+1l=A4+6k—t+1>A+1>A=|A]

and the encoder is able to handle the required cardinality of the message set for the
base case.

To complete the proof of the lemma we have to show the inductive step. Since
we are not in a base case anymore, we have k > [t/§]. We have to prove that the
cardinality of the message set is at least

p
M = {A min nyflJ
S(kmp) i=0
using the inductive hypothesis. According to the above algorithm, the encoder checks
whether the two conditions (6.2)-(6.3) hold. The case that (6.2) holds corresponds to
the case that ¢ = 0 which has already been discussed. If condition (6.3) holds, the
encoder uses the Weight Algorithm to successfully transmit the message.

If both conditions are failed, the sender uses the Partitioning Algorithm. In that
case it remains to show that for any e € {0,1,...,p} (the number of errors in the
first block of 0 bits), the sender is able to communicate the message m by using the
remaining A 4+ §(k — 1) channel uses while at most ¢ — e errors are allowed for the
remainder of the block. Notice that there are at most

“\‘/ﬂ (5*7;*6), foree {0,1,...,p— 1}

P

M, fore=1p

eligible messages left after the partitioning step. By the inductive hypothesis we are
able to transmit »
{A min ] fyf’J
S(k*l,tfe,p) i=0

messages for this setup if the condition 6(k — 1) > ¢ — e holds. The latter inequality
follows because k > [t/0], which implies &k > 1+ [t/d] or §(k — 1) > §[t/d] > t. To
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complete the inductive step we show that

GRS ¥ .

S(k—l,t—e,p) i
P =0

for all e € {0,1,...,p— 1}. Examining the left hand side of the inequality we observe

Hﬂ (5—Z+e> . z\4p!(<55!—€!p+e)!+ (5—];—1—6)

) Mpl(0 —p+e)!
ole!
M(1—e¢)

e

—~
S

+ Ae

IN

—
=
=~

+ Ae, (6.7)

where we used the property Ae = ((i) Jele > (5_§+e> for any e € {0,1,...,p} in (a)
dle!

and v, = (1 — g)m in (b). We note that

p

p
M = |A min [[~F] < LA%S min [~ (6.8)

St g (k=1,t—e,p) —g)

The latter inequality holds because

p p
Ye _ Min H%kl > min H%k’
Sk—1.t—e.p) 1 St.t.p) 10
as we get the left-hand side of the inequality from the right-hand side by adding
the additional constraint that k. > 1 to the minimization. Thus, combining the
inequalities (6.7)-(6.8), we get

M| (- L
— pre <A(l—¢e)  min J[4F + Ae
(6) c Stk-te=en) i
P

(c) . Ld k.
<A min [y

S(k—lyt—&p) i=0

To prove (c), we observe that 7; > 1 for all i. As we compare the integer on the
left-hand side with a real number on right-hand side of the inequality, we can apply
the floor operation to the latter. This proves (6.6) and completes the proof of the
inductive step.

It remains to show (6.5). Suppose that the minimum in (6.4) is attained with
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ko = ki, kv = ki, ...k, =kl such that
P P
S ki=k, > iki=:t<t+p.
1=0

1=0

Then we derive

{AH%JZ ’“H <6)k£ :A(l_e)k@k—1

5\* ( 2 k 0( )
@ (1-— 5)’“(p) © (1- 5)k(p)
> A<6kpk+t’) 12 AW 5
t t+p

where the property (Z) (Z’) < (“+w) yields (d) and the monotonicity of the function
(“;x> in z implies (e). |

Now we use Lemma 6.1 to prove Theorem 6.2.

Proof of Theorem 6.2. Let us fix some positive 7 < 1. For any €z > 0 and small
enough €, > 0, we shall prove the existence of a code of an arbitrarily large blocklength
and code rate at least R(7) — eg capable of correcting a fraction 7 — &, of errors.
In what follows, we vary positive integers k and § with k£ > 0. Define t = [7kJ],
=[0(1/24+7/2)], A= ((i)/d and n = A + 0k, where the real parameter ¢ is fixed
and satisfies

1 —
0<€<TT§1—p/5,
0 <R(1)+1logy(1 —¢) — 3e,. (6.9)

Let dp be such that for any § > dy(e,,7) and k > 4, we have

<5> > 98(r(+57) =) (6.10)

p

and

t+p

To prove the existence of such 9y, we note that

i 2 p 024 7/2)] 14T
d—00 d—00 ) 2

<5k pk:+t—|-p> < ook (h( 25 )+er). (6.11)

(6.12)
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and for k£ > 0,
t+p 2T

6l>rgo5k;—pk+t+p: 1+7

and for any integers u > v > 1, the binomial coefficient (Z) satisfies

u u u
" guh(v/u) < < | = oguh(v/u) 6.13
8v(u —v) ~\v) 7\ 2mu(u—w) 019

Then we take ko = ko(9, 7, e,) such that for any k > kg, the fraction of errors

and the blocklength
n=A+ 0k <dk(1l+e;) (6.14)

and

(121 ()"
(5k—ﬁ;t+p) =

The latter can be achieved because of the choice of £ in (6.9) and large enough ¢
in (6.10)-(6.11). By Lemma 6.1, there exists a feedback error-correcting code with
blocklength n = A + dk for a message space of size

(1—2()" (1-e) ()"
t+p t+p

capable of correcting ¢ errors when transmitted through the Z-channel. Thus, com-
bining (6.10)-(6.15) yields

log, M _ klogy(1—¢) (h (1?7) —e&; — Th (12%7) - 67) 1

BT —e) 2 5050 2 Thir e (1+e,) Sk(1+¢,)

2
= (14 7)log, (1—1-7') + 7log, T — g,

where 1
< -1 1— 3, + —.
ep < —logy(l —e) + 3¢ +5k
As € and ¢, can be taken as small as needed and § and k can be arbitrarily large, the
statement of Theorem 6.2 follows. ]
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6.3.3 Complexity of Encoding and Decoding Strategy

Practically, aside from the capacity error function it is also important that encoders
and decoders are of small complexity. In this section we show that it is possible to
choose the parameters within the coding scheme presented in Section 6.3.1 such that
the complexity of the encoding algorithm is in the order O(n).

Theorem 6.3. Let the mazimal fraction of errors T fulfill0 < 7 < 1 and let the block-
length be n. Then there exist successful encoding and decoding schemes of complexity
O(n) for the Z-channel with feedback that achieve the rate R(7) defined in Theorem 6.2
arbitrarily close as n — oo.

Proof. Let M; denote the size of the set M;. Recall that if t; > 0 and M; > n;, —t; +1
the encoder uses the Partitioning Algorithm to reduce the set of eligible messages. To
prove Theorem 6.3 we identify the message m by an index within the set {1, ..., M;}.
Within the Partitioning Algorithm it was only specified that the set of eligible messages
is to be split into subsets M, ;, of cardinality | M;/ (2)} or {Ml / (;)J We consider the
set of messages M, to be points on a line which are in ascending order according to
the message index. We graphically illustrate the set of eligible messages as a set of
discrete points on a straight line which we partition into (g) segments M, ; in the

natural way depicted on Figure 6.3.2.

m

| | | | | \’.
e

l repartitioning

| |

Figure 6.3.2: Partitioning algorithm

Since M; may not be divisible by (i) we have
M; | (o
p
()] \p

subsets of size Hg)-‘ , in the following denoted as large segments, whereas the remaining
p

M;

()

ones are of size { J We define our partition in such a way that the larger segments
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6.3 Lower Bound on CJ(FZZ, )

are located next to each other starting on the left hand side of the line. Furthermore,
due to the fixed weight addressing of subsets within the partitioning algorithm each
segment can be identified by a sequence of length ¢ containing exactly p ones. The
addressing of the segments is in principle arbitrary but has to be known to sender and
receiver. We make the simple choice to interpret the addresses as numbers in binary
representation and order the addresses in ascending order from left to right.

To perform the partitioning, the encoder transmits the address of the segment con-
taining the message m over the channel. If no error occurred the block is of Hamming
weight p. For every error this Hamming weight is decreased by one. If we denote
the number of errors by e there are (5776’ +e) segments in accordance with the received
partitioning subblock. Those segments are addressed by the sequences which can be
created by changing e zeros of the received partitioning subblock to ones. They are
referred to in the following as eligible segments. The partitioning process is shown in
Figure 6.3.2 where the eligible segments according to the channel output are under-
lined in green whereas the segments to be discarded are underlined in red. Due to
the feedback the same information can be obtained by the sender, reducing the set of
eligible messages. For the next partitioning step the eligible sets form the new message
space. Notice that the order of the messages with respect to each other remains the
same even if more than one partitioning step is performed. After each partitioning
step the encoder checks whether properties (6.2) and (6.3) are still both not fulfilled.
If this is the case the set of messages is repartitioned and another partitioning step
is performed. Otherwise the encoder switches either to the Weight Algorithm or the
Uncoded Algorithm, depending on the state of the conditions (6.2) and (6.3) (see also
Figure 6.3.1).

During potentially numerous partitioning steps it is necessary to keep track of the
cardinality of the set of eligible messages after the i-th partitioning step M, as well
as the relative position of m in within M, ;.

A possible way to do this is the creation of a lookup table with (2) entries. The
entries within this table contain the @) binary sequences in ascending order when
being interpreted as numbers in binary representation. Utilizing the feedback this
information is sufficient to compute the cardinality of the set of eligible messages
M1 after the partitioning step as well as the index of m in M;.;. Indeed, by
using the lookup table and investigating the received sequence (which is known to the
encoder due to the feedback), the sender is able to obtain knowledge about all eligible
segments after the i-th partitioning step. Furthermore, the sender knows the lengths
of all eligible segments due to the predefined ordering of the segments and his ability
to compute r; using equation (6.16). This is sufficient to compute the cardinality of
M, 1. Moreover, the encoder is able to obtain the relative index of m within the
segment it is contained by using his knowledge of the lengths of the segments M, ;
and the relative index of m in M;. Eventually, for the computation of the index
of m within M, the encoder uses his knowledge about the ordering of the eligible
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6 The Z-Channel

segments. To obtain the index of m within M,,; it adds the length of the eligible
segments left to the one containing m and the relative index of m within the segment
it is contained in.

Next we describe how the decoder obtains knowledge about the message m from
the received binary string. The decoder is able to compute the same lookup table for
each partitioning step as the encoder does. The strategy of putting the large segments
on the left hand side of the line is predefined and known by the decoder. Therefore,
the received sequence is sufficient to compute the cardinality of M, after each par-
titioning step. The number of errors within each received subblock is determined by
its Hamming weight. The computation of M; ; = | M| as well as the computation
of the relative index of m within its containing segment require complexity Os(1) for
each partitioning step at the sender and the receiver side. The knowledge of M;,; and
t;+1 enables the decoder to find the point at which the encoder switches his strategy
to either the Hamming weight algorithm or the Uncoded algorithm. The index of
m within the eligible messages after the final partitioning step can be obtained in a
straightforward manner according to the decoding of Weight or Uncoded algorithm.
The partitioning steps can then be reversed in accordance to the output sequence to
find the message m by plugging the discarded segments back into the line updating the
index of m in accordance with the received sequence. After reversing all partitioning
steps the decoder knows the index of m within the original message set M.

In the following we discuss in what way d, p and k should be chosen such that the
complexity of the algorithm is of order O(n). We need to make sure that the equations
(6.10), (6.11) and (6.14) can be fulfilled. Those are the main limitations for our choices.
According to those limitations our goal is to choose the parameters in a way that the
complexities of encoder and decoder are minimized.

So first consider equation (6.10). By looking at equation (6.13) we find that equation
(6.10) is fulfilled if

—er 0 B 1
20 < \/85(1/2+7/2)5(1/2 —r/2) Cl(T)ﬁ

for some ¢;(7) which is a constant depending on 7 but independent of 4. This is
equivalent to
Vo

C1 (T)

and we know (see (6.12)) that there exists a constant dy(7,,) independent of n such
that inequality (6.17) holds for all 6 > do(7,&,).

Next we consider inequality (6.14). This inequality is satisfied for k € © (%) It is

2587— >

(6.17)

possible to choose § > dy(7,¢;,) to be a constant fulfilling (6.17). If this choice is made,
it follows that k € ©(n) and dk € ©(n).
Finally we need to consider equation (6.11). Again by equation (6.13) we find that
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equation (6.11) is fulfilled if

o
\/27r5(1/2—|—7'/2)(5(1/2—7'/2)
= co(T) !

5
< 90k iTer (6.18)

where some ¢3(7) depends only on 7. Since & > 0 and because for their product it
holds 6k € ©(n) the inequality in (6.18) holds.

As § € O, (1), the creation of the lookup tables for each partitioning step can be
done in O, . (1) time. Since at most k& € ©(n) partitioning steps need to be performed,
the entire partitioning strategy is of order O, ._(n). Furthermore, Weight Algorithm as
well as Uncoded Algorithm are also of complexity order O(n). Therefore, the overall
complexity of encoding and decoding algorithms is of order O, ._(n) which completes
the proof. [ |

6.4 Tightness of Upper and Lower Bound and
Comparison to Previous Results

In this section we first graphically illustrate the obtained upper and lower bounds on
Cg(f‘zz, 7) specified in Theorems 6.1 and 6.2 in Fig. 6.4.1. For reference a lower bound
obtained by a modification of the rubber method presented in [DLM21] is given.

The plot shows that the lower bound obtained in Theorem 6.2 (blue) is at least
as large as the previously established lower bound in [DLM21] (orange). In fact the
bounds are only equal for a finite number of points. Notice also that previous results
only show that a positive rate can be achieved for 7 < 1/2, whereas the results
presented in this chapter show that positive rates are achievable for any 7 < 1. The
gap between upper (dashed red) and lower bound on Cf (I', 7) is only small for small
values of 7 (and of course also for 7 = 1). Closer examination of Theorem 6.1 and
Theorem 6.2 gives an approximation of C§ (I3, 7) for small 7.

Corollary 6.1. For 7 — 0, the capacity error function satisfies
CJ(T%,7) =14 7log, 7+ (1 —log, )T + o(7),

where e is Euler’s number.
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Figure 6.4.1: Bounds on the capacity error function for the Z-channel with noiseless
feedback.

Proof. By Theorem 6.2, we obtain that for 7 — 0

C{(FQZ,T) >(1+7)—(14+7)logy(l+7)+ 7logy T
=147—(147)logy(e)(T+o(7)) + Tlogy T
=1+ 7logy 7+ (1 —logy(e))T + o(7) ,
where the first inequality can be derived by using the series expansion of the logarithm

In(14z) = X, (— 1)k,
By applying Theorem 6.1 and setting 7/ := 0 and w := w(71) = % — 7% we get

C (12 < {1 —(w+71)h (T ) h }
5 (I'7, 7) < max (w+T) —) (w)
Clearly, for 7 — 0, it holds that

1~ (w+7)h (T)

w+T
= 1+ 7logy 7+ wlogyw — (w+ 7)logy(w + 7)

= 1+ r7logy, 7+ wlogyw

1
(W T) <log2 W+ = (f2 ° L o(T)>

= 1+ 7logy ™ — 7Tlogyw — Tlogy e + o(T)
= 1+ 7log, 7+ (1 —logye)T + o(7) .
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On the other hand, it is easy to verify that
h(w)
= h <1 — 7'1/4>
2
1 1 1
- e ()~ ()
1
log, (2 + 7'1/4)
= 1—271/2 log, e + 0(71/2)

again by using the series expansion of the natural logarithm. This completes the proof
as 7'/2 dominates 7 log, 7 in magnitude. [ |

Remark 6.2. Recall that (Theorem 5.1) the capacity error function of the symmetric
channel with noiseless feedback is equal to 1 — h(1) = 1+ Tlogy 7 — Tlogy e + o(7T) as
T — 0. Observe that this rate is smaller than the capacily error function correcting
asymmetric errors by T + o(T).

We conjecture that the lower bound given in Theorem 6.2 is tight and justify this
conjecture in the following. We recall the famous Hamming bound [MS77b] which
limits the size M, (T'§, 7) of a largest g-ary code of length n correcting t errors for the
symmetric channel

n

q .
Yo (1)@ —1)

It has been shown by Berlekamp in [Ber68] that this bound also holds for feedback
codes. By [SY03; DS04], for a fixed number of errors ¢, ¢ = 2 and n — oo, the
largest feedback code of length n correcting t asymmetric errors has size asymptotically
As(n +t,t). More specifically,

MQ(F?SWT) < AQ(n>t) =

(6.19)

Lemma 6.2 (Follows from [SY03]). Given a fized integert > 1, the mazimum number
of messages is asymptotically

2n+tt!

nt

My(T'%, n,t) =

(14+0(1)) asn— oo . (6.20)

It turns out that our lower bound is in spirit of this observation since it holds that

R() = lim logy, As(n + [tn], [Tn])

n—oo n

(6.21)

and therefore the construction we have presented in Section 6.3.1 achieves the Ham-
ming bound for blocklength n + [Tn] correcting at most [7n| asymmetric errors.
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6 The Z-Channel

6.5 Summary and Open Problems

In this chapter, we discussed coding with noiseless feedback for the Z-channel in the
combinatorial setting. By providing an explicit construction, we showed that the
capacity error function Cf (I'%, 1) is positive for any 7 < 1. We have shown encoding
and decoding algorithms with complexity of order O(n) achieving our lower bound
arbitrarily close. We constituted the conjecture that the lower bound on CJ (T%,7)
presented in Theorem 6.2 is tight for all 7. Furthermore, we presented an upper bound
on CJ(T'%,7) that is close to the aforementioned lower bound for small values of 7.
Determining Cj (I'%, 7) remains an open research question for almost all values of .
In accordance with our conjecture we especially consider investigating methods to
construct better upper bounds a decent starting point for further research.

In this chapter, we considered feedback encoding for the case of noiseless instanta-
neous feedback within the encoding of every symbol. Considerations about limiting
the utilization of the feedback may be an interesting starting point for subsequent re-
search on the proposed error model. Another natural question to be asked is whether
the Z-channel capacity (probabilistic setting) can be achieved by a similar encoding
algorithm.
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Unidirectional Channels

Abstract

In digital systems such as fiber optical communications the ratio between probability of
errors of type 1 — 0 and 0 — 1 can be large. This behaviour can be approximated by
assuming that only one type of errors can occur. These errors are called asymmetric.
Unidirectional errors differ from asymmetric type of errors, here both 1 — 0 and 0 — 1
type of errors are possible, but in any submitted codeword all the errors are of the same
type. We consider g-ary unidirectional channels with feedback and give lower and upper
bounds on the capacity error function. It turns out that the bounds depend on the parity
of the alphabet ¢q. Furthermore we show that for feedback the capacity error function
for the binary asymmetric channel is different from the symmetric channel. This is in
contrast to the behavior of that function without feedback.

This chapter is based on our publication in Theoretical Computer Science [DLM21].
The author order has been decided to be alphabetical. The coauthors of this work are all
senior researchers and major contributions to this work have been made by the author
of this thesis. Parts of this work furthermore have been presented at the 2020 IEEE
International Symposium on Information Theory (ISIT) [DML20].

7.1 Introduction and Motivation

Shannon analyzed in [Sha48] the capacity of a channel based on probabilistic notions.
The arguably easiest example is a binary symmetric channel (BSC) with crossover
probability . In [Shab6] it is shown that feedback does not increase the capacity of
a BSC. In a probabilistic model the number of errors in a block of symbols (having
different probability) can be any number between 0 and the blocklength n. In this work
on the contrary, we analyze the situation when the fraction of erroneous symbols is
upper bounded by 7 = %, where ¢ denotes the maximal number of errors per block. Our
focus in this chapter lies in the analysis of the capacity error function of unidirectional
channels.

The analysis in this chapter is purely combinatorial. That means that we are not

distinguishing between likely and unlikely errors. We only consider whether a certain
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7 Unidirectional Channels

output may occur given that a certain symbol was chosen at the input of the channel.

The difference between symmetric, asymmetric and unidirectional errors is described
in [Web89]. In a symmetric channel, any possible input symbol can be converted
to every possible symbol contained in the output alphabet by the noise. On the
contrary in an asymmetric channel there exists at least one input symbol that cannot
be converted to the channel’s entire output alphabet. Binary asymmetric channels
model photon communication systems better than symmetric channels. Due to losses
within the transmission medium, photons may not reach the receiver. However, the
channel cannot generate photons on its own. Therefore the channel is of asymmetric
nature [Web89, p. 1.3]. A unidirectional channel is composed of two special asymmetric
channels. Before the transmission of each codeword one of them is selected. Within the
transmission of the respective codeword symbols the channel behaves like the selected
one. Before the transmission neither sender nor receiver know which channel has been
selected. After the transmission of the codeword has been completed the channel is
reselected before sending the next codeword. Unidirectional channels are formally
specified in Definition 7.1.

The simplest asymmetric channel is the Z-channel with binary input and output
alphabet (see also Chapter 6). For this channel a transmitted 0 symbol is always
received correctly, whereas a transmitted 1 can be disturbed by the noise such that a 0
is received (Figure 7.3.1). For a transmission without feedback, the binary Z-channel
has the same capacity error function as the symmetric channel (Figure 5.3.2). This
has already been shown by Bassalygo in [Bas65]. The probabilistic model of the g-ary
case was considered in [D’y75] and an upper bound on the error probability was given.
Asymmetric and unidirectional channels without feedback are analyzed in numerous
publications. The major results and references can be found in [MS77b] and [Web89).
In this chapter we give lower and upper bounds on the capacity error function of
asymmetric and unidirectional channels in the presence of noiseless feedback. The
lower bound shown in Section 7.6 is derived by generalizing the methods used in [DL19]
and the lower bound presented in Section 7.7 is a generalization of the rubber method
of [ADL05]. The lower bound using ideas of [DL19] works only for ¢ > 3 whereas the
lower bound using ideas of [ADL05] also works for ¢ = 2. The proof of the upper
bound uses the upper bound from [DL19], which bounds g-ary error-correcting codes
with partial feedback and limited magnitude. For a wide range of 7, we show that the
capacity error function for the unidirectional channel composed out of a Z-channel and
an inverse Z-channel is larger in comparison to the symmetric channel for binary input
and output alphabets. This is not the case for the same channels without feedback.

7.2 Chapter Outline

In Section 7.3 we introduce the channel models relevant in this chapter. Section 7.4
the zero error capacity of the previously introduced channel models is derived. Then in
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1 1 1 1

Figure 7.3.1: Binary Z-channel '} and inverse Z-channel FQX

Section 7.5 an upper bound on the capacity error function of the discussed Z-channels
and unidirectional channels is presented. For the construction of lower bounds two
cases are distinguished. First in Section 7.6 a lower bound for alphabet sizes ¢ > 3 is
presented. For ¢ = 2 it is shown in Section 7.7 it is shown how to adapt the rubber
method for unidirectional channels. Finally, in Section 7.8 the results are summed up
and some open problems are given.

7.3 Symmetric, Asymmetric and Unidirectional Errors

If the sender and the receiver share a channel with noiseless feedback, the capacity
error function of the symmetric channel is only completely known for the binary case.
The precise statement is given in Theorem 5.1.

In this chapter, we investigate channels for which the input alphabet X is equal to
the channel’s output alphabet ) and it holds that X =Y = Q :={0,...,¢g—1}, where
q specifies the alphabet sizes. In the following we define the error vector (e, e, ..., €,)
for the block transmission composed of n channel uses by

€ =Y —Ti, (7.1)

where z; and y; denote the i-th channel input and channel output symbol, respectively
and the subtraction denotes the usual subtraction over the real numbers.

Definition 7.1 (Unidirectional channel). A unidirectional channel is specified by two
asymmetric channels having the same set of input symbols X and output symbols Y.
One of the channels allows only positive error vectors (e; > 0 Vi), whereas the other
one only allows negative error vectors (e; < 0Vi). Within each codeword the channel
is specified by one of the asymmetric channel. Sender and receiver know both chan-
nels, but they do not know to which asymmetric channel the unidirectional channel
corresponds. This may change for each codeword.

In Figure 7.3.1 the binary unidirectional channel is shown. It is denoted as I'?; and
is composed of the binary Z-channel and its counterpart, the inverse Z-channel.
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7 Unidirectional Channels

Definition 7.2 (Generalized Z /inverse Z-channel). We specify the generalized Z-channel
'Y, by the bipartite graph with input nodes

X=)Y=20Q
and the set of edges

EL=A(,i—1):ie{l,...,q—1}}U{(i,71):i€{0,...,q — 1}}.

The inverse Z-channel FqX is specified by the bipartite graph with input nodes X =
Y ={0,...,q— 1} and the set of edges Ex = {(i,i+ 1) : i € {0,...,¢ =2} U{(4, 1) :
i€{0,...,q—1}}.

Remark 7.1. The q-ary Z-channel was introduced by Varshamov [Var73]. In this
work we refer to this channel as the generalized Z-channel. It is a special case of an
asymmetric channels where the errors are of limited magnitude, see [AAKTO06] (here
magnitude-1 errors). Codes designed for such channels can be applied to multilevel

flash memories (see [CSBB10]).

Remark 7.2. The capacity error function of the generalized Z-channel T, is equal to
the capacity error function of the inverse generalized Z-channel FqX.

Proof. The inverse Z-channel FqX can be obtained from the Z-channel T'Y, by a bijective
mapping. The labelling of the nodes at the input and the output is simply in reversed
order. u

Both channels are depicted in Figure 7.3.2. Combined they form a unidirectional
channel which we denote as I'};.

The symbols 0 and ¢ — 1 are of special interest for the generalized Z-channel and
the inverse generalized Z-channel. For the generalized Z-channel, the symbol 0 has the
property that the sender knows that this symbol cannot be changed by the channel.
However, if the symbol 0 is received it is possible that the sender has sent a 1 symbol.
If the symbol ¢ — 1 is received, the receiver knows that the transmitter indeed sent
this symbol. The properties of 0 and ¢ — 1 are swapped for the inverse generalized
Z-channel compared to the generalized Z-channel. All other symbols do not have these
special properties.

7.4 Zero-Error Capacity of Asymmetric and
Unidirectional Channels

The method we use to obtain the zero error capacity of the generalized Z-channel was

already introduced by Shannon in [Sha56, Theorem 7).
The idea is to split the input symbols into sets according to their connected outputs.
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0 0 0 0
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g—1 g—1

Figure 7.3.2: Generalized Z-channel and generalized inverse Z-channel

Theorem 7.1 (Thm. 7 [Sha56]). We call two input letters adjacent if there is an
output letter which can be caused by both input letters. If any two input letters are
adjacent, the zero error capacity C'({q is zero. Let the set S; denote the set of input
symbols which are connected to the channel output j € {0,...,q—1} and let P; denote
the probability of symbol i at the input of the channel. Let P, be defined as

P, :=minmax y P, (7.2)

B J i€S;
over all possible input distributions P;.

If not every pair of input letters is adjacent, for the zero error capacity C’({q it holds
that

1
C({q = log, (P) : (7.3)

Theorem 7.1 suggests that in order to find the zero error capacity, it is possible to
find the input distribution which minimizes equation (7.2) and to take the logarithm
of the reciprocal of the result.

Proposition 7.1. The zero error capacity of the generalized Z-channel and the inverse
generalized Z-channel is

CY,(T%) = C ,(TL) = log, (M) . (7.4)

Proof. We apply Theorem 7.1 to the inverse generalized Z-channel I‘qX shown in Figure
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7.3.2.
So = {0}
Sl == {0, 1}
Sy ={1,2}

Sqfl :{q_27q_1}

Consider now an arbitrary distribution on the set of input letters
{0,...,q— 1}. It is obvious that

Y B<Y P (7.5)
i€So 1€S]
with equality if and only if P, = 0. Assuming that P; > 0, we get an input probability
which is at least as good as before according to equation (7.2) if we change the input
probability to

P(/):P()—i—Pl
P/ =0
P, =P,

This is because Y ;cs, P; = Pi + P> can only get smaller, while for j € {3,...,¢ —
1}, Yies, P remains unchanged. Now we consider the distribution . As P/ = 0, the
set Sy effectively only contains the element 2. As S3 = {2,3} we can use the same
method as before to show that the zero error capacity cannot get smaller if we change
the distribution such that Py = P;+ P; and P; = 0 while all other input probabilities
remain the same.

We use this argument now inductively. Therefore, it is optimal to have only non-
zero probability for every second input symbol. Looking at equation (7.2) we see that
the optimal input distribution is the uniform distribution over all input symbols &
fulfilling £ = 0 (mod 2). Therefore, the zero error capacity of the inverse generalized
Z-channel is

C{,(TL) = log, (BD . (7.6)

Remark 7.2 implies that the zero error capacities of the generalized Z-channel and
the inverse generalized Z-channel are equal. [
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Remark 7.3. Note also that by precisely the same arqument (as for Proposition 7.1,
we have the following more general fact: For a q-ary Z-channel (for each transmitted
symbol i the output y(i) < i) where the errors are of magnitude l, the zero error capacity
C'({q(FZ, [) = log, L%J Clearly the same holds for the inverse channel (y(i) > i) and

for the unidirectional channel we have C’({q(FU, l) <log, L%J
Furthermore, Proposition 7.1 can be used to show the following.

Proposition 7.2. It holds C({q(I’?]) = log, ([%D

Proof. Because of Property 7.1, it holds that C({q(FqZ) = C({q(l“qx) = log, ({%W ) There-

fore, C({q(rgj) < log, ([%D It remains to be shown that C({q(FqU) > log, ([%D In
order to prove this, we propose the following encoding and strategies.
For this we define the set A:={k € {0,...,¢—1}: k=0 (mod 2)}.

The encoding function

c: M — A™! (7.7)

can be any bijective function between M and A""!. If the sender would like to send
message m € M, he computes z"~! = ¢(m) and sends it over the channel. In order to
send the last symbol, the sender distinguishes two cases:

1. The channel caused an error within at least one of the previously transmitted
symbols. In this case the sender knows the channel and sends x,, = 0 if the
active channel is T'Y, and ¢ — 1 otherwise.

2. No error has occurred within the transmission. In this case the sender sends
x, = 0.

We denote the vector of symbols at the channel output as y”. In order to determine
which channel was active during the transmission, the decoder checks the value of y,,.
There are three cases to be distinguished:

1. y, = 0: Either no transmission error occurred at all or the active channel was
ry.
q .

2. y, = q — 1: The active channel was FX

3. y, = 1: No error occurred within the first n — 1 symbols and the active channel
was FqX.

Let K; denote the set of possible outputs for the channel if the symbol 7 is transmitted.

The sets K; for different inputs are disjoint for I'Y, and FqX, respectively. From the last

symbol vy,, the decoder knows which channel has been active. Therefore our coding

strategy is successful for a message set M of size

- o
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R it oo X
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Figure 7.5.1: Bipartite graph I'*

achieving asymptotically the rate

et (1)

Remark 7.4. It was shown in [AAKTO6] that for the zero error capacity of the uni-
directional channel (without feedback) with error magnitude 0 < | < q — 1 it holds
that

Cou(Tu 1) = log, | =]

7.5 An Upper Bound on Capacity Error Functions

The analysis in the previous section deals with the zero error capacity, assuming that
the number of errors in a block of length n can be from 0 to n. This section deals with
the problem of allowing the channel to only change a fraction of the symbols during
the transmission. Let this fraction be denoted as 7 = %, where ¢t denotes the number
of possible errors.

An upper bound on the capacity error function of the Z-channel can be obtained
by using an upper bound on the maximal set of messages, which can successfully be
transmitted over the channel I'?* depicted in Figure 7.5.1.

Definition 7.3. The channel I'? is specified by the graph with nodes Vi, = Vo =
{x}U{0,...,q—1} and the set of edges & = {(*,%), (1,1) : i € {0,...,q—1}}U{(i,i—1) :

Compared to the channel T'), the alphabets at the input and the output of the
channel I'?* are enlarged by the symbol *. We use this channel to bound the capactiy
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error function CJ(I'f;, 7). Tt is possible to create the channel I'} from I'* by not using
the * symbol and by mapping each * symbol at the output to the 0 symbol at the
recelver.

Let /\/lg (n,t) denote a maximal set of messages which can successfully be transmit-
ted over T'%, let ./\/lg(n, t) denote a maximal set of messages which can successfully be
transmitted over I'}; and let M. (n,t) denote a maximal set of messages which can
successfully be transmitted over ['?*.

Theorem 7.2. Let

upper : 1 1 1 i L
R (7) =1+ hy (mln (T, q+1>> — min (7-7 q+1> — hy (mm (T’ 2))

Then it holds that
CHIE,7) < CIH(T%,7) < Ry (1) | (7.8)

where h, denotes the binary entropy function with logarithms to the base q.

Proof. We will show that the following inequalities hold:

(a) (b)
U Z upper
MY (n,t) < MZ(n,t) < MU (n,1) (7.9)
where
t ny\ n—i
=0 \ 4 q
MEPPT (1) = o (e . (7.10)

= (3)

(a) follows because every successful algorithm for T'f; is also a successful algorithm for
I'Y. In order to show (b), we first note that every successful strategy on I'Y, is also
successful on I'?* by not using the symbol * at the input and interpreting each * at
the output as 0. At the output of I'?*, there are at most ¢ x-symbols using such an
encoding strategy. In order to compute the cardinality of the set of output sequences
S, they are partitioned into the sets Sp,...,S;, where §; denotes the set of output
sequences containing * exactly ¢ times. The cardinality of these sets is

S| = (:”) " (7.11)

Equation (7.10) results from the fact that the S; are disjoint and a sphere packing
argument.

Next we show that lim,, w = CgPrer(T).

This limit is determined by the largest terms in both sums of equation (7.10).

The largest term of the sum in the denominator is equal to (min(zn /2)). In order to
deal with the sum in the numerator, we use Stirling’s approximation to estimate the
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7 Unidirectional Channels

binomial coeflicients of
t n —q
im logq< 1=0 <l>qn Z) :
n—o0 n

neglecting terms which are asymptotically irrelevant. The sum in the numerator

omitting all asymptotically irrelevant terms and using Stirling’s approximation (see
[Kra™08]) is given by

t
n n(hq(§)—&) « 4n 1 n(hq(&i)—&) 12
q ;q <q"(tn+ )gg[%fiﬂ 7 (7.12)

where we defined i := §n and 7:= L.
Using elementary differential calculus, one obtains that the exponent is maximized

for & = min (7‘ L)

Y g+1 )"
Therefore,
log,(Xio (1) a"™ 1 1
lim o 2izo (l> ) =1+ hy|(min |7, —min |7, —— ] . (7.13)
n—00 n q+1 q+1

As n goes to infinity, the error due to Stirling’s approximation vanishes and using
similar arguments for the sum in the denominator, we get

log, (MG (n, 1))

lim
n—oo n
1 1 1
=1+ hy (min | 7, —min |7, —— | — N (min (7’, )) ,
g+1 qg+1 2
completing the proof. [ |

Remark 7.5. In the theorem, we follow the idea of Hamming to get an upper bound.
The new idea we use is to extend the channel without using all symbols at the input.
Therefore we reduce the number of output sequences, obtaining a better upper bound
on the number of messages using the sphere packing argument. To the best of our
knowledge, this method is new. Perhaps it can be used for other problems to get new
upper bounds.

7.6 Lower Bound on the Capacity Error Function

In this section a method introduced in [DL19, Lemma 2] is recapitulated. It is then
used to construct a lower bound on the capacity error function of I'Y, and Fqg. In the

following, the set of graphs with vertices Vi, = Vour = {0, ..., ¢— 1} all having at most
degree 2 is denoted as I's(q).
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7.6 Lower Bound on the Capacity Error Function

Lemma 7.1 ([DL19], Lemma 1). Let R > 0 be the rate of a successful algorithm for
a channel A € T's(q) and 7 = 1. Then there exists a successful algorithm with rate
1 —log,(2) for all T.

Lemma 7.2 ([DL19], Lemma 2). If there exists a successful algorithm for a channel
A € T's(q) with rate R > 0 for all T, then there exists a successful algorithm with rate

1—h(r)log,(2) for A and 0 < 7 < %, where h(-) denotes the binary entropy function.

We omit the proof of Lemma 7.1 and give only the idea of the construction achieving
the rate proposed in Lemma 7.2. A full proof is given in [DL19].
Proof sketch: The strategy of the proof of [DL19] is to give an algorithm which can

transmit (‘173 messages. This algorithm then achieves the rate claimed in the Lemma.
t

The algorithm uses the first £y = n — log, (’t‘) symbols to transmit the information
symbols and to use the rest of the block to correct potential errors caused by the
channel. It is sufficient for the receiver to know the error positions because the nodes
at the receiving side of the graph only have a degree of at most 2. Let ¢; denote the
number of errors within the information symbols and n; :=n — k; = log, (’Z)

If (’:11) < @™ then the successful algorithm for 7 = 1 can be used to transmit
the error positions, and since this works for any number of errors, the receiver can
decode the message correctly. Otherwise, let ky = log, (’;1) and use the interval [k +
1, k1 + ko] to send the error positions of the ¢; errors within the first interval. This

process continues by defining k;; = logq (’:) and n;11 = n; — k41 and is stopped
when (1:) < ¢f". Then the successful algorithm for 7 = 1 can be used to transmit
the error positions with certainty. In the last block, the k; have to be transmitted
as well. The amount of symbols that need to be reserved in order to do this is of
order O(log(n)log(t)). This does not change the asymptotically achievable rate of the
algorithm. |

The capacity error function for the Z-channel T'}, with an additional edge from
input 0 to output ¢ — 1 was analyzed by Deppe and Lebedev in [DL19]. We denote
this channel by I'%,; and its error capacity error function as C’; (I'%., 7). Deppe and
Lebedev have shown the capacity error function of this channel for ¢ > 3.

Theorem 7.3 ([DL19], Thm. 1). Let

R} (1) = : (7.14)

1 —h(r)log,2 if0<7<
1 —log,2 ifT>3 .

Then for q > 3 it holds that
R} (1) = Cf (T, 7) (7.15)

and for ¢ = 3 that
Ry (1) > CJ (T, 7) - (7.16)
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7 Unidirectional Channels

Remark 7.6. The problem of determining Cg{(P%L,T) is still open. The reason why
the achievability part of the proof in [DL19] is not working for ¢ = 3 is that an
algorithm with positive rate is required for 7 =1, i.e., C({ 5(T'3;) > 0 is required, to
make Lemma 7.1 and Lemma 7.2 applicable. This is only the case if ¢ > 3.

Since the additional edge can only make the channel worse, we have

Cl(ry,r) > Cl(ry,.7) . (7.17)

Corollary 7.1. Let ¢ > 3. Then the capacity error functions of T'}, FqX and T}, are
lower bounded by RY,; .

Cy(T%,7) = CJ(Th,7) = Ry, (7.18)

Proof. The algorithm in the proof of Lemma 7.2 requires the possibility of error-free
transmission at a positive rate for 7 = 1. The reason for this is outlined in the proof
sketch of Lemma 7.2. While this is not possible for I'3); this is possible for T}, for 7 = 1
by Proposition 7.2. The remaining steps to prove Corollary 7.1 follow analogously to
the proof of Theorem 7.3. [ |

We note that Corollary 7.1 does not give information on the capacity error functions
for the binary channels.

Corollary 7.2. For odd q the following equations hold for T > %
CJ (1%, 7) = CI(TE,7) = Cf (%) = CJ,(T) (7.19)

Proof. In accordance with the definition in the proof of Theorem 7.2, it holds that
RyPPer (1) = log, (%) for 7 > %, which is equal to log,([4]) = C’({q(FqU) for odd ¢ by
Proposition 7.1. [ |

Figure 7.6.1 illustrates the results obtained in Theorem 7.2, Property 7.1 and Corol-
laries 7.1 and 7.2. Property 7.1 shows that the methodology proposed in [DL19]
(Lemma 7.1 in this work) only achieves the zero error capacity of I'} if ¢ is even. How-
ever, the strategy proposed in the proof of Proposition 7.2 is able to achieve the zero
error capacity for I'Y; and I'}, for any ¢. The results in Figure 7.6.1 are in accordance
with Corollary 7.2 for ¢ = 5. For even ¢ we only know the zero error capacity which
is achieved by the lower bound. For 7 # 1 our results do not show whether upper and
lower bounds on C’g (T}, T) are tight. ¢ = 6 was chosen as an example for even g.

7.7 Constructing Lower Bounds Using Rubber Methods

The rubber method was developed in [ADLO05] and generalized in [Leb16]. It is used
to determine a lower bound on the capacity error function of a channel. Basically
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Figure 7.6.1: Lower and upper bound on the capacity error function of the unidirec-
tional channels I'}; and ',

it reserves a sequence of symbols to notify the receiver that his previously received
symbol has been an erroneous one. Therefore, after receiving the rubber sequence, the
receiver deletes the rubber plus the previous symbol. In [ADLO5], a rubber sequence
consists of 7 equal rubber symbols b € Q. The sender then retransmits the previously
erroneous symbol again. Because the number of errors ¢ is fixed and smaller than
the blocklength n, he will succeed after at most ¢ trials. In [ADLO05] it is shown that
that the rubber method is a successful algorithm. This means the decoder is able to
decode each message correctly. In the error analysis in [ADLO05], the authors consider
two kinds of errors: a standard error (which means a symbol is changed to another
symbol and the sender sends the rubber sequence) and a towards rubber error
(which means a symbol is changed to a rubber symbol such that the receiver obtains
a rubber sequence). If a towards rubber error occurs, a correctly received symbol
is deleted and has to be sent again. For the generalized Z-channel T'Y,, a towards
rubber error is not possible if we use r times ¢ — 1 as the rubber sequence. Also,
for the inverse generalized Z-channel FqX, a towards rubber error is not possible
if we use r times 0 as the rubber sequence. Therefore, the sender does not have to
retransmit the previously erroneous symbol again, because for those channels there is
only the possibility of a standard error and in case the decoder knows the correct
symbol since at most two different input symbols can be mapped to a specific output
symbol by the channel. We denote this modified algorithm (without retransmissions)
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7 Unidirectional Channels

by A(r,b) if we use b = (b,...,b) as the rubber and we get:

Lemma 7.3. The modified rubber strategy A(r,q—1) [A(r,0)] is a successful algorithm
for the the generalized [inverse] Z-channel Iy [I'S].

In the following, we denote this rubber method without retransmission as the mod-
ified rubber method.

To calculate the rate of this algorithm we need, as in [ADLO05], the following defini-
tions. Let 271 = gz —q+1. It is well known that for n — oo the number of sequences
of length n not containing a block " = (b,...,b) is asymptotically equal to 2 (see
[ADLO05; Bru77], how to choose the initial value for the iteration). Furthermore, the
following Lemma has been shown in [ADLO05].

Lemma 7.4 ([ADL05], Thm. 2). For the r-rubber method (including retransmissions)
it holds that the rate function is a tangent to H,(T) going through the point (?11, 0),
where Hy(7) := 1+ h(7)log,(2) — 7log,(q¢ — 1).

This lemma gives an alternative to obtaining z, as one can just compute the tangent
to H,(7) through the specified point solving the resulting equations for z,.

Theorem 7.4. Let z, be defined as above. Then for the generalized [inverse] Z-channel
I'y IS/ for g = 2 we get

— 0 << 1
Cf(FqZ77') > Ry = 212’?6)1{\](1 TT) 1qu z if0<7< 5
q 0 if > % )

Proof. The modified r-rubber method can be used to transmit information vectors not
containing the rubber sequence. The blocklength is n and the number of erroneous
symbols is at most ¢. For each error we require r symbols for correction. Therefore,
the length of the information vectors can be at most n — rt. The number of these
sequences is asymptotically equal to 2"~ ". Therefore the asymptotic rate achieved by
the modified r-rubber method is

(1 —r7)log, 2.
This gives the following lower bound on the capacity error function
Cl(T%,7) > (1 —r7)log, 2.

We use the modified rubber method with the rubber length r that achieves the highest
asymptotic for the respective value of 7 and obtain the lower bound R,,,. [ |

Remark 7.7. For the generalized Z-channel T}, the modified rubber method with a
single O as the rubber symbol achieves the rate

R=(1-7)log,(q—1). (7.20)
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7.7 Constructing Lower Bounds Using Rubber Methods

Proof. Using Lemma 7.3, it is easy to see that for every erroneous symbol one extra
symbol has to be transmitted in order to achieve error free transmission. Therefore it
is possible to achieve a message set M of cardinality

M= (g— 1), (7.21)

leading to a rate
R=(1~-7)log,(q—1). (7.22)
[ |

By an adjustment of the modified rubber method for the channels I'Y, and Fqg we
obtain the following result:

Theorem 7.5. Let T, be a unidirectional channel consisting of the generalized Z-
channel T'%, and the inverse generalized Z-channel FqX (g > 2). Then we have

CI(TY,7) = Ry

Proof. We adapt the modified rubber method to make it usable for I'};. Furthermore,
we show that this method is successful and achieves the same asymptotic rate as the
modified rubber method. The sender starts by using the encoding strategy for the
generalized Z-channel I'}, and then adapts if he discovers that the active channel is
FS‘ After all the data symbols are transmitted, an extra symbol (either 0 or ¢ — 1
according to the channel) is added to tell the receiver which channel was present. The
receiver can thus adjust his decoding algorithm accordingly. The previously described
steps are now elaborated in more detail.

The only additional difficulty compared to the situation in Theorem 7.3 is that it is
not known to the sender and the receiver whether T'Y, or I’qS is used for the transmission
of each codeword but once the first error occurs the sender knows which channel is in
action.

At the start of the transmission, the sender assumes that I'}, is the active channel of
I'},. He therefore uses the modified rubber method for T'Y, of length r as his encoding
strategy.

When the channel inflicts the first error to the transmission, the sender knows which
channel is active. We denote the transmitted symbol corresponding to the first error
with 2. According to the actual channel, the sender adjusts his encoding strategy
henceforth. We distinguish two cases:

1. The active channel is T'%. In this case the channel keeps its encoding strategy as
it is. After the sender knows that the all information symbols can be correctly
retrieved by the decoder, he fills the remaining block with 0 symbols. Notice that
this last step involves knowledge about the decoding algorithm at the sender.

2. The active channel is FqX. In this case there are two cases to be distinguished
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7 Unidirectional Channels

a) A standard error occurred: In this case the transmitter sends r times the
symbol g — 1. If there are not enough symbols left in the block, the sender
sends ¢ — 1 for the remaining symbols.

b) a towards rubber error occurred: In this case the transmitter sends r — 1
times the symbol ¢ — 1. If there are not enough symbols left in the block,
the sender sends ¢ — 1 for the remaining symbols.

The modified rubber method for I't is used from now on to retransmit . and
to send the remaining information symbols. But before sending them, they are
adapted to the channel FqX by using the mapping

f:Q—-2Q
k—k+1 (mod q).

Potential remaining symbols within the block are filled by sending g — 1 symbols.

Let the received sequence be denoted as y™ = (y1,...,¥,). The decoding strategy
depends on the symbol y,,:

1. y, = 0: The decoder uses the decoding procedure for the modified rubber method
for T'Y, until he retrieves the message m. Potential remaining symbols within the
block are ignored by the decoder.

2. y, = q — 1: The decoder checks for the first occurrence of the sequence r times
q — 1. All previously sent symbols, with exception of the symbol that was sent
right before this sequence, have been received correctly. If those information
symbols are sufficient to obtain the message with certainty, the decoder outputs
the message m. Otherwise, the receiver continues its decoding procedure by using
the decoding algorithm of the modified rubber method for FqS on the remaining
symbols. The function

9= 20
k—k—1 (mod q)
is then to be applied on all information symbols which were sent after the first

occurrence of the sequence r times ¢ — 1 to obtain the information vector. This
vector uniquely determines the message m.

If the first error occurs within the last r symbols, this error cannot be corrected
anymore, but the receiver knows that all previous symbols have been received correctly.
Those contain the information about the message, and thus this case is not problematic
for successful decoding. [

The following result follows directly from Remark 7.7 and Theorem 7.5.
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Corollary 7.3. The asymptotic rate achieved by using the modified rubber method on
the unidirectional channel T'{; using a single symbol rubber is

R=(1~-7)log,(q—1). (7.23)

Remark 7.8. The values for z. in Theorem 7.4 and Theorem 7.5 can be computed.
An important case is ¢ = 2. It was proved that

(7.24)

C(T2,7) = (1 — 37) log, (1 + ﬁ)

2
for 34+ V5)"' < 1 < 1/3 (see Theorem 5.1). In [ADLO05] it was shown that this
capacity error function can be achieved with the rubber method.

If we apply the modified rubber method to the binary case we get the following
result. The capacity error function of the unidirectional channel is lower bounded by

max (1 —r7)logy 2, f0<7<3
C(r3, ) 2 (SR 7T o s HOST S
0 if 7> 3.

The result for r = 2 is /B
14++/5
(1 —27)log, () .
2
The major change compared to the capacity error function for the symmetric channel
shown in Theorem 5.1 is the change of the factor (1 — 37) to (1 — 27). It occurs
because retransmissions after erroneous symbols are unnecessary. Figure 7.7.1 shows
the lower bound on C’{ (T%,7) obtained by using the modified rubber method and
C{ (T'%, 7) for comparison. This result is different without feedback, since the capacity
error functions of symmetric and unidirectional channels are the same in that case.

7.8 Summary and Open Problems

In this work we have analyzed channels with feedback with a fixed maximal fraction of
erroneous symbols. A major focus of this work has been asymmetric and unidirectional
channels. Notably, we have shown that the capacity error function with feedback for
the unidirectional channel composed of Z-channel and inverse Z-channel is larger than
the capacity error function of the symmetric channel for a significant proportion of the
possible values of 7. This is not the case for the same channels without feedback.
The lower bounds on the capacity error function that we derived in Section 7.6 and
Section 7.7 are higher than the capacity error function for the channels for the non-
feedback case. The lower bound in Section 7.6 only works for ¢ > 3. In these cases
it performs better than the lower bound in Section 7.7. However, the lower bound in
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Figure 7.7.1: Comparison of the lower bound on sz (T'%, 7) obtained by using the mod-
ified rubber method and the capacity error function of the symmetric
channel CJ (T%, 1)

Section 7.7 works also for ¢ = 2. Furthermore, the implementation of the encoding
and decoding algorithm of this strategy is simpler.

The channels analyzed in this chapter have at most two input symbols connected to
each output. If the channel model is known to the receiver, knowledge about an erro-
neous position at the receiver is sufficient to also reconstruct the transmitted symbol,
hence additionally communicating information about the originally transmitted value
is unnecessary. This can be used to create encoding strategies achieving a higher rate
for many channels using the modified rubber method. Furthermore, it has been shown
how to change the modified rubber method for unidirectional channels. The method
proposed shows that it is possible to achieve the same rate for the unidirectional chan-
nel consisting of the generalized Z-channel and the inverse generalized Z-channel as
for its components when the rubber method is used. Obtaining tighter bounds on
the capacity error functions for several of the channels analyzed in this chapter is an
interesting topic for further research.
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Insertion-Deletion Channel

Abstract

In this chapter, a new problem of transmitting information over the adversarial insertion-
deletion channel with feedback is introduced. Suppose that the encoder transmits n
binary symbols one-by-one over a channel, in which some symbols can be deleted and
some additional symbols can be inserted. After each transmission, the encoder is notified
about the insertions or deletions that have occurred within the previous transmission
and the encoding strategy can be adapted accordingly. The goal is to design an encoder
that is able to transmit error-free as much information as possible under the assumption
that the total number of deletions and insertions is limited by [tn], 0 < 7 < 1. We
show how this problem can be reduced to the problem of transmitting messages over
the substitution channel. Thereby, the capacity error function of the insertion-deletion
channel with noiseless feedback is completely established.

This chapter is based on [MPVWZ21b] published in Problems of Information Transmis-
ston. Parts of this work furthermore have been presented at the 2020 Information Theory

Workshop (ITW) [MPVW21aj.

8.1 Introduction

The first important result in the construction of codes capable of correcting insertion
and deletion errors dates back to 1965, when Levenshtein [Lev66] established that any
code capable of correcting t deletions is capable of correcting up to ¢ insertions or
deletions. Furthermore, he showed that the Varshamov-Tenengolts codes [VT65] can
be used to correct a single insertion or deletion error. Notably, most of the classic
techniques for constructing error-correcting codes correcting substitutions or erasures
cannot be applied to construct codes coping with insertions and deletions. This is due
to the loss in synchronization between sender and receiver caused by these types of
errors. For an overview on recent developments of new approaches and methods for
the deletion channel we refer to [CR20).

We first recap known results for adversarial deletion channels without the presence
of noiseless feedback to the sender. Let a code C C {0,1}" consist of 2" binary
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8 Insertion-Deletion Channel

codewords of length n. The design goal is to construct a code of maximal rate that
is capable of correcting a fraction of 7 adversarial deletions. The term adversarial
deletions in this context means that an adversary knowing encoding and decoding
strategies as well as the message being sent can inflict an arbitrary pattern consisting
of t deletions. Consequently, n — ¢ symbols pass the channel unaltered.

The error correction capability of C is strongly related to the notion of the longest
common subsequence between two codewords. For a code being able to correct a
fraction of 7 errors the longest common subsequence between any two codewords in C
is of length less than (1 — 7)n. It is clear that for 7 > %, the adversary can force the
channel to output either the all-one word or the all-zero word of length n/2. Thus,
a code C can contain at most two codewords and its rate is zero. The first code
construction capable of correcting a non-zero fraction of deletions was proposed by
Schulman and Zuckerman [SZ99]. They proposed to use concatenated codes composed
of non-binary outer codes and well-performing short binary inner codes that can be
found by brute-force search. The most recent improvement in this direction is due
to Bukh, Guruswami, and Hastad [BG16; BGH16]. Their work provides a family of
code constructions with a positive rate for any 7 < v/2—1 ~ 0.41. For the adversarial
substitution channel it is well known [Plo60] that it is not possible to have exponentially
many codewords in a code tolerating a fraction of 7 > 0.25 errors. However, to the
best of our knowledge not much further progress has been made on the limitations
of deletion-correcting codes. Even determining the maximal fraction of deletions for
which there exist codes with rate bounded away from zero remains an open research
problem.

In this chapter we determine the capacity error function of the insertion-deletion
channel with noiseless instantaneous feedback. Our results show that as for the syn-
chronized channels examined in Chapter 6 and Chapter 7, noiseless feedback can en-
hance the capacity error function for the insertion-deletion channel.

This problem is relevant in practice because certain channels, e.g. DNA-based stor-
age channel, are prone to inflict insertion-deletion errors rather than substitution er-
rors. Throughout this chapter we only consider the binary alphabet at the channel
input. The generalization to non-binary alphabets is not straightforward and remains
an interesting open research question.

For any message m € M, the sender’s task is to encode m into a binary string
c € {0,1}" such that after transmitting this string over the insertion-deletion channel
the message m can be recovered without error. More specifically m needs to be suc-
cessfully reconstructed for any error pattern composed of at most [rn] insertion or
deletion errors. Recalling Remark 5.1 this coding strategy is capable of dealing with
an adversary knowing m and the coding strategy that inflicts up to [7tn]| insertion
or deletion errors (mixing of insertions and deletions is permitted as long as their to-
tal number is upper bounded by [7n]). The following explanations take the view of
transmitting data over an adversarial channel.
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We denote the channel’s output string after the transmission of the entire block
by y € {0,1}* and denote the channel output corresponding to the i-th codeword
symbol ¢; by y; € {0,1}*. This output can be created arbitrarily by the adversary
using insertions and/or deletions in accordance to the remaining error budget for the
respective block transmission. We stress that the adversary has the ability to place
the insertions before the symbol ¢; and not only after the transmitted symbol ¢;,
increasing his flexibility. The decoder only gets access to y = (y1|| - - . ||yn) but not its
partitioning, i.e. the decoder is not able to split the output string into the respective
y;. This means that the decoder does not know which symbols within the received
block y belong to which encoded symbol ¢;. This is in contrast to the Z-channel and
the unidirectional channels for which input and output symbols are synchronized.

However, due to the feedback the encoding algorithm has access to the tuple §® =
(y1,...,9;) € ({0,1}*)" and hence is able to split the output sequence into its compo-
nents before deciding on the (i 4+ 1)st encoded symbol ¢; ;1. In particular it holds that
ciy1 s M x ({0,1}*)" — {0,1} is a function of m and g, i.e., c;yy = cip1(m, §).

The number of errors that the adversary can inflict during the block transmission
is upper bounded by ¢ = [7n]. Formalizing this statement it holds that

n

> Aleslm, g ) y) <t (s.1)

i=1

We denote the insertion-deletion channel with binary input by I'?, and maximal cardi-
nality of the message set for which a successful coding strategy exists by My (T2, n,t).
In accordance with Definition 5.3 the capacity error function for the insertion-deletion
channel is specified by

log, (M, (I'2
CJ(F?dvT) = hmsup Og2( 2( idr T, [T?ﬂ)) ‘

n—o00 n

(8.2)

Notice that the length of the channel output for the insertion-deletion channel with
parameter 7 varies between n— [rn] and n+ [7tn] for a blocklength of n input symbols.

8.1.1 Main Results

In this chapter, we show that the problem of transmitting information over the adver-
sarial insertion-deletion channel can be reduced to the problem of transmitting infor-
mation over the adversarial substitution channel. More specifically, we first demon-
strate that any encoding algorithm with n transmissions tackling ¢ insertions can
serve as an encoding algorithm with n + ¢ transmissions correcting ¢ substitution er-
rors. From that result we obtain an upper bound on Cj (T%,,7). Then we adapt an
encoding strategy originally suggested for the feedback substitution channel to ob-
tain a lower bound on CJ (T'%,,7). This lower bound matches the previously derived
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Figure 8.1.1: Capacity error function of the insertion-deletion channel with noiseless
feedback.

upper bound. Therefore, we have determined CJ (I'%,,7) for any fraction of errors 7,
0<7<1.

Theorem 8.1. The capacity error function for the adversarial insertion-deletion chan-
nel utilizing noiseless feedback is

(1+7)(1—h(1+%)), for0 <1 <+5—2,
C{(Ffd,T) = ¢ (1—27)log (1+—2‘/5), for Vb —2<71< %, (8.3)

0, otherwise.

The resulting asymptotic rate is plotted in Figure 8.1.1. As a side contribution in this
chapter, we present a more elaborate version of Zigangirov’s technical analysis [Zig76]
of Horstein’s algorithm [Hor63] for the adversarial substitution channel. We hope
that this makes the intuitive algorithm, which is nevertheless hard to analyze, more
accessible to a wider audience.

8.1.2 Outline

The remainder of the chapter is organized as follows. In Section 8.2, we provide an
upper bound on C (2, 7). In Section 8.3, we discuss a feedback insertion-deletion
code and its reduction to feedback substitution codes. We conclude this chapter with
Section 8.4. The analysis of the feedback substitution code is given in Appendix 8.A.
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8.2 Upper Bound on C§ (', 7)

8.2 Upper Bound on CJ(I'2, 7)

In this section we first recap the known capacity error function of the symmetric
channel. Then we prove that a feedback insertion-deletion code correcting a fraction
of 7 errors can serve as a feedback substitution code capable of correcting a fraction
of 7/(1 + 7) errors and use this result to prove an upper bound on CJ (T2, 7).

8.2.1 Construction of a Substitution Code from an
Insertion-Deletion Code

To prove that (8.3) is an upper bound on the maximal rate of feedback codes for the
adversarial insertion-deletion channel, we combine two ideas. First, we prove that a
feedback insertion-deletion code can be used to tackle substitution errors.

Lemma 8.1. Suppose that a feedback insertion-deletion code of length n and size M
capable of correcting t errors is given. Then there exists a feedback code of length n+t
and size M capable of correcting t substitution errors.

Second, we make use of C§ (', 7) established by Berlekamp [Ber64] and Zigangirov
[Zig76] and given in Theorem 5.1. By Lemma 8.1, we have Mg(n + t,t) > M;q(n,t)
and, thus, (1+7)CJ (%, 7/(1+ 7)) > CJ (T'%, 7). This bound and Theorem 5.1 yield
that the asymptotic rate specified in Theorem 8.1 is indeed an upper bound on the
maximal achievable rate of the adversarial insertion-deletion channel. It remains to
prove Lemma 8.1 which we do in the following.

Proof of Lemma 8.1. Let the encoding functions of the given feedback insertion-deletion
code be denoted by ¢ : M x ({0,1}*)""" — {0,1} for i € [n] and let the de-
coding function be given as dec : {0,1}* — M. We define the encoding functions
ej : M x {0,117t — {0,1} of the symmetric channel T'% for j € [n + t] using the
encoding functions ¢; as components. To prove the statement our goal is to show that
the feedback coding strategy specified by the e; is successful for 'y for any pattern of
at most ¢ errors.

We denote the number of correctly received symbols by ¢, the number of transmitted
symbols by 7, the index of the last correctly received symbol by £, the received output
string by z, and the tuple of output strings according to the output of a potential
insertion-deletion channel by g.

The encoding scheme we propose consists of three parts. The Initialisation step is for
initializing counters and state variables. Step 1 describes the process of re-transmitting
symbols ¢; until they have been received correctly. Step 2 is just used to fill potentially
unused symbols within the block with zero symbols. The state variables ¢ and k are
only updated in Step 1.

Initialisation: Let i <— 0, j < 0, k< 0, z < (), and g + ().
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8 Insertion-Deletion Channel

Step 1: Define and transmit eji1(m, z) = ¢;11(m,y). Update j <— j + 1. Let z;
be the received symbol. Update z < (z||z;). If z; # e;(m, z), then repeat Step 1.
Otherwise, update i <— i + 1, define y; < 241, update g < (y1,...,¥;) and k < j.
If © = n, then go to Step 2. Otherwise, repeat Step 1.

Step 2: If j = n +t, update ¥y, — (Ynl|ZEt1,014q), U < (Y1,...,¥Yn) and exit
algorithm. Otherwise, define and transmit e;;(m, 2z) = 0. Update j <— j + 1. Let z;
be the received symbol. Update z < (z||z;). Repeat Step 2.

The encoding algorithm successfully terminates after n+t transmissions because we
will have n correct receptions within a block of n + t symbols. The decoding scheme
can just be taken from the insertion-deletion code because the output string z is a
possible output of the insertion-deletion channel with at most ¢ errors for encoding
functions ¢;, i € [n]. Indeed, if we define g := (yi,...,¥;), we obtain

n

S A(m, 39, = Syl = 1) =S jil —n= (n+ 1) —n =+t

i=1 =1 i=1

Therefore, the decoder of the insertion-deletion code outputs the correct message, i.e.,
dec(z) = m. This completes the proof. |

8.3 Lower Bound on C{(Ffdﬁ)

In this section, we provide a feedback insertion-deletion code with an asymptotic rate
arbitrarily close to (8.3). We adapt an algorithm originally suggested by Horstein [Hor63]
and further developed by Schalkwijk [Sch71] and Zigangirov [Zig76]. Note that this
algorithm has already been used for the adversarial substitution channel with feed-
back. We point out that not every encoding strategy for the adversarial substitution
channel can be adapted to be used for the insertion-deletion channel. A key prop-
erty of Horstein’s algorithm is that in case the channel inflicts an error the sender
retransmits the intended symbol until it is received correctly. We elaborate on the
importance of this property in the following. Consider an arbitrary encoding strategy
for the insertion-deletion channel with noiseless feedback. We assume that according
to the previously received symbols the encoding strategy implies sending ¢; = 0 over
the channel and that the adversary inserts a “1” symbol before ¢; such that y; = 10.
Imagine that this “1” symbol was inserted at the end of y;_; instead. If observing
y;_1 in this case lead the encoder to change the i-th symbol to ¢; = 1, the adversary
would be able to inflict multiple errors at the price of inflicting a single insertion. For
encoding schemes that retransmit the same symbol again after observing incorrect
reception via the feedback, e.g., Horstein’s encoding procedure, this is not the case.
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8.3.1 Feedback Insertion-Deletion Code

Suppose that at most a fraction of 7 errors can occur and the sender would like to
transmit a message m € M, where M := |M| = 2B" where R = CJ(I'%,,7) — ¢ and
e > 0. We enumerate M and identify its elements by [M]. Based on 7,¢ and n, the
sender and the receiver choose two non-algebraic numbers « and g fulfilling o+ 5 = 2.
For 7 < /5 — 2, they take « sufficiently close to 27/(1 + 7) and for v/5 —2 < 7 < %,
a is chosen to be around (3 — v/5)/2. We discuss how close this parameter has to be
taken in Section 8.A.

Remark 8.1. We remark that the non-algebraic numbers are dense within the set
of real numbers, meaning that we can approximate any real number arbitrarily close
within the non-algebraic numbers.

The sender divides the [0, 1]-segment into M subsegments of length 1/M and enu-
merates them from left to right by the elements of [M]. The length of these M
segments will vary during transmission. If the sender wishes to transmit the message
m € [M], then the m-th segment will be called the true segment. Let T'(i) denote the
true segment of length ¢(i) after the i-th channel use. Denote the union of segments
left and right of T'(i) by L(i) and R(7), respectively. We label the coding scheme for
the insertion-deletion channel by 20, (M, n, o) and describe its encoding and decoding
procedures in the following.

Encoding Procedure: Before sending the i-th symbol ¢; over the channel, the
sender checks whether the center of the true segment lies in [0,3). If this is the
case, the encoder transmits the symbol ¢; = 0 over the channel, otherwise the encoder
transmits ¢; = 1. The sender observes the channel outputs y; of length n; and modifies
the length of all segments in the following manner. The sender runs over the symbols
of yi = (Yi1,- -+ Yin;) € {0,1}" from left to right. If y; is the empty string, then the
next symbol is transmitted. Otherwise, if y; ; = 0, then the length of all segments,
that entirely lie inside [0, 3), is enlarged by a factor of 5. The length of segments
that lie entirely in [3,1] is multiplied (reduced) by the factor a. Usually, there is a
segment that contains the point % (not as its endpoint). Let = be the length of this
segment. Then x can be represented as x = xy + x1, where z( is the length of part of
the segment, which lies in [0, %) Then the length of this segment is updated from x
to Bxo + awy. If y; ; = 1 is received, the encoder shrinks the segments left to the point
% by a factor of a while increasing the segments right to it by a factor of 5. Basically,
compared to the case y; ; = 0 the roles of a and 3 are just swapped. During the
transmissions the lengths of the segments change according to the algorithm, however,
the order of the segments remains unaltered. In total, the sender makes n; such
updates after receiving the output sequence y; corresponding to the i-th channel use.
It can be readily seen that the total length of all segments is always 1. The algorithm
is designed to increase the length of the true segment such that it contains the point

% after the last transmission.
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8 Insertion-Deletion Channel

The complexity of this encoding algorithm is ©(Mn). However, it is clear from the
description the encoder only needs to keep track of L(i), T'(i) and R(¢). Thus, the
complexity can be reduced to ©(n).

Decoding Procedure: After receiving a string y = (yi| ... ||yn) of length n’ €
[n —t,n + t], the decoder is able to reconstruct the sender’s point of view by varying
the length of all segments in the same way as the sender. After n’ steps, the de-
coder outputs the message corresponding to the segment containing the point % The
complexity of this decoding algorithm is ©(Mn). To reduce the decoding complexity
the receiver can reverse the decoding procedure in the following way. The decoder
runs over the symbols of y from right to left and tracks the preimage of the point %
Formally, let P(n’) := % For j € {0,1,...,n' — 1} and y; = 0, define

PG) ' B8
PG 1) =137 pis ?f P(j) SE
2 + 2c ’ lf P(]) > 2"
For y; = 1, define
j - = 1) —o o
L2 i P(j) > 2

Finally, the decoder uses m := [M - P(0)] as an estimate for the message m that the
encoder intended to send. Clearly, the complexity of this simplified algorithm is also

O(n).

8.3.2 Intuition Behind the Algorithm

We give an intuitive explanation why this strategy is sensible. In this section we are
only considering the case that 7 < v/5 — 2 as only for this case

(T2, 7) = (1+7)<1—h( T ))

1+7

Let us take @ = 27/(1+7). Assume that during the encoding procedure the number of
times when the true segment contains the point % is o(n) and the number of insertion
and deletion errors during transmission is 7;,sn + o(n) and 74n + o(n), respectively,
where 7,5 + Tger < 7. Then the length of the true segment after n transmissions, ¢(n),
can be bounded as follows

t( ) > M_1O[Tinsn+0(n)B(I_Tdﬁl)n+o(n)
=92~ (C ( d,T) e)n+Tinsnlog(27/(147))+(1—74er)n log(2/(147))+o0(n)

Z 27(02 (Fid,T)fE)’nA*T?’L log(27/(147))+nlog(2/(1471))+o0(n)

_ 26n+o(n) ]
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8.3 Lower Bound on Cg(F?d, )

where we used the fact that the function 7,5 log(27/(1+ 7)) 4+ (1 — 74e) log(2/(1 4 7))
provided 7,5 + T4y < 7 is minimized at 7;,; = 7 and 74, = 0. Thus, the length of the
true segment would be very large at the end and it would definitely contain the point
%. However, our initial assumption is wrong, and the true segment contains the point
% more than o(n) times. To actually prove that the strategy is working, we need more
sophisticated arguments.

8.3.3 Construction of an Insertion-Deletion Code from a
Substitution Code

The algorithm 20,(M, n,«) described in Section 8.3.1 was originally proposed in a
similar form for the substitution channel. We emphasize that this channel provides
synchronization between the sender and the receiver, i.e., after transmitting the symbol
¢;, the channel outputs exactly one symbol ;. We will refer to the encoding algorithm
for the substitution channel with n channel uses that follows the steps described in
Section 8.3.1 as As(M, n, ). A formal definition of this algorithm for the substitution
channel will be given in Section 8.A.1. In the following we show that it is possible
to achieve the asymptotic rate given in equation (8.3) for the adversarial insertion-
deletion channel by using the algorithm 20, (M, n,«). We first prove the following
Lemma.

Lemma 8.2. If for all n’ € [n —t,n + t|, the algorithm A;(M,n’, ) can be used
for successful transmissions of any message m € M over the feedback adversarial
substitution channel with at most t' := |(n' — n + t)/2] errors, then the algorithm
W;q(M,n, ) can be used for successful transmissions of any message m € [M] over
the feedback adversarial insertion-deletion channel with at most t errors.

Proof. Let y = (y1l|.--|lyn) = (¥1,-..,yn) be a possible output string of length
n' € [n—t,n+ t] if the algorithm 20;4(M,n,«) is used for transmitting a message
m € M over the adversarial insertion-deletion channel with at most ¢ errors. Now we
show that this string y is also a possible output if the algorithm 2A,(M,n’, ) is used
for transmitting the same message m € M over the adversarial substitution channel
with at most ¢’ := [ (n —n+1)/2] errors. Define g0 := (yy,...,y;_1) € ({0,1}*)""
and yO=Y = (y1,...,51) € {0,1V71 Let ¢; = ¢;(m, 9" V) and ¢; = e;(m, y(=Y)
be the ith bit generated by the encoders of the feedback insertion-deletion code and

the substitution code, respectively. We define e := (eq,...,e,). So, it suffices to
show that dy(e,y) < t’. Denote the length of y; by n;. We represent e as the
concatenation (eq||...||e,) such that the binary string e; has length n;. It is clear

that for “synchronized" moments ¢ and N; := n; +---+n;_1 + 1, both algorithms send
the same symbol, i.e.,

ci(m, g V) = ew, (m,y™ V).
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8 Insertion-Deletion Channel

By the definition of the algorithm, it can be readily checked that if y; # e;, then
€j+1 = €, i.e., a re-transmission occurs. Therefore,

du(e;,y;) < {nZ —1 ?f Alenye) =i — 1,

n;, if A(ci,yl-) :nz—l—l
Note that the second case can only happen when a deletion occurred. Let t;,s be the
total number of insertions and ty4,; be the total number of deletions. We have the
restrictions t,s + tge < t and n — tgy + tins = n'. This implies that n’ —n + 2t4 < t
or tge < [(n—n'+1t)/2]. It follows that

di(e,y) =Y duleny) <Y ni—> H{A(c,yi) =ni— 1} <n' — (n —ta) <1,
i=1

i=1 i=1
where 1{z = a} denotes the indicator function of the event x = a. |

Next we have a closer look at the adversarial substitution channel. In order to
achieve the capacity error function of the adversarial substitution channel with a frac-
tion of 7 < (3 — /5)/4 errors, for the parameter a within the algorithm 2A,(M,n, a)
it holds that o =~ 27 with « being non-algebraic.

Lemma 8.3 (Follows from [Zig76]). Let o = 27* with 7 < (3 — \/5)/4 being a
non-algebraic number and let the algorithm A, (M, n,a*) be used to communicate in-
formation over the adversarial substitution channel for different 7. Then the achieved

rates for different T form a tangent line to the point (7%, C3(I'2, 7)) of the function
Cy (T2, 7).

By using Lemma 8.3 we can show the following monotonicity property.

Proposition 8.1. Let My(n,7,«) denote the mazimum number of messages M that
can successfully be transmitted using the algorithm As(M,n,«) for the adversarial
substitution channel with blocklength n and at most Tn errors. Let o and T be mon-
algebraic such that o = 27/(1 +7) and o < (3 —+/5)/2. Then it holds that

min log My(|n(1+47)| — 2k, |mn] — k,a) = (1 +0o(1)) log Ms(|(1 + 7)n], |[Tn], a)

ke{0,1,...,Tn}
(12 T
=n(l+71)C3 (FS, (1 n )) + o(n).

T

Proof. We fix a = 27/(1 4+ 7) because it allows us to successfully transmit by the
algorithm 2A;(M, |n(147) ], o) asymptotically the maximum amount of messages given
the number of errors is at most |7n]. Then our goal is to show that although the chosen
« is not optimal in terms of the achievable rate for blocklength [n(1 + 7)] — 2k and
at most |tn| — k errors, the quantity log M(|n(l + 7)] — 2k, [7n| — k, «) is still
asymptotically minimized for £ = 0.
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According to Lemma 8.3 by fixing a = 27/(1+7) and using the algorithm 2, (M, n/, «)
for " = |n(1 4+ 7)] — 2k and at most [7n| — k errors the achievable rates form the
tangent line to the point (7/(147), Rs(,7/(1+7))) of the function Ry(x) :=1— h(x).

To prove the required claim concerning the minimization, we define the function

_log My(n(1+ 7 —2z), (T — 2)n, )
n

f(x) = (14+7-22) ( + b) (1+0(1)),

al +7 -2
where the real valued a, b are fixed by the requirement that the achieved rates form
a tangent to the point (7/(1 + 7), Rs(7/(1 4+ 7))). A short computation shows that
a=1logT and b=1—log(1l + 7).

The derivative of f(x) as n — oo is

o — - o =tog (M) oo >0

where the inequality follows the argument of the logarithm is strictly greater than 4
for 7 < 1/2. This shows that f is asymptotically minimized for z = 0, completing the
proof. [ |

We have already shown that the output sequences of the algorithm 2(;4(M, n, o) for
the adversarial insertion-deletion channel are also within the set of output sequences
of the adversarial substitution channel if the algorithm (M, n’, @) is used for at most
t' = |(n —n+1t)/2] errors and n’ € [n — t,n + t]. Therefore, from Proposition 8.1
it follows that R;q(7) > (1 + 7)Rs(7/(1 + 7)). By Theorem 5.1 it holds that the
rate Riy(7), given in (8.3), is actually achievable and upper and lower bounds on the
adversarial insertion-deletion channel coincide.

8.4 Summary and Open Problems

In this chapter, we have introduced a new problem statement of transmitting infor-
mation through the adversarial insertion-deletion channel with feedback. We have
shown a reduction of this problem to a problem of communication over the adversarial
substitution channel. Thereby, capacity error function for the adversarial insertion-
deletion channel with noiseless feedback has been established. In particular, the rate is
positive whenever the fraction of insertion and deletion errors inflicted by the channel
is less than % We also revisit Horstein’s algorithm [Hor63] for the adversarial sub-
stitution channel with feedback and present a more elaborate version of Zigangirov’s
analysis [Zig76].

We emphasize that all results discussed in the chapter concern the binary channel.
A natural question that arises is whether it is possible to extend the methodology for

the g-ary case. The best currently known results for the adversarial g-ary substitution
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8 Insertion-Deletion Channel

channel with feedback are discussed in [Leb16]. In particular, for 0 < 7 < 1/q, the
capacity error function is only established for a countable number of values for 7.
Moreover, we point out that it is hard to generalize Zigangirov’s arguments to the
g-ary case and, in particular, find appropriate analogues of functions u and v defined
in Appendix 8.A.

166



Appendix

8.A Analysis of the Feedback Substitution Code

In this section, we revisit the algorithm and the proof suggested by Zigangirov in
[Zig76]. To make this section self-contained, we first describe an encoding process for
the adversarial substitution channel with feedback. Then we introduce useful concepts
and give a high-level analysis of this feedback strategy. Finally, we provide proofs of
auxiliary technical statements used for showing the main result.

8.A.1 Feedback Substitution Code

Suppose that at most 7n substitution errors can occur during n transmissions and the
sender wants to transmit one out of M messages. If 0 < 7 < (3 — /5)/4, then the
encoder takes positive real values a and 8 such that o + § = 2 and « is sufficiently
close to 27. If (3 —/5)/4 < 7 < 1/3, then o and 3 are selected such that o + 3 = 2
and « is sufficiently close to but less than (3 —+/5)/2. Clearly, for this assignment, we
have that

aB? <1. (8.4)

Encoding Procedure: Initially, the sender takes the [0, 1]-segment and partitions it
into M subsegments of equal length. Subsegments are enumerated from left to right.
The jth message, j € [M], is associated with the jth segment. Suppose that the
encoder wants to transmit a message m € [M]. The mth segment is then called the
true segment and we denote it by 7'(7) after the ith transmission. We define the union
of the segments on the left and on the right to 7'(¢) by L(i) and R(i), respectively. The
lengths of L(i), T'(i) and R(i) are denoted by [(7), (i) and r(i). Clearly, t(0) = 1/M
and [(i) + t(i) + r(i) = 1. At the ith moment, the sender checks whether the center
of T'(i — 1) is less than ; and transmits a “0” to the channel in that case. Otherwise
the encoder transmits a “1” to the channel. If a “0” is received, then everything on

1

the left to % is enlarged by 8 and everything on the right to 5 is shrunk by a. More
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formally,

2
r(i) ;== amin <;,r(i - 1)) + [ max (7’(2 —-1)— ;,O) :
t(i) :=1—=1(i) — r().

If a “17 is received, then everything on the left to % is shrunk by « and everything on
the right to % is enlarged by 3. Thus,

[(i) ;== fmin (;,l(i — 1)) + amax (l(z —-1) - 1,0) ,

[(i) := B max (l(z —-1) - ;,0) + amin (;,l(i — 1)> ,
r(i) := avmax <T<Z —-1)— ;,O) + S min (;,r(i - 1)) :
t(i) :=1—=1() —r(i).

Informally, given £ > 0, for properly chosen a &~ 2min(7, (3 —+/5)/4), sufficiently large
n and M = 2F«(=4" " we claim that T'(n) contains the point 1.

8.A.2 Preliminaries

Define z(¢) := min(l(7),r(i)) and y(i) := max(l(i),r(i)). We say T'(i) is central if
y(i) < % and we say that there is a crossing between moment ¢ — 1 and moment ¢ if
either (1) [(z —1) <r(i—1) and {(i) > r(i) or (2) (i — 1) > r(i — 1) and (i) < r(3).
We say T'(i) is balanced if y(i)/x(i) < /. We refer to Figure 8.A.1 for an illustration
of the properties of T'().

Example 8.1. In Figure 8.A.2, one can see how the segments L(i), R(i), and T(7)
with 1(i) = 0.2, r(i) = 0.4 and t(i) = 0.4 change for the case of a correct and incorrect
transmission when using the parameters 7 = 0.15, a = 27, and f = 2 — «a. In
particular, we see that the true segment T'(i) is the one containing the point % and,
thus, is central. Moreover, we see that x(i) = I(i) and y(i) = r(i), and can conclude
that T'(7) is also balanced as 2 = % < g = % In the example, a correct transmission
is sending a "0", i.e., enlarging the intervals on the left of% by B and shrinking the
right hand side by cv. We can see that there was a crossing, since l(i) < r(i) and now
I(i+1) >r(i+1). Moreover, the true segment at moment i + 1 still covers the point
% and T(i + 1) is still balanced. In contrast, if the transmission was incorrect, i.e.,
enlarging by B the right hand side of% and shrinking the other part by «, we observe
that there was no crossing and the true segment T(i + 1) does not contain the point %

anymore. Moreover, we have that T(i + 1) is not balanced, since 3—; = % > g = %
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Figure 8.A.1: Illustration for the notions of a crossing, a balanced and central true
segment, and the corresponding areas when 7 = 0.15,a = 27, and 8 =

2 —a.
} 1 } 1 ——{ correct transmission
@), () +/ 0 ! 1
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0 y(i) g}—é- ---- r ————————————— i incorrect transmission
2

Figure 8.A.2: Example for transition of the intervals L(7),T'(i), and R(7) in case for a
correct and incorrect transmission

Define the function

g(io, 1) = e(ig,i1) log a + f(io,71)1og 3,

where e(ig, 1) and f(ig,i1) are the numbers of incorrect and correct transmissions in
moments (ig,i1] = {ip + 1,...,71}. Note that the function g is additive in the sense
g(io,32) = g(ig,11) + g(i1,12). For brevity, we write g(n), e(n) and f(n) to denote
g(0,n), e(0,n) and f(0,n), respectively. We can think about the value g(i,n) as of the
amount of energy we have at the moment 7. For each correct transmission, we spend
log 5 > 0, for an incorrect one, we get —loga > 0.

169



8 Insertion-Deletion Channel

8.A.3 High-Level Analysis

The following statement claims that if the amount of energy is sufficiently large, then
at some moment the length of the true segment is bounded away from zero irrespective
of the actual blocklength n and we still have energy left to further increase the length
of the true segment in the remaining steps.

Lemma 8.4. For every 1 > €5 > 0 there exists 0 > 0 such that for all but finitely
many « € (0,1) it holds: Forn € N, the condition g(0,n) > e;n —logt(0) implies that
there is a first moment ny such that t(ny) > §. Furthermore, g(0,n1) < eon — logt(0)
and g(ny,n) > (g1 — e9)n.

The following lemma shows that after spending enough energy the true segment will
become central.

Lemma 8.5. Let o and ( satisfy (8.4). Then there exists a constant ¢ > 0 depend-
ing only on a, and t(ny) such that if g(ni,n) > ¢, it follows that T'(n) is central.
Moreover, the length of the true segment at moment n is 1 — o(1) as ¢ — oo.

Lemmas 8.4 and 8.5 are proved in Section 8.A.4. Finally, we combine these two
lemmas to obtain the main result.

Theorem 8.2. Let the maximal fraction of substitution errors be T € [0,1/3). For any
£ > 0, there exists a € [0, (3 — \/5)/2] such that for n sufficiently large, the encoding
procedure over the adversarial substitution channel with feedback can correct up to T™n
errors with transmission rate at least Ry(T) — €, where

Ru(7) 1 —h(r), for0 <7< (3—+5)/4,
s\T) =
(1-37)log (%55), for 38— VE)/A<7<1/3 .
Proof. We choose M and accordingly ¢(0) = 1/M such that 2(F:(M=n < A <

2(Fs(M=¢/2n and —1logt(0) < (Rs(7) —/2)n. By definition, we have that e(0,n) < Tn
and f(0,n) > (1 — 7)n. For given o and /3, we can compute

9(0,n) = e(0,n)loga + f(0,n)log 5 > (tloga + (1 — 7)log B)n .

Subject to the constraints a + 8 = 2 and a3? < 1, the function 7loga + (1 — 7)log 3
reaches the maximum R,(7) when o = 2min(7, (3 — v/5)/4) and 8 = 2 — a. To make
use of Lemma 8.4, we take a slightly smaller than 2 min(7, (3 — v/5)/4) to have

9(0,n) =e(0,n)loga+ f(0,n)log s > <R5(T) — f()) n > gsn —log(0) .

By applying Lemma 8.4 with £; = 2¢/5 and ey = /5, there exists a constant § > 0
such that for all but finite o € (0, 1), there is a first moment n; satisfying t(n,) >
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and furthermore
1
g(ni,n) = g(0,n) —g(0,n1) = e(ny,n)loga + f(ny,n)logf > €N
Thus, for n sufficiently large, we conclude by Lemma 8.5 that T'(n) is central. |

The key ingredient in the proof of Theorem 8.1 is Lemma 8.5. In order to prove it
we introduce several auxiliary functions

uy(7) == log(t(i)/x(i))

v1(7) := log(2t(1))

usli) = {—10g<4w<i>y<z'>> it y() <
log((1 —y(2))/x(1)) if y(i) >
)

o) —log(2y(i
28 {1og<2<1—y

NI N

1)) ify(i) >

We also define the constants u) := log(8 — «), uf := log(5/a — 1), u} := log(f/a).
Clearly, v} < uf. Finally, define

ofi) = vy (i 1fu1(z: <uf
vo(7) if uy(z) > uf.

To show the validity of Lemma 8.5, we prove that the function v takes a large value

at the last moment n, which happens if and only if I(n) and r(n) are small (c.f.
Example 8.2).

Proposition 8.2. IfT(i—1) is central and there is a crossing between moments (i—1)
and i, then v(i) —v(i — 1) > —log B. Otherwise,

log 8 if transmission is correct

v(i) —v(i—1) > {

log v if transmission is incorrect.

The change Av(i) := v(i) — v(i — 1) of the function v is equal to g(i — 1,1), except
for the event that T'(i — 1) is central and there is a crossing. So, if this event is only
happening rarely, then v(n) — v(ny) is close to g(ny,n). Thus, because v(ny) can be
lower bounded by a function of ¢(n,), v(n) is large if g(nq,n) is large and we are done.
To handle the case when those events appear more frequently, we use the function u
and the following proposition.
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1g I I I 1y T T T
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0.8 v1(i) for uy (i) < 1 = 0.81 (i) for ug (i) < uf 4
........... 1 (i) for ug (i) = u!l — ¢ \ — (i
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Figure 8.A.3: Illustration for level sets of Figure 8.A.4: lllustration for level sets of
the function v(i) for 7 = the function wu(i) for 7 =
0.15, « =27, and f = 2—q. 0.15, « =27, and f = 2—q.

Proposition 8.3. If T'(i — 1) is central and there is a crossing, then u(i) —u(i — 1) >
log 8. Otherwise, u(i) —u(i — 1) > 0.

So, in this case the function w is big, which implies that the function wu, is also
big. However, this is not enough to conclude that 7'(n) is central (c.f. Example 8.2).
Consider the last occurrence of a crossing with the true segment having been central
before the crossing. At this moment, the true segment can be shown to be also
balanced, which means that the function vy is close to us, i.e., it is also big. To make
vo small again, we must have a lot of incorrect transmissions due to Proposition 8.4.

Proposition 8.4. If there is a crossing and ui(i — 1) > uf, then vy(i) — vo(i — 1) >
—log (8. If there is no crossing, then

log 8 if the transmission is correct
va(1) —ve(i—1) > loga if the transmission is incorrect and vo(i — 1) < log 8

—log B if the transmission is incorrect and vy(i — 1) > log 3.

Plenty of incorrect transmissions implies that we have a lot of energy left. Now we
can use again Proposition 8.2, since it is not possible that a crossing occurs when the
true segment is central and thus, conclude that the function v takes a large value after
n transmissions.

Example 8.2. Figures 8.A.3 and 8.A.4 illustrate different level sets of the functions
v(1) and u(i) if they are treated as function on l(i) and r(i). A level set of v(i) is a
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set of pairs (1(i),r(i)) such that v(i) = const. Note that we use the same color for
the same level sets in the graphs. For high level sets of the function v(i), we are close
to the origin of the graph, which corresponds to l(i) and r(i) being small and the t(7)
very large. In contrast, for high level sets of the function u(i), we can only claim that
we are close to an axis, i.e., either [(i) or r(i) is small. Notice that in case T(i) is
central, we need to have 1(i),r(i) < % Combining the two figures for the level sets of
v(7) and u(i), it becomes clear that we need to prove that the function v(n) is large in
order to conclude that after n transmissions T (n) is central.

Many technical details were hidden in this discussion. In order to give a formal
proof of Lemma 8.5, we need some additional propositions.

Proposition 8.5. We have the following (trivial) properties.
1. If there is a crossing, then the transmission is correct.

2. If the transmission is correct, then the length of the true segment is increased,
i.e., t(i) > t(i — 1), otherwise it is decreased.

3. If T(i —1) is central, T(i) is not central and there is no crossing, then it follows
that the transmission was incorrect.

4. The following inequalities always hold at(i — 1) < t(i) < pt(i — 1).
5. For any x(1), y(i) and t(i), inequalities us(i) > ui(i) and us(i) > u(i) hold.
6. For any (i), y(i) and t(i), inequalities vo(i) > v1(i) and ve(i) > v(i) hold.

Proposition 8.6. We have the following properties.
1. If T'(i) is central, then us(i) > 2v9(i).
2. If T'(i) is central and balanced, then us(i) < 2v9(i) + log(8/a).

3. If there is a crossing between moment i — 1 and moment i, then T(i — 1) and
T(i) are balanced.

4. Ifui(i—1) <uff (orui(i—1) <uy)andT(i—1) is central, and the transmission
is correct, then there is a crossing between moment ¢ — 1 and moment i.

5. If uy(i — 1) >y (or uy(i — 1) > uf) and there is a crossing between moment
i — 1 and moment i, then T(i) is central.

6. Ifuy(i—1) > u] and there is a crossing between moment i—1 and i, then T'(i—1)
is central and T'(i) is central.

7. If ug(i) > uby and there is either a crossing between moment i — 1 and moment
i, or a crossing between moment i and moment i + 1, then T(i) is central.
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Proposition 8.7. Ifu (i —1) < u}, then uy (i) —ui(i — 1) > 0. If in addition T'(i —1)
is central and there is a crossing, then uy(i) — u1(i — 1) > log 8. On the other hand,
if up(i — 1) > ufy, then uy (i) > uf, and if uy(i — 1) > uf, then uy(i) > uf.

Proposition 8.8. If u(i — 1) > v, then ug(i) — ug(i — 1) > 0. If both T'(i — 1) and
T(i) are central, then uy(i) — uz(i — 1) = —log(ap).

Proposition 8.9. Suppose uy(i—1) < uf. If there is a crossing, then vi(i)—vy(i—1) >
0. Otherwise,

log 8 if the transmission is correct

v1(i) — (i —1) > {

log o if the transmission is incorrect .

Proposition 8.10. There ezists a constant ¢ = —5log(af) such that if both T'(ig) and
T(i1) are central and balanced, and us(ig) > ¢ then

g(io, i) < ug(ir) — ua(io) - (8.5)

The proof of lemmas and proposition are given in Section 8.A.4 and 8.A.5, respec-
tively. At last, we provide a flowchart in Figure 8.A.5 to make it easier to understand
the scheme of the proof.

Prop. 8.7
[y w—

Prop. 8.3
CCOmm
Prop. 8.8 Prop. 8.10 Lemma 8.4
| CCOmm

Theorem 8.2

L., .

Prop. 89 | Prop. 8.2 Lemma 8.5
Eq. (8.4) £I " e =] Jum]
- Prop. 8.4

| =m |

Prop. 8.6

Figure 8.A.5: Illustration of the proof strategy for Theorem 8.2. For the inequal-
ity (8.4), Proposition 8.5, or Proposition 8.6 the arrows are omitted due
to the sake of clarity. The small indicator boxes however show where
they are used.

In prior of the technical proofs of the propositions, we provide in Example 8.3 an
illustration for an example transmission, where we track the length of the true segment
T'(z) and its position.
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1 ‘\.\ I I I I I I
\‘\\\,\ ----- border function for ¢(0) = &
0.9 % AN --—-uy () with v} =log(f —a) |
5 \'\\ (i) with uf = log(2 — 1)
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Figure 8.A.6: Illustration for a trajectory of t(z) = 1—1(7) —r (). We have M = 2'* and
transmit a random message, where we use n’ = 27 total transmissions.
Errors occur at time steps 16, 21, and 22. Used parameters are 7 = .15,
a=2r,and f =2 — a.

Example 8.3. We illustrate in Figure 8.A.6 an example transmission of a random
message m out of M = 2 for n' = 27 total transmission. We use that T = 0.15,
a =271 and =2 — a. Recall that t(i) =1 —1(i) — r(z). We have three bit-flip errors
at the time steps i € {16,21,22}. Since at the first transmission all segments are
the same, thus the position of the true segment T'(0) described by the pair (1(0),7(0))
lies close to the line I(i) + r(i) = 1. For more and more bit transmissions, we see
that the trajectory of T'(i) is getting closer to the origin, meaning that its length is
increasing. We have that T(i) is central at time step i = 15 after multiple crosses
before. Since at time step © = 16 an error occurred, the trajectory leaves the central
region. Furthermore, at the same time step, the trajectory crosscuts the level set u)
and does not cross it again in later time steps (c.f. Proposition 8.7). The same
behavior we observe if the level set uf is crosscut although we have errors at time steps
i = 21,22, which makes T(i) not central anymore (c.f. Proposition 8.7). For the
remaining correct transmissions, we see that t(i) is always increasing until we reach
the last n' transmission.
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8.A.4 Proofs of Lemmas

Proof of Lemma 8.4. We choose k € N such that & > % for e1 > €9 > 0. Let

us fix § < ﬂi which corresponds to the smallest displacement of the position % after

1,2,...,k — 1 transmissions. For instance, after transmitting one symbol the point %
can be mapped to one of the points {, %}, whereas after two transmissions the image

of the point 3 is one of the points %2, B 1—a(l-5),1-5(1-25)}. One can prove
that 6 > 0 for all but finite & € (0,1). Remark that if a is a non-algebraic number,
then § > 0 for any k.

Assume on the contrary that £(i) < 6 fori € {0,1,...,n}. We have by the definition
of & that if T'(¢) is central, i.c., the point 3 is in T'(i), then T(i +1),...,T(i + k — 1)
are not central. Let us denote as n’ the number of moments when 7'(i) is central. By

the definition we know that n’ < 7 +1 < li{g"ﬁ + 1. Therefore, we conclude

t(n) > t(Q)ae(O,n)ﬁf(O,n)*n’ > t(O)C(e(O’n)ﬁf(O’n)_%_l > ; >4,

where we used the fact that ¢(0,n) = e(0,n)loga + f(0,n)logs > e1n — logt(0).
Hence, we come to a contradiction.

Let ny be a first moment when ¢(n;) > . Applying the same strategy we can see
that

€2m] 1

36 > Bt(ny — 1) > t(ny) > t(0)acOm) gl Om) =155

From the two aforementioned observations it follows that
g(0,m1) = e(0,n1) loga + £(0,n1)log B < eany — logt(0) + log(5%6) < e9n — log t(0).

Hence
g(n1,n) = g(0,n) — g(0,n1) > (e1 — e2)n > 0.

Proof of Lemma 8.5. Set I := {i € (ny,n]: T(i — 1) is central and there is a crossing
between moments ¢ — 1 and ¢}. Let m := |I|, and take ¢ > m' > v} > 1. One way to
think about the choices of the parameters is to let ¢ = 23 2 vl = x, where x is
sufficiently large relative to «, 3, t(n).

Case m < m'. From Proposition 8.5.6 and the definition of v it follows that v(n;) >
v1(ny) = log(2t(n1)). Thus, by Propositions 8.2, we have

,m =x

v(n) = v(m) + e(ny,n)loga + (f(n1,n) —m)log f —mlog 3
> log(2t(ny1)) + g(ni,n) — 2m'log 3
> log(2t(n1)) + ¢ —2m’log > 1.

Here we used our choice of ¢ and m’ and the fact that g(ni,n) = e(ni,n)loga +
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f(n1,n)log B. From the definition of function v and the fact that v(n) > 1 we con-
clude that T'(n) is central (see Fig. 8.A.3).

Case m > m’. Let ny be the m’th smallest element of I. From Proposition 8.5.5
and the definition of function u it follows that us(ng) > u(ng), and u(ny) > uy(ny) =
log(t(n1)/z(n1))) > log(2t(ny)) as x(ny) < 1/2. Combining this together with Propo-
sition 8.3 we get

us(ng) > u(ng) > u(ng) +m'log B > log(2t(ny)) +m'log 8 = Q(m’).

The last equality holds due to our choice of m’. Thus, by Proposition 8.6.7, T'(ny)
is central and by Proposition 8.6.3, T'(ny) is balanced. By Propositions 8.2, 8.5.6
and 8.6.1, we know that

g(n1,n2) < v(ng) —v(ng) +2m’log 8 < va(ny) — vi(ny) + 2m’log B
;m(m) log(2t(ny)) + 2m' log B < ;UQ(M) Lom).  (36)

IN

Let ng be the last element of I. We know that 7T'(ny) is central and balanced, and
ug(ng) = Q(m’). The same conclusion holds for T'(n3), in particular, T'(n3) is central
and balanced, and us(n3) = Q(m’). By Proposition 8.10, we obtain

g(na,n3) < us(ng) — uz(ne). (8.7)

By Proposition 8.6.2, we derive that

1 1
va(ng) = Fua(ns) — 5 log(f/a) = Qm’) > vy
If va(n) > vh, we are done. Otherwise, let ny > n3 be a first moment when ve(ny) < v).
Since vq(i) > 0 for all i € [ng, nyg), from the definition of the function v, it follows that
T'(i) is central for all ¢ € [ng, ny). By the definition of I, there are no crossings between
ng and ny. By Propositions 8.4 and 8.6.2 and the fact a8 < 1, we obtain

9(ns,na) = e(ng, na)loga + f(nz,na)log B < 2(—e(ns, na) + f(nz, na)) log
< 205(nyg) — 2v9(n3) < —ua(ng) + O(vy). (8.8)

By the definition of I, there is no ¢ € (n4,n] such that 7'(i — 1) is central and there is
a crossing between moments ¢ — 1 and ¢. By Proposition 8.2, we have

g(ng,n) <wv(n) —ov(ny). (8.9)

Since there is no crossing between ny — 1 and ny, by Proposition 8.4, we have vy(ng) >
vo(nys—1)—log 8 > vh—log B > 1. By the definition of v5(n4), we know that y(ns) < 1
and so vq(n4) > 0, hence v(ny) > 0. Adding up (8.6)-(8.9) and the fact that v(n4) > 0

177



8 Insertion-Deletion Channel

yield
v(n) > g(ny,n) —O(m') — O(vy) > 1,

which implies that T'(n) is central. [

8.A.5 Proofs of Propositions

Proof of Proposition 8.5. 1: If there is a crossing, then the smaller segment among
{L(i), R(7)} has been increased. It happens only when the transmission is correct.

2: We only proof the assertion for correct transmission because the case for incorrect
transmission is proved analogously. In case that T'(7 — 1) is non-central the statement
follows because t(i) = t(i — 1)/5. In case T'(i — 1) is central we have that

ti)=1—-pz(i—1) —ay(i—1)

and therefore

-«
1)~ 10~ 1) = (L= Bali — 1)+ (L —ayli — 1) = 7 X yli = 1) —a(i 1) >0,
where we have used that a + § = 2.

3: We assume that the transmission is correct and there is no crossing. Then since

T(i — 1) is central it holds that

y(i — Da=y(i). (8.10)

In order for T(i) to be non central it is necessary that y(i) > 3 but this leads to a
contradiction due to (8.10) and because v < 1 and y(i — 1) < 3.
4: If T'(: — 1) is not central its length is multiplied by § for a correct transmission and
by « for an erroneous one. Because the length of all subsegments combined remains
one during the entire process, the length of the true segment is multiplied by a value
in [, 5] if T'(i — 1) is central, completing the proof.
5: Recall that

i) = log(4x(i)y(i)) if y(i) <

log((1 —y(i)) /(i) if y(i) >

NI N

We claim that
—log(4x(i)y(i)) > log((1 — y(4))/x(i)) -
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The following statements are equivalent.

L 1—y6)
de(i)y(i) = ()
1> 4y(i)(1 —y(i)) .
The last inequality follows because its right hand side is maximized for y(7)

maximal value is equal to one and our claim follows. It follows that us(7) >
log(t(i)/x(i)) because

L= yli) 1) _ e
z(i) (i)
6: Recall that

N[ N

log(2(1 —y(1))) if y(i) >
Similar to the proof of Proposition 8.5.5 we show first that

va(i) 1= {‘10g<2y<i>> if y(i) <

—log(2y(i)) > log(2(1 — y(7))). (8.11)
The following statements are equivalent.

1
2y(1)
1

> 2(1 —y(1)),
4y (i) (1 — (7)),

where the last inequality follows again because its right hand side is maximized for
y(i) = % This maximal value is again equal to one and we have shown inequal-

ity (8.11). It follows that vy(i) > vy(i) = log(2t(i)) because

log(2(1 = y(#)) = log(2(1 — (i) — y(2))) = v1(i) .

Vv

Proof of Proposition 8.6. 1: Since T'(4) is central, we have y(i) < 5. Thus,

up(i) = —log(4x(i)y(i)) > — log(4y*(i)) = 2va(i) .

2: Since T'(i) is central and balanced, we have y(i) <

D=

and y(i)/x(i) < f/a. Hence,

1
2
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3: Without loss of generality, assume that I(i — 1) < 1 < 7(i — 1) and (i) > 7(i)
From Proposition 8.5.1 it follows that [(i) = Sl(: — 1) and (i) > ar(i — 1). Then
W) _160) _ Bili—1) _Brii=1) _ g
z(i) r@) " ar(i—1) " ar(i—1) «a

This means that 7'(i) is balanced. Similarly, we check that T'(i — 1) is balanced

yi—1) _r(i=1) r(/e pBIG) _ B
z(i—1) 16i—1) ~ I(i)/B ~ odli) o

4: First we note that u] < w}]. Without loss of generality, assume that (i — 1) <
(i — 1) < 1. From the condition u; (i — 1) < uf it follows that

<

1) 11— —r(i—1) 1—r(i-1) 3
wi=1) G- 1) S T-n sl b

This implies Sl(i—1)+ar(i—1) > aor fl(i—1) > a—ar(i—1). Since the transmission
is correct, we have (i) = BI(i — 1). Thus, {(i) > a — ar(i — 1). Since r(i — 1) < 1,
we have [(i) > «/2 > ar(i — 1) = r(i). This proves that there is a crossing between
moment ¢ — 1 and moment ¢.

5: Without loss of generality, we assume that [(i — 1) < r(i — 1). From the condition
ui(i — 1) > uf, we derive

1-20(i—1) _1-1(i—D—rli=1) ti-1) _ . . .
-1 2 -0 aon 2 TfTesse

and [(i — 1) < 1/(26). Since there is a crossing, we have fl(i — 1) = (i) > r(i) and
hence y(i) = I(i) < 3.
6: Without loss of generality, assume that [(i — 1) < r(i — 1) and [(i) > r(i). First
we note that a crossing may happen only when the transmission is correct. From
condition uy (i — 1) > uf we derive that

t(i—1) 1—-iG—-1)—r@E—-1) 1-7r@(-1) 6]

w(i—1) 1(i—1) TG —1) —l=0-t

This yields that fl(i — 1) + ar(i — 1) < a. Since the transmission is correct, we have
I(i) = Bl(i — 1), and, thus, I(i) +ar(i—1) < aorr(i—1) < 1—1(i)/a. Because of the
property (i) > r(i), we get (i — 1) < 1 —r(i)/a. Since r(i) > r(i — 1)a, we obtain
r(i —1) < 1—r(i— 1), which is equivalent to that T'(i — 1) is central. To show that
T'(7) is central, observe that u;(i — 1) > u{ > u} and we can use Proposition 8.6.5.

7: Suppose there is either a crossing between moment ¢ — 1 and moment ¢ or a crossing
between moment 7 and moment i+1. Without loss of generality, assume that {(7) > r(7)
and either [(i—1) < r(i—1) or [(i+1) < r(i+1) . Toward a contradiction, assume that

180



8.A Analysis of the Feedback Substitution Code

T'(i) is not central and, thus, y(i) = (i) > . The condition uy(i) > uj is equivalent

to that
L—y(@) 1-16) _p
(i) (i) o’
This implies ol(i) + Br(i) < . Since (i) > 3, we have either r(i) > ar(i — 1) >
al(i—1)=al(i)/p > a/(28) or pr(i) =r(i+1) > (i +1) > l(i)a > /2. Thus, we
obtain al(i) + fr(i) > a/2 + a/2 = «. This contradicts our assumption and, hence,
T(i) is central. [ |

>

Proof of Proposition 8.7. We consider first the part of the proposition where the condi-
tion ug (i—1) < u) holds. There are several cases that need to be distinguished here. We
first consider the case when an error occurred. Then ¢(i) > at(i—1) (Proposition 8.5.4)
and x(i) = ax(i—1) and thus, uy (i) = log(¢(i)/z(i)) > log(t(i—1)/z(i—1)) = ui(i—1).
Next we proceed to the case that the transmission was correct. If there is no cross-
ing, then by Proposition 8.6.4 we have that 7'(¢ — 1) has to be non-central and, thus,
t(i) = ft(i — 1) and z(i) = Px(i — 1), which implies u; (i) = uy (i — 1).

Now suppose that there is a crossing which implies that no error occurred. We
consider the case that T'(i — 1) is not central. Because we have a crossing we know
that x(i) < px(i — 1) and therefore

v H0) LB ti-1)
M S Ba=) —alicy 2

It remains to check the case when T'(i — 1) is central. By the statement we need to
show

wi(4) — uy (i — 1) = log (

> log 8.

1— (i ;(?f 1—)z(z _ 1)oz> ~log (1 —~ :E(Z’x—(il)_—l)y(i — 1))

This is equivalent to

1=z =1DF—yli - De)r(i =1) = (1 —a(@ = 1) —y(i = 1))y(i — Daf,
B

2(i = )= (y(i—1) —o(i=1)) = (1 —a(i = 1) = y(i = D(y(i — Vaf —2(i — 1)).

As the left hand side of this equation is always positive, we only have to consider the
case where the right hand side has this property as well. Since u;(i — 1) < u} we need
prove that

yli—1) —x(i = 1) > 2(y(i = Db —2(i — 1)),
z(i—1)>y(i —1)(2a8 —1).

181



8 Insertion-Deletion Channel

Because there is a crossing we know from Proposition 8.6.3 that

w(i—1)>y(i—1)2.
g
To show 2a8 — 1 < % we use the chain of equivalent inequalities

Q@

200 —1 < =,
p

208 —B<a=2-3,

af? <1,

where the last line follows from (8.4). This completes the first part of the proposition.

Now we assume that uy (¢ — 1) > u} and and show that in this case uy (i) > u}. We
assume that the transmission was incorrect. Then

(i) | at(i=1) _ ti-1)

z(i) ~ax(i—1) x(i—1)

Therefore, from now on we only consider successful transmissions. First, we have a
look at the case that T'(i — 1) is not central. Then

t(i) - ti—1)p  ti—1)
x(i) ~x(i—1)p  x(i—1)
where the inequality followed because fz(i — 1) > x(i) with equality if there is no

crossing and a strict inequality if there is a crossing. Therefore, we have shown the
assertion for both cases.

Next we analyze the case where T'(i — 1) is central and there is no crossing

t(z') S t(zl—l) S g —«
z(i) ~ Prx(i—1) — af
The first inequality follows because correct transmission can never reduce the length

of the true segment. The second one follows because otherwise by Proposition 8.6.4
there would be a crossing and the last inequality follows because a5 < 1.

>0 —a.

Next we consider the case that 7'(i — 1) is central and there is a crossing. We observe
that since there is a crossing 7'(i — 1) is balanced by Proposition 8.6.3. Therefore,

y(i —1)/x(i — 1) < f/a and

t(7) _ l—z(—-1)8—y(i— 1)« _ 1—z(i—1)p
x(7) y(i — 1o y(i — 1o

1. (8.12)
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8.A Analysis of the Feedback Substitution Code

Since uy (i — 1) > u} we obtain

1—a(i—1)—y(i— 1)

w(i—1) 2h-e,
l—z(i—1)—y(i—1) = (B—a)z(i—1),
1—x(¢—1>—5;%(@'—1)—1,(2'—1)25?‘1;(@'—1),
1—Bx(i—1)—y(i—1)2B;Qx(i—l).

Therefore, we get

Lol Dp GHreG-D+yli=1) 1 2= D52 (8.13)
y(i — Do y(i — 1o a  y(i—1a
By using the fact that 7'(i — 1) is balanced we get
1 x(i.—l)ﬂ% N l+ﬁ—a _28+aBf—a® _ (a+5)6+a5+a2—2a27 (8.14)
a  yli—1a a 28 203 203
which we simplify to
(a+B)*—2a* 2-—a? 2 -2« f—«
= =1 =1 — 1 1
205 of + of + B >pf—a+1, (8.15)

where the last inequality follows because 1 > «f8. Combining equation (8.12) and the
inequalities (8.13), (8.14), (8.15) completes the proof of this part.

Now we proof that if ui(z — 1) > uf, then uy(i) > u}]. Seeking for a contradiction,
assume u1 (1 — 1) > uf and uy (i) < uf, i.e., uy is decreasing. The cases that T'(i — 1) is
not central or the transmission was incorrect can be handled in the same manner as
in the previous part of the proof. Therefore, T'(i — 1) is central and the transmission
is correct. The following inequalities are equivalent

un(i—1) > ! = log(fa— 1),
l—z(t—1)—y(i—1) > 3o —1

x(i—1)
a>ay(i—1)+ pz(i—1).

In the same manner, we can obtain the equivalent relations

ul(l) < ullla

a < ay(i) + Bz(i).
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8 Insertion-Deletion Channel

Since T'(i — 1) is central and the transmission is correct, we conclude that ay(i — 1) +
Bx(i — 1) = (i) + y(i). Using this equality results in a contradiction

a>ay(i—1)+ pz(i — 1) = y(i) + (i) > ay(i) + fz(i) > a.

Proof of Proposition 8.8. We are first considering the case that both T'(i — 1) and T°(7)
are central. Whether there occurs an error or not it holds that

s (i) — uai— 1) = — log(4(i— 1) By(i — 1)a) + log(4a(i — L)y(i — 1)) = — log(aB) > 0,

since aff < 1.

Now we consider the case that T'(: — 1) is central and T'(¢) is not central. Due to
Proposition 8.6.5 there is no crossing and we know because of Proposition 8.5.3 that
an error occurred. It follows that

1 —y(i)

41 - y(i))y(i)) |

(i) — us(i — 1) = log ( ) +log(4a(i — 1)y(i — 1)) = log <

x(1) af
Because T'(i) is not central we have that 1 < y(i) < £ where y(i) = £ minimizes the
last logarithm, leading to
4(1 —y(2 '
LRI
af

Next we are considering the case that T'(i — 1) is not central and there occurs a
crossing. Without loss of generality we consider that {(: — 1) < r(i — 1). Due to
Proposition 8.6.5 we know that 7'(¢) is central and therefore we only have to consider
this case. Then, it holds that

up(i) — us(i — 1) = —log(4l(i)r (7)) — log (1;(:(:)1)>

B 41 —r(i — 1)I(0)r@)
- (=T )

= —log(48(1 —r(i — 1))r(4)) .

Next we use that r(i) =1 - (i —1) +1(i —1)) =5+ (r(z —-1)— %) and obtain

—log(48(1 —r(i — 1))r(i)) = —log (45(1 —r(i—1)) (Z +6 (T(i -1- ;>>> '
By looking at the quadratic form (in r(i — 1)) we find its maximum for r(i — 1) = 3%&
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8.A Analysis of the Feedback Substitution Code

and

_log (45(1—7“(2'—1)) (g—l—ﬂ(r(i—l)—;))) > _log <<5+a> <g+ 6;04))
=—logl=0.

It remains to check the case when T'(7 — 1) is not central and there is no crossing.

The true segment 7T'(i) can be either central, or non-central. Since 433(5&1(2.) > 1;5’5”, it
holds that

Y £ St T AW S e Tt VAN
onl) = i = 1) > tog (100 ) g (122 <.

The last equality holds since there is no crossing and thus we have

, 1—y(i—1))8 for correct transmission
L (i) = {( (i-1)

(1 —y(i —1))a for incorrect transmission

and
, {x(z —1)p for correct transmission
x(i) =

x(i — 1)a  for incorrect transmission .

Proof of Proposition 8.9. If there is a crossing, then because the transmission has to
be correct due to Proposition 8.5.1. In that case the true segment is enlarged by
Proposition 8.5.2 and the first statement follows. For the second statement we first
consider the case that T'(i — 1) is not central. Then it is clear that

1 if the t ission i t
on(i) = vy (i — 1) = log £(i) — log #(i — 1) = { og 3 if the transmission is correc

log a if the transmission is incorrect .

The other case to be considered is if T'(i — 1) is central and there is no crossing.
In that case the transmission has to be incorrect because otherwise a crossing would
occur, according to Proposition 8.6.4. We have to show that

logt(i) — logt(i — 1) > log v,

which is always true due to Proposition 8.5.4. |

Proof of Proposition 8.4. We first consider the case that there is a crossing and
uy (i — 1) > uf. Due to Proposition 8.6.6 we know that 7'(i — 1) and T'(i) are both
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8 Insertion-Deletion Channel

central. It follows that

va(1) = v2(i — 1) = —log(2y(7)) + log(2y(i — 1)) = —log(2z(i — 1)B) + log(2y(i — 1))
> —log .

For the remainder of the proof we are considering cases without a crossing. We
consider the case that T'(i — 1) and T'(i) are central. We obtain that

)

B {— loga > log 5 if the transmission was correct

0a(i) — ali — 1) = log (

—log 8 > loga if the transmission was incorrect .

Next we consider the case that T'(i — 1) is central and T'(i) is not central. This can
only occur in the incorrect case (Proposition 8.5.3) and then

va(i) = va(i — 1) = log(2(1 — y(7))) + log(2y(i — 1)) = log(4(1 — y(i))y(i)) — log 8,

but since y(i — 1) < 5 we know that y(i) < g and we get

vo(i) — vo(i — 1) = log(4(1 — y(i))y(i)) — log B > log(aB) —log 8 = log c.

In the considered case, it also holds that vy(i—1) < log  since the following statements
are equivalent

Ug(i - 1) < logﬁa
—log(2y(i — 1)) < log 3,
S < Byli—1) = (),

where the last inequality holds because T'(i) is not central.

Now we consider the case that T'(i — 1) and T'(i) are both not central and there is
no crossing. In this case it holds that

(1) + x(1) )

va(i) = va(i — 1) = log(2(1 — y(i))) — log(2(1 — y(i — 1))) = log (t@- 1)+ i — 1)

B {log £ if the transmission was correct

log o if the transmission was incorrect .

We show that ve(i — 1) < log 3 if the transmission was incorrect. It holds that

log(2(1 —y(i — 1)) < —log(2y(i — 1))
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8.A Analysis of the Feedback Substitution Code

It follows that vy(i — 1) < log 8 because the following statements are equivalent

—log(2y(i — 1)) < log 3, < B, ; < Byli —1) =y(),

2y(i — 1)

where the last line is true because 7'(7) is not central and the transmission was incor-
rect.

Finally we consider the case that T'(i — 1) is not central but 7'(i) is central. In
this case, the transmission is correct since otherwise it holds y(i) > y(i — 1) > 1.
Furthermore, recall that

—log(2y(i)) > log(2(1 — y(i))) -
Therefore, we obtain

1 —y(i)
1—y(i—1)

which concludes the proof. |

0a(i) — va(i — 1) = — log(2y()) — log(2(1 — y(i — 1)) > log ( ) log .

Proof of Proposition 8.10. From Proposition 8.6.2 and the inequality (8.4) we deduce
that

us(ip)  log(s/a)
2 2

Since vy(ip) = —log(2y(ip)) > log 5, we have y(ip) < 1/(28). From y(ip) < 1/(25) we

obtain that
uy(ip) = log <1 — y(;o(z ; x(i0)> > log <1_2y(20)> > U .

1 1
va(ig) > > ~3 log(a*3%) > ~3 log 372 =log 3. (8.16)

From Proposition 8.7 it follows that w;(¢) > u) for all i > iy. Proposition 8.8 implies
that us(i) > ¢ for all ¢ > 4. Using arguments as in (8.16), we get vy(7) > log 3 for
all 4 such that 7T'(i) is central and balanced. Note that since ¢ > u), the inequality
ug (1) > ul holds.

Say that there are crossings at the moments j1,..., 5k, 20 < 71 < ... < Jr < 1.
Partition [io,il) into the union [ig,j1> U [jlujl + 1) U [.]1 + 17j2] Uu...uJ [jk;il)- By
Proposition 8.6.3 and 8.6.7 the true segment is central and balanced at all the endpoints
of the segments. Thus, all conditions of Proposition 8.10 are satisfied. Moreover, if
we prove the inequality (8.5) for these segments, it would also be true for their union.
Therefore, it is sufficient to consider only two cases:

1. i1 = ip + 1 and there is a crossing.

2. there is no crossing between iy and ;.
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8 Insertion-Deletion Channel

The first case is trivial. There is a crossing between iy and 7; = 7o + 1, hence the
transmission is correct by Proposition 8.5.1. In this case g(ig,7;) = log 8. From the
other hand ws(i1) — us(ig) = —log(a) by Proposition 8.8, which is at least log /3
because of the inequality (8.4).

Proceed to the second case, where there is no crossing between iy and ¢;. The
smallest part is always the same, therefore

g(io,i1) = e(io,i1) log o + f (4o, 41) log B = log (EEZ%) '

Denote vg(i1) —v2(ig) and us(iy) —uz(ip) as Avy and Aus correspondingly. Since T'(ig)
and T'(i,) are central, we have

Auy = —log(z(i1)y(i1)) + log(z(i0)y(io))

~ —toesn) o)~ e (222

= Av? - g(i[bil) )

which is equivalent to
g(ig,il) = A'UQ — AUQ .

Using Proposition 8.6.1 and 8.6.2 for moments ¢; and iy respectively, we obtain

8 _ 8
g(ig,11) = Avg — Aug < Auy +210g (a) ~ Auy = Auy zlog (a) '

Recall that y(ig) < 1/(26), which implies that y(io + 1) < %, i.e., T(ip + 1) is central.
Using Proposition 8.8, we deduce

AUQ = UQ(Z&) — Uz(ig + 1) + UQ(iO + ].) — UQ(io) Z — IOg(OéB) .

Using this inequality and the inequality (8.4), we have

—Auy + log (g) _ log(af) + log (%)
2 - 2

g(ig,i1) < =log B < —log(af) < Aus.

Proof of Proposition 8.3. Recall that us(i) > wuy(4) for any x (i), y(¢) and ¢(7) by Propo-
sition 8.5.5.

If ui(i — 1) < ), then uy(i) > uy(i — 1) by Proposition 8.7 and therefore we have
w(i) > uy (i) >up(i —1) =u(i —1). If T(i — 1) is central and there is a crossing, then
w1 (i) —uy (i — 1) > log B by Proposition 8.7, hence, u(i) — u(i — 1) > log 3.
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8.A Analysis of the Feedback Substitution Code

If uy(i — 1) > uf, then ui(i) > u} by Proposition 8.7 and wus(i) > us(i — 1) by
Proposition 8.8. It means that u(i) = us(i) > ug(i — 1) = w(i —1). T —1) is
central and there is a crossing, then 7T'(i) is also central by Proposition 8.6.5. So,
we can use Proposition 8.8, which gives us us(i) — ug(i — 1) > —log(af). Since
af? < 1(see (8.4)), this expression is not less than log 3.

[ |

Proof of Proposition 8.2. Recall that vy(i) > v (i) for any x(i), y(7) and £(:) by Propo-
sition 8.5.6.

Suppose uq (i — 1) < uf. If there is no crossing, then the statement is implied by
Proposition 8.9. If there is a crossing, then Proposition 8.9 gives us v (i) > vy (i — 1),
therefore, v(i) > v1(i) > v1(i — 1) = v(i — 1), i.e., v(i) —v(i — 1) > 0. For central
T'(i—1) this bound is good enough. It remains to consider the case when 7'(i—1) is not
central. From u;(i—1) < uf we have v(i) —v(i—1) > vy (i) —v(i—1) = v (i) —v (i1 —1).
Since there is a crossing, it is clear that transmission is correct. Condition T'(i — 1) is
not central implies that (i) = ft(i — 1) and v(i) —v(i — 1) > v1(i) —v1(i — 1) = log B.

Suppose u1 (i — 1) > wuf. In this case ui(i) > uf by Proposition 8.7. If there is no
crossing, then proposition follows from Proposition 8.4. If there is a crossing, then
T'(i—1) is central by Proposition 8.6.6. In this case v(i) —v(i—1) = vo(i) —va(i — 1) >
—log 8 by Proposition 8.4.

[ |

189






Further Publications by the Author

We supplement this thesis with a summary of selected additional works the author
contributed to throughout his PhD.

0.1 Fuleeca

This section is based on [RMB™* 23] and the algorithmic specification [RBK™ ] which his
been submitted for the additional call of NIST for digital signatures and is joint work
with all coauthors of the mentioned works, forming the FulLeeca team.

FuLeeca is a code-based signature scheme that bases its security on the NP-hardness
of finding codewords of small Lee weight if a generator matrix in row reduced echelon
form is given. The scheme follows the Hash-and-Sign paradigm with quasi-cyclic codes
in the Lee metric. The reason for choosing the Lee-metric is to thwart known attacks
used to break similar schemes that are defined over the Hamming metric. Previously
standardized schemes by NIST base their security on the hardness of mathematical
problems related to structured lattices or the hardness of finding preimages or collisions
for outputs of cryptographic hash functions. In its call for alternative signatures NIST
explicitly asks designers to provide schemes that base their security on alternative hard
mathematical problems. FulLeeca not only fulfills this alternative hardness property
but furthermore features small signature and key sizes. The scheme however has been
broken in [HW24] using an inherent property of our scheme that permits an attacker to
get the signing key by searching for a short vector in a circulant integer lattice. Even
though this attack breaks Fuleeca constructing signature schemes that base their
security on the hardness of finding codewords of small Lee weight is an interesting
direction for further research.
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9.2 Signature Codes for the Multiple Access Channel

The results presented in this section are based on [EMP22] and have been published in
the proceedings of the 2022 IEEE Information Theory Workshop (ITW). The results
have been obtained throughout joint work with Gékberk Erdogan and Nikita Polyanskii.

In this work g-ary signature codes for the noisy multiple adder channel are consid-
ered. Imagine a scenario where a large number of devices can send a signal (codeword)
to a single destination. We assume that their signals are added up by interference at
the destination. On reception of the signal the destination’s task is to detect which
devices contributed to the received signal. Signature codes have the property the sum
of any subset of its codewords is distinct. Thus, the sum gives sufficient information to
determine all codewords contributing to the sum. In order to find out which devices are
active each device gets a unique codeword of the signature code. If each active device
sends its codeword and the non-active devices do not send anything or equivalently the
all-zero codeword, the destination is able to identify the active devices. In this work,
we are particularly interested in signature codes that are able to tolerate a fraction
of 7 erroneous positions in the multiple adder channel’s output while still uniquely
distinguishing any subset of active devices. We provide existence and converse results
for codes of length k and cardinality n if the fraction of erroneous channel outputs is
bounded by 7 over a g-ary code alphabet. Furthermore, an explicit construction for
a signature codes with the ability to correct a fixed number of ¢ errors as well as an
explicit construction being able to correct a fraction of ~ (¢ — 1/8¢)k errors is given.
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Conclusion

In Part I of this thesis it has been shown that information theoretic concepts can be
used to analyze public key encryption schemes and Physical Unclonable Functions in
the asymptotic as well as the finite blocklength regime. We have characterized the
channel resulting from the concatenation of encryption and decryption for Learning
With Errors (LWE) and we have computed a lower bound on its capacity based on
investigating the marginalization of the channel. We motivated why we assume that
this lower bound is reasonably tight and showed that using error correcting codes over
non-binary alphabets can lead to a substantial increase in the achievable bitrate of the
marginalized channel in the asymptotic setting. Furthermore, we have considered the
problem of minimizing the ciphertext size for a fixed bitrate using similar methods. We
assumed that the achievable rate for the marginalized channel is also a lower bound on
the LWE/MLWE channel for finite blocklength. Our results show that increasing the
alphabet size and using ECCs also enables the reduction of ciphertext and key sizes
for a fixed plaintext length. A more concise justification or proof for the assumptions
made in the finite blocklength regime is an interesting topic for further research.

The second topic covered in Part 1 has been the derivation of fundamental design
limits of PUFs used for tamper protection and key storage. We have shown that ac-
tive attacks on those PUFs can be prevented using wiretap coding. We analyzed two
attack scenarios. The first one featured less sophisticated measurements but kept a
larger proportion of the PUF intact, thereby enabling the measurement of more PUF
cells. The second attack uses more sophisticated measurement tools and combines the
measurement of the first attack scenario with additional measurements. We provide
asymptotic results on the existence of wiretap codes to prevent an attacker from re-
trieving information about the secret key. Furthermore, we used finite length bounds
to obtain achievability and converse bounds on the required amount of PUF cells for
targetted PUF reliability and security levels. By examining the converse we have
shown that existing schemes proposed in the literature cannot achieve the reliability
and security levels required for state of the art PUF based tamper protection.

In Part IT of this thesis coding with feedback for several channels has been inves-
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10 Conclusion

tigated. In this work adversarial error models have been considered. In particular
the encoder’s task is to communicate a message error free if the maximal amount of
adversarial errors scales linearly with the number of channel uses n, i.e. the number
of errors t is at most ¢t = 7n and 7 € [0, 1]. For all channels we considered the capacity
error function which specifies the maximal achievable rate for the given error model
as the number of channel uses goes to infinity.

First the Z-channel has been examined. We proposed an encoding strategy that
consists of two phases. The first phase partitions the message space and is repeated
until the remaining error budget is sufficiently small or the set of possible messages has
been adequately reduced such that switching to the second phase guarantees successful
decoding. In this second phase the remaining possible messages are enumerated. If
the attacker can still inflict errors, i.e. the attacker has some error budget left, the
index of the correct message is encoded by the Hamming weight of the remaining
output sequence. Otherwise the index is just encoded as a binary number and directly
sent over the channel. Throughout both phases the property of the Z-channel that
reception of a 1 symbol at the decoder guarantees error free transmission of the symbol
is utilized. The upper bound on the capacity error function considers messages, leading
the output sequences of relatively large Hamming weight combined with a sphere-
packing argument. For a large range of the maximal error fraction 7, upper and
lower bound are still far from equal. We conjecture that the lower bound is tight and
therefore consider especially the construction of a tighter upper bound an interesting
research topic.

Next we examined unidirectional channels. Those are composed of two asymmetric
channels, one only allowing positive errors and one only allowing negative errors. At
the beginning of the block transmission one of the two channels is selected. Through-
out this block the errors obey the properties of the selected channel. However, sender
and receiver are not given information about the selection prior to the block transmis-
sion. Due to the feedback the sender knows the selected channel once the first error
occurs and may adapt his encoding strategy to forward this information also to the
decoder. We have shown upper and lower bounds on the capacity error function for
those channels. For channels with odd alphabet sizes we obtain the capacity error
function for 7 € [1/2,1]. For input alphabet sizes greater than 3 we obtain lower and
upper bounds for the capacity error functions. Furthermore, we have shown that an
adaptation of the rubber method is possible for binary alphabets, achieving the same
asymptotic rate as possible for the Z-channel. Thereby, we established that commu-
nicating to the receiver which channel has been selected implies no loss in rate for the
rubber method.

Finally, we examined the insertion-deletion channel with noiseless feedback for bi-
nary input and output. In this thesis we have shown how to completely obtain the
capacity error function of this channel. In proving this result, we make use of the well
known capacity error function of the symmetric channel with binary alphabets. We
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obtain an upper bound on the capacity error function by showing that it is possible
to construct a code for the symmetric channel from a code for the insertion-deletion
channel. Similarly, we have shown that it is possible to construct an encoding strat-
egy for the insertion-deletion channel from an encoding strategy for the symmetric
channel. The achievable asymptotic rate obtained by applying the encoding strategy
originally analyzed for the symmetric channel to the insertion-deletion channel matches
the upper bound. Therefore, the capacity error function has been established.
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