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ABSTRACT

Network activity always happens in order to provide a service to other processes. Examples are
applications that exchange information with remote services or central control units that instruct
remote devices to execute actions. This creates a relationship between network and device
activity. We refer to such phenomena as multi-layer relationships, connecting events across
multiple layers, e.g., network events with application or physical layer events. The network
is a prime vantage point to monitor devices, e.g., allowing to identify security incidents by
monitoring multi-layer relationships. However, most monitoring tools, such as network intrusion
detection systems, focus purely on information from individual layers. By lacking the ability to
correlate events from multiple layers, the monitoring may fail to detect abnormal system states.

This thesis explores mechanisms to secure networked systems by correlating events from the net-
work with device activity. We introduce novel methods to identify abnormal system behavior via
multi-layer event correlation. First, we investigate which multi-layer relationships exist in com-
puter networks. We analyze how applications influence network activity, and how control traffic
implicates physical changes in the environment due to device activity. Afterward, we introduce
methods to monitor these multi-layer relationships to identify abnormal device behavior. We
use this approach to build accurate multi-layer models of device behavior in computer networks,
describing expected system behavior.

We focus on two multi-layer relationships linking network activity to events on other layers.
First, we investigate the relationship between application and network activity. Typically, oper-
ating systems handle transmitting and receiving network traffic for applications. This separation
of handling network traffic impedes the attribution of packets observed on a network interface to
its causing application. Existing methods to create this association cause significant overhead or
yield an incomplete data collection. We develop a novel method that efficiently associates pack-
ets to applications based on the extended Berkeley Packet Filter to address this issue. Based on
this data collection, we introduce network application profiles that capture the typical network
behavior of applications. We show that these profiles allow us to identify unusual application
behavior causing abnormal communication activity.

We also investigate the link between control traffic and physical activity of devices in network-
controlled environments. We use this relationship to create a cyber-physical model that predicts
physical changes in the environment based on observed control traffic. This allows anomaly
detection in signals of composite side-channels in which multiple devices simultaneously influence
physical measurements. Our approach addresses limitations of current side-channel monitoring
methods, which often aim at monitoring isolated devices.

The results from this thesis show that setting events from multiple layers into context enables
advanced anomaly detection techniques. In particular, it allows the identification of attacks
and faults that cause inconsistent behavior on different layers. An example is covert attacks
in which adversaries concurrently manipulate the input and output of devices to mislead the
remote monitoring. The methods presented in this thesis enable the development of advanced
multi-layer anomaly detection systems. Our approach allows us to detect anomalies, which
anomaly detection systems that only use one source of information fail to identify.






ZUSAMMENFASSUNG

Netzwerkaktivitat hat stets den Zweck, einen Dienst fiir andere Prozesse bereitzustellen. Bei-
spiele dafir sind Applikationen, welche Informationen mit entfernten Diensten austauschen oder
zentrale Steuereinheiten, die entfernte Geréte zur Ausfithrung von Aktivitdt instruieren. Dies
stellt einen direkten Zusammenhang zwischen Ereignissen im Netzwerk und Gerateaktivitat auf
anderen Schichten her, wie zum Beispiel der Verdnderung des physischen Gerétezustands. Wir
nennen diese Verkniipfung eine mehrschichtige Beziehung. Daher ist das Netzwerk ein wichtiger
Knotenpunkt zur Uberwachung von verteilten System, z. B. zur Erkennung von Sicherheitszwi-
schenfillen. Jedoch fokussieren sich die meisten Uberwachungsinstrumente, wie Systeme zur
Erkennung von Netzwerk-Penetrationsversuchen, ausschlieflich auf einzelne Schichten. Durch
die fehlende Féhigkeit, Ereignisse von unterschiedlichen Schichten zueinander in Kontext zu
setzen, ist es moglich, dass Angriffe oder kritische Systemzustidnde in der Systemiiberwachung
unerkannt bleiben.

In dieser Arbeit werden Mechanismen zur Absicherung von vernetzten Systemen erforscht, wel-
che Ereignisse im Netzwerk zu denen in andern Schichten in Kontext setzten. Es werden neue Me-
thoden zur Absicherung von verteilten Systemen mithilfe von Mehr-Schicht Ereignis-Korrelation
vorgestellt. Zuerst wird erarbeitet, welche mehrschichtigen Beziehungen in Rechnernetzwerken
existieren. Insbesondere analysieren wir Beziehungen, in welchen Applikationen das Netzwerk
nutzen und wie Kontrollverkehr mit physischen Verdnderungen durch Gerdteaktivitdt in ei-
ner Umgebung zusammenhingt. Danach stellen wir Methoden vor, um diese Beziehungen zu
iiberwachen, um abnormales Verhalten zu identifizieren. Wir nutzen dann diesen Ansatz, um
akkurate, mehrschichtige Modelle von Gerédteverhalten zu entwickeln, welche zu erwartendes
Systemverhalten beschreiben.

Wir fokussieren uns auf zwei Beziehungen, die Ereignisse im Netzwerk mit Ereignissen auf
anderen Schichten verkniipfen. Zuerst wird die Beziehung zwischen Applikationen und Netz-
werkaktivitit untersucht. Ublicherweise iibernehmen Betriebssysteme die Aufgabe, fiir Applika-
tionen Netzwerkdaten zu senden und zu empfangen. Durch diese Separation der Aufgaben ist
es herausfordernd, effizient Pakete, die an einem Netzwerkinterface beobachtet werden kénnen,
einem verursachendem Prozess zuzuschreiben. Existierende Methoden, die eine solche Verkniip-
fung ermoglichen, verursachen entweder signifikaten Overhead auf Endgerédten oder fithren zu
einer unvollstdndigen Datensammlung. Wir stellen eine neue Methode zur Verkniipfung von
Netzwerkpaketen und Prozessen vor, basierend auf dem extended Berkeley Paket Filter. Mit-
hilfe dieser Methode zur Datensammlung schlagen wir Applikations-Netzwerkprofile vor, welche
das typische Netzwerkverhalten von Applikationen festhalten. Wir zeigen, dass Applikations-
Netzwerkprofile es uns erlauben, uniibliches Applikationsverhalten zu erkennen.

Zusatzlich untersuchen wir die Beziehung zwischen Kontrollverkehr und physischer Geréteakti-
vitdt in netzwerkgesteuerten Umgebungen. Wir nutzen diesen Zusammenhang, um ein Cyber-
physisches Modell zu erstellen, welches physikalische Anderungen in der Umgebung mithilfe von
beobachtetem Kontrollverkehr vorhersagt. Die vorgeschlagene Methode zur Vorhersage der phy-
sikalischen Anderungen ermdglicht Anomalieerkennung in gemischen Seitenkanalsignalen, wel-
che gleichzeitig von mehreren Gerédten beeinflusst werden. Dadurch werden die Limitierungen



aktueller Seitenkanaliiberwachungsmethoden adressiert, welche oft nur isolierte Geréte iiberwa-
chen koénnen.

Die in dieser Arbeit préisentierten Erbnisse zeigen, dass das zueinander in Kontext Setzen von Er-
eignissen auf unterschiedlichen Schichten erweiterte Anomalieerkennungsmethoden ermdoglicht.
Insbesondere erlaubt es die Erkennung von Angriffen und Fehlern, die inkonsistentes Verhal-
ten auf unterschiedlichen Schichten verursachen. Ein Beispiel dafiir sind verdeckte Angriffe, in
welchen Angreifende gleichzeitig die Eingaben und Ausgaben eines Gerdts manipulieren, um
so die entfernte Gerételiberwachung irrezufithren. Die présentierten Methoden kénnen dabei
helfen, fortgeschrittene mehrschichtige Anomalieerkennungssysteme zu entwickeln. Durch un-
seren Ansatz konnen Anomalien erkannt werden, welche Anomalieerkennungssysteme, die nur
Informationen einer einzelnen Schicht verarbeiten, nicht erkennen kénnen.
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CHAPTER 1

INTRODUCTION

Computer networks enable applications to fetch or send data from and to remote sources, or
to instruct remote-controlled devices to execute actions. This allows the creation of distributed
systems in which multiple devices coordinate via a network to fulfill a task. The device coordi-
nation via network creates a relationship between network and device activity. Device activity
specifies how a device behaves and there are various influences that affect it. We consider vari-
ous types of device activity, depending where it occurs. Application activity is caused by local
applications that consume local resources for computations and interact with other local appli-
cations. Some applications require a connection to remote services to provide their functionality,
this causes network activity for the communication. Another type of device activity physical
device activity, in which devices change their physical state, e.g. actuators in Cyber-Physical
Systems (CPSs) and the Internet of Things (IoT). Due to the change of the physical device
state, network-instructed device activity can affect the physical environment. Safety is particu-
larly important in cyber-physical setups to ensure that device activity does not cause harm to
humans. Thus, devices must operate as intended to provide a safe, efficient and uninterrupted
service [1]. It is, therefore, essential to monitor such systems to reliably and quickly identify

abnormal device activity.

This thesis investigates how it is possible to secure networked systems by identifying and moni-
toring multi-layer relationships. Multi-layer relationships link events from different layers caused
by device activity, e.g., an application to the emission of network packets on a host. The rela-
tionships we investigate set events from the network layer into the context of applications, i.e.
the application layer, and physical device activity, i. e. the cyber-physical layer. Applications like
browsers are usually controlled by humans and, therefore, typically show a different and more
unpredictable behavior than a fully automated process such as automation in smart homes [2].
Since human behavior is less predictable than automated processes, which follow predefined al-
gorithms and mechanisms and, therefore, allow for a better understanding of monitored systems.
Thus, we limit our investigation to highly automated environments with low human interaction.
Examples of such environments are Industrial Control Systems (ICSs) or Data Centers (DCs).
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FIGURE 1.1: The considered scenario of this thesis. Hosts on the left run software (SW) causing network
communication. The dotted arrows indicate this relationship. On the right side, a remote controlled server
receives instructions which cause it to execute a physical activity. The dashed arrows highlight this relationship.
This thesis investigates the described multi-layer relationships shown by the dotted and dashed arrows.

Figure 1.1 depicts the scenario and the multi-layer relationships that we investigate throughout
the thesis. Applications running on separate hosts usually cause network activity because they
use services from remote services [3]. This causes them to exhibit application-specific packet
sequences [4]. The dotted arrow on the left of Figure 1.1 implicates this multi-layer relationship
between a devices local applications and network activity. On the right hand side of the figure,
devices receive instructions via the network e. g., a power-on command for a server [5], [6], causing
physical device activity. Physical device activity often influences the environment, accelerating
cooling fans on a server emit noise which affects the soundscape of the environment. This creates
a relationship between control traffic and detectable physical changes of the environment due to
physical device activity, indicated by the dashed arrow on the right of the figure.

Identifying and understanding multi-layer relationships has various benefits. It allows operators
to optimize the network resource depending on how services in distributed systems interact [7],
identify the effects of service maintenances [3] or identify abnormal system behavior, also re-
ferred to as anomalies [8], [9]. Monitoring that only considers one layer of a system to collect
information can be tricked into displaying a wrong system state by attackers, exemplified by
the Stuxnet attack [10]. During the Stuxnet attack, adversaries simultaneously manipulated the
input and output of remotely managed centrifuges. By altering the physical behavior of the
centrifuges to enter a detrimental state while reporting a healthy device state, the adversaries
were able to hide abnormal and device damaging activity from the remote monitoring. Such
attacks can only be identified by a system which sets events from multiple layers into context,
as this context allows to identify mismatching behavior in reported and executed device activ-
ity. Therefore, it is essential to understand multi-layer relationships in order to build advanced
systems for the detection of anomalies in distributed systems.

We aim at enhancing the security of distributed systems by monitoring device activity to detect
abnormal behavior. Various types of relationships link the different types of device activity. In
this thesis, we focus on two multi-layer relationships in particular: First (1), between applications
and network activity, capturing how applications use the network. One cause of this relationship
can be the dependency of applications on remote services [3]. Secondly (2), we investigate
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how network activity allows to predict the physical behavior of devices. An example for this
relationship is a device changing its physical state on command, such as a remote controlled
server startup. Relationships between network activity events, i.e. communication flows, also
exist, such as the link between the HyperText Transport Protocol (HTTP) and Domain Name
System (DNS) [11] which occurs during web-browsing. However, in this thesis we limit our
investigation to multi-layer relationships.

1.1 RESEARCH (QUESTIONS

This thesis answers the main Research Question (RQ)

RQ1: How can we improve the security in distributed systems by identifying and monitoring
multi-layer relationships?

We apply our research to networks with low human interaction, such as ICSs, IoT, and DC
networks. Thus, we analyze properties of those environments first, including a differentiation
to traditional computer networks. Monitoring multi-layer relationships to enhance a system’s
security requires first understanding those relationships and their characteristics. Recognizing
known relationships can be done using formal methods, such as rule sets [11]. Inferring new rela-
tionships is more challenging, in particular, when they span across multiple layers and sources [8].
We, therefore, first introduce the multi-layer relationships we consider in this thesis. Since we
are interested in monitoring the multi-layer relationships to secure distributed systems, we also
analyze how they influence the impact of attacks on the security of a system. We formalize this
in the following two sub RQs:

RQ1.1: What distinguishes an industrial network from a traditional network?
RQ1.2: Which relationships and types of dependencies exist in networks?

The answer to these questions defines the relationships which the methods proposed in this
thesis aim to identify and monitor.

The thesis then analyzes two different multi-layer relationships identified by the answer to RQ1.2
to answer two more main RQs: The second RQ focuses on the relationship between application
and network activity (see left side of Figure 1.1):

RQ2: What relationships exist between software running on a host and the host’s network
activity?

Operating Systems (OSs) handle the network operation for the applications running on the
host. Thus, applications pass the data to the OS, which assembles the packets and sends traffic
with applications data or delivers the content of ingress traffic to the correct process. This
separates the networking functionality from the application. Due to this separation it is a non-
trivial task to efficiently attribute all packets observed at a Network Interface Card (NIC) to
applications. While well-known ports and protocols help to identify the type of application,
they fail to identify the specific application running on a host. We propose a method to reliably
attribute a packet to its associated application. This ability is necessary to be able to analyze
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the relationship between an application and its network activity. Based on this method we
present a new approach to characterize how applications typically use a network, and identify
anomalous behavior. Our work answers RQ2.1 and RQ2.2.

RQ2.1: How can we reliably attribute network activity to applications?
RQ2.2: How can we determine typical application behavior and identify deviations?

The third main RQ of the thesis focuses on the relationship between network activity, i. e. control
traffic containing instructions, and physical device activity. Our work also studies the effects of
physical device activity on the environment (see right side of Figure 1.1) We formulate RQ3 as:

RQ3: What is the relationship between control traffic in networked systems and physical

changes?

To answer this RQ we investigate physical device activity and characterize their unique physical
properties. Since devices rarely operate in isolated environments, we analyze how we can identify
individual device activity in composite measurements which are affected by multiple devices at
once. We then study the relationship between networked control and physical device activity.
Networked control allows operators to send control messages via the network to instruct devices
to execute commands. We investigate how we can use the relationship between networked
control and physical device activity to validate it in composite Side Channels (SCs) and identify
anomalies. With our work we answer RQ3.1, RQ3.2 and RQ3.3:

RQ3.1 How can we characterize and identify physical device activity in composite signals?
RQ3.2 What is the relation between network control traffic and physical device activity?

RQ®3.3 How can we use network control traffic to validate physical device activity in com-

posite signals?

1.2 METHODOLOGY

This thesis has a three part structure. Part I analyzes the necessary background and defines
the investigated multi-layer relationships in networked systems. Chapter 2 introduces the ar-
chitecture, components, and protocols that are typically used in CPSs and DCs, and which are
the environments where the proposed methods are applied effectively. The description is the
result of a survey on related work. In addition to the environment, it presents Anomaly Detec-
tion (AD) as a use case for monitoring relationships to identify outages and attacks. Based on
this analysis, we derive how highly automated networks differ from traditional ones (RQ1.1).
We analyze to existing work with respect to the goals of this thesis in Chapter 3. We identify
shortcomings in the state of the art which motivate the contributions of this thesis.

Afterward, the thesis focuses on the impact of attacks on a system due to multi-layer relation-
ships. Therefore, Chapter 4 introduces a classification scheme of attacks based on the effects
have on the security of a system. By creating a taxonomy of how threats affect a system,
we further motive to monitor the relationships identified in the answer to (RQ1.2). Based on
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these insights we create models that describe multi-layer relationships to detect deviations from
expected system behavior in the following parts.

Part IT focuses on the relationship between activity of applications and network traffic (RQ2).
Chapter 5 designs and implements a method to associate network traffic to processes (RQ2.1).
The presented approach enables the required data collection in order to understand the network
usage of individual applications on a host. In particular it allows to link network activity to
individual applications. The result is a framework that attributes network traffic to applications
on the process level.

Chapter 6 uses the framework presented in Chapter 5 to introduce network application-profiles.
Network application-profiles characterize the behavior and capture how individual applications
use the network. This work results in a method to capture and formalize application behavior,
allowing the validation of legitimate application activity. At the end of this chapter, we show
how knowledge about the typical network usage of an application can help to identify malicious
applications (RQ2.2).

Part IIT investigates the multi-layer relationship between network activity, i.e. control traffic,
and physical device behavior (RQ3). Chapter 7 first evaluates the possibility of identifying
physical device behavior in composite signals. Characterizing such behavior enables methods
that define and identify the physical characteristics of the tasks a device executes and identify
events that make up physical device activity (RQ3.1).

In Chapter 8, we investigate the link between control traffic and the previously identified physical
changes. The result is a model that combines the activity in the network and changes in the
physical environment (RQ3.2).

Finally, Chapter 9 applies this model to build a cyber-physical Anomaly Detection System
(ADS). Tt leverages the previously identified link to enable reasoning in composite physical
measurements, which are influenced by multiple devices at once (RQ3.3). The presented ap-
proach demonstrates improved capabilities to detect anomalies in networked systems. This
addresses limitations of existing approaches that analyze physical measurements, but are often

limited to monitoring isolated devices.

Chapter 10 concludes the thesis by answering the previously stated RQs and explaining possible
future work.

1.3 KEY CONTRIBUTIONS

The thesis has two core contributions. The first contribution is a framework to reliably associate
packets and processes. Contrary to previously existing methods, the presented approach allows
extensive data collection while being less resource-intensive than other approaches [12], [13].
This thesis is the first to develop and implement network application-profiles based on this
data collection, which can accurately describe and monitor the network activity of individual

applications, allowing the detection of abnormal behavior.
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The second contribution is a cyber-physical ADS, which combines network control traffic with
physical measurements. The approach enables the validation of individual device behavior in
composite physical measurements. An automatic validation of physical device activity enables
operators to identify issues where the device behavior differs from the reported activity of a
device, e.g. due to attacks [10].

The presented contributions led to various of publications listed below. While each chapter has
a summary on which contribution it builds upon, the following list provides an overview of them:

Ch. 4: [RQ1.2]: L. Wiistrich, M. Pahl, and S. Liebald, “Towards an Extensible IoT Se-
curity Taxonomy”, in IEEE Symposium on Computers and Communications, ISCC 2020,
Rennes, France, July 7-10, 2020, IEEE, 2020, pp. 1-6. Dor: 10.1109/ISCC50000.2020.
9219584

Ch 5 and Ch. 6: [RQ2.1] and [RQ2.2]: L. Wiistrich, M. Schacherbauer, M. Budeus, D. F.
von Kinflberg, S. Gallenmiiller, M. Pahl, and G. Carle, “Network Profiles for Detecting
Application-Characteristic Behavior Using Linux eBPF”, in Proceedings of the 1st Work-
shop on eBPF and Kernel Eztensions, eBPF 2023, New York, NY, USA, 10 September
2023, ACM, 2023, pp. 8-14. DOI: 10.1145/3609021 .3609294

Ch. 7: [RQ3.1]: L. Wistrich, S. Gallenmiiller, M. Pahl, and G. Carle, “AC/DCIM:
Acoustic Channels for Data Center Infrastructure Monitoring”, in 2022 IEEE/IFIP Net-
work Operations and Management Symposium, NOMS 2022, Budapest, Hungary, April
25-29, 2022, IEEE, 2022, pp. 1-5. DOI: 10.1109/NOMS54207 .2022. 9789839

Ch. 8 [RQ3.2] and [RQ3.3]: L. Wiistrich, L. Schroder, and M. Pahl, “Cyber-Physical
Anomaly Detection for ICS”, in 17th IFIP/IEEE International Symposium on Integrated
Network Management, IM 2021, Bordeauz, France, May 17-21, 2021, T. Ahmed, O. Fes-
tor, Y. Ghamri-Doudane, J. Kang, A. E. S. Filho, A. Lahmadi, and E. R. M. Madeira,
Eds., IEEE, 2021, pp. 950-955

Ch. 9: [RQ3.2] and [RQ3.3]: L. Wiistrich, S. Gallenmiiller, S. M. Giinther, G. Carle, and
M. Pahl, “Shells Bells: Cyber-Physical Anomaly Detection in Data Centers”, in NOMS
2024 IEEE Network Operations and Management Symposium, Seoul, Republic of Korea,
May 6-10, 2024, IEEE, 2024, pp. 1-10. DOI: 10.1109/NOMS59830.2024. 10575124
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1.3 KEY CONTRIBUTIONS

The author further contributed to the following publications on the security of cyber-physical
environments and network controlled systems:

M. Barbeau, J. Garcia-Alfaro, C. Liibben, M. Pahl, and L. Wiistrich, “Resilience via
Blackbox Self-Piloting Plants”; in Proceedings of the 29th Computer € FElectronics Secu-
rity Application Rendezvous co-located with the Tth European Cyber Week (ECW 2022),
Rennes, France, November 15-16, 2022, G. le Guernic, Ed., ser. CEUR Workshop Pro-
ceedings, vol. 3329, CEUR-WS.org, 2022, pp. 3546

A. Piccoli, M. Pahl, and L. Wiistrich, “Group Key Management in Constrained IoT Set-
tings”, in IEEE Symposium on Computers and Communications, ISCC 2020, Rennes,
France, July 7-10, 2020, IEEE, 2020, pp. 1-6. DOI: 10.1109/ISCC50000.2020.9219619

S. Paiho, J. Kiljander, R. Sarala, H. Siikavirta, O. Kilkki, A. Bajpai, M. Duchon, M.-O.
Pahl, L. Wiistrich, C. Liibben, et al., “Towards Cross-Commodity Energy-Sharing Com-
munities — A Review of the Market, Regulatory, and Technical Situation”, Renewable and
Sustainable Energy Reviews, vol. 151, p. 111568, 2021
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CHAPTER 2

BACKGROUND

This chapter introduces the environments we consider in this thesis. Since human behavior
when interacting with compting resource is often less predictable than pre-defined algorithms,
we focus on environments with high automation. Examples of such environments are Industrial
Control Systems (ICSs), the Internet of Things (IoT), and Data Centers (DCs). Devices in
those environments operate most of the time without human interaction and are controlled via
a network based on pre-defined algorithms. This allows us to study multi-layer relationships in
environments with predictable behavior. On one hand we analyze how applications for device
control use the network. On the other hand we also investigate relationship between network
traffic and physical device behavior. For this relationship, the cyber-physical nature of ICSs
and IoT devices allows us to analyze how networked control is correlated with physical device
activity. We further apply our research to DC environments where physical changes that occur
when devices execute instructions are a byproduct of device activity. This shows that the
proposed methods are also applicable to other remote controlled systems in which devices do
not have the primary task of physically interacting with the environment.

While we focus on highly automated environments due to their predictability, the methods
presented in the thesis can also be applied to environments with humans in the loop. However,
the proposed models are less accurate in such environments due to the unpredictability of human
behavior. The following sections introduce common components, protocols, and the typical
network architecture of the considered environments. We further introduce Anomaly Detection
(AD) as a use case for improving the security of systems by monitoring the studied multi-layer
relationships.

2.1 NETWORKS WITH HIGH AUTOMATION

Examples of highly automated networks are ICS, the IoT, and DC. While those networked
environments seem to be different on a first look, they share various characteristics. Most
of the traffic in highly automated networks is the result of device-to-device communication,
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e.g. polling [22] or publish-subscribe patterns [23]. We refer to this traffic as machine-to-
machine (M2M) communication. This automation is one example of autonomous application
behavior that causes network activity without human interaction, which we study in Part II
of the thesis. Further, operators typically manage devices in those setups remotely [1], [5],
allowing to control devices via the network. The focus of ICS and IoT devices is to manage
physical processes, setting them apart from DCs. However, DC operators also need to manage
the physical DC environment [24]. Some management activities, such as instructing devices to
turn on and off on demand also influence the DC environment as a side-effect, similar to the
physical activity of ICS and IoT devices. Combined with the remote management of devices this
allows to study the relationship between control traffic and physical changes in Part III of this
thesis. We introduce the properties of ICSs, IoT networks, and DCs in the following sections.

2.1.1 INDUSTRIAL CONTROL SYSTEMS

ICSs are typically networked control systems, consisting of distributed sensors and actuators
interacting with the physical world [25], [26]. Devices of networked control systems communicate
via a network and are often remote controlled [27]. The goal of an ICS is typically to manage
a physical process, such as water treatment facilities, the smart grid or production facilities in
factories [26], [28]. Therefore, Industrial Control System (ICS) are often a type of Cyber-Physical
System (CPS) [26].

The main goals when operating an ICS is safety and availability [26]. To ensure the correct
functioning of ICS devices and minimize human risk, ICSs are highly regulated [1]. As a result,
ICS need to fulfill several requirements, such as real-time communication between devices and
permanent monitoring. This makes ICS different from other network types in less regulated
environments, which do not need to meet such requirements. The methods we study in this
thesis enhance the monitoring capabilities of systems like ICSs by setting events from multiple
layers into the context of each other.

Most devices in ICSs are distributed sensors and actuators. This device composition makes
ICS fundamentally different from traditional IT networks. While ICS devices are often remote-
controlled, traditional IT networks typically connect devices such as laptops, smart phones
and desktop computers which are influenced by local user input. ICS components are often
highly specialized, contrary to multi-purpose devices in traditional networks. Sensors measure
specific properties like power intake, pressure, temperature or audio. Similarly, actuators execute
distinct actions, such as opening or closing a valve. In addition to specialized devices, the
adoption of traditional IT components like office computers into ICS networks is increasing.
This makes ICS networks a complex environment with a heterogeneous device composition.
ICS follow a strictly compartmentalized architecture to secure the overall system [26]. This
thesis focuses on the part of the network in which control devices communicate with sensors
and actuators (Supervisory Control And Data Acquisition (SCADA) zone in Figure 2.2). In
particular we analyze how the remote control influences physical device activity.

ICSs often use specialized and often proprietary communication protocols [1], [26]. Examples
are the S7 protocol [29], MODBUS [30], Distributed Network Protocol 3 (DNP3) [31] or OPC-
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UA [32], which fulfill specific requirements of different environments. In order to enable larger
networks, a variety of those protocols can be embedded into the TCP/IP stack [1]. This stack
uses Ethernet on the data link layer, the Internet protocol on the the network layer and either
the Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) on the transport
layer. In this case, the used industrial protocol is in the payload of the transport layer protocol.
Using the typical network stack allows managing distributed control systems that span a large
geographical area, such as the smart grid. While the methods presented in Part I analyze how
applications use the network, the methods presented in Part III analyze the instructions of the
used industrial protocol.

Communication in ICS has distinct characteristics such as short packet sizes and periodic in-
formation polling or information publishing [22], [32], [33]. The protocols typically follow a
primary-secondary architecture. For networked control, central control units send commands to
sensors and actuators, which then execute the instructed activity or reply with the requested
data. In addition to controlling devices, ICS networks typically exhibit periodic traffic due to
constant polling of device states [34]. Primary devices send explicit instructions and requests to
the secondary devices, which then execute them [35]. Due to a typically static setup, devices in
ICS often have a static communication partner set [36], [37]. Part III of the thesis investigates
the relationship between control traffic to remote controlled devices and their physical activity.

2.1.2 I0oT NETWORKS

Similar to ICSs, in the Internet of Things (IoT) sensors and actuators communicate and co-
ordinate via a network and interact with the environment. The IoT has several application
scenarios, e.g. activity trackers, smart homes. Smart homes allow users to combine multiple
devices to automate processes in their home [38]. There are also industrial applications of the
IoT in which devices coordinate in large networked systems, also called the Industrial Internet of
Things (IToT) [39], [40]. The IToT focuses on the communication between industrial devices [39].
This includes the command and control of managed devices which this thesis focuses on.

Since the IoT is less regulated than ICSs, services in IoT typically need to provide fewer guar-
antees to their users than in ICS. The remote control of IoT devices uses protocols that run on
top of the TCP/IP stack, such as the Message Queuing Telemetry Transport (MQTT) proto-
col [41]. Since IoT devices can be distributed over larger geographic areas, some IoT devices use
LoRa [42], ZigBee [43] or 5G for the transmission of information. Those transmission channels
influence properties such as the reliability or speed of the communication. Depending on the
application environment, the communication in the IToT needs to meet similar guarantees as in
ICS [39]. IoT setups share similarities to ICS which we outline below. Devices receive and send
measurements and commands via a network to instruct actuators to execute actions. Further,
many loT devices have the purpose of sensing or manipulating the environment. This implies
that the relationship between physical changes and network traffic also exists in IoT environ-
ments [38]. Part IIT also analyzes how the absence of timing guarantees affects the accuracy of
models that capture the relationship between control traffic and physical device behavior. This
provides insights to which extend it is possible to apply the methods we investigate in this thesis
to IoT environments.
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2.1.3 DATA CENTER NETWORKS

In addition to ICSs and the IoT, we consider Data Centers (DCs) as an environment to apply our
concepts. DC devices typically do not have the primary goal of interacting with the physical
environment. However, some activity, such as booting a server also physically influences the
environment. We show that our methods are also applicable beyond CPSs to improve the
security of DC environments by monitoring multi-layer relationships.

DCs provide infrastructure for services and applications, e.g. computing power and storage [7].
Various services like Content Delivery Networks (CDNs) or video streaming platforms rely
on DCs.

The infrastructure in a DC consists of two types of hardware. The first type is servers and
network hardware at a large scale [7]. Those devices provide storage, computational power, and
storage to DC users. The second type is infrastructure hardware, which physically manages
the hosted hardware and its environment. Infrastructure hardware includes climate control for
temperature and humidity, Air Condition (AC), airflow, and power control [24]. Due to the
large scale of DCs, even simple operations such as power cycling a cluster of servers require an
orchestration to avoid side effects such as power surges.

To run a DC, operators meticulously monitor the hosted hardware and network [16]. They do
so by using additional software on DC devices, such as checkmk [44] or Icinga [45]. Tools like
the Intelligent Platform Management Interface (IPMI) allow operators to remotely configure
and access devices, even when they are turned off. Similarly, monitoring the physical properties
of devices works by either using sensors on the hosted hardware itself or external sensors from
which the information is collected in an additional management system. Using this combination
of remote tools and distributed sensors enables the "lights out" [5] management paradigm with
rare physical human interaction that many DCs follow. Depending on the instructed actions
to DC devices, such as power-off or power-on, device activity also influences the environment,
similar to actuators in ICSs and the IoT.

The monitoring of the physical properties of DCs is also essential for a constant and unin-
terrupted operation [24]. The methods presented in this thesis can also help to improve the
monitoring of DCs by correlating information from management traffic with physical measure-
ments. This implies the application of the presented methods extends beyond CPSs to other
remote managed systems. We, therefore, apply our methods to a DC environment in Part III
of this thesis.

2.2 STRUCTURE

The following sections introduce a logical structure and network topology of the considered
environments. The logical structure helps to understand the purpose of devices and their com-
munication. In addition, the logical structure helps to define multi-layer relationships. The
network topology focuses on the implementation of the connectivity in the environments, high-
lighting vantage points to collect the relevant data.
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FIGURE 2.1: Three logical layers of highly automated systems, adapted from [46]

2.2.1 LOGICAL STRUCTURE

The logical structure captures the purpose of the hardware and software running on devices.
Like other works [46], [47], we partition the structure into three layers, (1) cyber-physical layer,
(2) network layer and (3) application layer. The network layer in our logical structure combines
the network architecture and communication protocols.

Figure 2.1 visualizes the layers of the logical structure. This thesis investigates the relation-
ships between activity on different layers to make monitored systems more secure by identifying

anomalies.

The cyber-physical layer acts as interface between the physical and cyber-world. The cyber-world
encompasses all digital entities, i.e. digital sensor values, communication and data processing.
The cyber-physical layer consists of sensors and actuators. Sensors and actuators ar I/O devices
which convert physical quantities into electronic signals and vice versa [48]. This enables them
to sense environmental properties, e.g., temperature. Actuators perform actions to influence
are actively influence the environment when instructed, e. g., opening or closing valves in cooling
systems or accelerating fans when turning on a server. In ICS and IoT, actuators are typically
only built to execute one task. Since they do not handle complex computations but only execute
a limited set of actions, they are often limited in computational resources [49]. In DCs, the
cooling fans on a device have a similar purpose as actuators in CPSs Depending on the measured
temperature, e.g., emitted by a running Central Processing Unit (CPU), fans accelerate to
dissipate the heat in a server chassis. Changing the fan speed also has other side effects, such
as changing the soundscape. The lowest layer in Figure 2.1 represents this layer.
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The network layer implements the connectivity and enables information transfer between de-
vices. In ICS and IoT networks, this includes connecting devices on the physical layer and control
units and providing access to devices. Some environments rely on a middleware to simplify de-
vice interaction [32], [50]. In ICSs, the network layer implements two types of communication.
First, there is communication between Programmable Logic Controllers (PLCs) and sensors and
actuators on the physical layer. While this communication typically transfers information using
serial communication, some protocols also run over Ethernet [1]. The second type of communi-
cation occurs between PLCs and other ICS components, such as central control devices. This
communication is management traffic and typically relies on Ethernet-based protocols and the
traditional TCP/IP stack [1], [32]. The communication enables the data transfer which includes
sensor measurements and data traffic, as well as remote control via management traffic. This
traffic is typically described as Supervisory Control And Data Acquisition (SCADA) [1]. In
DCs, the network layer implements the connectivity between hosted devices and enables remote
management capabilities. Typically there is a separation between management traffic and other
traffic of DC users [51]. This separation can be logical (In-Band) or using a physical different
network (Out-of-Band) [52]. In thesis the introduced methods focus on the management traffic
in DC networks. We present methods to set events observed on the network layer into context
of events on the other layers to identify abnormal system behavior.

The application layer implements the control and management of devices and the overall system.
In ICSs and the IoT, the application layer is responsible for processing measurements from
physical layer devices. Therefore, the application layer aggregates data from those devices,
connected via a to process them and make decisions based on the information. For example,
decisions include sending commands to actuators on the physical layer, which then change the
environment and future measurements. In DC environments, we consider central monitoring
and device management as the application layer. IoT and DC environments differ in this aspect
from ICSs, since most devices can run their own control logic. In ICSs, applications are run on
PLCs and other central control units. These receive sensor measurements and manage actuators
on the physical layer. It is possible that ICSs implement a hierarchical structure in which one
PLC manages multiple PLCs [1]. The application layer is also responsible for monitoring the
devices, which runs on centralized nodes. These provide operators with a view of the state of
the system, allowing them to make adjustments to the control logic or to provide instructions
to individual devices.

The methods proposed in this thesis aim to monitor link events from the network layer to other
layers. We refer to this link as multi-layer relationship. In Part II, we focus on the link between
the application layer and the network layer, while Part IIT focuses on the relationship between
the network layer and the cyber-physical layer.

2.2.2 NETWORK STRUCTURE

ICSs, DCs and IoT networks typically have a hierarchical structure [7], [33], [53]. In IoT net-
works and ICS, physical layer devices communicate with aggregation devices, which forward
the information to central control units. DCs arrange the network for hosted devices also in a
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hierarchical structure to optimize the resilience and efficiency of the network for device commu-

nication.

On the lowest layer of the hierarchy are devices belonging to the cyber-physical layer of our
logical structure. In ICSs and IoT networks those devices are typically sensors and actuators.
In DCs those are compute and storage nodes that provide services and are remotely managed
by operators. In ICS, the second layer of the hierarchy consists of PLCs, which manage the
attached devices. In IoT networks, the second layer is typically a central hub connecting the
devices in the network. The hierarchy in DC networks is mainly induced by the network topology.
Since most devices are multi-purpose, there is no strong primary-secondary relation between DC
devices in general. However, management devices have strict control over the deployed devices.
Finally, it is common to enable some connection to distant devices via a gateway, allowing
remote management. For example, this makes ICSs discoverable in Internet scans [54]. While
this access enables remote management of the system, it also introduces new threat vectors.
One method to reduce the risk of an attack is to use a strict segmentation of networks, e.g.
separating office networks from production networks in ICS [1].

Figure 2.2 visualizes the generic hierarchy for an ICS. It shows the sensors and actuators on the
lowest layer managing a physical process. Those devices have a physical connection to PLCs
in which they exchange information via serial communication. Each PLC has a connection to
the SCADA network, enabling it to communicate with other PLCs and central control units
for monitoring. In addition to other PLCs, the network hosts devices that allow operators to
monitor and mange the process via a Human Machine Interface (HMI). ICSs typically also
use a data historian that records reported values and instructions over time [1]. A gateway
separates the SCADA network from remote networks. These can either be a directly attached
office network or the internet. ICSs often have a strict segmentation of the inner zone into sub-
networks [26]. Figure 2.2 shows a simplified topology which does not reflect this segmentation

of the inner zone.

This structure influences the data collection for the methods that analyze the relationship be-
tween network activity and device behavior. On the one hand, we analyze how applications
running on devices influence network activity (Part II). In order to associate packets with lo-
cal applications, this data collection needs to take place locally on individual hosts, e.g. the
HMI. On the other hand, analyzing the relationship between control traffic and the changes on
the cyber-physical layer (Part III) is possible from different vantage points. Since the control
traffic specifies commands and destination devices, it is possible to collect information about
network events from central points in the network, such as central switches in SCADA zone in
Figure 2.2 [7], [33]

2.3 POSSIBLE RELATIONSHIPS

This thesis’s central Research Question (RQ) is: How can we improve the security in distrib-
uted systems by identifying and monitoring multi-layer relationships? Thus, we introduce the
relevant multi-layer relationships in the following by using our logical structure (Section 2.2.1).
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FIGURE 2.2: Generic topology of ICSs based on [26]

This section provides a general overview of relationships in highly automated networks. If a
relationship is known beforehand, formal methods such as a rule set can help identify them
during live operation or in network traces [11]. However, finding new relationships in a given
data set is difficult as no formal identification method exists.

A variety of relationships occur within the network layer of our logical structure. The technology
stack enables communication and also causes relations between flows. Protocols like HyperText
Transport Protocol (HTTP) rely on a successful name resolution for a Fully Qualified Domain
Name (FQDN) that a user provides. In this case, Domain Name System (DNS) queries and
replies precede the flow containing the HTTP request, creating a relationship between HTTP
and DNS flows [11]. In bi-directional communication, the first flow has a causal relationship to
the flow containing the answer. Those relationships can also imply dependencies on other layers,
e.g. of a browser on a local name resolution service. Since this thesis focuses on multi-layer
relationships, we do not investigate those relationships.

The first multi-layer relationship is between applications and the associated network activity
on a host. Thus, this relationship connects activity on our logical structure’s network and
application layers. Applications can cause network activity if they rely on remote services to
execute tasks [3], [9]. Another reason for applications causing network activity is fetching remote
information, e. g. sensor values in an ICS or server states in DCs. An application’s network usage
can exhibit unique features. Example are used communication protocols, periodic behavior,
message patterns [4], [35], or flow sequences [11]. These properties can define typical application
behavior that also depends on the application state. Knowledge about those characteristics
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defined via the link between applications and network activity can help to correlate seemingly
unrelated flows on the network layer. We investigate this relationship in Chapters 5 and 6.

The second multi-layer relationship type links control traffic on the network layer and physical
device activity on the cyber-physical layer. In the setups we consider in this thesis—ICSs, the
IoT and DCs—devices receive their instructions via the network. Those instructions can lead to
device activity in which devices change their physical state, which causes measurable changes in
the environment. For example, if a server in a DC receives the instruction to boot, it also changes
its physical state. While the server starts, it emits sounds while its cooling fans accelerate, thus
influencing the DC soundscape. Therefore, there is a connection between the control traffic
instructing the server to boot and the change in the soundscape. We analyze this multi-layer
relationship in Part IIT of the thesis.

We apply the methods in this thesis to increase the security of network-controlled systems by
identifying anomalies. Therefore, we introduce AD in the following section.

2.4 ANOMALY DETECTION

One major aspect of securing systems is the capability to detect unexpected states and unusual
behavior [55]. Knowledge about relationships is an advantage to network and system operators
and is key in order to identify such abnormal system states. Even after detecting abnormal
behavior, knowing about relationships in devices is necessary to identify the root causes of
errors. We apply our methods to identify and monitor multi-layer relationships that allow
systems to be modeled in better detail for AD. The benefit of our approach is the ability to
identify anomalies that Anomaly Detection System (ADS) that only focus on one layer cannot
detect.

Deviations from the expected behavior of a system are called anomalies [56]. Common causes for
anomalies are attacks, faults, or failures on hard- and software level. Depending on components
malfunctioning due to measurement errors, faults, or attacks, a system can deviate in different
ways. While faults typically show up in the monitoring, e.g. by a sensor reporting unusual
values, attackers might try to obfuscate their activity [2], [10], [57]. However, the activity of
attackers can also have side-effects that can be detected, e.g. due to slower response times [49].
Regardless of the cause, we aim to identify abnormal behavior by setting events from multiple
layers into the context of each other.

Anomaly Detection Systems (ADSs) use algorithms that analyze observable features which de-
scribe the state or behavior of a system [56]. Based on the change or the value of these features,
an ADS determines if a system operates normally or it performs in unintended ways, i.e. anom-
alous. Depending on the type and source of an anomaly, some features can indicate anomalies
on some layers earlier than on others [8].

Most ADSs analyze information from one source. For example, Network Intrusion Detection
Systems (NIDSs) only analyze network traffic. However, combining information from multiple
sources allows for a faster detection of anomalies [8]. The combination of features from multi-
ple layers also allows events to be set into context, providing enhanced reasoning capabilities.
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However, the fusion of data from multiple sources for AD is challenging [8], e.g. due to clock
synchronization issues.

There are two approaches to AD. AD algorithms either learn the properties of “normal” behav-
ior, or behavior of known anomalies [56]. In the case an ADS knows “normal” system behavior,
the algorithms determine an anomalous state by identifying deviations from the normal state
the monitored system typically exhibits. In case the AD algorithm knows the characteristics of
anomalous states, it identifies anomalies as soon as the monitored system shows similar behav-
ior to an anomaly. While an AD method that has knowledge about “normal” behavior has the
advantage of identifying all unknown behavior, operators often need to invest additional time
to identify the type of the anomaly. In addition, those methods need to be retrained in case the
definition of “normal” behavior changes. On the other hand, AD algorithms of the second type
can classify anomaly types, they cannot identify anomalies that they were not trained for.

An ADS implements AD methods to identify anomalies. ADSs have a model generation phase
and an anomaly detection phase [56], [58] which we describe in the following.

2.4.1 MODEL GENERATION PHASE

The model generation phase creates a reference model of a system. The reference model describes
a system’s expected behavior, or characteristic behavior of known anomalies, depending on the
AD approach. The reference model typically consists of a set of typical value ranges for features,
rules, or a Machine Learning (ML) model that describe regular or anomalous behavior.

There are two approaches to generate reference models. The first method uses statistics and
heuristics. Such methods require data collection from normal system behavior or behavior dur-
ing anomalies. They extract information from collected data and apply different heuristics and
statistical methods to extract key characteristics of behavior. ML and statistic based ADSs such
as [59]—[62] use this approach. Such methods rely on data from a correctly functioning system
or a labeled dataset of anomalies. To learn “normal” behavior, those methods require a benign
dataset. If anomalies exist in the collected traces or an attacker manipulates the training data,
the method learns these as expected behavior and cannot detect such behavior.

In many cases, creating a labeled dataset with anomalies is not feasible. On the one hand, cre-
ating real-world occurrences of system behavior during anomalies is not possible in production
systems without interrupting the operation. On the other hand, it is challenging to automati-
cally enhance an existing dataset with the corresponding labels. Finally, statistical approaches
disregard rare occurrences as outliers. This can lead to a large number of False Positives (FPs),
e.g. in which a system considers a rare but legitimate condition as an anomaly. Examples of
such a behavior are device maintenance or updates. Furthermore, in case the AD has learned
the complete system behavior, a change in the system requires a new complete training to
incorporate the changes.

The second method is specification-based AD [25], [63]. Specification-based methods process
existing documentation to create reference models. The documentation describes the monitored
system, including deployed devices, expected interactions, and communication sequences, and

typically seen value ranges for commands and measurements. From this information, an ADS
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extracts features for its reference model.

Specification-based approaches to AD also have challenges. To extract the reference model,
the methods need to process documentation from several sources. These sources potentially
have different formats and need to be fused into a single reference model. In addition, the
documentation reflects the specification of a system at a specific point in time. In case an
undocumented change in the system occurs, it is challenging to incorporate such a system
change into the reference model and keep it up to date.

2.4.2 ANOMALY DETECTION PHASE

During the AD phase, ADSs use a previously generated reference model to identify anomalous
behavior during system operation. To identify anomalies, an ADS compares exhibited features or
sequences in a monitored system to the values in the reference model. Based on the comparison
outcome, the ADS raises an alarm. The comparison can happen in real time, as a sliding window,
or in bulk at a specific point in time. [56] The mode of operation depends on the monitored data
and goals of the AD.

2.4.3 MEASURING THE PERFORMANCE OF ANOMALY DETECTION

There are several approaches to measure the performance of ADS [64]. Those measurements use
statistics of each classification for their performance assessment. Each classification of an ADS

is in one of four classes:
1. True Positive (TP) implies that the system correctly classifies a sample as an anomaly
2. False Positive (FP) is the result of falsely classifying a benign sample as anomaly
3. True Negative (TN) correctly classifies normal behavior, i.e. the absence of an anomaly
4. False Negative (FN) fails to detect an anomaly and classifies it as normal.

The rate of those metrics is typically used to assess the performance of an ADS. Well-performing ADS
have high correct values and low false classification. There is typically a trade-off between a low

FP rate and a low FN rate. An ADS, which is sensitive to small variations, potentially classifies
benign observations as abnormal if they deviate from the expectation, leading to a lot of FPs.

On the other hand, ADSs, which are insensitive to small variations, may classify an abnormal
entry as normal behavior, leading to a high FN rate.

In order to set these rates into context, it is common to use the accuracy, precision, and recall

metrics. The accuracy measures the overall correctness of all classifications:

TP+ TN

2.1
TP+TN+FP+ FN 21)

accuracy =

The precision measures the trustworthiness of anomaly classifications. It is calculated by

TP

—_— 2.2
TP+ FP (2:2)

precision =
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Finally, the recall measures how well a system detects anomalous data samples

TP
recall = m (23)

2.5 KEgY RESuULTS

We introduced the environments we consider in this thesis and methods to structure them. We
split the environment into a cyber-physical, network, and application layer. ICS, IoT, and DCs
are typically remote-controlled environments that have a hierarchical network topology. In this
thesis, we analyze multi-layer relationships, correlating events on the network with events on
neighboring layers, i.e. on the cyber-physical and application layer. Those are caused by the
network usage of applications, as well as due to control traffic of remote control that results in
physical device activity. Due to their reliance on pre-defined algorithms and rules, it is easier to
understand relationships in highly automated systems than environments, which are influenced
mainly by human activity.

The network serves as a carrier of information to enable remote control. Due to its central
role, events on the network can relate to events on other layers. This allows the monitoring of
multi-layer relationships of a network-controlled system. Knowledge about these relationships
makes it possible to create advanced models that describe a system’s behavior. In this thesis,
we propose methods to capture and model these relationships. We investigate the relationship
between applications and their network usage in Part II. Due to the cyber-physical nature of
the devices, the networked control also relates to physical activity. We analyze this relationship
in Part III.

We apply our methods to secure network-controlled systems. A key aspect of secure computer
systems is the capability to detect unintended behavior, e. g. via AD. Thus, we use the concepts
proposed in this thesis to build more accurate ADSs, which are able to detect anomalies which
cause inconsistencies in the reported and perceived activity on the different layers. Currently
used ADS that only process information from one layer fail to identify such anomalies.
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RELATED WORK

This chapter puts the contributions of existing work into the context of the goals of this thesis.
The presented related work is a selection of related work of the individual contributions of this
thesis. In contrast to the other chapters, which individually discuss related work in the specific
context of their contribution, this chapter sets the considered papers into the context of the
overall goal of this thesis. We classify related work into two types. The first type includes
work directly or indirectly focusing on the multi-layer relationship between the network and
application layers. The second type focuses on the multi-layer relationship between the network
and cyber-physical layers of our logical structure. We discuss these approaches separately in the
following sections.

3.1 RELATIONSHIP BETWEEN APPLICATION AND NETWORK AC-
TIVITY

A variety of related work focuses on how hosts and applications use the network. This analysis
covers the multi-layer relationship between our logical structure’s application and network layers.
We investigate this relationship in Part II of this thesis. We deem contributions relevant that
link network activity with applications. The application domain considered in related work
includes root cause analyses, dependency detection, and Anomaly Detection (AD) in various
environments. Similar to most of the presented related work, we apply the methods in this
thesis to the domain of AD. There are two types of works in this domain: The first type
only relies on analyzing network traffic to reason about the activity of applications. The second
type explicitly fuses information from network traffic observations and applications for enhanced
reasoning about a system’s behavior.

3.1.1 NETWORK-ONLY APPROACHES

Karagiannis et al. [9] present an approach to identify applications based on the payload in net-
work flows. The evaluation shows that the presented framework could identify the application
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type of most of the flows. Dai et al. [65] present an approach to fingerprint applications via
characteristic network flows. The authors combine typical destination addresses with character-
istic HyperText Transport Protocol (HTTP) header payloads to associate network traffic with
applications. A drawback of these approaches is their reliance on the payload of packets. This
information is inaccessible in encrypted network traffic. Therefore, we design our methods to
work without access to payload information (Part II) or propose extensions that allow the de-
cryption of traffic for parsing (Part III).

Asai et al. [11] present traffic causality graphs to identify causal relationships between flows on
the network layer. For examples, traffic causality graphs allow to uncover that a HTTP request
caused a preceding DNS query. The method uses temporal information and the IP-5-tuple for
its analysis. The authors mention application profiling as a use case, allowing the identification
of typically occurring flow combinations during the usage of an application. Piet et al. [4] show
that it is possible to identify application layer protocols by analyzing packet sizes in flows on
the network layer. Protocols cause unique patterns that allow their detection and inference of
information about the application that causes them. This highlights that there can be unique
features that applications exhibit when they create network activity. Pontes et al. [66] present
a method to formalize typical network flows in an environment. The method identifies com-
mon combinations of flow features, such as typical protocol and port combinations. By finding
common combinations, the strategy can identify unusual flows that mismatch typically occur-
ring communication. As a result, the method enables to capture the characteristics of typical
communication flows in a given dataset and identify abnormal flows.

Those approaches show a correlation between applications and activity on the network layer.
However, while the presented methods help to characterize application behavior on based on
network layer activity, they do not directly link network traffic to applications. A reliable link
between network traffic and applications is essential for accurate reasoning about the relationship
between application and network activity.

3.1.2 APPLICATION-NETWORK APPROACHES

Popa et al. [3] analyze dependencies of applications on a host by processing traffic on the network
layer. The authors create the link between applications and network traffic by periodically
polling the Operating System (OS) to identify the relationship between ports and processes.
Based on this link, the authors automatically identify commonly addressed hosts from the
gathered data. This allows for the discovery of application dependencies to services on remote
hosts. A shortcoming of the polling-based approach is that it can miss short lived-events that
occur between polls. Haas et al. [67] combine distributed local information from the application
layer and corresponding network activity. Based on this data collection, the authors present
an extension to the zeek Intrusion Detection System (IDS) [68] for classifying flows. This
approach increases the performance of the IDS to attribute flows to applications. Based on
these insights, the authors created an experimental plugin [69] for zeek that implements the
extension. The plugin uses similar data collection techniques to our approach presented in
Chapter 5. Their work shows that correlating information across multiple layers helps to enhance
the performance of Anomaly Detection System (ADS). Identifying the relationship between
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individual applications and their associated network activity is not a goal of the presented related
work. Running applications in isolated environments, such as virtual machines or containers,
is also possible. The isolation of applications makes it possible to implicitly attribute network
activity to them by attributing it to containers. Cilium Hubble [70] and Tetragon [71] use the
extended Berkeley Packet Filter (eBPF) to monitor the activity of containers. This allows to
identify abnormal application behavior if they run in such isolated environments. However, if
multiple applications run within the same container, it is difficult to analyze which application
is responsible for network activity. Our approach, allowing to directly link network packets and
individual applications on a device, is presented in Chapter 5.

3.1.3 SUMMARY

The related work presented in this section highlights that the multi-layer relationship between
activity on the application and network layers of our logical structure can provide enhanced
insights into the behavior of systems. Various use cases exist that require knowledge about the
multi-layer relationship between applications and their network usage. Examples are depen-
dency detection, network capacity planning, fault localization, and AD. Approaches that rely
purely on network layer information lack a ground truth about which flows belong to individ-
ual applications. This thesis addresses this limitation by presenting a method that allows us
to establish this link automatically and reliably in Chapter 5. Our method allows us to im-
prove the reasoning capabilities of the above-presented approaches by automated fine-granular
data collection. Existing methods that directly link network activity with applications highlight
the benefits of this advanced information collection. However, to the best of our knowledge,
research that analyzes the link between applications and network activity to characterize and
formalize typical application behavior is missing. We address this shortcoming in Chapter 6 by
introducing a method to formalize the typical network activity of applications.

3.2 RELATIONSHIP BETWEEN NETWORK ACTIVITY AND PHYS-
ICAL BEHAVIOR

The second class of related work focuses on the multi-layer relationship between physical device
activity and remote control. We investigate this relationship in Part ITI of this thesis. Analyzing
physical device activity by measuring physical attributes and changes is a standard approach
in SC monitoring [72], [73]. Those monitor physical device behavior based on external mea-
surements, such as power intake. The second body of related work correlates reported events
with physical measurements to validate reported activity, which we refer to as event verification
methods. Those methods allow to identify mismatching reported and and cyber-physical layer
activity. Finally, we present attacks in which adversaries trick remote monitoring into perceiving
a wrong physical state, as those are the types of anomalies which we aim to detect by using our
methods.
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3.2.1 SIDE-CHANNEL MONITORING

Side Channel (SC) monitoring analyzes the relationship between digital and physical device
activity to identify normal and anomalous behavior. Bayens et al. [74] present an approach to
monitor the activity of an isolated 3D printer. The authors use an acoustic SC to monitor the
motions of the printer during the printing process. The approach analyzes if the physical motions
of the printer match the locally provided instructions to reason about the structural integrity of
the printed object. This shows that audio, which is a byproduct of various physical operations,
can be used to monitor device activity and motivates our use of acoustic signals as SC in Part III
as a guiding example in our application to a Data Center (DC) environment. Han et al. [73]
present an approach to measure the Electromagnetic (EM) of processors on Programmable Logic
Controllers (PLCs) to validate the control flow of local code execution. A difference to our work
is that those approaches aims at verifying the execution of locally executed code, while our work
focuses on the execution of remotely instructed commands delivered via a network. Further,
they analyze the activity of isolated devices to attribute changes to the monitored entities. We
aim at addressing this limitation by using additional sources of information to allow to perform

SC monitoring in shared environments.

Other approaches to use physical measurements to monitor a system’s activity exist, particularly
in DC environments. Levy et al. [24], Rogriguez et al. [75] and Ahuja et al. [76] propose to
use a variety of different sensors to monitor DC environments. Those contributions highlight
the importance of Data Center Infrastructure Management (DCIM) to ensure an optimal and
uninterrupted operation of DC devices. Dayarathna et al. [77] and Borghesi et al. [78] identify
anomalies by analyzing the power-consumption of DC devices. The goal of this thesis is different
to those approaches. We analyze the relationship of changes in the environment and remote
device management to identify mismatching states between remote instructed and executed

device activity.

In this thesis, we show that using external measurements helps to identify scenarios in which the
physical device activity differs from the reported activity. AD that purely relies on side-channel
monitoring also has disadvantages. While those approaches can identify anomalous physical
states, it is impossible to determine if activity was instructed by operators or is unintended
behavior. Further, to attribute changes to a device, current methods require monitoring devices
in isolation or device-specific measurements. The necessary isolation makes it difficult to use
those approaches in a real-world setup or measurements that are influenced simultaneously
by multiple devices. This can cause complex setups or expensive sensor placement for data
collection. Chapter 7 presents a method to identify individual device activity in composite
signals. We further address this limitation for AD by combining side-channel measurements
with network layer activity. We show that this approach helps to enable side-channel monitoring
for AD in shared environments.

3.2.2 EVENT VERIFICATION METHODS

The typical application domain of event verification methods is cyber-physical environments,
such as the Internet of Things (ToT). Birnbach et al. [2], [38] show that physical events can
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simultaneously influence different physical measurements. Based on these insights, the authors
propose Peeves, a system that checks if measured changes at multiple sensors are consistent in
order to verify reported events. Similarly, Fu et al. [79] introduce HAWatcher, a system that
correlates reported events to identify anomalous system behavior. The approach derives explain-
able system behavior in smart homes by including a semantic meaning of relationships between
events. Ozmen et al. [57] identify constellations that allow adversaries to mislead systems like
by Peeves and HAWatcher. The authors propose a strategy for optimized sensor placement.
Taking locality into account allows to better distinguish between events that otherwise cause
similar physical changes. This enhanced event identification reduces attacker capabilities to
hide manipulations concerning reported or unreported events. These approaches show that cor-
relating information from multiple sensors allows the identification of anomalous behavior. The
presented approaches aim at verifying reported events by cyber-physical layer devices in IoT
environments. Sahu et al. [8] propose to fuse information from sensors on multiple layers into a
single data set for AD. The evaluation in an emulated environment shows that ADSs that si-
multaneously analyze fused information from multiple layers can identify anomalies faster than
ADSs, which only process information from one layer. While the analyzed data set contains
information from multiple layers, the study does analyze how changes on multiple layers from
different sources relate to each other. This is different from our work in which we correlate
activity on multiple layers to identify and monitor the relationship between them.

These examples show that combining information from the network layer and physical measure-
ments has various advantages. First, it allows to identify system states in which physical and
reported behavior differ. Second, it increases the detection speed of anomalies, as features on
some layers indicate anomalies faster than others. These insights further motivate our approach
to build methods for monitoring multi-layer relationships. Our approach to combining SC mea-
surements with network traffic enables monitoring multiple devices with the same sensors while
attributing changes to individual devices. The model presented in Chapter 8 of this thesis
captures the relationship between networked control and physical device activity on the cyber-
physical layer. We apply this model in Chapter 9 to validate device activity. Validating specific
device activity differs from confirming events reported by individual sensors in event verification
methods. It analyzes the specific changes to confirm previously instructed device activity on
the cyber-physical layer. Further, we extend the application domain of such approaches to DC
environments in which the purpose of devices is not primarily to change the environment. This

way, we enhance the monitoring capabilities in these environments.

3.2.3 ATTACKS

The anomalies we consider in this thesis lead to inconsistencies between the network layer and
the cyber-physical layer activity. In addition to faults, those inconsistencies can be the result
of attacks. A well-known attack that causes such inconsistencies is the Stuxnet attack [10],
which targeted centrifuges. In this attack, adversaries manipulated the physical behavior of
centrifuges while reporting different behavior via the network to remote monitoring. This false
reporting created a mismatch between behavior on the cyber-physical layer and the perceived
device state in remote monitoring. Garcia et al. [80] implement a similar attack to misleading
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the local control logic of PLC. The targeted PLC executed different physical device activity
than reported. As a result, this attack misleads remote monitoring entities by targeting the
firmware of PLCs in Industrial Control Systems (ICSs) (Figure 2.2). Both attacks hide physical
device behavior from external entities and monitoring by simultaneously manipulating the input
and output of devices. It is impossible for monitoring that relies on information from within
the system to detect such attacks. The previously discussed papers [2], [38], [57], [79] also
consider similar attacks which we refer to as “event masquerading” and “event spoofing”. In
event masquerading, adversaries use a similar strategy as in the Stuxnet attack to hide physical
activity. In this case, they suppress notifications of local activity to remote monitoring. On the
other hand, event spoofing reports non-existent physical device activity to remote monitoring.
In both cases, there is a mismatch between the real and reported physical device activity.

Our work aims at detecting mismatches between activity on different layers, e. g., cyber-physical
layer and reported activity, regardless of whether they occurred due to faults or intentional at-
tacks. By correlating information from multiple sources and layers, particularly the management
traffic for remote control, we create a cyber-physical model of environments in Chapter 8. This
correlation allows the advancement of AD in those environments by enabling the detection of
such states.

3.3 KEY RESULTS

Various related work implicitly uses multi-layer relationships to study and capture the behavior
of network-controlled systems. Table 3.1 summarizes the discussed related work. There are
two classes of related work. One class focuses on the relationship between applications and
network traffic, while the second correlates physical activity with reported events. Analyzing
network flows enables us to infer insights about the application causing it. However, many of
those approaches lack a ground truth. This is because information collection that associates
applications on a host with packets is challenging. This leads to two main contributions of this
thesis in Part II. We address this limitation by proposing a novel method to collect information
that associates packets with applications. Based on this data collection, we propose network
application profiles that characterize applications that run natively on a host.

Related work on monitoring physical device behavior shows a relation between physical events
and device activity. In particular, correlating changes perceived by multiple sensors helps to
verify reported events by individual sensors in a system. A limitation of existing SC monitoring
approaches is their reliance on isolated devices such that physical changes can be attributed to
them. Our work in Part IIT of this chapter extends the state of the art in two ways. First, we
show that it is possible to attribute physical changes in shared and noisy spaces to individual
devices depending on the properties of the environment. Second, we enable the validation of
instructed physical device activity instead of validating reported events by correlating physical
changes with control traffic.
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3.3 KEY RESULTS
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Karagiannis et al. [9] X v Traffic classification ~ Enterprise
Dai et al. [65] X v v App. ident. Home
Asai et al. [11] X v X App. profiling Home
Piet et al. [4] X v X Protocol ident. Enterprise
Pontes et al. [66] X v X AD Home
Popa et al. [3] X v v Dependency det. Enterprise
Haas et al. [67] X v v AD Enterprise
Hubble [70] X v v AD Container
Tetragon [71] X v v AD Container
Bayens et al. [74] v X X AD 3D-printer
Han et al. [73] X X AD 1CS
Levy et al. [24] o x X Monitoring DC
Rogriguez et al. [75] v oo x X Monitoring DC
Ahuja et al. [76] v X X Monitoring DC
Dayarathna et al. [77] v X X AD DC
Borghesi et al. [78] v X X AD DC
Birnbach et al. [38] v v X AD IoT
Birnbach et al. [2] v ovoX AD ToT
Fu et al. [79] v v oX AD ToT
Ozmen et al. [57] v v X AD ToT
Sahu et al. [8] v v X AD ICS
Stuxnet [10] v v oX Attack ICS
Garcia et al. [80] v X X Attack 1CS
This work v v AD DC/ICS/IoT
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CHAPTER 4

EFFECTS OF ATTACKS ON CYBER-PHYSICAL
SYSTEMS

Author’s contribution: This chapter is based on L. Wiistrich, M. Pahl, and S. Liebald,
“Towards an Extensible IoT Security Tazonomy”, in IEEE Symposium on Computers and
Communications, ISCC 2020, Rennes, France, July 7-10, 2020, IEEE, 2020, pp. 1-6. DOI:
10. 1109/ ISCC50000. 2020. 9219584. The author conceived the concept and applied it to
various attacks. The classification scheme was adapted for this thesis. The list of attacks

was extended to cover the attacks considered in this thesis.

The previously introduced multi-layer relationships can influence how an attack can affect a sys-
tem. Attackers can abuse those relationships to reach their goals, enabling them to compromise
the security of computer systems. However, as we show in this thesis, multi-layer relation-
ships also allow us to extend the detection capabilities of Anomaly Detection Systems (ADSs),
increasing the security of monitored systems.

This chapter provides an analysis of how attacks affect the security of a system by using the
three logical layers introduced in Section 2.2.1. Our investigation provides an answer to Research
Question (RQ)1.2 Which relationships and types of dependencies exist in networks? Under-
standing how attacks affect a system is important, because operators need to choose proper
mitigation and prevention techniques. In particular, an attack can influence multiple layers at
once due to multi-layer relationships. Setting events from multiple sources and layers into the
context of each other makes it easier to identify attacks [8], [81]. It further allows to identify
states where the behavior on one layer is inconsistent with the associated behavior on another.
This motivates the main objective of the thesis to make systems more secure by monitoring
multi-layer relationships.

Understanding the properties and effects of an attack requires a detailed analysis covering all log-
ical layers. This section analyzes various attacks in cyber-physical environments and effects due
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to multi-layer relationships. This provides insights into how multi-layer relationships influence
the security of an environment.

4.1 MOTIVATION

The collaboration between devices in the Internet of Things (ToT) allows the implementa-
tion of complex physical procedures by coordinating device activity, particularly on the cyber-
physical layer [82]. The same holds true for other types of Cyber-Physical System (CPS), such
as Industrial Control System (ICS). Adversaries can exploit relationships between system com-
ponents to indirectly attack or interrupt a system. Understanding the threats and how attacks
can affect a system is crucial to select suitable mechanisms to protect against them.

Security taxonomies allow a consistent labeling of attacks and threats. A consistent classification
helps to understand and address similar attacks. Threat classifications are often non-intuitive.
Existing taxonomies typically classify attacks by the methods used by an attacker and the goals
it has instead of the effect an attack has on a system. While adversaries can use the same
methods to attack different parts of a system, operators are also interested in understanding the
effects of an attack on their system. Security taxonomies for traditional computer systems miss
cyber-physical aspects. This creates a need for a taxonomy that classifies attacks based on the
effects they have on a system.

This chapter introduces an extensible threat tazonomy based on the effects that an attack has
on a system. The taxonomy uses two fundamental building blocks. The first building block is
the attacked logical layer of the system (Section 2.2.1). Additionally, we use the fundamental
security goals on each logical layer as a secondary building block. The resulting taxonomy
enables the classification and comparison of attacks by their effects on a system’s security.

Fundamental security goals are availability, confidentiality, authenticity, accountability, integrity,
and access control [83]—[86]. Every security goal can be violated on each logical layer. Attacks are
typically only carried out on a single layer [46] and aim at specific security goals. However, the
effects of a successful attack can have an impact on other security goals on the other layers as well.
For example, if an adversary can manipulate network packets, this can influence the decision-
making of application-layer processes. The skills and knowledge of adversaries determine how
likely attacks succeed [87], [88].

Operators need to classify threats and the effects of successful attacks on other system compo-
nents in order to understand risks and prioritize attack prevention and mitigation strategies.
Our proposed taxonomy differs from existing ones which primarily focus on techniques and goals
of adversaries, such as Common Weakness Enumeration (CWE) [89], Common Vulnerability and
Expsoures (CVE) [90] or Common Attack Pattern Enumeration and Classification (CAPEC)-
IDs [91], [92]. Instead, it focuses on the impact of attacks on the security of a system.
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4.2 RELATED WORK

Diverse taxonomies to classify threats exist. Multi-layer taxonomies typically focus on CPSs
and the IoT. A common approach is to split the domain into the three layers of our logical
structure and group threats by the attacked layer [46], [47], [93], [94].

Andrea et al. [46] split the architecture into a perception/physical, network, and application
layer. The authors group the attacks into the layers in which the attack occurs. The paper
introduces the class of encryption attacks that aim to break the confidentiality of information.
Encryption attacks are independent of the targeted layer. The introduction of a new attack class
that is not in line with the layered architecture indicates that the functionality of the different
layers is insufficient for a complete threat taxonomy. Rizvi et al. [47] combine IoT layers,
threat vector, trust, and compliance into their approach. The purpose of each category varies
strongly, making it hard to use. Further, since threats can be assigned to multiple classes, the
classification is ambiguous. This makes it difficult to provide a distinct overview of IoT threats
and to compare attacks. Our taxonomy solves this problem by providing a unified hierarchy for
each layer.

The authors of [94], [95] provide a general overview of IoT security. In addition to the confi-
dentiality, integrity, and availability security goals, they discuss general issues for the IoT like
the heterogeneity of devices on the cyber-physical layer. Such issues also are relevant in the
environments considered in this thesis in which heterogenous devices collaborate.

Mitrokotsa et al. [93] considers attacks on Radio Frequency Identification (RFID) systems, a
subset of the IoT [40]. Teixeira et al. [88] provide an overview of attack models on CPSs.
The authors define an attack space for networked systems and classify attacks depending on an
attacker’s system knowledge and the available resources. A holistic overview of IoT security is
given in [96], [97]. While these publications also combine layers and security goals, they consider
security goals that are not standardized.

Ronen et al. [98] categorize threats by the type of device utilization and functionality, i.e.,
reducing, misusing, or extending it to the adversary’s benefit. The presented classification
misses the effects of attacks on IoT systems.

A variety of surveys focus on different aspects of IoT security. Ammar et al. [99] focus on
the security of IoT frameworks like Azure IoT or AWS IoT. The authors analyze the security
goals of authenticity, access control, and confidentiality. Yang et al. [100] explore different
authentication schemes for the middleware layer. The survey conducted in [101] solely focuses
on trust in the IoT. It defines specific categories to assess and evaluate trust in different ToT
frameworks. Stellios et al. [87] investigate attacker types and threats to critical infrastructures
and services. The authors classify characteristics of adversaries with regard to their access
and capabilities. They provide a threat assessment regarding risk, affected layers, and required
attacker capabilities on networked systems. The lack of security goals prevents assessing how
the security of an attacked system is affected.
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A taxonomy created for threats on the web ecosystem [102] uses security goals for fine granular
classification of attacks. Developed for the web, it is missing the cyber-physical aspect of the IoT.
Rocchetto et al. [103] introduce a taxonomy for attacker models for CPSs. The presented work
analyzes how types of attacks on CPSs affect an adversaries actions.

The presented works do not aim to compare attacks based on the effects they have on a system.
This makes it hard to compare and classify attacks and solutions. Our proposed taxonomy
covers all logical layers along with commonly used security goals. In particular, it allows to
highlight multi-layer effects on a system. This way, it allows for the categorization of threats

while remaining easy to use.

4.3 COMMON SECURITY GOALS AND ATTACKER TYPES

In addition to the logical layers from Section 2.2.1, we consider fundamental security goals for
our taxonomy. In this section, we introduce those goals and discuss how attacker capabilities
influence the likelihood of a successful attack.

4.3.1 SECURITY GOALS

The security of a system can be assessed by analyzing by using common security goals. We
define our security goals as the following: [83]-[86]

Availability: A system is called available when it can assure that information and com-
munication functionalities are always available when expected.

Accountability: A system is called accountable if it removes the option of plausible

deniability for actions.

Authenticity: An authentic system assures that all entities are credible and trustworthy.
Authenticity can be verified by using an identity and other characteristics of entities.

Integrity: Integrity assures that information is not accidentally or maliciously altered

without notice.

Confidentiality: Information is confidential when it is only disclosed to entities and

processes with permission.

Access Control: Access control ensures that only authorized entities can access protected

resources.

To ensure the security of a system, every security goal on all three layers needs to be fulfilled.
Adversaries typically aim at specific security goals to achieve their objectives. Operators, there-
fore, have to prioritize and implement corresponding mechanisms to ensure all of their prioritized
security goals are met, depending on the environment. The different tasks and limitations of
each layer’s components limit the choice of operators in the available mechanisms to achieve
security goals [104]. For example, sensors on the cyber-physical layers have limited comput-
ing resources [49]. The limited computation power affects the cryptographic mechanisms that

operators can choose to protect the integrity of measured values.
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4.3.2 ATTACKER PROPERTIES

An attacker’s properties influence the likelihood of a successful attack. Adversaries have capa-
bilities and knowledge of an attacked system. Capabilities can be measured by (1) the level of
access, and (2) available resources [87].

We distinguish between access levels physical access and remote access. Depending on the level
of access, the adversary can execute different attacks. An example is the power consumption
monitoring for executing a Side Channel (SC) attack [105]. An attacker can have a global or
partial view of a system. For example, a compromised Programmable Logic Controller (PLC) in
the structure presented in Figure 2.2 may give it access to the connected sensors and actuators
but does not provide information about other PLCs in the network.

Additionally, the success of an attack depends on the available resources of an attacker [88].
The available resources determine how much time an adversary has and which tools it can use.
Crafting sophisticated attacks requires more resources than simple attacks like replay attacks.

An attacker with more resources is more likely to succeed.

Attacks can be categorized as passive or active. In passive attacks, attackers only observe the
system and do not influence the targeted entity. For example, an attacker can apply cryptanalysis
on observed network packets to extract their contents. An active attack influences the targeted
system [106]. Active attackers can manipulate, inject, or drop information.

Depending on the attack, an adversary needs a minimum level of knowledge about a system.
This includes knowledge about used protocols, devices, and device resources. Insider knowledge
facilitates targeting specific parts of a system. Without knowledge of a system, an adversary
can only perform basic attacks like cutting cables, damaging devices, or replaying messages.
Basic system knowledge, e. g. insights on protocols, enables targeting specific components and
vulnerabilities. Advanced knowledge, e.g. known communication patterns, enables developing
and executing highly sophisticated attacks that are specifically adapted towards a targeted
environment and allow it to hide its activity.

4.4 A TAXONOMY FOR ATTACK CLASSIFICATION

We use the previously introduced building blocks to create our taxonomy for classifying attacks.
The taxonomy categorizes an attack by

o targeted logical layer,

o affected security goals on other layers,
o required attacker knowledge, and

o required attacker capabilities.

Our taxonomy allows further sub-categorizing attacks according to each layer’s violated security
goals. This distinction makes it possible to accurately describe attacks affect the security of
a system. Our approach allows comparing attacks regarding violated goals and difficulty of
execution regarding attacker prerequisites and how they affect a system. Using the violated
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security goals on each logical layer, comparing attacks, and prioritizing mitigation strategies is
possible.

Our approach can also be used to assess which security goals are ensured by different proto-
cols and frameworks. The layers and security goals imply which goals are protected. This can
facilitate the creation of an overview of the state of a system’s security and enables the identifi-
cation of shortcomings of existing solutions. It also allows operators to identify gaps in currently
implemented mechanisms.

We use a two-part scheme to highlight the affected security goals in the taxonomy. The first part
of the scheme uses the targeted layer. The second part uses the previously introduced security
goals. The following section introduces this naming scheme in detail.

4.4.1 NAMING SCHEME

Our naming scheme combines the targeted layer and affected security goals to capture the effect
of attacks. For a better readability we use abbreviations of the affected parts. The target layer
identifies which layer is affected by the attack:

e CP: Cyber-Physical
e« NET: Network
o APP: Application

Attacks can affect security goals on multiple layers. However, they typically target only one
layer. We use our naming scheme to capture how an attack affects a system. Since we want
to identify how an attack affects the overall system, this part of our naming scheme captures
which of the logical layers it affects.

The second used characteristic in the identifier is the security goal:
e AVAIL: availability
e AUTH: authenticity
e ACC: accountability
o INT: integrity
o CONTF: confidentiality
e ACL: access control

Each identifier has two parts. The first part is a prefix that defines the affected layer. The
second part is a suffix defining the security on this layer. Thus, each identifier has the structure
of <layer>.<security goal>. In the following, we exemplify the construction of identifiers for
the CP layer.

We use the CP.AVAIL class to denote attacks that target the security goal “availability” in
the CP layer. This category includes attacks that render devices on the CP layer unavailable.
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Examples are physical tampering and destruction of sensors or the interference of signals used
for data transmission.

Attacks targeting the security goal “authenticity” are classified with the AUTH suffix. An
example of an attack on the authenticity of the cyber-physical layer is RFID cloning [93]. Attacks
that affect this security are denoted by CP.AUTH.

Threats that target a layer’s “accountability” security goal are classified in the ACC category.
This class includes attacks enabling adversaries to issue commands to devices on the cyber-
physical layer without notice.

The INT category classifies attacks on the “integrity” security goal. An example for an attack
in CP.INT is the manipulation of a sensor’s measured values.

The class of CONF is used for attacks on the “confidentiality” security goal. This includes
attacks on the cryptography used on the different layers. SC attacks [105] that e.g. analyze
the power consumption of a device to extract secrets are also included in this class. ACL
classifies attacks on the “access control” security goal. This class includes attacks that enable
the unauthorized use of resources.

Following this scheme, the resulting classes for attacks at the cyber-physical layer are CP.AVAIL,
CP.AUTH, CP.ACC, CP.INT, CP.CONF and CP.ACL for the CP layers. The NET and APP
layers have the same sub-classes for attacks on the security goals on these layers with the
respective prefixes.

Attacks violating multiple security goals can be classified using a combination of the categories.
An attack that affects security goals on multiple layers (CP.ACC, CP.INT, CP.AVAIL, APP.INT)
is the covert attack. Covert attacks use a combination of different attacks to succeed. Each used
attack in a covert attack can also be classified independently.

Our approach makes it possible to intuitively assess the primary goal of an attack. The naming
scheme highlights the affected layer, making it easy to assess the attacked part of a system.

4.4.2 ATTACK CLASSIFICATION

In the following, we classify attacks by applying our taxonomy.

ATTACKS ON THE CYBER-PHYSICAL LAYER
Attacks on the cyber-physical layer (CP) target both hardware and software. The distribution
of sensors and actuators in the environment of CPSs facilitates adversary access.

Replay Attacks: In replay attacks [107], an adversary retransmits previously captured
secured signals and poses as the sender (NET.AUTH). Receiving a legitimate signal can
cause a device to change its state. To execute the attack, the adversary does not need
extensive knowledge about the system [88]. Access to devices and the capability to record
and replay a signal are sufficient for this attack. This attack can also target the network
layer by replaying intercepted messages via the network.
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Sleep Deprivation Attack: This attack targets battery-powered devices [46], [108],
[109]. In order to save energy, some devices have a sleep mode. The attacker interacts
with the device to prevent it from entering the sleep mode, causing a targeted device
to drain its battery. This renders the device unavailable (CP.AVAIL). For success, an
adversary needs network access to interact with the node. It also needs knowledge about
the commands it can send to the node to keep it from entering its sleep mode.

Physical tampering: Sensors and actuators can be physically damaged [46]. The adver-
sary’s goal is to render the device and its functionality unusable, which violates the goal
of availability (CP.AVAIL). The attacker does not need any prior knowledge about the
system to succeed.

Jamming Attacks: Various jamming attacks exist [110], [111] that create create physical
interference. In wireless setups, adversaries jam the physical channel between the nodes in
the network to make the communication between devices slow or impossible (CP.AVAIL).
Jamming also affects the availability of the network can be used in the system or ac-
cess to specific devices (NET.AVAIL). To succeed, adversaries need knowledge about the

communication channels and physical proximity to the attacked system.

Covert Attack: Another class of attacks on the CP layer is covert attacks. In this
attack, an adversary manipulates the input and output of devices simultaneously to hide
the effects of its attack [112]. An example is the Stuxnet worm [10]. The adversary needs
extensive knowledge of the attacked system to successfully carry out a covert attack. Since
this attack consists of multiple components, each of the components can be classified on
its own. For example, in Stuxnet, parts of the manipulate the input and output of sensor
readings (CP.INT). Other parts issue commands on behalf of the controller (CP.ACC). The
resulting damage made physical devices unavailable (CP.AVAIL). The manipulation of the
device output also falsified the centralized control and monitoring (APP.INT) Depending
on the goal of the covert attack, it also violates other security goals, which can be additional
categories for this attack. As a result, covert attack can have various effects on the security
of a system. In Stuxnet, those are, i.e. CP.AVAIL, CP.INT, CP.ACC and APP.INT. The
Stuxnet attack caused inconsistent behavior on the logical layers. While the adversaries
instructed devices locally to perform physical actions, the manipulated output caused a
false reporting to the remote monitoring. Our work in Part III of this thesis aims to

identify such inconsistencies.

Side Channel Attacks: Another class of attacks that predominantly targets the CP layer
and devices on the cyber-physical layer due to their limited computing power and level of
exposure are SC attacks. SC attacks extract the cryptographic key material used by the
devices to encrypt and sign their data [105]. By analyzing physical characteristics like the
device’s power consumption during computations, the secret is inferred (APP.CONF) [113].
Depending on the SC, an adversary needs knowledge of the analyzed protocol and physical
access to the device to execute the attack.

Calibration Parameter Tampering: Sensors and actuators are calibrated before they
are deployed. An adversary that does calibration parameter tampering [114] changes
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the devices’ calibration to falsify the measurements. This attack violates the goal of
integrity (CP.INT). Like covert attacks, successful calibration parameter tampering also
affects the application layer’s integrity (APP.INT).

ATTACKS ON THE NETWORK LAYER
Attacks in NET target the transport of information and mechanisms provided by the network
layer. Therefore, this category contains attacks on the routing and addressing of information as
well as attacks on network features.

Sybil Attack: In a Sybil attack, the adversary assumes multiple identities of other
nodes (NET.AUTH) in the network [115]. An attacker uses these identities to influence
the common decision-making of connected nodes in its favor. It needs network access and
knowledge of the decision-making protocols to perform the attack.

Denial of Service: The denial of service attack targets the availability on the network
layer (NET.AVAIL). There are several possibilities to execute this attack. One method is
to flood the network with requests and traffic so the nodes become unresponsive [116]. To
execute the attack, it is sufficient for the adversary to have network access. No further
knowledge about the attacked system is required.

Sinkhole Attack: Another attack is the sinkhole attack [117]. In this attack, an adversary
attracts as much traffic as possible by exploiting the used routing protocol. The adversary
then decides how to proceed with the captured data, e.g. to drop it (NET.AVAIL). For
this type of attack, the attacker needs network access. It also requires knowledge about
the routing protocol used to exploit it. The sinkhole attack can additionally enable an
adversary to manipulate the packets it captures (NET.INT).

Cryptanalysis: When attacking the confidentiality on the network layer (NET.CONF),
an adversary also has various attack vectors. If the attacker knows the used cryptographic
algorithms, it can take different efforts to extract the key through cryptanalysis. If it can
intercept traffic and participate in the exchange of messages, it can also execute one of
various man-in-the-middle (MitM) attacks [118]. There is also the possibility of decrypting
captured traffic by brute-forcing all possible keys.

Command Injection: In command injection attacks, adversaries use the network to
send malicious commands, e.g., to actuators. For this goal, attackers may imperson-
ate the legitimate sender (NET.AUTH, NET.ACC). Physical devices then execute in-
structed commands as instructed and are unavailable for legitimate instructions in this
time frame (CP.AVAIL). An attacker needs access to the network and knowledge about
legitimate commands to succeed.

Event Spoofing: In event spoofing attacks, an attacker impersonates sensors or ac-
tuators (NET.AUTH) and reports wrong events (NET,ACC, NET.INT) to the applica-
tion layer [38]. As a result, the attack affects the application layer decision-making as
it processes falsely reported data (APP.INT). Similarly to covert attacks, this attack can
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cause inconsistencies in reported behavior in the system, and real observed physical activ-
ity.

Event Masquerading: In event masquerading, an attacker removes information about
an occurred event on the CP layer (CP.ACC) on the network layer (NET.INT). Similar
to event spoofing, this also affects the integrity of the decision-making on the application
layer (APP.INT). Further, dropping information from devices affects the availability of
the targeted devices (CP.AVAIL). This attack also creates inconsistency between reported
events and real physical activity, which we aim to identify in Part III of this thesis.

Like the CP layer, the attacker can use other SCs on the NET layer, such as timings, to draw

conclusions on secrets used to encrypt information. However, these attacks are not targeted at

the hardware but the software that runs on devices.

ATTACKS ON THE APPLICATION LAYER

Attacks on the application layer aim at disrupting services that collect and process the data.

Due to the variety of applications, there is no specific attack type for this layer, only a class of

attacks that can be executed.
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Phishing: In phishing attacks [119], an adversary attempts to trick unknowing victims
into giving them confidential information. This allows the adversary to act on behalf of
the victim (APP.AUTH) and execute actions in its name (APP.ACC).

DoS: Similar to NET, an attacker can perform a DoS attack on the application layer to at-
tack single or multiple applications of the IoT and render them unavailable (APP.AVAIL).

Malicious Updates: If an attacker can modify the running application by using malware,
a Trojan horse, or installing a malicious update, the integrity of the application layer is
violated (APP.INT). In order to succeed, the attacker needs access to the network or the
source from which the software is installed. An example of such an attack can be found
in [120].

Cryptanalysis: Like NET, an adversary can also use cryptanalysis to attack the encryp-
tion schemes used by the software running on the application layer (APP.CONF).

Privilege Escalation: When an attacker can achieve privilege escalation, it can ex-
tend its capabilities to use the additional functionality of a system and access informa-
tion (APP.ACL). Extensive knowledge of the software used and its internal functionality
is needed to elevate its privilege.

Process Masquerading: In order to evade the detection on an end-system, an attacker
can masquerade a process (APP.AUTH) on a machine as a benign process [121]. This
way it is challenging for an ADS to identify the malicious process, as it hides its activ-
ity (APP.ACC) on the end host. Further, in case the process masquerades its network
traffic as other benign traffic (NET.AUTH). To successfully execute the attack, an adver-
sary needs remote control over the local process. Further, it needs knowledge about other
running processes and used protocols to masquerade itself. This attack can cause incon-
sistencies between perceived application activity on the application layer and networking
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TABLE 4.1: Classification of attacks using our scheme
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Replay (signal) CP NET.AUTH phys. no
Sleep deprivation CP CP.AVAIL net. basic
Physical tampering ~ CP CP.AVAIL phys. no
Jamming CP CP.AVAIL, NET.AVAIL phys. no
Covert attack CP CPP.ACC, CP.INT, CP.AVAIL, APP.INT net. advanced
SC attack CP APP.CONF phys. advanced
Cal. param. tamp. CP CP.INT, APP.INT phys. advanced
Replay (messages) NET NET.AUTH net. no
Sybil NET NET.AUTH net. advanced
DoS NET NET.AVAIL, CP.AVAIL net. no
Sinkhole NET NET.AVAIL, NET.INT net. advanced
Cryptanalysis NET NET.CONF, APP.CONF net. advanced
Command injection =~ NET NET.AUTH, NET.ACC, CP.AVAIL net. advanced
Event spoofing NET NET.INT, NET.AUTH, NET.ACC, APP.INT net. advanced
Event masquerading NET  CP.AVAIL, CP.ACC, NET.INT, APP.INT net. advanced
Phishing APP APP.AUTH, APP.ACC net. basic
DoS APP APP.AVAIL net. no
Mal. updates APP APP.INT net. advanced
Cryptanalysis APP APP.CONF net. advanced
Priv. escalation APP APP.ACL net. advanced
Proc. masquerading APP APP.AUTH, APP.ACC, NET.AUTH net. basic

activity on the network layer of our logical structure. Part II of this thesis presents an
approach to detect such inconsistent states.

Table 4.1 classifies all discussed attacks. Our list of attacks is not exhaustive. However, it
exemplifies how attacks can be classified and shows their impact on security goals on multiple
layers if carried out successfully. By combining the different layers and the fundamentals of
security, our taxonomy captures how attacks affect systems. If the taxonomy needs to be more
fine-grained, each security goal class can be divided into the needed categories. Classifying new
attacks can already be done using our taxonomy, as these attacks affect the fundamental security

goals.

The introduced naming scheme uses fundamental properties of the cyber-physical logical archi-
tecture and fundamental security goals. By construction, this ensures the versatile applicability
of the naming scheme. More advanced security goals can be considered as a combination of
standard goals in the future.

To validate our naming scheme, we compared the classification of existing taxonomies like [46],
[47]. While our taxonomy results in a similar classification, it has the benefit of highlighting how
attacks affect the functionality of a system. Therefore, our naming scheme gives more structure
to the attack space. This extends existing approaches or standards like CVE- or CAPEC-1Ds
[89], [92] where only numbers are used for classifying vulnerabilities and attack vectors.
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In the remainder of the thesis, we aim to detect attacks by simultaneously monitoring multi-
layer relationships. In particular, we analyze masquerading, event spoofing, event masquerading
and covert attacks. Those attacks can affect multiple layers simultaneously. The methods that
we propose show that setting events from multiple layers into context of each other makes it
more difficult for adversaries to hide their activity and remain undetected.

4.5 KEY RESULTS

We analyzed the attack space in the considered cyber-physical environment. By considering the
violated security across multiple layers, it is possible to understand how an attack can affect
the security of a system. Providing a simple-to-use classification scheme for attacks can help
make CPSs more secure. The presented scheme allows operators to assess how attacks influence
the security of their system. Such a scheme was missing previously, as the existing approaches
typically focus on the techniques and goals of attackers. Our naming scheme is based on the
affected logical layers of the architecture introduced in Section 2.2.1 and the attacked security
properties. Therefore, it is able to classify any attack. By construction, the presented taxonomy
is also extensible to new security goals in the future.
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CHAPTER 5

ASSOCIATING PROCESSES AND PACKETS

Author’s contribution: The contents of this chapter are based on L. Wiistrich, M.
Schacherbauer, M. Budeus, D. F. von Kinfberg, S. Gallenmdiiller, M. Pahl, and G. Carle,
“Network Profiles for Detecting Application-Characteristic Behavior Using Linux eBPF”, in
Proceedings of the 1st Workshop on eBPF and Kernel Extensions, eBPF 2023, New York,
NY, USA, 10 September 2023, ACM, 2023, pp. 8-14. DOI: 10. 1145/ 3609021 . 3609294
The author contributed to the conception of the paper’s research question, analysis, and
methodology. The matcher is the result of two Bachelor’s theses [122], [123] in which the
matching framework was developed and evaluated. The data presented the evaluation were
obtained as part of a Bachelor’s thesis [123]. The presented figures were newly created by
the author. The author was the advisor of both theses. He conceived the research questions,
methodology, and evaluation strategy for both theses and contributed to the analysis and the
evaluation procedure. This thesis contains an extended discussion of possible association

methods, as well as more details on the results of the evaluation.

This chapter focuses on the link between events from the network and application layer of our
logical structure (Section 2.2.1). Collecting data about this link is a prerequisite to analyzing the
multi-layer relationship between application behavior and associated network activity (Research
Question (RQ)2). It is challenging to efficiently associate fully assembled packets to the causing
applications since Operating Systems (OSs) provide the networking functionality. After an
application provides an OS with data, the OS autonomously assembles and sends egress traffic
or disassembles received ingress traffic. This creates a gap between the application and the
networking layer. This chapter presents a framework to efficiently and reliably associate network
traffic to applications, overcoming the gap between the network and application layer. The
proposed method provides an answer to RQ2.1: How can we reliably attribute network activity
to applications?
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CHAPTER 5: ASSOCIATING PROCESSES AND PACKETS

5.1 MOTIVATION

Applications often communicate with remote services using the network [3], [65]. The depen-
dency on remote services creates a relationship between applications and the communication
of an end host. Knowing how applications use the network helps administrators in several
use cases, such as Anomaly Detection (AD) [67], packet filtering [124], or service dependency
detection [3].

To understand an application’s communication behavior, collecting information about how they
use the network is necessary. Applications often consist of multiple processes that occur during
runtime. For example, the Chrome browser often creates multiple separate processes, e.g. for
separate tabs. The methods discussed in the following aim to associate packets with processes
of an application. However, performing this task efficiently and reliably is challenging as OSs
typically provide the networking functionality to local processes. Since OSs autonomously per-
form the networking, it can be difficult to determine which process caused a packet observed at
a Network Interface Card (NIC).

Existing approaches to associate processes and packets yield in a tradeoff between data com-
pleteness and additional device load. They either use polling, logging, specialized tooling, or
heuristic based mechanisms to collect information.

Periodic polling relies on mappings from ports to applications in the OS [3]. By polling e.g.
the /proc-file system, it is possible to identify which process is associated with a specific port.
Packets from and to this port are then associated with the corresponding process. Polling leads
to a tradeoff between additional Central Processing Unit (CPU) load due to a short polling
periodicity and completeness of data to capture short-lived processes [3]. On Unix-based OSs,
it is possible to use logging functionality such as the auditd service. However, using this service
introduces a CPU overhead of up to 40 % when running applications such as Firefox [125]. Tools
like osquery [126] require the installation of additional software that, similar to using auditd,
introduces additional overhead on end-hosts. There is also the possibility to associate packets
and processes based on flow information, e.g. the IP-5-tuple. However, it is impossible to
reliably identify the associated application by analyzing the IP-5-tuple. For example, Firefox and
Chrome browsers typically use the same destination ports for their users’ requests (destination
port 80 for HyperText Transport Protocol (HTTP), destination port 443 for HTTPS). While it
is possible to identify separate processes by using the source port, it impossible identify specific
browsers just by using the IP-5-tuple. A drawback of all the mentioned approaches is their
reliance on Layer 4 (L4) information, such as ports. This makes associating traffic below L4,
such as packets belonging to the Internet Control Message Protocol (ICMP), with processes
impossible. Matching such traffic is necessary to identify applications that use ICMP tunneling
to obfuscate their communication [127].

The extended Berkeley Packet Filter (eBPF) [128] allows to address these issues. eBPF enables
the execution of custom code in addition to the execution of kernel functions. By hooking only
two kernel functions, this approach approach observes all egress traffic of a host. Combined
with ingress matching, this allows a more exhaustive association than polling based mecha-
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nisms. Since OSs execute this additional code in kernel-space, this makes the usage of eBPF
for data collection is more efficient than other methods, that run in user-space, e.g., logging.
In addition to running more efficiently than existing approaches, the presented eBPF-based ap-
proach associates traffic to a process even if it does not have a complete IP-5-tuple, including
packets without L4 information. Finally, since our approach is integrated into the kernel, it is
application agnostic in contrast to specialized software. This makes a reliable and automated
association of packets and processes possible by using eBPF. As a result, our approach removes
the need for manual or heuristic approaches for packet association.

This chapter introduces a framework based on eBPF—called matcher in the following—to asso-
ciate processes and packets on a host. The matcher associates all egress and ingress packets to
their associated process. In our evaluation, we measure the performance impact of the matcher
and outline its advantages over other approaches.

5.2 RELIABLY ASSOCIATING PROCESSES AND PACKETS

Reasoning about the typical network usage of applications requires a reliable association be-
tween processes and network packets. OSs provide access to methods that allow processes to
send and receive data. For example, on Linux systems, applications can use syscalls to send data,
e.g., write, sendmsg. The application provides the data, which needs to be sent as a function
argument. Afterward, the OS constructs the necessary packets and sends them to their desti-
nation. In addition to the packet construction, OSs mange additional mechanisms for relevant
for data transmission. This includes the connection establishment in the Transmission Control
Protocol (TCP) or potentially required name resolution via the Domain Name System (DNS).
Since OSs autonomously handle all network requests from and to applications, it is difficult to
attribute a packet to a process. This section presents existing methods to attribute network
traffic to processes.

In general, the methods for the association of packets to processes should fulfill five properties:
1. The method should be able to observe all packets from and to a host.
2. The method should attribute all packets that have an associated process.

3. The association should be fast to not affect the user experience and allow quick responses
from administrators. However, while being fast, the data collection should impose little
computational overhead to avoid affecting monitored processes and other applications.

4. The attribution should be accurate to provide ground truth and allow correct reasoning
about application behavior. In particular, it should be able to distinguish between indi-
vidual processes and not be limited to detecting classes of applications, such as browsers.

5. The method should be easy to implement and generally compatible with all processes,
removing the necessity to alter the code of analyzed applications.

In the following we introduce and discuss existing data collection methods in the context of
these properties.
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METHODS TO ASSOCIATE PACKETS AND PROCESSES

Attributing packets to processes has been part of several studies in efforts to support adminis-
trators in various tasks. The approaches can be classified into four categories: polling the OS,
logging, heuristics, or using additional tools.

The first category is frequently polling the OS [3], [67]. Methods using this approach periodically
check the OS to identify which ports are associated with a process. If the method then observes
a packet for or from that port, it uses this association to map the packet to the corresponding
process. In Linux, the /proc file system holds information about processes [129], including their
associated port for communication. Using information from /proc allows to attribute observed
packets from and to this port to processes. While it is easy to implement, polling the OS has
several drawbacks. First, polling causes a constant load on the system, regardless of the network
activity. Since polling is independent of networking activity, it has to occur constantly. Each
poll causes additional overhead at the OS to collect and deliver the information to the requesting
program. Polling the OS does not ensure a complete information collection. Short-lived processes
that start and stop between the polling interval go by unnoticed [3]. Therefore, adopters of this
approach face a tradeoff between CPU overhead and potential data incompleteness. While
a shorter polling interval reduces the likelihood of missing a process, it increases the CPU
overhead due to the increased polling rate. Longer polling intervals reduce the overhead for
obtaining information but make it more likely to miss short-lived processes. Since polling takes
place regardless of ongoing network communication, polling-based approaches create constant
overhead on monitored end-hosts.

The second approach is to integrate OS logging tools, such as the auditd tool or ftrace [125],
[130]. These methods create a log entry whenever a selected syscall is executed. The log entry
includes information about the process that used the syscall. From these logs, it is possible to
attribute network activity to applications. However, associating a packet to a process during
runtime requires sophisticated post-processing methods that process logs. This can cause un-
necessary overhead for use cases that require real-time decisions, such as Intrusion Detection
Systems (IDSs). Implementing a logging approach is similarly easy to implement as OS-polling.
Contrary to polling, logging ensures the completeness of the collected data. This means logging
observes the activity of all processes, including short-lived ones. Further, logging only happens
when an application uses one of the monitored syscalls. Thus, in contrast to polling-based
approaches, logging overhead only occurs on demand. However, logging-based approaches also
have drawbacks. The additional logging activity causes a considerable amount of additional
overhead for each monitored syscall. Related work reports that using auditd causes a 40 %
CPU overhead for executing the Firefox browser [130]. To ensure a complete data collection, it
is necessary to log the execution of many syscalls. Not all of these syscalls are exclusively used
for networking purposes, such as write. Therefore, this approach leads to CPU-overhead even
for applications that do not use networking functionality but use one of the monitored syscalls.
By mixing networking and non-networking-related entries, post-processing applications need to
identify the relevant log entries for their analysis.
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Another approach to associate processes and packets is to use heuristics. The Internet Assigned
Numbers Authority (IANA) [131] standardizes well-known ports, i. e., assigns protocols to them,
such as HyperText Transport Protocol Secure (HTTPS) to port 443. Using this knowledge, it is
possible to reason about the applications that use specific well-known ports in their communica-
tion. The method looks at the IP-5-tuple, particularly the well-known port used to identify an
application. Observing all packets from and to a host allows for complete data collection. While
the method can observe all network activity, it cannot associate packets without a well-known
port or packets that do not use ports at all, e.g. ICMP packets, to a process. An example
for a data stream without well-known ports is the data transfer in FTP passive mode [132].
Contrary to OS-polling and logging, this approach does not have to be locally implemented
on the monitored end-host but can be performed by a remote entity. If implemented on the
end host, a simple packet capture is sufficient and does not impose significant computational
overhead. This approach allows for the complete collection of data on all network activities,
similar to logging, and is easy to implement. While using heuristics to associate packets to
processes causes low overhead, it also has disadvantages. The first disadvantage is a missing
ground truth. While making assumptions about processes by looking at ports and protocols is
possible, it does not yield a reliable association. For example, it is possible that applications
wrongfully misuse well-known ports for other purposes and are, therefore, wrongfully classified.
Further, it is impossible to distinguish applications that use the same well-known ports and
protocols. For example, if multiple browsers are active at the same time, it is impossible to
distinguish them by only using the IP-5-tuple.

It is also possible to use specialized tools to collect the desired information. Software like
osquery [126] leverages one or multiple of the above-described methods or similar to collect
information about the OS. Specialized tools have the advantage to allow a complete data
collection tailored for specific purposes. Due to their specialization, they can efficiently collect
data without creating additional overhead, such as the logging approach. A drawback of this
approach is that it requires installing additional software on the host that it monitors. The
software also needs to be tailored towards the requirements of the post-processing applications.
After installation, the software must run on top of the usual software stack, causing constant
overhead. The additional overhead for the association depends on the used association method
for the data collection.

Finally, there is Linux eBPF [128]. eBPF is a technology allows the execution of additional
custom code along with the execution of a kernel function. There are numerous kernel functions
can be hooked. The selection appropriate kernel function is necessary in order to avoid affecting
networking-unrelated operations while capturing all relevant events. The possibility of hooking
kernel functions allows more fine-grained access to information than other approaches. We
discuss the criteria of selecting appropriate kernel functions in Section 5.4.1. Depending on
the selected kernel functions, it is possible to enable complete data collection and associate all
traffic with a process. The complexity of the additional eBPF code determines the computational
overhead. However, since eBPF executes the code in kernel-space, its execution is more efficient
as it does not require a context switch to the user-space. Further, by only executing additional
code along with specific kernel functions, this overhead only occurs on demand. A drawback
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TABLE 5.1: Comparison of methods to associate processes and packets
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Heuristics ++ ++ ++ —— —— Traffic Causality Graphs [11]
Tools —— ++ — ++ ++ osquery [126]
eBPF — 4+ + ++ ++ Hubble [70], Tetragon [71], Falco [133], Opensnitch [124]

of using eBPF is that it requires an extensive analysis of the kernel to identify relevant kernel
functions. Further, depending on the goals, it involves the creation of complex code to efficiently
collect the desired information.

Table 5.1 summarizes the methods and highlights the properties of each approach. The table
shows that eBPF has advantages over other approaches. Thus, we use eBPF to develop our

framework to associate packets and processes in Section 5.4.

5.3 RELATED WORK

This section discusses how other applications use the previously introduced methods to associate
packets and processes.

Polling: Haas et al. [67] extended the Zeek [68] Network Intrusion Detection System (NIDS)
by combining process and network flow information. zeek-osquery relies on osquery [126].
Nowadays, osquery supports collection of information via eBPF; back then, osquery relied on
polling /proc for information collection. The evaluation shows that the extension improves
Zeek’s classification accuracy. The paper does not report on the overhead induced by osquery.
“nethogs” [134] and “netstat” [135] are tools to identify processes using network resources. They
periodically poll /proc to identify Process-IDs (PIDs) and related sockets. nethogs matches
packets to the PID via the IP-5-tuple. It, therefore, cannot match traffic that does not use L4.
Popa et al. [3] use packet-process associations to identify service dependencies. With a period
of 5s, their software queries the OS’s connection table to match PIDs to sockets, correlating
processes and packets using the 5-tuple. Due to the chosen period, the approach cannot asso-
ciate processes that occur in between polling intervals.

Logging: Ma et al. [125], [130] present methods to analyze logs based on the Linux Audit
System. Their work identifies causal relations between syscalls and packets that belong to asso-
ciated applications. The proposed methods reduce the CPU overhead due to logging from 40 %
to 15 %.

Heuristics: Network traffic analysis has been used to identify characteristic process behavior.
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BLINC [9] uses network flow information to identify applications. Asai et al. [11] analyze net-
work flows to identify causal relations between them and profile applications. The approach
uses the IP-5-tuple to aggregate packets into flows. Dai et al. [65] profile Android apps based on
fingerprints of network flows, detecting characteristic network behavior that uniquely identifies
and distinguishes apps.

eBPF': Falco [133] allows monitoring syscalls on end hosts and containers, collecting information
from multiple sources. However, Falco does not provide access to the syscalls we identified for
our collection of information. Cilium aims at analyzing and securing the network connectivity of
Linux containers via eBPF. Cilium Hubble [70] and Tetragon [71] additionally allow associating
activity to specific containers. While these tools utilize eBPF to monitor containers, they do
not assign packets to applications running natively on the host. OpenSnitch [124] uses eBPF to
associate packets to processes and enable process-based packet filtering decisions. OpenSnitch
probes the iptunnel_xmit, udp_sendmsg, udpv6_sendmsg, and TCP their counterparts. Pack-
ets for which the kernel uses alternative functions, such as the ICMP packets used by the ping
utility, go unnoticed and will not be considered for further analysis. This shows that it is crucial
to identify the suitable kernel functions to observe all traffic.

Most related work identifies applications from network traffic or associate packets to processes
to monitor dependencies or resource usage. This differs from our application in Chapter 6, which
characterizes typical process behavior.

5.4 PACKET ASSOCIATION VIA EBPF

This section presents how it is possible to associate processes and packets using eBPF. It first
presents our assessment and our consideration for choosing relevant kernel functions to hook in
Section 5.4.1. We then detail the general approach to collect information in Section 5.4.2. Sec-
tions 5.4.3, 5.4.4, and 5.4.5 present our approach to use the collected information for establishing
the link between packets and processes.

5.4.1 PRrROBED KERNEL FUNCTIONS

There are a variety of kernel functions that are involved in constructing and deconstructing
packets [136]. For each layer of the network stack there exist kernel functions to add or remove
packet headers, e.g. TCP and User Datagram Protocol (UDP) headers on L4, Internet Protocol
(IP) on L3, and a frame header on L2. The kernel is also responsible for performing operational
tasks, such as establishing a TCP connection via the 3-way handshake before an application can
send data. To ensure data completeness, all egress and ingress traffic to applications must be
associated with a process. This includes traffic on L2 and operational traffic by the kernel, such
as Address Resolution Protocol (ARP).

Choosing the appropriate kernel functions is a tradeoff between the number of observed functions
and parsing overhead. By hooking functions on higher layers, e.g. L3 and L4, fewer headers
need to be parsed to extract information. However, this has the disadvantage that it requires
more kernel functions to ensure data completeness than the relevant kernel functions on the
lower layers. For example, capturing all egress packets belonging to a TCP stream requires
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observing two kernel functions. The first function is needed to monitor the 3-way handshake,
and the second function to monitor the egress of the application data. Solutions which only
monitor higher layers via kprobes miss packets belonging to such operations. This leads to
many kernel functions that need to be observed to guarantee a complete data collection. If the
system monitors kernel functions on multiple layers of the TCP/IP stack, it is possible to create
duplicate entries for the same packet. For example, hooking tcp_v4_connect for an outgoing
TCP handshake, and also __ip_queue_xmit on the network layer to capture ICMP messages,
the TCP message would be logged twice.

Another issue when hooking functions on higher layers is an uncertainty that a constructed
packet is passed to a NIC for transmission. The packet construction may fail at one of the lower
layers, in which case it is not emitted but logged as network activity of the responsible appli-
cation. To ensure that only emitted packets are used for the association, it requires additional
data structures that retain constructed packets and verify they were emitted by the NIC.

Hooking kernel functions closer to a NIC imposes more parsing overhead to extract information.
Since the kernel has added all headers to the packet before handing it over to the NIC, it is
necessary to parse all headers for information extraction. Since structured information can be
parsed efficiently, our approach observes kernel functions on the data link layer. This approach
also allows collecting information about low-layer protocols such as ICMP without additional
overhead.

We identified two kernel functions on the data link layer. The first function is __dev_queue_xmit,
the second function is __dev_direct_xmit. These are involved in constructing all egress traffic
of a host. It also prevents duplicates due to redundancy in postprocessing applications.

The kernel usually calls the __dev_queue_xmit function to send packets. This call queues
a constructed packet in the gdisc to send it via the NIC [136]. Linux 3.14 introduced the
PACKET_QDISC_BYPASS flag [137]. The kernel uses the function __dev_direct_xmit to provide
the packet to the NIC. This flag allows to bypass the qdisc and causes an immediate sending.
Setting this flag introduces the risk of packet loss if the NIC’s capacities to send packets are
at their limit [137]. By probing these two functions, observing all fully assembled packets
before they are passed to the NIC is possible. Matching ingress traffic is more challenging than
matching egress traffic. After receiving a packet at the NIC, information about the associated
process is not immediately available. We, therefore, do not use eBPF to match incoming traffic
but use matching strategies based on the packet information. We describe those strategies
in Section 5.4.3.

5.4.2 DAtA COLLECTION
Our framework to associate packets and frames relies on two sources of information shown by

the dotted lines in Figure 5.1.

The first source are the two previously discussed kernel functions probed by eBPF, providing
information about egress traffic. Both functions have an skb as argument. The skb is a data
structure in the kernel that references all information of a packet, including metadata [138]. We
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FIGURE 5.1: Architecture of the matcher (in the dotted box) and profiler. The general architecture of the matcher
and its integration into the OS. The matcher collects information about egress traffic using eBPF at the two
kernel functions. Data collection about ingress traffic happens via a raw socket that observes all traffic at a NIC.
After the data collection, the matcher associates packets with processes using one of the matching strategies.
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analyze this skb and instrument the Berkeley Packet Filter (BPF) to collect meta information
in a struct xmit_event. This information includes a timestamp ts, the PID, the TGID, length,
copied_len, and the data of the frame. We resolve the PID and Thread Group ID (TGID) to

a process name via /proc.

The second source of information is a raw socket, serving as a network sniffer. This sniffer
observes all ingress and egress traffic of the end-host interfaces. Efficiently extracting PID
information via the kernel for ingress traffic is challenging since it is not inherently clear which
process reads the memory. Thus, we analyze the properties of ingress traffic and match it to
outgoing traffic via a set of strategies. Section 5.4.3 describes the strategies. Using those two
sources of information allows for associating all ingress and egress traffic on a host.

5.4.3 STRATEGIES FOR TRAFFIC MATCHING

Egress: The information in the xmit_event extracted from the probed kernel functions includes
the packet’s content and the associated PID and TGID. This allows to directly associate all
egress traffic to a process.

Ingress: We use multiple “indirect matching” techniques to associate ingress packets to PIDs.
We assume that all ingress communication addressing a process on a host has at least one asso-
ciated egress packet. Due to the typical command-response communication in the environments
we consider in this thesis (Chapter 2), this assumption is reasonable. This assumption allows
to use heuristics to match ingress traffic to previous matchings that were established by us-
ing eBPF. A limitation of this approach is that it cannot match ingress traffic to a process that
does not have any egress traffic. After receiving a packet the PID of the program that processes
its payload is unknown. One strategy is to use the information of the IP-5-tuple to match all
packets of a flow to the same PID. In an enhanced version of this strategy for TCP, it is possible
to use the sequence and acknowledgment numbers in the TCP header to associate packets. If
a previously outgoing TCP segment of the same flow has the matching sequence number and
length for a newly received acknowledgment, it is matched to the PID of the outgoing frame.

We also want to associate packets below L4 to a PID. Such packets lack layer 4 information, such
as port numbers and a transport layer protocol. Thus, flow-based matching for such packets is
impossible. Examples of such traffic are ICMP messages. Processing this traffic requires other
matching strategies. We use two strategies to associate ICMP messages to PIDs.

The first strategy aims at matching ICMP error messages. Some ICMP error messages contain
parts of the packet that caused the error message [139]. We compare the partial packet in the
payload to recent egress packets. If the packet header is identical to a recent egress packet,
we match the ICMP error to the corresponding process. Amongst others, this allows to match
traffic of utilities such as traceroute.

The second matching strategy enables associating ICMP(v6) echo requests and replies to a
process. Every ICMP(v6) echo request has a unique ID and sequence number [139]. Thus, we
parse the header of ICMP(v6) echo replies and associate the packet to the PID of the belonging
echo request or vice versa. This enables us to match traffic from utilities like ping.
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Not all packets have have an associated process. Examples are broadcasted packets destined
for other hosts in a network, such as discover messages in the Dynamic Host Configuration
Protocol (DHCP)v4 [140].

The indirect matching introduces the need for additional memory and matching architecture to
correlate ingress to egress traffic. This can increase the CPU and memory load of our approach.
We investigate these effects in the evaluation.

5.4.4 SUPPORTING DATA STRUCTURES

We correlate the data from eBPF-hooked kernel functions and the packet sniffer to associate
packets and processes. The matching framework uses two data structures in the user space to
process the gathered data efficiently. These are a traffic history and a packet buffer.

The traffic history contains all recently matched packets and PIDs as events. There are two op-
tions to generate such an event. The first option is to use the information collected in xmit_event
via eBPF for egress traffic. The second option is the result of an indirect matching strategy for
ingress traffic. Egress traffic with a PID # 0 is added to the traffic history and logged immedi-
ately. Some packets have PID 0. Examples are ARP and TCP handshake packets. The process
with PID 0 is a special process in Linux [141]. For simplicity, we assume that a matching to
the process with PID 0 is an association with the kernel. We try to match egress traffic with
PID 0 in indirect matching to reduce false matching to the kernel. For example, while the TCP
handshake is handled by the kernel, its packets belong to the following flow that contains the
actual data provided by the process. To avoid filling up the memory, the traffic history only con-
tains recent matchings of the last 2s. We limit the traffic history since correlated flows typically
happen within a short time interval [11], we assume the same applies to packets. This value can
be adjusted in our framework. Increasing the traffic history leads to an increased memory usage
at a higher throughput as the matcher retains information longer in memory.

We use the packet buffer as data source for the indirect matching for ingress packets and PID 0
packets. Therefore, the packet buffer contains all recent and unmatched ingress packets. Similar
to the traffic history, we keep packets in the packet buffer for a limited time; in our implemen-
tation 3s.

The sources for the indirect matching are the traffic history, kernel events with PID 0, and the
packet buffer. To match ingress and PID 0 events to egress traffic, we compare the packets in
the packet buffer to the traffic history. If our matcher associates a packet from the packet buffer
with a PID, it removes it from the packet buffer. If the indirect matching does not succeed
after 3, the maximum lifetime of the packet buffer, previous PID 0 matchings are considered
valid. We assume packets without matching within the 3s do not have an associated process.
By limiting the time to 3 s, we limit the memory consumption during runtime. Figure 5.1 shows
the architecture of the matcher.

5.4.5 MATCHER ARCHITECTURE

This section describes how to implement our approach to efficiently and reliably associate packets
and processes. After a process uses a syscall to send a packet, the kernel assembles it using vari-
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ous kernel functions. At the end of the packet assembly, the kernel calls either dev_queue_xmit
or dev_direct_xmit to send out fully assembled packets. We instrument eBPF to extract the
information about the packet and PID by parsing the skb provided to the kernel function.
These events are then stored in an “unmatched events” buffer (left side of Figure 5.1). The
matcher then processes these events. If the extracted PID # 0, it is possible to directly identify
the process that caused the construction and sending of the frame. These packets are directly
matched, and the result is added to the traffic history. The traffic history contains recently
matched events and is used for indirect matching. If the PID = 0, we assume that the kernel is
responsible for this packet. Events initially associated with PID 0 are also enqueued for indirect
matching to match later more fitting events. Indirect matching uses associations in the traffic
history to associate ingress packets to a process. It uses an open raw socket to receive those
packets. Therefore, the indirect matching uses one of the strategies described in Section 5.4.3.
The matcher keeps the association to the kernel if it does not identify a more fitting process
for a packet associated with PID 0. Ingress packets that cannot be matched do not receive
an associated process. This can be, e.g., in the case of broadcasted packets in the network.
The associations between packets and processes are also stored as output for postprocessing

applications.

5.5 EVALUATION

We conducted several experiments to evaluate if the proposed matcher fulfills the previously
introduced requirements for packet-process associations. We use the pos framework [142] for
automated and reproducible experiments. The framework was implemented in Python [122]
and Rust [123]. The evaluation from both implementations show similar trends. However, due
to the Global Interpreter Lock (GIL) and Python being an interpreted language, the Pyton
implementation is slower than Rust. Thus, the results obtained in the same experiments with
the Python implementation of the framework are several magnitudes slower. The following
evaluation presents results from the implementation using Rust [143]. The Rust-based imple-
mentation uses redbpf [144] to instrument eBPF to hook the selected kernel functions. Both
implementations only probe the __dev_queue_xmit function. For all experiments, the measure-
ment setup consists of two directly connected hosts. Both hosts have an Intel Xeon D-1518
CPU, 32GB RAM and runs Debian Bullseye (kernel v5.10.0-8-amd64). We first evaluate how
the usage of the framework affects the operation of the monitored end host. We then evaluate
the accuracy and completeness of the collected data.

RESOURCE OVERHEAD

We first evaluate the limits of the matcher at higher throughput rates. We use the trafgen tool
to generate traffic at different speeds. During the traffic generation, we measure the CPU and
memory usage in intervals of 5s on the host. Each experiment has a 280 s duration.

The CPU overhead only depends on the throughput and is independent of the packet size. This
is because the framework only processes packet headers and a fixed number of bytes from the
payload. Thus, the packet size does not affect the association process on the CPU. Figure 5.2
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FIGURE 5.2: CPU utilization with a gap of 100 ps inter-frame gap

shows that the CPU usage is independent of the packet size. Matching packets with a size
of 64B (blue) uses roughly the same CPU as matching packets with a size of 1500B (red) at
the same inter-frame gap. On our machine, associating packets at a rate of 10000 packets/s
utilized approximately 140 % CPU, i.e. 1.4 of the host’s cores. The graph also shows that the
CPU usage ranges from 86.7 % to 220 %. This range is also independent of the packet size. A
possible reason for those fluctuations are other running processes on the OS that run during
the experiment execution. We also evaluated if there is a difference in the overhead if packets
belong to the same connection (fixed ports), or different connections (random ports). The figure
shows that the CPU overhead is the same.

To demonstrate that the CPU load depends on the number of packets, we repeated the exper-
iment at lower emission rates and a packet size of 64 B. The results confirm our assumption
that the CPU usage depends on the throughput (Figure 5.3). A 5ms inter-frame gap between
packets causes a CPU of about 13 %. If the inter-frame gap decreases, the packet rate and the
CPU overhead increase. A gap of 2ms leads to a CPU load of about 25% which increases to
38 % at a gap of 1 ms. All of these values are below the 40 % overhead of standard logging-based
approach mentioned in [125], [130].

The memory usage of the matcher depends on packet sizes, throughput, and port variation. The
traffic history and packet buffer data structures cause this relation as they buffer information
for a limited time to enable indirect matching. Constant packet rates and sizes to fixed ports
lead to constant memory consumption during runtime (Figure 5.4). This is because these data
structures retain entries for a predefined maximum time. In this scenario, packets cycle at an
equilibrium that depends on the matching speed. If the matcher does not identify an associated
process in time, it discards the packets after a maximum buffer time. Larger packets at the same
packet rate lead to larger memory usage due to the packet buffer keeping packets for ingress
matching. The traffic history contains more associations and processes if random ports are used.
This increases the memory usage of the framework at the same packet size and speed (solid and
opaque markers in Figure 5.4). Figure 5.4 shows the memory usage at a rate of 10000 packets/s
and a fixed port. When matching packets with a size of 1500B (120 Mbit/s), the matcher
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requires approximately 102 MB RAM. A reduced packet size of 64 B at the same throughput
leads to a memory consumption of 60 MB RAM.
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COMPLETENESS AND ACCURACY

We conducted several experiments to assess the speed and accuracy of the association. We
measure the time to match, i.e. the time it takes on average to associate a packet to a process,
and the general ratio of associated packets to unassociated ones.

The packet size has the highest impact on the time to match. This is expected because packets
are copied from the kernel space to the packet buffer in user space for indirect matching. Larger
packets require a longer time to be copied to the user space. At a throughput of 10 000 packets/s
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the Rust based implementation needs 7ps to associate 64 B packets to processes. This time
increases to 24 ps to associate 1500 B packets to processes. The increased time to match can
induce issues for associating packets and processes at a higher throughput. If the matching
takes too long, packets cannot be matched in time and are wrongfully matched to PID 0 or not
associated at all.

The matcher has a matching rate of 99.7% for up to 10000 packets/s with a size of 64 B. For
1500 B packets, the matching accuracy stays at 99.9 % at 60 Mbit/s. The accuracy drops to
96.3 % at 120 Mbit/s. A matching rate of less than 100 % is realistic. Not all packets that a host
receives have an associated process. Broadcast or multicast messages, such as DHCP, intended
for different hosts, may be received at a NIC, but do not have an associated local process. A
more problematic reason for non-associations in case the indirect matching happens too slow.
However, these cases are less realistic to occur in real life since few applications cause a high
throughput over an extended period of time.

By manual inspection, we assessed the accuracy of the matching. In our inspection, we did not
identify any wrong associations. In our experiment, we observed wrong matchings in case of a
CPU load > 90%. In this case, packets were associated with the matcher’s process. This is
a result of the used redbpf framework and not an issue of the method. We conclude that the
framework fulfills all requirements we elicited in Section 5.2.

5.6 CONTEXT TO MULTI-LAYER RELATIONSHIPS

The approach presented in this chapter shows how it is possible to efficiently collect data that
allows measuring the relationship between the network and application layers of the architecture
introduced in Section 2.2.1. Applications located on the application layer, which communicate
with remote services, rely on the services provided by the network layer, causing events on
this layer. However, OSs typically provide networking functionality to local applications. This
separation of tasks leads to a gap between the two layers. The presented matcher addresses this
gap between the application and network layers and allows to attribute packets to applications.

Existing approaches to overcome the gap between our architecture’s network and application
layers have limitations, such as incomplete data collection or a significant overhead. Our matcher
overcomes these limitations to collect information about the network activity of individual
processes. As a result, it is an essential tool that allows to measure the association between
events on the application layer and events on the network layer. Based on this data collection, it
is possible to analyze the multi-layer relationship between network and application layer events.
This in turn allows to identify inconsistent behavior of devices on those layers. We present one
method for such an analysis in Chapter 6.
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5.7 KEY RESULTS

The association between packets and frames is challenging since OSs autonomously manage
network activity for applications. Existing methods create significant computational overhead
on the end host for non-networking activity or are incomplete. This chapter introduces a method
to associate packets and processes by leveraging eBPF. In contrast to existing approaches, the
usage of eBPF allows to associate packets to processes that do not use all fields of the IP-5-tuple,
such as ICMP. This extends the capabilities for reasoning about causes of network traffic on a
host to include lower level traffic.

Our evaluation indicates that the approach induces less CPU overhead than other approaches,
such as logging-based methods. The induced memory and CPU overhead association depends
on the throughput, packet size, and number of processes that actively use the network. The
overhead only occurs when processes use the network.

Our approach bridges the user-space kernel gap and enables post-processing applications to
reason about application behavior. The presented framework allows the collection of detailed
information about the network activity of individual processes.
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CHAPTER 6

APPLICATION NETWORK PROFILES

Author’s contribution: The contents of this chapter are mainly based on the sections
on Network Profiles of the publication L. Wiistrich, M. Schacherbauer, M. Budeus, D. F.
von Kinfberg, S. Gallenmiiller, M. Pahl, and G. Carle, “Network Profiles for Detecting
Application-Characteristic Behavior Using Linux eBPF”, in Proceedings of the 1st Work-
shop on eBPF and Kernel Extensions, eBPF 2023, New York, NY, USA, 10 September
2023, ACM, 2023, pp. 8—14. DOI: 10. 1145/ 3609021 . 3609294. The publication results
from various theses in which the author acted as advisor, formulated the research question,
methodology, and evaluation strategy. Parts of the publication are based on the master’s
thesis by Markus Schacherbauer [145] in which the framework for profiling applications was
developed under the author’s guidance. This thesis has an extended description of the pro-

posed framework and a discussion of the advantages and use cases of network application

profiles.

This chapter focuses on the multi-layer relationship between our logical structure’s network and
application layers (Section 2.2.1). It presents a method to analyze the data collected by the
matcher that Chapter 5 introduced, bridging the gap between those two layers. We introduce
network application profiles, which allow us to reason about the link between events on the
network layer and application activity. With this work we answer Research Question (RQ)2.2:
How can we determine typical application behavior and identify deviations? Based on our in-
sights, we use the proposed network application profiles to monitor the previously identified
multi-layer relationship to identify anomalous application behavior. This allows us to detect
process masquerading attacks that cause inconsistent activity on the network and application

layers.
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CHAPTER 6: APPLICATION NETWORK PROFILES

6.1 MOTIVATION

The matcher introduced in Chapter 5 allows to collect detailed information about the network
usage of individual processes. This enables to characterize an application’s communication
behavior. Several reasons can cause an application to use the network [3], [34]. Typical ap-
plication profiles monitor hardware usage, such as memory consumption, function execution
time, or Central Processing Unit (CPU) usage [146]. However, they do not capture information
about communication behavior of software. Our work addresses this shortcoming by introducing
application profiles that focus on their network activity.

A variety of use cases benefit from knowing typical application behavior. For example, it helps
Network Intrusion Detection Systems (NIDSs) [67] to identify malicious flows or to identify which
applications run on a device [65]. Knowledge about network dependencies and characteristic
flows allows to identify applications [9]. Another use case is the identification of root causes of
service outages when an application stops working due to failing remote services, e. g., during

maintenance [3].

This motivates a fine-granular characterization of application behavior. This chapter introduces
application network profiles to capture and characterize application communication behavior.
Since the multifaceted characteristics describe general communication behavior, we combine a
series of techniques to build application network profiles. These profiles can be used afterward
to derive further insights about an application and perform Anomaly Detection (AD).

Our approach helps to highlight changes in typical application behavior, exceeding the capa-
bilities of typical Machine Learning (ML)-based Anomaly Detection Systems (ADSs), often
restricted to binary classification without automatic reasoning for the classification. Network
application profiles allow the identification of attacks in which the application behavior is incon-
sistent with its network behavior. Network application profiles help to detect attacks such as
masquerading attacks which influence application and network layer (Taxonomy, cf. Chapter 4).
Our evaluation shows that even if an attacker masquerades a process and attempts to mimic
typical network traffic emitted by the original application, the introduced traffic interrupts the
typical behavior. Thus, by setting network flows into context with applications, network ap-
plication profiles make it more difficult for adversaries to hide their activity since the behavior
on the application and network layer need to match. Other work has shown that combining

network data with processes also increases the accuracy of ADSs [67].

6.2 FACETS OF APPLICATION COMMUNICATION

There are various aspects that describe the network behavior of a device. Therefore, a variety of
methods exist to capture the characteristics of a host’s communication behavior. We use similar
techniques on a more fine-granular level to formalize the properties of application communica-
tion in application network profiles. We classify those properties into objective and statistical
properties (Table 6.1).
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TABLE 6.1: Relevant features of a network profile

Property Type Related Work
Network protocols Objective  [3], [9], [11], [66], [124]
L4 destination ports Objective  [3], [9], [11], [66], [124]
Associated processes Objective  [147]

Sequences Objective  [11], [65]
Communication partners  Statistic  [34], [65]

Avg. number of flow bytes Statistic ~ [151]

Avg. packet size Statistic  [150]

Avg. flow duration Statistic ~ [66], [150], [151]
Periodicity Statistic  [7], [34]

Objective properties capture factual aspects of communication behavior. Those include used
protocols, ports, and remote services [3], [9], [66]. For example, browsers rely on Domain Name
System (DNS) resolvers to identify the destination Internet Protocol (IP) address of a request
in the HyperText Transport Protocol (HTTP) [11]. Other applications rely on pre-defined end-
points to fetch and process data. This results in a set of common communication partners [3],
[65]. In industrial setups, devices may have static sets of communication partners [36]. Fur-
ther, there are flow sequences due to dependencies such as the relationship between DNS and
HTTP [11]. An application potentially has a set of related processes on the end host running it.
In the previous example, browsers rely on Operating System (OS) services for name resolution,
such as systemd-resolved on Linux. Therefore, applications can have a set of related processes
that occur along with the main application. This process set also characterizes application be-
havior that can be used for malware detection [147]. Similar to sequences of network flows, there
can exist specific interaction patterns between applications. While such patterns are particularly
predictable in fully automated processes, variations of the sequences are common in user-driven
applications.

Statistical properties capture meta-information about communication. Those properties depend
on the environment and usage of an application [148]. Statistical reasoning is necessary since
most traffic is nowadays encrypted making deep packet inspection impossible. Periodicity is a
characteristic property in various scenarios, such as industrial environments [7], [34]. Periodic
behavior also occurs in traditional networks, e.g. due to Network Time Protocol (NTP) [149]
or periodic data fetching. Other statistical properties cover flow characteristics. These occur
either on a packet level, e.g., average packet size [150] or packet size distribution, or on the
flow level [151]. Examples are the average flow length or number of communication partners.
Statistical features also include ratios of traffic properties. Examples of ratios are the ratio
of egress to ingress traffic, or usage of L4 protocols. Such ratios are often scenario-specific;
for instance, the ingress and egress traffic volume ratio is typically asymmetric in client-server
scenarios but more balanced in peer-to-peer scenarios. Since such characteristics highly depend
on the scenario, we exclude them from our network profiles.
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6.3 CREATING NETWORK PROFILES

The previous section introduced relevant properties that define an application’s communication
behavior. Various mechanisms exists to capture individual properties, such as periodicity or
commonly used ports. However, currently there is no technique that captures all properties at
once. Therefore, in order to create network profiles which capture all relevant characteristics,
we combine multiple techniques.

There are several methods to identify each of the relevant properties individually. However,
in order to create an accurate application behavior profile, it is necessary to set individual
characteristics into context of each other. For example, while an application may use both
destination ports 53 and 443, and the User Datagram Protocol (UDP) and the Transmission
Control Protocol (TCP), it is important to register typical combinations of characteristics. While
the combination of UDP and port 53 may be normal behavior, a UDP flow to destination port
443 is unusual. Thus, setting properties into context makes the characterization of application
behavior more accurate than listing valid values of individual properties.

An intuitive approach to identify typical combinations of feature values in large data sets is
the use of ML. ML methods, such as auto encoders and Neural Networks (NNs), can learn
statistical properties in data, including typically co-occurring values to classify observations.
Similar to AD methods (Section 2.4), ML methods have an initial training phase. In this phase,
the models learn patterns and characteristics in a given data set. After the training phase,
the models can classify newly observed data. However, the reason for a classification of ML
methods is often unclear to humans [81]. Thus, the use of such approaches makes it challenging
for humans to understand the causes of a classification during runtime. One of the goals of
network application profiles is to formalize typical behavior, making it possible for network
operators to reason about an application’s behavior. Therefore, our proposed profile creation
and behavior analysis combines methods that infer statistical information while retaining human
interpretability. Since the reasoning of ML methods like NNs are not human interpretable, we
do not use such methods to create network profiles. In the following, we explain the techniques

we use to create network profiles.

6.3.1 CHARACTERISTIC FLOW FEATURES

A fundamental aspect of application communication are typical features of its network flows.
These can be characterized by the typically used L3 addresses, ports, and transport layer pro-
tocols. In addition, the average payload size and flow duration are characteristic features of an
application’s behavior or used higher layer protocols [4]. It is possible to capture information
about commonly used ports and protocols by creating lists and combine them in rules. However,
while rules capture valid feature combinations, they do not contain information about the like-
lihood of their occurrence. As a result, such lists do not help operators to reason how common
an observed characteristic for a flow associated with an application is. One method that allows
to capture and combine multiple features is the Energy-based Flow Classifier (EFC) [66]. The
EFC generates a fully connected and weighted graph for each flow. Each the vertex of the graph
represents an individual characteristic of the flow. The weight of each vertex represents the like-
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lihood of the characteristic. Edges represent the link indicating the combination of individual
characteristics while its weight indicates the likelihood of the combination. By design, a low
weight indicates a high likelihood, while a high weight indicates a rare occurrence, i.e. a low
likelihood. Similar to NNs, EFCs analyze data to derive common occurrences and combinations
of characteristics in an automatic way. However, in contrast to a NN, the weights of the graphs
created by an EFC allows a human interpretable explanation of the classification.

We integrate multiple characteristics we consider important (Table 6.1) into the EFC of each
application’s network profile. Those are the L4 protocol, ports, number of ingress and egress
packets and bytes, and flow duration. Unusual characteristics have a low likelihood and result
in a “high” energy, indicating unusual behavior. Due to the modular design of the graph
and weights in an EFC, it is possible to identify which characteristic is unusual and causes
a high energy. We provide flows belonging to individual applications as input for the EFC,
collected by the framework introduced in Chapter 5. By using this approach, we can learn typical
combinations of characteristics exhibited by network flows belonging to an application. The
result is an application-specific EFC, which makes up one building block of each application’s
network profile.

6.3.2 CHARACTERISTIC FLOW SEQUENCES

To identify typical sequences of the flows exhibited by an application, we use Episode Rule
Mining (ERM) [152]. ERM allows to extract reoccurring ordered sequences of events, called
episodes, from a list of events. In addition to the order, ERM introduces a temporal threshold
in which events can occur in an episode. The threshold enables the implementation of restrictions
on the time that can pass between flows in an episode. If more time than the threshold passes,
ERM does not consider them to be part of an episode. Therefore, choosing the threshold causes
a tradeoff that can affect the quality of the result. Large thresholds can lead to episodes that
are too long, while low thresholds can end episodes too early, missing parts of the sequence. We
choose the threshold dynamically depending on the profiled application. The resulting rules from
ERM describe those episodes. In our approach, episodes describe characteristic flow sequences
that occur while running an application.

ERM has advantages over other pattern mining approaches, such as Frequent Itemset Mining
(FIM) [153], Association Rule Mining (ARM) [154], or Sequential Rule Mining (SRM) [155].
FIM, as used by Popa et al. [3], identifies the existence of correlated flows but not their sequence
order. This limits the length of identifiable sequences to 1. ARM allows to identify if multiple
flows typically occur together. This allows to validate if a set of flows related to an application
occurs across multiple captures. However, ARM does not identify the order in which flows
appear. SRM addresses this shortcoming and allows to also identify flow orders. Both ARM
and SRM disregard the temporal distance between flows. However, we assume that relevant
flow sequences occur within a short time frame. This is in line with related work, which assumes
that flows with a causal relationship occur within 1s [11]. While slicing helps to address this
issue, it introduces the risk of splitting a sequence. ERM allows to specify a sliding window, in
which dependencies in an event list can appear. This allows to limit the time frame in which

sequences have to occur.
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We identify flow sequences in two steps. ERM requires an event list as input. We generate a list
of flow-events from the matcher output. Each event has the timestamp of the first packet of the
represented flow, and information about the flow itself. If multiple observation periods exist, we
aggregate them into one list and rescale timestamps to indicate relative time differences between
flows. To avoid the identification of unrelated sequences across different observation periods, we
insert an artificial buffer between those periods. The buffer exploits the maximum time between
flows in a sequence which can be specified. In the second step, we apply ERM to the created
event list to identify the sequences. To extract episode rules, we use the EMMA algorithm [156].
If there are two flows to destinations A and B, and it is expected that B occurs within a time
frame after A with a pre-defined minimum confidence, the algorithm creates a rule A = B. The
output of the module is a set of rules that capture both common flow sequences and typical
communication partners of an application. This allows to put flows classified by the EFC into
the context of each other.

6.3.3 CoMMON COMMUNICATION PARTNERS

Particular devices in Industrial Control Systems (ICSs) and the Internet of Things (IoT) can have
a fixed set of communication partners [36], [37]. However, applications in other environments
can also have common communication partners due to dependencies [3]. We aim to identify
common communication partners that we include in our application network profiles. Since
traffic is typically encrypted, it is usually impossible to reason about dependencies by inspecting
the payload of packets in flows. To avoid this limitation, we use an approach that only analyzes
relevant headers of a packet in a flow, i.e., destination IP, destination port and L4 protocol.

We aim to create a list of common communication partners, e. g., due to static dependencies [3],
in our application network profiles. Static dependencies cause an application to access a fixed
remote service denoted by a fixed IP and destination port. There are several approaches to
identify common communication partners. One method is to analyze the source code of applica-
tions or configuration files [157]. However, this approach is infeasible as some applications have
closed source code and do not rely on configuration files. Thus, we choose a statistical approach
to identify common communication partners.

One approach to identify common communication partners to analyze the frequency of flows.
If an application contacts a server frequently, this approach is likely to classify it as a common
communication partner. A drawback of this approach is that it assigns a low likelihood to
flows that occur less frequently. However, a dependency can also result in less frequent flows,
e.g., during an initial authentication during its startup. A frequency-based analysis would not

identify such flows as common communication partners.

We use an approach that estimates the likelihood of applications accessing a remote service.
Therefore, instead of using the frequency of communication flows, we measure whether an ap-
plication contacts a remote service during its execution. We measure multiple runs of an appli-
cation. For each run, we analyze if it contacts specific remote services. After the information
collection, we analyze the contacted services and the number of runs in which the application

66



6.3 CREATING NETWORK PROFILES

accesses them. For each communication partner, we calculate f = %. If f exceeds

a threshold, we classify it as a common communication partner.

Choosing this threshold is a tradeoff between falsely marking communication partners as char-
acteristic partners and missing dependencies. A higher threshold requires more deterministic
communication with a service for inclusion in the common communication partner set. However,
a low threshold can falsely include communication partners as it can include partners that the
application accesses in fewer runs. In our experiments, we chose a threshold of 0.8.

From this analysis, we generate a list of potential communication partners for the network
profile.

6.3.4 ASSOCIATED PROCESSES

An application’s communication can also influence other OS services by causing them to com-
municate or change their communication behavior. Therefore, it is relevant to identify such
processes affected by an application on an OS as well. Identifying the associated processes of an
application is challenging. Associated processes of application depend on its type and purpose,
the host OS, and its configuration. There are various approaches to identify such dependencies.
These include configuration file and code inspection [157], log mining [158], and other monitor-
ing approaches, such as network monitoring [159]. Manual code inspection and configuration
file analysis depend on the accessibility of information. Such information is not available for all
applications, limiting the applicability of those approaches. Log mining approaches and network
monitoring correlate events to identify relationships between them. As discussed in Section 5.2,
those approaches have advantages and limitations.

Application network profiles focus on network activity. The matcher presented in Chapter 5
allows to efficiently collect information about network activity. It generates a list of processes
that use the network. This allows us to limit the analysis to processes that interact with
the network. Thus, the matcher allows us to use a combination of log mining and network
monitoring by processing that list. We use a heuristic approach to identify processes that the
analyzed application influences. Therefore, we first generate a baseline of typical OS behavior
and communication. After generating the baseline, we start the profiled application and analyze
changes in the behavior of the OS.

In order to generate the baseline scenario, we first monitor a clean OS without running appli-
cations with the matcher for a few hours. The baseline identifies default OS processes and their
communication behavior, e. g. NTP. In the second step, we run the profiled application and iden-
tify relevant changes. Relevant changes include new processes and their communication and how
existing processes change their communication behavior. The changes in network activity can
be caused by the profiled application itself or related processes such as systemd-resolved. For
example, browsers can increase the use of systemd-resolved due to additional DNS requests
to serve HTTP requests. We repeat the second step multiple times to increase the likelihood
of identifying the correct processes. From the differences between the baseline and the second
measurement, we create a list of processes associated with the profiled application. We include
the list of associated processes in the network profile.
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6.3.5 PERIODIC COMMUNICATION

Finally, the network profiles also consider periodic communication behavior of applications.
Periodicity is often prevalent in fully automated processes, such as NTP or in ICSs [34]. We
use a periodogram [160] to identify periodic communication. Instead of manually identifying
significant periods, we automatically identify them by using the Fisher g-statistic [161]. We
generate the periodogram for a recorded trace by encoding the traffic of an application as a
boolean time series. If the application caused network flows during a short period, we encode it
as 1 and 0 otherwise. In our implementation, we use bins with a length of 2s. By introducing
this abstraction, it is possible to avoid bursty activity-biased period detection [162].

6.3.6 RESULTING PROFILES

The combined methods allow to create a holistic description of typical application-related net-
work activity (Table 6.1). The used EFC allows to identify and validate typical characteristics of
individual flows occurring in the context of applications. This includes commonly used transport
layer protocols and ports, as well as statistical information about packet sizes and duration of
flows. The chosen method allows us to contextualize the characteristics of those flows. In order
to set flows into the context of each other, we use ERM. ERM identifies typical flow sequences
that an application may exhibit, potentially setting individual flows into the context of each
other. We identify associated processes via a heuristic approach. Further, we use two heuristic
approaches to formalize characteristic application behavior. First, we identify common commu-
nication partners. Second, we also measure changes in the host’s communication activity. By
measuring changes in communication activity, we identify the effects an application has on the
communication activity of other services. Finally, we use an automatic analysis of periodograms
of network activity to identify periodic behavior.

Network profiles aggregate information from multiple techniques. An extension for additional
techniques to include new characteristics is possible by design.

6.4 PROFILING APPLICATIONS

We implement our profiling framework in Python, realizing the techniques described in Sec-
tion 6.3. The framework is modular and extensible, allowing to add new methods for analyzing
communication behavior in the future. Like an ADS, the framework has a reference generation
phase and an AD phase. In the reference generation phase, the framework creates a profile
for an application using previously collected data. In the AD phase, the framework periodi-
cally processes newly collected data in a sliding window approach on an end-host to monitor

application behavior.

We use the matcher presented in Chapter 5 for the data collection. The output of the matcher is
a list of packets and associated processes. Some of the methods used require different data gran-
ularity. Therefore, the profiler framework pre-processes the association list to prepare the data
for the implemented analyzing techniques. The pre-processing creates an additional flow-level
view of the information, aggregating flows using the IP-5-tuple. After pre-processing the data,
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FIGURE 6.1: Procedure of creating an application profile

the profiler processes the captured information. Some of the mechanisms require configuration
parameters, e.g. the threshold for identifying common communication partners. Choosing the
right values depends on the environment and profiled application. Thus, the values can be
adapted based on the considerations described for the individual techniques (Section 6.3). The
framework stores those in a config file that the mechanisms use during their runtime. The pro-
filer then applies the chosen techniques to extract characteristic application behavior. During
the profile generation, the profiler stores the results in an application profile. The profile con-
tains the result for each analysis, which the profiling framework uses to monitor applications in
the future. Figure 6.1 presents the procedure.

The resulting size of an application’s network profile depends on the complexity of an applica-
tion’s characteristics. For example, a profile of an NTP demon, which only uses one protocol and
periodic requests to a single destination but exhibits no communication sequences, has a profile
with the size of 116 kB. In contrast, the profile of a Chrome browser contains more complexity,
e.g., due to various sequences uncovered by ERM has a size of ~16 MB in our experiments.

Monitoring application behavior after the creation of its profile follows a similar procedure.
After pre-processing the data, the profiler applies the same analytics to derive or identify the
exhibited characteristics. It then compares the observed characteristics to the expected ones
in the application profile and creates a report. The “profile matching” block in Figure 6.1
represents this step. The application behaves as expected if the characteristics are consistent
with the profile. Otherwise, the report contains information about how the monitored behavior
differs from the profile, e.g., if the periodicity differs. In addition to highlighting abnormal
behavior, this formalization helps operators understand how an application behaves differently
than expected in case of abnormal behavior. On the other hand, it formalizes typical application
behavior in a human-interpretable way.

6.5 IDENTIFYING ABNORMAL APPLICATION BEHAVIOR

In this section, we use network profiles for AD. We identify a malicious process that takes part
in simulated botnet communication and masquerades itself as NTP daemon, mimicking NTP
traffic. Masquerading to avoid detection is a common strategy [121].
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We automate all experiments using the pos framework [142] similar to the evaluation in Chap-
ter 5. The experiment setup consists of two directly connected hosts. Both hosts have an Intel
Xeon D-1518 CPU and 32GB RAM and run Debian Bullseye (kernel v5.10.0-8-amd64). We
run the matcher and profiler on the first host. In addition, the first host runs applications that
cause communication and are monitored by our framework, an NTP daemon in our experiment.
The second host runs software to serve and reply to queries from the applications running on
the first host.

We first create a network profile of the ntpd process, an NTP daemon. The data basis for the
profile is ten 5min traces of packet-process associations for ntpd. The EFC method identifies
that ntpd has short-lived flows sending UDP packets to a single destination. Each NTP flow
has source and destination port 123, in line with the associated RFC 1305 [163]. The method
for identifying periodic behavior extracts a periodicity of 62s to 75s for the flows. The real
periodicity of the flow is between 67s and 69s. Longer and more traces of application behavior
allow a more accurate estimation of periodic behavior. Since NTP uses individual flows for each
request, the ERM approach identifies no sequences that ntpd exhibits. Therefore, this method
does not create any sequence rule for the profile of ntpd.

After creating the profile, we implement a Command and Control (C2) server running on the
second host of our setup. We also implement a botnet agent on the monitored host. The botnet
agent uses UDP and destination port 123 on the C2 server to contact its control server to mimic
NTP traffic. On the local host, the botnet agent masquerades itself as ntpd. Like other botnets,
the agent contacts the C2 server in periodic intervals [164]. The C2 server responds to the
agent’s queries. Besides communication, we do not simulate any further behavior of the botnet
agent and C2 server.

We then collect new traces in which both the botnet agent and ntpd process run concurrently.
Due to the masquerading of the botnet agent, the matching framework associates the agent’s
flows for the communication with the C2 server to ntpd. Using our taxonomy (Chapter 4), the
masquerading of the process affects the authenticity of the perceived application on the host
system (APP.AUTH). In addition, the attack also makes it impossible to identify which process
caused the network activity (NET.AUTH). Further, since it is no longer clear which application
caused the network activity on the host, the attack also affects the APP.ACC security goal.
The result of the attack is a mismatch between application activity on the host and the network
activity, which is the result of the concurrent activity of the botnet and ntpd.

In the following section, we describe how this affects the perceived behavior of ntpd, resulting
in the detection of abnormal behavior.

Characteristic Flow Features: The EFC part of the profile assigns all flows from the botnet
agent a “high” energy, indicating unusual flows. This has two reasons. First, ntpd uses 123
for both the source and destination port. However, the botnet agent uses an ephemeral port as
source port. This differs from ntpd, resulting in a higher energy than benign flows. The second
reason is the packet size of the botnet traffic. NTP traffic typically has a constant packet length
due to the fixed information it contains. In our experiment, the botnet traffic has differing packet
lengths of up to 1200 B. Therefore, the EFC also highlights those abnormal packet sizes of the
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botnet traffic. As a result, only 56.69 % of the observed flows match with typical characteristics
exhibited by NTP that the previously built EFC observed.

Flow Sequences: The botnet traffic occurs independently of the typical NTP traffic. As a
result, the ERM does not identify additional flow sequences. Therefore, the additional botnet
traffic does not cause unknown flow sequences.

Common Communication Partners: The botnet agent communicates with the C2 server.
As a result, it appears if the ntpd process communicates with the NTP server and the C2
server. The profiler detects the C2 server as an additional common communication partner of
the NTP process. However, the profile of ntpd does not contain the C2 server as a dependency.
This indicates unusual activity of ntpd, since it communicates with a new, previously unknown,
entity. The new destination IP address of the agent’s communication with the C2 server does
not fit the typical communication behavior of ntpd.

Associated Processes: The botnet activity does not cause any other processes to change their
behavior. Therefore, the associated processes are identical to the ones stored in the network
profile.

Periodic Communication: The traffic from the botnet agent to the C2 server changes the
periodic behavior of the ntpd. The additional flows of the botnet agent disrupt the periodic
flows of the ntpd occurring approximately every 67s. There are three possibilities in which
this can affect the periodicity of ntpd. First, if the agent times its communication with the C2
server to match the typical periodicity, the ERM algorithm detects a new flow sequence. Second,
similar to the first case, the botnet can attempt to match the periodicity of ntpd and send out
data at the same period in the middle of each regular interval. In this case, the periodicity
detection would identify periodic behavior at exactly half of the typical period, highlighting
unusual behavior. In the third scenario, the botnet agent disrupts the periodic behavior of
ntpd. While both the agent and ntpd process cause periodic flows, the combination results
in a non-periodic sequence of C2 traffic and NTP flows. The third scenario occurred in our
experiment. Therefore, the analysis could not identify any periodic behavior of ntpd, deviating
from the expected periodicity.

In our experiment, using application network profiles allows to identify several characteristics in
which ntpd changes its behavior due to the botnet traffic. By formalizing the typical behavior of
applications, network profiles provide operators the means to identify how monitored behavior
differs from the expectation. In addition, due to the association with processes, it allows an
operator to identify malicious applications from network traffic. In contrast to ML-based ap-
proaches, the proposed network profiles are human-interpretable. While other ADS can identify
malicious network flows by identifying unusual features or periodicity, no mapping allows those
systems to identify the processes causing those flows. Thus, our method can provide additional
information, allowing operators to identify malicious processes.

The presented approach also has limitations. Host behavior changes when multiple applications
run concurrently. In particular, challenges arise if the applications have the same local processes
associated with them. E.g. if both Firefox and Chrome run simultaneously, it is impossible to
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identify which application triggered a DNS resolution. This issue can be addressed by creating
host network profiles that characterize host behavior with applications running concurrently or
enhancing the tracing of local process dependencies. Another issue is that applications that
rely on user input may exhibit different behavior depending on the user. If the user influences
an application’s behavior, the application profile implicitly describes a user’s patterns, which
raises data protection concerns. Therefore, using network application profiles works better
for fully automated environments, such as the environments introduced in Chapter 2, than in

environments with high user activity.

6.6 CONTEXT TO MULTI-LAYER RELATIONSHIPS

The introduced network application profiles analyze associations between packets and processes
collected by the matcher introduced in Chapter 5. They use several techniques to extract
and monitor the relationship between events on the network and application layer of our logical
structure (Section 2.2.1). The techniques for creating and using network application profiles con-
textualize activity from the application and network layers. In particular, automated processes
exhibit predictable behavior on the network layer. The relationship between network activity
and applications allows for determining if observed network activity on the network layer fits

active processes on the application layer.

We evaluated the applicability of network application profiles to detect masquerading attacks in
which an adversary mimics another application. We can classify the attack from our evaluation
by using our taxonomy (Chapter 4). The attack targets the application layer as it hides a
malicious local process. It affects the APP.AUTH and APP.ACC security goals, as processes on
the local machine cannot be identified anymore. Due to the induced network activity, the attack
also affects the NET.AUTH security goal, as it is no longer possible to identify the application
responsible for the communication. As a result, this attack causes a mismatch of activity on the

application and network layers.

By masquerading the malicious process, an attacker can trick local monitoring of the application
layer as it fails to identify unusual processes. Similarly, it can hide its communication by
mimicking other common communication. An NIDS fails to identify malicious applications by
only monitoring the network layer. Since network application profiles monitor the relationship
between the application and network layers, they can identify the introduced mismatch between
the application and network layers. The adversary’s additional activity breaks the local process’
expected communication activity, allowing network application profiles to detect anomalous
behavior.

This shows that our approach to contextualize related activity from the application and network
layers helps to identify anomalies that cannot be identified by monitoring only one of the layers.
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6.7 KEY RESULTS

This chapter introduced application network profiles to capture and formalize typical appli-
cation network behavior answering RQ2.2. We can determine typical application behavior by
identifying various characteristics that need to be considered and put into context with each
other. These characteristics include information about an application’s typical network flows,
flow sequences, associated processes, and potential periodic behavior. Influences on those char-
acteristics are the technology stack, user input, automation, or dependencies on local and remote
services. In particular, automation and user interaction influence the characteristics of applica-
tions, causing them to be unique to their environment. We can then identify deviations from this
behavior by comparing exhibited characteristics during the application’s runtime to previously
determined typical characteristics.

No method captures all identified characteristics of an application’s communication behavior at
once. Thus, we introduce an approach to create application network profiles. The approach
combines multiple techniques to capture and formalize application behavior accurately and sets
identified properties into context with each other. The implemented methods automatically
extract typical characteristics of application behavior from process-packet associations and ag-
gregate them into a profile. In addition to listing typical feature value ranges, the profile sets
properties into the context of each other while remaining human-interpretable. Application net-
work profiles have a modular structure, allowing a future extension to include new characteristics
or the adaption of individual methods to improve a profile’s accuracy.

Our application to an AD use case shows that application network profiles can accurately extract
typically exhibited application behavior and identify deviations during runtime. Our approach
can connect malicious flows to their causing processes by bridging the gap from processes to
network packets. This helps operators identify if applications change their behavior in unin-
tended ways or detect processes mimicking other locally installed applications. As a result, our
approach can identify anomalies that cause a mismatch between application and network layer
activity, e.g., due to an attack. This allows the detection of attacks that ADS, which only

monitor activity on one layer, cannot identify.
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CHAPTER 7

IDENTIFYING PHYSICAL DEVICE ACTIVITY IN
COMPOSITE SIGNALS

Author’s contribution: This chapter is mainly based on joint work published in L.
Wiistrich, S. Gallenmiiller, M. Pahl, and G. Carle, “AC/DCIM: Acoustic Channels for
Data Center Infrastructure Monitoring”, in 2022 IEEE/IFIP Network Operations and
Management Symposium, NOMS 2022, Budapest, Hungary, April 25-29, 2022, IEFEE,
2022, pp. 1-5. DOI: 10. 1109/ NOMS54207. 2022. 9789839. The author conceptualized
the research question and designed and executed the data collection and analysis of the
experiments. This thesis has an extended characterization of the properties of the Data
Center (DC) soundscape, a formal definition of the procedure, and a discussion on the

choice of the used parameters.

Identifying physical device activity is the first fundamental building block of our approach to
monitor the multi-layer relationship between physical and network activity. Therefore, this chap-
ter focuses on physical device activity on the cyber-physical layer of our logical structure (Sec-
tion 2.2.1). We characterize the properties of physical device activity on the cyber-physical layer
and introduce a method to identify it. This allows us to set events, defined by physical device
activity, on the cyber-physical layer into the context of events on the network layer in Chapter 8
and 9.

Devices in industrial environments rarely operate in isolated setups but in shared spaces with
multiple devices operating concurrently. Regardless of the setup, device activity can cause
changes to the environment, in particular actuators in Cyber-Physical Systems (CPSs). How-
ever, activity of devices that do not have the primary purpose to influence the environment
can cause measurable physical changes, such as a booting server in a DC. If multiple devices
operate in the same space, those changes overlap, resulting in a composite signal. Measurements
of composite signals make it challenging to attribute changes to individual device activity. This
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chapter proposes a method to identify physical changes due to physical device activity in com-
posite signals, providing an answer to Research Question (RQ)3.1 How can we characterize and
identify physical device activity in composite signals? We apply this method to advance the
monitoring capabilities in DCs, showing one application area of our approach.

7.1 MOTIVATION

The activity of devices influences the physical environment. In traditional computing systems,
Central Processing Units (CPUs) emit Electromagnetic (EM) waves, draw power, produce audio,
or emit heat. Measuring physical changes induced by devices allows to reason about the activity
of the monitored devices. The source of such information is called a Side Channel (SC). In SC-
attacks, adversaries infer secrets [105], [165], [166] or reconstruct procedures [74] by monitoring
physical device properties. SC attacks allow them to obtain information they should not have
access to. It is also possible to use SCs for monitoring device activity and detect unusual
behavior. SC-monitoring allows to validate the control flow integrity of software on CPUs [167].
This emphasizes the direct relationship between physical changes and computations on devices.

The intent to alter the environment by actuators extends this relationship in CPSs to physical
device activity. Thus, it is possible to use similar physical measurements to reason about the
activity of actuators in CPSs. Actions executed by actuators create unique physical changes
that identify them [168]. This makes SCs suitable for monitoring and validating physical device
activity in cyber-physical scenarios. Similar to validating the execution of program code, it is
possible to validate physical device activity by measuring environmental changes. However, in
shared environments, it is necessary to attribute changes to individual devices to validate their
behavior.

Monitoring is essential for the management of computer systems. It helps to identify a device’s
state, validate device behavior, and identify anomalies. If a device behaves differently than
expected, the corresponding changes are different than expected in the monitoring, allowing
operators to investigate the cause. One environment that heavily relies on device monitoring
are DCs. In the following sections, we use the DC environment as a guiding example to use
side-channel monitoring of composite signals. However, the proposed method can also be used
in other environments.

DCs house servers at a large scale to provide computing power and data storage capabilities to
customers [169]. DC monitoring encompasses the hosted devices and the environment in which
the devices are located. Monitoring the DC environment is part of Data Center Infrastructure
Management (DCIM) [24]. The availability of DCs heavily influences our daily lives since they
provide data for various applications. This motivates meticulous monitoring, enabling operators
to efficiently manage DCs and identify anomalies early. DCIM encompasses physical measure-
ments such as energy consumption, temperature, or humidity [24]. Using these information
channels allows to identify problems and minimize service outages. Some features can indicate
problems earlier than others. For example, if the air condition fails and the temperature rises,

devices will keep operating until they shut down due to overheating.
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Some DC devices offer extended monitoring capabilities. On the one hand, those capabilities
are measurements via onboard sensors or extended functionality via additional software like the
Intelligent Platform Management Interface (IPMI) [6]. However, not all hardware has onboard
sensors or supports these standards. In addition, IPMI-like services can also introduce vulner-
abilities and thus increase the attack vector of DCs [5]. Therefore, services like IPMI may be
disabled, limiting the monitoring capabilities of DC operators.

This limitation forces operators to rely even more on DCIM to infer the state of DCs. We
investigate the suitability of audio-SCs to monitor the state and activity of DC devices. Audio-
signal monitoring offers attractive benefits: the collection is fast, well-understood, accessible,
affordable, and non-intrusive. It can provide a way to detect device states without introducing
a new attack vector to hosted devices.

Extracting usable data about individual device activity in composite signals is challenging. The
soundscape of a DC contains the audio of all devices in proximity, including switches, servers, or
air conditioning, blended into a single information channel. In this work, we propose methods
to extract valuable information from the typical soundscape of a DC. We then demonstrate how
our insights can be applied to monitor specific events in the real world. We show that we can
extract information about server behavior from the audio signal collected in a DC and detect

device error codes in a composite audio stream.

7.2 RELATED WORK

The private sector drives most progress in DCIM. DC monitoring typically focuses on power
intake and climate control to ensure an optimal environment for hosted devices. Table 7.1
summarizes commonly used DCIM features and related work based on them.

Depending on the used features, DCIM may require expensive hardware, e. g., power meters or
heat image cameras. Measurement hardware must be typically placed at critical locations, e. g.,
the power lines, to collect accurate information. However, adding such measurement hardware
retrospectively to an existing setup can be challenging. Installing sensors like power meters
requires a complete shutdown of devices, thus interrupting the operation. In contrast, the still
unused audio channels can be measured non-intrusively, flexibly, and inexpensively through
microphones. While previous works utilize various side channels for DCIM, none use audio to
the best of our knowledge.

Levy et al. [24] present a holistic approach for DCIM via Internet of Things (IoT) sensors.
They propose using IoT sensors to include physical properties in the monitoring. Proposed
properties are vibration in cabinets, differential air pressure, and water pressure of cooling sys-
tems. Ahuja [76] analyzes the importance of airflow management in DCs to optimize cooling
capabilities. Rodriguez [75] uses a wireless sensor network to support its DCIM. In addition
to temperature, deployed sensors monitor humidity to optimize cooling capabilities. The au-
thors do not aim to monitor individual device activity but collect information about the shared
infrastructure.
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TABLE 7.1: Physical features of DCIM used by related work

Feature RW
Power consumption [24], [77], [78]
Heat [24], [170]-[172]
Airflow [24], [76]
Humidity [24], [75]
Vibration, water /air pressure [24]
Audio None

Many approaches monitor power consumption at various levels for Anomaly Detection (AD).
Dayarathna et al. [77] investigate methods to model the energy consumption of DCs. Their
survey presents techniques to model power consumption on different levels of a DC. To detect
anomalies, Borghesi [78] analyzes the power consumption of single nodes in HPC environments.
The presented prototype achieves an anomaly detection accuracy of 95 %. Our work differs from
these approaches, defining typical behavior by monitoring explicit device activity.

Marwah et al. [170] present an approach to predict equipment failure based on heat emission
of DC devices. Similarly, Lee et al. [171], [172] use thermal measurements to detect anomalies
in DCs. While these works highlight that SCs help identify anomalies, they do not aim at

characterizing environmental changes due to device activity.

To our knowledge, no related work aims to identify individual device activity in composite signals
for DCIM. In addition, to the best of our knowledge, acoustic channels are still an untapped
source of information for DCIM (Table 7.1).

7.3 DATA CENTER INFRASTRUCTURE MANAGEMENT

This section gives an overview of devices used throughout DCs and methods to monitor them.
As Chapter 2 states, DCIM combines sophisticated monitoring and management tools. Those
allow to monitor large-scale Information Technology (IT) equipment hosting. These tools aim
to capture the state of devices and enable operators to make changes when necessary. Each
device has a physical state and a closely coupled cyber state. For example, a server performing
complex computations will increase the clock of its CPUs. High computational load affects a
device’s power intake and thermal emission, influencing cooling. Since many devices operate in
the same environment, signals from this environment are composite, as they are affected by all
devices. For example, temperature is an aggregated value due to the heat that the surrounding
devices emit. In the following sections, we describe the features of both state types and the

means to monitor them.

Data Center Devices: In addition to IT equipment like servers, routers, and switches, DCs
host additional hardware for their operation. Power supply units, power distribution units,
switchgear, electrical panels, and generators ensure constant power provisioning for hosted de-
vices. To manage the climate, DCs use complex cooling systems consisting of chillers, cooling
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towers, and air conditioning units. Facility management DCs often use automation systems for
managing their building infrastructure. To address emergencies, DCs have fire systems [24] or
redundant power supply systems in place.

This work focuses on the cyber-physical layer of our logical structure (Section 2.2.1). We further
partition the cyber-physical layer into two layers. The first layer is the device layer consisting of
IT equipment for computational and data storage capabilities. The second layer is the environ-
mental layer for managing the environment for the device layer. Operators constantly monitor
and manage both layers to ensure an efficient and optimal operation of DCs.

Device Monitoring and Management: To manage I'T equipment, operators use tools to moni-
tor and change the state of DC devices. While most tools rely on data collected within a host
Operating System (OS), there exist additional tools that work without a running OS. There
are various tools to monitor the state of machines on the cyber level. Tools running on top of
an OS can monitor information on a device, e. g., CPU load, memory consumption, etc. Exam-
ple for information collection requiring a running OS, tools like checkmk [44] or Nagios [173].
Operators also collect information about data flow between hosted nodes. Tools like Tivoli Net-
cool/OMNIbus [174] or Grafana [175] accumulate the collected data. Collecting the distributed
information at a central node allows to present a holistic overview of a DC’s state [176].

Operators must be able to manage devices without physical interaction, even when shut down
or have no running OS. Tools like IPMI [6] or iDRAC [177] provide API-like access over the
network. We investigate the relationship between remote control of devices via such tools and
device activity in Chapters 8 and 9.

Environment Monitoring and Management: Environment monitoring and management address
the physical properties of DCIM. These include power supply and climate control. Distributed
sensors measure the environment throughout DCs. For power management, power meters mea-
sure the power intake. Hardware vendors also provide tools for remote management of power
supply. A DC’s climate control ensures optimal room conditions for hosted hardware. To pre-
vent devices from overheating, I'T equipment has onboard cooling like fans. There are additional
devices for climate control to handle the heat generated by the many devices in DCs. These are
additional air conditioning units, cooling towers, and airflow management units. Via distrib-
uted sensors located on devices and throughout infrastructure, DCIM collects information about
temperature and humidity. It then uses this information to adjust and optimize the climate.
Further, it is possible to extend DCIM by other sensor measurements to collect information
about the DC environment, e. g., the vibration of a cabinet [24].

DCIM combines tools to collect information at both the device and environmental level to
present a holistic view of a DC’s state.
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7.4 THE DC SOUNDSCAPE

We aim to enable reasoning about individual physical device activity in composite DCs signals.
While we introduce audio as new SC for monitoring the DC, the presented approach is also

applicable to other SCs.

This section introduces the properties of the DC soundscape. Since DCs house many devices
in the same environment, the soundscape is a composite audio signal. Figure 7.1 shows a
spectrogram from an audio sample in a DC. DC devices emit noise due to physical onboard
devices. Servers have spinning fans that emit noise at characteristic frequencies. Since devices
often operate continuously, fans mostly spin at the same speed, causing constant sound. The
bright horizontal lines in the spectrogram of Figure 7.1 show this constant behavior. Dynamic
changes in the soundscape stand out due to the constant operation. Such changes occur when
devices perform an activity, e.g., when servers change the speed of their onboard cooling fans,
e.g., when a server boots. The change in the speed of fans creates a trace in the soundscape.
This trace creates unique patterns in spectrograms [178] and differs from the characteristic
frequencies of the constantly cooling fans, making this activity stand out. The spectrogram in
Figure 7.1 shows the pattern of a booting server at the 6 s mark, highlighted in the blue boxes.
The trace ends in the characteristic lines since the fans speed up to regular operation. Before
accelerating the fans, a buzzer on the server emits a short beep lasting around 0.5 s highlighted
in the blue circle. Other sounds emitted by devices might be beep codes to provide information
about a device’s state, such as errors. Such error codes are currently not perceivable by existing
methods that do not use audio as a source of information.

While cooling fans from servers, routers, and switches make up most of the soundscape, other
devices such as Air Condition (AC) also emit sound. Similar to servers, these mostly emit
constant noise. AC devices emit less noise than the many housed computing devices. Therefore,
AC does not impact the soundscape meaningfully. Similarly, since DC are mostly remotely
managed [5], human activity rarely affects the DC soundscape.

To conclude, the DC soundscape is a composite audio signal containing sound from multiple
nearby devices. Due to constantly spinning fans, most of the DC devices emit noise at charac-
teristic frequencies. Chapter 2 points out that physical human interaction in DCs is rare. With
low human interaction and supporting infrastructure, such as AC, not heavily impacting the
soundscape, DC devices make up the majority of the soundscape. Therefore, device activity
that deviates from the characteristic frequencies creates unique patterns in the spectrogram and
stands out in the audio signal. This makes the DC soundscape suitable for device monitoring
individual device activity in a composite signal.

7.5 Acoustic DCIM

For the remainder of this thesis, we define physical device activity by the changes it induces
in the environment. In case of analyzing a DC soundscape, device activity is defined by the
changes induced to this soundscape.
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FIGURE 7.1: Log power spectrogram of a recording in our DC. The ellipsis marks a beep that is emitted by a
booting server. The rectangles mark the fans of a server spinning up during its startup.
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To effectively use acoustic channels for DCIM, our method needs to extract and identify indi-
vidual device behavior from a mixed signal. Due to the large amount of background noise in
the DC soundscape, single devices do not stick out in an analysis of a signal’s amplitude and
loudness. We, therefore, rely on spectral analysis of the soundscape to identify device activity.

Our method uses two steps to identify individual device activity. We manually perform spec-
tral analysis in the first step (Section 7.5.1). This allows identifying relevant frequency bands
and limits the remaining analysis to relevant frequency ranges in which activity influences the
soundscape. In the second step (Section 7.5.2), our method automatically extracts the time
frame during which an activity takes place.

7.5.1 SPECTRAL ANALYSIS

While most physical operations emit noise, sounds do not affect all frequencies of a spectrum.
For example, CPUs emit noise at high frequencies when doing their computations [179]. Buzzers
or fans emit sound on other frequencies (Figure 7.1).

To identify relevant frequency bands, we perform spectral analysis. A power spectrogram shows
the amount of energy a frequency carries in a time frame. Figure 7.1 shows the full spectrogram of
a recording from our DC. A visual inspection of the figure shows distinct frequencies constantly
carrying high energy (brighter areas) while others carry low energy (darker areas). Spinning fans
emit noise, creating high-energy frequencies. Analyzing a spectrogram over a time frame enables
the identification of energy changes on specific frequencies. The recording in Figure 7.1 contains
a server’s startup. At around 6s, a buzzer emits a short high-pitched beep at 2500 Hz. The
traces starting 6.5s show the acceleration of the server’s fans to their normal operating speed
until 7.2s. Since multiple identical servers run in the background, the traces end in significant
frequencies. The ellipsis in Figure 7.1 marks the beep in the spectrogram; the squares mark the
accelerating fans.

Device activity can cause two types of patterns in a spectrogram: (1) single-frequency events
and (2) multi-frequency events. In the first case, activity changes the soundscape for a certain
period on a single frequency, e.g., due to beep codes. The second case induces changes to the
spectrogram on multiple frequencies. In most cases, activity does not affect the whole frequency
band, but only a subset [180], [181] Since those patterns indicate the changes in the spectrogram,
we use them to define and identify device activity in an audio SC.

Since the patterns only occur on a specific frequency band, we can limit the analysis to this
frequency band in the next step. Thus, we manually apply a band-pass filter after identifying
the relevant frequency bands on the spectrum where activity can occur. Examples of relevant
frequency bands are the frequencies of onboard buzzers for error codes or in which fan speeds
operate. This allows to filter out non-relevant frequencies for the next step and to reduce the
effects of background noise. By reducing noise, actual device activity stands out more.
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7.5.2 TIME FRAME EXTRACTION

After identifying the relevant frequency band, the second step identifies the activity time frame
in a composite signal. Using our previously introduced definition, this is the time frame in which
a device induces changes to the soundscape.

Spectral Flatness (SF) [182] indicates how tone-alike a signal is by value in [0,1]. The closer SF
is to 1, the more tone-alike the signal is. Due to the high background noise, the DC soundscape
has a low SF. The SF throughout the recording in Figure 7.1 does not exceed 0.0005. Using
SF is only possible in otherwise silent environments where the monitored activity starts and
ends in silence, which is not the case for DCs and other shared environments. As a result, it is
impossible to use SF to determine the beginning or end of an activity.

Due to the constant background noise, we can detect changes in audio signals by calculating
the Root Mean Square (RMS) Energy. The RMS Energy can be calculated by processing the
result of a Short Term Fourier Transform (STFT) from a signal, which allows the calculation
of the energy of individual frequencies. The RMS Energy aggregates the energy of each STFT

slice [183].
RMSE, — /%*Z|x(n)|2 (7.1)

The result is the total energy a sample of an audio signal carries across all frequencies, indicating
how loud a signal is. In an otherwise constant signal, device behavior causes changes in the RMS
Energy as it adds or removes audio from the overall signal. In particular, operations such as
buzzers and additional audio sources affect the RMS Energy. The middle plot in Figure 7.2
shows the RMS Energy of a sample recording in which a server turns on. While the signal
fluctuates due to noise, the average RMS Energy is constant in periods with no device activity.
After the server is turned on, the overall level of RMS Energy remains higher than before when

fewer devices are active.

We smooth the curve to identify trends in the noisy RMS Energy over time. We perform the
smoothing via a moving average. We specify the moving average with a window-size w. Thus,
we calculate the smoothed RMS Energy as

i+w/2
> RMSE,

n=i—w/2

RMSE - (7.2)

tsmoothed
w

The choice of w introduces a tradeoff between noise reduction and sensitivity to short-lived
events. A large w can remove short-lived spikes or gaps caused by short-lived events, making
it impossible to detect them. A small w may not mitigate the effects of fluctuations in the
RMS Energy due to noise, resulting in false activity detection. Therefore, selecting the correct
window size is a tradeoff between sensitivity and noise reduction. Another effect to consider when
choosing w is the size of the frequency band. A smaller frequency band covers less frequencies
on which noise can occur. Thus, smaller frequency bands require less smoothing to mitigate
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the effects of noise than large frequency bands. Therefore, the size of window w also depends
on the frequency band size determined in the first step. Thus, the choice for the size of the
moving average window w depends on the type of the searched event and the frequency band
size covered by the RMS Energy calculation.

The final step identifies the start and end of activities from the smoothed RMS Energy curve.
Our approach automatically determines time stamps of the start and end of an activity through
a threshold-based method. Therefore, we analyze how the RMS Energy changes over time by

its difference d in a time window wy, c}-

d=|RMS; — RMSiy,, .| (7.3)

Windows for identifying the start of activity are denoted by w,, while we denote those for
identifying the end of activity with w,. If the RMS Energy changes more than a defined threshold
ts of energy in a given time window ws, we mark the beginning of an event. If d > t,, we assume
an activity started; otherwise, we assume noise-induced changes in the RMS Energy. Similarly,
we assume an activity has ended if the change in RMS Energy d remains below a threshold t.
in a window w.. We use d < t, to determine the end of an activity.

Similar to the previous choice of w, choosing an appropriate d depends on the detection and
use case requirements. A low d can increase the method’s sensitivity but can cause the false
attribution of noise to device activity. On the other hand, a high d can lead to failing to
detect activity in the first place while reducing the number of False Positive (FP) for detecting
activity. Therefore, the expected fluctuation of the smoothed RMS Energy due to noise needs
consideration when choosing an appropriate d. It further limits the activity that can be detected.
Changes due to device activity need to exceed d.

While threshold-based methods are easy to implement, they have several drawbacks. Thresholds
and window sizes must be chosen on a use case basis, requiring manual tuning. Similar to the
choice of the moving average window, the time frame in which changes have to occur also affects
the accuracy of activity detection. Despite the drawbacks, our method can reliably extract the
beginning and end of actions of single devices in our DC.

Identifying a device’s activity’s time frame can then help identify relevant subsequences from
measurements for further processing. For example, image recognition on spectrograms can help
to identify the type of an event [178]. In Chapter 9, we integrate the proposed method into
an Anomaly Detection System (ADS) to validate device activity.

7.6 EXPERIMENTS

We conducted several measurements in a DC environment to evaluate the feasibility of our
approach. Initially, we demonstrate the soundscape during regular operation. Afterward, we
apply our methods to failure detection. The air-conditioned DC consists of multiple servers,
managed switches, and routers. We conducted our measurements during regular operation with
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FIGURE 7.2: A server spinning up its fans during boot. The top part shows the log power spectrogram of the
filtered signal. The middle plot shows the RMS energy for the spectrogram. The bottom plot shows the smoothed
RMS energy. The dotted and dashed lines mark the start and end of the identified event.

normal background noise. For our measurements, we set up a Blue Yeti X [184] microphone and
recorded the audio signal at approximately a distance of 1.5m.

Normal operation: In our first experiment, we instruct individual devices to execute commands
that physically alter their behavior. These are power-off, power-on, or reboot activities since
they cause the devices to speed up or slow down their cooling fans. For each operation, we
created an audio recording. To analyze recordings, we implemented the proposed approach with
the librosa python library [185].

Figure 7.1 shows the analysis of our first experiment in which a server boots. The recording
has a length of 12s. During the startup, the server emits a short beep and then accelerates its
fans until they reach the intended spinning speed. As a result, the recording contains a short,
single-frequency event and a longer multi-frequency event. A server performs a startup at the
6s mark. After booting, the server remains turned on and is available to users.

We first aim to identify the time frame during which the server accelerates its fans and preceding
beep. The accelerating fans cause energy traces in multiple frequency bands. Those are between
256 Hz and 512 Hz, 512 Hz and 1024 Hz, and 1300 Hz and 1600 Hz. The beep occurs at 2450 Hz.
Since multiple devices of the same type are running in the background, the noise traces merge
with significant frequencies in the background noise.
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FIGURE 7.3: Detection of a short single-frequency event in our first experiment

To detect the accelerating fans, we limit the frequency band to 256 Hz—1700 Hz using the first
step of our approach. The upper part of Figure 7.2 shows the limited frequency band used for
calculating the RMS Energy. The middle part of the figure shows the calculated RMS Energy
of the filtered signal and the smoothed RMS Energy in the lower part. Since we calculate the
RMS Energy for a wide frequency band, the moving average for the smoothing considers 30
neighboring samples. The RMS Energy remains constant until it increases during the server’s
startup. The RMS Energy stays constant after the fans reach operational speed. Using the
second step of our method, we automatically identify the period of the server’s physical startup,
around 1.7s. The dotted and dashed lines in Figure 7.2 show the detected duration of the
startup.

Our experiment implicates that the number of running devices affects the total RMS Energy.
However, we have not yet investigated if it is possible to infer the number of running devices
from the RMS Energy. To identify short single-frequency events, we limit the frequency band to
the frequency of beep 2400 Hz—2500 Hz. Since we consider fewer frequencies for single-frequency
event detection, the calculated RMS Energy is less noisy. Thus, we reduce the smoothing in
the second step. Figure 7.3 visualizes this part of the experiment. We can detect this type of
activity by making minor adjustments to the thresholds ¢; and ¢, and window sizes ws and we.
The dashed lines show that our method correctly identifies the beep.
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FIGURE 7.4: Error code emitted by a server’s buzzer due to a faulty fan

Failure detection: After demonstrating acoustic channel analysis during regular operation, we
apply our method to identify erroneous server states. Some boards indicate erroneous states by
a beep code. We unplug a server’s fan such that the server detects it as faulty. As a result,
the manipulated server emits a series of beeps to indicate the issue. Each beep has a length of
roughly 1s at 5150 Hz. Since the server uses different buzzers for those beeps they occur on a
different frequency than the short beep that happens during the server’s startup in the previous

experiment.

We reduce the smoothing similar to the first experiment to detect such short-time events. Since
the event occurs at 5150 Hz, we limit the frequency band to 5100 Hz—5200 Hz. Figure 7.4 shows
the results of the second experiment. The lower plots show that the RMS Energy spikes during
the server’s buzzer activity. Our method automatically detects each beep (dotted and dashed
lines in Figure 7.4). This shows that we could reliably extract the error code from the composite
audio signal.

Our evaluation shows that acoustic side channels are applicable to detect the activity of individ-
ual devices in the DC soundscape for DCIM despite a noisy background. Our approach allows
to identify the time frames in which activity takes place.
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7.7 DISCUSSION

We conducted two experiments addressing two important use cases to show the potential and
relevancy of our approach for DCIM. A server’s fan activity can give insights into its state
and indicate potential issues. The early detection of a failing fan can help to prevent further
hardware damage, e. g., by overheating. The detection of fan activity requires monitoring a wide
frequency band, which is potentially noise-prone. However, our experiments show that we can
successfully identify such activity from a noisy signal without OS-level information or external
tools like IPMI. Our second experiment revolves around the detection of beep codes emitted by
buzzers. Devices can emit beeps when booting or use beeps to indicate the presence and type
of errors, e.g., faulty RAM or failing fans. Since buzzers emit noise at distinct frequencies, we
can limit the monitored spectrum to these frequencies to detect activity. Reducing the analyzed
frequency band also reduces the background noise, making it easier to detect relevant events.
Our experiments show that we can identify error codes purely by analyzing audio without
additional tools on devices.

7.8 (CONCLUSION

Composite signals are affected by multiple devices at once, making it difficult to identify indi-
vidual device activity. However, depending on the sources that affect the signal, the presented
approach shows that extracting information about individual device activity is possible. If sur-
rounding devices emit constant noise, it is possible to attribute all changes in the mixed signal

to individual active devices.

We present a method that can extract device behavior from mixed audio signals. Despite a
challenging DC environment, in which a multitude of devices create a blended information
channel and noisy signal—we can successfully extract the behavior of individual devices.

We apply our method to a scenario: DCIM. Using audio for DCIM has several advantages:
it is inexpensive and easy to set up thanks to widespread usage in consumer hardware. Audio
can be recorded with high granularity and accuracy, and its measurement is non-intrusive. Our
measurements have shown that we can identify the sounds emitted by a server during regular
operation, such as fan noise or beeps. More importantly, we applied our proposed methodology
to detect failing equipment in a DC. Our automatic detection mechanism identified a server’s
beep error codes without additional tools. These experiments demonstrate the feasibility of
acoustic channel DCIM.

7.9 CONTEXT TO MULTI-LAYER RELATIONSHIPS

The work presented in this chapter focuses on events on the cyber-physical layer of the logical
architecture (Section 2.2.1). As pointed out in Chapter 2, physical device activity on the cyber-
physical layer can cause changes to the environment. We interpret changes caused by device
activity as events on the cyber-physical layer. In contrast to events on the network layer, such
as network flows or packets, events on the cyber-physical layer are not as well defined. In
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particular, it can be challenging to identify events in shared spaces with multiple simultaneously
operating devices, which can cause concurrent events. However, depending on the activity, the
events on the cyber-physical layer are unique. This chapter introduces a method to characterize
and identify cyber-physical layer events.

Our work demonstrates that, depending on the properties of the environment, it is feasible to
identify physical device activity as events in composite signals. Identifying events on the cyber-
physical layer is essential to be able to correlate them with events on other layers. With the
ability to identify events in composite signals, this work extends our approach’s application area
to non-isolated devices. In Chapter 8 we propose a model that correlates cyber-physical and
network layer events.

7.10 KEeY RESULTS

This chapter presents a method to identify individual device activity in composite signals. Phys-
ical measurements of the environment can provide information about device activity. However,
physical measurements collect composite signals in scenarios in which multiple devices operate
in proximity, such as DCs. We investigate under which circumstances it is possible to reason
about individual device behavior in such signals. We identified that the DC soundscape exhibits
the necessary characteristics to make this approach possible. While multiple devices operate
in proximity, the DC soundscape has static noise. This makes it possible to identify dynamic
changes in the DC soundscape that implicate physical device activity. Therefore, to show its
potential, we apply our method to audio as SC in a DC environment. The method can identify
the time frame of activity and server error codes without on-device tools.

Our work provides an answer to RQ3.1, How can we characterize and identify physical device
activity in composite signals? We can define the physical device activity by the changes it
induces to a signal, given that it is the main cause of the change. Analyzing general trends in
a composite signal makes it possible to identify time frames in which activity takes place. If
the activity is unique, it is possible to reason about device states, e. g. by analyzing error codes
emitted by onboard buzzers.

In case the primary purpose of a device is to actively influence the environment, such as actuators
in Industrial Control System (ICS) or the IoT, devices cause measurable changes. However, also
devices that do not primarily aim at influencing the environment can cause such changes due
to physical activity. We have shown that it is possible to identify time frames in the composite
audio signals in which physical activity of individual devices takes place. We integrate this
approach into an ADS in Chapter 9.
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prediction.

This chapter investigates the multi-layer relationship between our logical structure’s network
and cyber-physical layer. This relationship links control traffic and physical device activity
that causes environmental changes. As discussed in Chapter 2, our considered environments—
Industrial Control Systems (ICSs), Data Centers (DCs), and the Internet of Things (IoT)-
typically rely on remote control. Devices receive instructions over a network and execute cor-
responding physical device activity, thus influencing the environment. Chapter 7 shows that
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we can detect changes in the environment caused by physical device activity without additional
information from the network. However, if multiple devices operate in the same space, it is
challenging to attribute events on the cyber-physical to specific devices.

This chapter addresses this challenge by introducing a model that captures the relationship
between the network and cyber-physical layers. Therefore, we investigate Research Question
(RQ)3.2, What is the relation between network control traffic and physical device activity? For
this purpose, we analyze the structure of remote control in the considered environments. We
then present an approach to correlate events from a network, i.e. control traffic, with physical
changes due to device activity.

8.1 MOTIVATION

Sensors and actuators in Cyber-Physical Systems (CPSs) constantly communicate via a net-
work (Chapter 2). Examples are power grids, chemical, water treatment, or nuclear plants [26].
Similarly, DC devices have a similar remote management, allowing operators to instruct them
to perform actions from a distance. In both scenarios, operators extensively monitor system
components and send instructions via the network. Since instructions can to physical activity,

e.g. by actuators, control traffic dictates the future behavior of devices in the system.

Modeling the relationship between network activity and physical changes has various advantages.
In Anomaly Detection (AD), it allows new types of anomalies in which device behavior does not
conform with the communication on the network. If a device performs different actions than
reported, it creates a mismatch between its physical state and perceived cyber-state.

Cyber-physical models can support system operators to understand system behavior. In this
case, the model captures the relationship between control traffic and expected physical changes.
The model allows operators to understand when and how device activity changes a system’s

environment.

Fusing information from multiple independent sources into a single model is challenging [8].
It requires to set variables into context and to identify causalities and correlations. Physical
measurements are often noisy and can contain information from multiple devices (Chapter 7).
Thus, they need to be pre-processed to reduce noise before they can be processed. Combining
features helps to create a context of the state of an observed system and gives operators enhanced
reasoning capabilities. For example, while two features may be individually in valid feature
ranges, their combination may be abnormal [81].

Most models, particularly for Anomaly Detection System (ADS), rely only on cyber or real-
world features [56]. However, using a combination of cyber and physical features for AD has
advantages [8], [186]. For AD, depending on the cause of an anomaly, physical features can
indicate abnormal behavior earlier than cyber features or vice versa. For example, a malfunc-
tioning device may acknowledge an operation even though it failed to perform the instructed
action. Such behavior can not be detected by models that rely only on cyber features. Other
physical issues of devices, such as abrasion, also cannot be detected by cyber-only ADS. An

94



8.2 RELATED WORK

attack that exploited this weakness is Stuxnet [10]. Stuxnet altered the device input and output
of centrifuges in attacked systems. Centrifuges would spin at a suboptimal speed while report-
ing a different spinning speed to the remote monitoring. Since the monitoring relied purely on
cyber-only features, it did not detect the tampering and displayed a false state. The monitoring
would have benefited from additional physical monitoring to identify the abnormal behavior
not reported by the centrifuges. Similarly, DC devices may report a wrong state to the remote
monitoring.

Vice versa, an ADS, which relies exclusively on physical measurements, cannot detect a loss of
control immediately. For example, the method presented in the previous chapter can identify
physical activity. However, it fails to identify if a device becomes unresponsive. This shows
that combining information from multiple independent sources has essential benefits for im-
proving AD [8].

Physical actions typically take time and have a continuous transition from one state into another.
In the previous chapter, on a server startup, fans accelerate until they reach normal speed. In
the cyber-state, the device switched from an “off” state to an “on” state. Models need to reflect
this transition and physical change over a period of time. In the application domain of AD,
procedures over a time window make it challenging to enable real-time AD since collecting data
about the activity is necessary.

In this chapter, we investigate the relationship between control traffic and changes in the physical
environment. We also analyze how consistent the relationship is. Based on our insights, we
propose a model that combines features from physical measurements and network traffic. The
next chapter uses this model to implement AD for composite signals.

8.2 RELATED WORK

Related work fields for creating cyber-physical models are control systems engineering and AD.
Choi, Lee, Aafer, et al. [187] build a cyber-physical model of a robot vehicle. They compare
predictions of a robotic vehicle’s control algorithm and real physical measurements to detect
jamming attacks. In our work, we do not have access to the control algorithm on devices. In-
stead, we only observe the control messages between the controller and devices. Further, we
aim to model the behavior of actuators in the system instead of external influences on the sys-
tem. Birnbach, Eberz, and Martinovic [38] combine measurements from multiple sensors and
events reported via the network in IoT environments. The work shows that physical events
simultaneously influence different Side Channels (SCs). Evaluating if independent sensors mea-
suring different physical signals change as expected in line with a reported event allows the
detection of spoofed events. Our work follows a similar approach. However, contrary to val-
idating reported events retrospectively, we model future changes based on instructed activity.
Sahu, Mao, Wlazlo, et al. [8] fuse measurements from multiple sensors and the cyber-layer to
model the behavior of power systems. The findings emphasize that cyber and physical activity
are closely intertwined. Our approach aims to model the effects of individual and concurrent
device activity instead of the behavior of the complete system. Stock and Schel [186] propose
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a hybrid fingerprinting scheme for cyber-physical production systems. The authors propose to
combine physical and cyber-information to build a fingerprint of CPS. Our work exceeds this
approach by investigating how network traffic affects the physical environment due to induced
device activity.

8.3 MODELED SCENARIO

We want to model the changes in the environment that occur due to remote-controlled device
activity. Our scenario allows multiple devices to operate simultaneously. Concurrent activity
leads to a total change, which our model predicts.

We define the activity of a device as an action «. Actions are physical operations that can
influence the environment. We define those actions by the physical effects they induce. We
consider physical changes, in which the effects of actions add up. Examples are the sound or
power intake of devices. This makes predicting the total change due to concurrent device activity
easier to model.

Actions can occur in a variety of systems. In our model, we consider actuators in IoT systems,
ICSs, as well as the operation of servers in DC environments. The previous chapter introduced
examples of possible actions of DC devices, power-off and power-on operations or error beep
codes that influence the soundscape.

Devices receive their instructions over the network in our model. The specialization of devices
often limits the possible action set. Valves can only open or close, while servers can turn off,
on, or adapt cooling fan speeds. This limitation reduces the possible variations of the expected

environmental changes.

The protocols for managing devices often have a request-response design, particularly in indus-
trial networks [1]. Management devices send commands to the controlled devices, processing the
command and returning a reply. The reply typically indicates the execution status, the device
state, or an acknowledgment that the command was received. Two examples are MODBUS [30],
and IPMI [6].

Our model uses the networked control to correlate events from the network with actions. Thus, it
uses the control traffic to predict future environmental changes. We assume that devices execute
instructed activity deterministically. In the following section, we analyze the characteristics of
control traffic and how they determine the actions that are executed.

8.4 (CHARACTERISTICS OF NETWORKED CONTROL

A key building block of our model is control traffic. Industrial environments typically rely on
specialized protocols to monitor and manage devices [26]. ICSs, like power generation networks
or water treatment plants, use IEC-61850, DNP3, MODBUS, or the Siemens S7 protocol [35],
[188]. IoT networks use protocols like MQTT. DC operators use IPMI [6] or iDARC [177] to
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remote control devices, even when they are turned off. While those protocols follow different
implementations, they have similar design principles.

Protocols for networked control typically have a primary-secondary structure [1]. The primary
is a central control unit that monitors the slave via polling [34]. The messages typically re-
quest information about specific registers [35]. The secondary then responds with the requested

information.

Central control units can also instruct secondaries to execute actions. In this case, the central
control unit sends control messages to managed nodes, uniquely specifying the actions. For
example, in MODBUS, the primary writes new values to Programmable Logic Controller (PLC)
registers, which in turn causes actuators to change their state. In IPMI, the management device
has predefined packet structures and command values [6] that specify the intended instructions.
Slaves then reply with a response code that indicates the outcome of the instructed activity [6],
[49].

In the following, we analyze IPMI in more detail, as we use it in all applications in the remaining
chapters.

TaE IPMI ProTOCOL

The Intelligent Platform Management Interface (IPMI) [6] is used to manage server hardware
remotely [189]. It is a User Datagram Protocol (UDP)-based request-response protocol for
requesting information from devices or making them execute commands. Its second version,
IPMIv2.0, extends the Remote Management Control Protocol (RMCP). In each ITPMI session,
two entities communicate. The communicating parties are a management device and a server.
The management device acts as primary, the server as secondary device. Both devices must
share a Pre-Shared Key (PSK) for a successful handshake. Each IPMI session consists of two
phases. During the first phase, the communication partners perform a handshake to establish
session secrets. The communication partners use these secrets to encrypt, and integrity protect
following traffic. In the second phase, the parties exchange data, i.e. IPMI commands and

responses.

IPMI HANDSHAKE

The IPMI handshake (Figure 8.1) has the goal of negotiating cipher suites and the establishment
of shared secrets. The communicating parties establish these by using values that are exchanged
in handshake messages and a PSK.

The IPMI handshake consists of six messages. The first two messages contain an RMCP+
Open Session Request to the client and a corresponding RMCP+ Open Session Response. The
first RMCP+ message contains a remote console session ID, and lists supported authentication,
integrity protection, and encryption algorithms. The second RMCP+ message contains a choice
of cipher suites and a managed system session ID.

The remaining four messages follow the Remote Authenticated Key-Exchange Protocol (RAKP).
This exchange aims to establish key material for the chosen cipher suites. RAKP Message 1
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FIGURE 8.1: IPMI handshake and information in each message, cf. [6], [189]

16-byte|1-byte 1-byte 1-byte 1-byte 1-byte 1-byte varying bytes 1-byte 12-byte
v rsSA [netFN/rsLUN |Checksum 1| rqSA |rgSeq/rqLUN |Command | Command bytes|Checksum 2| Auth code

Plain Encrypted and authenticated "7 Plain

FIGURE 8.2: Structure of an IPMI request packet

contains a random R,,, a requested privilege level Role,,, length of username Ulength,, and
username Uname,, itself. The answer is RAKP Message 2, containing a client random R, and
parameters to authenticate the handshake. Both parties generate a Session Integrity Key (SIK)
from this information. The management uses the SIK to calculate an integrity check value. The
integrity check covers the exchanged values and session id from the RMCP+ session request.
It sends an integrity check value and the remote console session ID in RAKP Message 3. The
IPMI device also performs an integrity check. It replies with a corresponding integrity check
value (using the same SIK) and the managed system session ID in RAKP Message 4. Both
parties use the same algorithm chosen in the RMCP+ session response to calculate the SIK.
Using PSK KG, SIK = HM ACk¢(Rm|Rc|Roley,|Ulength,,|Uname,,). The partners also use
STK and a specified constant const2 to generate key material K2 for confidentiality protection.
K2 yields from HM ACsrk (const2). Both parties use K2 to encrypt and decrypt subsequent
traffic. [6], [189]

All handshake messages are transmitted in plaintext. Therefore, an external party that observes
the handshake can extract the relevant values to derive a shared secret. If the external party
knows the PSK between the management device and server, such as operators, it is possible
to derive the cryptographic session key material. This allows the external party, such as a
monitoring entity, to perform deep packet inspection and extract information from the following
IPMI control traffic.

98



8.5 CORRELATING NETWORK TRAFFIC AND ENVIRONMENTAL CHANGES

16-byte | 1-byte 1-byte 1-byte 1-byte 1-byte 1-byte |varying bytes 1-byte 12-byte
v rqSA |netFN/rqLUN|Checksum 1| rsSA |rqSeq/rsLUN |Command |response data|Checksum 2| Auth code
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FIGURE 8.3: Structure of an IPMI response packet

IPMI Control Traffic: After the handshake, IPMI encapsulates commands in IPMI requests
and replies in IPMI responses. All IPMI requests and responses have a predefined structure
(Figures 8.2 and 8.3).

IPMI commands consist of a network function (netFN), command bytes, and additional data
of variable length. The specification [6] defines valid values for each field and which instruc-
tion they specify. There are network functions for several parts of server hardware, including
server chassis, bridge, sensors, and application-level requests. The command bytes (and addi-
tional data) specify the explicit commands within the group, such as power-down or power-up.
Figures 8.2 presents the structure of IPMI requests.

IPMI responses have a similar structure. Responses repeat the netFN and command bytes of
the associated command. The IPMI specification defines values for valid values for the response
data. These indicate the success or failure when executing the instructed command on the server.
In case of a failure, the response can also include additional information about the reason for

the failure. Figure 8.3 shows the structure of IPMI request and response packets.

IPMI is an example of how control traffic can explicitly define which action a device should
execute. It also shows how operators can decrypt and parse control traffic from independent
vantage points.

8.5 CORRELATING NETWORK TRAFFIC AND ENVIRONMENTAL
CHANGES

In the previous section, we introduced the characteristics of protocols to control remote devices
and IPMI as a guiding example. Similar to IPMI, other control protocols uniquely specify the
commands operators send to devices. Thus, the payload in control messages dictates behavior
in the near future, such as the boot of a server. As a result, the control traffic also implicates

environmental changes, such as sounds in a DC’s soundscape.

In the following, we introduce our model to capture this relationship. The model combines
two different layers. The first layer is the cyber-layer ¢, incorporating all logical layers of a
system (Chapter 2). Thus, the cyber-layer includes information from network traffic, i.e. the
control traffic. In our guiding example, the control traffic are IPMI commands and responses.
The second layer is the environment of the cyber-physical layer of our logical structure, captur-
ing the changes in the physical environment in which devices reside. Our model captures the
environment as a physical SC signal p.

We define commands observed in ¢ as . Similarly, the effects of actions on the environment
are measured by p as a. A « in the model captures all defining characteristics of the command
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TABLE 8.1: Variable overview

Variable Description

c cyber layer capture

P physical layer capture

¥ a cyber layer command

o} execution of a v on the physical layer

Cy cyber layer capture that only contains ~y

Dny unfiltered side-channel capture containing an « that belongs to ~y
pfy filtered side-channel capture

Pa filtered side-channel signal that only contains « belonging to a ~y
tsq, a timestamp of an a or 7, a € {a,v},i € N

C list of v in a ¢,

pat, side-channel capture during At

p’Atp filtered side-channel capture during At

np noise profile of static background noise

o offset between a v and its accompanying o

Iy function code of a v sent via IPMI

Uy variable command bytes of an IPMI command

Ta execution time of an «

dy L3 destination address of target device of v

that identify the instructed action. These depend on the underlying protocol. In our IPMI
example, v consists of the IPMI netFN code f, and variable command bytes v,. From the
network packet carrying the command, a 7 has a destination Layer 3 (L3) device address d,.
The destination device is relevant since the same command executed by different devices can
cause different environmental changes. For example, different fans can create different sounds
in the soundscape. Finally, every command has a timestamp ts, at which an observer logs it.
We refer to a cyber capture as c, in case it only contains v and no other traffic.

Similarly, we want to model environmental changes due to an action a. We capture three aspects
of every action. The first aspect is a timestamp at which ts, at which « starts to affect the
environment. Second, a duration 7, indicates how long an « induces environmental changes.

Third, a reference how « changes the environment.

Chapter 7 introduces a method to identify those features in a composite SC signal p. Using
this method, we can extract all these features about environmental changes due to an action.
Similar to cy, the activity after v only contains changes due to command execution in a capture
p~. Since SC signals are typically noisy, it is often necessary to filter this signal. We refer to
an SC capture as p’W. We denote the part pfy that only contains changes due to a by p,. It is
possible to model some sorts of noise, e. g. white noise [190]. We capture a model of this noise
in a noise profile np.

To model the relationship between the two events, we rely on a temporal offset o,. This offset
describes the time frame between the observation of a command ~ and the beginning of en-
vironmental changes of the devices due to the executed a. We calculate o, by using the two

100



8.6 MEASURING THE ACCURACY OF THE RELATION

CMD ~ Cyber World
IPM]] Network capture c
T
Action o Real world
Audio recording p

g==c &
> R
s > ”
ts~ R tsa 3

FIGURE 8.4: Illustration of events and variables and their relationship in our model applied to IPMI and audio

timestamps ts, and s,
0y =154 — t5, (8.1)

This enables the prediction of when an activity changes the environment based on observed
control traffic. By using the reference p,, the model can predict how the environment changes
after o,. As stated in Section 8.3, we consider signals in which the effects of activity add up.
Therefore, by adding the effects on the environment to the signal, the model can predict the
interplay between concurrent activities.

Figure 8.4 illustrates our cyber-physical model and our variable and event naming at the example
of IPMI. After an operator issues a command - on its local machine. IPMI delivers the command
via the network to its destination. The command is visible as ¢, via the network. When the
device receives the command, it performs the instructed activity . The system concurrently
monitors the environment. After the offset o,, the model predicts changes p, in the environment
due to the activity.

Table 8.1 provides an overview of the variable names.

8.6 MEASURING THE ACCURACY OF THE RELATION

In this section, we want to measure how consistent the offset o, is. In particular, we want to
analyze how consistent o, is and how reliable it is as an indicator to predict changes in the

environment.

Setup: We measure the typical offset in a DC environment. The setup consists of two devices:
a management device and a controlled server. The management device sends instructions to
servers via IPMI. The management device has an attached Blue Yeti X [184] microphone.

The management server simultaneously has a packet capture running on the interface on which
the IPMI commands are transmitted and the microphone. Our implementation runs on the
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management server. It implements two modules. The first module derives the shared secret
between servers and the management device by parsing the IPMI handshake described in Sec-
tion 8.4. It extracts IPMI commands and tsypyr from the control traffic. The second module
implements the method introduced in Chapter 7 to identify changes in the soundscape and when
they occur, starting at ts,.

We use the management device to instruct servers in the DC via IPMI to perform power-on and
power-off activities. We then measure the time offset orpp1 by using Equation 7.1. We repeat this
6 times for both the power-on and power-off actions. While this is not a representative sample
size, it provides an initial estimate of our assumption. Collecting more data can be problematic
since it occupies resources from other users and introduces wear and tear on devices. IPMI does
not provide timing guarantees, in contrast to many industrial environments. Thus, models of
environments with stricter timing guarantees, such as an ICS, are more accurate.

Results: The offset orpyr for both commands was in a constant command-specific time window.
For power-on operations, the average offset between the IPMI instruction and change in the
environment is 3.36s and a median of 3.29s. The standard deviation was around 1.24s. The
minimum orpy for power-on is 1.42s, while the maximum is 5.53s. In 4 of the 6 samples, the
change in the soundscape happened within 0.6s of the predicted timestamp.

For power-off operations, the average orpyr is 1.57s and the median is 1.35s. The standard
deviation was around 0.53s The minimum orpyp for power-off is 1.13s, while the maximum
is 2.66s. Thus, the model’s prediction of the power-off is more accurate than that of the power-

on operation.

Our measurements support the assumption that control traffic helps to predict future environ-
mental changes. The accuracy depends on the modeled system’s action and timing guarantees.
However, even in environments with no timing guarantees, such as DCs, our model could predict
changes in the soundscape correctly within a time window of 0.6s. Models for environments
with stricter timing guarantees, such as ICS, are likely more accurate.

8.7 CONTEXT TO MULTI-LAYER RELATIONSHIPS

This chapter focuses on the relationship between activity on our logical architecture’s cyber-
physical and network layers (Section 2.2.1). Due to the remote control via the network, events
on the network layer containing instructions for cyber-physical layer devices precede the physical
changes in the environment. Network layer events are control traffic that contains explicit
instructions for devices. We use the method presented in Chapter 7 to identify cyber-physical
layer activity. This allows us to develop a model that captures this temporal relationship, linking
the activity on both layers. The introduced model predicts changes on the cyber-physical layer
based on observed network layer activity.

The temporal offset between events—control traffic on the network layer and device activity
on the cyber-physical layer—is constant within a time window. The size and variations within
this time window depend on the environment. However, the predictable offset allows predicting
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an event on the cyber-physical layer based on observing specific instructions on the network
layer. This highlights that there exists a relationship between the events of both layers, which
we capture in our cyber-physical model.

Our cyber-physical model extracts device instructions from control traffic on the network layer.
In addition, it identifies extracts cyber-physical layer events by using the approach presented
in Chapter 7. The model captures the relationship between cyber-physical and network layer
events by automatically determining the typical offset between them.

8.8 KEY RESULTS

This chapter presents a model that combines control traffic and physical measurements in
network-controlled environments. The control traffic allows the prediction of device activity,
which leads to environmental changes. Based on knowledge about the activity, modeling the
changes using observed control traffic is possible. Thus, the answer to RQ3.2 What is the re-
lation between network control traffic and physical device activity? is that control traffic in
network controlled systems typically specifies future physical device behavior. As a result, it is
possible to predict when a device performs physical activity and how this activity influences the

environment.

For additive SCs, such as audio, our model, built upon this approach, can also predict changes
in composite channels in which multiple devices operate simultaneously. In this scenario, it is
possible to model the effects of concurrent device activity by summing up the effects of individual
device activity. To validate our model and measure a real-world example, we use the proposed
method in Chapter 7 to measure the typical offset between command and change and the
environment. Our measurements show that even in environments with no timing guarantees—

such as DCs—devices perform instructed actions within a certain time window.
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The previous chapters analyzed the multi-layer relationship between the network and cyber-
physical layers. This chapter applies the model introduced in Chapter 8 to monitor this rela-
tionship to detect anomalous system states. We use the model to predict system behavior based
on control traffic and compare it with actual behavior. The introduced model to set events
from the network and cyber-physical layers into the context of each other makes it possible to
identify states with a mismatch between behaviors on different layers. This allows us to advance
the Anomaly Detection (AD) capabilities in cyber-physical environments in which devices are
remote-controlled. Thus, this chapter addresses Research Question (RQ)3.3 How can we use
network control traffic to validate physical device activity in composite signals? by building
upon the insights obtained in the previous chapters.
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CHAPTER 9: MONITORING PHYSICAL BEHAVIOR IN COMPOSITE SIDE CHANNELS

9.1 MOTIVATION

Physically correct device behavior is essential for the integrity of a system. Incorrect device
behavior, e.g. a valve not closing, can cause damage [10], [80], emergency shutdowns, or even
have fatal consequences. Examples are Internet of Things (IoT) devices in smart homes [38],
devices in Industrial Control Systems (ICSs) [80], or servers in Data Centers (DCs) [5]. Existing
physical validation approaches use Side Channel (SC) monitoring to ensure the integrity of the
software flow [73], [165], [191]. However, they are not aimed at validating physical activity.
Further, those approaches address controlled environments with isolated devices and low back-
ground noise. Such environments are unrealistic to exist in practice. In reality, devices often
operate in dense and interconnected setups, such as server rooms [5] or ICSs [1], [80]. In those
setups, multiple devices simultaneously influence SC measurements, which results in a composite
signal. Composite signals render existing approaches for isolated devices infeasible, making it
difficult to validate the activity of individual devices. Chapter 7 investigated how it is possible
to identify device activity. This chapter presents an approach to use the model presented in
Chapter 8 for validating physical device activity and detecting anomalies in composite signals.

Via remote management, users can instruct devices to execute physical actions, which change
the environment. Actions range from opening a valve or turning on a light to the controlled
power-on of servers. While remote capabilities simplify device management, they introduce new
attack vectors [5], [120]. Examples are covert attacks, such as Stuxnet [10] and Harvey [80].
In covert attacks, adversaries simultaneously manipulate device input and output to hide their
activity. This enables spoofing non-existent or masquerading existing events [38], falsifying the
information shown in remote monitoring. The taxonomy described in Chapter 4 highlights
that those attacks affect multiple layers at once. However, remote management also provides
an opportunity to enable AD on composite signals. In the previous chapter, we have shown
that control traffic can be used as an additional source of information, indicating future device

behavior and changes in composite SC signals.
This chapter has three main contributions.

1. A novel method to validate device activity in composite signals using the previously intro-
duced cyber-physical model. We use the model to predict changes in composite SC signals
and validate physical behavior. Using information from the network enables to validate
if environmental changes are consistent with network-instructed activity. This permits
using composite physical measurements such as audio for AD. Our approach addresses
the limitations of current SC monitoring methods, which require isolated devices for their
analysis [73], [74].

2. We apply our method to Intelligent Platform Management Interface (IPMI) traffic and
acoustic side channels. Sound is a less popular SC for attacks or monitoring than others,
such as Electromagnetic (EM) emissions. Audio is challenging since it is affected by envi-
ronmental reflections and is easily influenced by multiple sources, leading to a composite
signal. DC environments are frequently considered in AD applications [59], [78].
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3. We evaluate our application in a real DC environment with multiple nearby devices. The
evaluation has a semi-synthetic part, showing the method’s robustness and capability to
detect attacks in a controlled environment. We then use our system in a real-world setting,
showing its practicality. We show that acoustic side channels provide a cheap and easy-to-
implement method with advantages over existing approaches [78], [192]. Our evaluation
shows that it is possible to train a machine-learning model with semi-synthetic data and
apply it in the real world.

We present the threat model and considered anomalies in Section 9.2. Section 9.3 presents a gen-
eral approach to use the model from Chapter 8 for AD. Section 9.4 introduces the environment
and used SC for the implementation of the approach. Section 9.5 applies the general approach
to IPMI and acoustic-channel AD, i.e. a DC environment. Section 9.6 shows our evaluation in
a real-world setup. Section 9.7 discusses generalizability and limitations. Section 9.8 compares
related work.

The proposed method observes physical activity via an SC. To detect anomalies, we construct
an SC signal containing expected changes and compare it with the real SC measurements, by
using the model introduced in Chapter 8.

9.2 THREAT MODEL

We assume an attacker that can compromise an unlimited number of remote-controlled devices
on the cyber-physical layer (Section 2.2.1) in the system. Attackers have full control over
compromised devices and can locally issue commands but cannot alter the firmware, specifying
how a device executes instructed actions. To hide activity, the attacker can manipulate device
input and output. The attacker can, therefore, spoof and masquerade activities [38]. While
manipulating the instructions on the device, the attacker reports the expected responses via the
network to the system’s monitoring to hide its activity. Harvey [80] and Stuxnet [10] exemplify
real-world occurrences of such covert attacks. Such attacks cause a mismatch between network
and cyber-physical layer activity.

We can classify the effects of the attacks by using our taxonomy (Chapter 4). The attacks target
the cyber-physical layer. Manipulating the input and output of the devices violates the CP.INT
and CP.ACC security goals. By also interfering with control traffic, e. g., dropping, injecting, or
manipulating packets between the remote management and local device, the attack affects the
NET.AUTH, NET.ACC and NET.INT security goals.

Our Anomaly Detection System (ADS) should be able to validate correct physical device ac-
tivity, i.e. “normal” operations, and identify anomalies in which devices’ physical and reported

W

activity differ. Those are “action spoofing,” “action masquerading,” and “early” and “delayed”
execution of instructed activity. We define “action masquerading” as executing actions without
a corresponding command. “Action spoofing” is the not-execution of an action or executing an
action with an abnormal offset to an issued command, i.e. an early or delayed execution. While
an attacker can manipulate device input and output, it cannot control the physical effects of

an action execution. When a device executes actions, it changes the environment regardless
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of its legitimacy. Our ADS observes management commands sent to devices via a network.
Adversaries cannot compromise the external monitoring entity and falsify the reference model.
We assume that all devices behave as expected during the reference creation.

9.3 SIDE-CHANNEL BASED ANOMALY DETECTION

We have established that devices performing activities affect the environment. An example
is the sound of an opening valve or spinning fans. Measurements can capture activities from
multiple nearby devices depending on the SC. This enables monitoring multiple devices at once.
Attributing changes in a composite signal to the activity of individual devices requires additional
information. Our approach addresses this problem by using information from the cyber layer to

analyze SC measurements.

We use the same naming convention as our model in the previous chapter (Table 8.1). When a
device receives a command 7, it executes a corresponding activity. We call the execution of ~
on the physical layer an action a. In networked systems, devices can receive a limited number
of commands and execute corresponding actions. This is due to highly specialized devices or
rudimentary capabilities without an already running Operating System (OS). A device causes
measurable physical changes during the execution of an «. The characteristics of the changes
in an SC signal depend on the executed «. Our model considers composite SC measurements,
containing all changes due to as that devices in proximity execute. Our method uses the
model of Chapter 8 to predict SC signal changes from observed commands. It then compares
measurements to the expected signal to identify anomalies. As a typical ADS, our approach has
a model generation phase and an AD phase.

To use composite SCs for AD, we need to address challenges in three areas:

(D processing of SC information,
(2 processing of cyber layer information, and

(3 model creation and validation.

Area (1): Challenges in this area are characterizing changes due to device activity o and
distinguishing a from background noise. We define p, as the change in the SC signal due to
the execution of an action. Physical signals are often noisy. This noise can falsify the reasoning
about collected measurements. It is necessary to remove this noise before extracting information
about an « or performing AD. We categorize three types of noise: (1) static background noise,
(2) dynamic noise emitted by surrounding devices, and (3) dynamic noise from unknown sources.

Our approach considers types of noise (1) and (2) for AD. Each noise type needs an independent
step for removal. The noise removal techniques for each noise type depend on the used SC.
Techniques to remove static noise include limiting the considered frequency spectrum (as in
Chapter 7) or using statistical noise models. Addressing noise of type (2) requires a dynamic
method. Such methods need additional information about device activities that influence the
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measured SC signal. Our approach uses information from the cyber layer to provide the required
information. The dynamic method occurs only during the AD phase.

During model generation, methods in (1) remove noise and extract SC changes that characterize
an individual « for use during AD. During the AD phase, (1) removes background noise from
the SC signal. Both phases forward the resulting information to (3).

Area (2): We process network control traffic on the cyber layer to extract information about a
command ~. This requires a characterization of information that uniquely identifies . First,
it is necessary to distinguish traffic that contains information about « from irrelevant network
packets. This is possible, e.g., by filtering traffic for a specific protocol and port combination.
The specific characterization of v on the application layer depends on the protocol. This requires
decrypting and parsing the packet payload. Finally, it is necessary to identify the device that
executes the corresponding action. In order to characterize a =, we use the L3 destination
address and protocol-specific information. Fusing information from multiple sources requires a
common identifier [8]. Our approach relies on temporal information. Therefore, we extract a
timestamp s, specifying the observation time of v. We generate a command list C' that contains
information about all ~.

Area (3): Areas (1) and (2) provide independent information about a and 7. To combine
this information, Area (3) needs to fuse information from both layers to perform AD. Several
approaches exist to fuse data and correlate information from multiple data sources [8]. We use
temporal information to correlate a 7 and its corresponding «. Timings in industrial networks
are often constant due to stable network topologies and resource overprovisioning [33], [49]. Our
results from Chapter 8 implicate that using the time between observing a v and the change on
the physical layer due to the execution of « is suitable to map the two events. After building a
mapping for all v-a pairs, it is possible to use this information for AD. Creating a mapping for
all pairs leads to a modular global reference model consisting of all sub-models. Our method
dynamically constructs an expected SC signal during AD based on observed . The dynamically
constructed signal reflects the expected mixed signal containing all devices’ observations. In the
final step, we compare the expected to the actual SC signal to identify deviations from the
expected behavior.

We detail the model generation and AD in the following.

9.3.1 REFERENCE MODEL GENERATION

The model generation phase creates a reference model for the AD phase. To do so, the reference
model needs to capture the global behavior of the monitored system. In many cases, ADSs
derive the reference model from the global observation of all devices at once. While this helps to
incorporate relationships between devices into the reference, it requires a new reference creation
when a system changes. In addition, changes in composite SC signals are often unique, depending
on the « a device executes. This can lead to a large reference model. To address these issues,
we use a modular reference model. The global reference model consists of a set of sub-models.
Each sub-model describes the behavior of an individual device that executes an a belonging
to a . Thus, the model generation maps all v to a corresponding « in the monitored system.
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During AD, our approach rearranges the sub-models dynamically on demand based on events
on the cyber layer.

The sub-model generation is a three-step process (Figure 9.1). The first two steps happen in
parallel. They process an SC signal p, (D) to extract the characteristics of an «, as well as
a cyber signal ¢, ((2)) to extract 4. The third step correlates information about « and v to
generate a y-a-mapping as cyber-physical model ((3)). An example for p, is an audio recording
of o, while ¢, is a network capture that contains v that triggered c.

Accurate AD requires a precise characterization of expected activity. Unrelated noise in ref-
erences can decrease AD performance. Therefore, the physical layer model generation must
generate an accurate characterization of an o from an SC signal p,. The tasks during model
generation are removing background noise from p, and extracting a. To reduce the amount of
noise that can falsify the characterization, an isolated environment to record p, that contains
« is desirable. Creating an isolated environment during model building is often unrealistic.
However, we have shown in Chapter 7 that even if an environment has static background noise,
it is possible to detect the effects of a. We use this strategy to extract the changes from p,. It
is still possible to build robust fingerprinting methods from noisy signals [193], [194].

The first step removes static background noise from p,. If p, was captured in a non-isolated
environment, the responsible module needs to apply sophisticated filtering to remove background
noise. The filters for removing background noise are SC specific. We refer to the filtered SC
signal as p'v. After generating piw the next step is to extract characteristics describing a.. Similar
to the filters, the characterization of an « is specific to the SC. For the sub-model in the global
reference, our method extracts the SC signal changes due to a from p’, as p,. An a has additional
metadata, e.g. a timestamp ¢s, that marks when a begins to influence the SC signal. Since
our method relies on temporal information to map a 7 to «, it is essential to identify ts,. The
metadata further includes a duration 7, specifying how long it influences the SC.

In the second step, we identify the « that causes the execution of a on a device on the cyber layer.
From a cyber layer capture c,, we extract information that specifies v. The characterization
includes the L3 address of the device d, that executes o and application layer information
that specifies . This information depends on the protocol used to control d., e.g. an IPMI
command. For the temporal correlation of v to « in the next step, our method extracts the
timestamp ts, when 7y was observed.

We correlate v and « to generate the sub-model in the third step. Our method maps 7 to « via
the timestamps of the events, i.e., ts, and ts,. The accurate mapping between the events re-
quires timestamps ¢s, and ts, to be created by a synchronized clock. Unsynchronized clocks can
introduce inaccuracies [8] and decrease AD performance. The mapping is the offset calculated
using Equation 8.5, i.e. the time between v and when « starts to affect the SC. This way, we
connect v and « for use during AD. We store each sub-model in a model database (model-DB).
Each sub-model consists of p,,, extracted features about «;, 7, and a mapping that relates p, to a
v via the temporal information o,. Our approach implements the model presented in Chapter 8
to build a reference for all possible actions in the monitored system.
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FIGURE 9.2: A visualization of the time frames At, At,, and events in an example with an acoustic side-channel.
The ADS analyzes the time frame At from tsg to tss and observes commands at tsi, ts3 and tss. The gray
arrows indicate the offset between the offset and the change in the signal. The ADS can predict the blue traces
as it observes the relevant commands between tsp and tss. The ADS cannot predict the red trace since the
command causing the red trace occurs before tsg. Thus, the time frame from tsg to tsa is semi known audio that
can contain predictable and unpredictable changes. We can only validate activity in At, from tsa to tss since
we can predict all changes in this time frame.

The complete model-DB makes up the global reference model of the ADS. In case there are
multiple devices of the same type, it is possible to reuse a sub-model. Since the devices then
execute the same actions, it is sufficient to adapt the destination address of the sub-model.
This increases the transferability of our method. Figure 9.1 illustrates the process of creating a
sub-model.

9.3.2 ANOMALY DETECTION

The AD phase analyzes if observations on the physical and cyber layers are consistent. Our ADS
can identify anomalies caused by the attacks in our threat model (Section 9.2) or faults. For this
task, our approach dynamically builds a reference SC signal based on observed commands . It
then compares the reference to the measurements for AD.

The identification of anomalies can happen on live observations or in pre-defined intervals. Since
activities on the physical layer take place over a period of time, our approach performs the AD
periodically as a sliding window. We call the analyzed time window At. Our method cannot
validate the entire time frame of At on the physical layer. We refer to the validatable part
as At,. The validatable part At, starts after an offset to the start of At and ends at the same
time as At. This is the case since the execution of an action «, e.g. booting a machine, takes
time (Figure 7.1). If an « started before the beginning of pa;, but has not yet finished, pay,
includes a part of « at the beginning. The offset has to be long enough such that a generated
reference includes all known sources that could influence pas,. The time during the offset is

semi-known since it can contain known and unknown activity.

Figure 9.2 visualizes the time frames for acoustic SCs. The figure shows important changes in
the sound frequency spectrum over time. At starts at tsg, At, at ts;. Both time frames end
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at ts3. The time frame between tsg and ts; is semi-known. An example of an unknown source
is the red trace. This action cannot be validated since the corresponding command happened
before the start of At. We can only validate the time frame of At,, i.e., starting after ts;
until ts3. During At, there are three commands on the network at timestamps ts1,ts3, and tsy.
The corresponding events happen after an offset marked by the blue traces. The gray line at
512 Hz marks a characteristic frequency on which surrounding devices constantly emit a sound.
To ensure a continuous AD, the maximum shift of the sliding window is At,,.

The AD phase consists of four steps outlined below. The first two steps happen simultaneously.

1. Side-Channel Processing: Removing static background noise from pa¢,. It uses the
same techniques to filter noise as the model generation. We target environments with static
background noise and dynamic noise from nearby devices. We do not address unknown dynamic
noise since including them in a constructed SC signal is impossible. We consider such activity
as anomalous. We refer to the filtered SC signal as p’Atp.

2. Control Traffic Processing: Identifying the v that devices received during At from cay.
It is necessary to distinguish control traffic from other traffic. This can happen, e.g., by only
parsing packets of the relevant protocols and matching defined characteristics from the model
generation. This process results in a list C' of all v with their timestamp ts.,.

3. Reference Signal Construction: Dynamically constructing a composite reference SC
signal r. Creating a dynamic reference distinguishes our approach from existing ones, which
often compare measurements against fixed pre-recorded traces. We construct an accurate signal
containing all relevant signal changes using Algorithm 1. In the previous step, we identified all
~ that induce device activity. From the model generation, we know how the physical activity of
a device receiving ~ affects the SC signal. Therefore, we can construct r based on the observed
v and their ¢s, in C' and the sub-models in the model-DB. We initialize r with no initial changes
and the start of r ts, to the start of At. We then look up each command « in C' in the model-DB.
If ~v does not exist in the model-DB, we do not know the effects of it on the SC and ignore it.
If the model-DB contains all v that affect the SC, a + that is not in the model-DB does not
influence the SC. If v exists in the model-DB, we know its effects o, on the SC. We know
tsy when v occurs from C, the offset o, from v to SC changes and the effects. We use this
information to add a. to r at ts, + o,. By repeating this process for all v € C', we construct r
to contain all expected activity during At. For the following AD step, we only keep the part of
r during At,,.

4. Activity Validation: Validating device activity by comparing r to p’mp. A reliable val-
idation is subject to multiple challenges. One challenge is defining the similarity between a
reference and an observed signal. The best metric depends on the chosen SC. It is a result of
the distance calculation between the two signals. This distance calculation needs to be robust
against noise and temporal shifts. While filtering in the previous steps reduces noise, there is
no guarantee for completely removing noise. There are several potential causes for temporal
shifts. Offsets o, estimate when to expect changes in the SC signal. However, they cannot de-
terministically predict exact timings. Even in ICSs, there are minor deviations, despite timing
guarantees [1], [49]. Other setups, such as DC environments, provide less strict time guarantees
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Algorithm 1 Algorithm to generate a dynamic reference

1: initialize start of ts, as start of At
2: initialize r as empty
3: procedure CONSTRUCTREFERENCE(C, model-DB)
4: for v € C do
if ¢ € model-DB then
retrieve o, from model-DB
retrieve o, from model-DB

add a, to r at timestamp ts, + oy
return r during At,

than ICSs (Chapter 8). As a result, larger temporal shifts are possible in such systems. This
means that the amount of acceptable deviation from an o., which distinguishes normal from
abnormal behavior, depends on the monitored system. These aspects affect the choice of a
comparison method for validation.

Comparing r and p'Atp can lead to a positive or negative validation. A positive validation
indicates correct behavior, i. e., a high similarity between the constructed signal and recording. A
negative validation is the result of low similarity and indicates an anomaly. Figure 9.3 illustrates
the steps to perform AD of a time frame.

9.3.3 ADVANTAGES AND CHALLENGES

The proposed approach to set control traffic into the context of physical changes has several
advantages over existing ADSs. (1) The method enables using composite SC signals for AD.
The use of information from the cyber layer allows predicting changes in the SC signal, even
when multiple devices operate simultaneously. (2) Our approach can use different SCs and
information on the cyber layer and even combine multiple SC. The choice of the SC only affects
the filtering. The method is similarly adaptable to protocols on the cyber layer. (3) Our ADS
works passively after model generation. The ADS has no impact on the monitored system
after the global model generation. Our method only observes regular activity and does not
require interaction with monitored devices. This is especially important in systems with devices
that have limited resources [49]. (4) Other works show that ADSs using multiple layers detect
anomalies faster than ADSs only operating on a single layer, e.g., false data injection [8] or
sequence attacks [195]. (5) The approach can identify anomalies on both layers by combining
network traffic and physical observations. (6) To remain undetected during attacks, an adversary
must simultaneously manipulate SC and the cyber layer. (7) Our ADS is modular. The global
model consists of sub-models that describe individual actions. Modularity makes replacing parts
of the global model easy. If a device is patched or replaced, only the mappings for this device
need replacement in the model-DB.

However, our approach also has limitations. (1) Changes in the SC signal due to actions must
be unique. If all actions cause similar changes on the chosen SC, the ADS can only validate
that an action happened. For classes where actions have the same signature, our approach
can only distinguish between but not within classes. (2) Some actions may share similar sub-
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sequences. Distinguishing such actions requires more sophisticated methods in the validation
step to avoid false positives. (3) If the system does not return to its original state after an
action, the ADS must keep track of its state. In this case, the same command on the cyber layer
may trigger different actions. The global reference model then needs to include information
about a system’s state in the mapping, increasing the size of the model-DB. (4) Depending
on the SC, additional, possibly unknown, noise sources must be considered and removed. The
chosen SC affects the required amount and types of filters, which influences the signal loss and
the validation. (5) Since noise is non-deterministic, the validation requires a robust method to
reliably compare noisy signals to a generated reference. (6) Depending on the guarantees given
by the system, the generation of the reference model is more accurate. For example, the timing
guarantees in ICS can lead to a more accurate r. Systems with less strict timing guarantees,
such as DCs, require validation methods that can mitigate such inaccuracies. (7) Finally, our
approach cannot differentiate if the cause of an anomaly is an attack or a fault. Therefore, the
framework needs an extension to support further root cause analysis for a detected anomaly.

9.4 APPLICATION ENVIRONMENT CHARACTERISTICS

This section introduces the environment of our application to DCs and acoustic SCs.

Scenario and Application Environment: Chapter 7 highlights that DC environment has
unique properties. DC environments are most of the time remote managed [5], leading to rare
human interaction. Therefore, all noise and physical changes are due to known device activity.
The soundscape of DC environments is constant, making individual device activity stand out.
We, therefore, apply our ADS approach to this environment.

Acoustic Side-Channels—Challenges and Advantages: Power-intake [105], [196], EM [197],
and time [49], [196] are commonly used SCs. Sound is a byproduct of many physical activi-
ties [74], but less popular than other SCs. In contrast to power intake and EM SCs, sound
propagates over a distance of several meters. Reflections, obstacles, and the openness of a space
influence the spreading of sound waves. Due to the range of sound distribution, an audio sig-
nal can contain sound from multiple nearby devices. It is challenging to isolate the sound of
individual devices in such a composite signal. Acoustic channels, therefore, require a thorough
pre-processing and often additional information to isolate individual activity.

A major challenge is noise filtering. Noise can be static or dynamic. Several techniques exist
to filter an audio signal [198]. Active noise-canceling techniques aim to remove monotonous
noises or are performant in a narrow band of the complete frequency spectrum. The removal
of dynamic sound, e.g. the vocals of a lead singer from a song require complex methods [199].
These require additional information about the source and nature of a sound. An example is
information about devices in proximity that perform actions. Unknown noise sources include
all sounds for which no such information is available. Knowledge about the scenario helps to
address these challenges. Bandpass filters limit the frequency band to the expected spectrum of
sound. This can improve the performance of advanced filtering methods and focus on a specific

activity.
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Despite the challenges, the use of mixed audio signals has advantages. Given separation capa-
bilities, a single microphone can monitor multiple devices. Microphones can be added retrospec-
tively to a system without affecting existing infrastructure. In addition, microphones are more
affordable than other measuring equipment, such as heat cameras, EM-measurement devices, or
power meters. Even cheap microphones provide high resolution at a high sampling rate.

9.5 APPLICATION TO IPMI AND AUDIO

This section applies the concept of Section 9.3 to a specific scenario. We use it to build an ADS
for DC environments using IPMI traffic and an acoustic SC.

Audio is suitable to identify processes and actions [178], [179], [200]. Microphones can record
audio passively and can be retrospectively added to environments. Our architecture addresses
challenges identified by previous work on multi-layer ADSs [8], [195]. In this application, the
changes in the signal p, describe the sound a device emits when it executes a. Actions create
specific patterns in the soundscape [201]. The action set in our scenario consists of power-off
and power-on of servers [6].

On the cyber layer, our ADS analyzes IPMI traffic. IPMI is a standardized protocol for managing
servers, e.g. in DCs (Section 8.4). Our ADS use a Pre-Shared Key (PSK) to derive a shared
secret (2% from the handshake. After the handshake, the devices use K2 to encrypt and integrity
protect their communication. Since operators know the PSK, an observing device can extract
the relevant information from an observed handshake to calculate K2. After calculating K2, we
can decrypt and parse the IPMI communication.

The management device can then send requests to DC devices to execute commands or query
information. A targeted device replies with the requested data or a status code indicating the
success or failure of an executed command. Each IPMI command has a distinct netfunction
(netFN), command, and command bytes (Section 8.4). Depending on the success of the exe-
cution, devices send out specific response codes indicating the result [6]. The combination of
netFN, command, command bytes, and L3 information characterize a ~.

9.5.1 REFERENCE MODEL GENERATION

Our architecture defines the global reference model as the set of all sub-models. It requires a
sub-model for all commands that trigger an action. Each sub-model maps an IPMI command -~y
to the sound of the corresponding action a.

The inputs for the model generation are audio recordings p, and network captures c,. Following
our method, the ADS processes p, and c, separately. The following paragraphs describe the
process for creating one sub-model.

¥ The IPMI standard defines the shared secret as K2 [6]
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Audio Processing: In an optimal case, the recording of p, containing the sound of o hap-
pens without background noise. While this is, in many cases, not practical, it is possible to
remove static noise from audio. The soundscape of DCs fulfills this static property (Chapter 7).
Therefore, recording p, when no other servers execute measurable actions is sufficient.

We first remove background noise to extract accurate information about «. A common source is
electric noise from microphones. In DCs, nearby device fans and climate control devices cause
the majority of static background noise (Chapter 7). Device activity does not affect the whole
frequency band at once [74]. We limit the considered frequency band to frequencies on which
DC devices emit sound to 400-900 Hz. Therefore, we apply low- and high-pass filters to p,.

Based on our method introduced in Chapter 7, we use the Root Mean Square (RMS) Energy as
an indicator to identify the device activity. We use this method to extract the timestamp ts,
of a’s start and duration 7, from p,.

We further exploit the static soundscape of DCs to remove noise. We calculate a noise profile np
describing the static noise in p, before ts,. The next step uses np to remove static background
noise from p,. Applying these filtering steps results in a noise-free p’V. The final step uses ts,
and 7, to extract p, from pf.

Command Extraction: The model generation simultaneously processes c,. Network traffic in
¢y only relates to v, i.e., containing only the relevant IPMI command. The first step filters all
non-IPMI traffic from c,. After analyzing the handshake between the management and target
devices, it derives the shared secret K2. The module then parses the IPMI request to extract +.
In addition to the 7 itself, the module extracts the L3 destination address of the target device d,
and timestamp ts,. The command extraction forwards the information to the event correlation
module.

Event Correlation: To calculate the time from command observation to the execution of a
physical action, the module calculates the offset (Equation 7.1). Capturing all data on the same
device can prevent synchronization issues [8].

DCs often physically and logically separate management traffic. The DC infrastructure over-
provisions network resources for management traffic to ensure a fast and reliable method for
operators for device access. Further, the static setup of DCs leads to IPMI packets being
typically routed via the same hops. This keeps the temporal distance between observations on
the cyber and physical layer constant. Therefore, the network-induced delay in this scenario
is negligible, similar to ICS scenarios [49]. While there are similarities to ICS, the given time
guarantees in DCs are not as strict as in industrial environments. However, it is possible to
estimate when physical changes occur.

We store all information from audio-processing, command extraction, and o, as sub-model in
the model-DB. Since ts, and ts, are specific to the recording, the model-DB only stores o,.
Table 9.1 lists all features stored per action in the model-DB.
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TABLE 9.1: Example of a model-DB: every row is a sub-model

entry exec. offs device netFN cmd bytes phys. ref. duration

1 0y, dq fi U1 Doy T

m Oy, dm Im Um, Povn Tm

9.5.2 ANOMALY DETECTION

In the AD phase, the system validates that recorded audio is consistent with the observed IPMI
traffic. Therefore, the ADS dynamically creates a reference audio signal containing all expected
changes using the model introduced in Chapter 8. The following section describes the validation
of a single time frame At. The AD moves this time frame periodically as a sliding window to
ensure continuous monitoring

According to our methodology, the first two steps separately process the audio recording and
network traffic during A¢. The SC input pa¢, is an audio recording and ca; a network capture.

On the physical layer, we remove static background noise. We use a noise profile to remove
static noise to generate p’Atp. Further, we apply the same bandpass filter to pa¢, as during the
model generation phase. The filtered p'Atp is a composite signal containing sound from multiple

devices executing actions.

The second step removes non-IPMI traffic from ca¢. It decrypts the IPMI traffic after observing
the handshake described in Section 8.4 using the PSK. After decrypting the traffic, it extracts
all v and their timestamps ts, from the remaining packets to create the list C. The module
then forwards C to construct the expected SC signal.

In the third step, we construct the dynamic reference audio signal r from all v in C using
Algorithm 1. Sometimes, p’Atp includes sound from actions that started before the beginning
of pat,. The reference r must include these partial a at the beginning of pa¢,. It is, therefore,
only possible to validate the sub-interval At, of At. Section 9.3.2 outlines the differences between
these two time frames, and Figure 9.2 visualizes them. The offset has the length of the maximum
of 74, +0,, of all sub-model entries ¢ € 1,...,m in the model-DB. The module builds an r for At
considering all v € C. This ensures that r includes all expected sounds in the recording. The
start of r and At are identical. For all IPMI commands v € C, the module looks up the
reference in the model-DB. If there is no reference for -, it discards the command as irrelevant
for generating r. If a  in C exists in the model-DB, it retrieves the reference p, and offset o,.
The module then adds p, at timestamp ts., + o0, to 7. After repeating this process for all v € C,
r is complete. Algorithm 1 shows this procedure.

The validation compares the last part of r spanning At,. If there is no v in C, the reference r

is empty.

Figure 9.4 shows an example of an r compared to an real recording. The figure shows the
spectrogram of an audio audio signal of a booting server. The upper part of the figure shows
the real observed signal after its filtering, while the lower part shows the constructed reference
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FIGURE 9.4: A real signal and its reference with a server turning on at 11s

based on the observed IPMI traffic. The figure also shows the effects described in Section 9.3.2.
The real observed signal still contains noise even after filtering. Since IPMI offers no temporal
guarantees, temporal shifts can occur (Chapter 8.6). In the shown example, the accelerating
fans influence the soundscape 0.5s later than predicted by the model. We consider those effects
in the validation described below.

The fourth step compares r to p’Atp. There are a variety of methods for comparing audio meth-
ods. Audio fingerprinting [202], Dynamic Time Warping (DTW) [203], image recognition [178],
and Machine Learning (ML) [204] are common techniques. This paragraph compares them and
motivates our chosen validation method. Section 9.3.2 emphasizes that a reliable validation

requires temporal and noise robustness.

Audio fingerprinting offers a high noise robustness [202]. However, due to the calculation
of the fingerprint, temporal shifts lead to low similarity. This effect is measurable when an
action in a recording shifts by an offset > 10ms to its reference counterpart. This makes audio
fingerprinting only suitable for deterministic environments in which it is possible to accurately
predict device activity or in which fixed snippets need comparison.

DTW calculates a distance between signals [203]. While DTW is robust to temporal shifts
and speed variations, it requires that signals have the same structure. This can cause issues
in case of action masquerading and spoofing attacks, which can change the structure of the
compared signals due to missing or added device activity. In addition, noise can result in a high
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TABLE 9.2: Comparison of similarity calculation methods for audio signals

Method Noise Temporal Comparison Reasoning
Fingerprinting v X v % matching hashes
DTW X v v distance

RMS Energy X v v distance

Image recognition v v X events

ML v v v events/classes

distance calculation of DTW, even if most of the signal is similar [205]. Thus, noise affects the
performance of DTW.

It is also possible to compare aggregated signal information, e. g., the RMS Energy [16]. Noise
affects RMS-Energy-based comparisons similar to DTW. Since the RMS-Energy is an aggre-
gated value, it is useful to identify time frames when changes occur. Aggregating information
into a single value makes it impossible to identify which frequencies changed. This makes it
challenging to distinguish activities that cause changes that affect the aggregated value in a
similar manner. Depending on the distance metric to compare the RMS-Energy of two signals,
this method is robust to temporal shifts.

Image recognition like [178] identifies events in spectrograms. Events cause geometric pat-
terns [201] which the methods identify. These patterns must stand out from the background to
identify them via image recognition. Noisy environments, such as DCs, alleviate the contrast of
patterns to the background and reduce the efficiency of such approaches. While image recog-
nition can identify events, its purpose is not to compare complete spectrograms with multiple

components.

ML methods can be robust to noise and temporal shifts and can even identify melody variations.
Examples are the identification of audio sequences, and variations of musical themes [204].
Depending on the chosen ML method, it is possible to classify the result of the comparison.
A drawback of this approach is that the amount of acceptable delay needs to be specified at
training time.

Table 9.2 presents the capabilities of the considered comparison methods. Due to the superior
robustness, our validation relies on an ML-based approach. The high resolution and audio
sampling rate lead to high dimensional input data for ML. The processing of such data requires
data preprocessing and preparation.

Our approach applies a procedure to reduce the dimensionality of the audio input while retaining
important information about changes due to activity. Figure 9.5 shows the procedure, Figure 9.6
visualizes how the steps affect an examplary audio signal of a booting server. In general, the
procedure reduces the resolution of the frequency band and identifies deviations from the average

energy on a frequency.

The process initially performs a Short Term Fourier Transform (STFT) on the audio signal.
Similar to other works [201], [206] we choose a window size of 2048 for the STFT. |At| denotes
the number of STFT time frames of the audio during At and |F'| the frequency band size. The
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FIGURE 9.5: Preprocessing chain of audio input for the ML validation. Operations in gray boxes do not directly
affect the signal but are relevant operations for the following steps.

result of the STFT is a matrix A € CIFIXI2! holding Fourier coefficients as elements. A 15s
recording at a sampling rate of 44.1 kHz leads to |At| = 646, each frame covering 23.21 ms. An
a;j € A describes the amplitude of frequency i € F of a frame j € |At|. Since the elements of
A are complex, ordering them is impossible. To compare the a;; € A, the next step takes their
absolute values |a;;| to create a matrix A’ € RIFIXIAL - Since device activity does not affect
all frequencies f € F (see Section 7.5.1), the process reduces the frequency band to F’. The
reduced frequency band F’ is a subset of F, e.g., the lower quarter. This results in [F'| < |F|
and a matrix M € RIF'IxIAt

To further reduce the dimensionality of the CNN input, we aggregate the remaining frequency
band F’ of each time step j € At into n bins. The number of bins n € {1, ...,|F’|} influences
information loss due to value aggregation. When n = 1, all frequencies in F’ are aggregated
into a single bin. If n = |F’|, all frequencies in F’ are considered individually. This results in a
tradeoff between the resolution and dimensionality of the input. After a series of experiments,
we choose n = 128.

The method calculates a single value for each bin using aggregation methods such as max,
min, avg, or sum. Our validation aims to identify significant changes an activity causes to the
frequency band. We calculate the avg of each bin as representative. This step initially makes
the method susceptible to noise causing random spikes in a bin. We address those outliers in
a later step. After reducing the dimensionality in the previous steps, the remaining steps aim
at identifying signal changes. Each representative element of a bin is amplified to separate
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FIGURE 9.6: Preprocessing chain of audio input for the ML validation at an example audio signal

outliers. The amount of amplification depends on the scenario. While separation is important,
our method limits the amplification effect via a scenario-specific ceiling for the later steps.

The following steps consider individual frequency bins by; of a frequency f during all j € |At].
To identify outliers on a frequency bin b, the procedure calculates the average value of each
frequency bin over At as ay, = Z‘jitol |bAfZ| . It then calculates a distance |by; —ap,| and compares
it to a threshold th. If |by; — ap,| < th, it is marked as 0, otherwise as 1. The sox utility filters

noise in a similar way [207]. The choice of th depends on a variety of factors. One factor is

how many events stand out from the background noise. A lower difference to the background
demands a smaller th as otherwise expected bits do not get activated. The second factor is
the number of events in At. More events increase the average, reducing the difference between
peaks and the average. Therefore, th needs to be set accordingly. The method stores all marks
in bitmap B € {0,1}"*|2! highlighting the changes.

Random noise spikes can impact the calculation of bin representatives and cause wrongly acti-
vated bits in the bitmap. These occur randomly and in isolation. Similar to Pham et al. [201],
we found that activity causes patterns, i.e., larger, connected, and activated fields. To remove
random noise, we deactivate isolated bits. We define an isolated bit by a maximum number
of activated bits in proximity. The choice of this number requires thorough considerations. A
small maximum activation number can lead to noise remaining in the bitmap. However, an acti-
vation number that is too high leads to the false removal of action patterns. In particular small
patterns, e.g., caused by a short beep, can be wrongfully filtered out if the activation number
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is too high. The definition of proximity requires a similar discussion. A too small proximity
distance wrongfully disregards valid signals, too high values do not filter out noise. The isolated
filtering step results in the final bitmap B’ € {0,1}7*|A,

The procedure highlights changes relative to background noise. This makes it adaptive and
robust to changes in the base-level of background noise. The preprocessing and signal con-
struction for the ML-based validation create two bitmaps. Each bitmap highlights the changes
in one audio artifact—the reference and the recorded signal. Since bitmaps represent images,
we use a CNN. Various image processing applications show that CNNs are particularly suited
for tasks with image-like input. The structure of our CNN is similar to the LeNet [208] and
ConvNet [209]. We use four convolutional layers with max-pooling layers after the second and
the fourth layer. There are two more fully connected layers after the second pooling layer for
the classification. The input for the CNN is a concatenation of both bitmaps into a validation
bitmap. In our setup, the size of the validation bitmap is in {0, 1}256x646
input into the five classes of the attacker model (Section 9.2). If the CNN classifies the bitmap
as normal, the ADS validates the time frame as “normal”. Otherwise, it raises an alarm and

. We categorize the

shows the classification.

9.5.3 APPLICATION-SPECIFIC CHALLENGES

Using acoustic SCs introduces challenges. First, sound wave dispersion depends on the en-
vironment. Therefore, references for the model-DB need to be created within the monitored
system. Changes in the environment, e.g., the setup of new structures that affect the propa-
gation of sound can require a new training of the model-DB. Second, audio filtering is complex
and requires additional knowledge about an environment. The choice of filters depends on the
environment and monitored devices. Filtering introduces information loss. Careful tuning is
necessary to avoid automatically filtering out important information. In particular, filtering
dynamic sound sources is computationally expensive [178]. Dynamic filtering methods require
additional domain knowledge.

9.6 KEVALUATION

Our evaluation measures the capabilities of our approach. We first evaluate the AD capabilities
in a controlled experiment using synthetic data from a real-world DC environment. In a second
evaluation, we show the proposed ADS functionality in a real setup.

Implementation: We implemented or system (cf. Section 9.5) in Python, using librosa [185]
and (py)soz [210], [211] for audio analysis and processing. The prototype uses pypacker [212] to
process network traffic. The CNN validation is implemented in pytorch [213].

Test Environment: The DC environment providing data for our evaluation consists of 33
servers and 4 actively cooled switches in a single air-conditioned room. We can control all
devices via IPMI. There are several types of servers. Of each server type, there are multiple
identical devices. In the soundscape, the server types mainly differ in the cooling fans, emitting
sound on specific frequencies (Chapter 7). The frequency ranges of fans identify each server
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type. Typically, the servers continuously run network experiments. The typical noise level in
the DC is around 72.6 dB(A). The ADS runs on a Linux machine with Debian 11 installed, an
Intel Xeon 1265L CPU, and 16 GB RAM.

Experiment Setup: Our experiments involve three device types. The first device type en-
compasses management devices issuing commands to servers. Management devices can monitor
other devices from within the network by analyzing IPMI replies. We send instructions from
management devices to other devices with the command line tool ipmitool [214]. The second
class of devices are servers. These receive IPMI commands from management devices to execute
actions. After building the model-DB, the servers can be fully compromised according to our
threat model. The third class is a monitor running our ADS. The monitor captures real-time
traffic between management devices and servers on its network interface. In our scenario, the
management device and the monitor run on the same machine. We use a Blue Yeti X [184]
microphone in cardioid recording mode for audio recording at the monitor. The microphone
records the frequency band of 20 Hz to 20kHz at a sampling rate of 44.1kHz. The placement
of the microphone is approximately 0.3m in front of the server racks. Figure 9.7 shows the
schematic and real setup.

Reference Model Generation: To construct the model-DB, we send power off and power
on commands via IPMI. At this stage, we assume the devices execute the instructed actions
as intended. These actions cause server fans to stop or start. As already shown in previous
chapters, the change in fan speed changes the soundscape. The monitor extracts the relevant
features from the recording and maps it to an IPMI command to a destination device. The
reference creation takes place during mormal operation, i.e., without interrupting the general
operation. To simplify the reference creation, we limit the frequency band to 400 Hz—900 Hz,
the spectrum of the fans. The model additionally applies noise filtering via sox with a strength
of 0.05. The model-DB contains 8 references for 4 devices, covering only a subset of all devices.
We use the same model-DB for the synthetic and real-world evaluation. It is possible to reuse

existing models for devices making identical noises.

Metrics: We evaluate the performance by analyzing commonly used metrics [74], [215] (Chap-
ter 2.4.3).

9.6.1 SYNTHETIC MODEL TRAINING AND EVALUATION

Model Training with Generated Data: The generation of sufficient samples to train ML
can be problematic. If there are multiple actions, the combination of these actions creates
an exponentially growing combination space. Recording audio in a real environment requires
time, e.g., 1000 recordings with a length of 15s are equivalent to 4.16 h. Recorded devices are
blocked from being used by other users during the data generation. In addition, the repeated
command execution causes wear and tear. This makes the generation of a real world data set
challenging. We, therefore, create a semi-synthetic dataset by rearranging references from the
previously generated model-DB. This is possible since we consider activities to be deterministic.
This enables the generation of labeled traces from a few recordings for training. We train the
CNN validation module on such a dataset.
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FIGURE 9.7: Schematic and real experiment setup
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The dataset contains 72600 recordings and references spanning 302.5h. References contain
0 to 2 simultaneous actions from the model-DB. Traces of 1 action show the possibility to
identify a single device in a composite signal, and 2 actions show the performance if multiple
devices operate concurrently. There are 160 different references for 1 and 80 for 2 actions. This
ensures a balance of spoofing and masquerading traces with 1 and 2 actions.

To generate the labels and data, we temporally shift or remove actions compared to their refer-
ence to artificially construct anomalous recordings. Depending on the change in the recording,
we automatically assign a label. If the reference and recording contain the same actions at
the same time stamps, the time frame is labeled “normal”. The labeling requires a definition
of acceptable delay and early execution. In our scenario, we consider the execution within a
time frame of 0.5s to the expected execution acceptable and as “normal”. To avoid False Nega-
tive (FN) classifications for early and delayed execution anomalies, we choose a slightly stricter
threshold than the typical variation observed in Section 8.6. If an event shifts 0.5s to 1.5s,
it is labeled as early or delayed execution. Temporal shifts of more than 1.5s are not in the
dataset and are considered either action spoofing or masquerading. Multiple repetitions of the
model-building process show that this is a reasonable assumption. Entries in which references
contain more actions than the recording are labeled as “spoofing”. Similarly, entries with fewer
actions in the reference than the recording are labeled “masquerading.”

The distribution of classes in the data set is 15000 normal, 9200 samples for each delay and
early execution, and 19200 for each of the masquerading and spoofing classes. The train-test
split of the dataset is 80/20, yielding 58080 entries for training and 14520 for testing. We train
the model for 20 epochs with a learning rate of 0.01. A non-improving loss indicated overfitting
after 11 epochs. The remainder of the evaluation uses the model trained for 11 epochs.

Results: Table 9.3 lists the classification results. The chosen model has an overall accuracy of
98.62 % on the synthetic test dataset. The model achieves the highest precision for detecting
action spoofing and masquerading with a precision of 99.66 % and 99.63 %. The model correctly
classifies early and delayed execution with a precision of 98.74% and 99.21 %. It shows the
worst performance at classifying normal conditions with a precision of 95.46 %. The recall (Sec-
tion 2.4.3) for all classes implicates how well the CNN can detect each anomaly class. The
trained CNN has the highest recall for “spoofing” (& 0.9924) and “masquerading” (= 0.9898)
anomalies. In the other anomalies, the recall is also high with ~ 0.9823 for “normal”, ~ 0.9813
for “delayed execution” and = 0.9771 for “early execution” samples. This shows that the pro-
posed approach can identify all of the relevant anomalies, as well as distinguish them from
normal device activity.

Our evaluation shows a limitation of our approach due to the preprocessing step. Multiple
identical operations within the same time frame merge into a single pattern in the bitmaps.
Therefore, the current model cannot distinguish if a pattern results from an individual or two
simultaneous activities, creating a shadowing effect.

9.6.2 REAL-WORLD EVALUATION

This section evaluates the approach’s applicability in the earlier described environment.
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TABLE 9.3: Validation results of the CNN model

Class/Classified Normal Early Delay Spoof. Masqu. Recall

Normal (3000) 2947 23 14 8 8 0.9823
Early (1920) 40 1876 0 0 4 09771
Delay (1920) 35 0 1884 1 0 0.9813
Spoofing (3840) 27 0 1 3811 1 0.9924
Masquerading (3840) 38 1 0 0 3801 0.9898
Precision 0.9546 0.9874 0.9921 0.9976  0.9963

Setup: We reuse the setup shown in Figure 9.7. We then simulate anomalies in each of the
four anomaly classes. To simulate early and delayed execution of events, we add or subtract 1s
to the offset of the sub-models in the model-DB. For the event masquerading attack simulation,
we remove the sub-model for a monitored device from the model-DB such that the constructed
reference using the presented algorithm does not contain the expected change. If an IPMI
managed device receives a command to turn into a state in which it already is, e. g. power on, it
responds with a success message. We use this behavior to simulate event spoofing for power-off
and power-on operations.

We create four types of time frames: normal with 0 actions, normal with 1 action, action
spoofing, and action masquerading. Due to the missing guarantees for maximum execution
times in IPMI , we include “early” and “delayed” action execution in “normal” cases. We
confirm the classification decision of the CNN by visual inspection. We collect 20 “normal” time
frames and 20 recordings for each attack. In total, we validate 80 independent 15s time frames,
making up 20 min.

Results: The results show that the model can accurately classify real-world measurements. All
20 of the time frames with 0 actions were classified correctly as “normal”. The model does not
classify random noise that remains ofter filtering as spoofed activities. The remaining analyzed
time frames have at least one action in either the reference, recording, or both.

A visual inspection of the remaining 20 “normal” time frames confirms 15 of the classifications
by the CNN. The offset between IPMI commands and actions varied as expected. The CNN
correctly identified minor deviations from the expectation as either early or delayed execution in
three out of three cases. In six other cases, the deviation from the expectation was larger than
the specified acceptable difference of 0.5s. The CNN correctly classified those six time frames
as “spoofing”. In six other cases, the CNN falsely classified a time frame as “spoofing”.

The model successfully detected 19 of 20 spoofed events. In the misclassified time frame, the
model classified the activity once as “normal” due to patterns in the recording of remaining noise.
This highlights the importance of filtering and change extraction as input for the validation.

The model did not identify any of the action masquerading attacks. A visual inspection of the
bitmaps of the reference and recording shows that the construction method correctly highlights
device activity. In 4 cases, the remaining patterns in the recording are indistinguishable from
noise patterns, which is why we deem these four classifications correct.
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TABLE 9.4: DC evaluation results

Class/Classified Normal Early Delay Spoof. Masqu.

Normal (40) 25 1 2 12 0
Spoofing (20) 1 0 0 19 0
Masqu. (20) 20 (4)f 0 0 0 0 (16)f

 In combination with RMS Energy.

This indicates an issue with the ML validation step. We argue that an improved training set can
address this issue, e. g., if it includes more examples of masquerading. It is possible to combine
multiple validation methods to identify such attacks. For example, the RMS-Energy-based ap-
proach used in the model building can identify the time frames in which activity occurs. If there
is no expected activity but the RMS-Energy-based method identifies an action masquerading
takes place. With this extension, our approach could correctly identify masquerading in 16 time-
frames. We point out, that identifying masqueraded activity with the RMS-Energy-based only
works if there is no control traffic.

Table 9.4 summarizes the results. In our quantitative evaluation, 57 (73 in combination with
RMS-Energy) of the 80 time frames were classified correctly. This shows that the presented
approach could successfully validate device activity and identify anomalies in a composite signal.
However, the capabilities to detect anomalies varies on the anomaly type. While the model can
identify “spoofing”, it fails to identify “masquerading” anomalies.

9.6.3 PLAUSIBILITY OF THE REAL-WORLD MEASUREMENTS

This section discusses the plausibility of the real-world evaluation and puts the results from
the real-world measurements into context with the synthetic evaluation. We determine if the
detection accuracy in the real-world measurements is realistic given the accuracy of the CNN
model in the synthetic evaluation. The CNN model classifies each time frame separately into one
of the anomaly classes or as “normal”. The classification of each time frame is either correct or
wrong. In addition, the CNN classifies time frames independently. This means the classification
of one time frame does not influence the result of classifying other time frames.

Since every classification is true or false, we use a binomial distribution to assess the plausibility
of the real-world experiments. The overall accuracy of the CNN in the synthetic evaluation
using 14520 traces (Section 9.6.1) is 0.9862. Thus, we assume that 0.9862 is the probability that
the CNN correctly classifies a time frame.

Overall accuracy: To achieve the accuracy of 0.9862 from the synthetic evaluation, the CNN
model needs 78.896 (approx. 79) correctly classified time frames. In order to pass the typically
assumed threshold of 0.05 [216], at least 78 observations need to be classified correctly. How-
ever, the CNN model correctly assessed 57 of the 80 time frames in the real-world evaluation.
Combined with RMS Energy, this number increases to 73 of 80 correctly classified time frames.
The numbers of correctly classified time frames are below the expectation of 79. This implies
that the ADS is less accurate in the real-world setup.
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The likelihood of observing the observed number of correct classifications for the standard model

by using the assumed accuracy is:

80

P(X =57) = (57

)(0.9862)57 -(0.0138)*% ~ 5.1 - 1072
Analogously, the likelihood for observing 73 correctly classified time frames (by using the com-
bination with RMS Energy) is:

80

P(X =173) = (73

)(0.9862)73 -(0.0138)" = 0.000109794

Both values are below the threshold of 0.05. Given the accuracy of 0.9862 from the synthetic
evaluation, the observed number of successes is unlikely to occur. We, therefore, conclude that
the proposed ADS is less accurate in real-world measurements. From the observed classifications,
an accuracy of % = 0.7125 (or % = 0.9125) is more plausible. The decreased accuracy fosters
the need for adjustments before production-ready deployment of the ADS.

Per class accuracy: The real-world evaluation shows that the CNN model performs differently
depending on the anomaly type. Thus, we also investigate the plausibility per class. In this
case, we use the recall for each class by using the classifications from the synthetic experiments
(Table 9.3). In real-world experiments, it is difficult to distinguish the “normal”; “delayed”, and
“early execution” classes due to a lack of guarantees given by the monitored system. Therefore,
we only assess the “masquerading” and “spoofing” anomaly classes as those are the most crucial

ones.

The ADS failed to detect any of the “masquerading” anomalies in the real-world measurements.
Thus, it does not work in its current state for detecting “masquerading” anomalies in the real
world. In particular, this contrasts the observed recall of 0.9898 in the synthetic evaluation. We
propose methods to address this issue in the paragraph “Assessment of the plausibility”.

In the real world evaluation, the ADS correctly identified 19 of 20 “spoofing” anomalies which
has a likelihood of

20
19

which is above the threshold of 0.05. This means that the ADS can detect “spoofing” anomalies
similarly in the synthetic and real-world experiments.

P(X =19) = ( >(0.9924)19 -(0.0076)! ~ 0.13149

Assessment of the plausibility: A lower accuracy in the real world is realistic for several reasons.
Real-world measurements contain more background noise not present in simulations, such as in
our synthetic evaluation. While our proposed approach ADS uses filtering to remove noise,
the signal retains some remaining noise. In particular, our approach has no mitigation to filter
unexpected dynamic noise (Section 9.3). While the server room of the real-world evaluation has
an active Air Condition (AC), we noticed that the room’s overall loudness, and therefore the
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amount of background noise, depends on the seasons. This is because the builtin AC cools the
server room relatively to the outside temperature, e. g., —3 °C instead of keeping the temperature
fixed. Therefore, the overall temperature in the server room for the experiments is higher due
to more prolonged exposure to the sun and higher outside temperatures during those months.
As a result, during warm summer, the servers are louder than during winter due to a higher
speed of the onboard cooling fans. Therefore, the amount of filtering used when processing a
time frame may need adaption depending on the room temperature, which may increase during
higher temperatures and decrease during lower temperatures.

The real-world measurements are not performed in a fully controlled environment. The activity
of other devices in the environment that are not part of the model-DB can affect the audio
recordings. This activity appears as dynamic noise our system currently does not address,
leading to potential False Positives (FPs) of “masquerading” cases. Another factor is that the
recordings in the real-world setup can have slight variations, which is different to the fixed
traces in the synthetic evaluations. Reasons include the mentioned noise or a slightly different
microphone placement during the reference recording and real-world evaluation. Another reason
for a worse performance in the real world can be effects due to the model training, e.g. the
earlier described shadowing. Those effects can lead to a slight change in the input data for
the CNN, which can degrade its performance [217], [218].

Our evaluation highlights the challenges when using ML models trained with synthetic data in
real world scenarios. However, there are multiple ways to mitigate unexpected effects in real-
world environments. This can potentially improve the performance of synthetically trained ML
models in real-world settings. In particular, adjustments during the training phase can improve
the cyber-physical model and increase the performance of the ADS.

First, we can use enhanced noise models that add noise to the training samples during the
training data generation. By incorporating expected noise into the training data, it is possible to
mitigate the effects of unfiltered noise of real-world recordings. This can improve the performance
of the ADS in all classes.

A second option is recalibrating the acceptable temporal deviations from the predicted activity.
As pointed out in Chapter 8, the expected deviation depends on the guarantees given by the
system. Increasing the acceptable time window in which devices can execute an instructed action
improves the classification of “normal” operation. With an increasing acceptable deviation, the
ADS is less strict about temporal deviations of the real-world measurements to its predicted
model. Thus, this approach reduces the FP rate for “early” and “delayed” execution anomalies.
However, an increasing window decreases the capability to distinguish those anomalies from
“normal” execution. Therefore, the choice of acceptable delay depends on the prioritization of
the system operator.

Third, to address minor deviations in the measurements, it is possible to increase the number
of recordings for each action in the training data generation. This way, the training set contains
more variations of the expected activity, allowing for more deviations in the execution. In
particular, using recordings from different microphone positions allows to mitigate the effects of
different sensor placements.
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Finally, creating more training samples of classes in which the ADS under-performs is possible.
By supplying more samples of those classes, the CNN can learn better to detect those scenarios.
This potentially increases the performance of detecting anomalies, such as “masquerading”.

9.6.4 SENSITIVITY

To evade detection, attackers must ensure that control traffic and SC measurements match.
Action spoofing requires corresponding physical changes. This requires physical access to the
environment. Action spoofing is possible in combination with action masquerading. By forcing
another device to perform an action that causes identical changes, both signals match. There is
an analogous approach to evade the detection of action masquerading. One way to address this
is to add localization capabilities, e.g. multiple microphones. Another way to avoid detection
of action masquerading is to manipulate the execution of actions by limiting physical changes,
e.g. lowering the speed of fan deceleration. Since our system filters small changes as noise, an
attacker can evade detection. In our setup, we can only detect activities with a signal-to-noise
ratio (SNR) higher than —4.8dB. Such low-level manipulations require firmware-level access
to the compromised device to alter how a device executes an action. Finally, it is possible to
masquerade actions by shadowing other legitimate actions without localization. However, the
fixed offsets require attackers to accurately predict actions, which is challenging [38].

9.7 DISCUSSION

This section discusses the generalizability and limitations of the presented approach.

Generalizability: This chapter applied the approach to a DC scenario. However, it can be
used in other environments with other SCs and protocols. The requirements for a successful
adaption are the observability of commands and deterministic device behavior. It is possible
to parse other control traffic on the cyber layer, e.g. MODBUS [30]. Similarly, using other
additive side channels, e. g., shared power meters or temperature sensors, is also possible. While
validation methods, such as audio fingerprinting, are SC-specific, ML approaches are flexible
and adaptable. A system that guarantees execution times allows stricter validation methods.

As shown in the evaluation, the modular approach allows to create of a synthetic dataset that
can be used to train a model for ML. Since only changes in the SC signal are relevant for the
validation, we can retroactively equip environments with our method and retrain the model on
demand.

Limitations: If the monitor cannot decrypt encrypted network traffic, observing commands
without an additional channel is impossible. The temporal offset occurring between commands
and related activities should be predictable in order to enable an estimation when changes in a
physical signal occur. Our approach can only reliably predict expected changes in an SC signal
with a deterministic mapping between a command and an action. It is only possible to monitor
actions where the changes due to activity stand out compared to noise. Finally, our evaluation
shows that the current implementation could be more robust to shadowing. The changes due
to one action are indistinguishable from changes of the same action being executed by multiple
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devices at once. It is also impossible to distinguish actions that cause the same changes in the
SC measurements. This can be addressed by using multiple sensors that, for example, enable

localization as presented by [57].

9.8 RELATED WORK

Our approach performs cyber-physical AD. It combines information from multiple layers, par-
ticularly related is SC based AD.

AD in CPSs: Luo et al. [219] provide an overview of ML based AD methods for Cyber-Physical
Systems (CPSs). The input to the presented modeling approaches are features from various
observations that can be made from within a CPS. Some approaches, such as [220], [221], directly
use observations related to the physical process to create the reference model. Wang et al. [222]
use accumulated process logs to derive models for an observed IoT system. Some approaches
use the observed communication for finding patterns [223], [224]. Specification-based anomaly
detection processes existing documentation to create a model. Caselli et al. [25], as well as
Sekar et al. [225] present how documentation can be leveraged to build reference models. While
those methods model the behavior system, they disregard the relationship between physical

behavior and the cyber layer.

Side-Channel Based AD and Verification: A variety of publications propose SC monitoring
for AD. Most approaches verify the control flow integrity of code execution on devices. These
works show that SCs are suitable for monitoring device activity. In contrast to monitoring code
execution, our approach validates correct physical activity. Commonly used side channels are
EM and power consumption. Han et al. [73] and Aubel et al. [167] measure EM emission to
validate the correct control flow of programs. Boggs et al. [226] and Nazari et al. [227] use an EM
SC to detect malicious code execution. Han et al. [191] and Lui et al. [165] present power intake
as an SC to verify the correct execution of software. Dupuis et al. [228] review the effectiveness
of power SCs for detecting hardware trojan horses. Bolboaca et al. [229] and Formby et al. [49]
measure the time an ICS device requires to execute commands to detect anomalous behavior
of devices. In this work, the authors exploit the deterministic behavior of devices and used
protocols to implement a timing side channel for AD. Our work does not monitor the control
flow of software on devices but the behavior when executing a physical action. Closest to our
work is [38], in which Birnbach et al. combine measurements from multiple sensors to verify
the execution of a reported physical event. The work demonstrates that physical events cause
measurable changes on multiple side channels. The authors combine multiple SCs to detect
spoofed events. Our work exceeds those capabilities by validating specific physical activity.
We consider simultaneous activities of multiple devices and also aim to detect masquerading of

actions.

Multi-Layer AD: Several works show the advantages of using information from multiple layers
for AD. However, no approach aims to validate whether a monitored device correctly executes
instructed activity on the physical layer. Sahu et al. [8] fuse cyber and physical information
to identify false command and measurement injections in power systems. Yang et al. [195]
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analyze if the power consumption and perceived state of ICS devices match to identify attacks.
Carcano et al. [215] model MODBUS traffic and command values to track if a command chain
puts a system into a critical state. Close to our work is [187] by Choi et al., which creates
a physical and a cyber model of robotic vehicles. Mismatches between those models indicate
abnormal behavior. Our approach differs by using network control traffic to dynamically predict
expected changes in the system and compare them with real measurements for AD.

Sound Classification Analyzing audio for AD is closely related to sound classification. The
biggest challenges in this field are the filtering and enrichment of recordings. An overview of
the properties of sound fingerprinting is given in [230]. A large portion of current research
focuses on music fingerprinting [231], in which a song should be identified from a short sam-
ple [232]. The field of environmental sound classification has not received much attention until
2014. Chachada and Kuo [233] give an overview about challenges for environmental sound clas-
sification. Piczak [234] argues the feasibility of using ML for environmental sound recognition.
Salamon and Bello [235] successfully use ML to classify events. While we also classify audio into
normal and anomalous classes, the sound database for the comparison is fixed in the mentioned
works. This differs from our work, in which we dynamically generate the reference.

Audio-Based AD: Contrary to our approach, most works using acoustic SCs target isolated
devices and do not consider simultaneous device activity. Audio is used in various SC at-
tacks [179], [236]. Applications that use audio for monitoring are often related to manufac-
turing. Al Faruque et al. [237] and Hojjati et al. [238] reconstruct a product’s manufacturing
processes and shape from audio recordings in a factory. Miiller et al. [200] present a method for
AD on audio signals via image recognition. Using image recognition on an audio spectrogram,
the authors identify anomalous device behavior in industrial systems. Bayens et al. [74] and
Chhetri et al. [239] use an acoustic SC and control signals to detect attacks in additive man-
ufacturing. These compare printing instruction code for 3D printers and audio of the printing
process to detect attacks or identify malicious fill patterns. By combining measurements with
network traffic, our approach is less intrusive than analyzing local code execution. Further, it
enables the consideration of the activity of multiple devices at once in one blended signal.

AD in DCs: Most AD approaches for DCs rely on network traffic monitoring or collect infor-
mation on end hosts. Garg et al. [59] present an ML-based approach to detect anomalies from
DC network traffic. The method addresses complex network topologies, such as DC networks,
but does not consider physical device behavior. Borghesi et al. [78] monitor the power con-
sumption of DC devices. The authors train an autoencoder to learn the relationship between
physical and software properties during operation in an IPMI-managed DC to detect anomalous
power consumption states. In Chapter 7, we analyzed the spectrogram of a DC soundscape to
identify device activity and error codes without access to technologies such as IPMI. Only a few
ADS in DCs use information from multiple layers. Hernandez et al.[192] propose to combine
information from the Simple Network Management Protocol (SNMP), motherboard sensors, and
external power distribution units to detect malware on single devices. The authors highlight the
requirement of high temporal and spatial resolution for the investigated sensors to detect mal-
ware reliably and the potential requirement for custom-built monitoring software. Our approach
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exceeds these proposals by combining information from multiple layers and actively predicting
changes due to control traffic instead of relying on polled data.

9.9 CONCLUSION

This chapter presents a novel approach to modular cyber-physical AD. We identify anomalies
by setting control traffic into the context of physical changes. Our method leverages control
traffic on the network to validate device activity in a composite SC signal. By utilizing control
traffic, we predict changes in composite signals. After introducing our concept in Section 9.3,
we applied it to IPMI and audio as SC in Section 9.5.

The proposed method is non-intrusive since it does not interact directly with components after
generating a reference model. During AD, it allows a dynamic rearrangement of sub-modules of
references on demand. Using information of multiple layers for AD makes it harder for attackers
to evade detection. To remain undetected, they need to manipulate two information sources.
Our evaluation (Section 9.6) shows that our system is robust to noise and minor temporal
inaccuracies in the prediction. In synthetic experiments, our method achieves an accuracy of
98.62 %. Our experiments in a real setting confirm the synthetic results.

Our contribution opens up new possibilities for AD. It allows using SC-based AD in systems
while multiple devices operate in proximity. It also enables using novel SCs for AD that simul-

taneously contain information from multiple devices.

9.10 CONTEXT TO MULTI-LAYER RELATIONSHIPS

This chapter introduces an ADS that monitors the relationship between events on the network
and cyber-physical layers of our logical architecture (Section 2.2.1). Monitoring this relationship
makes it possible to identify anomalous states in which the events of those layers mismatch, e. g.
due to attacks or faults. An example of such a state is a device confirming the execution of an
instructed action via the network without actually performing it.

Our ADS utilizes the model that captures the relationship between network and cyber-physical
layer events described in Chapter 8. It uses the model to predict events on the cyber-physical
layer and compares the prediction with the actual observations. By setting the events from
the cyber-physical and network layer into context, the ADS has advanced anomaly capabilities.
An ADS that only processes network layer information cannot validate if a remote-controlled
device behaves as reported. Similarly, an ADS that only monitors the cyber-physical layer
can process sensor measurements but cannot validate if changes align with reported activity to
remote management. The proposed ADS addresses these limitations by contextualizing events
from multiple layers via their relationship.

We show the functionality of our ADS to detect attacks that disrupt this relationship, “event
spoofing” or “event masquerading”. Using our taxonomy (Chapter 4), those attacks target the
cyber-physical layer. In “event spoofing” attacks, adversaries report events to the monitoring
from devices, affecting the NET.AUTH, NET.ACC and NET.INT security goals. On the other
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hand, “event masquerading” attacks hide device activity from the monitoring, affecting the
CP.INT, CP.ACC, NET.INT security goals. By monitoring the typical relationship between
cyber-physical and network layer events, our ADS can identify the mismatch on both layers and
detect the anomalies resulting from these attacks.

This highlights how monitoring the relationship between events of multiple layers enhances AD
capabilities.

9.11 KEY RESULTS

In this chapter, we demonstrated that it is possible to perform cyber-physical AD using the
model established in Chapter 8. The answer RQ3.3 How can we use network control traffic
to wvalidate physical device activity in composite signals? is outlined in the following. We can
validate individual device activity by constructing a reference signal that contains expected
environmental changes based on previously observed control traffic. By comparing changes in
the constructed signal to real measurements, it is possible to validate whether devices altered
the environment as expected.

By considering all control traffic, we can construct a signal that contains the activity of multiple
simultaneously operating devices. The dynamic rearrangement sets the presented method apart
from existing SC-monitoring approaches, which use fixed pre-recorded traces as a reference for
the comparison.

The dynamically constructed signal can be used as a reference to identify anomalies in which
the physical behavior of devices is different from the reported one in composite measurements.
This exceeds the capabilities of typical SC-based work, which mostly considers isolated devices
in their analysis. Combining independent sources allows the detection of covert attacks as a
new class of attacks, such as Stuxnet. In those attacks, attackers intentionally manipulate the
input and output of devices to mislead the monitoring, which only uses information from within

a system.

The leading causes for differences between the real and constructed signals are noise and tem-
poral inaccuracies in the change prediction. Based on these effects, we identify that ML is most
suitable for this comparison due to its resilience to such differences.

We implemented our approach for IPMI control traffic and audio SCs. Our evaluation in syn-
thetic experiments shows that our approach can successfully detect discrepancies between re-
ported activity and physical changes. The evaluation in a real-world DC environment confirm
the synthetic results, however, with less accuracy depending on the anomaly type.
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CHAPTER 10

CONCLUSION

This chapter summarizes our insights for making distributed systems more secure by monitoring
multi-layer relationships. It answers the Research Questions (RQs) stated Chapter 1. Through-
out the thesis, we focused on two multi-layer relationships. The first relationship is the link
between applications and network communication, the second relationship is between control
traffic and physical device activity. Based on our insights, we proposed two novel methods for
Anomaly Detection (AD), which set network events into the context of events on other layers
to spot unusual activity. The first method profiles the typical network usage of applications,
allowing the identification of abnormal communication behavior on a process level. The second
method sets control traffic and environmental changes into the context of each other, allowing
to reason about the physical activity in composite measurements. We evaluated the methods in
real-world scenarios, showing their capabilities to detect attacks in which the network activity
does not match the behavior on other layers. The presented methods introduce novel ways
to reliably detect and classify anomalies in networked systems and set the foundation for new
research in the area of anomaly detection.

10.1 KEY RESULTS

In this section, we present the key results of the thesis. We present those results by answering the
initially stated Research Questions (RQs) from Chapter 1. Since all sub-RQs aim at answering
the overarching RQ1, we provide an answer to this question last.

RQ1.1: What distinguishes an industrial network from a traditional network? We analyzed
typical components, characteristics, and protocols of industrial, Internet of Things (IoT) and
Data Center (DC) networks in Chapter 2. It is common that such networks have a centralized,
hierarchical topology with a central device monitoring and management. The networks are
typically static, with a most traffic being machine-to-machine (M2M) traffic. Devices are remote
managed via networked control, in which central control units send instructions to devices, which
then change their state. This leads to environments with low human interaction, often following
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predefined procedures. Devices in industrial and IoT networks often have the primary purpose
to alter the environment and manage a physical process. While DC devices do not have the
primary purpose of physical device activity, they can also execute actions that cause physical
changes in the environment. This is in contrast to traditional networks. The cause of device
activity in such environments is human activity. This can lead to dynamic changes and exhibit
diurnal patterns in observed network traffic. In addition, devices constantly join and leave the
network depending on user movement. This makes such traditional networks less predictable
than the networks we studied in this thesis.

The networked control in industrial environments is an essential building block throughout the
thesis, as it is one of the main causes of the investigated relationships. Part II analyzes how
applications use the network depending on their state and how this causes network flows. Part III
uses the networked control to predict environmental changes.

RQ1.2: Which relationships and types of dependencies exist in networks? We investigated and
analyzed multi-layer relationships in Chapter 2 and how attacks on systems affect their security
on multiple layers in Chapter 4. We then identified three types of relationships, two of which
span multiple layers. The first relation is the application-network relationship. This relationship
is caused by dependencies on remote services by other applications, causing network flows to
other hosts for fetching and sending data. In industrial environments, application-network
relationships are often fixed due to static setups and continuous management efforts. This leads
to predictable behavior of applications and their network usage. The second relationship type
occurs within the network due to the used protocol stack. Since those relationships do not
span across multiple layers, we do not analyze them in detail in this thesis. The third type of
relationship is between control traffic and physical changes in the environment. We consider
network-controlled scenarios in which devices receive instructions over the network and execute
physical activity. The control traffic is related to the timing and type of the physical change
that independent sensors can measure. We investigate methods to identify and monitor those
relationships for AD to set activity on different layers into the context of each other. Part 1T
of the thesis focused on the application-network relationship. We analyzed the relationship
between control traffic and physical changes in Part IIT of the thesis.

After analyzing the application environment and underlying scenario, Part II of the thesis in-
vestigated the relationship between applications and network activity.

RQ2.1: How can we reliably attribute network activity to applications? A prerequisite to rea-
soning how applications use the network is associating packets and processes reliably. However,
since Operating Systems (OSs) typically provide networking functionality as a service to run-
ning applications, it is difficult to associate network traffic from a Network Interface Card (NIC)
to a process. We analyzed different approaches to achieve this task and identified that this
association with existing solutions requires a trade-off between data completeness and Central
Processing Unit (CPU) overhead. Based on our analysis, we presented a new framework based
on the extended Berkeley Packet Filter (eBPF). By executing additional code when the kernel
executes relevant functions, it is possible to reliably associate packets and frames emitted by
a host without significant additional load. The proposed approach has advantages over exist-
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ing methods, which rely on polling the OS or creating log entries based on specific syscalls,
causing significant CPU overhead. Our framework can associate traffic to packets at speeds up
to 100 Mbit/s. This allows the collection of detailed information on how applications use the
network.

The proposed framework can also be used for the data collection for other methods such as
traffic causality graphs [11], thus increasing their insights. We use our framework in Chapter 6
to build network profiles of applications to capture application behavior.

RQ2.2: How can we determine typical application behavior and identify deviations? We iden-
tified that application behavior on the network is defined by a multitude of aspects. On the
network level, relevant characteristics range from used protocols and typical flow characteristics
to common flow sequences and periodic behavior. Locally, applications rely on services provided
by the OS, which are associated with applications. For automated applications, it is possible
to extract this behavior by combining multiple techniques that allow extracting and formaliz-
ing the individual characteristics and setting them into context. We created a framework to
build such network application profiles. Network application profiles are human interpretable
constructs that capture and model typical application behavior. We apply network application
profiles for AD using the previously mentioned strategy to collect data that associates packets
and processes. Our evaluation shows that network profiles can accurately capture the typical be-
havior of processes and identify deviations. The proposed approach has advantages over existing
Anomaly Detection Systems (ADSs) since it allows us to attribute malicious flows to applica-
tions. In addition, in contrast to other Machine Learning (ML) based approaches, which often
only classify into anomalous and expected behavior, the network application profiles provide
insights into how the communication behavior of an application differs from the expectation.

Part IIT of the thesis focused on the relationship between control traffic and physical device

activity.

RQ3.1: How can we characterize and identify physical device activity in composite signals? We
can define device activity in composite signals by the changes the activity induces on it. This
activity typically creates unique traces that can be identified in physical measurements, even
if other devices operate in the same space and influence the signal. In particular, if devices
in proximity create a constant noise level, it is possible to identify dynamic changes due to
individual device activity. We applied our method to acoustic channels in a DC environment.
Our experiments show that we can identify typical device activity such as power-off and power-on
operations, and error codes emitted by buzzers without the help of advanced standards such as
Intelligent Platform Management Interface (IPMI). Despite the influence of multiple devices on
the recorded audio signal, we could identify individual device activity. Based on our research, we
developed a method to identify time frames of device activity and to characterize it in composite
signals. This is a first step to increase the application domain of Side Channel (SC) monitoring
methods to make them suitable for the surveillance of non-isolated devices. We use the resulting
knowledge about possible device activity to validate device behavior in DC environments where
multiple devices concurrently influence the environment.
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RQ3.2: What is the relation between network control traffic and physical device activity? The
control traffic in Cyber-Physical Systems (CPSs), Industrial Control Systems (ICSs), and DCs
can be used as a strong indicator for future device behavior. Based on this relationship, pre-
dicting changes in isolated and shared environments is possible. Control traffic specifies which
device and action should be executed. This allows us to predict the changes and unique traces the
previously introduced method (RQ3.1) uncovered. Based on this relationship, we introduced a
cyber-physical model that predicts changes in the environment based on networked control traf-
fic to monitored devices. This model works for shared environments in which the effects of device
activity add up or counterbalance. The model’s accuracy depends on the system’s guarantees,
its determinism, and how noise can be filtered. In highly deterministic systems, such as ICS, our
model can accurately predict when a change in the environment occurs. In less deterministic
environments, such as DCs, the control traffic only provides an estimate within a time frame
when a change happens. This has effects on post-processing applications that provide services
based on this model. However, the proposed model, incorporating control traffic and physical
changes, enhances the reasoning capabilities of operators about the behavior of a system. This
includes CPSs, but also DCs in which devices do not have the primary purpose of physically
changing the environment. We used this model in Chapter 9 to build a cyber-physical ADS.

RQ3.3: How can we use network control traffic to validate physical device activity in composite
signals? Using the model proposed Chapter 8 allows to predict physical changes based on
control traffic. In a way, this model poses as an incomplete digital twin, reflecting the changes
in the real environment. In case the model can predict changes, e.g. because all components
in the monitored system are remote-controlled and there are no other influences, the model
contains all expected changes, even in composite measurements. Comparing the changes in the
model with the measured changes in the real world enables the validation of individual device
activity. Based on this insight, we propose a new cyber-physical ADS. The proposed ADS
detects anomalies in which device activity differs from network-instructed or reported activity.
By combining independent sources of information, the ADS can detect masqueraded activity and
spoofed, i.e. uninstructed activity that otherwise would not show up in monitoring that only
observes one layer. We evaluated our ADS in a real-world DC environment, showing that even
in environments without low guarantees, it is possible to validate device activity. Depending on
the system’s given guarantees, it is possible to choose different validation mechanisms, such as
audio fingerprinting. Our analysis shows that ML is most robust to noise in the measured signal
and temporal inaccuracies of the model for AD. This shows that the relationship captured by
the introduced model (Chapter 8) allows extended reasoning about a system’s behavior and
to identify anomalies. In particular it allows to identify anomalies which lead to mismatches
between reported and real physical behavior, e.g. due to attacks like Stuxnet.

We conclude and answer the overarching RQ1: How can we improve the security in distributed
systems by identifying and monitoring multi-layer relationships? We can identify relationships
by first analyzing activity on individual layers and set them into the context of events that occur
on other layers. Events can be induced by application activity, causing communication with
remote services or control traffic that implies future physical changes. Based on this relationship,
it is possible to build models that contextualize events across multiple layers by correlation.
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Models that capture the multi-layer relationships in systems allow enhanced reasoning about
the activity and state of individual devices, even in composite physical measurements. This
thesis presents two models: (1) The first model is an application network profile that associates
network activity and application behavior. (2) Second, we proposed a cyber-physical model
that maps control traffic to physical changes. We apply those models to perform AD and
identify unexpected activity. By combining information from multiple layers, the proposed
approaches exceed the AD capabilities of existing ADSs which only operate on a single layer. In
particular, they allow the detection of attacks in which attackers mimic correct behavior on a
single layer to mislead monitoring systems. The new detection capabilities help make network
controlled systems more secure, increasing the difficulty for adversaries to hide their activity.
Once operators identify anomalous behavior, they can take action to contain and eradicate the
identified threats.

10.2 FUTURE WORK

The results of this thesis open up new venues for future research. We presented the value of
identifying and using multi-layer relationships to improve the security of distributed systems.
New research could explore the underlying causes of the identified relationships. Examples of
causes, e. g. in CPSs or the IoT could be relationships induced by sequences in physical process
management. Knowledge about the causes can allow automated root cause analysis in case of
system outages. The ability to automatically identify root causes allows the development of
mechanisms to support the recovery of a system after an outage.

The proposed matcher in Chapter 5 uses eBPF to associate egress traffic to processes. While
the method already shows advantages over existing systems, future research could extend the
matcher to associate ingress traffic to processes via eBPF. Using eBPF for associate ingress
traffic could further reduce the overhead of the matcher imposed on the monitored system by
removing the need for the packet buffer. As a result, this could reduce the overhead of methods
that use the matcher in the data collection while improving their accuracy due to improved
data quality. Future research could run experiments to further quantify the advantages of eBPF
based data collection over other approaches. Highlighting the advantages motivates further
adoption of the approach into other post-processing applications, increasing their efficiency. The
matcher opens up further avenues for new ADS-schemes, such as a decentralized hybrid ADS
as proposed by [67]. A decentralized information collection can help to enhance the capabilities
of ADS by providing an extended view of a system’s state. The benefit can be a more accurate
classification of a system’s state than the one of an ADS that uses fewer vantage points for
information collection, leading to better AD capabilities.

Network application profiles already pose as a starting point to formalize application behavior.
Future research is needed to extend the profiles to capture more information and set it into
context with each other. This enables the creation of a more accurate description of application
behavior, enhancing the reasoning capabilities of network operators. The resulting insights can
help optimize capacity planning or predict the effects of service outages.
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The proposed cyber-physical model in Part III of the thesis shows that control traffic allows to
predict changes in physical environments. In our application, we modeled the changes in a DC
environment. While this environment has desirable properties for modeling physical changes,
it does not provide any guarantees to its users. Therefore, future research could analyze how
accurate the proposed models are in environments with stricter guarantees. This would enable
the exploration of different comparison methods in the validation phase, potentially leading to
better accuracy and precision of the ADS. Further, the concept could be expanded to other SCs
or combinations of multiple SC, enabling similar benefits as reported by other approaches [38],
[57], [79]. This would further extend the detection capabilities of SC monitoring approaches.

Finally, this thesis considers the relationship between applications and communication, as well
as the relationship between control traffic and physical behavior. Thus, future endeavors can
explore creating a holistic system model covering all layers at once. By enabling the creation of
models that describe the behavior and changes in environments and applications running within
them, operators can simulate the effect of attacks and faults on a system. The models can
help to generate realistic labelled data sets for creating ML based ADSs that reflects anomalous
system behavior, without interrupting real world systems. This allows to develop advanced AD
strategies that have a contextual awareness of changes in a monitored environment.
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A.1 LIST OF ACRONYMS

AC Air Condition

AD Anomaly Detection

ADS Anomaly Detection System

ARM  Association Rule Mining

ARP  Address Resolution Protocol

BPF Berkeley Packet Filter

C2 Command and Control

CAPEC Common Attack Pattern Enumeration and Classification
CDN  Content Delivery Network

CNN  Convolutional Neural Network

CPS Cyber-Physical System

CPU  Central Processing Unit

CVE  Common Vulnerability and Expsoures
CWE Common Weakness Enumeration

DC Data Center

DCIM Data Center Infrastructure Management
DHCP Dynamic Host Configuration Protocol
DNP3 Distributed Network Protocol 3

DNS  Domain Name System

DTW Dynamic Time Warping

eBPF extended Berkeley Packet Filter

EFC Energy-based Flow Classifier

EM Electromagnetic

ERM  Episode Rule Mining

FIM Frequent Itemset Mining
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HyperText Transport Protocol
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Internet Control Message Protocol
Industrial Control System

Intrusion Detection System

Industrial Internet of Things

Internet of Things

Information Technology

Internet Protocol

Intelligent Platform Management Interface
machine-to-machine

Machine Learning

Message Queuing Telemetry Transport
Network Interface Card

Network Intrusion Detection System
Neural Network

Network Time Protocol

Operating System

Process-1D

Programmable Logic Controller
Pre-Shared Key

Remote Authenticated Key-Exchange Protocol
Radio Frequency Identification
Remote Management Control Protocol
Root Mean Square

Research Question

Side Channel

SCADA Supervisory Control And Data Acquisition

SF
SRM
STFT
TCP
TGID
TN
TP
UDP
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