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Abstract

Future mobility will be electrified, connected and automated. This opens completely
new possibilities for mobility concepts that have the chance to improve not only the
quality of life but also road safety for everyone. To achieve this, a transformation of the
transportation system as we know it today is necessary. The UNICARagil project,
which ran from 2018 to 2023, has produced architectures for driverless vehicles that
were demonstrated in four full-scale automated vehicle prototypes for different appli-
cations. The AUTOtech.agil project builds upon these results and extends the system
boundaries from the vehicles to include the whole intelligent transport system (ITS)
comprising, e.g., roadside units, coordinating instances and cloud backends. The con-
sortium was extended mainly by industry partners, including OEMs and tier 1 suppliers
with the goal to synchronize the concepts developed in the university-driven UNICA-
Ragil project with the automotive industry. Three significant use cases of future mobility
motivate the consortium to develop a vision for a Cooperative Intelligent Transport
System (C-ITS), in which entities are highly connected and continually learning. The
proposed software ecosystem is the foundation for the complex software engineering
task that is required to realize such a system. Embedded in this ecosystem, a modular
kit of robust service-oriented modules along the effect chain of vehicle automation as
well as cooperative and collective functions are developed. The modules shall be de-
ployed in a service-oriented E/E platform. In AUTOtech.agil, standardized interfaces
and development tools for such platforms are developed. Additionally, the project fo-
cuses on continuous uncertainty consideration expressed as quality vectors. A con-
sistent safety and security concept shall pave the way for the homologation of the
researched ITS.
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1. Introduction

Four full-scale driverless vehicle prototypes for different applications have successfully
demonstrated the disruptive new architectures for driverless vehicle concepts devel-
oped by the UNICARagil consortium at the final project demonstration in May 2023.
Based on this advanced starting point, the AUTOtech.agil project develops open soft-
ware and E/E architectures and accompanying tools and methods that shall enable the
development of future intelligent transport systems (ITSs).

1.1. The UNICARagil project: A multi-layer architecture for driverless vehicles

The UNICARagil project was funded by the German Federal Ministry of Education and
Research (BMBF) and was first introduced in [1] at the 2018 Aachen Colloquium. In
the project, eight leading Universities in the field of automated driving partnered with
nine industrial partners to develop disruptive architectures in software and hardware to
empower automated and driverless vehicle prototypes. With the research on a multi-
layer architecture for driverless vehicles being the focus of the project, four vehicle
prototypes were built up from scratch to integrate and showcase the architectural de-
velopments (see Fig. 1). These prototypes show the potential of the architectures and
illustrate different use-cases for future development.

RR— B e

Fig. 1 The UNICARagil research vehicles. From left to right: autoSHUTTLE for
public transportation, autoTAXI for individual business rides, autoELF as a
private vehicle and autoCARGO for the delivery of goods. © ika

With a disruptive modular approach, UNICARagil paves new ways for the development
of agile automated and electrified urban vehicles and rethinks the evolutionary devel-
opment processes. For this purpose, the project was divided into five research do-
mains, which are integrated in the prototypes that have been specially developed from
scratch. The research domains further can be transferred into architectural perspec-
tives namely geometry, mechatronics, software, automation and safety.

Besides the modular bionic E/E architecture, a key contribution of the project is the
major development in the field of a service-oriented software architecture (ASOA) for
automotive applications summarized in [40]. This architecture lays the foundation of
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future automotive software systems by enabling the underlying orchestrator to inte-
grate services at runtime. Furthermore, these services not only transmit their (payload)
data but also information on the service and data quality. This allows services to be
updatable and upgradable. Since the developed electrics and electronics architecture
is based on Automotive Ethernet, each service may be connected to the central cloud
intelligence as well.

1.2. The AUTOtech.agil project: Larger consortium and extended system
boundaries

The UNICARagil project did not involve any OEM or tier 1 supplier due to the goal to
develop a neutral blueprint for driverless vehicle architectures from scratch and without
the need to adopt any legacy that is established in the automotive industry.
AUTOtech.agil has the goal to align this rather academic approach with research and
development in industry and to combine the knowledge to develop a solid basis for
future ITS and therefore extended the consortium to 12 industry partners and 17
university chairs (see Fig. 2).
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Fig. 2 The AUTOtech.agil consortium consists of 12 industry partners and 17
chairs at nine universities. The project is funded by the Federal Ministry of
Education and Research (BMBF) with approx. 25 million euros and runs
three years.

The consortium’s vision for a future ITS including fleets of automated vehicles, non-
automated vehicles and vulnerable road users (VRUSs) as well as intelligent infrastruc-
ture, coordinating instances and cloud backends is outlined in Section 2.

The potential of the described ITS is motivated by three exemplary use cases that are
enabled by electrification, automation and connectivity. Section 3 addresses inclusive
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mobility, efficient transport of goods and a Guardian Angel function for VRUs and light
vehicles.

The presented use cases can be realized by different mobility providers having their
own control rooms to supervise fleets of automated vehicles. Several such control
rooms may operate in the ITS of one municipality and require coordination by a control
center. Mobility providers can use fleet data for continuous monitoring, maintenance,
and improvement of their algorithms as part of a DevOps process. Control centers may
combine fleet data with data from intelligent infrastructure to create a digital twin of
traffic. Some potentials of such learning and connected traffic intelligence are outlined
in Section 4.

The feasibility of such a complex system substantially depends on enabling software.
In Section 5, we propose a software ecosystem including a toolchain for development
and testing as well as software architectures for Cooperative Intelligent Transport Sys-
tems (C-ITS) and driverless vehicles. We develop a methodology for software orches-
tration in the whole C-ITS and extend the Automotive Service-oriented Architecture
(ASOA) originating from the UNICARagil project to optimally orchestrate software on
the control units of vehicles.

The architecture is realized as an open modular kit of software modules as described
in Section 6. We develop robust modules for the whole effect chain of vehicle automa-
tion including localization, environment perception, planning and control as well as a
highly integrated low speed function. Each software module can quantify its perfor-
mance in the form of a “quality vector” that is part of each output and can be considered
in the orchestration of the software.

The trend towards service-oriented software goes hand in hand with a centralization of
the E/E architecture, in which the software is embedded. This centralization has the
potential to reduce the complexity of the on-board networks but comes with new chal-
lenges like standardized interfaces, generic computing capabilities, and optimal re-
source allocation, which are researched in the AUTOtech.agil project as described in
Section 7.

Eventually, Section 8 outlines a consistent safety and security concept, and algorithms
that will enable safety assurance and approval of automated vehicles in the targeted
ITS based on services and their dynamic reconfiguration.

2. Our vision for future Intelligent Transport Systems

Future ITS will have to cope with mixed traffic of agents endowed with varying degrees
of automation and connectivity, and their coordinating instances. In addition to conven-
tional traffic participants without automation or connection, this includes the following
entities:
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Connected Vehicles (CVs) are driven by a human driver and exchange data
with other vehicles and infrastructure, e.g., through ETSI ITS messages [47].
Automated Vehicles (AVs) come with an automated driving function of SAE
level 3 or above, i.e., the driver can temporarily be out of loop.

Connected Automated Vehicles (CAVs) are AVs that exchange data with
other vehicles and infrastructure. This is required for automated driving func-
tions at least from SAE level 4 in Germany according to the AFGBYV (in English:
autonomous vehicle approval and operation ordinance), which stipulates a tech-
nical supervision of such vehicles.

Control Rooms (CRs) supervise fleets of CAVs. They are operated by mobility
providers and aid to fulfil specific purposes like the transport of people or goods.
CRs may provide the technical supervision, as required by AFGBV, and cus-
tomer service. They may use fleet data in their cloud backends, e.g., for contin-
uous improvement of their service.

A Control Center (CC) coordinates all CRs operating in its designated traffic
area, e.g., one city. It is the responsibility of the municipality and pursues sov-
ereign interests such as road closures and traffic flow control. The CC operates
Intelligent Transport System Stations (ITS-Ss) and may combine data from
CAVs, CVs and ITS-Ss into a live digital twin of traffic.

Connected Vulnerable Road Users (C-VRUs) may use the live digital twin of
traffic to improve their road safety, e.g., through warnings on mobile devices or
HMI in the event of detected hazards.

Fig. 3 visualizes the coordination responsibilities between the described entities in a

C-ITS.
CC: Control Center
CR: Control Room
Municipality cC CAV: Connected Automated Vehicle
CV: Connected (non-automated) Vehicle

Agents

Fig. 3

Mobility Provider
\ 4

C-VRU: Connected Vulnerable Road User
ITS-S: ITS Station

Coordination Responsability

(O72\V}

Multiple mobility providers coordinate fleets of connected automated vehi-
cles through their control rooms. A control center, that is responsibility of the
municipality, coordinates all control rooms, other connected vehicles, and
vulnerable road users as well as Intelligent Transport System Stations.
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The AUTOtech.agil project addresses three relevant use cases as shown in Fig. 4 and
described in Section 3:

e Barrier-free mobility allows all people to participate in future mobility. A digital
cabin manager and connection to a control room ensure safe and comfortable
passenger transport.

e Efficient package delivery combining automated delivery vehicles and mobile
delivery robots allows fast door-to-door deliveries at off-peak hours and relieves
traffic.

e Vulnerable road users and light vehicles are connected to the life digital twin
of traffic by a Guardian Angel function that may warn them of hazards and allows
them to benefit from the fleet knowledge to ensure their road safety.

Vulnerable road users and light vehicles ;L—\QLLT?L
Efficient package delivery

Barrier-free mobility

j#/ ) |
T0 WN S
OL?;Z ) / Z@,
- . / . J
/// ﬁféﬁ \ \0 b © Lutz Eckstein
Fig. 4 Increasing automation and connectivity has the potential to enable barrier-

free mobility, efficient package delivery and the inclusion of vulnerable road
users in future mobility systems.

Barrier-free mobility and package delivery may be realized by mobility providers
pursuing specific (e.g. economic) interests. Each mobility provider operating a fleet of
connected automated vehicles will have to run a control room that provides technical
supervision as well as customer support for the vehicles. As visualized in Fig. 5,
AUTOtech.agil demonstrates an exemplary C-ITS with two mobility providers — one
public transport service provider and one cargo service provider. Both operate in the
same city in the area of responsibility of one control center that coordinates them and
provides a digital twin of traffic based on data from ITS Stations that can be stationary,
e.g., mounted at traffic lights, or instationary as fully autonomous unmanned aerial
vehicles (UAVS). These UAVs automatically gather additional environmental data as
requested.

To turn this vision into reality, AUTOtech.agil addresses the following core project
goals:
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e Distribution of intelligence through orchestration of services inside and
outside the vehicles.

e Development platform for service-oriented E/E architectures.

¢ Intelligence & efficiency through digital twin of traffic and components.

e Agile updates & upgrades of services due to their explicit self-reported quality.

e Tools and methods for development and safeguarding.

e Interoperability with other ecosystems such as ROS 2 and AUTOSAR adaptive.
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Fig. 5 Modular intelligence and technologies for future ITS

3. Significant use cases of future mobility

Future mobility systems should be designed so that all stakeholders can benefit from
the transformation towards electrification, automation and connectivity. Three relevant
use cases of future ITS motivate the work in the AUTOtech.agil project and are realized
using the automated vehicle prototypes developed in the UNICARagil project.

3.1. Inclusive mobility for all people

The advancing automation in the field of public transport has opened a promising future
for mobility. In the predecessor project UNICARagil, barrier-free access has success-
fully been demonstrated with the family vehicle autoELF [65]. In AUTOtech.agil, our
focus is the creation of inclusive personal mobility that not only aims for efficiency and
sustainability but is equally accessible to all people regardless of their individual abili-
ties and needs. As an innovative form of passenger transportation, the autoSHUTTLE
from the UNICARagil project offers the opportunity to promote inclusion in the trans-
portation sector, taking into account also passengers with different impairments such
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as visual, hearing, cognitive or physical limitations. By integrating new sensor technol-
ogies and adaptivity to the user, the automated shuttle can promote a barrier-free and
safe mobility experience.

The AUTOtech.agil project will address three essential topics. The adaptive cabin
manager focuses on providing an optimal experience for all autoSHUTTLE passen-
gers. It helps users to overcome potential barriers when interacting with the autono-
mous shuttle by accompanying the user during the journey and by personally selecting
and presenting information tailored to each user. To design the adaptive cabin man-
ager, the User Experience (UX) principles [12] for adaptive systems are taken into
account, as well as individual mobility needs of different user groups, including users
with impairments. The first step is to conduct workshops to gather user needs using
the Holistic Experience Centered (HEC) method [13]. The resulting needs will be trans-
ferred into requirements for the cabin manager and serve as a basis for the design of
the human-machine interface (HMI), which will be developed in the project.

In order to increase and optimize passengers’ comfort, the Well-Being function is
implemented in the autoSHUTTLE. With a multimodal HMI system consisting of acous-
tic and visual interfaces, passengers could anticipate the shuttle’s behavior by inter-
acting with the visual and acoustic signals representing the upcoming driving dynamics
and therefore prepare themselves for the upcoming driving maneuver. This anticipation
should reduce the effect of motion sickness, and positively improve the driving experi-
ence and the overall acceptance to the AD technology.

Furthermore, the autoSHUTTLE will be expanded by the sense of hearing, i.e., ma-
chine listening. This enables a wide range of applications, the outer ear in the exterior
of the vehicle for the detection of relevant acoustic events, such as siren detection
[14][15], or for communication and function expansion in the context of inclusion. Like-
wise, the inner ear in the vehicle cabin is designed for interaction with passengers and
extended inclusion, as well as for acoustic interior monitoring to detect critical situa-
tions in order to be able to act accordingly.

3.2. Efficient transport of goods

In the future, the transportation of goods is undergoing a significant transformation, as
more and more automated solutions are being developed for efficient delivery of
goods. The aim is to establish the most effective method for transporting goods. In the
previous UNICARagil project, the groundwork was laid with the autoCARGO system,
enabling automated delivery of parcels to fixed receiving points. This functionality will
be expanded to include a two-way material transfer to autonomous mobile robots
(AMRSs). This expansion involves the development of a universal decentralized com-
munication system, which will eliminate manufacturer-specific dependencies. Conse-
quently, this will enable the use of a heterogeneous fleet for last-mile delivery.

In conjunction with the communication system, a simulation model is developed that
allows to model and simulate heterogeneous fleets for last-mile delivery. Using the
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simulation model, the design and control of heterogeneous fleets will be investigated
and operation strategies will be developed and evaluated.

3.3. A Guardian Angel for VRUs and light vehicles

The group of Vulnerable Road Users (VRUs) comprises pedestrians, bicycles, motor-
bikes, and other traffic participants that are not secured by a stiff vehicle body. Conse-
guently, their safety is of particular importance. Current accident statistics underscore
the need for further improvement: A number of 347,030 people were injured in German
road accidents in 2022, of which more than 45% were VRUs [2]. With 51%, their per-
centage among the persons killed is even higher [3], one reason for that being the lack
of active safety mechanisms.

The active safety of current vehicles highly relies on various sensors perceiving their
surroundings in the near and far field as well as powerful hardware to process the raw
data, infer information about the environment, and interpret them to react to challeng-
ing situations as fast as possible [1]. This entire process is not feasible with VRUs and
light vehicles because neither currently have a convenient possibility to carry any sen-
sors nor provide the required computing power. Nevertheless, the majority of people
carrying smartphones that are permanently connected to the internet offers the oppor-
tunity to make use of data collected by fleets of CAVs or Intelligent Transport System
Stations (ITS-Ss) and processed to a live digital twin of traffic in the cloud.

The use case of the "Guardian Angel" targets exactly this gap in today's traffic systems.
A mobile application will be developed with the goal to support VRUs as well as light
vehicles and substantially increase their safety. For this purpose, the app will transmit
its user's current location to the digital twin that returns a view of the environment model
in the immediate surroundings of the requested position. In hazardous situations, the
app shall warn the user appropriately. Relevant scenarios include fast vehicles driving
along the road that a pedestrian is about to cross, emergency vehicles wanting light
vehicles to yield right of way, or cars that have just stopped in a parking spot next to
the bike lane are likely to have their door opened.

4. Learning and connected traffic intelligence

Future Cooperative Intelligent Transport Systems (C-ITS) are comprised of various
connected and automated entities. A lot of effort in research and development is put
into extending and improving the intelligence of individual entities. It is the cooperative
character of the system though, which will possibly lead to the long-term success of
automated vehicles compared to human operated vehicles. Although artificial intelli-
gence has made substantial progress in recent years, it is the ability of computers to
transmit and receive large amounts of data simultaneously to and from other entities
at low latencies, which, at the moment, sets them apart from humans. This advantage
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enables them to form C-ITS, in which automated agents cooperate through communi-
cation both directly, during the driving task, and indirectly, by continually collecting data
for learning to improve existing joint capabilities.
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Fig. 6 The transport system is comprised of automated or semi-automated agents,
and external elements such as roadside units, cloud servers, control rooms
and control centers. The external elements compute, use, and provide a live
digital twin which is a digital representation of traffic. A simulation twin is a
digital mirror of the whole transport system including the external elements.

In our project, we develop concepts, software, and tools for software development
which help pave the way towards a C-ITS as described above. Fig. 6 summarizes
essential components of a C-ITS that are considered in AUTOtech.agil. A control cen-
ter is conceptualized which coordinates individual fleet control rooms. Tools to auto-
matically orchestrate software help manage the various connected entities. A live
digital twin provides an accurate description of the current state of the entities forming
the C-ITS. Connecting traffic participants to each other and with external entities such
as sensor-equipped roadside units (RSUs) and the cloud allows cooperation through
an exchange of data, negotiated behavior, and the sharing of processing power. A
simulation twin of a C-ITS acts as an important development and safety assurance tool
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by enabling large-scale tests in a safe environment. Developed collective and cooper-
ative functions are embedded into the overall service-oriented architecture and into a
DevOps process aiming to automatically and continually improve the C-ITS.

4.1. Therole of Control Rooms and Control Centers

The recent deployment of autonomous vehicles in San Francisco shows that despite
their legitimate role in future mobility, further coordination of the vehicles must take
place to successfully introduce them in the future transport system [49]. The coordina-
tion of autonomous vehicle fleets can be split into operative tasks and a municipal
interest that both need to be realized by the fleet operator. Operative coordination
specifies all coordination actions that aim at successfully completing the fleet’'s eco-
nomic mission. Municipal interests include the superordinate goal of efficiency and
safety in the transport system.

In UNICARagil [42], a control room concept for automated vehicles including tele-
operation as a fallback layer in case of automation failures was investigated and im-
plemented [50]. With this concept, the operative coordination of a fleet was
demonstrated at the final event in May 2023. The control room concept consisted of
general coordination tasks on map-based fleet visualization and designated teleoper-
ation workplaces that allow for a mission completion in the case of an autonomous
function failing.

In this project, the concept of a control center is investigated to address municipal
interests such as increasing road safety and efficiency. Operated by the municipality,
the control center receives, among others, the current autonomous vehicle positions,
their statuses and information from the RSUs via the live digital twin and the control
rooms. In order to achieve the goals of safety and efficiency, souvereign instructions,
such as redirection of the traffic in the event of an accident, can be sent from the control
center to control rooms for coordination. Further tasks of the control center include
traffic monitoring and control, the management of RSUs, the implementation of political
guidelines and the implementation of smart city concepts.

4.2. Collective and cooperative functions

Among the C-ITS software developed in the project, there are both collective and co-
operative functions, building upon results of UNICARagil [42]. They are collective in
the sense that all connected entities can benefit from a centralized collection, fusion,
processing, and sharing of processed data. They are cooperative in the sense that
entities may share data and negotiate behavior in a decentralized fashion.

An essential collective function is the live digital twin [42][41]. It is a digital represen-
tation of the C-ITS entities built from a combination of data these entities share. This
representation may consist of multiple layers such as

e map data (e.g., lane topology and geometry, regulatory elements, static ob-
jects),
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e sensor data (e.qg., lidar point clouds, camera images),

e environment representations (e.g., object lists, grid maps),

e planned and predicted behavior (e.g., routes, maneuvers, trajectories),
e self-reported states (e.g., pose, speed, acceleration),

and more. In the project, a focus will lie on the integration of data from sensor-equipped
infrastructure into the digital twin. The infrastructure can either be stationary, i.e., sen-
sor-equipped RSUs, or mobile, i.e., UAVs which automatically gather additional data
regarding specified areas upon request. Different instances of a live digital twin may
be provided by different connected entities depending on, e.g., the requirements posed
at the service quality. A multi-access edge computing (MEC) application server con-
nected to nearby sensored RSUs may compute and provide selected layers of a local
live digital twin to nearby automated vehicles at low latencies. A control center on the
other hand may have less strict requirements regarding latency compared to auto-
mated vehicles and may access a cloud-based live digital twin holding the self-reported
states of connected vehicles.

One focus of the project is the integration of sensor-equipped RSUs into the overall
service-oriented architecture, and an event-driven orchestration framework for man-
aging C-ITS applications running on connected entities such as the sensor-equipped
RSUs. It will allow, e.g., computation offloading and data collection for collective learn-
ing [45]. Both are further means through which connectivity can help improve a C-ITS.
Since computing and energy resources in traffic participants are rather limited, it can
be beneficial to offload computative intensive tasks to more capable entities such as
MEC application servers or cloud servers.

Data collection for collective learning is one aspect of a centralized C-ITS DevOps
process aiming to improve the development life cycle of the C-ITS and its components.
The overall DevOps process developed in the project comprises six essential steps.

Deployment of services

Monitoring and assessment
Collection of relevant data

Dataset creation

Data-driven development of services
Testing of services

ok wnNpkE

As described in Fig. 7, these steps form a cycle aiming to mostly automate the contin-
ual improvement of individual C-ITS components and the C-ITS as a whole. One focus
in the project is the development of a simulation framework which allows to develop
and test functions in a simulation twin. Due to the vast amount of possible and relevant
scenarios in which automated vehicles need to perform safely, and due to the limita-
tions of real-world testing, simulations play a vital role in this step of the DevOps cycle.
For this purpose, a simulation twin is developed. While a live digital twin describes
the current state of a C-ITS, a simulation twin can also describe potential states based
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on models of both hardware and software of the C-ITS. These models allow risk as-
sessments before new or updated software is deployed. A major challenge when de-
veloping a simulation twin lies in the validity of the simulation and its components, since
different aspects of reality can only be modeled with limited fidelity. Nowadays, increas-
ing fidelity often comes with a lot of human effort, which is why methods shall be de-
veloped that help automatically build high-fidelity simulation twins.

Dataset
creation

new data of services

Collecting gﬁ; Development

Monitoring, = Testing of
assessment & services

Deployment
of services

Icons: flaticon.com

Fig. 7 The DevOps cycle describes how services are continually monitored, im-
proved, and updated over their lifetime. The process is data-driven, mean-
ing data gathered from the services is at the center of assessing their
performance, and also essential for improving them, either through machine
learning or other means.

The data exchanged in a connected ITS cannot only be used for “offline” collective
learning but also for “live” cooperative functions such as cooperative behavior deci-
sions. Although autonomous vehicles are called autonomous this doesn't mean that
they are making decisions independently from everyone else. In some situations, they
might need to consider pieces of information that weren't sensed by themselves but
that were collected and communicated by others, e.g., by other vehicles, by sensors
on the infrastructure, or even by drones that supervise traffic from bird's-eye view. Fur-
thermore, autonomous vehicles might want to negotiate their behavior with other traffic
participants to optimize traffic flow and to achieve more comfortable driving behavior.
They might be influenced by commands and hints of a control room, and they want to
benefit from data and experiences that other vehicles previously collected. These kinds
of cooperative behavior are considered in AUTOtech.agil. We develop an architecture



18 32nd Aachen Colloquium Sustainable Mobility 2023

that enables us to integrate pieces of information from many different sources and that
allows the vehicles to make optimal decisions in the context of other traffic participants.
It is important that cooperative behavior remains safe, and that decision making can
be retraced.

5. A software ecosystem for future Cooperative Intelligent Transport Systems

The complexity of future Cooperative Intelligent Transport Systems requires new ap-
proaches regarding the tools for building and testing software for these C-ITS, regard-
ing the software architectures that can be represented in the C-ITS, and regarding the
orchestration tools that manage the transition between different architecture instances.
Our project therefore develops concepts, software and tools enabling these new ap-
proaches. In the following, we will describe a toolchain for prototype development and
testing, a C-ITS architecture and an approach for C-ITS orchestration, and the Auto-
motive Service-Oriented Architecture (ASOA) for agent-based orchestration.
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5.1. Toolchain for prototype development and testing
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Fig. 8 The AUTOtech.agil software ecosystem comprises tools and processes for

continuous integration, simulation-based testing and orchestration of ser-
vices in a connected ITS.
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The development of software for C-ITS typically involves many separate entities, e.g.,
teams in an organization or even across organizations. This poses a particular chal-
lenge when integrating the software of these different development teams into a com-
plex system such as a C-ITS. The development of a first prototype for real-world testing
is already immensely difficult, which is why, in the following, we focus on the toolchain
to reach this first prototype and and not on a real-world validation strategy.

The toolchain, as shown in Fig. 8, builds on three important principles:

1. Documentation as code for common definitions
2. Continuous integration, testing, and containerization
3. Continuous simulation-based testing
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Good documentation can help harmonize, e.g., interfaces, but risks being outdated
when following agile software development processes. Documentation as Code is an
approach to tackle this challenge. Here, documentation is written with the same tools
as code. This can go as far as "Documentation is Software" meaning the documenta-
tion is what is actually compiled into the application software during the build process.
In the microservice architecture employed in our project, this approach is especially
useful when it comes to the interfaces between services. The communication between
services typically involves the exchange of messages, which are defined in message
files containing code readable by both humans and machines. Message files constitute
one type of common definitions that are stored in definition repositories just like ap-
plication code. They are therefore also subject to, e.g., version control, code reviews,
and automated tests. Additional common definitions are also stored as code in repos-
itories, e.g., coordinate frames and their relation to each other.

Continuous Integration
Definitions Repositories R
Provide common message @

files, coordinate frames etc. —m
\ O z & 3 .
Service Repository Build S'erv.er
Store custom function code, Run Cl pipelines
Cl and container definitions on target platforms

f Unverified Service
Template Repositories Registry
Provide general Cl pipeline Store and provide service
and container image container images
definitions lcons: flat
cons: flaticon.com
Fig. 9 Continuous Integration allows to run automated build tests on a dedicated

build server any time a developer pushes code changes to a service repos-
itory. Service repositories include common definitions repositories that doc-
ument message definitions as code, ensuring that different services can
communicate with each other. Developers are provided templates for CI
pipeline definitions and for container images, allowing them to focus on ser-
vice development. Services which passed the automated Cl tests are pack-
aged into container images and stored in a registry of unverified services.

Continuous integration is an essential part of any successful DevOps process. Con-
tainers offer consistent, isolated environments, which are integral to Continuous Inte-
gration's automated testing, to ensure reliable code integration and deployment across
diverse settings. Fig. 9 shows how we separate service development from the config-
uration of continuous integration and containerization as much as possible. All services
may use common templates for continuous integration and containerization. Develop-
ers integrate the code of each service into a dedicated repository where they need to
provide the names of required dependencies and choose the target processor archi-
tecture. Apart from these steps, service developers do not need to configure the CI or
containerization. Instead, they make use of automated containerization [48]. A service
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is a piece of software that communicates via messages with other services and shall
in principle be updatable and orchestrated independently of other services in the target
system. All services include the applicable common definitions repositories ensuring a
successful communication between all developed services. After a successful auto-
mated build during which services are containerized and subject to optional additional
tests, the containers are pushed to an unverified service registry. The services are
unverified in the sense that it is not ensured yet that their provided output data corre-
sponds to the desired output data when running jointly with other services in a system
of services.

Simulation-Based Testing
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Fig. 10 A continuous integration pipeline for simulation-based testing evaluates
whether unverified services produce desired behavior when run jointly, ac-
cording to predefined metrics and scenarios. Services may run either on a
simulation server, or on a component twin for hardware-in-the-loop tests.
Sets of services that pass the tests are moved to application registries

where they can be accessed for further, e.g., real-world testing.

Before deploying services in the C-ITS, they need to be verified jointly, because non-
trivial services can produce undesirable and unpredictable emergent behavior when
run jointly. One approach to joint testing services is simulation-based testing as
shown in Fig. 10. Due to the vast amount of relevant scenarios, it is infeasible for de-
velopers to manually test their services, let alone compositions of services in a C-ITS,
in a simulation. Therefore, a CI pipeline triggers simulation runs to test all relevant
scenarios. The overall goal of the simulation CI pipeline is to test whether services are
capable to jointly produce desired behavior. Those compositions of services that are
capable to do so, are transferred to an application registry. An application in this
context is a set of services that have been jointly tested and approved for, e.g., real-
world testing. Just like the services, the simulation framework includes the common
definitions repositories ensuring that the simulation framework and the services can
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communicate with each other. The simulation can run either only on simulation servers,
or it can also partly incorporate hardware component twins, and run a set of services
on these. Common assets repositories provide, e.g., maps, scenarios, and digital
worlds necessary to build the simulation twin. Of course, simulation-based testing can
only be one step in a chain of validation steps before software is actually deployed "to
production”. The aforementioned steps shall therefore describe an approach to create
a relatively mature set of services suitable for, e.g., real-world testing, and not an all-
encompassing safety assurance framework.

5.2. C-ITS software architecture and system-wide orchestration

Large-scale systems like C-ITS require software architectures and tools to manage
them that work at scale. Cloud native computing approaches have already proven to
be suitable for these large-scale systems. The Cloud Native Computing Foundation
defines cloud-native as follows: "Cloud-native technologies empower organizations to
build and run scalable applications in modern, dynamic environments [...]. Containers,
service meshes, microservices, immutable infrastructure, and declarative APIs exem-
plify this approach. These techniques enable loosely coupled systems that are resili-
ent, manageable, and observable. Combined with robust automation, they allow
engineers to make high-impact changes frequently and predictably with minimal
toil." [44] Due to its advantages, we adopt and adapt this approach for C-ITS.
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Fig. 11  Applications in a C-ITS can be managed by a set of application-specific ITS
orchestrators that can access services stored in application registries. Or-
chestration is triggered by events detected by dedicated software compo-
nents analyzing data exchanged by entities in the C-ITS. Events can for
example trigger the deployment of a new application to certain ITS entities,

or the reconfiguration or update of an already running application.

On C-ITS level, applications running in the various connected ITS entities such as sen-
sor-equipped RSUs, MEC servers, and clouds are managed by ITS orchestrators.
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Entities that perform safety critical tasks can additionally employ, e.g., a vehicle or-
chestrator that comes with specialized capabilities and privileges. Applications are pro-
vided by application registries, which are maintained and updated by DevOps
processes. Provided applications have to go through multiple stages of safety assur-
ance. ITS entities come with configurations for core services that they run as soon as
they are powered. Additional applications on ITS entities can be orchestrated. This
primarily happens through an event-based orchestration mechanism [45].

Software components for event detection can be employed together with a correspond-
ing application manager, forming an ITS orchestrator that can trigger deployments of
additional applications or the reconfiguration of already running services. These or-
chestrators are application-specific and run in a decentralized manner. One example
event is the detection of a potentially safety-critical scenario triggering reconfigurations
and deployments of services for recording, storage and analysis of corresponding data
in the cloud. Another example event is the demand-driven deployment of supportive
functions to sensor-equipped RSUs when suitable receiving automated and connected
vehicles are nearby.

5.3. Automotive Service-oriented Software Architecture (ASOA)

In the automotive domain, software is subject to distinct constraints and requirements,
including real-time responsiveness, limited computational capacity, and energy effi-
ciency. These specialized conditions demand domain-specific architectural solutions.
While traditional Service-Oriented Architectures (SOAs), common in the Cloud Com-
puting domain, provide modularity and updatability, they do not address the specific
requirements for automotive settings. Likewise, Microservices Architectures (MAS),
similarly prevalent in cloud-based systems and also employed in our Intelligent
Transport System (ITS) architecture, do currently not meet the real-time and resource-
constrained demands of automotive systems. The highly distributed nature of MAs can
lead to latency and resource overhead, making them imperfect for application in vehi-
cles. As a result, specialized frameworks like the Automotive Service-Oriented Archi-
tecture (ASOA) bridge these gaps and address the unique challenges inherent to the
automotive domain.

The ASOA represents an advancement in the automotive software domain, building
upon the achievements made in the UNICARagil project. Traditionally, automotive soft-
ware architectures have been function-oriented. In keeping with new trends, ASOA
facilitates a transition from function orientation emphasizing a service-oriented ap-
proach. This service orientation allows for the deployment of services on general-pur-
pose hardware, enhancing flexibility and adaptability.

In the ASOA framework [40], services function as distinct software components, with
each service fulfilling a different task in the system. To achieve the complete system
functionalities, the services cooperate using ASOA’s two communication paradigms.
ASOA supports publish-subscribe and request-response based communication be-
tween services.
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The execution model of ASOA is characterized by Tasks. The Task model transforms
the service from a black box entity to a gray box system. This transparency enables
the observation of computations within each service and enables both diagnoses, as
well as optimization of information flow through the system.

The communication in ASOA makes use of requirements and guarantees. These are
designed as generic typed interfaces which are unconnected at system start, ensuring
that no system level information is encoded in the services. This design principle en-
sures that services remain modular and adaptable.

ASOA enables runtime integration, which integrates services during operation rather
than being predefined during the design phase. Central to this dynamic integration
process is the orchestrator as an architecture controller. The orchestrator ensures that
the system conforms with the operational mode. To achieve this, it connects require-
ments and guarantees of services, pauses services to release their resources, and
starts required services.

Building upon the foundational principles of ASOA, the AUTOtech.agil project seeks to
further enhance and extend the capabilities of the architecture. This project poses a
range of research questions aimed at improving the system’s use of resources, deter-
minism, and adaptability. Among the key extensions are strategies for the optimal al-
location of computing resources, to ensuring determinism in system operations, and
the introduction of new orchestration mechanisms. Additionally, AUTOtech.agil em-
phasizes the development of tools tailored for architecture description, simplifying in-
teraction with other systems and the cooperation between partners. Furthermore, a
notable direction of this research is the integration of service-oriented approaches for
diagnosis and maintenance, ensuring the system'’s longevity and reliability.
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Fig. 12  Applications in the vehicle are managed by a central orchestrator. In func-
tional orchestration, it considers the services to support the current operat-
ing mode of the vehicle as well as requests from the ITS. In resource
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orchestration, the orchestrator computes the resource and efficiency opti-
mal deployment of the services to the vehicle’s ECUs.

A significant enhancement in AUTOtech.agil revolves around the optimal allocation
of computing resources to vehicle compute units. As more complex functions need
to be performed in vehicles, efficient use of resources is crucial. Our research aims to
expand resource orchestration [47], emphasizing both online adaptability and more
encompassing system models. While the system model dimension addresses chal-
lenges such as incomplete models for GPUs, Time-Sensitive Networking (TSN), and
core sharing, the online aspect focuses on dynamic task scheduling during runtime.
This ensures that the system can adapt in real time, optimizing its operations to im-
prove performance.

In addition, the aim of our research is also to expand the functional orchestration.
While the current state of functional orchestration offers a highly structured approach,
the ambition is to transition towards a more flexible and adaptive model, exceeding the
limitations of the existing state machine-based approach. A promising idea under con-
sideration is the capability to automatically determine the necessary transitions be-
tween various system states. Additionally, this refined approach could be more tightly
integrated with the resource orchestration, further optimizing the system's perfor-
mance.

As part of the trend toward intelligent infrastructure, we seek to expand orchestration
beyond the individual vehicle. The idea is to seamlessly integrate Roadside Units
(RSUs) or cloud systems in ASOA to enhance its capabilities or temporarily reduce
computational load. By shifting the load of certain services to RSUs or the Cloud, the
vehicle’s computational load could be reduced. Moreover, mechanisms are being de-
veloped to access sensors or data housed within these RSUSs, further broadening the
scope of information available to the system. The overarching plan is to expand the
concept of orchestration beyond the limits of the vehicle, creating an interconnected
system.

To ensure predictable computations in all these components, another aspect under
active research in AUTOtech.agil is determinism in ASOA, especially given the inher-
ent challenges it presents in distributed systems. Recent works have shown that non-
deterministic behavior in distributed systems can yield unforeseen effects and system
behaviors. The overarching aim is to achieve deterministic behavior in all ASOA com-
ponents. However, the current concept presents only semi-deterministic outcomes.
Factors such as operating system scheduling, influences from the Data Distribution
Service (DDS), and networking effects contribute to this unpredictability. Research
within AUTOtech.agil is directed towards mitigating these influences to enhance the
system's determinism.

To support the development of systems based on ASOA, AUTOtech.agil aims to con-
tinue the development of tools for architecture design, especially in collaborative set-
tings involving multiple partners. The objective is to enhance the current architecture
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development tool for ASOA-based systems design. These tools encompass detailed
specifications, including the system architecture, and the types and definitions of inter-
faces. Furthermore, to streamline integration and communication, partners will be pro-
vided with machine-readable formats for service definitions and messages, ensuring
seamless interoperability and consistency across the system.

To detect errors if they occur, we lay a strong emphasis on service-oriented diagno-
sis and predictive maintenance. The goal is to diagnose complex system failures
during the vehicle's operation, ensuring timely interventions and minimizing disrup-
tions. This diagnostic approach will be underpinned by meta-data and information from
the orchestrator, providing a comprehensive view of the system's health and perfor-
mance. Such a proactive approach not only enhances the reliability of the vehicle but
also extends its operational lifespan.

Diagnosing an automotive service-oriented architecture requires a different approach
than diagnosing classic vehicle architectures which focuses largely on electrical and
mechanical problems. Problems of the vehicle’s software have been out-of-scope. For
a largely software-driven vehicle, issues in the software can no longer be ignored. Soft-
ware issues in this context can be differentiated in different categories:

e Service composition: As services depend on each other, problems in one ser-
vice may propagate to other services. Thus, the service composition must be
diagnosable to identify for a service whether all required services are available,
whether messages are correctly routed, the service communication is error-free,
or whether the dynamic service composition at run time operates as expected.

e Service execution & execution environment: Services have a relation to their
execution environment, which can be subject to software-related issues. E.g.,
for each service an assumption regarding resource consumption has been
made at development time. These assumptions must be validated at execution
time to prevent errors in other services due to over-commitment of the used
resources. In addition, the execution path of a request, e.g., originating from a
control room, must be traceable down to the behavior of the vehicle to identify
the root cause of an unexpected behavior and the service that caused this.

For diagnosing these problems, the widely common UDS protocol [5] is hot sufficient
anymore. Thus, the ASAM SOVD standard [6] has been developed. SOVD provides a
unified REST API for diagnosing high performance computing units as well as classic
ECUs. In addition, vehicles can be diagnosed remotely via the cloud. The current re-
search already uncovered a couple of shortcomings of the ASAM SOVD standard,
which will be addressed by upcoming versions of the standard. Based on the SOVD
API, the digital diagnostic twin for a vehicle allows a control room to (a) get an over-
view on the fleet health status and (b) perform predictive maintenance to identify issues
with a vehicle before they are out-of-service.
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We develop digital twins for the purpose of diagnosis and predictive maintenance. This
allows a) to outsource diagnosis operations from the vehicle to external, powerful com-
puting resources, and b) to diagnose beyond single vehicles, with a view upon fleets
of vehicles. More details on the diagnostics of the ASOA platform can be found in [4].

5.4. Integration of disruptive SOAs in industrial automotive platforms

Today’s automotive systems are the result of a long-term co-evolution of hardware and
software architectures, and comprise a well-established ecosystem of vendor specific
tools. Our goal is to enable a fast transfer of disruptive research results into the indus-
trial practice, by enabling interoperability of existing automotive systems with upcoming
software architectures. The stringent safety requirements that have to be fulfilled for
automated driving thereby imply a focus on a design process, which incorporates tim-
ing as a central aspect.

The state of technology for modern automotive systems is reflected by the AUTOSAR
standard. It comprises two types of platforms, namely the AUTOSAR Classic and the
AUTOSAR Adaptive platform. The traditional approach of mostly statically configured
control systems with the highest safety requirements is represented by the Classic
platform. It allows for a high degree of predictability regarding timing behavior by the
specification means of the AUTOSAR Timing Extensions [60]. The Adaptive platform
on the other hand puts focus on a flexible and SOA based software architecture, which
is comparable to ASOA, at the cost of reduced time predictability. While the AUTOSAR
standard only defines the specification means, different vendors compete in their im-
plementation of software as well as development tools for configuration, synthesis and
test. Enabling compatibility with the existing AUTOSAR standard is therefore important
to introduce novel approaches in the software ecosystem, and future automated driving
applications require a close interaction between all the involved platforms.

For future automotive systems, an efficient handling of timing behavior and data flow
(the way how different data samples in the system are propagated and combined), is
of special importance. This has to be done in a unified and systematic approach, which
covers all development phases and all platforms. As a first step, the concept of Logical
Execution Time (LET) [61][62] has been introduced for the AUTOSAR Classic platform,
since it allows a time deterministic design as well as an efficient lock-free implementa-
tion of communication [63]. Nevertheless, LET is limited to a local scope and not ap-
plicable for SOAs. The System-Level Logical Execution Time (SL-LET) [64] paradigm
therefore provides a platform agnostic abstraction of runtime behavior and thereby en-
ables an efficient design of timing for distributed software, where robustness towards
platform changes and frequent software updates plays a key role. SL-LET has already
been introduced in the AUTOSAR standard for both, the Classic and the Adaptive plat-
form. Since SL-LET allows to cover (distributed) communication, distributed clock ba-
ses as well as pipelined execution, it provides the developer with a powerful
specification mean for complex systems with dependent cause-effect chains. Addition-
ally, SL-LET is already applicable on the functional level, thus it enables to close the
gap between safety requirements on a vehicle function and their technical realization.
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Our goal is to demonstrate the benefits of SL-LET in all stages of the development
process, while putting a focus on a throughout tool support. This includes consistent
decomposition rules across design stages (and across the involved models), the auto-
matic code generation during integration, as well as the generation of trace and diag-
nostics information for verification. To demonstrate the applicability of SL-LET in a real-
world automotive process, we start with the identification of architectural characteristics
that enable a mixed mapping of functions on AUTOSAR Classic and Adaptive. Partic-
ularly a cross-platform interface for safety-relevant communication is of high interest
for future automated driving scenarios. In addition, concrete use cases are formulated
at the functional level in order to examine the applicability and effectiveness of the
solution approach. Finally, the use cases are implemented on a hardware demonstra-
tor in order to validate the results through practical implementation.

6. Robust vehicle automation with continuous self-assessment

Driverless automation of vehicles in mixed traffic faces multiple challenges, e.g., the
complexity of especially urban traffic scenarios or adverse weather conditions. As the
overall concept (see Section 2), the automation concept of AUTOtech.agil builds upon
our automation approach [7] from the UNICARagil project (see also Section 1). It
makes use of the ASOA concept (see Section 5.3) and bases also on a modular mech-
atronic architecture [8].

In AUTOtech.agil, we extend our approach by systematically integrating quality vectors
to the output of each service or module, which will contain information from self-as-
sessment that reflects the current capabilities. Furthermore, we extend the probabilistic
framework, which is commonly used for perception tasks, also to the on-board planning
and control task, to strengthen the robustness of the complete automation chain from
sensors to actors. Additionally, the automation system will be adapted to interface with
the new external service components of the intelligent and connected infrastructure
(see Section 4). Furthermore, we will exemplarily show the realization of different low-
speed AD use cases (e.g., Automated Valet Parking (AVP) and Shuttles) in one gen-
eralized function, which is based on a dedicated energy-efficient and upgradable short-
range sensor module.

6.1. Robust and self-assessing localization in urban environments

Automated driving requires a robust and self-assessing localization service which pro-
vides ubiquitous accurate and reliable localization also under unfavorable conditions,
e.g., in urban environments with difficult global navigation satellite system (GNSS) sig-
nal reception or under bad light and sight conditions. Accuracy requirements are, de-
pending on the automated driving function to be serviced, in the few centimeters to
decimeters range. Today however, localization quality is still vulnerable to GNSS out-
ages in the urban area due to signal obstruction and multipath effects. Similarly, visual
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localization suffers problems under low light (dusk, dawn), bad weather conditions (fog,
rain, snow), and dust.

These problems will be tackled in AUTOtech.agil with the aim of overcoming outages
due to insufficient localization accuracy. The strategy followed in our project can be
summarized by three interrelated activities:

= Firstly, the incorporation of new supplementary localization technologies to
increase the redundancy in available measurement data from a set of comple-
mentary sensors to be used in the sensor data fusion process. Preference will
be given to radio positioning technologies and perception sensors like lidar,
which do not require additional infrastructure on ground.

= Secondly, improved evaluation methods in sensor data fusion and visual lo-
calization shall be developed aiming at an increased robustness of accurate
localization. An architecture of diverse localization functions will be developed:
They will run parallel, be tested against each other, and their results will finally
be merged in a subsequent fusion layer.

* Thirdly, the redundant information is used to develop a self-assessment
method which provides a clear description of the current localization quality and
usability with respect to the requirements for automated driving. Self-assess-
ment information will consist of performance metrics like accuracy and integrity
as well as information about sensor failures or suspicious sensor performances.
It will be compiled in a stringent way using information from the individual sen-
sors and the results of sensor data fusion and localization information estima-
tion.

A thorough benchmarking will accompany all development steps and innovations to
guantify and assess the improvement and progress towards the above-described aim
of robust and accurate localization everywhere in urban environments.

6.2. Self-assessing and situation-aware environmental perception

Sensor setups, like the modular setup from UNICARagil [1][7][8], redundantly surveil
the automated vehicle’s environment with multiple sensor principles (camera, lidar, ra-
dar) to ensure safety in complex traffic scenarios even in the case of single failures
(fail-safe operation). However, the processing of all sensors’ data all the time leads to
a significantly high energy consumption of the automation system. Depending on the
current situation, e.g., traffic scenario and/or vehicle state, the requirements on the
environment model can vary heavily, meaning that not all information from all sensors
is required in all situations. Thus, focussing on processing only relevant data can sig-
nificantly reduce the required energy [9][10][11]. AUTOtech.agil aims to integrate this
situation-aware environment perception into the ASOA concept and additionally de-
velop appropriate adaptive detectors exemplarily for lidar sensors.

Besides, AUTOtech.agil consequently enhances the idea of self-assessment from
UNICARagil by introducing quality vectors for each service or module. Thus, the re-
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spective methods to calculate appropriate self-assessment scores in the onboard per-
ception will be investigated within the project. Here, exemplarily, a special focus will be
laid on camera detectors and trackers under adverse weather conditions, for which the
detection and tracking performance should also be enhanced, as well as the subse-
guent fusion of individual quality vectors of different sources into one perception output
quality vector.

6.3. Robust planning and control through probabilistic methods

Another focus of AUTOtech.agil is the consistent probabilistic handling of uncertainty,
from sensors and trajectory planning to controllers and actuators. While probabilistic
approaches are already state-of-the-art in sensor technology and perception, planning
and control are mostly based on deterministic physical system models, which do not
allow any statement about the robustness and reliability of the system under the influ-
ence of uncertainties [7]. Especially for highly automated driving, the consideration of
uncertainties is essential. For example, the states estimated from noisy sensor meas-
urements must be taken into account during planning. In addition, the vehicle model is
also subject to unknown changes, like varying weather conditions, that pose a partic-
ular challenge. However, the largest uncertainties arise from the inherent complexity
of the task. In particular, the emerging behavior of other road users and the prediction
of their behavior is challenging. The transition from deterministic to probabilistic meth-
ods also requires a focus on hybrid and data-based methods to address the non-trivial
aspects of predicting other road users. In terms of robustness and reliability, therefore,
data-based methods may need to be reconsidered and enhanced. Ultimately, instead
of a single deterministic trajectory, there is the possibility of optimizing a distribution of
trajectories and passing the additional information to the lower-level control system.

To achieve a holistic uncertainty treatment, the additional probabilistic descriptions of
the trajectory planning are considered in the lower-level motion control system. Fur-
thermore, the motion control system integrates abstract models of the actuators and
handles disturbances and uncertainties acting on the vehicle and actuator system.

6.4. Highly integrated low speed automation

Low-speed AD applications offer many potentials for a wide range of stakeholders.
First, they represent a potential path for manufacturers and regulators to introduce
highly automated driving functions (SAE Level 3 and 4) into the existing traffic, as they
pose limited risk due to the low kinetic energy. In addition, the technical complexity for
perception, prediction, and planning is reduced. The most popular and technically ad-
vanced use case is Automated Valet Parking (AVP), which is already found in industrial
series and regulatory approved since 2022 [28]. In addition, the use of automated shut-
tles in delimited areas enables many application areas, especially for industrial sites
(e.g., cargo shuttle on company ground or group shuttle at an airport). The application
of low-speed AD functions in public road traffic expands these possibilities. It is to as-
sume that dedicated low-speed functions can take over the driving task in specific low-
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speed situations and thereby supplement capabilities of the full-range function or re-
place them with a more energy-efficient operation.

In summary, there are many opportunities and stakeholders for low-speed AD func-
tions. In current research and state-of-the-art technology, these use cases are mostly
realized by independent driving functions, tailored to each specific application. To effi-
ciently combine them in one AV architecture, a holistic approach of a generalized low-
speed function is of interest. However, first initiatives in this area, such as ISO 22737
[29], are still at an early stage. To close this gap, one goal in the AUTOtech.agil project
is to develop a generalized AD function for low speeds ("Generalized Low-Speed
Function”, GLSF). This GLSF comprises its own sensor module and software stack
and shall cover as many different use cases in the low-speed range as possible.
Thereby, the project builds on the experience gained from the function “Safe Halt” [30]
of the project UNICARagil, which is also a low-speed function with proprietary hard-
and software. In order to meet the project’s idea of a modular, resource-efficient
transport system, the GLSF is realized with an energy-efficient, low-latency, and up-
gradeable sensor module for short-range applications. The GLSF will further rely on its
own planning module, which will send trajectories to the central vehicle controller and
will also be designed towards low complexity and efficient responses. Low latencies
shall enable applications in public road traffic, as for example traffic-calmed areas (in
German: “verkehrsberuhigter Bereich”), which place high demands on response time,
when, e.g., reacting to a sudden ball rolling on the street.

The short-range sensor module of the GLSF comprises several environment per-
ception sensors, the perception software pipelines, and the computational hardware to
execute them. The sensor module includes a mix of established and novel sensor
technology, like currently emerging event-based cameras. One advantage of event
cameras is low latency in data acquisition, as they sense changes in brightness instead
of recording frames. Thereby event-based cameras are independent of frame rates
and allow to adapt the data processing rate depending on the current situation of the
vehicle.

Another novelty lies within the application of spiking neural networks in addition to clas-
sical perception algorithms, which is a further emerging technology that is not yet ad-
vanced to the level of classical artificial neural networks. The literature on spiking
neural networks is largely dominated by theoretical research, while practical applica-
tions only take place on benchmarks like MNIST [31] (classification) or CIFAR [32]
(object recognition).

The use of spiking neural networks goes hand in hand with the use of nheuromorphic
hardware. The combination of both technologies promises a highly energy-efficient
form of perceptual data processing that has the potential to consume orders of magni-
tude less energy than today's perceptual architectures on modern hardware [33].

One of the project goals is to assess the potential of these novel technologies towards
a highly integrated, efficient and reliable GLSF. A further interest is understanding the
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minimum necessary sensor information with different physical principles for L4 GLSF
for ODD extension to meet the safety of the intended functionality (SOTIF) require-
ments, total system power consumption and latency time.

7. Service-oriented intelligent E/E platform

To effectively cope with the escalating complexity of hardware and software in auto-
motive systems, the electrical/electronic (E/E) architecture has undergone a process
of centralization [16]. The subsequent phase in this centralization progression is known
as the "zonal architecture”. Zonal architectures entail a consolidation of data pro-
cessing, communication, and power transmission within specific zone controllers to
minimize cable length and to reduce the ever-growing number of ECUs in the vehicle
[17]. However, they introduce challenges like safety concerns, optimal resource allo-
cation, and generic computing capabilities that require dedicated research and inno-
vative solutions. In the AUTOtech.agil project, we investigate and resolve these
challenges based on the architecture implemented in the UNICARagil project [18].

7.1. The Universal Automotive Bus: A generic data and energy interface

Todays historically evolved, signal-oriented vehicle communication is insufficient to
meet modern requirements regarding automated driving functions [51], software up-
dates throughout the entire product life cycle, and the resulting disruptions in E/E and
software architectures. As a consequence, three central development trends can be
observed: The increasing establishment of Automotive Ethernet as a replacement for
established vehicle bus systems such as CAN, LIN, FlexRay and MOST [51], the trend
towards zone-orientated architectures to reduce the total number of ECUs [52] as well
as the breakdown of the monolithic connection of hardware and application software
on ECUs towards a service-orientated architecture [53]. These developments motivate
the research project for a Universal Automotive Bus (UAB). The UAB uses the con-
ceptual similarities between future centralized vehicle architectures and established
solutions for connecting conventional computer peripherals. The research approach is
to combine the beneficial characteristics of Automotive Ethernet [54] and the Universal
Serial Bus (USB) [55][56][57] to simplify and universally support vehicle integration of
hardware and software across the entire development process. The UAB should con-
tain device definitions for a simple Plug&Play connection of hardware components and
standardized tests for system integration. Energy supply and energy management of
the connected devices as well as a potential cost reduction due to saved cabling are
facilitated by the transmission of energy and data in the same cable. A support of
meshed networks to increase redundancy and safety as well as standardized inter-
faces for telemetry and software updates takes automotive-specific requirements into
account.



32nd Aachen Colloquium Sustainable Mobility 2023 33

7.2. Management of software components and computing resources in ser-
vice-oriented vehicle architectures

In a service-oriented system architecture, it is also imperative that the software com-
ponents can be managed across all interconnected control units. Existing approaches
permitting software updates lack uniformity across all networked control units [58]. For
the service-oriented architecture, it is opportune to implement software component
management across all networked devices as a service with standardized interfaces.
For this purpose, each control unit can execute a local runtime, facilitating the admin-
istration of precompiled software components on the respective device. The runtime
must enable fundamental management functions, such as creation, loading, initiation,
termination, and deletion of software components. Furthermore, it must also allow the
isolation of software components from the rest of the system to enhance security and
fault tolerance. This also enables the updating of software components throughout the
entire vehicle and the dynamic exchange of software components via uniform inter-
face.

In modern vehicles, driving functions are increasingly automated, leading to enhanced
computing capabilities of vehicle control units [59]. However, this computational power
is not consistently in demand. The surplus computing power can be allocated to exter-
nal services by equipping the runtime services with externally accessible interfaces.
This enables the loading of precompiled software modules from external sources into
the vehicle control units and harnessing their computational capabilities. Ensuring
safety mandates the isolation of these external software modules from the rest of the
system. For the management of external software modules executed on vehicle control
units, a centralized administration is necessary. This administration's role is to opti-
mally deploy the software modules into the vehicles. This process necessitates vehicle
data, such as latency, available computing power, and memory capacity. Based on
these parameters, an optimal distribution is derived, and in the face of changing con-
ditions, currently running software modules are redistributed. The amalgamation of
runtime and central administration has the capability to aggregate the vehicle fleet and
integrated control units into a computational cluster, whose performance can be har-
nessed for computationally intensive parallelizable applications.

7.3. Tools and processes for E/E architecture design

The prevailing approach to E/E architecture design usually relies on the experience of
engineers. Given the increased complexity of modern vehicular systems and the im-
portance of functional safety, the utilization of appropriate methods and tools becomes
imperative. The focus of AUTOtech.agil lies on the development of methods to solve
two key issues: Firstly, the identification of the optimal number of zones. This involves
the strategic positioning of zone controllers within the vehicle based on the efficient
allocation of electrical loads [19]. Consequently, the selection of zones is guided by
spatial criteria, which leads to a comprehensive consideration of packaging aspects
during the design of zonal E/E architectures. Secondly, the optimization of the resource
allocation and the architecture topology based on safety-related constraints. Both
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methods assist E/E architecture developers during the design phase in achieving a
reliable and cost-effective solution while reducing development time. To take full ad-
vantage of the capabilities offered by this optimized E/E architecture, the error handling
needs to be rethought. Most of the fault tolerant E/E architectures currently discussed
in industry and research rely on static or reactive fault tolerance approaches. To cope
with future requirements regarding flexibility and reliability of cost-intensive hardware,
a dynamic approach for proactive fault tolerance in zonal architectures is being devel-
oped. The combination of novel fault prediction techniques with systemwide agent-
based self-reallocation of services has the potential to tackle the overhead of future

zonal architectures.

O Component Zone 1
[D] Zone Controller Zone 2
Q Service Zone 3

Fig. 13  Methods for design and operation of reliable zonal E/E architectures in
AUTOtech.agil

7.4. Predictive controllable power electronics using the live digital twin

Power electronics (PEs) are used increasingly in electric vehicles and there is a grow-
ing need for them to operate reliably and safely throughout their designed service life.
This requirement drives development of more robust control algorithms, along with im-
plementation of intelligent monitoring and improved lifetime models for more accurate
estimation of state-of-health (SoH) or Remaining Useful Life (RUL). In AUTOtech.agil,
a predictive control method is under development for a three-phase inverter, aiming to
optimize a chosen target variable, namely the lifetime or efficiency of PE, without neg-
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atively affecting the dynamics of the vehicle. Lifetime enhancing control involves pre-
diction and elimination of the damaging temperature swings in PE, thereby reducing
thermo-mechanical stress that significantly impacts the operational lifespan of semi-
conductor components. The future load profile of the PE including expected tempera-
ture swings is obtained from the planned trajectory data of the vehicle. Additionally, a
live degradable digital twin of the inverter is being constructed, enabling fault diagnos-
tics and fault prediction, as well as virtual testing and simulation of various scenarios
for evaluating different control strategies and operating conditions. This digital twin will
be developed using real-time measurements of the relevant Temperature Sensitive
Electrical Parameters (TSEPs) of semiconductor devices, ensuring its real-time adapt-
ability. The combination of different TSEPs can be used to better correlate them to
degradation state and for estimating the junction temperature Tj excluding TSEPs ag-
ing effects. Furthermore, as part of the predictive control strategy, a hybrid lifetime
model will be developed, integrating both data-driven (TSEPs data) and model-based
methods to enhance the accuracy of lifetime estimation and optimize the control strat-

egy.

8. Consistent safety and security concept and algorithms

Safety assurance and approval has proven to be one of the biggest challenges in the
pursuit of automated driving. The task of developing a safe and secure automated
vehicle gets even more challenging given the fact that in AUTOtech.agil a service-
oriented architecture is used, that is said to change frequently in order to enable the
system to learn and improve throughout the vehicle’s life. Moreover, not all services of
the driving system are deployed in the vehicle, but also, e.g., in roadside units and
control rooms. In AUTOtech.agil the impact of these properties is addressed by the
development of an overall consistent safety consideration, a modular safety approval
based on component properties, a comprehensive security concept and a system mon-
itoring framework.

8.1. Consistent safety consideration

Safety is a desirable emerging property of vehicles equipped with an SAE level 4
automated driving system (ADS). In accordance with relevant automotive safety
standards [35, 36], we define safety as the absence of unreasonable risk. In
AUTOtech.agil, we address challenges of designing an overall architecture as well as
software and service architectures that consider safety as a key design aspect. Based
on use cases of the transport system, we describe relevant operating conditions as
well as an operational design domain (ODD). [37] This allows us to investigate the risk
that an ADS poses when operating in the open context. Risk is defined as a function
of the probability of occurrence of harm and the severity of harm. A method for
managing risk by adapting the target behavior specification of an ADS is presented in
[38]. In AUTOtech.agil, we aim to extend this approach with a decompositional strategy
to represent risk acceptance criteria at design time. A rigorous representation of risks
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needs to be established. A major challenge lies in the representation and
decomposition of non-quantified risks. A suitable method is to be established in order
to aggregate the results of scenario-based analyses into a holistic risk assessment that
is sufficiently valid for an ODD. At the system level, further aspects such as
redundancy, integrity, and uncertainty are to be considered. The holistic safety
consideration aims at generating a safety concept that includes operable safety
requirements for the design and architecture of the transport system. Furthermore,
compatibility with methods for modular validation and safety assurance of artificial
intelligence components is to be ensured.

The acceptance of transport systems as developed in AUTOtech.agil remains a matter
of research. Publications discussing this topic, such as [39], indicate that perceived
safety may be an influencing factor on the acceptance of the acceptance object (the
transport system, of which is the ADS is a part) by the acceptance subject, such as the
general public, vehicle users, and others. Perceived safety depends on the individual
definition of safety and the perception of the transport system by these individual stake-
holders. Assuming that safety is relevant to acceptance, translation work is needed in
order to contribute to the acceptability of the transport system by the stakeholders
based on the results of the holistic risk assessment, but also based on other aspects.
For this reason, we focus on the stakeholders and how they benefit from operational
use cases of the transport system. Finally, a consistent and rigorous safety case will
serve as a means to communicate and reason about the achieved level of safety to
both internal and external stakeholders. The safety case shall take into account the
limited validity of test environments, especially as the project focuses on simulation-
based approaches to testing.

A number of stakeholders from industry, science, politics and society have recognized
the need to discuss and communicate the issues of safety, risk, and acceptance of
CAVs. The Round Table of Autonomous Driving, hosted by the German Federal Min-
istry for Digital and Transport, provides a platform to seek a common understanding of
the open challenges and remaining needs for advancing the field of socially acceptable
autonomous mobility.

8.2. Homologation processes and methods for modular validation

Established test and validation processes in the automotive domain substantially rely
on large-scale system level release tests to validate safety and performance require-
ments. This approach not only yields enormous efforts, but also becomes infeasible,
when parts of the system such as ML-based services should be updated or even be
added to system during the system'’s life cycle. Thus, we develop test strategies and
methods for safe and efficient validation of systems featuring a modular service-ori-
ented architecture with updatable components. We discuss and evaluate methods for
system decomposition that allow for shifting test efforts from system level to compo-
nent level tests. In this context, we especially address the question of safety argumen-
tation for very frequent updates of components. Furthermore, we address the scalable
validation of updatable ML- and rule-based components.
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The results of the project UNICARagil showed limitations and uncertainties of estab-
lished knowledge-based decomposition methods. Limitations concern the achievable
validity of current test environments, while uncertainties mandatorily arise from a high
complexity of highly automated vehicles and their environment. These uncertainties
affect the specification of software components and the derived component tests. Un-
tested component behavior can negatively impact the system behavior. In UNICARagil
these insufficiencies in the component specification are addressed by a novel interface
definition [34]. However, a gap to a complete specification remains due to its
knowledge-based approach. Here, we develop data-driven methods to extend the
module specification and therefore increase completeness. Furthermore, we use sim-
ulation-based approaches to assure system properties on component level.

8.3. Cyber security for Cooperative Intelligent Transport Systems

To ensure the safety of passengers, we continue developing our comprehensive se-
curity concept that encompasses the entire vehicle life cycle. This holistic approach
enables us to react quickly to a continuously changing attack surface by adjusting risks
and security requirements and thus protecting the vehicles against a variety of IT (In-
formation Technology) and OT (Operation Technology) attacks. Our security solution
aligns with our project's design philosophy of strongly decoupled and optionally iso-
lated software components, and we aim to minimize management complexity. To this
end, we enable developers to specify security requirements interactively and visually
in a central tooling, eliminating the need to manually distribute and update security
attributes such as keys and certificates for secure communication. For this purpose,
we design and specify an Automotive-PKI (Public Key Infrastructure) adapted to the
specific requirements of the automotive domain and the vehicles. The processes of
certificate issuance, revocation, renewal and validation are transparently linked to the
vehicle gateway and the on-board security components for management. The central
tooling also provides functionality to annotate in-vehicle security related information
(from hosts and network traffic) for direct consideration in the Vehicle Security Moni-
toring. Furthermore, the system takes responsibility for secure software roll-out and
enforces the specified security objectives during runtime, guaranteeing software integ-
rity and communication security.

Our security process is not limited to in-vehicle hardware and software components
but also considers the external infrastructure. We specify interfaces allowing for secure
interaction with possibly untrusted external components.

8.4. Monitoring framework for holistic self-awareness

Numerous publications discussing the safety of automated vehicles address the ne-
cessity of self-awareness [20][21][22] and aspects such as monitoring the operation
domain and its limits [23], starting from monitoring simple system errors, such as those
arising from sensor and actuator degradation. To enable the system's self-awareness,
it is argued in the literature [24] that knowledge about the system itself must be made
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accessible to the system. This requires a self-representation of the system, encom-
passing the modeling of its characteristics and properties. It should further include in-
formation about the system's architecture, allowing for the explicit mapping of
dependencies, such as functional, hardware, or software architecture, e.g. [25]. In this
context, we benefit from the well-defined interfaces introduced through the service-
oriented architecture from the UNICARagil project.

Lastly, the information inferred from the accumulation of quality information across ar-
chitectures informs the system with respect to the quality of its own capabilities [26].
Capabilities — often depicted using capability graphs as in [26] — serve as fundamental
building blocks for comprehending complex systems, as introduced in [27]. Their con-
cept aims at bridging the gap between desired behavior, requirements and functions
in the system’s architecture. Modeling capabilities in an abstract manner promotes
technology-neutrality while supporting discussions among various stakeholders [27].
Considering a system’s capabilities and defining requirements accordingly ensures
that a system achieves its intended purpose while meeting specified performance cri-
teria.

One objective of this project is to contribute to the overall architecture of automated
vehicles and its technical realization by leveraging the quality assessment incorpo-
rated, e.g., in the robust probabilistic perception, planning and control approaches to
assess the system’s capabilities at runtime. The monitoring framework that we develop
in the AUTOtech.agil project represents a system-wide monitoring function. Given pre-
vious research results from the UNICARagil project, we find that the systematic collec-
tion of quality data and the evaluation of the interdependencies within the system are
two of the major challenges that we hence aim to address in our work. Our approach
involves analyzing requirements and designing a system-wide monitoring framework
in the first step — which is not necessarily limited to an automated vehicle such as the
vehicle prototypes used in AUTOtech.agil. The second step then focuses on develop-
ing, integrating, and testing the framework for system-wide monitoring.
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10.Abbreviations

AD Automated Driving
ADS Automated Driving System
AFGBV Autonome-Fahrzeuge-Genehmigungs-und-Betriebs-Verordnung

(Autonomous Vehicle Approval and Operation Ordinance)
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AMR Autonomous Mobile Robot

API Application Programming Interface

ASAM Association for Standardization of Automation and
Measuring Systems

ASOA Automotive Service-oriented Software Architecture

AV Automated Vehicle

AVP Automated Valet Parking

CAV Connected Automated Vehicle

CcC Control Center

CR Control Room

CVv Connected (non-automated) Vehicle

C-ITS Cooperative Intelligent Transport System

C-VRU Connected Vulnerable Road User

DDS Data Distribution Service

ECU Electronic Control Unit

E/E Electrical/Electronic

ETSI European Telecommunications Standards Institute

GLSF Generalized Low-Speed Function

GNSS Global Navigation Satellite System

HEC Holistic Experience Centred

HMI Human Machine Interface

IT Information Technology

ITS Intelligent Transport System

ITS-S Intelligent Transport System Station

LET Logical Execution Time

MEC Multi-access Edge Computing

ML Machine Learning

OoDD Operational Design Domain

oT Operation Technology

PE Power Electronics

PKI Public Key Infrastructure

REST Representational State Transfer

ROS Robot Operating System

RSU Roadside Unit

RUL Remaining Useful Life

SAE Society of Automotive Engineers

SoH State of Health

SOTIF Safety Of The Intended Functionality

SOVD Service-Oriented Vehicle Diagnostics

TSEP Temperature Sensitive Electrical Parameter

TSN Time-Sensitive Networking

UAB Universal Automotive Bus

UAV Unmanned Aerial Vehicle

uUDS Unified Diagnostic Services

USB Universal Serial Bus
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UX User Experience
VRU Vulnerable Road User
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