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Abstract

The performance of network connections impacts user experience and, accordingly, user satis-
faction. Therefore, service providers are interested in detecting, analyzing, and troubleshoot-
ing connections with poor performance. Further, researchers are interested in assessing the
impacts of the evolution of user behavior, provided services, and technologies on connection
performance, particularly regarding the Internet. Thus, analyzing connection performance, par-
ticularly throughput, is an ongoing research field, especially regarding the Transmission Control
Protocol (TCP) responsible for the transportation of the vast majority of Internet traffic nowa-
days. Researchers introduced different perspectives on the analysis of the throughput of TCP
connections, like the analysis of the relation of flow characteristics to a flow’s transmission rate,
the analysis of throughput limitations, or the analysis of performance-related connection char-
acteristics, like TCP option usage. However, recent insights from the mentioned perspectives on
the throughput of TCP connections on the Internet are rare. Reviewing the significant evolution
of user behavior and technologies involved on the Internet and the rising importance of content
delivery networks and cloud services during the past decade motivates surveying described traffic
characteristics on today’s Internet. Therefore, this thesis extensively examines the throughput
of TCP connections on today’s Internet by conducting passive and active measurements.

First, this thesis presents passive measurement results assessing the evolution of TCP flow
characteristics and the significance of heavy hitter connections on the Internet. Further, this
thesis surveys the evolution of throughput limitations of TCP connections and the usage of
performance-related TCP options on the Internet during the past few years, considering data
sets consisting of several billion TCP connections. One approach to analyze throughput is TCP
root cause analysis, which is purposed to determine which entity prevents a TCP connection
from further increasing its transmission rate. While related work presents different approaches
to determine throughput limitations based on passively observed TCP traffic, approaches to
the online analysis of TCP throughput limitations on commodity server hardware are rare. A
shortcoming addressed by this thesis, resulting in an approach to the online analysis of TCP
throughput limitations on commodity hardware considering monitored bandwidths of several
Gbit/s.

Next to measurement results derived from passive measurements, active performance measure-
ments are expected to provide further insights into TCP throughput on the Internet. In order to
enable active measurements of the performance of TCP connections through the Internet, this
thesis contributes an active measurement approach for measurements with uncontrolled mea-
surement targets, like public Internet servers. The approach covers the identification of suitable
measurement targets to initiate TCP-based data transmission, the execution of download-based
measurement runs, and the capturing of corresponding traffic for analysis. Based on the intro-
duced approach to conducting active Internet measurements, this thesis examines how different
performance-related TCP options impact the throughput of Internet connections. Further, this
thesis surveys the accuracy of passive capacity estimation based on connections through today’s
Internet and applies the introduced measurement approach to survey end-to-end capacities in
the Internet, which are an upper bound of a connection’s transmission rate.





Zusammenfassung

Die Leistung von Netzwerkverbindungen wirkt sich auf das Nutzererlebnis und damit auf die
Nutzerzufriedenheit aus. Daher sind Dienstanbieter daran interessiert, Verbindungen mit schlech-
ter Leistung zu erkennen, zu analysieren und die Ursachen zu beheben. Darüber hinaus sind
Wissenschaftler daran interessiert, die Auswirkungen der Entwicklung des Nutzerverhaltens,
der angebotenen Dienste und Technologien auf die Verbindungsleistung, insbesondere im Inter-
net, zu bewerten. Daher ist die Analyse der Verbindungsleistung, insbesondere des Durchsat-
zes, ein fortlaufendes Forschungsgebiet, insbesondere im Hinblick auf das Transmission Control
Protocol (TCP), das heutzutage für den Transport des größten Teils des Internetverkehrs ver-
wendet wird. Wissenschaftler haben verschiedene Blickwinkel zur Analyse des Durchsatzes von
TCP-Verbindungen vorgestellt, z. B. die Analyse der Relation von Verbindungseigenschaften
zur Übertragungsrate, die Analyse von Durchsatzbeschränkungen oder die Analyse von Verbin-
dungsmerkmalen wie der Nutzung von leistungsrelevanten TCP Optionen. Aktuelle Einblicke
aus den genannten Perspektiven auf den Durchsatz von TCP-Verbindungen im Internet sind je-
doch rar. Ein Blick auf die signifikante Entwicklung des Nutzerverhaltens und der Technologien
im Internet sowie die wachsende Bedeutung von Content Delivery Networks und von Cloud-
Diensten während des letzten Jahrzehnts motiviert dazu, die beschriebenen Eigenschaften des
Datenverkehrs im heutigen Internet zu untersuchen. Daher wird in dieser Arbeit der Durchsatz
von TCP-Verbindungen im heutigen Internet mittels passiver und aktiver Messungen umfassend
analysiert.

Zunächst werden in dieser Arbeit Ergebnisse passiver Messungen vorgestellt, die die Entwicklung
der Charakteristika von TCP Verbindungen und die Bedeutung von Heavy-Hitter-Verbindungen
im Internet untersuchen. Des Weiteren wird in dieser Arbeit die Entwicklung der Durchsatz-
beschränkungen von TCP-Verbindungen und die Nutzung leistungsrelevanter TCP-Optionen
im Internet während der letzten Jahre untersucht, wobei Datensätze mit mehreren Milliarden
TCP-Verbindungen analysiert werden. Ein Ansatz zur Analyse von des Durchsatzes von TCP-
Verbindungen ist die TCP Root Cause Analysis, die darauf abzielt festzustellen, welche Entität
eine TCP-Verbindung daran hindert, ihre Übertragungsrate weiter zu erhöhen. Während in ver-
wandten Arbeiten verschiedene Ansätze zur Bestimmung von Durchsatzbeschränkungen auf der
Grundlage von passiv beobachtetem TCP-Verkehr vorgestellt werden, gibt es nur wenige Ansät-
ze zur Echtzeitanalyse von TCP-Durchsatzbeschränkungen auf handelsüblicher Serverhardware.
Dieser Lücke im Stand der Technik begegnet diese Arbeit, indem sie einen Ansatz für die Echt-
zeitanalyse von TCP-Durchsatzbeschränkungen auf Standard-Serverhardware entwickelt, der
überwachte Bandbreiten von mehreren Gbit/s berücksichtigt.

Neben den aus passiven Messungen abgeleiteten Messergebnissen sollen aktive Messungen wei-
tere Erkenntnisse über den Durchsatz von TCP Verbindungen im Internet liefern. Um aktive
Messungen des Durchsatzes von TCP-Verbindungen durch das Internet zu ermöglichen, wird in
dieser Arbeit ein aktiver Messansatz für Messungen mit unkontrollierten Messzielen, wie z.B. öf-
fentlichen Internetservern, vorgestellt. Der Ansatz umfasst die Identifikation geeigneter Messziele
zur Initiierung einer TCP-basierten Datenübertragung, die Durchführung von downloadbasier-
ten Messläufen und die Aufzeichnung des entsprechenden Datenverkehrs zur Analyse. Basierend
auf dem vorgestellten Ansatz zur Durchführung aktiver Internetmessungen wird in dieser Arbeit



untersucht, wie sich verschiedene leistungsrelevante TCP-Optionen auf den Durchsatz von In-
ternetverbindungen auswirken. Des Weiteren wird in dieser Arbeit die Genauigkeit der passiven
Kapazitätsabschätzung basierend auf Verbindungen durch das heutige Internet untersucht und
der vorgestellte aktive Messansatz angewandt, um Ende-zu-Ende-Kapazitäten im Internet zu
untersuchen, die eine obere Schranke für die Übertragungsrate einer Verbindung darstellen.
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Chapter 1

Introduction

Computer networks are an omnipresent backbone of today’s society. Institutions and enter-
prises build networks within and between sites, and private customers attach to infrastructure
maintained by service providers to participate in the globally distributed Internet. While ser-
vices entail different purposes and requirements, network and service providers have common
goals, such as providing reliable and efficient network infrastructure and enabling performant
data transmission. Such goals are motivated by (i) satisfying rising user expectations and
(ii) efficiently exploiting available resources. Considering the complexity of today’s networks
with increasing numbers of participants, the evolution of involved technology, and evolving user
behavior, the analysis of connection performance is an ongoing topic of interest, especially re-
garding the Internet as a composition of networks and services maintained by thousands of
providers.

The Transmission Control Protocol (TCP) was introduced in 1981 [1], enabling the detection
and retransmission of lost or corrupted data across networks. Further, TCP features flow and
congestion control mechanisms purposed to sense the load on the network and involved entities,
targeting to avoid degradation of concurrent connections by determining a fair share of available
resources, respectively, overload on the receiver. TCP is purposed to ensure maximal utilization
of available network resources and, accordingly, to optimize a connection’s transmission rate, also
referred to as flow rate or throughput. These protocol mechanisms imply varying transmission
rates of a connection depending on various network parameters and load conditions. Nowadays,
TCP is used by various essential applications and services of network communication, such as
web services, file transfer, or media streaming. Thereby, throughput is an essential performance
indicator as it, for instance, determines the time required to download files or potentially limits
the quality of streamed media sources.

Analyzing the throughput of TCP connections on the Internet is of interest from different per-
spectives. First, the performance of network connections, and accordingly a connection’s trans-
mission rate, is assumed to impact user experience and user satisfaction [2], [3]. Accordingly,
service providers are interested in detecting and troubleshooting connections with poor perfor-
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mance and understanding transmission rates of their services and corresponding applications to
optimize their network and service infrastructure. This interest is motivated by ensuring high
utilization of available resources to operate cost-effectively and providing good performance [4].
Further, infrastructure providers are interested in identifying the location of performance limi-
tations to assess whether performance issues are caused within their infrastructure or whether
limited performance can be traced back to the endpoints of a connection or another provider’s
network infrastructure. However, interest in assessing and understanding TCP performance on
the Internet is also of interest from a research perspective.

Accordingly, researchers introduced different approaches to analyzing TCP throughput and
throughput-related traffic characteristics. Starting from a macroscopic view, as introduced by
Zhang et al. [2], researchers survey characteristics of TCP connections, like duration, size, or
rate, their correlation, and the significance of so-called heavy hitter connections [2], [5]. Other
researchers survey the deployment of different TCP options purposed to improve TCP through-
put on the Internet [6]–[9]. Further, researchers introduce different approaches to determine
the throughput limitations of an observed TCP connection, also referred to as TCP root cause
analysis (RCA) [2], [4], [10]–[13]. In particular, TCP RCA is purposed to determine which entity
hinders a TCP connection from further increasing its transmission rate. Potential throughput
limitations cover the network infrastructure, defective network entities, misconfigured servers
or clients, or even performance bottlenecks due to inefficient applications or limited server and
client resources. In addition, researchers survey bandwidth related metrics like end-to-end ca-
pacity, in sense of maximum physical bandwidth, of network paths implying potential limitations
on a flow’s maximum throughput [14]–[21].

As elaborated above, different approaches exist to survey TCP throughput-related connection
characteristics. However, insights into such characteristics on today’s Internet are rare. For
instance, the significance of heavy hitters on Internet traffic and the correlation of TCP flow
characteristics were most recently surveyed in 2002 and 2003 [2], [5]. Most recent studies on
throughput limitations of Internet traffic were conducted on traffic captured in 2011 [12], [22],
[23] and 2013 [4]. This motivates to survey TCP connection characteristics and throughput
limitations on today’s Internet, considering ongoing change regarding applications and corre-
sponding web traffic, e.g., media streaming and social networks, new user devices and operating
systems, or evolving network access technologies. At the same time, requirements for the use
of traffic monitoring and analysis tools in productive environments have evolved significantly
during the past decades regarding increasing traffic volumes and deployed physical bandwidths
of several Gbit/s implying increased load for traffic monitoring and analysis tools.
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1.1 Research Objectives

This thesis is purposed to conduct passive and active network measurements to survey TCP
throughput and throughput-related traffic characteristics of Internet connections. Thereby, this
thesis considers the analysis of

• TCP flow characteristics and heavy hitter significance,

• throughput limitations of TCP connections,

• TCP option usage and corresponding impacts on performance, and,

• the deployment of end-to-end path capacities

on today’s Internet.

Accordingly, the core of this thesis is developing and applying measurement methods for the
analysis of named traffic characteristics. Thereby, this thesis also aims to meet today’s require-
ments for traffic monitoring and analysis tools regarding network bandwidths of several Gbit/s
and corresponding traffic volumes.

This thesis pursues the research questions (RQ) addressed in more detail in the following, cor-
responding to the following research objectives (RO):

RO 1 Large-scale passive measurements on throughput characteristics of TCP connections
on the Internet

RO 2 Conducting active measurements of throughput and throughput-related metrics on
the Internet

RO 1: Large-scale passive measurements on throughput characteristics
of TCP connections on the Internet

As elaborated above, understanding the TCP throughput of connections and corresponding
throughput limitations is of interest from a research and provider perspective. RO 1 is purposed
to assess correlations of different flow characteristics, the significance of heavy hitters, and the
occurrence and relevance of different throughput limitations on today’s Internet. Therefore,
this thesis aims to analyze publicly available large-scale data sets consisting of Internet traffic
captured during the past years consisting of billions of TCP connections. Based on passive
measurements with these data sets, this thesis surveys how TCP flow characteristics evolved
during the past years and are correlating on today’s Internet and how the performance of TCP
connections and corresponding throughput limitations evolved during the past years. Further,
RO 1 covers surveying the evolution of the usage of throughput-related TCP options, like
TCP window scaling, selective acknowledgments, and explicit congestion notifications. Next to
the described analysis of large-scale data sets of captured Internet traffic, this thesis pursues
the question of how to monitor throughput limitations in productive environments considering
monitored links with several Gbit/s of bandwidths.

5
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Accordingly, RO1 covers pursuing the following research questions:

RQ 1.1 How did TCP flow characteristics and their correlation evolve on the Internet?

RQ 1.2 What limits the throughput of TCP connections on today’s Internet?

RQ 1.3 How frequently used are throughput-related TCP options on the Internet?

RQ 1.4 How to monitor TCP throughput limitations in real-time?

RQ 1.5 How to classify TCP throughput changes with TCP throughput limitations?

RO 2: Conducting active measurements of throughput and throughput-
related metrics on the Internet

Next to passive measurements on throughput and related connection characteristics, this thesis
considers conducting active Internet measurements to survey the throughput of TCP connections
on the Internet. In comparison to passively conducted measurements, for instance, based on
data sets of captured network traffic, active measurements imply that different factors influencing
a connection can be controlled, partly also those influencing the throughput of a connection.
For instance, active measurements enable the control of endpoint configurations and the type
of observed traffic, provide information regarding measurement targets and the corresponding
service provider, and enable repeating experiments to survey impacts on throughput in a more
targeted and isolated manner. Thereby, the challenge arises to actively initiate connections to
selected measurement targets, for instance, from a client, respectively, user perspective.

In the scope of RO 2, this thesis is purposed to introduce an approach to conducting active
Internet measurements to survey the throughput of TCP connections. Afterward, such an
approach is considered to analyze the impacts of TCP option usage on TCP throughput. Next,
active Internet measurements can also be used to survey characteristics of Internet paths, like
end-to-end path capacity, which represents an upper bound of achievable connection throughput.

RO2 is purposed to pursue the following research questions by means of active Internet mea-
surements:

RQ 2.1 How to conduct active Internet measurements to survey TCP throughput?

RQ 2.2 How does TCP option usage impact connection performance?

RQ 2.3 How accurate is the estimation of end-to-end path capacity in the Internet?

RQ 2.4 What do active Internet measurements on end-to-end capacity reveal?

6
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1.2 Key Contributions of this Thesis

This section highlights key contributions to the research questions examined in this thesis. An
overview of chapters and their key contributions is presented in Table 1.1.

In the scope of RQ 1.1, RQ 1.2, and RQ 1.3, this thesis contributes an analysis of flow character-
istics, TCP option usage, and throughput limitations of TCP connections based on large-scale,
passive data sets consisting of billions of Internet connections. Thereby, this thesis surveys the
evolution of Internet flow characteristics, like flow size, duration, and transmission rate, the
evolution of TCP option deployment, and the evolution of TCP throughput limitations during
the past years. By applying different methodologies to the named large-scale data sets, this
thesis shows the ongoing importance of heavy hitter connections on the Internet, implying rel-
atively small shares of connections responsible for the transmission of the majority of observed
traffic volume, and examines the relevance of different throughput limitations based on bytes
transmitted, respectively, connection time spent, during limitations by different root causes.
Regarding RQ 1.4, this thesis introduces a measurement method for the online monitoring of
TCP root cause analysis, providing timely insights into throughput limitations and the detection
of changes in the throughput limitation of a connection. A corresponding proof of concept im-
plementation is evaluated regarding performance and shows the feasibility of online throughput
limitation monitoring on links with several Gbit/s of bandwidths.

In the scope of RQ 2.1, this thesis contributes an approach for active Internet measurements
surveying the throughput of TCP connections. The corresponding measurement pipeline consists
of three components to first crawl files hosted by public Internet servers, actively generate
traffic based on crawled files afterward, and capture corresponding Internet traffic for further
analysis. In the scope of RQ 2.2, this thesis evaluates the impacts of different client configurations
regarding TCP option usage on throughput. Such evaluation is based on active measurements
from different vantage points and surveys the characteristics of observed throughput and the
speed-ups by different client configurations.

Further, in the scope of RQ 2.3, this thesis assesses the accuracy of capacity estimates derived
from captured Internet traffic based on measurement conducted in hybrid Internet setups, which
provide ground truth data regarding end-to-end capacity due to controlled first and last hops
of an Internet path. Regarding RQ 2.4, this thesis presents the results of active measurements
on the end-to-end capacity of Internet paths targeting several thousand public web servers.
Presented measurements confirm the widespread deployment of Gbit/s links in the Internet.

1.3 Structure

In Chapter 2, this thesis elaborates on related work regarding the analysis of TCP flow char-
acteristics, approaches to TCP root cause analysis and corresponding measurement results,
end-to-end path capacity estimation, and measurements on TCP option deployment on the
Internet.

7
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Objective Contribution Chapter

Part I: Introduction

Part II: Passive Measurements

RO 1
Long-term analysis of TCP flow characteristics Chapter 3
Large-scale TCP root cause analysis Chapter 3
Scalable throughput limitation monitoring Chapter 4
Method to classify TCP throughput changes Chapter 5

Part III: Active Measurements

RO 2
Analysis of large-scale crawling of web servers Chapter 6
Active measurements of TCP option impact on throughput Chapter 6
Active measurements of capacity deployment in the Internet Chapter 7

Part IV: Conclusion

Table 1.1: Key contributions and structure of this thesis.

Part II is purposed to present passive measurement approaches and measurement results sur-
veying throughput characteristics of TCP connections on the Internet. In particular, Chapter 3
focuses on analyzing introduced connection characteristics based on large-scale passive Internet
traffic data sets. Chapter 4 introduces an approach to the online monitoring of TCP throughput
limitations. Chapter 5 discusses an approach to classify changes in the throughput of a TCP
connection based on the correlation of throughput changes with the results of TCP root cause
analysis.

Part III focuses on measurement results derived from active Internet measurements. In particu-
lar, Part III presents results of active measurements surveying the impact of TCP options on the
throughput of a connection in Chapter 6 and measurements on end-to-end capacity deployment
in the Internet in Chapter 7.

In Part IV, this thesis summarizes and discusses major findings regarding examined research
questions in Chapter 8 and proposes research topics for future work in Chapter 9.
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1.4 Publications in the Context of this Thesis

This thesis builds on results presented in several peer-reviewed publications listed in the follow-
ing:

Online Monitoring of TCP Throughput Limitations
Simon Bauer, Kilian Holzinger, Benedikt Jaeger, Paul Emmerich, Georg Carle
IEEE/IFIP Network Operations and Management Symposium 2020 (NOMS 2020)

Scalable TCP Throughput Limitation Monitoring
Simon Bauer, Florian Wiedner, Benedikt Jaeger, Paul Emmerich, Georg Carle
IEEE/IFIP Symposium on Integrated Network and Service Management 2021 (IM 2021)

On the Evolution of Internet Flow Characteristics
Simon Bauer, Benedikt Jaeger, Fabian Helfert, Philippe Barias, Georg Carle
ACM/IRTF Applied Networking Research Workshop 2021 (ANRW 2021)

Towards the Classification of TCP Throughput Changes
Simon Bauer, Benedikt Jaeger, Max Reimann, Jonas Fromm, Georg Carle
IEEE/IFIP Network Operations and Management Symposium 2022 (NOMS 2022)

On the Accuracy of Active Capacity Estimation in the Internet
Simon Bauer, Janluka Janelidze, Benedikt Jaeger, Patrick Sattler, Patryk Brzoza, Georg Carle
IEEE/IFIP Network Operations and Management Symposium 2023 (NOMS 2023)

Evaluating the Benefits: Quantifying the Effects of TCP Options, QUIC, and CDNs
on Throughput
Simon Bauer, Patrick Sattler, Johannes Zirngibl, Christoph Schwarzenberg, Georg Carle
ACM/IRTF Applied Networking Research Workshop 2023 (ANRW 2023)
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Related Work

This chapter elaborates on related work regarding research topics addressed in this thesis. In
particular, this chapter introduces related work regarding

• measurements on heavy hitters and TCP flow characteristics on the Internet,

• approaches to TCP root cause analysis,

• measurement studies on throughput limitations on the Internet,

• approaches to capacity estimation and their accuracy,

• and studies on TCP option deployment on the Internet

in the following sections.

The remainder of this chapter is structured as follows: First, this section summarizes central con-
tributions by the most important related work regarding the contents of this thesis and describes
how this thesis extends the corresponding state of the art. Section 2.1 presents measurement
studies on flow characteristics and heavy hitter significance. Section 2.2 introduces existing ap-
proaches to TCP root cause analysis in more detail. Section 2.3 focuses on measurement studies
on throughput limitations of TCP connections on the Internet. Section 2.4 provides an overview
of existing work in the field of network path capacity estimation. Section 2.5 summarizes mea-
surement results on the deployment of TCP options on the Internet.

Studies on TCP flow characteristics, like flow size, flow duration, and flow rate, their correlation,
and the significance of heavy hitters on the Internet were conducted by Zhang et al. [2] and Lan
et al. [5] based on data captured between 2001 and 2002, respectively 2002 and 2003.

Further, different publications [2], [4], [10]–[13], [23] introduce approaches to TCP root cause
analysis. Such approaches are applied to data sets passively collected at ADSL access links,
campus networks, or data centers [2], [4], [10], [12], [13], [23], [24]. Further, Zhang et al. [22]
apply the RCA approach introduced by Siekkinnen et al. [11] to survey throughput limitations
in cellular networks. However, most recent studies on throughput limitations in passive data
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sets were conducted based on data captured in 2013 [4] and 2011 [12], [22], implying a lack of
insights on throughput limitations on today’s Internet.

The online analysis of throughput limitations is considered by Ghasemi et al. [4], who survey
the integration of the analysis of TCP throughput and corresponding limitations to the data
plane. Further, Sun et al. [23] present an approach to survey throughput limitations based on
periodic polling of sender network stack statistics, which we also consider to enable analysis of
throughput limitations during a connection’s lifetime.

Several publications surveyed the estimation of network path capacity throughout the years,
especially in the early 2000s. Corresponding publications introduce new approaches to capacity
estimation [14]–[21] or compare estimates of different tools [20], [25]. However, there are no
recent studies on the accuracy of capacity estimation and on capacities deployed in today’s
Internet.

Regarding TCP option deployment, different studies surveying the deployment of TCP performance-
related options like TCP window scaling (WS), selective acknowledgments (SACK), or explicit
congestion notifications (ECN) exist. Thereby, researchers conduct active scans [6], [7] or passive
traffic measurements [7]–[9] to survey option deployment and usage, while there are no insights
to impacts on connection throughput by such options on the Internet.

This thesis:

Considering the state of the art described above and in more detail in the upcoming sections,
this thesis is purposed to contribute to the analysis of TCP transmission rates regarding several
aspects:

First, this thesis presents the results of the analysis of large-scale Internet traffic data sets,
consisting of several billion TCP connections captured during the past decade, regarding

• flow characteristics, their correlation, and the significance of heavy hitters,

• throughput and throughput limitations of TCP connections,

• and the usage of TCP window scaling, SACK, and ECN.

Second, this thesis introduces an approach to enable large-scale TCP throughput limitation
monitoring, i.e., online TCP root cause analysis, considering monitored bandwidths of several
Gbit/s running on commodity hardware based on the approach to conduct TCP RCA offline
introduced by Siekkinen et al. [11]. Further, this thesis addresses the classification of single
changes in the throughput of a TCP connection with results of TCP root cause analysis, which
has not been considered by related work so far.

In addition, this thesis conducts active Internet measurements to evaluate the impacts of different
endpoint configurations, like the use of performance-related TCP options, on the throughput of
TCP connections and to survey the accuracy of end-to-end capacity estimation and deployed
capacities in today’s Internet.
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2.1 Analysis of TCP Flow Characteristics

The field of flow and traffic characterization is a frequently addressed topic. However, a detailed
analysis of TCP flow characteristics on today’s Internet and their evolution during the past
years still needs to be provided.

Our work on TCP flow characteristics, like size, duration, and rate, is closely related to Zhang
et al. [2], who analyzed Internet flow rates and their root causes in 2002. Our study confirms the
significantly dominating transmission of bytes by big-fast flows and approves findings regarding
the correlation of TCP flow characteristics. Lan et al. [5] additionally consider the burstiness of
flows as a flow characteristic and classify flows as heavy hitters for duration, size, and rate based
on threshold values, respectively, based on the 99th percentiles of flow characteristics, which
we also survey in this thesis. As Zhang et al. [2], Lan et al. find a strong positive correlation
between flow size and flow rate.

Further, heavy hitters are the object of study regarding their identification and detection [26]–
[28]. The burstiness of CAIDA traces is studied by Lazarou et al. [29]. Flow rates are studied
in detail for cellular networks by Zhang et al. [22], considering duration, size, and rate of flows
and the limiting factor behind such rates. Further studies focus on the characterization of
networks [30] and traffic patterns regarding daytimes [31], [32]. Maier et al. [33] present an
extensive study of residential broadband Internet traffic characteristics.

2.2 Approaches to TCP Root Cause Analysis

This section introduces and compares existing approaches to TCP root cause analysis (TCP
RCA), also referred to as TCP throughput limitation analysis, regarding considered throughput
limitations and characteristics of the corresponding measurement methods. A general overview
of related work addressing TCP root cause analysis is shown in Table 2.1. Studies on TCP
throughput limitations of Internet connections are shown in Table 2.2.

Zhang et al. [2] pioneered TCP root cause analysis in 2002, resulting in the TCP root cause
analysis tool T-RAT. As the successor of T-RAT, Siekkinen et al. [11], [34], [35] proposed their
approach to TCP RCA purposed to overcome shortcomings of T-RAT in 2008. Other approaches
to TCP RCA were introduced by Timmer et al. [10] in 2006, Sun et al. [23] in 2011, Araújo et
al. [12] in 2014, Bąk et al. [13] in 2015, and Ghasemi et al. [4] in 2016.

An overview of considered throughput limitations by the different approaches is presented in
Table 2.3. Table 2.4 shows characteristics of the corresponding measurement methods regarding
flow segmentation, measurement position, and online analysis capabilities. Both aspects of
related work are elaborated in more detail in the following.

Zhang et al. [2]
Zhang et al. pioneered the analysis of throughput limitations of TCP connections in 2002,
resulting in the TCP root cause analysis tool T-RAT. T-RAT provides passive root cause analysis
independent of the measurement position based on identifying flights of TCP packets, i.e.,
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Year RCA
approach

Online
RCA

Internet
study

Zhang et al. [2] 2002 ✓ ✗ ✓

Timmer et al. [10] 2006 ✓ ✗ ✓

Siekkinen et al. [11], [24] 2008 ✓ ✗ ✓

Sun et al. [23] 2011 ✓ ✓ ✓

Zhang et al. [22] 2014 ✗ ✗ ✓

Araújo et al. [12] 2014 ✓ ✗ ✓

Bak et al. [13] 2015 ✓ ✗ ✗

Ghasemi et al. [4] 2016 ✓ ✓ ✓

Table 2.1: Overview of related work regarding TCP root cause analysis.

Capture
year

Data set
size

Capture
point

Zhang et al. [2] 2001-2002 112M packets access network,
Tier 1 peering link,

backbone link
Timmer et al. [10] 2002-2003 182 GB access network
Siekkinen et al. [11], [24] 2006 290 GB access network
Sun et al. [23] 2011 137 K flows cache server of CoralCDN
Zhang et al. [22] 2011 22.9M flows GPRS core network,

access network
Araújo et al. [12] 2007-2011 577M flows MAWI transit link
Ghasemi et al. [4] 2013 244K flows backbone link

(CAIDA Equinix-Chicago)

Table 2.2: Overview of Internet studies on TCP throughput limitations.

groups of packets sent during the same RTT, which are then analyzed for different throughput
limitations. Based on analyzed flights, T-RAT determines throughput limitations after 256
observed packets or after an idle time of 15 seconds.

In addition to short TCP connections that never leave the slow start phase, Zhang et al. con-
sider network bottleneck limitations, transport layer limitations, receiver and sender window
limitations, and limitations by the sending application. Thereby, network bottlenecks are de-
fined as limitations due to congestion, i.e., due to a bottleneck link shared by several concurrent
connections, or limited bandwidth, i.e., a bottleneck link whose bandwidth is fully utilized by
a single connection. To determine the current limitations of a connection, Zhang et al. rely on
indicators like RTT, MSS, retransmissions, estimated congestion control phases, and flight sizes.

Siekinnen et al. [11], [35]
During experiments with simulated TCP traffic, Siekkinen et al. [34] find that determining
flights of TCP packets and keeping track of congestion control phases does not work reliably in
productive environments due to delayed acknowledgments and cross traffic. Further, Shakkottai
et al. [36] survey the occurrence of flights in captured ISP backbone traffic and state that flights
are not common in observed TCP flows and typically do not consist of more than seven packets.
Shakkottai et al. describe flights as a small window phenomenon.
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Zhang et al. [2] ✓ ✓ ✗ ✓ ✗ ✗ ✓ ✓ ✓ ✓
Siekinnen et al. [11] ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✓ ✓ ✓
Timmer et al. [10] ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✗ ✗
Sun et al. [23] ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✓ ✗ ✗
Bąk et al. [13] ✓ ✗ ✗ ✗ ✗ ✗ ✓ ✓ ✗ ✗
Araújo et al. [12] ✓ ❍ ✗ ❍ ✗ ✓ ✗ ✗ ✗ ✗
Ghasemi et al. [4] ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✓ ✗ ✗

Table 2.3: Throughput limitations considered by related work.

Passive Segmentation Position Online

Zhang et al. [2] ✓ 256 p. or idle time any ✗
Siekinnen et al. [11], [35] ✓ transfer periods any ✗
Timmer et al. [10] ✓ - near sender ✗
Sun et al. [23] ✓ time intervals sender ✓
Bąk et al. [13] ✗ - sender ✗
Araújo et al. [12] ✓ - any ✗
Ghasemi et al. [4] ✓ - near sender ✓

Table 2.4: Characteristics of different TCP RCA approaches.

To overcome corresponding shortcomings of T-RAT, Siekkinen et al. introduce a passive ap-
proach to determine throughput limitations based on previously determined transfer periods and
so-called limitation scores. Thereby, authors differ between unshared and shared network bottle-
necks, limitations by the receiver window, and limitations by the transport layer. The approach
by Siekkinen et al. provides properties like passive analysis, independence of the measurement
position, and segmentation of analyzed connections.

To differ periods in which the sending application limits a connection from periods in which
the sending application is capable of sending bulks of data, Siekkinen et al. [35] introduce
the Isolate & Merge (I&M ) algorithm that relies on the MSS, packet sizes, inter-arrival times
between subsequent packets, and RTT estimates to segment a flow into three different kinds of
periods:

• Application Limited Periods (ALP): the sending application does not provide enough
data to utilize available network and endpoint resources fully.

• Bulk Transfer Periods (BTP): the sender produces enough data to continuously send
data and fully utilize available network or receiver resources.
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Figure 2.1: Decision tree for TCP RCA by Siekkinen et al. [11].

• Short Transfer Periods (STP): short bulk transfers that contain less than 130 packets
and are mainly dominated by congestion control.

To determine the limitations of bulk transfer periods, Siekkinen et al. define so-called limitation
scores, which are then compared to threshold values based on a decision tree [11], as illustrated
in Figure 2.1. Such limitation scores are calculated based on throughput, estimated path ca-
pacity, retransmission rate, RTT, and time series data of the advertised receiver window and
outstanding bytes. In addition to extracted packet features and calculated metrics, Siekkinen et
al.’s approach requires determining the measurement position at which a connection is captured.
The measurement position is then used to shift the observed packet timestamps to approximate
the sender’s perspective on received and sent packets required to correctly calculate the number
of outstanding bytes at a given point in time.

Timmer et al. [10]
Timmer et al. [10] introduce an approach to identify throughput limitations like the network,
slow sender and slow receiver limitations, the send and receive buffer sizes, and application layer
protocol mechanisms. While considering a wide range of throughput limitations, the introduced
approach is limited to determining one single root cause for a connection and is limited to
analysis near the sender. To determine root causes, Timmer et al. define criteria based on
the number of outstanding bytes, the time series of the advertised receiver window, payload
size of acknowledgment packets, estimated send buffer size, RTT, and packet loss. If several
limitations are detected, the throughput limiting factor is chosen based on a priority list. As
the send buffer size can not be extracted from a passively observed connection, it has to be
estimated. Timmer et al. propose estimating the send buffer size as the highest number of
outstanding bytes observed throughout the connection when there is currently no receive buffer
limitation.

Sun et al. [23]
Sun et al. [23] introduce an approach to determine performance bottlenecks of TCP connec-
tions based on access to the sender. The approach aggregates different metrics like the current
congestion and receiver window, bytes in flight, bytes in the send buffer, RTT, or retransmis-
sions, polled from the sender’s network stack. Accordingly, the approach requires access to the
sender of a connection. Based on aggregated metrics, throughput limitations like the server’s
send buffer size, the congestion window, network congestion, or the receiver advertised window
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can be identified. Due to periodic polling of the mentioned metrics, i.e., a poll each 50 ms, the
approach is considered to be suitable for online analysis.

Araújo et al. [12]
Araújo et al. [12] study throughput limitations of TCP connections beyond congestion control.
Thereby, authors consider application-paced throughput, host limitations, i.e., limitations by
the endpoints’ buffers, without further differentiating send and receive buffer limitations, and
receiver-shaped throughput, i.e., an artificial rate constraint using flow control. The analysis
approach relies on metrics like MSS, RTT, retransmissions, estimated congestion window size,
and flight size. Further limitations like network bottlenecks are not considered.

Bąk et al. [13]
Bąk et al. [13] introduce an approach to determine the performance limitations of TCP connec-
tions, considering slow sender limitations, the receiver window, and the network. The approach
requires active probing of path and endpoint characteristics, like path capacity, and the em-
ulation of the TCP connection state, i.e., the congestion window size and congestion control
phases. Bąk et al. argue that their approach should be applied to traffic captured near the
sender to ensure precise RTT measurements. In addition to capacity and RTT, metrics consid-
ered to determine limitations are throughput, retransmissions, emulated congestion window size,
buffer delay, and outstanding bytes. Root causes are determined based on a decision tree. Bąk
et al. validate their approach based on downloads conducted in a commercial mobile network
considering limitations by path capacity and socket buffer size at the server.

Ghasemi et al. [4]
Ghasemi et al. introduce the TCP performance diagnosis tool Dapper, prototyped in P4 and able
to determine the root cause behind low TCP performance considering the sender, the receiver,
and the network, without further differentiating root causes within the limited component.
Dapper is designed to run near the sender, for instance, in a top-of-rack switch or at the hyper-
visor, to closely observe application behavior without server access. Further, Dapper provides
results in real time and uses two different analysis phases. First, the approach detects connec-
tions suffering from low performance and, second, determines the throughput limitation of such
connections. Thereby, low performance is determined based on a threshold for a connection’s
average throughput rate. To determine root causes, Dapper considers metrics and indicators like
application reaction time, sending rate, MSS, estimated congestion window size, RTT, awnd,
and the occurrence of delayed ACKs. To evaluate their implementation, Ghasemi et al. generate
TCP connections with intended throughput limitations considering sender limitations, receiver
limitations, network limitations, and connections with mixed limitations.

2.3 Measurement Studies on Throughput Limitations

This section summarizes findings from measurement studies on the throughput limitations of
TCP connections on the Internet. An overview of such studies is presented in Table 2.1.
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Zhang et al. [2]
Zhang et al. apply root cause analysis based on the tool T-RAT on packet traces captured
at eight different capture points, i.e., four bidirectional traces captured at a high-speed access
link and four unidirectional traces captured at backbone links, respectively, on a peering link
between two Tier 1 providers. Traffic was captured between January 2001 and January 2002.
In total, traces include over 112 million captured TCP packets.

Zhang et al. survey the prevalence of different throughput limiting factors based on the share
of limited bytes and find that network congestion is the most common throughput limitation
by limiting transmission of 22% up to 43% of bytes captured in considered traces. Next to
congestion, window limitations, including receiver and sender window limitations, are the most
significant throughput limiting factor with shares of bytes between 8% and 43%. The sum of
bytes limited by opportunity limitations, application limitations, and transport limitations is
smaller than 20%. Bandwidth limitation affects less than 2% of analyzed bytes. Further, Zhang
et al. study the most dominant limitation per flow, i.e., the limitation affecting most analyzed
flights. Thereby, Zhang et al. find that 90% of flows are mainly limited by opportunity or the
sending application.

Siekinnen et al. [24]
Siekkinen et al. [24] survey throughput limitations of traffic captured at an access network, i.e.,
ADSL user traffic, captured in March 2006. The data set consists of 290 GB of traffic generated
by approximately 3000 ADSL users, while 15 % of observed clients cause more than 85 % of
observed traffic. To study throughput limitations affecting a client, Siekkinen et al. determine a
main limitation and a set of experienced limitations for each client. A main limitation refers to
the throughput limitation limiting the majority of observed data for a client, while experienced
limitations cover all limitations with a share of limited bytes larger than 0. Siekkinen et al.
observe that 86 %-95% (depending on the daytime, 4–4:30 a.m. and 3–3:30 p.m.) of clients
are mainly limited by the application. 0%-6 % of clients are mainly limited by the access link,
3 %-4% by another, distant link. Regarding experienced limitations, 90 %-100% of analyzed
clients experience any application limitation, 0 %-7% any limitation by the access link, and
39 %-66% of clients any limitation by another link. Further, Siekkinen et al. report an increase
of application-limited bytes observed in data sets captured in 2002 and 2004 at an ADSL network
in the Netherlands from 40 % to 65 %, which authors explain by an increase of P2P application
traffic.

Timmer et al. [10]
Timmer et al. [10] apply their approach to identify throughput limitations on traffic repositories
provided by the University of Twente captured at three vantage points located in access networks
in the Netherlands in 2002 and 2003. Analyzed traffic is restricted to connections captured at
the sender side due to characteristics of the analysis approach, and connections larger than
100 kB to avoid domination by connections’ start-up phase. Timmer et al. [10] determine one
throughput limitation per connection and aggregate per-connection data to the total share of
flows and bytes per connection for each vantage point. In the analyzed traffic captures, 20.9%-
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27 % of connections are limited by the network, transmitting 33.3 %-38.7 % of bytes. Further, the
sending application limits throughput for 24.2%-28.5 % of connections (22%-34.8 % of bytes),
and the receive buffer limits throughput for 10.8 %-12.4% of connections (9.6 %-16.3 % of bytes).
Other limitations like slow receivers, the application protocol, and send buffer sizes are limiting
connection shares smaller than 5%, with exceptions for individual vantage points. For 21.5%-
39 % of connections no limitation could be determined, affecting 9.3 %-21.3 % of bytes.

Sun et al. [23]
Sun et al. [23] apply their approach to identify performance bottlenecks in data collected in
February 2011 within the CoralCDN. In total, statistics for 209K connections were available,
while only 137K connections were analyzed due to other connections suffering from CDN cache
misses, which degrade performance. To study the significance of considered performance lim-
itations, Sun et al. calculate the share of connection duration per limitation. Afterward, Sun
et al. determined the share of connections by showing a certain percentage of the time spent
during a limitation. 19.7% of connections show a limitation by the server application, 52.5 %
of connections show a limitation by the server’s network stack, 6.20 % of connections show a
limitation by the network path, and 5.77% of connections suffer from a client-side performance
limitation. At the same time, less than 1 % of connections show a limitation by the application,
the network path, or the client for a duration share larger than 99%. 3.99%̇ of connections are
limited by the server’s network stack for over 99% of connection duration.

Araújo et al. [12]
Araújo et al. [12] apply their approach to detect limitations by application-pacing, the sending
or receiving host, and receiver-shaped throughput on un-anonymized traffic captures provided
by MAWI, captured on a transit link between 2007 and 2011. In total, their study considers 577
million TCP connections. To assess the significance of different flow rate limitations, Araújo
et al. calculate the share of bytes per limitation for each connection. In data captured in
2007, 49.47 % of observed bytes are transmitted during a limitation by the application, 18.58 %
of bytes are limited during a host limitation, and only 0.5% of bytes are limited by receiver
shaping. Accordingly, 68.6 % of bytes are not limited by the network respectively congestion
control. For 2011, Araújo et al. report decreased shares of application-limited bytes (46.1 %)
and bytes limited by the end hosts (13.5%).

Zhang et al. [22]
In 2014, Zhang et al. [22] applied the root cause analysis approach introduced by Siekkinen et
al. [11] to data sets collected in a GPRS core network in 2011, consisting of 3.9 million connec-
tions, and in a wired access network, consisting of 19 million connections. Authors find that
unshared bottleneck limitations dominate wireless client connections in the cellular networks by
limiting the transmission of 58% of data, while such limitation only affects 1% of bytes in the
wired network data set. Further, transmitted bytes in the wireless network are more frequently
limited by shared bottleneck limitations (wireless: 16%, wired: 12 %) and less frequently limited
by the transport layer (wireless: 3 %, wired: 38 %), while no receiver limitations are observed for
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both data sets. In addition, the authors report that the majority of connections does not expe-
rience limitations by the sending application and that the majority of bytes is not transmitted
during application limitation.

Ghasemi et al. [4]
Ghasemi et al. [4] apply their tool for data plane performance diagnosis on captured Internet
traffic provided by CAIDA. After removing connections consisting of less than ten packets, the
analyzed data set consists of 244 thousand TCP connections. To assess observed throughput
limitations, Ghasemi et al. calculate the share of duration a connection spends during a specific
limitation. Key observations are that flows show significant shares of being limited by considered
limitations, that many connections are limited by two factors during their lifetime, and that 90%
of connections spend some time as network limited [4].

2.4 Estimating Capacity of Network Paths

Different capacity estimation tools were introduced and compared throughout the years. Thereby,
tools differ regarding their approaches, considering packet pair dispersion (PPD)-based or vari-
able packet size (VPS) probing-based estimation, required deployments, like single- and double-
ended, and traffic generation, i.e., conducting measurements actively or passively.

Dovrolis et al. [14], [37] introduce the active and double-ended tool pathrate, relying on packet
pair dispersion, packet train dispersion, and probing with different packet sizes. Thereby,
pathrate is focused on accuracy instead of scalability or estimation duration [38]. Other ac-
tive PPD-based tools like sprobe [15], asymprobe [17], capprobe [16], or pbprobe [18] only require
single-ended deployments enabling measurements in uncooperative environments while setting
focus on estimates on asymmetric network paths, high-speed networks, or estimation duration.
Further tools like clink [39], traceprobe [40], or pathchar [41] conduct active measurements with
VPS probing.

Regarding passive estimation based on PPD, the tools nettimer [19] and PPrate [20] were intro-
duced in 2001, respectively 2006. Nettimer is purposed to overcome limitations regarding the
duration of estimation, the analyzed direction of a connection, and the requirement to actively
generate analyzed traffic. Lai and Baker [19] found that nettimer results in a relative error of
less than 10% in most considered test cases, including wired and wireless links. PPrate aims to
implement accurate PPD-based capacity estimation by filtering packet pairs with outlying dis-
persion to reduce impacts by cross traffic interference. En-Najjary and Urvoy-Keller [20] evaluate
PPrate with synthetically generated traces and a data set collected on the PlanetLab network.
Next to accuracy, authors survey the number of packets required for reliable estimates based on
FTP file transfers. A comparison of PPrate to pathrate shows comparable accuracy [20].

Another passive capacity estimation tool is MultiQ [21], based on so-called equally-spaced mode
gaps. A comparison of MultiQ to pathrate and nettimer reveals comparable results between
MultiQ and pathrate, while MultiQ is shown to be more accurate than nettimer [21]. Another
study conducts a comparison of the three passive tools MultiQ, nettimer, and PPrate to the
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active tool pathrate based on PlanetLab paths and traces captured at an ADSL access network
in 2008 [25]. The study reveals PPrate to be the most accurate passive tool in most cases.

Further, researchers introduce capacity estimation with a focus on wireless networks [42] and
integration to the data plane to provide timely estimates for an active connection [43]. Other
publications survey measurements of bandwidth-related characteristics of Internet paths and
connections, like available bandwidth [44]–[50].

2.5 Measurements on TCP Option Deployment on the
Internet

TCP options and their deployment are frequently addressed topics. Studies of TCP option
deployments conducted in the early 2000s observed the evolution of option deployment, start-
ing from only small adoption of servers to TCP options like TCP window scaling, selective
acknowledgments, explicit congestion notifications, and TCP timestamps [6], [8], [9]. An active
and passive measurement study conducted in 2013 by Kühlewind et al. [7] reports widespread
deployment of WS and SACK and observes a slower spreading of ECN usage. Such observation
is confirmed by Murray et al. [51] in 2017, who only observed small usage of ECN in traffic
captured at a university network. A more recent study observes that ECN is supported by the
majority of domains listed in the Alexa Top 1 M list [52]. Lim et al. report small shares of con-
nections supporting ECN in passively captured university network traffic [53] in 2022. Edeline
and Donnet [54] survey the impact of TCP option usage in controlled test environments.
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Chapter 3

Large-Scale Analysis of TCP Connection Char-

acteristics

The evolution of technologies and services involved on the Internet, considering better network
expansion and improved customer access or emerging applications and services like social media
or audio and video streaming, indicate that characteristics of Internet flows, like duration,
size, and rate, are also changing. While patterns, distributions, and correlations of TCP flow
characteristics have been studied in previous research [2], [5], [31] in 2002, respectively 2006,
there is only little insights into the evolution of flow characteristics over time and TCP flow
characteristics on today’s Internet.

Described evolutions on the Internet also imply changing throughput limitations of TCP con-
nections. As elaborated in Chapter 2, different approaches to analyzing throughput limitations
of TCP connections and corresponding measurement results were presented by related work.
However, most recent studies evaluating throughput limitations of Internet traffic are based on
traffic captured in 2013 [4] and 2011 [12], [22], [23], motivating a revisit of throughput limitations
on the Internet 10 years later.

In this chapter, we examine how the characteristics of TCP flows have changed during the last few
years, analyze whether there are significant trends regarding the relevance of heavy hitter flows,
and survey the implications of such trends on the correlation of flow characteristics. In particular,
this chapter contributes a large-scale analysis of flow characteristics of two data sets composed of
Internet traffic captures taken between 2008 and 2016, respectively, in 2018 and 2019, published
by CAIDA [55]. In total, we analyze over 2.5 billion TCP flows used to transmit over 65 TB
of payload data. We apply different taxonomies to assess the relevance of heavy hitters, the
relevance of so-called big-fast flows, and the correlation of flow characteristics as surveyed by
related work presented in 2002, respectively 2006 [2], [5]. Further, this chapter surveys the
evolution of TCP throughput and throughput limitations of TCP traffic captured on the Internet
during the past years. In particular, we analyze throughput and throughput limitations based on
a data set consisting of several billion TCP connections captured by MAWI [56] on a transit link
between 2016 and 2023. Next to throughput and throughput limitations, this chapter surveys
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the usage of throughput-related TCP options like window scaling, SACK, or ECN based on
the mentioned MAWI data set purposed to provide a recent view on TCP option usage on the
Internet and to assess potential impacts on observed throughput.

This chapter is partly based on the publication:

On the Evolution of Internet Flow Characteristics,
Simon Bauer, Benedikt Jaeger, Fabian Helfert, Philippe Barias, Georg Carle,
in Applied Networking Research Workshop (Virtual) 2021, Juli 2021

The case study on the evolution of Internet flow characteristics, heavy hitter relevance, and
correlation of flow characteristics presented in Section 3.2 correspond to the named publication.
The same applies to Section 3.1.1, introducing the applied methodology to evaluate and compare
flow characteristics.
In addition to the named publication’s contents, this chapter presents a large-scale study on TCP
option usage and throughput limitations of TCP connections in Section 3.3 based on a second
large-scale data set. The methodology used for the study on throughput limitations and option
usage is introduced in Section 3.1.2.
The study on throughput limitations and TCP option usage significantly extends the named
publication’s contribution by providing a more microscopic view of connection throughput.

3.1 Methodology

This section describes the methodology used to extract flow characteristics like duration, size,
and rate from traffic captures and the methods and taxonomies applied to analyze extracted
flow characteristics.

3.1.1 Analyzing TCP Flow Characteristics
We refer to a flow as a sequence of packets bidirectionally sent and received by the same IP 5-
tuple. To identify flows, we rely on different methods for TCP and UDP traffic. Regarding TCP,
we require a flow to start with the TCP three-way handshake. As UDP is a stateless protocol, we
define a UDP flow to start with the first packet we observe for an unseen IP 5-tuple. Observing
the TCP handshake allows to detect a connection’s initiator, which we refer to as the client,
while servers respond to the initially sent packet. For UDP, we assume the server often uses a
system port. If this heuristic is not feasible, we assume the client sends the first packet. TCP
flows end if we observe the TCP connection tear-down, observe a TCP handshake of an IP
5-tuple already tracked, or if we do not observe a packet with the corresponding IP 5-tuple for a
specific time interval. For the termination of UDP flows, we only rely on time intervals without
observed packets. By default, the analyzer uses a timeout interval of 5 minutes. Note that UDP
flows are only considered to determine the share of TCP flows in captured traffic.

We define the duration of a flow as the time interval between the first seen packet and the last
packet before the termination of a flow. We refer to flow size as the sum of the Layer-4 payload
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sizes of all packets of a flow. Flow rate refers to the fraction of flow size and flow duration.
The tool used to process traffic captures and to extract flow characteristics was implemented in
the scope of the Master’s by Fabian Helfert [57] and Philippe Barias [58], as elaborated in more
detail in Section 3.6. An overview of the tool’s architecture and implementation is presented in
the publication "On the Evolution of Internet Flow Characteristics" [59]. Details on the used
tool can be found in the corresponding Master’s theses [57], [58].

We apply different methods and taxonomies to describe properties of analyzed flows and differ-
ences between single traces to analyze the evolution of flow characteristics. First, we calculate
the cumulative distribution function (CDF) for each characteristic and packet trace to describe
changes regarding the distribution of measured characteristics. The cumulative distribution of
characteristics is purposed to compare the share of flows for a particular interval in the spectrum
of measured characteristics.

Second, we apply the threshold-based taxonomy introduced by Lan et al. [5] to analyze the
relevance of so-called heavy hitter flows. Lan et al. define Elephant, Tortoise, and Cheetah
flows as heavy hitters in terms of size, duration, and rate. Thresholds are determined by taking
the average of measured values and adding the standard deviation three times or by calculating
the 99th percentile of measured values.

Third, we apply a two-two taxonomy introduced by Zhang et al. [2] to classify flows regarding
their size and rate. Based on threshold values for flow size and rate, the taxonomy classifies flows
according to four groups: small-slow, small-fast, big-slow, and big-fast flows. We are particularly
interested in the share of big-fast flows and the corresponding share of bytes, as Zhang et al.
found that a tiny share of big-fast flows transmits most bytes of Internet traffic.

Next to assessing the relevance of heavy hitters, we are interested in analyzing the correlation
between flow characteristics as done by earlier studies [2], [5]. Therefore, we calculate correlation
coefficients according to Pearson, describing the linear relation between two characteristics. We
logarithmically transform input data before calculating correlation due to the extensive spectrum
and long-tailed distributions of observed values.

3.1.2 Analyzing TCP Throughput Limitations and TCP Option Us-
age

This section describes the extraction of performance indicators, the use of TCP options from
captured connections, and the approach used to determine throughput limitations based on
extracted performance indicators. To analyze traffic captures for option usage, performance
indicators, and throughput limitations, a modified version of the tool developed by Fabian
Helfert [57] and Philippe Barias [58] was used, implemented in the scope of the Master’s thesis
by S. Hülkenberg [60]. Adaptions to the implementation by S. Hülkenberg [60] by the author of
this thesis are described in more detail in Section 3.6. The tool extracts and aggregates packet
and flow features from captured traffic, like TCP header flags, sequence and acknowledgment
numbers, IP addresses, ports, and TCP option fields. Such features then determine different
TCP performance indicators and throughput limitations.
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TCP Performance Indicators
We determine throughput as the fraction of the sum of packet sizes as specified by the total
length field in IP packet headers and the duration between a connection’s first and last packet.
To calculate RTT samples, we rely on the TCP timestamp option. As traffic is captured at an
arbitrary position between both endpoints of a connection, RTT calculation requires matching
triplets of packets to get an RTT estimate based on TSval and TSecr values as introduced by
Vael et al. [61]. Detection of retransmitted packets is implemented according to the Wireshark
documentation [62]. The retransmission rate refers to the fraction of retransmitted and total
observed data.

We estimate end-to-end path capacity with an adapted version of the PPrate algorithm intro-
duced by En-Najjary and Urvoy-Keller [20]. In particular, we implement processing of IATs and
corresponding bandwidth samples as introduced by PPrate, but rely on a simplified method to
choose the mode implying the capacity estimate, i.e., we choose the bucket of the bandwidth
histogram containing most samples. Note that we rely on ACK-based estimates as also applied
by Siekkinen et al. [11].

Determining Throughput Limitations
We implement the analysis of TCP throughput limitations based on the TCP root cause analysis
approach introduced by Siekkinen et al. [11], [35]. In particular, we first determine application
limited periods based on the Isolate algorithm [35] and then calculate the dispersion score, re-
transmission score, and receiver window score according to Siekkinen et al. [11]. Accordingly,
our implementation is capable of determining limitations by the sending application, unshared
bottlenecks, shared bottlenecks detected due to packet loss, limitations due to a fully utilized
receiver window, and transport limitations. Based on the decision tree introduced by Siekkinen
et al. [11], calculated scores are then compared to predefined threshold values. For our mea-
surements, we use the threshold value 0.1 for dispersion score comparisons, the threshold value
0.01 for retransmission score comparisons, and the threshold value 0.5 for receiver window score
comparisons.

We only consider flows with more than 300 data packets to analyze throughput limitations
to ensure sufficient samples for capacity estimation, as suggested by En-Najjary and Urvoy-
Keller [20]. Assuming an MSS of 1500 B, such a connection transmits more than 400 kB, a size
observed to be close to the 99th percentile of Internet flow sizes, as described in Section 3.2.
Further, due to performance considerations, the tool splits flows into chunks of 50000 packets.
Accordingly, the approach to determine throughput limitation is applied to chunks of 50000
packets, reducing computational costs of required time series analysis. Afterward, results per
chunk are concatenated in the appropriate order.

Extracting TCP Option Usage
For the introduced study of TCP option usage on the Internet, we consider the TCP timestamp
option (TS) [63], as used to calculate RTT, and performance-related options, like TCP window
scaling (WS) [63], selective acknowledgments (SACK) [64], and explicit congestion notifications
(ECN) [65].
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Figure 3.1: Used data sets: traces taken in Chicago [67] in blue, traces taken in New York [68] in red.

We refer to a connection as using TCP timestamps when the sender and the receiver of a
connection send the TCP timestamp option during the TCP handshake, confirming that both
endpoints support TCP timestamps. Regarding TCP WS, both the sender and receiver of a
connection must signal their support of TCP window scaling. We refer to a connection as using
TCP WS when both endpoints indicate their support of WS by sending the Window Scale
option during the TCP handshake. To assess the use of TCP SACK, we analyze SYN packets
for the SACK permitted option, indicating that the sender of the SYN packet is ready to process
the SACK option [64]. RFC2018 [64] does not require the sender of the SACK option to send the
SACK permitted option during the TCP handshake. Accordingly, we refer to a connection using
SACK if the sender of a connection sends the SACK permitted option, as the receiver of the
data is then allowed to use the SACK option for its acknowledgments. To extract according
options from TCP headers, the gopacket library [66] is used. We determine ECN support by
analyzing ECE and CWR flags of the TCP header during the initial handshake. In particular,
we require the first SYN packet to have the ECE and CWR flag set, indicating that the initiator of
the connection is ECN capable as described in RFC3168 [65]. Further, we require the ECE flag
to be set in the corresponding SYN-ACK packet. If both requirements are satisfied, we refer to
a connection as supporting, respectively, using ECN.

3.2 Long-term Analysis of TCP Flow Characteristics

This section first introduces the data sets used for our study on TCP flow characteristics in
Section 3.2.1. After describing applied flow filtering, we present and compare measurement
results for traffic captured between 2008 and 2016 in Section 3.2.2 according to the methodology
described in Section 3.1.1. Afterward, we compare such findings to observations based on the
data set captured in 2018 and 2019 in Section 3.2.3.
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Figure 3.2: Share of TCP flows and transmitted bytes before flow filtering.

3.2.1 Data Set
For our long-term analysis of Internet traffic characteristics, we select traces from two different
capture points provided by the Center of Applied Internet Data Analysis (CAIDA) [55]. All
traces provide one hour of network traffic captured on Internet backbone links with a bandwidth
of 10Gbit/s. To respect entities’ privacy, CAIDA anonymizes IP addresses of captured traffic in
a prefix-preserving manner. We select 23 traces captured between June 2008 and March 2016 on
a Tier-1 ISP backbone link in Chicago [67]. Considering distributing traces equally over time,
we choose 23 traces, mainly at three-month intervals. The selected traces captured in Chicago
consist of 1.16 billion TCP flows (2.63 billion flows in total). The long-term data set captured
in Chicago includes two significant periods without traffic, as no captures are available in such
periods: First, 11 months without traces between March 2010 and February 2011, and second,
18 months without traces between September 2011 and March 2013. To compare our findings
of the introduced long-term data set to more recent traffic, we select five traces captured on a
Tier-1 ISP backbone link in New York between March 2018 and January 2019 [68]. We find
significantly larger amounts of traffic in the New York traces. I.e., the five selected traces carry
1.48 billion TCP flows (2.25 billion flows in total). All selected traces are listed in Figure 3.1.

TCP Traffic: As our analysis focuses on the characteristics of TCP flows, we survey how sig-
nificant TCP is in the sense of observed flows and transmitted data. Throughout our data set,
we find significant dominance of bytes transmitted by TCP. TCP carries over 90 % of bytes in
all traces captured in Chicago, except the three traces taken in 2011. The share of TCP flows
increases from around 40 % up to shares larger than 70% in December 2015 and March 2016.
Correspondingly, the share of UDP flows shows a significant decrease, while UDP transmits only
a small share of bytes. Regarding traces captured in New York, we find shares of TCP flows
similar to traces captured in Chicago. However, we find smaller shares, i.e., around 80 %, of
bytes transmitted by TCP. Figure 3.2 shows the share of TCP flows and corresponding bytes
over time.
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Pre-filtering: Previous studies of flow rates [2], [22] filter flows for a minimum duration of
100 ms. Such filtering aims to remove single packet flows whose duration is zero, making rate
calculation unfeasible. Further, all packets of very short flows might be sent back-to-back, which
falsifies the measured rate, too. Therefore, we filter flows shorter than 100 ms. We observe that
such filtering excludes nearly 20 % of TCP flows, while the remaining flows still carry 99.94 % of
total bytes transmitted by TCP in the long-term Chicago data set. For traces collected in New
York, nearly 35 % of TCP flows get filtered out, while the remaining flows still carry 99.96 % of
bytes. We conclude that such filtering of short flows still allows representative analysis of flow
characteristics since almost all transferred bytes are considered for further analysis.

3.2.2 Evolution of Flow Characteristics
Distributions: To survey the distribution of measured flow characteristics, we analyze the
corresponding cumulative distribution function, as shown in Figure 3.3. Note that the x-axes of
CDFs are cut for readability. Regarding flow rates and sizes, we observe long-tailed distributions
and significant clusters covering most analyzed flows. We find that around 85 % of TCP flows
carry between 100B and 10 kB, with maximum flow sizes of several GB. Regarding flow rates,
over 50 % of flows transmit payload with an average rate between 1 kbit/s and 100 kbit/s, while
we observe flow rates up to several Gbit/s.

Heavy hitters: Lan et al. [5] define heavy hitters based on the average and standard deviation
of measured flow characteristics or based on the 99th percentile of a characteristic. Just as Lan
et al., we find similar results for both definitions. Therefore, we rely on the 99th percentile for
further analysis.

Before assessing the relevance of heavy hitter flows, we are interested in trends regarding the
longest, largest, and fastest flows. Therefore, we calculate the 99th percentiles of duration,
size, and rate, hereafter notated as DP99, SP99, RP99, for each trace and compare such values
over time. Figure 3.4 shows measured 99th percentiles over time. DP99 shows little change
between 2008 and 2010. Between June 2013 and March 2016, DP99 increases for a factor near
1.5, i.e., from around 400 s for early traces to around 600 s for more recent traces. Flow size
shows larger variances between measured percentiles of different traces. We observe that SP99

for traces between 2008 and 2009 tendentiously cluster around 250 kB, while SP99 measured for
traces between 2013 and 2016 cluster around 400 kB. Regarding flow rates, we find increasing
RP99 over time. For traces before 2013, RP99 is between 300 kbit/s and 400 kbit/s, except for
the trace captured in Dec 2009. After 2013, RP99 varies between 400 kbit/s and 800 kbit/s. For
traces taken in 2015 and 2016, RP99 regularly exceeds 600 kbit/s.

To assess how relevant flows within the 99th percentiles are, we analyze the share of bytes trans-
mitted by such flows. Further, we are interested in the share of flows and bytes by intersections
of such flow sets to survey relations between different percentiles. As we do not find trend-like
evolutions within the share of bytes for the 99th percentiles over time, we calculate the average
of measured byte shares, as shown in Table 3.1. We find that flows within the SP99, on average,
carry 89 % of all TCP bytes with a fairly small standard deviation of 2%. On average, nearly
20 % of bytes are transmitted by the intersection of all three 99th percentiles DP99∩SP99∩RP99.
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Figure 3.3: Cumulative distributions of flow characteristics for the Chicago data set.
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Figure 3.4: 99th percentiles of flow characteristics.

Note that these 20 % of TCP bytes are transmitted by only 0.009% of TCP flows. For the
intersection of DP99 and RP99, we measure the same values as for the intersection of all three
percentiles. This observation indicates that the longest and fastest flows are also part of the
1 % of the biggest flows. The difference between bytes transmitted by RP99 and SP99 ∩ RP99 is
relatively small. This observation implies that flows in RP99 are mostly also part of SP99. At the
same time, the share of flows in SP99 ∩ RP99 is only a third of the share by RP99 while both sets
nearly transmit the same amount of data. A similar pattern applies for DP99 and DP99 ∩ SP99.
Considering such observations, our analysis points out the relevance of small subsets of analyzed
flows regarding the total traffic volume.

Chicago New York
Flow set Share Bytes Share Bytes

DP99 1.000 % 40.5% 1.000 % 43.1%
SP99 1.000 % 89.2% 1.000 % 88.4%
RP99 1.000 % 55.9% 1.000 % 68.0%
DP99 ∩ SP99 0.185 % 39.9% 0.142 % 42.6%
DP99 ∩ RP99 0.009 % 19.9% 0.005 % 31.4%
SP99 ∩ RP99 0.337 % 54.8% 0.332 % 67.2%
DP99 ∩ SP99 ∩ R99 0.009 % 19.9% 0.005 % 31.4%

Table 3.1: Relevance of intersections of 99th percentiles.
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Figure 3.5: Share of bytes transmitted by big-fast flows.

Relevance of Big-Fast Flows: Next, we apply a two-two taxonomy according to Zhang et al. [2]
to assess the relevance of so-called big-fast flows and corresponding transmitted bytes. The
taxonomy is based on two thresholds regarding flow size and flow rate and classifies flows into
four groups, considering small or big flow sizes and slow or fast flow rates. We select three pairs
of thresholds. First, we rely on the thresholds chosen by Zhang et al. [2], who use 100 kB as a
threshold between small and big flows and 10 kB/s as a threshold between slow and fast flows.
We find that the share of big-fast flows is below 2 % for all traces. The most common flow
type is small-slow which represent 90% to 95 % of flows. As shown in Figure 3.5, big-fast flows
carry between 70 % up to over 80% of bytes transmitted by TCP. Analysis over time shows a
slight increase in such byte shares between 2008 and 2013, as shown in Figure 3.5. The increase
of bytes by big-fast flows correlates to a decrease of bytes by big-slow flows. For early traces,
around 20 % of TCP bytes are transmitted by big-slow flows, decreasing to around 10% for
more recent traces. This finding indicates that the rates of big flows increase with time, which
we also observe for the 99th percentile of TCP flow rates. As the second pair of thresholds, we
select significantly larger values to survey the relevance of very big and very fast flows. We set
the threshold regarding size to 1 MB and the threshold for flow rates to 100 kB/s. The shares
of bytes transferred by very big and very fast TCP flows are significantly smaller than bytes
by big-fast flows. However, such shares show a significant increase across all traces of the data
set from around 30 % up to over 50 %. Last, we apply even larger thresholds, i.e., 10 MB for
flow size and 1 MB/s for flow rates. We only find small shares of bytes transmitted by these
extremely big and fast flows, while we also observe a slight increase of bytes transmitted by such
flows. Note that the shares of big-fast flows for the second and third threshold sets are by far
smaller than 0.5%.

Correlations: Zhang et al. [2] restrict correlation analysis to longer flows, i.e., flows longer
than 1 s, 5 s, and 30 s, and observe slight differences between different flow lengths. We apply
the same filters to our data set to compare results while we describe results for flows longer
than 5 s in the following. We observe that correlation coefficients do not indicate specific trends
over time. Therefore, we calculate the average of correlation coefficients and the standard

34



3.2 Long-term Analysis of TCP Flow Characteristics

5 seconds 30 seconds
Traces Corr. Avg. Std. Avg. Std.

Chicago
D & R -0.0943 0.116 -0.1058 0.075
D & S 0.2947 0.117 0.1798 0.092
S & R 0.8847 0.0169 0.8783 0.014

New York
D & R -0.2143 0.035 -0.2501 0.0502
D & S 0.2878 0.059 0.1979 0.0557
S & R 0.8311 0.044 0.8044 0.0509

Table 3.2: Correlations of flow characteristics.

deviation as a measure of dispersion. On average, we find a weak negative correlation between
duration and rate (avg.: -0.09) and a weak positive correlation between duration and size (avg.:
0.29). We measure a relatively large standard deviation for both combinations. We find a
very strong correlation between size and rate, with an average coefficient of 0.88 and a slight
standard deviation. Such a strong correlation of size and rate was observed by earlier studies
of correlations between flow characteristics [2], [5]. We find a slightly less significant correlation
between duration and size, respectively, size and rate, for flows longer than 30 s, as shown in
Table 3.2.

3.2.3 Comparison between CAIDA Data Sets
As our data set for long-term analysis of flow characteristics ends in 2016, we compare our
findings to more recent traces taken in 2018 and 2019 as described in Section 3.2.1. In the
following, we focus on the differences and similarities between the findings for both data sets.
CDFs of measured flow characteristics show similar distribution patterns between both data
sets. CDFs for New York traces indicate larger shares of slower TCP flows and larger shares of
small TCP flows. This observation is confirmed by the 99th percentiles of size and rate, which
are nearly a magnitude smaller than the 99th percentiles measured for the Chicago data set. We
observe more bytes transmitted by RP99. For example, flows in RP99 for the more recent data
set, on average, transmit 68.0% of bytes (55.9% for Chicago traces). Flows in the intersection
of the 99th percentiles of all characteristics averagely transmit 31.4% of TCP bytes, while the
intersection only includes 0.005% of TCP flows. Further relations between intersections observed
for the Chicago data set also apply to results for the more recent New York data set, as shown
in Table 3.1. Regarding the share of data transmitted by big-fast flows, we find slightly smaller
shares for traces taken in New York than for the more recent traces within the Chicago data
set. Average correlation coefficients only show minor differences between both data sets. The
correlation between the size and rate of TCP flows decreases from 0.88 to 0.83 for flows longer
than 5 s and from 0.87 to 0.80 for flows longer than 30 s. Further correlation coefficients of the
New York data set are almost within the range of one standard deviation measured for Chicago
traces.

35



Chapter 3: Large-Scale Analysis of TCP Connection Characteristics

All TCP D ≥ 100ms RCA applied

Year Traces Flows Bytes Flows Bytes Flows Bytes Flows Bytes Flows Bytes

[×109] [TB] [×106] [TB] [%] [%] [×106] [TB] [%] [%]

2016 360 1.12 9.45 60.86 9.44 6.40 99.89 0.38 3.48 0.04 35.50
2017 360 1.35 11.73 56.55 11.72 4.27 99.90 0.40 5.25 0.03 43.93
2018 361 2.05 6.78 58.85 6.77 2.87 99.90 0.20 2.74 0.01 37.29
2019 364 3.07 7.49 88.43 7.49 2.89 99.90 0.38 2.67 0.01 35.33
2020 365 3.92 5.99 103.24 5.98 2.82 99.89 0.11 1.48 0.00 25.72
2021 350 3.68 6.12 148.83 6.08 4.42 99.29 0.18 2.14 0.01 30.49
2022 322 4.70 6.23 138.92 6.21 4.12 99.55 0.16 1.59 0.00 24.62
2023 159 1.79 2.97 68.98 2.96 4.27 99.63 0.06 0.61 0.00 20.07

Total 2641 21.66 56.75 724.66 56.64 3.98 99.76 1.87 19.97 0.01 32.60

Table 3.3: Summary of analyzed TCP traffic and impacts of flow filtering.

3.3 Large-Scale Analysis of TCP Throughput

This section surveys the evolution of throughput and throughput limitations of TCP traffic
based on several billion TCP connections captured by MAWI between 2016 and 2023 on the
Internet, i.e., on a transit link in Japan. Further, this section studies the significance of heavy
hitters and the usage of different TCP options in the analyzed data set consisting of over 2600
packet captures.

3.3.1 Data Set
For our study, we rely on traffic captures provided by the MAWI Working Group Traffic
Archive [56], in particular, traces captured at MAWI’s Samplepoint-F. Samplepoint-F moni-
tors a 1Gbit/s transit link in Tokyo and provides 15 minutes of captured traffic each day. To
ensure privacy, MAWI anonymizes IP addresses of captured traffic in a prefix-preserving man-
ner. In total, we consider 2641 traces containing 21.66 billion TCP connections carrying over
56 TB of payload data, captured from the beginning of 2016 until 9 June 2023. Table 3.3 lists
the number of traces per year, the number of TCP flows, and the sum of bytes transmitted by
TCP per year.

Traffic Filtering: We consider two filters for captured connections for our study. First, we filter
traffic for connections with a minimum duration of 100 ms, referred to as D ≥ 100ms. Filtering
for a minimum duration, as also applied by related work studying TCP traffic characteristics [2],
[22], is purposed to remove connections that only consist of a few packets, which potentially
screw up metric calculations like throughput. This first filter set is used to study flow charac-
teristics, option usage, and throughput of TCP connections. The second filter set only considers
connections successfully analyzed by TCP RCA, i.e., connections providing a complete TCP
handshake, consisting of at least 300 packets, and supporting TCP timestamps.

Filtering considered MAWI traces for a minimum duration removes over 95% of connections,
while the remaining connections transmit over 99% of observed payload data. As shown in Ta-
ble 3.3, the remaining 724.66 million flows still carry 56.64TB of payload data. This observation
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Figure 3.6: Distribution of observed server ports for connections filtered for minimum duration and flows
considered for throughput limitation analysis (RCA).

implies that such filtering mainly affects very small flows and that a small share of connections
transmits most payload data. Filtering the data set for connections successfully considered
by root cause analysis results in 1.87 million (0.01%) flows transmitting 19.97 TB (32.60%) of
payload data.

Data per Connection Direction: For the analysis of throughput limitations, we analyze both
directions of a connection separately, as data might be transferred in both directions. We refer
to node A as the sender of the first SYN packet during the TCP handshake, while node B refers
to the receiver of such SYN packet. However, we are interested in the significance of bytes
transmitted per direction to assess the significance of limitations observed for each direction.
Figure 3.7 shows the share of bytes per direction for each trace. Data is uniformed with a
sliding window of 14 traces. We find that bytes transmitted from B to A significantly dominate
bytes transmitted from A to B despite a period around the end of 2017 and the beginning of
2018. The significance of data transmitted from A to B decreases after 2021 compared to earlier
traces. We conclude that data transmitted from B to A is of major importance for assessing
the throughput limitations based on byte shares in the analyzed data set. Note that due to the
dominance of the B to A direction, we refer to node B as the server and node A as the client
for the remainder of this chapter.

Traffic Mix: We survey the distribution of observed server ports to determine the protocols
behind analyzed TCP traffic. Figure 3.6 shows the cumulative distribution of observed server
ports in both filtered sets of connections aggregated in 6-month intervals. We find that over
50 % of connections filtered for D ≥ 100ms are associated with port 80, respectively 443.
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Figure 3.7: Share of bytes per trace observed in both directions of connections. Node A refers to the sender
of the first SYN packet during the TCP handshake, while node B is the receiver of the first packet. Data is
uniformed with a sliding window of 14 traces.

Year S99 D99 R99

2016 89.41 % 47.78% 65.43 %
2017 92.51 % 44.43% 63.49 %
2018 94.42 % 43.97% 83.91 %
2019 93.33 % 44.31% 82.16 %
2020 95.12 % 53.54% 84.16 %
2021 93.84 % 41.71% 84.75 %
2022 92.31 % 30.54% 84.58 %
2023 92.26 % 37.90% 85.61 %

Total 92.96 % 43.61% 78.70 %

Table 3.4: Average share of bytes in analyzed MAWI traces transmitted yearly by heavy hitters.

Another frequently observed server port is port 22/SSH. Further, there are significant shares
of connections on registered and dynamically used ports. Early traces show a significantly
increased share of HTTP traffic, while more recent traces show increasing shares of HTTPS
traffic, as also observed by Tsareva et al. [69]. Analyzing the server ports of connections with
successfully applied RCA results in over 90% of traffic on port 80/443 for nearly all aggregated
intervals of traces.

3.3.2 Heavy Hitters in the MAWI Data Set
This section is purposed to study the significance of heavy hitter connections, as also conducted
on CAIDA traces, as described in Section 3.2. We refer to heavy hitter connections as flows
within the 99th percentile of flow size, duration, or rate, as proposed by Lan et al. [5]. Note that
percentiles are calculated after filtering for a minimum duration of 100 ms.

We find that in total, over 90% of transmitted bytes are carried by connections with a flow size
larger than the 99th percentile of all flow sizes (SP99), as summarized in Table 3.5. The share
of bytes transmitted by heavy hitters regarding flow size, plotted as a timeline in Figure 3.8,
is relatively stable. Note that timeline values were uniformly filtered for readability, i.e., we
apply a sliding window of 14 traces and calculate the average of the according values. Such
filtering weakens the impact of temporal fluctuations and outliers while the curve’s general trends
remain. The share of bytes carried by connections within DP99 shows decreasing relevance of DP99
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Figure 3.8: Share of bytes in analyzed MAWI traces transmitted by heavy hitter connections over time. Data
is uniformed with a sliding window of 14 traces.

connections over time. Since 2018, RP99 connections carry between 82% and 86% of observed
TCP bytes, implying that most bytes are carried by connections within both SP99 and RP99.
Such correlation between the biggest and fastest flows was also observed by related work [2], [5]
and our study on CAIDA traces, presented in Section 3.2.

3.3.3 Evolution of TCP Option Usage
To assess the usage of TCP options in the analyzed data set, we consider both the share of
connections and the share of bytes transmitted by such connections. All four options’ shares are
summarized in Table 3.5 per year. Note that we only consider connections filtered for D ≥ 100ms

and providing a complete handshake, which is required to determine supported options.

Throughout the data set, we observe increased shares of flows not supporting TCP timestamps
and window scaling between 2020 and 2023 compared to the period between 2016 and 2019. This
is not intuitive, assuming increasing adoption of operating systems and, accordingly, clients to
TCP options. One explanation for such increasing shares of flows not supporting the options
could be scans or other active measurement experiments that rely on fully established con-
nections. However, this reasoning requires further analysis. Bytes transmitted by connections
supporting TS show a similar pattern, i.e., besides a peak between 2017 and 2019, the share of
bytes is around 80 %. Regarding bytes transmitted by connections using TCP WS, we find an
increase from 93.55 % in 2016 to 96.90 % in 2023. This implies that connections not supporting
window scaling do not carry significant amounts of data. For instance, 59.96 % of connections
that do not use TCP WS only transmit 3.1 % of data in 2023.

Across the data set, only 26.13% of connections support selective acknowledgments, which carry
37.91 % of totally transmitted bytes. Again, the share of connections using the option is larger
between 2016 and 2019 than between 2020 and 2023, as also observed for TS and WS. Regarding
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Timestamps Windows Scaling SACK ECN

Year Conn. Bytes Conn. Bytes Conn. Bytes Conn. Bytes

2016 81.49 % 82.49% 79.86 % 93.55% 27.44 % 31.99% 0.89 % 0.92%
2017 87.57 % 90.40% 81.99 % 93.86% 25.78 % 27.46% 2.93 % 4.15%
2018 87.50 % 90.76% 85.00 % 95.06% 39.16 % 41.83% 4.55 % 7.31%
2019 80.82 % 90.92% 78.76 % 95.64% 25.46 % 36.34% 3.75 % 10.56%
2020 68.14 % 79.97% 61.31 % 97.72% 20.58 % 45.88% 4.28 % 5.70%
2021 74.06 % 83.78% 49.24 % 97.81% 23.90 % 43.18% 2.45 % 6.42%
2022 71.38 % 83.51% 52.17 % 97.92% 21.63 % 39.45% 2.45 % 5.40%
2023 68.35 % 81.57% 40.04 % 96.90% 22.61 % 36.73% 2.42 % 6.69%

Total 78.19 % 85.75% 68.31 % 95.96% 26.13 % 37.91% 3.02 % 5.85%

Table 3.5: Share of connections using TCP options aggregated per year.

ECN, we observe even smaller shares of connections supporting the option. In total, only 3.02 %
of connections use ECN, responsible for 5.85% of transmitted bytes.

Summarizing the state of usage of TCP performance-related TCP options, we observe wide-
spread usage of TCP WS regarding transmitted bytes, while SACK and ECN are not used
during the transmission of most bytes.

3.3.4 Evolution of Throughput Rates
To study the evolution of throughput rates across the analyzed data set, we determine the
mean, the maximum, and different percentiles of connections’ average throughput for each trace.
Figure 3.9 shows the evolution of throughput statistics over time with a uniform filter of 14 traces
to improve readability. Note that Figure 3.9 only shows maximum throughput for RCA-filtered
connections for readability.

Regarding connections filtered for D ≥ 100ms we observe uniformed mean throughput between
0.01 Mbit/s and 0.1 Mbit/s. Despite a period with lower values between 2020 and 2021, mean
throughput has remained mainly stable over the years. The median of observed throughput rates
per trace is significantly smaller than the corresponding means. The timeline shows a significant
decrease in median throughput since the middle of 2018. The same observation applies to further
considered percentiles. Connections filtered for successfully applied RCA show significantly
increased throughput statistics compared to D ≥ 100ms filtered connections. The timeline of
mean throughput shows mainly values between 1Mbit/s and 10Mbit/s, implying an increase
between one and two magnitudes compared to mean throughput observed for D ≥ 100ms.
Further, the timeline of mean throughput shows a trend towards larger values over time. Such
a trend is also observed for the timelines of analyzed percentiles. The maximum observed
throughput rate per trace is around 100 Mbit/s for traces captured between 2016 and 2021.
After 2021, maximum throughput per trace regularly exceeds 100 Mbit/s.

To further understand the characteristics of throughput rates in the analyzed data set, we
survey the cumulative distribution of throughput for traces aggregated to intervals of 6 months
as shown in Figure 3.10. Regarding connections filtered for D ≥ 100ms, we find significant
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Figure 3.9: Mean, maximum, and different percentiles of mean throughput per connection observed per trace.
Data is uniformed with a sliding window of 14 traces.

10−3 10−1 101

Throughput [Mbit/s]

0.0

0.2

0.4

0.6

0.8

1.0

C
D

F

Duration ≥ 100ms

10−3 10−1 101 103

Throughput [Mbit/s]

0.0

0.2

0.4

0.6

0.8

1.0

C
D

F

RCA

2016 (1/2)

2016 (2/2)

2017 (1/2)

2017 (2/2)

2018 (1/2)

2018 (2/2)

2019 (1/2)

2019 (2/2)

2020 (1/2)

2020 (2/2)

2021 (1/2)

2021 (2/2)

2022 (1/2)

2022 (2/2)

2023 (1/2)

Figure 3.10: Cumulative distribution of mean throughput rates. Traces are aggregated to six-month intervals.
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Year ALP UB SB RL TL Unknown

A to B

2016 98.5% 0.3% 0.2% 0.2 % 0.3% 0.6 %
2017 98.6% 0.1% 0.1% 0.0 % 0.2% 0.9 %
2018 96.8% 0.3% 0.5% 0.0 % 0.6% 1.8 %
2019 98.3% 0.3% 0.3% 0.0 % 0.5% 0.6 %
2020 98.1% 0.3% 0.3% 0.1 % 0.4% 0.7 %
2021 98.9% 0.1% 0.1% 0.1 % 0.5% 0.4 %
2022 99.0% 0.2% 0.2% 0.0 % 0.4% 0.2 %
2023 96.7% 0.1% 0.3% 0.0 % 2.0% 0.9 %

Total 98.2% 0.2% 0.2% 0.1 % 0.5% 0.8 %

B to A

2016 33.2% 1.8% 47.7% 0.1% 10.3% 7.0%
2017 21.1% 1.8% 65.4% 0.1% 6.1% 5.6 %
2018 44.1% 4.7% 27.4% 0.1% 14.9% 8.7%
2019 50.8% 4.9% 21.2% 0.1% 16.5% 6.5%
2020 41.0% 8.0% 22.3% 0.1% 17.6% 11.0%
2021 56.6% 5.0% 8.2% 0.1 % 22.4% 7.7 %
2022 59.1% 3.7% 16.9% 0.1% 11.5% 8.7%
2023 59.0% 7.9% 12.0% 0.0% 14.6% 6.4%

Total 44.4% 4.5% 29.0% 0.1% 14.2% 7.8%

Table 3.6: Share of connection duration per throughput limitation per year.

shares of connections with a mean throughput smaller than 1 kbit/s, as also observed for the
timeline of different percentiles of throughput rates per traced discussed above and shown in
Figure 3.9. As indicated by the timeline, there has been a significant shift towards larger shares
of connections with lower throughput for traces captured since the middle of 2018. In contrast,
the cumulative distribution of mean throughput of connections successfully analyzed with RCA
shows a tendency towards increased shares of larger throughput for more recent traces, despite
traces captured since begin of 2022, which show significantly larger shares of connections with
throughput smaller than 1 kbit/s.

3.3.5 Evolution of TCP Throughput Limitations
Significance of throughput limitations: To survey the significance of throughput limitations,
we calculate the share of transmitted bytes and the share of connection duration limited by
each limitation per trace. Table 3.6 shows the mean of trace duration shares per year, and
Table 3.7 shows the mean of trace byte shares per year for both directions of connections. Fur-
ther, Figure 3.11 and Figure 3.12 shows stacked timelines of shares of connection duration and
transmitted bytes per connection per trace, uniformed with a sliding window of 14 traces for
readability. Note that the remainder of this section focuses on results observed for data trans-
mitted from B to A due to the dominance of data transmitted in such direction, as described in
Section 3.3.1
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Year ALP UB SB RL TL Unknown

A to B

2016 43.1% 11.1 % 1.9% 5.4 % 11.9% 26.6 %
2017 50.4% 7.5 % 2.3% 0.8% 9.5% 29.4%
2018 45.3% 11.6 % 4.7% 0.5 % 6.9% 31.0 %
2019 50.8% 13.3 % 3.9% 0.3 % 11.7% 20.0 %
2020 44.5% 19.6 % 3.3% 4.4 % 7.5% 20.7 %
2021 55.0% 5.4 % 1.7% 4.3% 10.9% 22.8 %
2022 60.7% 8.0 % 4.0% 1.9% 8.2% 17.2%
2023 63.3% 6.2 % 3.7% 0.5% 11.1% 15.2 %

Total 50.6% 10.7 % 3.2% 2.4 % 9.6% 23.5 %
B to A

2016 12.0% 5.6 % 31.5% 0.1 % 25.3% 25.5 %
2017 9.9% 6.2 % 42.3% 0.1 % 16.5% 24.9 %
2018 4.9% 20.3 % 18.8% 0.1 % 22.5% 33.4%
2019 16.4% 20.4 % 12.9% 0.1 % 21.0% 29.3%
2020 2.5% 19.6 % 11.4% 0.1 % 23.2% 43.2%
2021 16.0% 20.3 % 5.9% 0.1 % 28.6% 29.1 %
2022 7.2% 19.0 % 15.3% 0.1 % 20.9% 37.5%
2023 1.4% 39.2 % 10.8% 0.1 % 19.9% 28.7%

Total 9.3% 17.3 % 19.3% 0.1 % 22.4% 31.6%
Both directions

2016 13.7% 6.6 % 28.2% 1.4 % 23.1% 27.0 %
2017 12.2% 5.7 % 37.9% 0.1 % 15.8% 28.2 %
2018 8.8% 19.4 % 15.7% 0.1 % 19.1% 37.0%
2019 20.7% 19.6 % 11.7% 0.1 % 20.2% 27.8%
2020 8.2% 20.1 % 10.3% 0.4 % 20.9% 40.1%
2021 16.3% 19.8 % 5.7% 0.3 % 27.9% 29.9 %
2022 8.5% 18.8 % 15.0% 0.2 % 20.5% 37.0%
2023 2.3% 38.7 % 10.5% 0.1 % 19.7% 28.7%

Total 12.1% 17.1 % 17.4% 0.4 % 21.0% 32.1%

Table 3.7: Share of bytes per throughput limitation per year.
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Figure 3.11: Shares of connection duration per trace. Data is uniformed with a sliding window of 14 traces.

Regarding the share of connection duration, application limitation (ALP) is the most significant
limitation. In total, 45.4% of aggregated connection duration is limited by the sending appli-
cation, i.e., periods with decreased packet sizes or long idle times, e.g., by persistent HTTP(S)
connections. We find increasing shares of connection duration limited by ALPs over time,
starting from 33.2 % in 2016 up to 59.0 % in 2023. Across the data set, 29.0 % of aggregated
connection duration is spent during shared bottleneck (SB) limited periods, followed by 14.2%
limited by the transport layer (TL). Unshared bottlenecks (UB) and unknown limitations are
detected for 4.5%, respectively 7.8%, of total connection duration. Receiver window limitations
(RL) are limiting 0.1 % of connection duration across the data set.

Regarding bytes transmitted during periods of a specific limitation, we do not find such signifi-
cant shares of application limitation as detected for connection duration. In total, 9.3% of bytes
are transmitted during periods limited by the sending application. This can be traced back to
decreased throughput during such periods as the sending application not providing an ongoing
stream of data to send. Instead, we observe most bytes limited by unknown limitations respon-
sible for transmitting 31.6 % of all transmitted bytes. Comparing the significance of unknown
limitations regarding connection duration (7.8 %) and transmitted bytes (31.6 %) indicates that
such periods transport a significant amount of data in short duration shares, implying increased
transmission rates compared to other limitations. Further, we find 22.4 % of bytes limited by
transport layer limitations and 19.3 % of bytes limited by shared bottleneck limitations across
the data set. Unshared bottleneck limitations are limiting 17.3% of transmitted bytes. As
shown in Table 3.7, 2023 shows a significantly increased share of unshared bottleneck limited
bytes (39.2%) compared to previous years. The receiver window only limits 0.1 % of bytes across
the data set.

Share of bytes per connection: Further, we are interested in the share of connections showing
a particular limitation and how many bytes are affected by such limitation per individual con-
nection. Figure 3.13 shows the cumulative distribution of the shares of bytes limited by each
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Figure 3.12: Shares of transmitted bytes per trace. Data is uniformed with a sliding window of 14 traces.

limitation per connection observed in the B to A direction aggregated in 6-month intervals. Note
that the lower bound of the y-axes of CDFs is cut at different shares to increase readability.

All connections considered by RCA at least include one application limited period, as the Isolate
algorithm [35] begins a connection within an ALP. Accordingly, all connections show some bytes
transmitted during ALPs. Further, we observe significant clusters of connections with less
than 5 % of data transmitted during ALPs. Observed shares vary between aggregated trace
intervals. A second cluster is observed for connections that transmit nearly all data within
ALPs, corresponding to a share of bytes limited by ALPs near 1.

We find increasing shares of connections showing unshared bottleneck limited bytes over time,
i.e., the share of connections with zero bytes during UBs decreases. For early trace intervals, we
find around 90 % of connections without UB limited bytes, between 90 % and 70% for intervals
between 2019 and 2022, and 60 % for traces captured in 2023. At the same time, traces captured
in 2023 show the maximum share (>20%) of connections with more than 90 % of transmitted
bytes limited by unshared bottlenecks.

Regarding shared bottleneck limited bytes, we find that most connections do not suffer from any
shared bottleneck limitation and observe clusters near bytes shares equal to 1. The significance
of SB-limited byte shares varies over time without a clear trend. However, we observe the
increased significance of shared bottlenecks between the middle of 2016 and the end of 2017.
Receiver window limitations only occur for a very small share of connections. This observation
corresponds to the small shares of RW limitation regarding total duration and total bytes, as
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Figure 3.13: Cumulative distributions of the shares of bytes transmitted form node B to node A during a
certain throughput limitation per connection. Traces are aggregated to six-month intervals.

described above. The share of bytes limited by the transport layer shows significant clusters
near zero and for shares larger than 95% of bytes. In particular, between 40 % and 70 % of
connections do not show any TL limitation.

Regarding bytes limited by mixed periods, respectively by periods with unknown throughput
limitation, we observe byte shares equal to zero for more than 70% of connections. However,
significant shares of connections transmit nearly all bytes during unknown periods, motivating
further analysis of characteristics of such connections regarding end-to-end capacity, receiver
window utilization, and packet loss.

3.4 Comparison with Measurement Results by Related
Work

This section is purposed to compare presented measurement results to related studies on TCP
flow characteristics and throughput limitations. Note that details on analysis approaches and
applied methodologies for result presentation by related work differ and are presented in detail
in Chapter 2.

Flow rates were analyzed by Zhang et al. based on traffic captured between 2001 and 2002 [2]
and by Lan et al. based on traffic captured in 2003 [5]. Zhang et al. observe 99th percentiles
of flow rates between 10 kbit/s and 100 kbit/s depending on the analyzed vantage point, while
Lan et al. report flow rates smaller than 50 kbit/s. For comparison, we observe 99th percentiles
of several hundreds kbit/s for the analyzed CAIDA and MAWI traces. When only considering
MAWI traffic successfully analyzed by RCA, our measurements result in 99th percentiles of flow
rate larger than 100 Mbit/s for most traces captured since 2021. Regarding the correlation of flow
characteristics, Zhang et al. and Lan et al. report mostly similar correlation coefficients with
deviations for different traffic captures. Our analysis of correlations between flow characteristics
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conducted on CAIDA traces confirms a strong positive correlation between flow size and flow
rate as observed by related work [2], [5], while we observe a slightly less significant negative
correlation of flow duration and flow rate for CAIDA traces captured in Chicago, which is also
observed for one of two data sets considered by Lan et al. [5].

Regarding the results of TCP root cause analysis, we find similarities and differences between
related work and our measurement results, which are elaborated in the following. However,
considering that most studies were conducted considering different root causes and according
to heuristics to detect them and the heterogeneity of used data sets, further studies on TCP
throughput limitations comparing results received with different approaches applied on the same
data set as well as the analysis of different data sets with the same tool are of interest for future
work. Note that we reference measurement results observed in our study’s B to A direction in
the following.

Zhang et al. [2] report that between 22% and 43% of data is limited by network congestion
similarly defined as shared bottlenecks in our measurement study which we detect to limit
17.4 % of data across the MAWI data set. Comparable rates for shared bottleneck limitations
were reported by Zhang et al. [22] applying the RCA approach introduced by Siekkinen et al. [11]
as also used for our study. Further, Zhang et al. [2] observe between 8 % and 43% of bytes to be
limited by either the receiver or the sender window, i.e., the TCP send buffer. While we do not
consider TCP send buffer limitations, we only observe negligible shares of data limited by the
receiver window in the MAWI data set. This observation resembles the observations by Zhang
et al. [22] that do not observe receiver window limitations in their data sets. Larger shares of
receiver window limited bytes are reported by Timmer et al. [10], i.e., between 9.6% and 16.3%
for different considered traces. Zhang et al. [2] also consider opportunity limitation, i.e., short
connections that are assumed to never leave the slow start phase, which is detected for 90% of
analyzed TCP connections. While we require a significantly higher minimum count of packets
for conducting RCA, the impact by filtering flows for a minimum duration of 100 ms shows that
the vast majority of TCP flows on the Internet tend to be very short.

Timmer et al. [10] report that between 33.3% and 38.7% of bytes in their data sets are limited
by the network. We observe a similar share (36.6 %) of network limitations, i.e., unshared and
shared bottleneck limitations, across the MAWI data set. Further Timmer er al. [10] determine
the sending application to limit between 22 % and 34.8 % of bytes. Araújo et al. [12] report
between 36.78% and 49.55 % of bytes to be limited by by the application. In contrast, we
observe fewer bytes limited by ALPs (9.3%). Further, Araújo et al. [12] observe that in 2007
68.6 % of bytes are not limited by the network, respectively congestion control, a share that
is significantly larger compared to our measurements as we find more than 50 % of data to be
limited either by unshared bottlenecks, shared bottlenecks, or the transport layer.

3.5 Summary

This chapter extensively studied TCP flow characteristics, throughput, and throughput limita-
tions on the Internet.
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We conduct passive measurements based on Internet traffic captured between 2008 and 2019
by CAIDA consisting of over 2.5 billion TCP flows [55]. Our measurements show that the 99th
percentiles of TCP flow duration and TCP flow rate show significant change between 2008 and
2016, while bytes transmitted by different intersections between 99th percentiles show significant
relevance of such heavy hitters. The share of bytes transmitted by big-fast flows and very big-
very fast flows increases over time, while the share of such flows remains small. The observed
correlation between flow characteristics stays constant over time and confirms findings from
related work regarding a strong correlation between flow size and flow rate [2], [5].

Further, we conduct a large-scale study of TCP throughput, throughput limitations of TCP con-
nections, and TCP option usage based on over 2600 traces of captured Internet traffic consisting
of 21.66 billion TCP connections provided by MAWI [56]. Filtering connections for a minimum
duration of 100ms removes the vast majority of connections, while the remaining connections
still carry over 99 % of totally observed bytes. Considering requirements for passively applied
root cause analysis (TCP timestamps, captured handshake, minimum packet count) amplifies
this observation to a remainder of 0.01 % of connections carrying 32.60% of data.

We observe that TCP timestamps and TCP window scaling are used for the transmission of the
majority of bytes, while selective acknowledgments and ECN are not commonly used. While
different statistics like mean, maximum, and different percentiles of throughput do not show in-
creasing rates for connections filtered for a minimum duration of 100 ms, connections successfully
analyzed with RCA indicate increasing transmission rates over time.

We observe application limitations and shared bottleneck limitations as the most significant
limitations regarding connection duration, while unknown, respectively mixed, throughput limi-
tations and the transport layer are responsible for limiting the largest share of bytes. Surveying
the share of each limitation for individual connections shows large shares of connections not
suffering from a particular limitation, while we observe connections limited by a particular root
cause for nearly all transmitted bytes.

3.6 Author’s Contribution

This chapter builds on the publication "On the Evolution of Internet Flow Characteristics" [59],
which is a joint work by the author of this thesis, Benedikt Jaeger, Fabian Helfert, Philippe
Barias, and Georg Carle. The author contributed significantly to the publication regarding re-
search objectives and applied methodologies. Further, the author conducted the final evaluation
of measurement results and composed contents for the named publication.

To analyze the large-scale data sets, a traffic analysis tool implemented in the scope of the
Master’s thesis by Fabian Helfert [57] was used. The first version of Helfert’s traffic analysis
tool was extended in the scope of the Master’s thesis by Philippe Barias [58]. The data set
of extracted flow characteristics based on considered CAIDA traces was generated by Philippe
Barias. The author of this thesis applied filtering of flows and, as described above, evaluated
such data according to the introduced methodology for publication.
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Packet capture analysis for the study on throughput, throughput limitations, and option usage
was conducted with an adapted version of the mentioned flow analysis tool, implemented in the
scope of the Master’s thesis by Simon Hülkenberg [60]. The author supervised all named theses,
while the latter two theses closely follow research objectives specified by the author.

The mentioned traffic analysis tool for the study on throughput, throughput limitations, and
option usage was adapted by the author of this thesis, among others, regarding the identification
of application limited periods, the calculation of time series of advertised receiver windows and
outstanding bytes, the correct use of configured threshold parameters, and regarding the extrac-
tion of ECN and SACK usage. Listed adaptations change measurement results significantly.

Based on the adapted traffic analysis tool, the author conducted all measurements based on
MAWI traces and implemented the final querying and analysis of extracted data for this thesis.

49





Chapter 4

Online Monitoring of TCP Throughput Limita-

tions

Providing reliable and fast data transmission is of primary interest to service providers and
data center operators. As the throughput of a connection influences user experience, service
providers need to understand the causes behind observed transmission rates. Understanding
and analyzing such causes allows network infrastructure, operating systems, and application
optimizations and helps detect network incidents or anomalies.

As elaborated in Chapter 2 different approaches to the root cause analysis of TCP throughput
are presented in related work. However, only Ghasemi et al. [4] and Sun et al. [23] consider online
root cause analysis, respectively, introduce online analysis capable RCA approaches. Thereby,
Ghasemi et al. [4] focus on integrating TCP performance analysis into switches’ data plane,
while the approach by Sun et al. [23] requires access to the sender’s network stack. Accordingly,
no approach to passive online TCP throughput limitation monitoring on commodity server
hardware independent of the measurement position was introduced by related work.

Considering the use of online TCP root cause analysis in productive environments, one encoun-
ters challenges regarding bandwidths beyond 1 Gbit/s commonly deployed in data centers nowa-
days. Such bandwidths imply high requirements for the performance of monitoring tools. At
the same time, modern commodity hardware provides increasing computational power and high
parallelization capabilities, while traffic, respectively, packet processing on commodity hardware
was massively accelerated by means of user space packet processing, as implemented by the data
plane development kit (DPDK) [70].

These circumstances motivate surveying the capabilities of efficient and scalable online mon-
itoring of TCP throughput limitations, which is addressed in this chapter. Thereby, the key
contributions of this chapter are: First, introducing and evaluating an approach to the online
analysis of TCP throughput limitations based on the offline RCA approach introduced by Siekki-
nen et al. [11]. Second, a performance study of a scalable monitoring tool for TCP throughput
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limitations, enabling the online analysis of throughput limitations considering several Gbit/s of
workload on commodity hardware.

The contents of this chapter are based on the following publications:

Online Monitoring of TCP Throughput Limitations,
Simon Bauer, Kilian Holzinger, Benedikt Jaeger, Paul Emmerich, Georg Carle,
IEEE/IFIP NOMS 2020, Budapest, Hungary (Virtual Conference), April 2020

Scalable TCP Throughput Limitation Monitoring,
Simon Bauer, Florian Wiedner, Benedikt Jaeger, Paul Emmerich, Georg Carle
IEEE/IFIP IM 2021, Bordeaux, France (Virtual Conference), May 2021

For this thesis, the contents of the name publications have been recomposed and partly shortened
to focus on the introduced measurement method and the performance of a corresponding proof of
concept implementation. Thereby, this chapter is intended to demonstrate the usability of online
root cause analysis in productive environments with bandwidths of several Gbit/s.
Section 4.1.1 and Section 4.1.2, describing the introduced measurement method for online analy-
sis of TCP throughput limitations and design decisions for the proof of concept implementation,
is based on the publication "Online Monitoring of TCP Throughput Limitations" [71]. The same
applies to the contents of Section 4.2.1 describing findings of a performance evaluation conducted
on an implementation relying on only one analysis pipeline. Section 4.1.3, describing the par-
allelization of analysis pipelines for scalability, and Section 4.2.2, evaluating performance with
multiple analysis pipelines, are based on the publication "Scalable TCP Throughput Limitation
Monitoring" [72].

4.1 Online TCP Root Cause Analysis

4.1.1 Measurement Method
To enable online root cause analysis, we rely on the approach introduced by Siekkinen et al. [11]
due to its passive RCA capabilities, independence of the measurement position, and considered
root causes. As described in Chapter 2, the TCP root cause analysis approach presented by
Siekkinnen et al. [11] applies segmentation of a connection into different limitation periods, which
are further classified in a second analysis iteration based on so-called limitation scores and a
threshold-based decision tree. However, relying on such two analysis iterations is not suitable for
online analysis, as the whole connection is required for the used Merge algorithm. Therefore, we
decide to not merge isolated transfer periods. Further, we decide to conduct root cause analysis
on sliding windows of TCP packets, respectively, data extracted from TCP packets. Thereby,
a sliding window is maintained for each connection. Root cause analysis is then conducted in
periodic intervals based on data currently stored in the sliding window. This approach enables
(i) insights into throughput limitations during a connection is active and (ii) to configure the
length of periodic intervals, representing a trade-off between the performance of the analyzer
and the timeliness of RCA results.
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Figure 4.1: Sliding window-based packet processing for monitoring of TCP throughput limitations.

4.1.2 Design and Implementation of Analysis Pipelines
To implement our online throughput limitation analysis tool, we build on the traffic capture
tool FlowScope [73], [74] due to its efficient packet processing capabilities. FlowScope uses a
hashtable indexed with flowkeys to keep track of flows and to store flow-specific information.
We refer to a flow as packets with the same 5-tuple consisting of server and client IP addresses,
ports, and the used L4 protocol. From an analysis point of view, we can only consider flows for
which we observe the complete TCP three-way handshake. Observing the handshake is required
to extract data necessary to run the TCP throughput limitation analysis, such as the MSS,
sender and receiver information, and measurement position.

We use static hashtable entry sizes, as dynamically resizing hashtable entries is assumed to be
too expensive. While this avoids expensive resizing, the state possibly stored for each flow gets
limited. As we require information extracted from both directions of a flow for our analysis,
we rely on bidirectional flow tracking. We do this based on the flowkey, calculated as a hash
of a sorted connection identifier based on the source and destination addresses, respectively
ports. To keep the association of the sender, respectively, the receiver, and the corresponding
IP address, we store such information in the connection state of each flow.

As mentioned above, we use a fixed connection state size. Therefore, we must choose a sufficiently
large hashtable entry size to provide enough space for different data collected over time, which
is required for the analysis. We choose a connection state size of 156 kB. Tests show this
size to be sufficiently large, while memory requirements are not too extensive. For instance, a
connection state size of 156 kB implies an approximated memory need of 160 GB for 1 million
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concurrent flows. This relation seems reasonable considering modern commodity-off-the-shelf
(COTS) hardware.

We split the implementation of result and KPI calculation tasks into so-called modules to provide
flexibility and maintainability. In order to achieve better performance, we decide to separate the
purpose of each module into two steps: First, we extract features of newly arrived packets and
store them in the connection state. Feature extraction is done by a handlePacket() function
each module provides. Second, a periodically called function calculates the final results of
a particular module based on the previously stored data. This step is implemented in the
checkExpiry() function of each module. In the following, we refer to a call of this function as
the periodical calculation step. As a default, we set the interval between calculation steps to one
second. We orchestrate and call the different modules in the main module. The main module
invokes packet handling by the other modules, runs the calculation steps, and collects return
values. Accordingly, the main module enables the configuration of the execution order of the
analysis modules and the frequency of their calculations. The different implemented modules are
used to calculate metrics and limitation scores as introduced by Siekkinnen et al. [11]. Details
on the implementation of these modules and an according evaluation of limitation detection are
presented in the publication "Online Monitoring of TCP Throughput Limitations" [71] and the
Master’s thesis by Kilian Holzinger [75].

A further design decision is made regarding the use of the available connection state. In contrast
to the original offline implementation of the TCP RCA toolkit, we have limited capabilities to
store data per analyzed flow. We use the connection state as a ring buffer to handle overrun-
ning connection states. The ring buffer enables us to maintain a sliding window of currently
considered data that was previously extracted per packet. Figure 4.1 shows the mentioned pro-
cessing steps and their interplay with the connection state. As illustrated, data in the connection
state can be used several times by different calculation steps, depending on the rate of arriving
packets.

4.1.3 Parallelization of Analysis Pipelines
As we aim to monitor network links with bandwidths of several Gbit/s, we require efficient
use of computational resources and a scalable analysis design. Our prototype implementation
already considers efficient packet analysis as described in Section 4.1.2. In particular, efficiency
is achieved by reducing computational load per packet by offloading expensive calculations, e.g.,
calculating limitation scores, to periodic result calculations. However, to scale up monitoring
capabilities, we consider the parallelization of the whole analysis pipeline.

Our tool uses the packet capturing and analysis tool FlowScope [73], [74] as a base for packet
processing and analysis. FlowScope natively supports multi-threaded packet analysis based on
Receive Side Scaling (RSS). RSS enables NICs to distribute packets to several RSS queues while
each is mapped to a specific CPU core. The distribution of packets to RSS queues relies on
hardware-based hashing of packet header data. So far, FlowScope only supports the multi-
threaded analysis of unidirectional traffic, as RSS natively does not ensure that packets of both
directions of a TCP flow are mapped to the same RSS queue. However, our monitoring approach
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Figure 4.2: Monitoring architecture with several parallel analysis pipelines.

requires the same analysis pipeline to analyze both flow directions. To meet the bidirectional
RSS requirement, we extend FlowScope’s RSS capabilities to support symmetric hashing of
packet data. In particular, we use a symmetric hash key introduced by Woo et al. [76].

To fully exploit speed up by RSS, we parallelize all further steps of the analysis pipeline. Each
RSS queue forwards received packets to a pipeline consisting of four threads:

• First, a thread responsible for copying packets from the RSS queue to FlowScope’s packet
buffer.

• A thread that reads packets from the packet buffer to perform per-packet analysis and
feature extraction. Extracted packet information is written to a flow’s connection state.

• A third thread to run periodic result calculations based on data in the connection states
and to detect expired flows.

• A thread to finally expire flows by deleting connection states.

The resulting architecture of the fully parallelized traffic analysis is illustrated in Figure 4.2.

To optimize the memory consumption of our tool, we further take care of proper flow expiration.
As soon as a flow expires, its connection state is no longer needed, and there is no need to
consider the flow for further periodic result calculation. Therefore, flow expiration contributes
to efficient memory and CPU utilization. A flow is expired if we do not observe a packet with the
corresponding 5-tuple for a specific time interval. For upcoming measurements, we use a time
interval of 180 seconds. This policy indicates that we keep connection states for 180 seconds
since the latest packet of the flow.

4.2 Performance Evaluation

After implementing a proof of concept version of the introduced measurement method, we
are interested in its performance and the scalability of its analysis capabilities on commodity
hardware.
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First, we analyze the throughput, in the sense of analyzed traffic rate and run times of different
analysis modules, to identify potential performance bottlenecks with a single analysis pipeline.
Afterward, this section presents a performance evaluation of the proof of concept implementation
extended for the parallelization of analysis pipelines. The performance of such multi-threaded
implementation of the introduced measurement method is evaluated with generated data sets
and captured Internet traffic.

4.2.1 Performance with a Single Analysis Pipeline
We first evaluate the performance of the proof of concept implementation by relying on a single
analysis pipeline to determine performance bottlenecks. For the measurements, a Device un-
der Test (DuT) with two Intel Xeon CPU E5-2620 processors, each with six physical cores at
2.10 GHz clock rate and a total of 128 GB memory was used. We run a single analysis pipeline
consisting of four threads handling tasks like receiving packets, extracting packet features, cal-
culating limitation scores, and a thread to expire inactive connections. Note that each thread
runs on its own CPU core while all cores were chosen from the same CPU socket. We gen-
erate PCAPs with varying numbers of concurrent flows between two physical servers. Several
iperf3 servers are started in parallel and respond to several clients on different ports. Generated
captures are replayed at a rate of 2 Gbit/s to overload the DuT.

We measure the run time of the periodical calculations for all different modules, which are
responsible for different tasks of the analysis pipeline, as described in Section 4.1.2 , with a single
flow. Most modules take less or around 20 ns. However, three modules consume significantly
more runtime - especially the capacity estimation module with over 15 ms and the receiver
window score calculation with over 2.5 ms. The long run time of the capacity estimation can be
traced back to expensive operations like the applied differentiation of histograms and repeated
operations on a sliding window of previously observed data. Calculating the receiver window
score requires working on time series data for the advertised receiver window and the number
of outstanding bytes. Note that the module was configured to work on a sliding window of
1000 packets. Such a long run time of single modules can cause a limitation regarding the
number of concurrently processed flows. Assuming a load of 70 flows and a capacity estimation
module runtime of up to 15 ms might result in a run time of over one second for a single periodic
calculation of limitation scores for each flow. Therefore, the periodical calculations would be
too slow for an interval of one second. While this issue might be mitigated by increasing the
time between periodic checks, it still represents a trade-off between scalability and analysis
effectiveness.

Another potential performance limitation of our analysis tool is the analyzer throughput. To
avoid influences from run times that are too extensive, we turned off the capacity estimation
module for the benchmarking of the analyzer throughput. We start measuring analyzer through-
put for a single flow and achieve a data rate of 620 Mbit/s. In further measurements, we analyze
the impact of concurrently analyzed flows and increase the number of current flows up to 4096.
For up to 32 concurrent flows, throughput decreases continuously. Afterward, throughput de-
creases significantly for the following increments of the flow count. We trace this observation
back to load on the CPU’s Last Level Cache (LLC). Significant performance decrease occurs
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when the sum of all connection states approaches the size of the LLC. When the LLC is utilized,
connection states must be loaded from the main memory, making packet analysis more expen-
sive. In our measurements, the impact of LLC utilization is observed between 32 and 64 flows.
This observation matches our assumption, as 64 flows have an aggregated connection state size
of about 11 MB with the used connection state size of 156 kB, while the DuT has an LLC size
of 12 MB. After the drop due to the filled LLC, throughput remains constant for increasing
flow counts. As expected, the aggregated module run time increases linearly with the number
of concurrent flows.

4.2.2 Performance with Multiple Analysis Pipelines
We consider two major performance limitations of our prototype implementation: (i) computa-
tional resources, respectively analysis throughput, and (ii) memory consumption. To survey our
optimized and extended monitoring tool’s analysis capabilities, we benchmark our tool with a
synthetically generated data set and packet traces taken from the MAWI Working Group Traf-
fic Archive [56]. Note that measurements are conducted with an implementation considering
further performance optimizations, besides the parallelization of analysis pipelines, described in
the Master’s thesis by Florian Wiedner [77].

Analyzer throughput
We run measurements in a test setup consisting of two physical hosts to evaluate the performance
of our implementation. We replay packet captures from a dedicated host referred to as Load
Generator. The Load Generator runs the packet generator MoonGen, capable of replaying packet
captures at rates of several Gbit/s [78]. Our monitoring tool runs on a second host referred to
as Device under Test (DuT). The LG and the DuT are connected with 10 GE cabling.

The LG is equipped with two AMD EPYC 7601 CPUs, each capable of 32 physical cores with
2.2 GHz clock frequency, 1TB of DDR4 main memory, and an Intel X550T 10 GE NIC connected
to the DuT. The DuT is equipped with two Intel Xeon Gold 6130 CPUs with 16 physical cores
per socket with 2.2 GHz clock frequency, 395GB DDR4 main memory, and two Intel X722 10
GE NICs. As hyper-threading is enabled, each socket provides 32 virtual cores. All hosts run
Debian stretch.

To benchmark our monitoring tool’s analysis throughput, we generate traffic captures consisting
of different numbers of concurrent TCP connections. In particular, we use the traffic generator
iperf to generate TCP flows with 1500B packet size, a data rate of 1 Mbit/s, and a duration
of 10 seconds. iperf is limited in the number of concurrently generated flows, as too many
concurrent flows result in inaccurate data rates. We observe such inaccuracies for flow counts
larger than 128. Therefore, we capture several traces with 128 concurrent flows and merge them
to achieve larger numbers of concurrent flows. This merging procedure requires time-shifting
of the captures’ timestamps to synchronize the flows from different captures. The time-shifting
of captured flows is done with editcap. The resulting data set provides traces from 1 flow up
to 8192 concurrent flows while the number of flows increases according to the powers of two.
As we generate flows at 1Mbit/s data rate, the maximum expected data rate in our data set is
around 8 Gbit/s corresponding to about 1.2 million packets per second. However, we found that
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Figure 4.3: Analyzer throughput for varying numbers of concurrent flows.

the achieved average data rate for the trace with 8192 flows is slightly lower than expected, i.e.,
about 7.5 Gbit/s, due to inaccuracies in the merged PCAPs.

We measure the achievable throughput of the analysis pipelines with the generated data set.
We find that a single pipeline can analyze 1024 concurrent flows without dropping packets or
ignoring flows for the analysis. With increasing load, i.e., more than 1024 concurrent flows,
packets get dropped due to fully exploited computational resources, and the maximum achieved
analysis throughput is around 1.5 Gbit/s for 2048 flows. We observe that throughput additionally
decreases for measurements with a single pipeline and flow counts larger than 2048 down to
1 Gbit/s. For setups with more than one single pipeline, we find a throughput of approximately
1 Gbit/s per pipeline. This observation holds for all setups, even for eight parallel pipelines and
an offered load of 8192 concurrent flows. Figure 4.3 shows the measured analyzer throughput
for all pipeline setups. We conclude that these observations confirm the linear scalability of our
tool due to independent analysis pipelines.

Memory consumption
Next, we want to assess the memory consumption of the implemented tool. Therefore, we con-
duct measurements with a trace taken from the MAWI Working Group Traffic Archive [56]
containing captured Internet traffic. In particular, we use the trace captured at MAWI’s
Samplepoint-F on 23 December 2017. Choosing such a trace for evaluating memory consump-
tion is motivated by the expectation that real-world traffic captures carry larger numbers of
concurrent flows than our synthetically generated dataset.

Again, we replay traffic from a dedicated load generator (LG) while the monitoring tool runs on
a dedicated device under test (DuT). The DuT is a server equipped with two AMD EPYC 7601
CPUs, each capable of 32 physical cores with 2.2GHz clock frequency and 1 TB memory. As
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hyper-threading is enabled, the DuT provides 64 threads, which are used to run 16 concurrent
analysis pipelines.

During the measurements with 16 pipelines, we find a maximum memory consumption of 160GB.
In addition to the connection state size allocated in memory for each analyzed flow, our tool
consumes significant amounts of memory per pipeline to run the ring buffer QQ that FlowScope
uses to buffer received packets before forwarding them to further analysis steps. By default, our
tool allocates 8 GB per analysis pipeline to maintain the QQ buffer. Correspondingly, 128 GB of
memory are allocated for 16 parallel pipelines. These numbers indicate that the setup with 16
pipelines allocates connection states up to 32 GB while analyzing the considered MAWI trace.
Our analysis shows that providing the required memory resources for analyzing such traces is
feasible considering modern commercial off-the-shelf hardware.

4.3 Summary

This chapter introduced a measurement method and design decisions for a proof of concept
implementation to conduct the analysis of TCP throughput limitations in real-time considering
high traffic rates of several Gbit/s. The introduced method builds on the offline TCP root cause
analysis approach by Siekkinen et al. [11], [35]. Siekkinen’s RCA approach is modified to work
on sliding windows of observed packet data to enable online analysis, providing insights into
throughput limitation in fixed time intervals.

We evaluate the performance of a single-threaded and multi-threaded proof of concept imple-
mentation corresponding to the introduced measurement method based on the high-performance
traffic capturing tool FlowScope [73], [74]. We consider measurements on achievable analyzer
throughput, with generated TCP traffic, and measurements to survey required memory con-
sumption with captured Internet traffic provided by MAWI [56].

Our evaluation shows that online throughput limitation analysis is feasible in real-time with
reasonable performance on commodity hardware. Further, we find several trade-offs between
the accuracy and responsiveness of the tool and its performance. Applying root cause analysis
on a sliding window of packet data may imply long run times, while run time is limited due
to periodical calculations. We find linear scalability of analyzer throughput with increasing
numbers of analysis pipelines. During our measurements, we achieve a maximum analyzer
throughput larger than 7 Gbit/s composed of several thousand concurrent flows. Our design
implies that memory concerns are not crucial for modern commodity hardware, as our tool
requires approximately 160 GB of memory for one million concurrent flows with a connection
state size of 156 kB. Measurements on memory consumption based on captured Internet traffic
confirm this hypothesis.

4.4 Author’s Contribution

This chapter builds on the publications "Online Monitoring of TCP Throughput Limitations" [71],
which is a joint work by the author of this thesis, Kilian Holzinger, Benedikt Jaeger, Paul Em-
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merich, and Georg Carle, and "Scalable TCP Throughput Limitation Monitoring" [72], which
is joint work by the author of this thesis, Florian Wiedner, Benedikt Jaeger, Paul Emmerich,
and Georg Carle. The author significantly contributed to both publications regarding research
objectives, the design of the online RCA method, and the methodologies to evaluate the imple-
mented proof of concept. Further, the author conducted measurements of achievable analysis
throughput with the multi-pipeline implementation and generated the used data set.

The online RCA tool was implemented in the scope of the Master’s theses by Kilian Holzinger [75],
who implemented and evaluated the first proof of concept version, including discussed module
run times, and by Florian Wiedner [77], who extended the tool for parallelization of analy-
sis pipelines with RSS and robust traffic handling. The latter also conducted measurements
based on captured Internet traffic provided by the MAWI working group to survey memory
consumption. Both theses were supervised by the author and pursued research objectives and
methodologies specified by the author. The author has re-evaluated measurement results and
composed the final contents of both theses for publication.
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Chapter 5

Classifying TCP Throughput Changes

As elaborated in Chapter 2, existing TCP root cause analysis approaches consider different
segmentation of connections to determine root causes. Thereby, considered intervals range
from one root cause per flow [10], over one root cause per transfer period [11], up to root
cause estimates after every 256 packets [2]. However, none of the existing approaches considers
the classification of individual changes in observed throughput. As a change in the current
throughput limitation is expected to correlate with a change in observed throughput, a change-
based segmentation of a connection promises fine-grained analysis of throughput limitations
while enabling the classification of individual changes in an observed throughput signal.

This chapter surveys the capabilities of classifying individual throughput changes with through-
put limitations, respectively, changes of throughput limitations. Such an approach requires
(i) , the reliable detection of changes in the throughput signal of a connection and (ii) , the
matching between detected changes and determined throughput limitations. As a first step to-
wards classifying throughput changes, we compare the results of different change point detection
methods to transfer periods resulting from the Isolate and Merge (I&M) algorithm introduced
by Siekkinen et al. [35]. We survey the reliability of different change point detection methods
with ground truth data, i.e., TCP connections with intended throughput changes, and conduct
measurements with captured Internet traffic to survey the occurrence of throughput changes
and their matching to transitions between transfer periods.

The contents of this chapter are based on the publication:

Towards the Classification of TCP Throughput Changes,
Simon Bauer, Benedikt Jaeger, Max Reimann, Jonas Fromm, Georg Carle,
in 2022 IEEE/IFIP Network Operations and Management Symposium (NOMS 2022),
Budapest, Hungary, Apr. 2022

The classification approach for throughput changes presented in Section 5.1, the implementa-
tion of the evaluation tool for the application of change point detection methods on throughput
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time series described in Section 5.2, and the evaluation of considered CPD methods presented
in Section 5.3 are based on the publication "Towards the Classification of TCP Throughput
Changes" [79]. The same applies to the results of the conducted case study on Internet traffic
in Section 5.4, which was extended for an analysis of detected transfer periods based on different
drop values and an analysis of the distribution of shares of matched period changes and matched
change points across connections, providing a more detailed perspective on matching shares of
individual connections in the data set.

5.1 Approach

To survey the matching between changes in the throughput of a TCP connection and changes in
throughput limitations, we survey the correlation of results by the I&M algorithm, as described
in Section 5.1 and different change point detection methods, as described in Section 5.1.2.
Considered classes of throughput changes are introduced in Section 5.1.3.

5.1.1 TCP Transfer Periods
To determine time intervals in which the sending application limits the throughput of a TCP
connection, Siekkinen et al. [35] introduce the Isolate & Merge (I&M) algorithm that segments
a flow in three different kinds of periods:

• Application Limited Periods (ALP): the sending application does not provide enough data
to utilize available network resources fully.

• Bulk Transfer Periods (BTP): the sender produces enough data to continuously send data
and fully utilize available network or receiver resources.

• Short Transfer Periods (STP): short bulk transfers that contain less than 130 packets and,
accordingly, are assumed to be mainly dominated by congestion control.

First, the I&M algorithm isolates ALPs, BTPs, and STPs from each other. Therefore, the
Isolate procedure processes all packets of a connection according to their order. Initially, the
algorithm starts to assign packets to an ALP. If three consecutive data packets as large as the
Maximum Segment Size (MSS) are observed, the Isolate procedure starts a BTP. Further packets
are assigned to such BTP as long as two conditions are satisfied: (i) , the share of packets smaller
than the MSS within the last ten packets is not larger than a predefined threshold value (th),
and (ii) , the inter-arrival time (IAT) between two subsequent packets is not larger than RTT

2 .
If such conditions are no longer satisfied, the Isolate procedure assigns packets to an ALP and
terminates the current BTP. After isolating transfer periods, the Merge procedure is purposed
to merge ALPs with adjacent BTPs as far as the impact of the ALP is insignificant regarding the
periods’ average throughput. An ALP gets merged to the adjacent transfer periods if merging
the periods does not result in a significantly lower average throughput of the new period than
the average throughput of both BTPs without merging. Merging relies on a predefined threshold
value (drop) that decides whether a merged period’s throughput is significantly lower.
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5.1.2 Change Point Detection
Change point detection (CPD) is purposed to detect changes in a signal, respectively, in a
sequence of values. Detected changes are referred to as change points (CP). CPD is applied
in different contexts, considering different characteristics of the applied method. While some
approaches require the number of expected changes within a signal before the estimation, other
methods do not require such information beforehand. A further differentiation exists between
online and offline detection. Online CPD aims to provide fast detection of changes, while offline
CPD allows signal processing without constraints regarding execution time. According to Truong
et al. [80], a change point detection method is defined by a cost function, a search method, and
different constraints depending on the method. The cost function is purposed to assess the
homogeneity of a signal. The search method determines the processing of the signal to detect
changes.

The application of change point detection in network traffic analysis has been considered before.
For example, change point detection is used to detect anomalies and network intrusion in real-
time with a focus on efficient and fast detection of changes in traffic parameters, as, for instance,
caused by denial of service attacks [81]–[83]. Besides its application to anomaly detection, change
point detection has been considered to optimize TCP congestion control in combination with
the application of deep learning by Li et al. [84].

5.1.3 Classifying TCP Throughput Changes
We define four types of change points according to their relation to transfer periods as determined
by the I&M algorithm: The first type is referred to as a matching change point, defined as
CPs that match a border between transfer periods. If a connection changes from application
limitation to bulk transfer, the connection’s throughput is expected to increase. Conversely,
we expect throughput to decrease significantly when a bulk transfer ends and an ALP begins.
Next to matching change points, there might be changes that do not coincide with the borders of
transfer periods. We refer to such CPs as unmatched. Unmatched CPs are subdivided according
to the transfer period surrounding the CP. Correspondingly, the four types of CPs are

• matched,

• unmatched in an ALP,

• unmatched in a BTP,

• and unmatched in an STP.

Figure 5.1 shows an example of the throughput of a TCP connection over time. In this example,
the flow includes two BTPs separated by an ALP. The changes between the transfer periods
imply throughput changes, marked as change points CP1 and CP4. During the ALP, throughput
changes again. The corresponding unmatched change points CP2 and CP3 can be traced back to
the resource-limited behavior of the sending application, i.e., a lack of data to be sent continu-
ously. Further, we expect changes in throughput when an application switches between sending
small packets and completely idling during an ALP. As illustrated, the throughput during the
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Figure 5.1: Illustration of the matching between transfer periods and different types of change points.

second BTP increases, resulting in CP5 and CP6, for example, as there is temporarily more
available bandwidth on the bottleneck link.

5.1.4 Evaluating Change Point Detection Methods
To the best of our knowledge, the application of CPD on throughput changes of TCP connections
has not been studied so far. Therefore, we evaluate the suitability of different change point
detection methods for our problem. The metrics used for evaluating CPD methods are described
in this section. In order to evaluate different CPD methods, we require the generation of TCP
connections with intended changes in throughput. The implementation of the generation process
of labeled TCP connections is described in Section 5.2.

The first metric we consider is the Annotation Error [80]. The Annotation Error is defined as
the difference between the number of actual changes (derived from ground truth labeling) and
the detected change points. A significant Annotation Error implies a large number of undetected
changes (false negatives) or a large number of detected changes without an actual change (false
positives).

A further indicator of the accuracy of estimated CPs is the F1-score according to Truong et
al. [80]. The F1-score is calculated as the harmonic mean of precision and recall, assessing the
impact of false negatives and false positives on the detection results. Precision is calculated by
the ratio of detected change points that match an actual signal change. Therefore, strong over-
segmentation by the detected change points results in low precision due to many false positives.
Recall is the ratio of actual change points matched by a detected change point. The definition of
recall indicates that many false negatives, i.e., not detected changes, result in low recall values.
Whether an actual change and an estimated CP are referred to as matched depends on the error
margin, also referred to as tolerance interval, used for the score calculation. As the harmonic
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Figure 5.2: Pipeline for CPD evaluation and analysis of the matching between CPs and transfer periods.

mean of precision and recall, the F1-score is normalized between 0 and 1, while larger F1-scores
indicate better change point detection results.

5.2 Implementation

We use two tools to implement traffic analysis and traffic generation. First, we implement a
traffic analysis tool to parse captured network traffic, conduct CPD, and run the I&M algorithm.
The second tool is purposed to generate TCP connections with intended throughput changes
while tracking ground truth information for each connection. Both tools result in a pipeline for
different kinds of conducted measurements as illustrated in Figure 5.2.

Flow Analysis and Feature Extraction
The introduced traffic analysis tool consists of a pipeline of analysis components, each interacting
with a database backend to read and write results. The first analysis step is extracting packet
information from a PCAP containing captured traffic and aggregating packets to connections,
also referred to as flows in the following. The flow aggregation and feature extraction component
is written in Go and relies on the gopacket library [66] to read packets. We extract packet
timestamps, payload sizes, the MSS, and TCP flags for each packet and compose packets to a
flow based on the IP5-tuple, considering packets in both directions. Further, the tool calculates a
sequence of throughput for each flow. Throughput is calculated by segmenting the flow duration
in fixed-sized intervals and aggregating transmitted bytes for each interval. We use a resolution
for throughput calculation of 100 ms for our measurements.
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Change Point Detection
To implement change point detection, we rely on the Python library ruptures introduced by
Truong et al. [85]. Ruptures enables users to compose CPD methods from over eight different cost
functions and four search methods applicable to our use case, i.e., offline CPD for an unknown
number of changes. For our measurements, we choose the cost function that assesses signal
homogeneity based on the least absolute deviation. The least absolute deviation is purposed to
detect shifts in the median of the analyzed signal while it is expected to provide outlier robust
change point detection [86]. The considered search methods are the optimal method Pelt [87]
and the three approximate search methods Binary Segmentation (Bin. Seg.) [88], Bottom Up
Segmentation (Bott. Up.) [89], and Window-based CPD (Win.-based). Further, ruptures uses
the penalty value to influence the sensitivity of applied change point detection. In the following,
we refer to a CPD method as a tuple of cost function and search method. In order to estimate
changes, the analysis tool reads a sequence of measured throughput for each connection and
conducts change point detection. Afterward, the CPD component writes detected changes to
the tool’s database backend. A further component, responsible for validating estimated change
points, receives ground truth data by processing configuration files of the traffic generation tool
introduced in Section 5.2. Such configuration files include the time when an intended throughput
change occurred. Based on the set of intended changes and the set of estimated change points,
the analysis tool calculates scores to assess CPD results for generated traffic as introduced in
Section 5.1.4.

Transfer Period Analysis
A further analysis component identifies transport periods for each flow according to the I&M
algorithm introduced by Siekkinen et al. [35], as described in Section 5.1. The implemented I&M
component calculates inter-arrival times (IAT) and round trip time (RTT) estimates for each
connection. Further, we determine the distance between the capturing point and the sender as
required for the I&M algorithm. Our tool relies on two approaches to derive RTT estimates
of a flow. First, we calculate the initial RTT during the TCP Three-Way-Handshake. As the
sequence of packets during the handshake is well-known, initial RTT can be estimated by the
intervals between the SYN packet and the consecutive SYN + ACK packet, referred to as d1,
and between the SYN + ACK packet and the following ACK packet, referred to as d2. Next to
estimating the initial RTT, we calculate RTT estimates based on the TCP timestamp option
if a connection uses it. The timestamp option-based approach identifies triples of packets with
matching TCP values and calculates the intervals between such packets. As the capturing point
might not be close to the sender, Siekkinen et al. [35] propose shifting of packet timestamps in
order to calculate IATs between a received ACK and a sent data packet. Shifting is based on
the relative distance between the capture point and the sender, i.e., the intervals d1 and d2 are
used to estimate the relative distance between the sender and the capture point as d1

d1+d2
. Based

on the extracted data, our tool determines the segmentation of each connection into different
transfer periods as specified by Siekkinen et al. [35].
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Labelled Traffic Generation
In order to evaluate different CPD methods, we require the generation of TCP traffic with
intended throughput changes. We rely on the TCP measurement framework introduced by
Jaeger et al. [90], based on the network emulation tool Mininet [91]. The measurement framework
enables network and host parameters to be dynamically reconfigured based on user-defined
schedules. According to the configured schedule, the framework orchestrates network entities
to generate traffic and adapts link parameters like bandwidth, delays, or loss. TCP traffic is
generated by transmitting data with the netcat utility. A simple topology consisting of two
hosts connected by a switch is sufficient for our traffic generation, as we only aim to modify the
throughput of a specific connection. Further, the measurement framework already satisfies our
requirement to dynamically change a flow’s throughput, as the schedule-based configuration can
configure the bandwidth of a link, which we use as an upper limit of throughput.

5.3 Reliability of Change Point Detection

To evaluate different CPD methods, we conduct measurements on generated TCP traffic with
intended throughput changes. As described in Section 5.2, we implement change point detection
with the Python library ruptures and use the least absolute deviation as the cost function.
Measurements are conducted using the search methods Pelt, Bin. Seg., Bott. Up, and Win.-
based CPD. We calculate the Annotation Error, F1-score, Recall, and Precision as defined in
Section 5.1.4. Our evaluation is purposed to determine how reliable changes are detected with
different search methods, penalty values, and amplitudes of changes. We generate three traces
for each traffic configuration to ensure that results are robust to measurement artifacts. The
plotted results show the average of the different measurement runs per configuration.

First, we assess the impact of different penalty values on the accuracy of conducted change point
detection. We generate connections with a duration of 30 s and 30 equidistantly distributed
changes and configure change amplitudes of 1 %, 10 %, and 25 %. We observe that very high
penalties imply worse accuracy depending on the amplitude of changes as CPD gets less sensitive.
This pattern is shown in Figure 5.3 a) for measurements conducted with the search method Pelt,
different amplitudes, and an error margin of 200ms. We observe constant F1-scores, recall,
and precision for smaller penalties. Further, we note that F1-scores slightly increase for specific
penalties before penalties become too high and no changes are detected. This observation can be
traced back to fewer false positives for larger penalties. We find a significant impact by the error
margin used for the F1-score calculation. For example, increasing the error margin from 200 ms
to 300ms increases the F1-score for measurements conducted with Pelt from 0.7 to 0.9 for most
penalties as shown in Figure 5.3 b) for an amplitude of 10%. The same patterns are observed for
other search methods. With an error margin of 300 ms, we observe large recall values for Pelt,
Bin. Seg., and Bottom Up. This observation indicates that nearly all intentionally generated
throughput changes are detected. A significantly lower precision value implies that the CPD
methods detect more changes than intended. For Win.-based CPD, we observe larger precision
values than recall values, indicating that fewer intended changes are detected, while the false
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Figure 5.3: Measurement results of CPD method evaluation with different generated data sets.
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positives share is significantly lower than for other search methods. However, Pelt, Bin. Seg.,
and Bottom Up result in significantly larger F1-scores.

To assess the impact of the amplitude of changes, we generate connections of 30 s, apply an
error margin of 200ms, and consider different penalty values. Figure 5.3 c) shows F1-scores
for considered amplitudes and penalties of 104 and 107 for Pelt, Bin. Seg., and Bottom Up.
We observe small F1-scores for smaller amplitudes for both penalties independent of the search
method. As expected, smaller penalty values enable the detection of changes with smaller
amplitudes. We find constant accuracy after the amplitude exceeds a certain threshold for both
penalties.

To further examine differences between search methods, we generate 250 connections with ran-
domly selected amplitudes for each change, randomly selected numbers of changes per connec-
tion, and randomized intervals between two changes. The cumulative distribution of measured
F1-scores for an error margin of 200 ms reveals that 50 % of measured F1-scores are larger than
0.7 for Pelt, Bin. Seg., and Bottom Up with a penalty of 104, as shown in Figure 5.3 d).
Win.-based CPD shows significantly lower accuracy. The accuracy with a penalty of 107 is
slightly smaller than that of 104 for Pelt, Bin. Seg., and Bottom Up, and significantly smaller
for Window-based CPD. Pelt and Bottom Up Segmentation result in nearly identical F1-scores
for both applied penalties. The same observation applies to other experiments discussed above.

For our analysis of Internet traffic, we conclude that Pelt, Bott. Up, and Bin. Seg. are expected
to provide more accurate results than Window-based CPD. The measured recall values for such
search methods imply that they are more likely to detect false positives than not to detect an
intended change.

5.4 Case Study on Internet Traffic

To evaluate the suitability of our approach to classify changes in TCP throughput, we con-
duct measurements on captured Internet traffic. We compare measurement results for different
CPD methods and penalty values. Note that measurements with Pelt were not feasible due to
Pelt’s computational complexity. To survey the results of our matching analysis between period
changes (PC) and change points (CP), we calculate two shares: We define the CP share as the
share of detected change points matching a period change and the PC share as the share of pe-
riod changes that match a detected change point. The CP share represents the share of matched
change points and implies the share of unmatched change points as defined in Section 7.2. The
PC share indicates how successful period changes were matched to detected change points and
whether period changes do not coincide with an estimated throughput change.

For our study, we analyze a traffic capture provided by the Measurement and Analysis on the
WIDE Internet (MAWI) Working Group [56]. The trace taken on 31 July 2021 includes 15
minutes of Internet traffic captured at MAWI’s Samplepoint-F. We filter out TCP connections
consisting of less than 130 packets, which is considered as the minimum packet count for a BTP.
Further, we only consider IPv4 traffic. Besides packet count and IPv4, we constraint analyzed
connections to those who provide a fully captured TCP Three-Way-Handshake as data extracted
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Figure 5.4: Number of CPs per connection.

Drop TPs BTPs STPs ALPs

0.8 3588 554 617 2417
0.9 3814 590 698 2526
1.0 4550 684 967 2899

Table 5.1: Number of transfer periods for different drop values.

during the handshake is needed for the I&M algorithm. In total, we find 1649 connections that
fulfill all analysis requirements in the analyzed traffic capture. We choose a matching margin
of 300 ms implying, that we refer to a change point as matched if the difference between the
timestamp of the change point and the nearest period change is smaller 300 ms. We calculate
throughput in intervals of 100 ms. For measurements with the I&M algorithm, we choose a drop
value of 0.9 and a th value of 3 as proposed by Siekkinen et al. [35].

First, we are interested in the number of change points detected per connection. We conduct
measurements with different change point detection configurations and calculate the cumula-
tive distribution function (CDF) of the number of change points per connection as shown in
Figure 5.4. We observe that different penalty values result in significantly different numbers
of detected changes per flow for both search methods. Further, we find that the number of
changes decreases significantly with increasing penalty values. Bottom Up segmentation results
in significantly more detected change points than Binary Segmentation. Independent of the
search method and the penalty, we find that the vast majority of connections include less than
ten estimated change points while observing a very long tail of detected change points per flow.

Second, we are interested in the number of determined transfer periods. Therefore, we survey
the impact of period merging on the results of the I&M algorithm by running measurements
with different drop values, i.e., 0.8, 0.9, and 1.0. Table 5.1 shows the measured numbers of
detected periods for considered drop values. Within the 1649 analyzed connections, we find
1100 connections that only consist of one single ALP. We remove such connections from our
data set as they are not of interest for further analysis of throughput change classification. In

70



5.4 Case Study on Internet Traffic

Method Penalty Total CPs Matched CPs Unmatched CPs Matched PCs

Bin. Seg.
101 4502 683 (15.17 %) 3819 (84.83 %) 31.41%
104 2065 446 (21.60 %) 1619 (78.40 %) 20.51%
107 510 286 (56.08 %) 224 (43.92%) 12.32%

Bottom Up
101 8991 1195 (13.29 %) 7796 (86.71%) 54.97%
104 5578 878 (15.74 %) 4700 (84.26 %) 40.39%
107 819 301 (36.75 %) 518 (63.25%) 13.85%

Table 5.2: Total number and share of matched period changes (PC) and change point (CP) types.

Method Penalty Unmatched CPs in BTP in ALP in STP

Bin. Seg.
101 3819 (84.83 %) 3491 (77.54%) 286 (6.35%) 42 (0.93%)
104 1619 (78.40 %) 1527 (73.95%) 69 (3.34 %) 23 (1.11%)
107 224 (43.92 %) 209 (40.98%) 0 (0.0%) 15 (2.94 %)

Bottom Up
101 7796 (86.71 %) 6128 (68.16%) 1562 (17.37%) 106 (1.18%)
104 4700 (84.26 %) 4071 (72.98%) 567 (10.16%) 62 (1.11 %)
107 518 (63.25 %) 502 (61.29%) 1 (0.12%) 15 (1.84%)

Table 5.3: Types of unmatched change points.

total, the remaining connections consist of 2714 periods for a drop value of 0.9 as used for further
analysis.

Regarding the results of our matching analysis between CPs and PCs, as shown in Table 5.2 and
Table 5.3, we observe that the share of matched change points increases with increasing penalties.
At the same time, the absolute number of matched CPs decreases, such as the total number
of detected CPs. In contrast, the share of matched period changes increases with decreasing
penalty. This pattern can be explained by fewer change points detected for larger penalties and
more change points detected for smaller penalties. For changes detected by Bin. Seg. and a
penalty of 107, we observe a CP share of 56%, i.e., a period change can explain 56% of estimated
throughput changes. However, at the same time, the mentioned CPD configuration only has a
PC share of 12.3 %. This indicates that over 85% of the period changes are not matched by a
change point. With Bottom Up segmentation and a penalty of 104, we observe a PC share of
over 40%, respectively 54.9 % for a penalty of 10. Such large PC shares can be explained by
a larger number of detected change points, implying large numbers of unmatched changes as
shown in Table 5.3. We conclude that the penalty value can be used to either increase the CP
share at the cost of a worse PC share or vice versa.

We conduct a more fine-grained analysis of CP and PC matching shares and compute such
shares for each flow in our data set. Figure 5.5 shows the cumulative distribution of measured
CP and PC shares for measurements conducted with Bottom Up segmentation. For a penalty
of 10, we observe that nearly 40% of flows show a PC share equal to 1, implying that all period
changes within such connections coincide with a change point. At the same time, the CDF of
the CP shares for the same penalty implies large shares of unmatched change points. Contrary
to such observation, a penalty value of 107 results in significantly larger CP shares than PC
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Figure 5.5: Measured share of matched period changes and matched change points.

shares. This implies a trade-off between increasing CP and PC shares depending on the penalty
value.

5.5 Summary

In this chapter, we introduce a first approach toward the classification of individual changes in
the throughput of a TCP connection using TCP throughput limitation analysis. As a first step,
we survey the matching between the results of change point detection methods and the Isolate
and Merge algorithm introduced by Siekkinen et al. [35].

We evaluate different change point detection methods based on generated TCP traffic providing
ground truth data and conduct measurements on captured Internet traffic to survey the matching
between transfer periods and detected throughput changes. Regarding analyzed Internet traffic,
we find that, depending on the change point detection configuration, up to over 50 % of detected
changes can be matched to a change between transfer periods. High rates of matching change
points coincide with low shares of matched period changes, i.e., most period changes can not
be matched to a detected throughput change. Our measurements also reveal large numbers of
unmatched change points that mainly occur during bulk transfers.

Our observations motivate further studies on the coincidence between throughput changes and
transfer periods, like optimizing CPD configuration. Throughput changes within bulk transfers
are considered to be of interest for further analysis regarding their occurrence with changes in
the throughput limitation of a connection. Such refinement requires extending our approach
with other concepts from throughput limitation analysis, i.e., more detailed root cause analysis
of bulk transfer periods.
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5.6 Author’s Contribution

This chapter builds on the publication "Towards the Classification of TCP Throughput Changes" [79]
which is a joint work by the author of this thesis, Benedikt Jaeger, Max Reimann, Jonas Fromm,
and Georg Carle. The author significantly contributed to the publication regarding addressed re-
search objectives, the classification approach for throughput changes, and measurement method-
ologies for ground truth-based CPD evaluation. Further, the author conducted all measurements
to evaluate change point detection, conducted measurements on captured Internet traffic, and
evaluated corresponding measurement results.

The initial traffic analysis tool used for parsing captured traffic, connection mapping, and mea-
surements with the I&M algorithm and different CPD methods was implemented as part of the
Bachelor’s thesis by Jonas Fromm [92]. The pipeline to evaluate change point detection with
ground truth data and to survey matching was implemented as part of the Bachelor’s thesis by
Max Reimann [93]. Both theses were supervised by the author and pursued research objectives,
implementation requirements, and methodologies defined by the author.
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Chapter 6

Active Measurements of TCP Throughput

While large-scale passive measurements on captured Internet traffic ensure considering a broad
spectrum of involved endpoint population, observed traffic types, and connection characteristics,
like the amount of transmitted data, they only provide limited insights into conditions and
configurations of endpoints, the actual traffic type, and applications behind traffic. Further,
passive data sets make it difficult to compare the performance of connections, as a comparison
requires reference points, for instance, two connections between the same client and server.
Accordingly, passive measurements are suitable for investigating a representative population of
Internet connections but do not provide the possibility to survey impacts by specific factors, like
client configurations, on the throughput of Internet connections.

Therefore, we consider conducting active measurements on throughput, which enables the con-
trol of at least one endpoint and its configuration, allows the repeat of measurements several
times, and implies increased knowledge regarding initiated traffic. However, conducting active
performance measurements on the Internet requires identifying suitable measurement targets to
initiate traffic, for instance, public servers that host files to be downloaded during measurements.
Therefore, it is necessary to carry out dedicated measurements to identify targets.

As observed in Chapter 3, the transmission control protocol is responsible for transmitting the
majority of Internet traffic [59]. Further, Chapter 3 shows the widespread use of TCP window
scaling but not a common use of ECN and SACK on the Internet. Accordingly, the question
arises of how using such TCP performance-related options impacts the throughput of Internet
connections. While different publications survey the performance and the evaluation of web ap-
plications [94]–[98] and publications examining the deployment of TCP options on the Internet,
as described in Section 2.5, there are only limited insights into the impact of TCP option usage
on the performance of Internet connections.

This chapter is purposed (i) to introduce an approach to active TCP performance measure-
ments on the Internet, relying on downloads of files hosted by public and uncontrolled web
servers, and (ii) to evaluate measurement results from correspondingly conducted active Inter-
net measurements. We examine differences between considered vantage points used to conduct
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measurements, potential impacts by edge caching by CDNs, and impacts by performance-related
TCP options on throughput. Further, this chapter presents an analysis of results by the ap-
plied crawling procedure, i.e., the procedure to identify measurement targets, regarding the
intrusiveness of crawls and the success rate of crawling public web servers.

In particular, this chapter contributes:

• An active measurement approach and a corresponding pipeline for measurements target-
ting public Internet web servers.

• An analysis of characteristics of large-scale crawling of suitable measurement targets.

• An analysis of performance indicators observed during active Internet measurements con-
ducted from different vantage points hosted on the Internet.

The contents of this chapter are partly based on the publication:

Evaluating the Benefits: Quantifying the Effects of TCP Options, QUIC, and
CDNs on Throughput
Simon Bauer, Patrick Sattler, Johannes Zirngibl, Christoph Schwarzenberg, Georg Carle
ACM/IRTF Applied Networking Research Workshop (ANRW 2023), San Francisco,
USA, July 2023

The measurement approach for active Internet measurements on TCP performance, introduced
in Section 6.1, and the implementation of the according measurement pipeline, described in
Section 6.2, are based on the publication "Evaluating the Benefits: Quantifying the Effects of
TCP Options, QUIC, and CDNs on Throughput" [99].
The analysis of a large-scale target crawl, presented in Section 6.3, and measurements on TCP
option impact on throughput, discussed in Section 6.4 were conducted, respectively, repeated for
this thesis. Further, as an extension of the named publication, this thesis surveys impacts by a
so-called warm-up run, i.e., a download at the beginning of each measurement run per target, to
ensure that downloaded files are cached by involved points-of-presence responding for domains
hosted by CDNs.

6.1 Conducting Measurements with Public Web Servers

This section introduces an approach for active measurements with uncontrolled measurement
targets. For our study, we download files provided by public web servers taken from Internet
top lists with varying TCP options. This section describes the different steps of our active
measurement approach, as illustrated in Figure 6.1, covering the crawling of measurement tar-
gets, conducting downloads of successfully crawled files, and extracting different performance
indicators from initiated traffic.

Further, this section describes considered TCP option configurations, introduces the vantage
points used, and elaborates on ethical considerations.
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Figure 6.1: Illustration of the measurement pipeline used for Internet measurements with public web servers.

6.1.1 Crawling Measurement Targets
In order to conduct active measurements on TCP throughput on the Internet, we require suitable
measurement targets. Thereby, publicly available, uncontrolled measurement targets providing
productive web services are of interest in order to cover a varied mix that is representative for
publicly used web services on the Internet regarding properties like operating system configu-
rations, web server implementations, or deployed service infrastructures, Active measurements
require such targets to be responsive to other hosts to initiate measurements. Accordingly, we
decide to use web servers hosted on the Internet as they are (i) publicly available and (ii) re-
sponsive to HTTP(S) requests by clients, such as the used measurement host.

Internet top lists like the, meanwhile retired, Alexa Top 1M list [100] or Google’s Chrome User
Experience Report (CrUX) dataset [101] provide public domains chosen based on their estimated
popularity. Accordingly, such lists are suitable for identifying publicly reachable measurement
targets.

For our study, we refer to a suitable target as a server hosting a file satisfying a specific minimum
file size, purposed to provide comparable results between downloads from different domains and
to ensure a sufficient amount of generated traffic, for instance, to conduct capacity estimation,
as surveyed in Chapter 7. We do not focus on certain kinds of files, like images, PDF files,
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web resources, or content pages, but only require a specific minimum file size. In order to
determine files for downloads, the crawler recursively follows links found on a domain’s index
page referencing the same domain and reached by the same IP as the initially crawled URL. In
the following, we refer to the process of identifying files to be downloaded as crawling.

For crawling the target set for our measurements, we choose a minimum file size of 1MB. While
this is a relatively large file size considering the distribution of flow sizes observed in passive
data sets as discussed in Chapter 3, the same study emphasizes the relevance of connections
with such size regarding the total observed bytes.

6.1.2 Conducting Downloads
Afterward, we initiate downloads of the crawled files for each domain in the composed target set.
Thereby, we compose measurement runs per target consisting of several subsequent downloads,
for instance, considering different client configurations. In the following, one measurement
iteration refers to one measurement run per domain in the target set. We consider different
permutations of TCP option usage for downloads, introduced in Section 6.1.3. Further, we
conduct a warm-up download to avoid bias between downloads of the same measurement run
due to edge caching by CDNs. For our study, we run ten measurement iterations on all target
domains. Before each download, we freshly resolve the target domain to ensure adaption to
DNS-based load balancing. All downloads are conducted using HTTPS.

By design, the introduced measurement approach is limited to control configuration and condi-
tions at the client side of a connection, i.e., the used vantage points. This implies that the target
server and its characteristics, like operating systems, server implementations, or used congestion
control algorithms, are not known. The same applies to load conditions on the Internet paths
and at the target server.

Running downloads with different configurations back to back for one domain ensures that
conditions on the network path and the server side are as similar as possible for all downloads
of one run, e.g., regarding daytime patterns of service usage and corresponding load. Further,
measured speed-ups by different configurations are compared within one measurement run.

6.1.3 Considered Option Configurations
To study the impacts of TCP options usage, we consider three options addressing the per-
formance of TCP connections: window scaling (WS), selective acknowledgments (SACK), and
explicit congestion notifications (ECN).

TCP window scaling [63] is proposed to exceed limitations of bytes in flight implied by the length
of the window field in the TCP header from 65 kB up to 1 GB. TCP WS enables the exchange
of a factor during connection establishment to shift all following values of the window field.
Accordingly, the client can specify the scaling factor he will apply when advertising the receiver
window. Selective acknowledgments [64] are purposed to avoid unnecessary retransmissions by
explicitly specifying lost packets. This is achieved by exchanging ranges of sequence numbers
of successfully received packets. Today, WS and SACK are enabled on all major operating
systems like Linux, MacOS, or Windows [51]. However, using SACK for active measurements

80



6.1 Conducting Measurements with Public Web Servers

Label WS SACK ECN

BL (Baseline) 0 ✗ ✗
BL+ 0 ✓ ✓
WS1 1 ✗ ✗
WS2 2 ✗ ✗
WS2+ 2 ✓ ✓
WS3 3 ✗ ✗
WS7 7 ✗ ✗
WS7+ 7 ✓ ✓
WS14 14 ✗ ✗
WS14+ 14 ✓ ✓

Table 6.1: Considered TCP option configurations.

requires SACK support on the server and client side, signaled by the SACK permitted option.
Explicit congestion notifications (ECN) [65] are a measure to avoid overload on the network and,
accordingly, lost packets by enabling routers to signal congestion actively. As routers do not
access Layer 4 headers, ECN relies on two bits each in a packet’s IP and TCP header. ECN
support is signaled during connection establishment. Note that we do not consider TCP Fast
Open (TFO) [102] for this study. TFO is particularly effective if a client requests several sources
from a server, resulting in several TCP handshakes, implying overhead. This use case does not
match our approach to explicitly download single files from a target.

For our measurements, we consider different TCP option configurations, listed in Table 6.1. Next
to a baseline run that does not support any option, we consider different window scaling factors
announced by the vantage points and consider a second run with additionally enabled SACK
and ECN for selected scaling factors. Note that the number behind the WS option label specifies
the exponent used to calculate the maximum receiver window size by the formula 65.535B · 2x .

6.1.4 Vantage Points
As connection performance is expected to also depend on the location of the vantage point
(VP), considering the distance to target servers and last-mile network conditions, we use three
different vantage points for our measurements: First, a physical server located in a campus
data center in Munich (MUC), and second, two virtual machines hosted by the cloud provider
DigitalOcean in data centers located in San Francisco (SFO) and Singapore (SGP). The physical
server hosted in Munich is connected with a 1 Gbit/s up- and downlink to the German science
network (DFN) that connects to the Internet via a major Tier 1 provider. The measurement host
is equipped with an Intel Xeon E5-2630 CPU providing six physical cores at a clock frequency
of 2.6 GHz, 32 GB memory, and a Broadcom NetXtreme BCM5719 Gigabit NIC. The virtual
machines hosted in SFO and SGP are equipped with two virtual CPU cores and 4 GB memory.

6.1.5 Ethical Considerations
Active measurements on public infrastructure like the Internet require responsible measurement
practices. We followed a set of ethical measures, i.e., informed consent [103] and community
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best practices [104] during all our measurements. The physical measurement hosts’ IP addresses
can be identified via reverse DNS or WHOIS information, while the measurement host operates
an explanatory website. We maintain an abuse contact email and react quickly to all requests,
including the option to exclude a domain or IP range from further measurements. We use a
custom HTTP user agent to be identifiable as a research group and follow crawling instructions
in the robots.txt according to the Robots Exclusion protocol [105].

6.2 Implementation

This section describes the implementation of the measurement pipeline used for Internet mea-
surements with public web servers covering crawling files on measurement targets, running
downloads of such files with varying TCP option configurations, and extracting performance
indicators from captured download traffic.

6.2.1 Crawling
The crawling component sends HTTP HEAD requests in order to extract the optional HTTP
Content-Length field [106], based on the Python crawling library Scrapy [107] to determine the
size of a file. As the first tests showed that many potential targets did not provide Content-
Length information, we implemented a fallback by starting downloads of files and stopping them
if the minimum file size was successfully downloaded. The crawler allows configuring a maximum
file size to avoid time- and resource-intensive downloads of huge files. The crawler keeps track
of all already crawled URLs to avoid duplicated crawling.

In order to limit network load induced by crawling, we define several abort criteria. First,
crawling of a target domain gets aborted if a certain number of files of sufficient size are found,
which is, by default, five files. Second, the crawler enables limiting a crawl to a configurable
maximum depth per target domain, where depth corresponds to the number of links followed to
reach a certain URL. Further, the total number of requests per depth is limited by a configurable
upper bound, which, by default, is 5000 requests.

6.2.2 Downloading
Crawling targets results in a list of domains and corresponding URLS of files suitable for our
downloads. The download component iterates over the list of determined files and conducts
a measurement run, i.e., a download with each specified TCP configuration per file. Before
downloads are established, the downloader resolves the target domain’s IP address to ensure an
up-to-date resolution. Afterward, an HTTPS GET request is sent to the freshly resolved target
IP with wget2 [108]. We use the ForcedIPHTTPS adapter [109] to enable the use of specific
IP addresses while establishing a TLS/SSL connection. Download traffic gets captured with
tcpdump [110].

The downloader relies on the corresponding settings of the Linux kernel to configure TCP option
usage. In particular, the downloader configures the Kernel’s net.ipv4.tcp_ecn and
net.ipv4.tcp_sack parameters to control the usage of ECN and SACK. Window scaling is enabled
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Figure 6.2: Cumulative distribution of sizes of detected target files and the total number of requests per domain.

by the net.ipv4.tcp_window_scaling flag, while the maximum used scaling factor is limited by
configuring the maximum receive memory for TCP connections. This ensures that the advertised
receiver window does not exceed a certain size corresponding to the maximum scaled receiver
window size according to the intended window scaling factor.

6.2.3 Traffic Analysis
We calculate the mean throughput (TP), mean round trip time (RTT), and retransmission
rate (RR) for each connection. We refer to mean throughput as the fraction of transferred
data and the duration of a connection. The amount of transferred data is determined by the
sum of packet sizes of a connection, as specified by the total length field in IP packet headers.
We calculate the RTT based on the TCP timestamp option, which enables matching tuples of
corresponding packets based on TSval and TSecr values. The difference of corresponding packet
timestamps then determines an RTT sample. We calculate the RR to assess packet loss, implying
reduced sending rates due to congestion control. We determine packets as retransmissions with
tshark [111]. The retransmission rate is then calculated as the fraction of data transferred by
retransmitted packets and the total number of observed data.

6.3 On the Results of Large-scale Crawling

To analyze characteristics of the applied crawling approach regarding large-scale target sets, we
conduct a crawl on 35 thousand domains taken from the CrUX data set [101], i.e., a CrUX-based
top list publicly available on Github [112] accessed in September 2023. In particular, we crawl
all domains of the top 10 thousand entries of the data set and 25 thousand domains taken from
the rank range 10 thousand to 50 thousand. For crawling, we choose a minimum file size of
1 MB, as used for active Internet measurement studies presented in this chapter and Chapter 7.
Further, we configure an upper bound of five files per domain, a maximum of 5000 requests per
depth, and a maximum crawling depth of 8 levels. The maximum considered file size is 10MB.
Crawling was conducted in November and December 2023.
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Figure 6.3: Cumulative distributions of sent requests and identified target files per crawling depth per domain.

6.3.1 Crawling Characteristics
In total, 7700 out of the 35 thousand crawled domains result in at least one successfully identified
file, corresponding to 22% of crawled domains. By analyzing the distribution of sizes of identified
files, as shown in Figure 6.2, we find that around 70 % of files have a size between 1 MB and
2 MB, while less then 10 % of determined files are larger than 5MB.

In order to assess the intrusiveness of crawling, we analyze the number of sent HTTP(S) requests
per domain, as shown as cumulative distribution in Figure 6.2. For over 50% of domains
identified as suitable measurement targets, less than 1000 requests were sent, while over 80 %
of such domains were crawled with less than 10000 requests. The distribution of requests per
domain shows a long tail up to over 30 thousand requests. Further, we find that domains
with the fewest sent requests tend not to result in successfully crawled files. In particular, we
observe a large share of domains that did not result in a successfully crawled target file, while
the domain was crawled with less than 250 requests. However, the cumulative distributions
of requests per domain, shown in Figure 6.2, indicate that there are also domains with a large
number of requests not resulting in suitable target files. The long tail distribution of requests
per domain suggests implementing an additional total maximum of requests per domain, next
to a maximum per depth, to limit the intrusiveness of crawling.

To further optimize future crawl runs and to assess the effectiveness of crawling for different
depths, we survey the number of requests per depth and the number of files identified per depth.
Figure 6.3 shows the cumulative distribution of requests per depth per domain. We observe a
trend towards increased request counts with increased depth. As the crawler follows each link
found on depth n, more URLs are likely crawled for depth n + 1, resulting in more requests.
However, the distribution of requests sent for depth 7 shows a significant increase in domains
reaching the maximum number of requests.

Further, we analyze the distribution of the number of files per depth per domain, as shown in
Figure 6.3. Crawling on depth 0, i.e., the index website of a domain, depth 1, and depth 2,
results in the most significant shares of domains providing at least one file. Depth 1 and depth
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2 show the largest shares of domains, resulting in more than one file being found. We do not
observe an increased probability of finding suitable files on depth 7 compared to other depths
while crawling on depth 7 results in the largest share of domains reaching the maximum request
count. This observation indicates that crawling with a decreased maximum depth improves the
trade-off between intrusiveness and the effectiveness of the used crawling approach.

6.3.2 Properties of Measurement Targets
For performance measurements presented in Section 6.4, we use measurement targets based on
crawling results of the top ten thousand entries of the mentioned CrUX-based top list [112].
We are interested in properties of such measurement targets that potentially affect conducted
measurements, like the distance between vantage points and targets, in the sense of network
hops, and the CDNs behind targeted web servers.

To survey hops between vantage points and measurement targets, we conduct measurements
with tcptraceroutes [113]. We configure a maximum hop count of 30 and a timeout value of
60 seconds. Note that measurements were conducted in June and July 2024, i.e., after the
performance measurements presented in Section 6.4 were conducted. For each measurement
target, we conduct five traceroutes and determine the median hop count. Figure 6.4 shows the
cumulative distribution of median hop counts for each vantage point. We observe a minimum
hop count of 6 for the vantage point in Munich (MUC) and 7 for the vantage points in San
Francisco (SFO) and Singapore (SGP). Around 50 % of targets are reached by at maximum one
more hop compared to the minimum hop count. Afterward we observe a similar distribution for
the vantage points in MUC and SFO, while measurements from SGP tend to result in increased
median hop counts.

Next to the distance between vantage points and measurement targets, we are interested in CDNs
potentially hosting targeted web services. Accordingly, we map domains to CDN providers based
on the IP addresses observed for a domain, their mapping to the announcing autonomous system
(AS) based on BGP dumps from a Route Views [114] collector, and a mapping of ASes to their
respective organizations based on the work from Arturi et al. [115]. Table 6.2 shows the number
of domains for the five most frequently observed organizations behind ASes of target IPs. Over
50 % of all considered measurement targets are hosted by Cloudflare or Amazon. Additionally,
around 16 % of target domains are associated with Akamai, Fastly, or Google, while we observe
a significant decrease of domains per organization within the top five organizations.

6.4 Active Measurements of TCP Throughput on the In-
ternet

This section evaluates the throughput of TCP connections observed during actively initiated
downloads of files hosted by public web servers. First, we introduce the used target set, i.e., a
set of domains providing a suitable file for downloads in Section 6.4.1. Afterward, we compare
performance indicators between used vantage points (VP) in Section 6.4.2. Section 6.4.3 surveys
impacts by warm-up runs, which aim to ensure that downloaded files are cached by edge servers
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Figure 6.4: Cumulative distribution of median hop counts per measurement target. For each target, five
measurements with tcptraceroute were conducted.

Provider Count of targets

Cloudflare 767
Amazon 305
Akamai 177
Fastly 95
Google 65
Others 659

Total 2068

Table 6.2: Overview of the five organizations with the largest numbers of associated domains.

of CDNs for subsequent downloads. Further, Section 6.4.4 addresses the impacts of TCP options
on throughput.

6.4.1 Measurement Targets
The used target set consists of crawling results based on the CrUX dataset [101], i.e., the top ten
thousand entries of a CrUX-based top list publicly available on Github [112]. The mentioned
top list aggregation is based on CrUX data published in September 2023. In particular, the
target list corresponds to the crawling results of the top ten thousand domain crawl examined
in Section 6.3.

We conduct two measurement series from each VP, each consisting of 5 measurement itera-
tions per target. We observe that not all downloads from successfully crawled domains succeed,

Run Successful DLs BL domains WS14 domains WS14+ domains

MUC_1 88,964 1849 1849 1603
MUC_2 88,787 1824 1823 1584
SFO_1 85,760 1767 1767 1509
SFO_2 84,807 1740 1744 1487
SGP_1 82,095 1710 1708 1464
SGP_2 81,330 1685 1681 1442

Table 6.3: Conducted measurement iterations, the total number of successful downloads, and domains resulting
in successful downloads.
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e.g., because crawled files are no longer available. Table 6.3 lists the total number of successful
downloads and the number of domains resulting in successful downloads for different option
configurations for each measurement series. While we observe minor deviations of domains re-
sulting in successful downloads between the two measurement series conducted from the same
VP, there are more significant differences regarding measurement runs conducted from different
VPs. Such observation might be explained by domains blocking download attempts from the
VP, for instance, through human verification applied for selected IP ranges as used by Cloud-
flare [116].

Further, we find that the number of domains resulting in successful downloads is smaller for
downloads intended to use ECN and SACK compared to domains with a successful baseline
download. This does not imply that downloads were not conducted successfully but that the
target server did not support ECN and SACK. Corresponding downloads are not considered for
further analysis of the impacts of TCP options.

6.4.2 Comparison of Performance Indicators per Vantage Point
Conducting measurements from different vantage points suggests varying performance and po-
tentially differing impacts by option configurations, for instance, due to different traversed In-
ternet paths and distances between vantage points and measurement targets. Therefore, we
compare extracted performance indicators of the used vantage points. Figure 6.5 shows the cu-
mulative distribution function (CDF) of mean throughput, mean RTT, and retransmission rate
for the three vantage points for all considered option configurations except warm-up runs. The
VP in MUC results in a larger mean throughput up to about the 70th percentile of samples. Af-
terward, the VPs in SFO and SGP show larger shares of downloads with significantly increased
mean throughput compared to the VP in MUC.

This observation correlates to the distribution of mean RTTs. In particular, we find that the
VPs in SFO and SGP result in a significant share of mean RTTs smaller than 5ms, which is not
observed for the VP in MUC. We observed such a pattern in previous measurements as well [99],
where we traced back such small RTTs to connections to targets hosted by CDNs like Akamai,
Cloudflare, and partly Amazon. Such observation indicates that edge serves of such CDNs are
located very close to the used vantage points in SFO and SGP, e.g., within the same physical
data center. The VP in MUC shows smaller mean RTTs for most of the remaining samples.

Analyzing retransmission rates per VP shows that most downloads do not suffer from any
retransmission. For downloads conducted from the VP in Munich over 92.5 % of connections
result in a retransmission rate equal to zero. For downloads conducted from SFO and SGP, this
observation applies to over 95 %. However, distributions of observed retransmission rates also
show connections suffering from retransmission rates of several %.

6.4.3 Impacts by Warm-Up Runs
During previous measurements [99], we observe significant performance differences between the
first download of a measurement run per domain and the subsequent downloads of the same
measurement run, even when downloads are conducted with the same option configuration. This
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Figure 6.5: Cumulative distribution of measured performance indicators for each vantage point across all
measurement iterations.

observation suggests impacts due to edge caching applied by CDNs hosting web services behind
a domain to optimize performance, i.e., downloaded files get cached at an edge server after a
download to faster provide the file for following requests of the same resource by users served
by the same point-of-presence. In order to avoid bias by the order of downloads within one
measurement run, we propose so-called warm-up downloads to ensure that all downloads with
different option configurations are conducted based on cached files.

However, we are interested in the impacts of applied edge caching on observed performance. Ac-
cordingly, we conduct measurements only considering the baseline configuration, i.e., downloads
without any supported TCP option. In particular, we conduct three measurement iterations,
while each run per domain consists of five downloads with the baseline configuration. Note that
such measurements were only conducted with the VP in Munich.

Figure 6.6 shows the cumulative distribution of mean throughput for each conducted download
according to their order within the measurement run per domain separated for each conducted
measurement iteration. For all measurement iterations, we observe a similar pattern, i.e., a
significant right shift of throughput after the first conducted download. Further, examined dis-
tributions show further right shifts after the second conducted download correlating to the order
of downloads, while such shifts are significantly smaller compared to the observed performance
decrease after the first download.
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(a) First measurement iteration.
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(b) Second measurement iteration.
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(c) Third measurement iteration.

Figure 6.6: Distribution of mean throughput measured during experiments only considering the baseline con-
figuration. All measurements were conducted from the vantage point in Munich. Each measurement iteration
consists of five subsequent downloads per domain.

As CDFs only represent performance across all conducted downloads, we additionally compare
the throughput of downloads conducted subsequently within one measurement run directly.
This is done by calculating the so-called speed-up factor describing the performance differences
between two downloads of the same measurement run, i.e., we determine the speed-up factor
as the fraction of the throughput of two downloads. Accordingly, the speed-up factor solves
the formula downloadB_throughput = speed_up_factor · downloadA_throughput. Table 6.5
shows buckets of speed-up factors determined between different positions of downloads of a
measurement run. Note that we refer to a speed-up as positive (+) if the speed-up factor is
larger than 1. Correspondingly, a negative speed-up (-) refers to a factor smaller than 1.

Analyzing speed-ups confirms significant shares of measurement runs with significantly increased
throughput after the first download. Around 70 % of measurement runs show a positive speed-
up between the first download (1) and the subsequent downloads (2, 3, 4, 5), implying that the
subsequent speed-ups result in increased throughput. Around 20% of measurement runs result
in a negative speed-up after the first download between 0.9 and 1.0, indicating only a slight
performance decrease. In contrast, over 30 % of such samples show a positive speed-up larger
than 1.3, and over 20 % of samples show a positive speed-up larger than 1.5.

Further, we survey speed-up factors after the second download, i.e., we compare the performance
of the second, third, fourth, and fifth downloads. As shown in Table 6.5, such downloads result
in significant clusters of speed-up factors between 0.9 and 1.1 consisting of around 60% of all
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2 1 68.2 31.8 2.8 2.7 4.7 19.1 22.5 9.4 6.4 7.3 22.5
3 1 69.9 30.1 2.1 2.7 4.8 17.0 23.6 9.3 6.3 8.0 22.7
4 1 70.8 29.2 2.3 2.4 5.4 16.3 23.4 8.7 6.3 7.1 25.3
5 1 71.2 28.8 2.1 2.5 5.2 16.7 22.9 8.9 6.2 7.5 25.6

3 2 53.1 46.9 3.7 4.7 6.0 28.0 30.1 6.5 4.5 4.0 8.0
4 2 53.6 46.4 3.5 3.7 6.5 29.2 29.8 6.3 4.0 4.3 9.4
5 2 56.2 43.8 3.4 3.6 6.4 27.2 31.7 7.1 3.3 4.6 9.5

4 3 51.4 48.6 3.9 4.2 7.1 30.6 28.4 6.5 4.3 3.6 8.6
5 3 51.7 48.3 3.5 3.7 7.2 31.2 29.5 5.7 3.6 4.9 8.0

5 4 51.1 48.9 4.0 4.5 6.1 30.9 29.7 6.0 3.7 4.4 7.4

Table 6.4: Speed-ups between downloads conducted with the baseline configuration within one measurement
run. All values are in %.

compared samples, while over 70% of samples result in a speed-up factor between 0.8 and 1.2.
Further, we observe nearly balanced shares of positive and negative speed-ups between such a
subset of downloads with a slight tendency towards positive speed-ups, indicating that a higher
position in the measurement run slightly tends to result in larger throughput. However, we still
find shares of large speed-up values, i.e., between 3.4 % and 4% of measurement runs result in a
factor smaller than 0.5 and between 7.4 % and 9.5 % of samples result in a speed-up larger than
1.5.

We conclude that warm-up runs are necessary to avoid bias on subsequent downloads by caching
downloaded files. Further, while we observe significant clusters, the throughput of downloads
may vary significantly without any client configuration change, which needs to be considered for
upcoming analysis.

6.4.4 Impacts by TCP Options
This section evaluates the impacts of the use of performance-related TCP options on mean
throughput. We first survey impacts by different TCP window scaling factors and, afterward,
the impacts by additionally using ECN and SACK. Measurements were conducted from three
vantage points located in Munich, San Francisco, and Singapore. We conduct ten measurement
iterations, i.e., ten measurement runs per domain. Note that downloads are conducted with a
warm-up run, which is not considered for analysis.

Impacts by window scaling: We survey the cumulative distribution of mean throughput ob-
served for measurements with a particular window scaling configuration, as shown in Figure 6.7
for each vantage point. Corresponding CDFs indicate that conducting downloads with the con-
figuration WS1, as introduced in Table 6.1, significantly increases throughput compared to the
baseline configuration, which does not support window scaling. Increasing the window scaling
factor to 2 and 3 implies an increasing right shift of the cumulative distributions of through-
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Figure 6.7: Distribution of mean throughput measured with different TCP window scaling factors.

put compared to the baseline, respectively, WS1. However, regarding the comparison between
window scaling factors 3, 7, and 14, CDFs only indicate marginal performance improvements.
This is reasonable, considering the relation between the file sizes used for conducted downloads
and the maximum window size implied by such factors. A window scaling factor of 3 implies a
maximum advertised receiver window of 524 kB while file sizes are mostly around 1 MB. This
relation implies only a small potential for throughput being limited by the receiver window. A
window scaling factor of 7, respectively 14, implies even larger maximum receiver window sizes,
i.e., the whole file can be sent within one receiver window size. Accordingly, increasing the factor
from 7 to 14 is expected to have no impact on measured throughput.

As analyzing cumulative distributions across several measurement runs and all targets does
not reveal actual speed-ups by window scaling for individual samples, we calculate the speed-
up factor between downloads conducted with different option configurations but within the
same measurement run. As described above, we refer to speed-up as the factor describing
the relation between the mean throughput of measurement samples observed for two different
option configurations, i.e., speed-up described by the formula second_config_throughput =

speed_up_factor · first_config_throughput.

Table 6.5 shows buckets of speed-up factors for considered window scaling configurations to
the baseline configuration. Doubling the maximum receiver advertised window compared to
the baseline configuration, i.e., comparing WS1 throughput to BL throughput, implies positive
speed-up for 63.9% of conducted measurement runs. Running downloads with a window scaling
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WS1 BL 63.9 36.1 3.6 6.0 17.0 23.8 11.5 7.5 5.3 5.1 10.7
WS2 BL 67.0 33.0 3.5 5.6 15.3 18.7 10.4 7.6 7.0 10.8 12.5
WS3 BL 69.1 30.9 3.3 5.2 14.4 18.1 10.3 7.6 6.3 8.2 18.5
WS7 BL 69.3 30.7 3.4 5.2 14.3 18.1 10.2 7.7 6.2 7.4 19.7
WS14 BL 70.2 29.8 3.3 5.1 13.7 17.8 10.3 7.6 6.1 7.5 20.9

WS2+ BL 69.6 30.4 3.1 5.0 14.2 18.0 10.6 7.9 7.0 11.2 14.8
WS7+ BL 70.8 29.2 3.1 4.9 13.6 17.5 10.3 7.7 5.9 7.2 22.1
WS14+ BL 72.3 27.7 2.9 4.9 13.3 17.0 10.4 8.0 6.1 7.7 23.1

BL+ BL 53.9 46.1 3.8 6.2 25.3 26.1 6.1 3.5 4.4 4.0 9.8
WS2+ WS2 51.6 48.4 4.1 6.9 25.4 24.4 6.4 3.5 3.9 4.0 9.4
WS7+ WS7 50.8 49.2 4.2 7.5 25.5 24.7 6.5 3.6 4.0 3.9 8.1
WS14+ WS14 51.4 48.6 4.4 7.6 26.0 25.1 6.8 3.8 4.3 3.8 7.6

Table 6.5: Shares of downloads with a specific configuration (Conf.) resulting in a certain speed-up compared
to another configuration (vs.) aggregated for all VPs. All values are in %.

factor of 2 (WS2) results in a positive speed-up for 67.0% of samples compared to the baseline.
Larger considered window scaling factors, i.e., 3, 7, and 14, show comparable positive speed-
up factors between 69.1% and 70.2%. Thereby, around 40 % of measurement runs result in a
speed-up factor larger than 1.2. Further, nearly 20% of measurement runs result in a speed-up
factor larger than 2, implying that mean throughput measured with WS3, WS7, and WS14 at
least doubled compared to throughput measured with the baseline configuration. Such share
is significantly smaller for throughput measured with WS1 and WS2, i.e., 10.7 %, respectively,
12.5 %.

Impacts by ECN and SACK: Next, we are interested in the impacts of enabling ECN and
SACK on throughput. Again, we first analyze the cumulative distributions of mean throughput
observed per VP to assess the general impacts of such options, as shown in Figure 6.8. In
particular, Figure 6.8 shows the distributions of observed mean throughput for different win-
dow scaling configurations with and without ECN and SACK support. CDFs show that the
distributions with and without ECN and SACK are quite similar, indicating only little impact
by such additional used options, while throughput with ECN and SACK usage tends to slightly
increase shares of downloads with larger throughput. As elaborated above, the most significant
performance differences can be traced back to enabling TCP window scaling.

Analyzing corresponding speed-up factors confirms slightly increased throughput for downloads
with ECN and SACK, as shown in Table 6.5. In particular, Table 6.5 compares the throughput of
downloads with ECN and SACK, i.e., BL+, WS2+, WS7+, and WS14+, to downloads without
both options, i.e., BL, WS2, WS7, and WS14. Comparing WS2+, WS7+, and WS14+ to the
baseline download results in similar speed-ups as observed for the comparison of the baseline
to WS2, WS7, and WS14, while all shares of positive speed-ups increase, despite the bucket
1.0 - 1.1. Conducting downloads with ECN and SACK support but without window scaling
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(b) Vantage point in SFO.
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(c) Vantage point in SGP.

Figure 6.8: Distribution of mean throughput measured with and without ECN and SACK.

results in 53.9% of samples with positive speed-ups, while over 50 % of samples cluster between
0.9 and 1.1. For option configurations with enabled window scaling, we observe even smaller
performance impacts by enabling ECN and SACK with positive speed-up shares between 50.8 %
and 51.4 %.

In summary, these observations imply a significantly smaller impact by ECN and SACK com-
pared to TCP window scaling. ECN and SACK are expected to improve the throughput of TCP
connections in scenarios with network congestion by avoiding packet loss (ECN) or mitigating
the impacts of packet loss (SACK) or in scenarios with other causes of packet loss (SACK). As
elaborated in Section 6.4.2, analyzed download traffic only shows small shares of connections
suffering from retransmissions, indicating that connections do not experience significant network
congestion or that congestion is mitigated sufficiently by buffering middleboxes. However, it is
likely that the measurement setups used impact retransmission rates, e.g., regarding the close-
ness of the vantage points used to the core of the Internet or last-mile network path capacities.
This circumstance motivates conducting measurements on ECN and SACK effectiveness in more
diverse setups, e.g., considering artificially induced packet loss.

6.5 Summary

This chapter introduced a measurement approach to conduct active TCP performance measure-
ments with public targets on the Internet. The approach relies on crawling public web servers
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VP 0 1 2 3 - 5 6 - 10 11 - 100 >100

ECN CWR Flags

MUC 0.00% 97.78 % 1.42% 0.53 % 0.12% 0.09 % 0.05%
SFO 0.00% 97.13 % 1.25% 0.90 % 0.45% 0.27 % 0.00%
SGP 0.00% 97.79 % 1.24% 0.60 % 0.21% 0.14 % 0.00%

SACK Blocks

MUC 92.32% 2.90 % 0.96% 0.94% 0.54% 1.29% 1.05%
SFO 80.67% 10.12 % 3.28% 2.44 % 0.97% 1.72 % 0.79%
SGP 90.35% 4.14 % 1.17% 0.92% 0.59% 1.77% 1.06%

Table 6.6: Share of connections with different numbers of observed CWR flags and SACK blocks. Note that
only measurements with enabled ECN, respectively, SACK, are considered.

to determine files suitable for downloads to generate traffic for analysis. We conduct a crawl on
35 thousand domains taken from the top 50 thousand domains determined by Google’s CrUX
dataset [101] for files larger than 1MB. Such large-scale crawl results in a success rate around
20 %. Analyzing meta statistics of crawling shows that increased crawling depth tends to imply
larger numbers of sent requests, i.e., increased intrusiveness, without increasing the probability
of detecting files compared to less-deep crawling levels.

Based on a subset of successfully crawled public Internet targets, we conduct a measurement
study on the impacts of edge caching and TCP option usage, considering window scaling, ECN,
and SACK. During experiments without varying client configuration, we observe that around
70 % of measurement runs per domain result in a throughput increase after the first conducted
download, while throughput is increased by a factor larger than 1.5 for over 22 % of samples. Such
a significant performance increase is likely caused by edge servers of CDNs caching the requested
file and providing the file faster for subsequent downloads. Accordingly, conducting warm-up
downloads before downloads that are used for the further analysis of configuration impacts
on throughput is strongly recommended. We find that window scaling has the most significant
impact on throughput compared to other considered options by increasing throughput for nearly
70 % of samples with a scaling factor larger than two compared to the baseline configuration
without any supported option. Further, sufficiently large scaling factors result in at least doubled
mean throughput for nearly 20 % of samples compared to throughput achieved with the baseline
configuration. Enabling ECN and SACK next to window scaling improves mean throughput
for only small shares of samples. However, we also observe only small shares of connections
suffering from retransmissions, indicating minor impacts by network congestion causing packet
loss. To quantify the actual use of ECN and SACK during conducted measurements with enabled
ECN, respectively, SACK, we analyze the number of ECN CWR flags and SACK blocks for
each conducted download. Such numbers, as shown in Table 6.6, confirm that the majority of
connections did not use CWR flags after the TCP handshake, respectively, SACK blocks. This
circumstance should be taken into account when assessing the impacts of ECN and SACK.
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6.6 Author’s Contribution

The contents of this chapter partly build on the publication "Evaluating the Benefits: Quanti-
fying the Effects of TCP Options, QUIC, and CDNs on Throughput" [99], which is a joint work
by the author, Patrick Sattler, Johannes Zirngibl, Christoph Schwarzenberg, and Georg Carle.
The author contributed significantly to the research objectives pursued, and the measurement
approach introduced and conducted presented measurements. Further, the author implemented
significant parts of the PCAP analysis and downloader component.

The author repeated all measurements for this thesis using the measurement pipeline introduced
in the named publication. For the repetition of measurements, the measurement approach
was extended for further TCP option configurations and warm-up runs. Further, the author
conducted the surveyed large-scale crawl of potential measurement targets and examined the
discussed characteristics of the crawl.

The described crawling approach and the corresponding implementation, as well as the initial
version of the downloader component, were developed in the scope of the Master’s thesis by
Christoph Schwarzenberg [117] which was advised by the author, Benedikt Jaeger, and Patrick
Sattler. The extension of the downloader component to support different TCP options was im-
plemented in the scope of the Master’s thesis by Mohammad Shaukat [118]. The author of this
thesis supervised the named theses, which followed research objectives and methodologies spec-
ified by the author. The mapping of target domains to ASes and their organizations discussed
in Section 6.3 was conducted by Johannes Zirngibl.
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Active Capacity Measurements

Capacity is a metric of major importance for service and network providers, applied for analysis
of infrastructure deployments or measurements of available bandwidth. Further, as elaborated
in Chapter 2, the capacity of network paths is used to detect throughput limitations by unshared
bottleneck links. Accordingly, capacity estimation is a frequently addressed topic, resulting in
different approaches and corresponding implementations, addressed in Section 2.4.

Packet-pair dispersion (PPD) is one of the most common capacity estimation approaches en-
abling single-ended, double-ended, and passive measurements, as the approach only requires
inter-arrival times (IATs) between consecutively observed packets and corresponding packet
sizes. Further, PPD-based capacity estimation is independent of the transport layer protocol
used, enabling different kinds of traffic for actively conducted measurements. PPD-based esti-
mates might be affected by interference with cross-traffic and buffering by middleboxes, as IATs
of an analyzed packet flow may get compressed or expanded by foreign packets, resulting in
falsified capacity estimates.

However, there are no recent studies on the accuracy of PPD-based capacity estimation in the
Internet. At the same time, we assume a significant evolution of capacities, traffic volumes,
and evolved queuing mechanisms since PPD-based capacity estimation was evaluated by related
work between 2000 and 2010 [20], [21], [25]. This chapter addresses the accuracy of PPD-based
capacity estimation in the Internet nowadays and presents active measurement results surveying
end-to-end capacities of Internet paths. In particular, this chapter surveys the application of
TCP download traffic and responses to bursts of ICMP Echo requests for PPD-based capacity
estimation. To assess accuracy based on ground truth data, we conduct measurements in physical
and emulated test environments and with controlled targets on the Internet. In addition to
the accuracy of estimates, we survey the responsiveness of Internet routers to ICMP-based
measurements. Further, we run measurements with public Internet targets to survey deployed
capacities.



Chapter 7: Active Capacity Measurements

The contents of this chapter are partly based on the publication:

On the Accuracy of Active Capacity Estimation in the Internet
Simon Bauer, Janluka Janelidze, Benedikt Jaeger, Patrick Sattler, Patryk Brzoza, Georg
Carle
IEEE/IFIP Network Operations and Management Symposium (NOMS 2023), Miami,
USA, May 2023

The approach for measurements in controlled setups, on hybrid Internet paths, and with public
Internet targets, as described in Section 7.2, are based on the publication "On the Accuracy of
Active Capacity Estimation in the Internet" [119]. The same applies to the description of the
used implementation of the PPrate algorithm and traffic generation for ICMP-based measure-
ments, introduced in Section 7.3, and the tool used to conduct Internet measurements, introduced
in Section 7.3.2.
Measurements conducted in hardware-based test setups, discussed in Section 7.4.2, on hybrid
Internet path, discussed in Section 7.5.1, and measurements on public Internet target, evaluated
in Section 7.5.2 are also based on the named publication [119].
The contents of the named publication are extended by a technique proposed to mitigate com-
pressed IATs due to interrupt coalescence, described in Section 7.3. The introduced technique is
tested based on measurements with enabled and disabled generic receive offloading (GRO) con-
ducted for this thesis, presented in Section 7.5.2. Further, this thesis presents an evaluation of
the used implementation of capacity estimation in emulated test environments in Section 7.4.1.

7.1 Terminology and PPD-based Capacity Estimation

We refer to capacity as the minimum physical bandwidth of a network path, corresponding to
the maximum achievable transmission rate. Considering a network path P consisting of n hops
hi between the sender S and the receiver R, i.e., P = (h1, ..., hn), we define Ci as the capacity
of the link between hop hi and hi−1. The capacity C of path P is then determined by the hop
providing the smallest capacity Ci , i.e., CP = min{C1, ...,Cn}. We refer to the link with the
smallest Ci as the narrow link of the path P.

Packet pair dispersion is one of the most common approaches to capacity estimation [120]. PPD-
based capacity estimation relies on pairs of packets p0 and p1 of packet size L sent consecutively
without delay between each other. The inter-arrival time (IAT) between p0 and p1 measured at
the receiver R is then referred to as dispersion. With the time interval between p0 and p1 at hop
i referred to as ∆i and ∆1 = L

C1
, ∆i = max(∆i−1,

L
Ci
). Accordingly, the narrow link determines

the dispersion observed at R and allows to calculate the capacity of path P as C = L
∆narrow_link

.

Researchers introduced different tools exploiting the advantages of PPD-based capacity estima-
tion, like the independence of the used protocol, single-ended measurements, or utterly passive
capacity estimation conducted on captured network traffic. However, PPD-based estimation is
sensitive to interference with cross-traffic and corresponding queuing effects when packets get
buffered. In particular, interference with cross-traffic potentially results in either compression
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or expansion of IATs between packet pairs, implying falsified estimates. Next to PPD-based
capacity estimation, variable packet size probing (VPS) is a frequently considered approach to
capacity estimation [39], [121]. VPS-based approaches enable estimating capacities for single
hops of a network path. This is achieved by actively probing capacity to each hop on the
path. However, VPS-based estimates require active measurements and are sensitive to delays
by store-and-forward devices [122].

As scalable measurements with reduced intrusiveness are of major interest for future research
projects, and PPD-based estimation can be applied more flexibly, we focus on PPD-based capac-
ity estimation for this work. However, determining the narrow link position on a path is also of
interest to researchers and service providers. Therefore, we consider PPD-based measurements
based on ICMP Echo requests described in Section 7.3.

7.2 Measurement Approaches

One purpose of this study is to survey the accuracy of capacity estimates conducted in the
Internet. We refer to accuracy as the deviation of an estimate to the actual capacity. Further,
we are interested in end-to-end capacities observed during measurements with public Internet
targets.

For our study on capacity estimation in the Internet, we surveyed the availability of capacity
estimation tools in order to consider them for our measurements. We find that only pathrate is
available and maintained [38]. While clink is also available, first measurements with the tool in
controlled test environments did not result in meaningful results. pbprobe is also available for
download but did not compile on different tested operating systems. Other tools either provide
broken references to corresponding sources or were not published. Therefore, we implement
capacity estimation based on the PPRate algorithm introduced by En-Najjary and Urvoy-Keller
[20]. We choose PPRate as it is assumed to be robust regarding outlying dispersion pairs and
allows flexible traffic generation for active measurements as it is a passive estimation tool.

To estimate capacities, we implement a tool based on the PPrate algorithm in Python. As
PPrate is a passive estimation tool, we need to actively initiate traffic for our measurements. We
generate TCP traffic by requesting files via HTTP and ICMP traffic by sending bursts of ICMP
Echo requests and capturing corresponding ICMP Echo replies. Details on the implementation
of passive capacity estimation and traffic generation are addressed in Section 7.3.

Evaluation in Controlled Environments: First, we conduct measurements in emulated test en-
vironments, as shown in Figure 7.1a, to validate our measurement tools and to assess the ac-
curacy and robustness of PPD-based capacity estimation regarding varying network conditions.
Running measurements in emulated environments enables the control of network properties
like cross-traffic interference, packet loss, delays, or path lengths. Therefore, we implement a
measurement framework providing automated testing of different network scenarios based on
Mininet [123], as introduced in Section 7.4. As emulated environments imply limited maxi-
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Measurement host Target

Bottleneck

Emulated Environment

(a) Measurement setup with fully controlled network conditions.

Measurement host Target

Internet
Bottleneck

Emulated Environment

(b) Setup for measurements with hybrid Internet paths.

Measurement host Target

Internet

(c) Setup for measurements with public target servers.

Figure 7.1: Considered measurement setups.

mum bandwidths, we additionally conduct measurements in physical setups with capacities of
1 Gbit/s, respectively 10 Gbit/s.

Measurements on Hybrid Internet Paths: Second, we conduct measurements on paths through
the Internet while we control both endpoints and the first, respectively, last hop capacity im-
plemented with emulated network segments, as illustrated in Figure 7.1b. These hybrid setups
allow measurements with ground truth data to assess accuracy, while analyzed traffic is expected
to be affected by varying conditions on the Internet paths. For our measurements, we use four
different virtual nodes hosted in data centers in Munich (MUC), Helsinki (HEL), San Francisco
(SF), and Singapore (SG), equipped with resources as shown in Table 7.1, resulting in a total
of 12 paths considering both directions between all nodes.

Measurements with Public Internet Targets: Third, we conduct measurements with public
and uncontrolled Internet servers to survey capacity deployments. Conducting measurements
with uncontrolled targets requires traffic generation without access to the server side. Traffic
generation with ICMP Echo requests is straightforward, assuming targets reply reliably. We
establish downloads of files hosted by the measurement targets for TCP-based measurements.
This approach requires crawling potential targets for suitable files, as introduced in Chapter 6.

7.3 Implementation

This section describes the implementation of tools used for conducted measurements, i.e., an
implementation of the PPrate algorithm, generation of ICMP traffic, a tool to evaluate capacity
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Name Location vCPU Mem.

MUC Munich, Germany 4 18 GB
HEL Helsinki, Finland 4 8 GB
SF San Francisco, USA 2 2 GB
SG Singapore 2 2 GB

Table 7.1: Measurement hosts used for hybrid Internet measurements.

estimation in controlled environments, and a tool to conduct measurements on hybrid Internet
paths.

7.3.1 Capacity Estimation and Traffic Generation
Passive capacity estimation based on the PPrate algorithm: We implement a tool based on
the PPrate algorithm, introduced by En-Najjary and Urvoy-Keller [20], in Python3. PPrate is
a passive capacity estimation tool applying analysis of packet pair dispersion and filtering of
observed outliers. The tool expects either a traffic capture or a list of inter-arrival times of a
connection with the corresponding maximum segment size (MSS) of the connection. En-Najjary
and Urvoy-Keller propose to filter outlying IATs to prevent impacts by cross-traffic interference,
the application layer, or other throughput limitations like flow control. In particular, PPrate
filters IATs larger than min(p75 + IQR, p95) and smaller than p25− IQR with IQR referring to
the interquartile range of all observed IATs.

Based on filtered IATs, the algorithm determines a histogram of capacity probes calculated
based on observed IATs δt and the MSS by the formula C = MSS

δt . The histogram is generated
based on the configured capacity resolution, i.e., the used bin width for the histogram. The
capacity resolution represents a trade-off between increasing the tool’s numerical accuracy and
the probability of getting multi-modal instead of uni-modal probe distributions [20]. As proposed
by En-Najjary and Urvoy-Keller, we choose a bin width of 5 % of the IQR of observed IATs.
Afterward, the histogram is analyzed for a single mode. If such a mode is detected, it directly
determines the capacity estimate. If there are several modes, the PPrate algorithm tries to
determine the so-called Asymptotic Dispersion Rate (ADR) by eliminating less significant modes.
This is done by calculating the dispersion between trains of packets, i.e., between sequences
of n packets. Thereby, n increases until the capacity probe histogram shows a single mode
corresponding to the ADR. Afterward, capacity is estimated as the first mode larger than the
ADR in the capacity probe histogram determined for packet pairs.

Due to our observations during Internet measurements, as presented in Section 7.5, we extend
the PPrate algorithm by two features. The first feature is an option to skip the second phase of
mode determination and instead choose the most significant bin of the capacity probe histogram,
i.e., the bin with the most samples, as the final estimate. Accordingly, the adapted version does
not determine the ADR as initially proposed for the second phase of PPrate but directly chooses
the bin with the most samples. Second, our implementation enables the use of actual packet sizes
instead of the MSS of a connection. Using observed packet sizes is purposed to counteract the
effects of receive offloading, which implies merging TCP packets by the network interface card
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(NIC) and, accordingly, larger packet sizes observed by the operating system. We determine
packet sizes as the Ethernet frame size to estimate Layer 2 capacities.

Filtering IATs compressed by interrupt coalescence: As observed during measurements in con-
trolled hardware setups, discussed in Section 7.4.2, and hybrid Internet path setups, discussed in
Section 7.5.1, capacity estimates based on software timestamps by the operating system might
be falsified by significantly compressed inter-arrival times. Such compression is caused by in-
terrupt coalescence (IC) by the NIC. IC is a technique to avoid one hardware interrupt per
packet by holding back the corresponding event for a certain time interval or number of received
packets. When IC is applied, several packets are processed by the same interrupt, resulting
in nearly equal software timestamps, as timestamps correspond to the point in time when the
operating system processes the packets and not to the point in time when packets are received
by the NIC. As a result, capacity might be highly overestimated.

To prevent such IC-caused overestimation, we consider a technique to aggregate packets that
are likely processed by the same interrupt to one large packet after capturing. The technique
relies on a fixed threshold value to classify IATs as a result of two packets processed by the same
interrupt. If an observed IAT is smaller than the threshold, we sum up the packet sizes of both
packets. Afterwards, a tuple of the aggregated packet size and the IAT between the first packet
of the IC-batch and the last packet before such batch are used as input for the implemented
PPrate algorithm.

Traffic generation for active ICMP measurements: While TCP-based capacity estimation is lim-
ited to estimating end-to-end capacity, it is also of interest which link on a network path is the
narrow link, i.e., the link with the smallest capacity. Therefore, we are interested in the suitabil-
ity of ICMP traffic, particularly ICMP Echo requests and corresponding Echo replies, analyzed
with PPD-based capacity estimation. Relying on ICMP Echo requests enables measurements to
be conducted in a traceroute-like manner, i.e., estimating capacity from the measurement host
to each hop on the network path. Such a procedure results in an estimate for each hop, while
the minimum estimate equals the end-to-end capacity.

One major aspect of this ICMP-based approach is the generation of ICMP Echo requests, as the
intervals between two requests imply an upper bound to capacities that can be estimated. For
instance, estimating a capacity of 1Gbit/s requires sending ICMP Echo requests with intervals
of at maximum 12 µs assuming packet sizes of 1500 B, as δt = L

C = 1500 B
1 Gbit/s ≈ 12µs. Therefore,

we implement multi-threaded ICMP traffic generation in C based on preloading Echo requests
in memory. After sending ICMP Echo requests, the tool captures corresponding Echo replies
and extracts a list of inter-arrival times, which is then processed by our implementation of the
PPrate algorithm.

7.3.2 Tools for Measurement Setups
We implement two independent measurement tools for our measurements with ground truth
data. First, we implement a tool for measurements in emulated environments based on the
network emulation tool Mininet [123] purposed to validate capacity estimation tools in various
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Measurement host Target

CT sender

CT receiver

Figure 7.2: Topology for capacity measurements in emulated environments.

measurement scenarios considering network parameters like delays, packet loss, interference
with cross-traffic, or narrow link capacity. Second, we implement a distributed measurement
tool purposed to control first and last hop capacities in uncooperative environments like the
Internet.

Testing in controlled environments: For evaluating capacity estimation tools in controlled en-
vironments, we implement an automated measurement orchestration tool based on the network
emulation tool Mininet [123]. The tool generates network topologies consisting of a sender and
a receiver interconnected by a chain of routers of variable length. Each router is connected to
two further hosts proposed to generate cross-traffic flows as illustrated in Figure 7.2. Mininet
implements links between nodes with its TCLink class, enabling configuring capacities, delays,
and link loss. Cross-traffic nodes generate UDP and TCP traffic with iperf3 [124], while the
number of flows, used links, and cross-traffic bandwidths can be configured. While we imple-
mented active ICMP traffic generation as described in Section 7.3.1, TCP traffic is generated
by a file download conducted by the receiver (measurement host) from a Python3 web server
running on the sender (measurement target). Traffic is captured using tcpdump.

Tool for hybrid Internet setups: As ground truth data regarding Internet paths’ capacities
is not generally available, we implement a distributed tool enabling setups with configurable
first and last hop capacities on the sender and receiver, respectively. A tool setup consists of
two endpoints, one running the client component of the tool and the other running the server
component.

The client component is responsible for measurement orchestration and traffic initiation, while
the server component runs a publicly reachable web server, which provides a file for downloads
and responds to ICMP Echo requests. Both the client and the server component are capable
of setting up Mininet topologies, which are connected to the Internet. In particular, the client-
and server-side topology consists of a router, two switches, and a host, which is used as the
measurement target when the framework runs in server mode. The router runs in the root
namespace of the used measurement host and acts as a gateway between external networks, like
the Internet, and the emulated topology. Address translation between the internal and external
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network is implemented with the iptables utility. Further, the client and server share a dedicated
communication channel implemented with grpcio [125], which is used for synchronization and
exchange of configuration data, i.e., enabling the client to reconfigure server parameters. When
running in the client mode, the framework establishes downloads to a specified server, sends
trains of ICMP Echo requests, and conducts a traceroute measurement before each estimation
run. For traceroutes, we rely on dublin-traceroute [126] providing detection of load balancing
and NATing.

The client mode can be used to either interact with a running server component or with public
and uncontrolled target servers. Traffic is captured at the receiver with tcpdump. Next to its
bottleneck capacity, the client component enables the configuration of receiver offloading, the
number of measurement runs per configuration, and a series of server configurations when in-
tended to interact with a server component. When running the framework in server mode, a web
server, implemented with webfsd [127], is set up and provides a downloadable file of configurable
size for TCP-based capacity measurements. In the case of ICMP-based measurements, it is suf-
ficient that the server responds to ICMP Echo requests. Further, the server component allows
the configuration of the server-side bottleneck capacity between the switches of the emulated
topology.

7.4 Measurements in Controlled Test Environments

This section presents the results of measurements conducted in controlled and isolated network
environments to assess the accuracy of implemented capacity estimation. Thereby, we consider
measurements in emulated environments and hardware-based measurement setups.

7.4.1 Measurements in Emulated Environments
We first conduct measurements in emulated network environments to evaluate implemented
capacity estimation. Thereby, estimates’ accuracy and robustness, i.e., the relative error and
the deviation of estimates, are of interest. To survey the robustness of estimates regarding
influences by the network, we conduct measurement series with varying packet loss and cross-
traffic load. Results discussed in the following were measured with a path length of 5 links
interconnected by routers and a delay of 5ms per link. Based on conducted measurements, we
find that results for larger chain lengths and higher delays do not impact observed accuracy until
the device under test gets overloaded. For TCP-based measurements, we initiate TCP-based
downloads, which are terminated after 5 s. We generate 1000 ICMP Echo requests with a size
of 1500B for ICMP-based measurements. Measurements were repeated ten times for each setup
and configuration.

First, we conduct two baseline experiments: a baseline consisting of equal capacities on the
whole path and a baseline consisting of a sequence of 100Mbit/s links interrupted by a single
link with varying capacity from 1Mbit/s up to 300 Mbit/s in the middle of the path. Estimates
of both baseline experiments confirm reliable estimation for both kinds of generated traffic, as
shown in Figure 7.3 for the second baseline setup.
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Figure 7.3: Mean of estimated capacities and standard deviation in controlled test environments.

Second, we conduct measurements with varying loss rates configured on all links, while link
capacity is 20Mbit/s. We observe that TCP-based measurements show a drop in accuracy for
lower loss rates than ICMP-based measurements. As shown in Figure 7.3, the ICMP-based
measurements are robust to packet loss up to a loss rate of 10 % on each link of the path. For
larger loss rates, accuracy decreases, accompanied by increasing deviation of estimates. We
observe increasing deviations for estimates with loss rates between 0.5% and 2 % for TCP-based
measurements. Further, we find an increasing ratio of measurement runs not resulting in an
estimate for larger loss rates, which we trace back to a lack of input data due to the heavily
degraded TCP connection.

Third, we conduct measurements with TCP and UDP cross-traffic. We configure a path with a
capacity of 20 Mbit/s for each link and generate one cross-traffic flow passing the whole path at
different rates from 0 up to 40Mbit/s. For estimates based on ICMP traffic, we find decreased
accuracy for cross-traffic rates larger than 8 Mbit/s for UDP and 15 Mbit/s for TCP cross-traffic.
For larger cross-traffic rates, ICMP-based estimates remain stable around 10 Mbit/s, indicating
that single cross-traffic packets expand IATs between a pair of ICMP packets, thereby doubling
IATs. For TCP-based estimates, we observe that the mean of estimates narrows the configured
capacity even for larger TCP cross-traffic rates, while we observe increased deviation. Such
robustness compared to other test cases can be explained by congestion control determining fair
shares of available capacity for both flows, avoiding significant impacts by packet loss. However,
UDP cross-traffic dominates the analyzed TCP flow for larger cross-traffic bandwidths, implying
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significant underestimation and measurement runs that do not result in estimates due to a lack
of input data.

We conclude that our implementation of the PPrate algorithm is capable of estimating capacity
accurately. As expected, high packet loss rates and cross-traffic result in deviations of estimates
from the actual capacity, while we observe protocol-specific patterns of deviations.

7.4.2 Evaluating Measurements of High Capacities
Next to the evaluation in fully emulated environments, we conduct measurements in controlled
physical test setups providing capacities of 1 Gbit/s, respectively, 10 Gbit/s. These measure-
ments are motivated by surveying potential performance limitations by our tools and the gen-
eral accuracy of estimates regarding large capacities. For our measurements, we use two pairs of
commodity hardware servers. Each of the hosts of the first pair is equipped with an Intel Xeon
D-1518 CPU providing four physical cores, 32 GB of memory, and an Intel I210 NIC. Both hosts
are interconnected by a 1 Gbit/s link. The second pair’s hosts are equipped with Intel Xeon
E31230 CPUs providing four physical cores, 16GB of memory, and Intel X540-AT2 NICs, inter-
connected by a 10Gbit/s link. TCP traffic is generated by the distributed measurement tool,
as described in Section 7.3.2, while we disable the Mininet topology. We repeat measurements
ten times for each setup and calculate the mean relative error of all estimates.

For TCP-based measurements we observe signed mean relative errors of −3.3 % in the 1 Gbit/s
setup, respectively −6.6 % in the 10 Gbit/s setup, indicating underestimation. In the case of
ICMP-based measurements, we find significantly larger mean relative errors of 70.3%, respec-
tively −76.6 %. Next to the significant errors of estimates, the difference between both ICMP-
based measurement series is conspicuous as we observe apparent overestimation in the 1Gbit/s
setup and underestimation in the 10 Gbit/s setup. We trace back measurement errors of ICMP-
based estimates in the 1Gbit/s setup to active interrupt coalescence (IC), which is enabled on
the used NICs by default. IC is proposed to reduce the computational load in interrupt-based
network stacks by only performing interrupts when a certain number of packets is received or
after a specific time interval. IC is known to impact network measurements, as surveyed by
Salehin et al. [128], and impacts IATs between packets when capturing and time stamping is
done in software, i.e., after the operating system receives packets from the NIC. However, TCP-
based estimates do not suffer from a comparable significant impact of IC. We find that packet
sizes of captured TCP traffic are significantly larger than the configured MSS. This observation
can be explained by enabled generic receive offloading (GRO). GRO implies merging received
TCP packets by the NIC, resulting in larger segments observed by the operating system. As our
PPRate implementation takes actual packet sizes instead of the MSS of a connection, estimates
based on merged packets are still approximating capacity.

Repeating measurements with disabled interrupt coalescence results in decreased mean relative
errors for both kinds of generated traffic in the 1 Gbit/s setup, where ICMP-based relative errors
improve significantly down to a mean of 1.8 %. Measurements with ICMP traffic in the 10 Gbit/s
setup still show large relative errors with a mean of −80.5 %. This observation can be traced
back to the performance limitations of the implemented ICMP load generation, which directly
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impacts maximum capacity by the IATs between generated ICMP Echo requests. Estimating a
capacity of 10 Gbit/s requires IATs to be at least smaller than 1.2 µs assuming a packet size of
1500 B, as C = 1500 B

1.2µs ≈ 10Gbit/s. However, we observe that ICMP packets are generated with
a mode of IATs around 5.5 µs in the 10Gbit/s setup, while C = 1500 B

5.5µs ≈ 2.2Gbit/s implying
significant underestimation.

7.5 Active Internet Measurements

As described in Section 7.2, we conduct Internet measurements with controlled and uncontrolled
measurement targets to assess the accuracy and stability of capacity estimates in the Internet.
Measurements are conducted with the measurement framework described in Section 7.3.2 in
either dual- or single-ended mode.

7.5.1 Measurements on Hybrid Internet Paths
We set up the described measurement framework in client and server mode on the virtual mea-
surement hosts, introduced in Section 7.2, to conduct measurements with two controlled end-
points and ground truth data. The narrow link is configured at the first hop on the path from the
server to the client, while data packets, respectively ICMP Echo replies, are sent from the server,
pass the emulated narrow link, the Internet paths, and finally, get captured at the client. Accord-
ingly, packet pairs pass the whole Internet path after being dispersed at the narrow link on the
server side. We conduct downloads of a 10 MB file for TCP-based measurements and generate
bursts of 2000 ICMP Echo requests with a packet size of 1500B for ICMP-based measurements.
For each direction of the six paths between the four measurement hosts, we conduct measure-
ments for 48 hours. We configure nine different capacities from 10Mbit/s up to 200 Mbit/s, i.e.,
10 Mbit/s, 25 Mbit/s, 50Mbit/s, 75Mbit/s, 100 Mbit/s, 125 Mbit/s, 150 Mbit/s, 175Mbit/s, and
200 Mbit/s, while estimates for larger tested capacities suffered from performance limitations on
most measurement hosts, respectively, are likely dominated by interrupt coalescence. For each
capacity, we conduct seven measurements back-to-back before the following capacity is config-
ured. This procedure is repeated for 48 hours, resulting in over 60 iterations, each comprising
seven estimates per capacity for both kinds of traffic.

To survey the accuracy of conducted estimates, we calculate the mean and median of relative
errors for each direction of a path. As we observe significantly compressed IATs, likely caused
by interrupt coalescence, on setups with larger capacities, resulting in several magnitudes of
overestimation, we further differentiate between two sets of estimates. First, a set of estimates
for capacities smaller or equal than 150 Mbit/s and a set consisting of all estimates, i.e., capacities
smaller or equal than 200 Mbit/s.

For capacities ≤ 150Mbit/s we observe a mean relative error of 6.6% for TCP-based measure-
ments and 521.9 % for ICMP-based measurements across all considered paths. Such larger errors
for ICMP-based estimates can be explained by receive offloading applied for TCP but not for
ICMP, while ICMP-based estimates are assumed to suffer partly from IC. This explanation is
confirmed by a decreasing number of observed TCP packets and packet sizes larger than the
MSS with increasing capacity. Mean relative errors for capacities ≤ 200Mbit/s are even larger as
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TCP
C ≤ 150Mbit/s C ≤ 200Mbit/s

Path Mean Median Mean Median

All 6.60 5.76 44.80 5.20
All \ SG 7.36 6.51 7.21 6.50

HEL ↔ MUC 6.02 5.43 5.78 5.42
SF ↔ MUC 7.11 7.12 6.66 7.12
SF ↔ HEL 9.07 7.55 9.30 7.55
MUC ↔ SG 5.20 2.75 156.40 2.08
SF ↔ SG 5.20 2.20 85.08 1.26

HEL ↔ SG 6.78 6.11 45.06 3.60

TCP (adapted algo.)
C ≤ 150Mbit/s C ≤ 200Mbit/s

Path Mean Median Mean Median

All -1.47 -0.86 35.81 -0.92
All \ SG -1.15 -0.85 -1.50 -0.92

HEL ↔ MUC -0.78 -0.76 -1.15 -0.79
SF ↔ MUC -0.84 -0.80 -1.08 -0.87
SF ↔ HEL -1.85 -1.34 -2.28 -1.59
MUC ↔ SG -1.59 -0.95 150.99 -0.97
SF ↔ SG -1.03 -0.84 75.00 -0.89

HEL ↔ SG -3.43 -0.87 33.33 -0.93

ICMP
C ≤ 150Mbit/s C ≤ 200Mbit/s

Path Mean Median Mean Median

All 521.89 -0.34 > 1K 0.04
All \ SG -0.61 -0.70 994.55 -0.58

HEL ↔ MUC -0.74 -0.79 481.05 -0.75
SF ↔ MUC 0.01 -0.39 > 1K -0.02
SF ↔ HEL -1.05 -0.77 750.46 -0.69
MUC ↔ SG 438.53 1.08 > 1K 2.70
SF ↔ SG > 1K 2.93 > 1K 5.66

HEL ↔ SG 788.44 0.12 > 1K 0.73

Table 7.2: Mean and median relative errors in % for all considered capacities measured during hybrid measure-
ments.
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the impact of compressed IATs gets more significant. Further, we observe that measurements on
paths to or from the measurement host in Singapore show more significant errors than the other
paths regarding larger capacities. Mean relative errors without such paths decrease drastically
for ICMP, resulting in a mean relative error of −0.61 % for capacities ≤ 150Mbit/s across all
paths. In general, medians of relative errors are more robust to outliers and, therefore, do not
show such significant error rates as observed for the means of relative errors. However, we still
observe median relative errors larger than 5 % for TCP-based estimates. Table 7.2 summarizes
observed mean and median errors for all paths. Note that we merge results for both directions
of each path.

As we observe more significant errors for TCP than ICMP-based measurements for capacities
≤ 150Mbit/s on paths without the measurement host located in SGP, we analyze histograms of
bandwidth probes for both kinds of traffic. We find that our implementation of the PPrate algo-
rithm does not detect uni-modal distributions for the vast majority of TCP-based measurement
runs. Therefore, the PPrate algorithm determines the ADR and estimates the capacity as the
first mode larger than the ADR. However, we observe that the ADR already approximates the
actual capacity and that the first mode is larger than the ADR, which implies overestimation.
Accordingly, we adapt our implementation of capacity estimation to directly estimate capacity
based on the bin in the capacity probe histogram containing the most samples. As shown in
Table 7.2, the adapted version of capacity estimation decreases means and medians of relative
errors for TCP-based measurements, resulting in relative errors between −1 % and −2 % for
most paths. Next to more accurate estimates, the adapted version also results in a more light-
weight implementation of capacity estimation, as analysis of dispersion between packet trains of
increasing length is not required. Accurate estimates based on the most significant bin were also
observed by En-Najjary and Urvoy-Keller [25] for a significant share of measurements during a
comparison of passive capacity estimation tools.

7.5.2 Blackbox Internet Measurements
This section evaluates the results of active Internet measurements conducted with public and
uncontrolled web servers on the Internet. First, we evaluate capacity estimates of measurements
conducted in December 2022, focusing on the median of estimated per measurement target.
Second, we discuss measurement results based on a second target set conducted with and without
GRO to evaluate the technique to mitigate IC impacts as introduced in Section 7.3.1.

Median Estimates to Survey Capacity Deployments
The first target set was generated by crawling 15 thousand sampled entries of the Alexa Top
1 Million list [100] accessed in September 2022. Domains were sampled from the Alexa Top
1 Million list considering different rank ranges, i.e., all domains within the top 1000 ranks,
5000 domains from rank range 1001-10000, 5000 domains sampled from ranks 10001 to 100000,
and 5000 samples taken from the remaining ranks of the Alexa list. The crawl, conducted in
November and December 2022, resulted in 3,736 measurement targets. The crawl was conducted
with a minimum file size of 1 MB and a maximum depth of 4. For each target domain, we
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Figure 7.4: Median capacity estimates of measurements conducted with public web servers and routers.
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Figure 7.5: Median and MAD of capacity estimates observed during measurements with public web servers.
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conduct 10 downloads to initiate traffic for TCP-based estimates and conduct 10 ICMP-based
measurement runs by generating 300 ICMP Echo requests with a size of 1500 B for each run.

Measurements are conducted from a physical server hosted in a campus data center in central
Europe, connected with a 1Gbit/s up- and downlink to a national science network that connects
to the Internet. The measurement host is equipped with an Intel Xeon E5-2630 CPU providing
six physical cores at a clock frequency of 2.6GHz, 32 GB memory, and a Broadcom NetXtreme
BCM5719 Gigabit NIC. We configure an upper limit of 1 packet to delay an interrupt after
receiving a packet on the measurement host to minimize impacts by IC and enable generic
receive offloading.

TCP-based estimates per target show mostly means and medians between 800 Mbit/s and
900 Mbit/s, while less than 10% of targets show significantly smaller estimated capacity, as
shown in Figure 7.4 for observed medians. For ICMP-based measurements, we find significant
outliers due to compressed IATs, likely caused by interrupt coalescence, despite the configura-
tion of the measurement host, resulting in means larger than downlink capacity. In addition, we
observe larger shares of median capacity estimates smaller than 100Mbit/s, indicating under-
estimation due to artifacts like ICMP rate limiting by the measurement targets, as TCP-based
measurements on the same path result in larger estimates. Considering only targets chosen
from rank one up to 1000 of the Alexa top list, we observe larger shares of targets responding
to ICMP Echo requests and larger shares of ICMP-based estimates approximating downlink
capacity, implying differences in the handling of ICMP Echo requests by targets. We conclude
that TCP-based estimates are more reliable and robust regarding impacts by measurement tar-
gets. Regarding the stability of estimates, we observe median absolute deviations (MAD) mostly
smaller than 50 Mbit/s for TCP-based estimates, which also applies to ICMP-based estimates
approximating downlink capacity, as shown in Figure 7.5.

One intention behind surveying capacity estimates based on ICMP Echo requests is conducting
capacity measurements to intermediate hops on the path to a specific target. To survey the
suitability of routers as targets for active capacity measurements, we conduct three ICMP-
based measurement runs to over 250 routers observed during traceroutes to targets chosen from
the first 2000 entries of the Alexa top list. We receive responses from 215 routers, while 52 do
not respond reliably to ICMP Echo requests. Median estimates per router indicate a significant
underestimation of several hundreds of Mbit/s for most targets, as shown in Figure 7.4, resulting
in a cluster of median estimates around 100 Mbit/s. Such observation can be traced back to
ICMP rate limiting, which was observed on the Internet before [129], [130].

Analysis of GRO Impact and IAT-filtering
During capacity measurements based on the Alexa-based target set described above, we observe
significant impacts on ICMP-based estimates by applied IC, whose impact is mitigated by GRO
for TCP-based estimates. Similar impacts on capacity estimates were observed during active
QUIC-based Internet measurements conducted in the scope of the Master’s thesis by Niklas
Beck [131].

111



Chapter 7: Active Capacity Measurements

0 200 400 600 800 1000 1200

Estimate [Mbit/s]

0.0

0.2

0.4

0.6

0.8

1.0
C

D
F

unfiltered - GRO ON

unfiltered - GRO OFF

filtered (1 µs) - GRO OFF

filtered (1 ns) - GRO OFF

(a) Mean of TCP-based estimates per target.

0 200 400 600 800 1000 1200

Estimate [Mbit/s]

0.0

0.2

0.4

0.6

0.8

1.0

C
D

F

unfiltered

filtered (1 µs)

filtered (1 ns)

(b) Mean of ICMP-based estimates per target.

Figure 7.6: Cumulative distribution of mean capacity estimates per target for TCP-based estimates and ICMP-
based estimates conducted with enabled and disabled GRO.

To further investigate the impacts of GRO on TCP-based capacity estimates and the potential
benefits from IAT-filtering, respectively packet merging, as described in Section 7.3, we conduct
further Internet measurements with public web server targets. We conduct measurements with
the target set also used for active throughput measurements as introduced in Section 6.4 and
run measurements with enabled and disabled GRO. Measurements are conducted from the same
measurement host as used for capacity measurements with the Alexa-based target set, implying
a downlink capacity of 1Gbit/s. Again, we configure an upper limit of 1 packet to delay an
interrupt after receiving a packet on the measurement host, which is introduced above. We run
five measurement runs for both protocols, TCP and ICMP, per GRO configuration (enabled,
disabled). ICMP-based measurements are conducted with bursts of 1000 ICMP Echo requests.
After capturing initiated traffic and extracting IATs and packet sizes, we apply the merging of
packets based on IAT thresholds of 1 µs and 1 ns. An IAT of 1 µs and a packet size of 1500 Byte
implies a capacity of 12 Gbit/s and an IAT of 1 ns corresponds to a capacity of 12Tbit/s.
Accordingly, filtering does not affect IATs implied by a path’s end-to-end capacity, which is
limited to 1Gbit/s by the measurement host’s downlink.

Figure 7.6 shows the cumulative distributions of the mean estimates per target. Regarding
TCP, we find that measurements with disabled GRO suffer significantly under overestimation
with only a small share of means smaller than the setup’s bottleneck capacity. In contrast,
mean estimates conducted with GRO enabled cluster between 800 Mbit/s and 1200 Mbit/s.
Applying merging of packets with IATs smaller than 1 µs on estimates conducted with disabled
GRO significantly mitigates observed overestimation of unfiltered estimates. Resulting in over
60% of means between 800 Mbit/s and 1000Mbit/s. However, compared to estimates with
enabled GRO, 1 µs-filtered estimates show increased shares of underestimating mean estimates.
Decreasing the threshold to filter IATs to 1 ns results in mean estimates indicating larger shares
of overestimation, compared to filtering with 1 µs. This implies that IATs between packets
processed by the same batch are partly larger than 1 ns and that compressed IATs are not

112



7.6 Summary

filtered reliably. However, filtering still implies significant improvement of estimates compared
to results with disabled GRO and unfiltered IATs.

For ICMP-based estimates, the merging of packets based on IAT thresholds results in a sig-
nificant shift of mean estimates towards smaller capacities for both considered thresholds. A
significant share of means suffering from outliers is mitigated by filtering, while we observe
significantly increased shares of mean estimates smaller than 100Mbit/s. Further, unfiltered
estimates show about 25% of estimates close to 1Gbit/s, which is not observed for filtered
estimates.

We conclude that filtering of IATs is a promising approach to enable capacity estimates in setups
without GRO and with applied IC. However, so far, we have only tested the approach on one
measurement server. Assessing the approach on different hardware and surveying the impact of
the applied filter threshold in more detail are proposed as future work.

7.6 Summary

This chapter presented measurement results of different experiments to survey the accuracy of
PPD-based capacity estimation in the Internet. We implement capacity estimation according
to the PPrate algorithm and conduct active measurements by initiating TCP downloads and
generating bursts of ICMP Echo requests.

Conducting active measurements on hybrid Internet paths providing ground truth data confirms
the general accuracy of PPD-based measurements in the Internet, while we observe significant
relative errors for ICMP-based measurements affected by interrupt coalescence. In the case of
TCP traffic, the impact of interrupt coalescence on estimates is mitigated by receiver offloading.

We conduct Internet measurements to over 3500 public web servers to study capacity estimates
and their characteristics. Conducted TCP measurements show large shares of median estimates
per target approximating path capacities of at least 1Gbit/s. For nearly 50% of measurement
targets, we find significant differences between TCP- and ICMP-based median estimates, in-
dicating underestimation of several hundreds of Mbit/s for ICMP-based measurements while
remaining ICMP-based estimates are close to 1 Gbit/s. Further, we observe that routers are no
suitable measurement targets due to ICMP rate limiting increasing inter-arrival times.

Studying mean estimates of measurements repeated on a second target set considering dis-
abled GRO and merging packets based on an IAT threshold indicates increased accuracy for
filtered IATs compared to unfiltered IATs for measurements with disabled GRO. This motivates
the application of packet merging in setups without GRO and software timestamps of packets.
Regarding ICMP, filtering IATs does not show such an improvement of mean estimates, as over-
estimation is mitigated, but filtering also results in more significant shares of underestimating
means. Evaluating the approach on different hardware and surveying the impact of applied
thresholds in more detail are proposed as future work.
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7.7 Author’s Contribution

This chapter builds on the publication "On the Accuracy of Active Capacity Estimation in the
Internet" [119] which is a joint work by the author, Janluka Janelidze, Benedikt Jaeger, Patrick
Sattler, Patryk Brzoza, and Georg Carle. The author significantly contributed to the publication
regarding research objectives, used methodologies and measurement setups, conducted measure-
ments, and the evaluation of measurement results. The author conducted Internet measurements
with public Internet targets and conducted measurements in emulated environments.

The tool to set up hybrid Internet measurements was implemented as part of the Master’s thesis
by Patryk Brzoza [132] and was extended for the evaluation of capacity estimates in the scope
of the Bachelor’s thesis by Janluka Janelidze [133]. Results of measurements on hybrid Internet
paths and in physical test environments were conducted in the scope of the Bachelor’s thesis
by Janluka Janelidze [133], based on close coordination with the author of this thesis, who also
further evaluated the measurement results for publication.

The Python implementation of the PPrate algorithm resulted from the Bachelor’s thesis by
Patryk Brzoza [134]. Traffic generation for ICMP-based measurements was implemented as
part of the Bachelor’s thesis of Ferdinand List [135]. The author of this thesis conducted
measurements in emulated environments using the measurement framework contributed by the
Bachelor’s thesis of Eric Rosche [136]. The named theses build on research objectives and
approaches specified by the author, who also supervised the named theses.

The tested IAT-filtering technique was developed in the scope of the Master’s thesis by Niklas
Beck [131], based on ideas by Johannes Zirngibl and the author who advised the thesis. Mea-
surements repeated with different GRO settings and the application of the filtering technique
were conducted by the author of this thesis.
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Chapter 8

Conclusion

This chapter summarizes the key findings of this thesis regarding passive and active measure-
ment results and corresponding measurement approaches according to the research questions
introduced in Chapter 1.

First, this chapter presents findings regarding passive measurements, i.e., regarding the research
objective

RO 1 Large-scale passive measurements on throughput characteristics of TCP connections
on the Internet

Second, this chapter summarizes findings regarding active measurements according to the re-
search objective

RO 2 Conducting active measurements of throughput and throughput-related metrics on
the Internet

RQ 1.1 How did TCP flow characteristics and their correlation evolve
on the Internet?
To survey the evolution of flow characteristics of TCP traffic captured on the Internet, we
conducted passive measurements based on Internet traffic captured between 2008 and 2019 by
CAIDA [55], consisting of over 2.5 billion TCP flows.

Our measurements show that heavy hitter connections are responsible for the transmission of
significant shares of totally observed data, while there are no trends regarding their significance
over time. Across the data set, connections with a flow size larger than the 99th percentile
of all flow sizes transmit nearly 90 % of observed data. Heavy hitters regarding flow duration
carry over 40% of observed data. Heavy hitters regarding flow rates are responsible for 55.9 %
(Chicago traces), respectively 68.0% (New York traces). Further, we find that the majority of
heavy hitters regarding flow rate are also heavy hitters regarding flow size. This observation
is confirmed by a strong positive correlation between flow size and flow rate, which was also
observed by related work in 2002, respectively 2006 [2], [5].
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The importance of small shares of flows regarding data transmission becomes especially evident
when analyzing the intersection of the three kinds of heavy hitters, i.e., 0.009 % of TCP connec-
tions transmit 19.9 % of data observed for traces captured in Chicago and 0.005 % of connections
transmit 31.4% of data observed for traffic captured in New York. Analyzing heavy hitters in
a second data set consisting of over 2600 packet captures provided by MAWI [56] confirms the
apparent dominance of the biggest flows and shows increased shares of bytes transmitted by
heavy hitters regarding flow rate.

RQ 1.2 What limits the throughput of TCP connections on today’s
Internet?
To analyze the throughput limitations of TCP connections on today’s Internet, we conducted an
analysis on a large-scale data set of Internet traffic captured by MAWI [56]. In particular, the
data set consists of over 20.34 billion TCP connections transmitting 54 TB of data captured on
over 2600 days between 2016 and 2023. For the analysis of throughput limitations, we implement
root cause analysis of TCP throughput based on the RCA approach introduced by Siekkinen et
al. [11], [35].

We find that the most significant throughput limitations regarding connection duration are the
sending application and shared bottleneck links. Thereby, limitation by the sending application
limits 45.4% of connection duration across the data set. Considering the share of bytes limited
by a specific root cause, we find that unknown, respectively mixed, limitations are the most
significant limitation by limiting the transmission of 31.6 % of observed bytes. The second most
significant share are bytes limited by the transport layer (22.4%), followed by bytes limited
by shared bottleneck links (19.3 %) and unshared bottlenecks (17.3 %). Further, we find that
limitations by the receiver window are negligible regarding connection duration and transmitted
bytes.

Analyzing the evolution of the shares of duration, respectively bytes, by each root cause indi-
cates network-dependent, respectively capture point-dependent, characteristics. For instance,
we observe a period of significantly increased shares of shared bottleneck limitations between
mid-2016 and the end of 2017, indicating that analyzed connections suffer significantly from
packet loss. Further, we observe an abrupt increase of bytes limited by unshared bottleneck
connections since 2023, implying an increase by more than 100 % compared to 2022.

RQ 1.3 How frequently used are throughput-related TCP options on
the Internet?
To assess the use of throughput-related TCP options on the Internet, we surveyed connections
supporting TCP window scaling (WS), selective acknowledgments (SACK), and explicit con-
gestion notifications (ECN) based on the MAWI data set described above. Across the data
set, 68.29 % of TCP connections use TCP WS, while we observe decreasing shares of usage
over time. However, such connections carry over 96 % of observed bytes, implying that window
scaling is commonly used for data transmission on the Internet. In contrast, our measurements
indicate that SACK and ECN are not commonly used on the Internet. The share of connections
supporting SACK is significantly smaller compared to the use of window scaling, i.e., 26.13 %
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across the data set transmitting 37.99 % of observed bytes. Further, we observe that 3.02 % of
connections support ECN usage at both endpoints, which transmit 5.87% of observed bytes.

Our measurements indicate significant shares of connections not supporting options that likely
are part of Internet measurement experiments or scans, relying on a complete TCP handshake
and result in connections with a minimum duration of 100ms, which are applied filter criteria
for connections considered for analysis. For instance, we observe decreasing shares of connection
supporting TCP WS and the TCP timestamp option over time. Further, the decrease in the
share of connections supporting such options does not correlate to a decrease of transmitted
bytes with such options over time.

In contrast to actual option usage, the deployment of considered TCP options on Internet servers
is widespread, as we observed during an active measurement on all Alexa Top 1M list domains
in February 2023. We observe that ECN is supported by 85.8 %, SACK by 91.4 % and WS by
91.1 % of the domains by establishing a TCP handshake to the index page of each domain.

RQ 1.4 How to monitor TCP throughput limitations in real-time?
While related work introduces different approaches to the analysis of throughput limitations of
TCP connections, the online monitoring of throughput limitations is only considered by Ghasemi
et al. [4] and Sun et al. [23], limited to traffic analysis on the data plane, respectively requiring
access to the sender side’s network stack.

In this thesis, we introduced an approach for the online monitoring of TCP throughput limita-
tions on commodity hardware considering several Gbit/s of monitored bandwidth. The approach
builds on a sliding window of packet data extracted from the last seen packets. Such data is
then analyzed based on the RCA approach introduced by Siekkinen et al. [11], [35] in fixed time
intervals.

To assess the feasibility of throughput limitation monitoring in productive environments con-
sidering several Gbit/s of monitored bandwidth from a performance perspective, we implement
a proof of concept version of our approach based on the packet capture and traffic analysis tool
FlowScope [73], [74]. We conduct measurements with a generated data set and observe up to
8 Gbit/s of monitored traffic consisting of several thousand concurrent flows with commodity
hardware providing 32 virtual cores.

RQ 1.5 How to classify TCP throughput changes with TCP throughput
limitations?
While related work applies TCP RCA on whole connections or periods of connections, this thesis
surveyed the classification of individual changes in throughput with changes in throughput
limitations. As a first step towards such classification, we introduce an approach to classify
throughput changes, detected by applying change point detection on time series of throughput,
with changes between application limited periods and bulk transfer periods as introduced by
Siekkinen et al. [35].

A first case study on a packet capture provided by MAWI shows the significant impact of
the changepoint detection method and its configuration on detected throughput changes. This
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also implies that varying shares of throughput changes are classifiable with changes between
different kinds of transfer periods. However, measurement results indicate throughput changes
within bulk transfer periods, which motivate further work on the classification approach.

RQ 2.1 How to conduct active Internet measurements to survey TCP
throughput?
This thesis proposed an approach to conducting active measurements on TCP throughput on the
Internet covering identifying suitable measurement targets based on public web servers hosting
suitable files, referred to as crawling, conducting HTTP(S) downloads of such files, and capturing
corresponding traffic for further analysis.

Crawling 35 thousand domains taken from the top 50 thousand entries of a toplist [112] based
on Google’s CrUX [101] data set for files with a minimum size of 1 MB and a maximum depth
of seven followed links results in 7700 (22 %) suitable measurement targets. We observe that
crawling the index page and the subsequent two levels of followed links result in larger shares of
detected files compared to other depth levels, while increased depth implies larger numbers of
sent requests. This observation should be considered for further crawling in order to optimize
the trade-off between effectiveness and intrusiveness.

Conducting downloads from different vantage points and target server selection has a significant
impact on observed performance indicators of TCP connections, like throughput or latency. For
instance, we find significant shares of connections with mean RTT smaller than 5ms initiated
from virtual vantage points hosted by DigitalOcean in Singapore and San Francisco. Such small
RTTs are not observed from a vantage point hosted in a campus data center near Munich. This
observation implies significantly decreased geographical distance between used virtual vantage
points, e.g., due to the co-location of vantage points and CDN edge servers in the same physical
data center or hosting in the same geographic area.

Further, we observe several measurement targets hosted by Cloudflare that do not result in
successful downloads for the used virtual vantage points, while downloads from the campus
vantage point succeeded during several measurement runs. This observation indicates that
Cloudflare blocked some of our download attempts, e.g., through human verification for selected
IP ranges [116]. Accordingly, measurements of TCP throughput on the Internet should consider
different vantage points to detect vantage point-dependent characteristics.

Further, we observe significant impacts of edge caching of files by CDNs on throughput, i.e.,
increased throughput rates for downloads after an initial download run conducted with the
same client configuration. Therefore, throughput and other KPIs measurements should consider
a warm-up download to ensure the same caching conditions of target files.

RQ 2.2 How does TCP option usage impact connection performance?
To assess the impacts of TCP options on throughput, we conducted an active measurement
study with the measurement approach introduced in the scope of RQ 2.1. Thereby, we consider
over 2000 potential measurement targets and conduct downloads from three different vantage
points.
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We find that window scaling increases throughput for nearly 70% of samples compared to the
baseline configuration. Further, sufficiently large scaling factors, for our study 23, 27, and 214,
result in at least doubled mean throughput for nearly 20 % of samples compared to the baseline.
Enabling ECN and SACK improves mean throughput less significantly while we observe only
small shares of connections suffering from retransmissions, indicating minor impacts by network
congestion causing packet loss.

RQ 2.3 How accurate is the estimation of end-to-end path capacity in
the Internet?
We conducted active measurements on hybrid Internet paths to assess the accuracy of packet
pair dispersion-based capacity estimation in the Internet. Thereby, hybrid refers to a setup
where the first, respectively last, hop on a path through the Internet is controlled, enabling the
control of link capacity to provide ground truth data.

Our measurements show the general accuracy of PPD-based measurements on the Internet with
absolute median relative errors smaller than 8%, with improved results depending on the used
protocol and algorithm adaptions. However, we also observe significant relative errors due to
highly compressed inter-arrival times, e.g., due to interrupt coalescence, resulting in significantly
biased estimates. This observation also applies to Internet measurements with uncontrolled
targets, as discussed below.

RQ 2.4 What do active Internet measurements on end-to-end capacity
reveal?
We conducted active Internet measurements with uncontrolled public web servers to survey
capacity deployments and characteristics of active capacity measurements.

A measurement series targeting over 3500 public web servers shows large shares of median esti-
mates approximating path capacities of at least 1Gbit/s for ICMP- and TCP-based downloads
corresponding to the downlink capacity of the used measurement host. This implies that capac-
ities of at least 1 Gbit/s are commonly deployed on the Internet. Around 40 % of ICMP-based
measurements show an underestimation of several hundred Mbit/s compared to TCP measure-
ments targeting the same servers. This observation likely implies impacts by ICMP rate limiting
on capacity estimation in the Internet. The same observation applies to the vast majority of
measurements on routers on paths to targeted web servers. Accordingly, public routers are no
suitable measurement target for PPD-based capacity measurements.

During the described Internet measurements, we observed significant impacts by interrupt co-
alescence and TCP receive offloading. Interrupt coalescence compresses inter-arrival times be-
tween packet pairs, resulting in highly overestimated capacity. Receive offloading, i.e., the NIC
generating a larger TCP segment from several TCP packets processed by the same interrupt,
mitigates such impacts but also results in an offset towards smaller capacities. As impacts by in-
terrupt coalescence and receiver offloading are artifacts due to software packet timestamping by
the operating systems, hardware timestamping, i.e., packet timestamps by the NIC, is expected
to result in more reliable and accurate estimates.
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Chapter 9

Future Work

This chapter points out follow-up research questions and objectives resulting from the findings
described in this thesis.

This thesis extensively surveyed characteristics of TCP connections on the Internet based on
large-scale passive data sets provided by CAIDA and MAWI. Further, this thesis examined TCP
option usage and TCP throughput limitations of Internet connections captured by MAWI. As
MAWI still publishes daily traffic captures, a continuous analysis based on the methodologies
applied in this thesis promises further insights into the evolution of TCP connection character-
istics on the Internet. For instance, existing tools could be used to implement a fully automated
and public service. Further, our approach can be applied to further data sets considering dif-
ferent kinds of vantage points to compare traffic characteristics and throughput limitations of
connections captured at various locations.

In this thesis, we used a heuristic-based approach to analyze TCP throughput limitations. To
the best of our knowledge, the application of machine learning to the problem of TCP root
cause analysis was not considered so far. Supervised learning requires a sufficient amount of
labeled data for training, which is complex to generate synthetically considering the diversity
of network characteristics, services, or endpoints, for instance, on the Internet. An approach
to this problem is generating ground truth data based on network stack statistics collected on
productive servers. Such data could be used to train root cause analysis based on captured
network traffic without access to the sender’s network stack.

This thesis introduced an active measurement approach to survey TCP performance on the
Internet. While conducted crawling was sufficient to run measurements in the short term, the
responsiveness of identified targets over time is of interest, for instance, to plan long-term active
measurement series. Further, a continuous crawling service promises to reduce intrusiveness
over time, e.g., by only crawling a target server when a considered file is not available anymore.
Such a service could also provide measurement targets to other researchers.

The active measurements of TCP throughput on the Internet can be extended in various man-
ners. First, measurements could be conducted long-term to gain insights into the evolution



Chapter 9: Future Work

of performance for individual targets over time. Further, measurements could be conducted
without different option permutations to enable a finer resolution of samples per target, such
as surveying impacts by daytime patterns or load balancing. Measurements conducted in this
thesis relied on vantage points hosted in a campus data center, respectively, by a global cloud
provider. Accordingly, measurements are conducted from vantage points with wired connections
providing more bandwidth and access closer to the Internet core compared to common customer
Internet access. This motivates the consideration of a broader variety of vantage points. Also,
the active measurement approach could be extended for further protocols like QUIC and survey
impacts by using different QUIC implementations on the client, respectively, on the server side.

This thesis presented measurement results on end-to-end capacities deployed on the Internet.
The used measurement host was limited to a downlink capacity of 1 Gbit/s. Accordingly, ex-
tending downlink capacity enables the detection to differ end-to-end capacities of paths equal
to or larger than 1 Gbit/s. Conducting such measurements based on hardware timestamping
promises to avoid artifacts by interrupt coalescence and receiver offloading.
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