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Abstract

Despite o�ering valuable features such as decentralized trust, immutability, and traceabil-

ity, the adoption of decentralized solutions remains limited compared to conventional

transaction processing systems, primarily due to signi�cant performance disparities. This

dissertation explores holistic approaches to optimize the performance of decentralized

systems, utilizing Hyperledger Fabric, a prominent blockchain system, as a case study.

In the initial phase of our research, we investigate transaction failures in Hyperledger

Fabric. We formally de�ne various failure types and conduct extensive experiments to

study the impact of diverse system con�gurations on transaction outcomes. Based on

our analysis, we provide actionable guidelines to enhance the system's performance and

reliability.

Building on this foundation, our second study introduces a novel, multi-level optimization

strategy encompassing system, data, and user dimensions. By analyzing the blockchain

ledger, nine cogent optimization recommendations are derived and encapsulated within

our automated tool, BlockOptR. The implementation of these recommendations signi�-

cantly improves transaction success rates and reduces latency, underscoring the e�cacy

of our comprehensive optimization approach.

In the third segment of our research, we investigate the concept of self-driving blockchains.

A framework is proposed to enable Hyperledger Fabric to autonomously predict and adapt

to workload variations, thereby optimizing its performance in real time. Experiments

conducted across di�erent blockchain layers validate the potential of this autonomous

approach, demonstrating substantial enhancements in throughput and latency.

Additionally, this research includes the development of a visualization tool for trans-

actions within a Fabric network, aiding users in understanding the characteristics of

their workloads. We also conducted a comprehensive study on benchmarking di�erent

blockchains to provide a broader perspective on various decentralized systems beyond

Fabric. Collectively, this dissertation o�ers a robust foundation for advancing the

performance of decentralized systems.
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Zusammenfassung

Obwohl sie wertvolle Funktionen wie dezentrales Vertrauen, Unveränderlichkeit und

Rückverfolgbarkeit bieten, ist die Akzeptanz dezentraler Lösungen im Vergleich zu her-

kömmlichen Transaktionsverarbeitungssystemen nach wie vor begrenzt, was vor allem

auf erhebliche Leistungsunterschiede zurückzuführen ist. In dieser Dissertation werden

ganzheitliche Ansätze zur Optimierung der Leistung dezentraler Systeme untersucht,

wobei Hyperledger Fabric, ein bekanntes Blockchain-System, als Fallstudie verwendet

wird.

In der ersten Phase unserer Forschung untersuchen wir Transaktionsausfälle in Hyper-

ledger Fabric. Wir de�nieren formell verschiedene Fehlertypen und führen umfangreiche

Experimente durch, um die Auswirkungen verschiedener Systemkon�gurationen auf die

Transaktionsergebnisse zu untersuchen. Auf der Grundlage unserer Analyse liefern wir

umsetzbare Richtlinien zur Verbesserung der Leistung und Zuverlässigkeit des Systems.

Aufbauend auf dieser Grundlage führt unsere zweite Studie eine neuartige, mehrstu�ge

Optimierungsstrategie ein, die System-, Daten- und Nutzerdimensionen umfasst. Durch

die Analyse des Blockchain-Ledgers werden neun schlüssige Optimierungsempfehlungen

abgeleitet und in unserem automatisierten Tool BlockOptR gekapselt. Die Umsetzung

dieser Empfehlungen verbessert die Erfolgsquote von Transaktionen erheblich und ver-

ringert die Latenzzeit, was die Wirksamkeit unseres umfassenden Optimierungsansatzes

unterstreicht.

Im dritten Teil unserer Forschung untersuchen wir das Konzept der selbststeuernden

Blockchains. Es wird ein Rahmenwerk vorgeschlagen, das Hyperledger Fabric in die

Lage versetzt, selbstständig Arbeitslastschwankungen vorherzusagen und sich an diese

anzupassen, um so die Leistung in Echtzeit zu optimieren. Experimente, die über verschie-

dene Blockchain-Schichten hinweg durchgeführt wurden, bestätigen das Potenzial dieses

autonomen Ansatzes und zeigen erhebliche Verbesserungen bei Durchsatz und Latenzzeit.

Darüber hinaus umfasst diese Forschung die Entwicklung eines Visualisierungstools

für Transaktionen innerhalb eines Fabric-Netzwerks, das den Benutzern hilft, die Eigen-

schaften ihrer Arbeitslasten zu verstehen. Wir haben auch eine umfassende Studie zum

Benchmarking verschiedener Blockchains durchgeführt, um eine breitere Perspektive auf

verschiedene dezentralisierte Systeme jenseits von Fabric zu bieten. Diese Dissertation

bietet eine solide Grundlage für die Weiterentwicklung der Leistung dezentraler Systeme.
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Introduction

The advent of Bitcoin in 2009 marked the dawn of a new era in peer-to-peer systems,

rekindling interest in the concepts of decentralized consensus, cryptographic proofs,

and immutable ledgers [1]. The domain of blockchains underwent further revolution

with the launch of Ethereum in 2015, which introduced the idea of smart contracts that

could support complex transactions [2]. However, private enterprises were initially

apprehensive about adopting this new technology due to the inherent open-access

nature of blockchains. Moreover, blockchains and conventional transaction processing

systems exhibit signi�cant performance di�erences. Bitcoin can only handle around

seven transactions per second (TPS), whereas Visa can handle transactions in the order

of 24,000 TPS [3, 4].

A novel class of decentralized systems, commonly known as permissioned blockchains,

has emerged as a potential solution to address the performance limitations and privacy

concerns associated with traditional blockchain systems [5]. These systems enable

access only to authorized users and are designed to provide superior performance.

Permissioned blockchains, such as Hyperledger Fabric (also known as Fabric), Quorum,

Corda, and Multichain, operate in a partially decentralized environment and o�er faster

transaction processing compared to Bitcoin or Ethereum [6, 7, 8, 9]. They provide

immutable traceability with greater scalability and security, albeit at the cost of complete

decentralization. Despite these advancements, permissioned blockchains are still unable
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1.1. MOTIVATION

Figure 1.1.1: Throughput in TPS for
Fabric vs. Ethereum. Data from [10]

Figure 1.1.2: Throughput in TPS for Fabric vs. distributed
database systems. Data from [11]

to match the performance of conventional transaction processing systems.

This work aims to address the limitations of permissioned blockchains and to derive

performance optimization strategies that can enhance the throughput and latency of

these systems. Our research employs experimental analysis to identify and formalize

performance bottlenecks. Moreover, this work introduces a multi-level recommendation

system and a self-driving system, both of which signi�cantly improve the performance.

1.1 Motivation

The practical applications of blockchain technology in various domains, such as sup-

ply chain management, decentralized �nance, and asset management, have been well-

established [12, 13]. The Ethereum network boasts over 4,000 decentralized applications,

and more than 200 systems have been developed using Hyperledger technologies [14,

15]. However, the adoption and acceptance of blockchain solutions pale in comparison

to conventional transaction processing systems. This reluctance to embrace blockchain

technology can be attributed to several factors, including high cost, complex design, low

throughput, high latency, and limited scalability [16, 17, 18].

Permissioned blockchains, when compared to traditional public blockchains, o�er supe-

rior performance. For instance, Fabric, one of the most popular blockchain platforms,

provides substantially higher performance than Ethereum under similar network condi-

tions (Figure 1.1.1). Nevertheless, when compared to distributed database systems such as

2



1. INTRODUCTION

TiDB and Etcd, Fabric's performance remains signi�cantly restricted (Figure 1.1.2). The

salient and desirable characteristics of blockchains, like their immutability, traceability

and decentralized trust, are enabled at the cost of this tradeo� with performance.

Blockchains are intricate systems that operate on a diverse set of concepts, such as smart

contracts, cryptographic hash, immutable timestamped ledgers, decentralized consensus

protocols, and access control rules [19, 20, 21, 22, 23]. Due to the presence of these various

elements, identifying and comprehending the root causes of performance bottlenecks

in such systems can be a challenging task. For instance, Fabric exhibits various types of

transaction failures, and each of these failures is caused by bottlenecks at di�erent levels

of the blockchain stack [24]. These bottlenecks can be attributed to factors such as slow

processing of transactions, network congestion, hardware limitations, and inadequate

resource allocation. Therefore, identifying and understanding the speci�c limitations of

blockchains and their causes is a signi�cant research problem.

There are various ways to enhance the performance of decentralized systems. One such

approach is the use of transaction con�ict management strategies such as transaction

reordering [25, 26]. This can be incorporated either at the data level in the smart contract

or at the application level in the business process model in order to increase the success

rate of transactions. Another approach is a system level strategy that involves dynamic

client and peer resource management [27]. This can improve performance by allocating

resources based on the incoming workload. Hence, identifying such e�ective optimization

strategies at various levels of the blockchain stack is another challenging yet necessary

task.

Optimization strategies for blockchain networks are highly dependent on the speci�c

characteristics of the workloads they manage. Consequently, thoroughly understanding

these workload characteristics is essential for identifying the most suitable optimization

strategies [28]. Further, since workloads adapt over time, these strategies necessitate

dynamic implementation and continuous human intervention, which results in increased

costs [29, 30, 31]. Hence, there is a critical need for autonomous optimization strategies

within blockchain environments. By continuously monitoring workload changes and

dynamically applying optimization techniques, the performance of blockchain networks

can be signi�cantly enhanced.

3



1.2. PROBLEM STATEMENT

Moreover, consistent and unbiased benchmarking is paramount for accurately assessing

and comparing the e�cacy of di�erent blockchain systems and their corresponding opti-

mization strategies. Without standardized and impartial evaluation metrics, it becomes

challenging to gauge the true performance improvements o�ered by various optimization

techniques.

1.2 Problem Statement

In order to improve the e�ciency of decentralized systems, we identi�ed three important

research problems that need to be addressed. The �rst is studying performance limitations,

which involves understanding the factors that are currently limiting the performance

of blockchains. The second problem is deriving holistic optimization strategies that

encompass the entire blockchain stack, from the underlying infrastructure to the applica-

tion layer. Finally, there is a need to develop autonomous blockchain systems that can

automatically adjust their performance in response to changing usage patterns without

requiring manual intervention. By addressing these research problems, we can create

more e�cient and e�ective decentralized systems that can support a wide range of

applications and use cases.

1.2.1 Identifying Performance Limitations

The use of experimental evaluation and benchmarking is crucial for understanding the

performance capabilities of a system. However, when benchmarking, one must consider

various aspects, such as parameter tuning, workload generation, and performance metrics.

Given the complexity of the blockchain stack, it is essential to study the impact of

parameter tuning on the system, data, and application levels of the blockchain. For

instance, the block size, which refers to the number of transactions in a block, is a

prominent system-level parameter, while the language of the smart contract is a critical

data-level parameter, and both signi�cantly in�uence performance [32]. Moreover, it

is essential to use a comprehensive set of workloads for benchmarking to identify all

limitations. For example, in Fabric, transaction failures due to dependency con�icts occur
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1. INTRODUCTION

frequently, requiring a skewed workload to evaluate them e�ectively [25].

Additionally, the performance of blockchains can be measured using various metrics

such as throughput, success rate, time to �nality, scalability, and fault tolerance, each

of which could have a di�erent de�nition based on the blockchain implementation. For

instance, successful transaction throughput is often de�ned as the number of transactions

committed on the blockchain ledger per second. However for Fabric, committed transac-

tion throughput and successful transaction throughput are two distinct metrics because

even failed transactions are committed on the ledger [24]. In summary, benchmarking a

blockchain system is a challenging task that requires a thorough understanding of its

underlying implementation.

1.2.2 Deriving Performance Optimization Strategies

Current optimization attempts have primarily been con�ned to system and data level

enhancements without a comprehensive strategy that addresses the multifaceted nature

of blockchain ecosystems [33, 34]. This narrow focus overlooks critical areas such as

governance structures and business process model e�ciency that could signi�cantly

improve the overall functionality and adoption of blockchain systems.

To optimize blockchain operations, we need to adopt a broader perspective that aims

to identify and implement improvements across multiple dimensions of the blockchain

ecosystem. This approach should consider the entire blockchain stack to uncover optimiza-

tion opportunities that traditional methods may miss. In other words, a holistic strategy

is required for developing more robust, e�cient, and scalable blockchain solutions.

1.2.3 Autonomous Dynamic Performance Optimization

Performance optimization strategies are important for blockchain systems, but their

e�ectiveness is highly dependent on the workload, which often varies over time [35].

Additionally, blockchain systems must accommodate a constantly growing distributed

ledger, leading to signi�cant performance variations over time, even under a uniform
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1.3. APPROACH

Figure 1.3.1: Outline of our research work

workload [36]. These �uctuations in performance necessitate the dynamic application

of appropriate optimization strategies. However, manual dynamic tuning is a time-

consuming and expensive process; hence, autonomous blockchain systems that can apply

performance optimization strategies dynamically without human intervention are the

need of the hour.

The existing literature on blockchain technology has begun to explore the potential for

auto-tuning and self-adaptive systems, which can automatically adjust their parameters

in response to changing conditions. However, this exploration has predominantly

concentrated on singular facets of blockchain technology, such as tuning the con�guration

parameters, without taking a holistic view. Developing a fully comprehensive self-driving

blockchain system presents a formidable challenge.

1.3 Approach

The diversity and complexity of blockchain technologies, with each blockchain having its

own unique implementation and characteristics, pose a signi�cant challenge to devising

a one-size-�ts-all solution to the various research problems in the �eld. This variability

spans consensus mechanisms and transaction processing to smart contract functionality
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1. INTRODUCTION

and governance models, making it di�cult to develop universally applicable solutions.

Fabric is renowned as one of the most popular permissioned blockchain networks, both

in industrial applications and academic research, due to its distinctive features, such

as its modular architecture, support for smart contracts in general-purpose languages,

and its ability to ensure high levels of privacy and scalability [6, 37]. This makes it

an ideal candidate for in-depth study and problem-solving within its framework. By

concentrating on solving speci�c problems within Fabric's framework, we aim to create

solutions that not only address these issues e�ectively within Fabric but also o�er insights

and methodologies that could be adapted to other decentralized systems.

An overview of our research is depicted in Figure 1.3.1 and shows a comprehensive

strategy for performance enhancement, structured in three pivotal phases. The Figure

demonstrates how each phase incrementally builds upon its predecessor, addressing and

surpassing its constraints. Initially, our e�orts were directed at benchmarking Fabric

to pinpoint the primary causes of performance bottlenecks. The insights gleaned from

our experiments enabled us to formulate broad yet incisive optimization strategies that

enhance performance across various layers of the Fabric blockchain framework. Subse-

quently, the second phase of our research concentrated on automating the generation

of optimization recommendations that are speci�cally tailored to the current workload.

Manual implementation of these recommended strategies resulted in notable performance

boosts. The third phase of our research focused on automating the implementation of op-

timization recommendations and adapting them dynamically based on workload changes.

We investigated the feasibility of a self-driving blockchain system dedicated to continuous

performance improvement. In addition to our main research, we also developed a Fabric

workload visualizer to enhance our understanding of workload characteristics that impact

performance. Furthermore, we conducted a study on benchmarking various blockchain

systems to identify the primary challenges in this domain and to extend our research to

other decentralized systems beyond Fabric.

1.3.1 Performance Analysis

Various types of transaction failures can occur in Fabric, but the ones related to concur-

rency are the most common. These failures can signi�cantly impact Fabric's performance,

7



1.3. APPROACH

as our studies show that almost 40% of submitted transactions can fail because of

concurrency-related issues. Our work formally de�nes these types of transaction failures

related to concurrency, laying a solid foundation for our study and future investigations in

this area. We conducted over 900 experiments to analyze concurrency-related transaction

failures in Fabric. By examining the factors that a�ect transaction failures in Fabric

and the impact of three recent optimization techniques - Fabric++, Streamchain, and

FabricSharp - we have found interesting insights pertaining to di�erent levels of the

blockchain stack. For instance, we discovered that adjusting the block size based on

the rate of transaction arrivals can signi�cantly reduce transaction failures by up to

60%. This highlights the importance of tuning con�guration parameters to improve the

performance of Fabric.

To support thorough evaluations and controlled experiments, we developed four smart

contracts representing realistic scenarios along with a synthetic smart contract. Ad-

ditionally, we have developed a workload generator that can be used for all of these

smart contracts. This wide range of workloads has allowed us to conduct an extensive

evaluation of Fabric. Based on our �ndings, we have identi�ed some best practices that

developers should follow while working with Fabric, and have also highlighted promising

areas for future research.

We also developed a web application designed to analyze the workloads of a Hyperledger

Fabric network and provide users with detailed insights into transaction metadata,

dependencies and serializability. We demonstrated the tool's e�ectiveness using multiple

realistic workloads, highlighting its utility in identifying optimization opportunities.

Further, we conducted a comprehensive study on benchmarking di�erent blockchain

systems. We analyzed �ve popular permissioned blockchain platforms to identify key

problem statements and de�ned a general methodology to address these issues. We

evaluated �ve existing blockchain benchmarking systems through detailed case studies,

identifying their limitations and proposing enhancements based on our �ndings.
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1. INTRODUCTION

1.3.2 Performance Optimization Recommendation System

We designed a multi-level optimization recommendation approach that analyzes the

blockchain ledger and identi�es various optimization opportunities for the entire blockchain

stack. This approach equips users with a detailed understanding of their systems, enabling

them to make informed decisions on optimization strategies. Our approach also automates

the extraction, preprocessing, and generation of event logs for Fabric blockchain data.

This facilitates further research in log-based analysis techniques such as process mining

in blockchains by providing a ready-to-use, preprocessed log based on the ledger contents.

Through practical implementation and evaluation, we demonstrate that our optimization

recommendations can signi�cantly enhance transaction success rates by 20% and reduce

latency by 40%, underscoring the e�ectiveness of our approach.

We conducted an extensive evaluation of our approach, which encompasses a variety of

workloads, including synthetic workloads, use-case-based workloads and a real-world

event log. This extensive testing ensures the applicability of our approach to a wide

range of real-world blockchain applications, addressing the challenge of limited publicly

available data for research in permissioned blockchains. Moreover, we demonstrate how

our approach enhances existing blockchain optimization strategies by adding higher-level

optimizations, thus con�rming the signi�cant bene�ts of our holistic approach.

1.3.3 Self-driving Blockchain System

Our research delves into the dynamic aspects of the Fabric blockchain ecosystem, with

a focus on evolving network and workload patterns. We investigate the feasibility and

potential bene�ts of self-driving blockchains. We compare our �ndings with established

database research and highlight the unique attributes of blockchain technology. Our

objective is to encourage the blockchain research community to contribute signi�cantly

to developing self-driving blockchains.

Our research has identi�ed speci�c parameters and components within the entire system

stack of Hyperledger Fabric that are well-suited for autonomous adaptation. These

particular features, which we refer to asadaptable features, present signi�cant potential

9
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for self-driving opportunities within existing blockchain systems. However, we recognize

that there are considerable challenges in making these features fully autonomous and

have provided potential solutions to overcome these obstacles. Our aim is to facilitate the

exploration of self-driving capabilities within existing blockchain systems rather than

the creation of new blockchains for each unique use case.

Finally, we demonstrate our �ndings by setting up three autonomous systems, each

targeting a di�erent level within the blockchain architecture. Our experiments indicate

up to 42% improvement in terms of throughput and latency. This is a signi�cant �rst step

towards implementing a fully autonomous system in the future.

1.4 Contributions

Our research involves a thorough analysis of blockchain technology from di�erent

perspectives to identify areas that are causing performance issues. We then develop

strategies that target these areas and optimize the entire blockchain stack. This includes

improving the data de�nition, transaction processing, and even the business process

model. By taking a holistic approach, we can pinpoint and address the main causes

of ine�ciencies, aiming to enhance the performance of blockchain systems. The main

contributions of our work are:

i. We formally de�ne di�erent types of transaction failures related to concurrency

that can occur in Fabric, which is helpful for our study and future research.

We examine the parameters a�ecting these failures in Fabric and three other

optimized extensions of Fabric. Our �ndings reveal surprising insights and trade-

o�s, such as the signi�cant impact of block size on transaction failures. Based

on our experiments, we identify best practices for developers and future research

directions [24].

ii. We de�ne a multi-level optimization recommendation approach that examines the

Fabric blockchain ledger and recommends optimization strategies for the entire

blockchain stack. Our work provides a formal de�nition for our optimization

strategies that can be reused for other blockchain logs with similar attributes. The

10



1. INTRODUCTION

e�ectiveness of our method is demonstrated by the results, which show a 20%

increase in successful transactions and a 40% reduction in latency. The approach

we present supplements existing blockchain optimization strategies by adding

higher-level optimization techniques [27].

iii. Our work analyzes the dynamic aspects of the blockchain environment to de-

termine the need for self-driving blockchains. We identify adaptable features in

the Hyperledger Fabric system stack that are suitable for autonomous adaptation

and demonstrated signi�cant improvement in performance through three locally

autonomous systems. This is a signi�cant �rst step towards implementing a fully

autonomous system in the future, and the �rst comprehensive discussion and

evaluation of self-driving blockchains to our knowledge at the time of writing [38].

iv. To understand the workload characteristics, we developed a web application

that visualizes transaction dependency graphs and other key transaction-related

information for Hyperledger Fabric networks. Our tool helps identify performance

optimization opportunities relevant to the current workload [28].

v. We analyse �ve popular permissioned blockchains to identify key benchmarking

challenges and propose a general methodology to address these issues. Addition-

ally, we evaluate existing blockchain benchmarking systems, highlighting their

limitations and suggesting improvements [39].

vi. To facilitate realistic evaluations and controlled experiments, we created a collection

of synthetic workloads generated using a broad range of control variables, four

popular use-case-based workloads, and a workload based on a real-world process

event log. All the smart contracts and workload generation scripts have been

made available as open-source [24]. This helps address the challenge of inadequate

publicly available data, which hinders research in permissioned blockchains.

Parts of the content and contributions of this work have been published in:

ˆ Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen. �Why Do My Blockchain

Transactions Fail? A Study of Hyperledger Fabric.� In:Proceedings of the 2021

International Conference on Management of Data. SIGMOD '21. Virtual Event, China:

Association for Computing Machinery, 2021, pp. 221�234.isbn: 9781450383431.

doi : 10.1145/3448016.3452823.ur l : https://doi.org/10.1145/3448016.3452823

(CORE PUBLICATION 1)
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ˆ Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen. �How To Optimize My

Blockchain? A Multi-Level Recommendation Approach.� In:Proc. ACM Manag.

Data1.1 (May 2023).doi : 10.1145/3588704.ur l : https://doi.org/10.1145/3588704

(New publication format for SIGMOD `23)(CORE PUBLICATION 2)

ˆ Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen.Should my Blockchain

Learn to Drive? A Study of Hyperledger Fabric. 2024. arXiv: 2406.06318

ˆ Jeeta Ann Chacko, Ruben Mayer, Alan Fekete, Vincent Gramoli, and Hans-Arno

Jacobsen. �A Comprehensive Study on Benchmarking Permissioned Blockchains.�

In: Performance Evaluation and Benchmarking. Ed. by Raghunath Nambiar and

Meikel Poess. Cham: Springer Nature Switzerland, 2024(Accepted for publication)

ˆ Jeeta Ann Chacko, Nino Richter, Ruben Mayer, and Hans-Arno Jacobsen. �Fabric-

Visualizer: A Transaction Dependency Visualizer for Hyperledger Fabric.� In:

Proceedings of the 24th International Middleware Conference: Demos, Posters and

Doctoral Symposium. New York, NY, USA: Association for Computing Machinery,

2023, pp. 31�32.isbn: 9798400704291.ur l : https://doi.org/10.1145/3626564.

3629098

1.5 Organization

The rest of the document is organized as follows. In Chapter 2, we explain the Hyperledger

Fabric architecture including the transaction �ow to provide a background for our

work. In Chapter 3, we present our methodology for benchmarking and optimization

of the Hyperledger Fabric blockchain. This includes explaining our experimental setup,

de�ning the workloads used in our experiments, and summarizing the system design. In

Chapter 4, we provide a summary of the key achievements of each publication and the

author's contributions. Chapter 5 compares our �ndings with the existing literature and

discusses the results. Chapter 6 presents the conclusion and an outlook for future work.

Additionally, Appendices A, B, C, D, and E contain our published papers.
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2

Background

Our work focuses on enhancing the overall performance of decentralized systems through

comprehensive optimization strategies. We utilize the Hyperledger Fabric blockchain

platform to showcase our techniques. To better understand our work, we explain the

architecture and transaction �ow within Fabric in this section.

Fabric [6] is an open-source permissioned decentralized system designed mainly for

use in enterprise scenarios. It supports smart contracts (referred to as chaincodes) in

various general-purpose languages. It also o�ers a choice of two databases, LevelDB

and CouchDB, to maintain the world state in a key-value format. The complete history

of all transactions (both successful and failed) in the network is stored on a distributed

immutable ledger. The main components of a Fabric network are clients, peers, endorsers,

and the ordering service. Peers are responsible for validating transactions, updating

the world state and appending transactions to the ledger. Endorsers are speci�c peers

assigned to execute transactions speculatively and endorse them. A copy of the smart

contract is stored on every endorser. An endorsement policy governs the number of

endorsements required for a transaction to be deemed valid. Peers are grouped into

organizations that generally correspond to the real organizations in an enterprise. The

ordering service is a set of nodes that reach consensus on a global order of transactions

and package them into blocks. The transaction �ow in Fabric is shown in Figure 2.0.1

and is explained below in detail.
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Figure 2.0.1: Transaction Flow in Hyperledger Fabric

Execution Phase

1. The client can initiate a transaction by sending a transaction proposal to all

endorsers speci�ed by the endorsement policy. For instance, if the endorsement

policy is (Peer1 AND Peer2), the clients send proposals to bothPeer1and Peer2.

The transaction may comprise of several operations that involve reading from or

writing to the world state.

2. The endorsers execute the transaction speculatively and generate a read/write set

based on the current world state. The world state remains unchanged during this

process. The read/write set is signed by the endorsers and sent back to the clients.

3. Clients collect su�cient responses from endorsers based on the endorsement policy.

The responses are packaged as a transaction and sent to the ordering service.

Ordering Phase

4. The ordering service nodes reach consensus on a global order of transactions and

create a block. The frequency of block creation can be based on a time duration,

number of transactions or size of transactions.

5. After the transactions are grouped together in a block, they are distributed to every

peer in the network.
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2. BACKGROUND

Validation Phase

6. Peers perform two validation processes on every transaction in a block. Validation

System Chaincode (VSCC) validation involves validating the endorser signatures

and ensuring su�cient endorsements based on the endorsement policy. Multi-

Version Concurrency Control (MVCC) validation involves comparing the read/write

set with the current world state. MVCC validation is required because the read/write

sets were created based on the world state during the execution phase, and other

transactions might have updated the world state in the meantime.

7. When both the VSCC and MVCC validations are successful, the world state is

promptly updated. However, if either of these validations fails, the clients are

immediately noti�ed, and the world state remains unchanged.

8. Once validation is complete, the block is updated with the status of each transaction

(whether it was successful or failed) and appended to the ledger. As a result,

the ledger holds a complete record of all transactions that have completed the

transaction �ow.

Fabric provides multiple customizable options, such as allowing for diverse ledger data

storage formats and di�erent databases for world state storage. Users have the choice

between crash fault tolerant or byzantine fault tolerant consensus models, allowing them

a tradeo� between performance and security. It supports various membership service

providers and enables smart contract development in multiple programming languages,

including Go, Node.js, and Java. Additionally, various con�gurable settings are available

in Fabric to maintain transaction privacy, such as the creation of channels. Channels

enable a subset of network participants to maintain a private transaction ledger, which

is desirable for scenarios where participants are competitors and wish to keep certain

transactions con�dential. Fabric further enhances privacy with the feature of private data

collections, allowing a speci�c group within a channel to handle private data without

needing a separate channel. This feature can be used to store private information related

to an individual organization, such as the details of employees or assets. Overall, Fabric

is a highly �exible framework with a range of features that make it suitable for enterprise

use cases.
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3

Methodology

In our work, we �rst conduct a thorough examination of Fabric's performance to identify

any potential bottlenecks. We then analyze the data in the distributed ledger to derive

optimization strategies at di�erent levels of the blockchain stack. In addition, we develop a

comprehensive optimization recommendation system as well as a self-driving blockchain

framework that applies these strategies to enhance overall performance.

For our initial analysis of Fabric and to evaluate the two systems that we developed, we

deployed a distributed Fabric network on our servers and designed a suitable benchmark-

ing setup. This section outlines our general methodology, which includes the Fabric

system setup, the smart contracts and workloads used in our experiments, the multi-level

optimization strategies that we identi�ed and the design of our two holistic performance

optimization systems.

Although they are three independent systems, we illustrate the design of the Fabric

network, the work�ow of our recommendation system, and the components for the

self-driving framework together in a single �gure for ease of understanding (Figure 3.1.1).

Independent illustrations of the system design can be found in our papers in appendices A,

B, and C. Further, in this section, we brie�y explain our auxiliary research, which includes

the development of a Fabric workload visualizer and a study on blockchain benchmarking

systems. Detailed information can be found in appendices D and E.
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3.1. FABRIC NETWORK SETUP AND ANALYSIS

Figure 3.1.1: System Design of the Fabric Network along with the work�ow of the holistic performance
optimization approach and components for a self-driving blockchain system

3.1 Fabric Network Setup and Analysis

As depicted in Figure 3.1.1, the Fabric network consists of multiple peers and orderers

grouped into di�erent organizations, which simulate the physical organizations of an

enterprise. Clients controlled by a client manager are registered to this Fabric network,

which generates con�gurable workloads for multiple smart contracts. The default Fabric

network con�guration included four peers (two per organization) and three orderers

along with ten clients and a client manager deployed using Hyperledger Caliper which

is a benchmarking framework [40]. This default con�guration was tuned based on

the requirements for each experiment. We used Fabric versions 1.4 and 2.2 for our

experiments.

The Fabric network was deployed over a Kubernetes cluster. The various nodes in the

cluster consist of command line interface nodes (CLI), controller nodes, worker nodes, a

load balancer, and a network �le system node. The CLI nodes facilitate client processes,

while the controller nodes manage scheduling within the Kubernetes environment.

Worker nodes hosted the Fabric network components, including peers and orderers.

The use of Kubernetes as the orchestration platform enabled a �exible and scalable

deployment model. The setups varied in scale from small clusters with three worker

nodes to larger con�gurations with 32 worker nodes, accommodating di�erent numbers of

peers, orderers, and client processes. This variation allowed for the exploration of network

behaviour under varying degrees of workload and stress. Hardware con�gurations varied,
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3. METHODOLOGY

with nodes equipped with up to 16 vCPUs and 41 GB RAM.

3.1.1 Smart Contracts and Workloads

E�ciently benchmarking the performance of Fabric and testing the systems we've devel-

oped requires a diverse range of workloads. In blockchains, smart contract executions are

equivalent to transactions in a database, making it imperative to create appropriate smart

contracts for generating the necessary workloads. In this section, the smart contracts

and corresponding workloads that we developed for our experiments are explained.

Synthetic Workloads

We developed a workload generator to run controlled experiments and microbenchmarks.

It generates synthetic smart contracts based on user-speci�ed control variables, such

as the number of functions and operations. The generator can also produce synthetic

workloads based on inputs like transaction numbers and key distributions. We create

diverse workloads to simulate realistic scenarios, including read-heavy, insert-heavy,

update-heavy, delete-heavy, and range-heavy workloads.

Use-case based Workloads

Blockchains are being used in various real-world scenarios, including digital asset and

supply chain management [12, 13]. To create a more realistic environment for our

experiments, we implemented four smart contracts and corresponding workloads based

on popular use cases of blockchains. The design and functionality of these use cases draw

inspiration from similar implementations in the existing literature [41, 42, 43, 44].

1. Electronic Health Record Management

This use case manages medical health records e�ciently, catering to the needs of patients,

medical institutions, and research organizations. Patients can control access to their

personal information and health records. The smart contract manages access credentials
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3.1. FABRIC NETWORK SETUP AND ANALYSIS

and logical connections between patients and medical actors. The workload generated

for testing this smart contract is predominantly update-heavy, comprising 70% of the

transactions in a set of 10,000.

2. Digital Voting

This use case simulates a secure, transparent digital election with 1,000 eligible voters and

12 parties. The voting occurs in a designated election phase, ending with acloseElection

transaction and ensures that no vote duplication occurs. The system includes functions

for querying party information (qryParties), casting votes (vote), and viewing results

(seeResults), ensuring transparency. The corresponding workload re�ects election tra�c

with 1,000qryPartiestransactions at 100 TPS and 5,000Votetransactions at 300 TPS,

ending with result viewing and election closure.

3. Supply Chain Management

This use case simulates logistics operations of a network, tracking and managing logistic

units across �ve logistic service providers. The system utilizes global trade item numbers

and serial shipping container codes to monitor individual trade items and groups of

items throughout the supply chain. A workload of 10,000 transactions is generated to

simulate realistic supply chain activities, including the sending of advanced shipping

notices, shipping, querying, and unloading transactions, as well as random transactions

for querying product information and updating audit entries. This use case replicates the

intricacies of a logistics network, from tracking and management to detailed audit and

information retrieval processes.

4. Digital Rights Management

This use case employs blockchain technology to provide a secure platform for managing

and protecting the works of artists in the music industry. The smart contract leverages

the dot blockchain media format to store metadata for 200 artworks and assign industry-

standard IDs to 200 right holders. The comprehensive functionality of this smart contract

includes adding new music pieces, querying rights associated with each piece, viewing

detailed metadata, calculating the current revenue for rights holders, and aPlayfunction

triggered with each music play. APlayheavy workload is created to simulate realistic

usage scenarios with 70% of transactions dedicated to thePlayfunction.
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3.1.2 Performance Analysis

Using the smart contracts and workloads explained in the previous section, we conducted

over 900 experiments on our Fabric network setup. We observe that in Fabric, a signi�cant

proportion of transaction failures, nearly 40%, are attributed to concurrency issues, which

markedly in�uence the system's e�ciency. Our work provides a comprehensive catego-

rization and de�nition of these concurrency-related transaction failures, establishing a

foundational basis for this study and future research endeavours. Our analysis extended

to the e�ects of various factors across di�erent layers of the blockchain stack, such as the

endorsement policy, database type, network delays and workload type, on transaction

failures. One key �nding was the potential reduction in transaction failures, up to 60%,

by adapting the block size in alignment with transaction arrival rates. We also conducted

experiments on optimized extensions of Fabric namelyFabric++[25], Streamchain[34],

andFabricSharp[26] and derived insightful observations.

3.1.3 Workload Visualizer

As a result of our performance analysis, we determined that workload characteristics sig-

ni�cantly impact performance and that optimal con�guration settings are also workload-

dependent. Consequently, we developed a web application named Fabric-Visualizer

to facilitate the visualization of workloads within Hyperledger Fabric networks. Our

methodology involved connecting to a live Fabric network to extract transaction data

and generate dependency graphs. These graphs o�er detailed insights into validation

status, dependent transactions, accessed keys, endorsers, and clients. Furthermore, our

tool checks for serializability and identi�es transactions that require abortion to achieve

serializability. We validated the utility of Fabric-Visualizer by employing multiple realistic

workloads, demonstrating its e�ectiveness in identifying performance optimization

opportunities.
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3.2. HOLISTIC PERFORMANCE OPTIMIZATION STRATEGIES

Figure 3.2.1: Performance optimizations applicable to di�erent elements of the Fabric blockchain stack

3.2 Holistic Performance Optimization Strategies

On the basis of our extensive experiments explained in the previous section, further

analysis of the data in the distributed ledger and literature review, we identi�ed vari-

ous optimization possibilities at di�erent levels of the Fabric blockchain stack. These

optimization strategies are visualized in Figure 3.2.1 and explained in this section.

3.2.1 User Level Optimizations

At the user level, we investigated the workload of the active application. The perfor-

mance of the system is signi�cantly impacted by the frequency and sequence in which

transactions are initiated and authenticated on the blockchain. A detailed analysis of the

transaction rate, type, and interdependencies can help identify optimization opportunities

for the user.

Using the data in the distributed ledger, we can identify reorderable pairs of transactions
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that cause transaction dependency failures and the business process activities associated

with such pairs. An appropriate process model redesign by reordering the identi�ed

activities can mitigate transaction dependency con�icts.

Further, when activities stray from their expected patterns, it's advisable to consider

pruning the process model. This involves analyzing the transaction types associated

with each activity to spot any irregularities. By examining the discrepancies between

the event log's traces and the process model, alongside the anomalies identi�ed, one can

pinpoint opportunities for re�ning the model.

We can also analyze the distribution of transaction rates over time from the distributed

ledger, identifying moments of peak activity and concurrently assessing failure rates

within those periods. If the failure rate is signi�cantly elevated, implementing rate control

measures can help improve performance. Further, adjusting the rate at which transactions

are admitted into the system can maintain fairness among participants.

3.2.2 Data Level Optimizations

At the data level, we examine aspects such as transaction failures, correlation based on

proximity, and hotkeys. Such analysis enables users to modify the smart contract and,

consequently, the foundational data model, leading to enhanced performance.

One approach, speci�cally for transactions limited to incrementing or decrementing oper-

ations, is to transform them into delta-write transactions. These allow for modi�cations

across multiple distinct delta keys, which can then be combined to obtain the current

value when needed. This eliminates the need to read the key prior to each modi�cation.

As a result, update transactions morph into write-only operations targeting unique keys,

signi�cantly lowering the likelihood of failures due to transaction dependencies. Delta

writes are particularly advisable in scenarios where a transaction fails while attempting

to increment or decrement a single key.

To mitigate transaction dependencies, one approach is to divide a single smart contract

into multiple ones, each interacting with its own distinct world state to minimize con�icts.
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This division does not alter the original smart contract's functionality, as functions from

one smart contract can still call upon those in another when interaction is necessary.

Analyzing and modifying the smart contract accordingly to facilitate this split � termed

smart contract partitioning � is advised when a single key becomes a bottleneck due to

concurrent access by multiple functions.

Further, when activities are self-dependent, modifying the data model can help in

minimizing transaction con�icts. For instance, in the context of digital voting, if an

ElectionIDkey becomes overused due to frequent access by theVote()function, an e�ective

optimization strategy could be to shift the primary key to something likeVoterID. This

change allows for votes to be recorded on a per-voter basis, rather than compiling all votes

under a single key. Additionally, the discovery of a singularhot keywarrants a thorough

examination of the data model to uncover why this particular key is disproportionately

accessed.

Further, in Fabric, the di�erent databases have diverse performance and functionality

suitable for various workloads. Therefore, choosing between LevelDB and CouchDB

based on the workload pro�le can improve the performance. Also, dynamically tuning

the various database parameters can ensure higher e�ciency.

3.2.3 System Level Optimizations

At the system level, our emphasis lies on various con�guration parameters that can par-

ticularly in�uence its performance. Additionally, identifying client and peer bottlenecks

assist in making informed resource allocation choices. These optimization strategies

should be based on analysis of the blockchain ledger produced by the active application,

enabling users to determine the most suitable con�guration settings tailored to their

speci�c scenario and workload, thereby enhancing performance.

Max Message Countdetermines the maximum number of transactions a block can contain.

Batch Timeoutis the maximum duration to wait before creating a block with the currently

available transactions.Preferred Max Bytesspeci�es the maximum block size in terms of

bytes. Tuning these three parameters can optimize transaction processing e�ciency and
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impact network throughput and latency. In the context of the consensus mechanism (such

as Raft), theSnapshot Interval Sizeparameter de�nes the frequency of state snapshotting,

which can a�ect recovery times and disk space utilization. Further, Fabric provides a

�exible consensus framework that can be con�gured to suit the trust model and behavior

of the network participants. The network performance can be improved by switching

between di�erent consensus mechanisms, such as CFT and BFT.

Additionally, adjusting the number and distribution of network components, such as

endorsers and clients, in response to changing workloads can help to maintain optimal

performance. In Fabric, each transaction initiated by clients triggers the execution of

a speci�c smart contract function by endorsers, as determined by the endorsement

policy. This process, which is both time-intensive and resource-demanding, can lead

to ine�ciencies if certain endorsers are overloaded with transactions while others are

underutilized, indicating a potential bottleneck or imbalance in load distribution. This

imbalance often arises from endorsement policies that require mandatory endorsements

from certain endorsers, leading to a scenario where speci�c endorsers, likeOrg1in the

policy And(Org1,OR(Org2,Org3)), become overwhelmed and turn into bottlenecks.

Similarly, clients undertake various labour-intensive operations, encompassing transac-

tion proposal initiation, validation of endorser responses, a compilation of these responses

into a transaction, submission of the transaction to the ordering service, and gathering

of commit responses from peers. Client bottlenecks can be detected by identifying the

clients responsible for a signi�cant volume of transactions.

Recognizing such over-utilized clients and endorsers aids in making informed decisions

about resource distribution, for instance, augmenting the quantity and capacity of these

components. Additionally, such identi�cation may highlight ine�ciencies or issues

within the foundational business processes.

3.3 Holistic Performance Optimization Systems

In our work, we devised two systems that cater to the holistic approach of enhancing the

performance of Fabric. Firstly, we developed a performance optimization recommender
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system that identi�es ine�ciencies and bottlenecks in the blockchain's operation, gen-

erating insights into potential optimizations at various levels (system, data, and user).

The approach is structured around data preprocessing, event log extraction, process

analysis, and the formulation of optimization strategies. Secondly, we develop a self-

driving blockchain system that utilizes machine learning algorithms to dynamically

adjust blockchain parameters in real-time, in an attempt to ensure optimal performance

under varying conditions. This involves monitoring system metrics, analyzing perfor-

mance data, and applying reinforcement learning to identify and implement the best

con�gurations autonomously. Both systems are designed with a keen focus on providing

a comprehensive solution to the challenges faced by Fabric. In this section, we will delve

into the details of both these systems.

3.3.1 Performance Optimization Recommendation System

We propose a transaction-centric approach to derive optimization recommendations for

blockchains by utilizing the data in the distributed ledger. We preprocess the raw data to

create a blockchain log and apply process mining strategies to derive the process model.

Further, we derive the values for various metrics from the blockchain log, which are used

to detect multi-level optimization recommendations. We then use the recommendations

and the derived process model to identify applicable optimizations. To automate this

approach, we have developed a tool calledBlockOptR. The work�ow of our system is

illustrated in Figure 3.1.1.

BlockOptRis registered as a client on the Fabric network to extract data from the

blockchain ledger. This log is then saved as JSON �les and cleaned by removing con�gu-

ration and setup-related transactions. This process produces a CSV format �le that is

used as an event log by generating appropriate Case IDs. Process mining techniques are

applied to the event log to derive process models and aid in recommending user-level

optimizations. Further, nine attributes are extracted from the blockchain log, which

helps derive multiple metrics required to recommend optimizations. Using a multi-level

approach, the de�ned attributes and metrics are utilized to recommend nine performance

optimization strategies, namely activity reordering, process model pruning, transaction

rate control, delta writes, smart contract partitioning, data model alteration, block size
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adaptation, endorser restructuring and client resource boost.

3.3.2 Self-Driving Blockchain System

Our work explores the development of self-driving blockchains, focusing on enhancing

Fabric's adaptability and e�ciency. We delve into the concept of autonomously adjusting

blockchain parameters and con�gurations in response to changing network conditions,

workloads, and performance metrics. Through a comprehensive analysis of various layers

of the blockchain stack�ranging from system and data layers to the application layer�our

work proposes a novel framework that leverages reinforcement learning to dynamically

tune parameters. Based on the optimization strategies that we derived (Section 3.2),

further experimentation and literature review, we identi�ed various adaptable features

across the blockchain stack that are integral to realizing a self-driving blockchain system.

These adaptable features represent areas for dynamic adjustment to improve blockchain

system performance, responsiveness to changing workloads, and overall system e�ciency.

We highlight the importance of a self-driving approach to manage these adaptations

autonomously, leveraging machine learning to predict and implement optimal con�g-

urations in real time. Further, we developed three self-driving systems, each targeting

di�erent layers of the Fabric blockchain. At the user level, we apply dynamic transaction

rate control with a focus on client fairness. At the data level, we dynamically adapt

the smart contract to include or excludedelta writesbased on workload changes. At

the system level, we dynamically adapt four con�guration parameters to ensure better

performance. The work�ow of our system is illustrated in Figure 3.1.1.

Our autonomous blockchain system has two main components: a prediction system and

a monitoring system, both integrated with a Fabric network. The prediction system uses

reinforcement learning (RL) to predict suitable optimizations and manipulate Fabric's

adaptable features. Reinforcement learning is especially useful in situations where

initial training data isn't available. Given the privacy concerns of enterprises reluctant

to disclose their operational data and ledger details, permissioned blockchains lack

extensive public training datasets. This scenario makes reinforcement learning an apt

method for our application. The monitoring system collects performance data from the
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network. The state, action space, and reward function parameters of the RL agent are

adjusted to implement self-driving capabilities at each level of the blockchain stack. Initial

results indicate promising performance improvements, which can be further enhanced

by re�ning the training model.

3.4 Blockchain Benchmarking Systems

We extensively study multiple blockchain systems and blockchain benchmarking systems

to broaden the scope of our research beyond Hyperledger Fabric. We address the signi�-

cant challenges in benchmarking di�erent blockchains which arise from their diverse

implementations. To identify critical benchmarking challenges, we performed an in-depth

analysis of �ve prominent permissioned blockchain platforms: Fabric, Corda, Multichain,

Quorum, and Diem. Our examination encompassed system con�guration, parameter

tuning, workloads, and performance metrics, allowing us to formulate speci�c problem

statements for each aspect. Subsequently, we proposed a comprehensive methodology

to address these challenges, highlighting the essential contributions required from both

blockchain and benchmarking system developers. Additionally, we conducted a case study

on �ve existing blockchain benchmarking systems - Blockbench, Caliper, Diablo, Gromit,

and BCTMark - evaluating their limitations and proposing enhancements. Our research

aims to re�ne the benchmarking process and enable more accurate and meaningful

performance evaluations across various blockchain platforms.
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Summary of Publications

This chapter summarizes all published papers for this publication-based dissertation

individually. This dissertation is based on four peer-reviewed publications (two full

papers, one workshop paper and one demo paper) and one arXiv publication. We

highlight each publication's key idea, outline the achievements, and summarize the

author's contributions.

Section 4.1 outlines our �rst publication that focuses on identifying critical factors

a�ecting transaction failures in the Hyperledger Fabric platform through extensive

benchmarking experiments. We analyzed network con�guration, transaction size, and

endorsement policies, and compared existing optimization strategies. Section 4.2 summa-

rizes our second publication that proposes an approach to optimize blockchain systems

using a comprehensive framework backed by practical evaluations. The work emphasizes

the importance of adopting a holistic approach to blockchain optimization. Section 4.3

abstracts our discussion on self-driving blockchains, focusing on Hyperledger Fabric.

The study identi�es crucial dynamically adaptable features and demonstrates the im-

provements in throughput and latency by implementing autonomous systems targeting

di�erent layers of the blockchain stack. Section 4.4 abstracts our extensive study on

blockchain benchmarking systems, and Section 4.5 summarizes our work on the Fabric

workload visualizer tool.
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4.1. WHY DO MY BLOCKCHAIN TRANSACTIONS FAIL? A STUDY OF HYPERLEDGER
FABRIC

4.1 Why Do My Blockchain Transactions Fail? A Study

of Hyperledger Fabric

Reference: Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen. �Why Do My

Blockchain Transactions Fail? A Study of Hyperledger Fabric.� In:Proceedings of the

2021 International Conference on Management of Data. SIGMOD '21. Virtual Event, China:

Association for Computing Machinery, 2021, pp. 221�234.isbn: 9781450383431.doi :

10.1145/3448016.3452823.ur l : https:/ /doi.org/10.1145/3448016.3452823(CORE

PUBLICATION 1)

Full-text version enclosed: Appendix A

Summary:

Our work thoroughly examines the Hyperledger Fabric platform and formally de�nes

the di�erent types of transaction failures that can occur in Fabric. We conducted over

900 experiments to identify key factors that lead to transaction failures.

Our work identi�es several critical parameters a�ecting transaction failures through

empirical research, including network con�guration, transaction size, and endorsement

policies. We also compared existing optimization strategies�Fabric++, Streamchain,

and FabricSharp�highlighting their strengths and weaknesses in reducing transaction

failures. We meticulously analyzed our experimental results to derive valuable insights

into the complex dynamics of blockchain transaction processing.

Our work contributes signi�cantly to the blockchain community by providing a deeper

understanding of the causes of transaction failures in Hyperledger Fabric and suggesting

practical solutions for improvement. We not only shed light on the technical challenges

but also open avenues for future research and development in blockchain technology

optimization. The recommendations made are poised to assist developers and researchers

in enhancing the robustness and e�ciency of blockchain systems.

Author's contributions: Conceived and developed the approach. Conducted analysis

and experimental evaluation. Wrote the paper.
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4.2 How To Optimize My Blockchain? A Multi-Level

Recommendation Approach

Reference: Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen. �How To

Optimize My Blockchain? A Multi-Level Recommendation Approach.� In:Proc. ACM

Manag. Data1.1 (May 2023).doi : 10.1145/3588704.ur l : https://doi.org/10.1145/3588704

(New publication format for SIGMOD `23)(CORE PUBLICATION 2)

Full-text version enclosed: Appendix B

Summary:

We explore an innovative approach to optimizing blockchain systems to address the

critical challenges that impede their e�ciency and scalability. We introduce a compre-

hensive optimization framework that targets multiple aspects of blockchain technology,

including the application, data model and system components. We systematically parse

the blockchain ledger to identify performance bottlenecks and suggest targeted optimiza-

tions. This framework is not only theoretical but also backed by practical evaluations,

demonstrating its potential to enhance blockchain performance signi�cantly.

Central to our work is the development and application of an optimization tool that

automates the process of analyzing the blockchain ledger in Fabric and generating

recommendations for performance improvements. Through detailed log analysis and

performance metrics evaluation, this tool identi�es ine�ciencies and provides actionable

insights for optimizing blockchain con�gurations. The experimental results presented in

our work showcase the tool's e�ectiveness in various scenarios, highlighting its capacity

to improve success rate by up to 20% and reduce latency by up to 40% against varying

workloads. Our work underscores the signi�cance of adopting a holistic approach to

blockchain optimization.

Author's contributions: Conceived, developed, and implemented the approach. Con-

ducted analysis and experimental evaluation. Wrote the paper.
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4.3 Should my Blockchain Learn to Drive? A Study of

Hyperledger Fabric

Reference: Jeeta Ann Chacko, Ruben Mayer, and Hans-Arno Jacobsen.Should my

Blockchain Learn to Drive? A Study of Hyperledger Fabric. 2024. arXiv: 2406.06318

Full-text version enclosed: Appendix C

Summary:

Our work presents a comprehensive study on the implementation and evaluation of

self-driving blockchains, focusing on Hyperledger Fabric. We explore the concept of

autonomous blockchains that can predict workload changes and recon�gure themselves

for optimal performance without human intervention. Our study demonstrates signi�cant

improvements in throughput and latency by implementing three locally autonomous sys-

tems targeting di�erent layers of the blockchain stack, suggesting a promising direction

towards fully autonomous blockchain systems.

Our research highlights the need for self-driving blockchains to adapt to evolving

workloads and network conditions and ensure fairness across clients. It identi�es speci�c

parameters and components within Fabric that are suitable for autonomous adaptation

and evaluates the feasibility of such adaptations through experiments. These adaptations

include dynamic parameter tuning, smart contract adaptation, and client admission rate

tuning, leading to improved system performance and fairness.

Self-driving blockchains represent a signi�cant advancement in blockchain technol-

ogy, o�ering potential solutions to the challenges of managing complex and dynamic

blockchain systems. The experiments conducted provide evidence of the bene�ts of

autonomous adaptations on performance. Our research opens up new possibilities for

the development of fully autonomous blockchain systems.

Author's contributions: Conceived, developed, and implemented the approach. Con-

ducted analysis and experimental evaluation. Wrote the paper.
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4. SUMMARY OF PUBLICATIONS

4.4 A Comprehensive Study on Benchmarking Permis-

sioned Blockchains

Reference: Jeeta Ann Chacko, Ruben Mayer, Alan Fekete, Vincent Gramoli, and Hans-

Arno Jacobsen. �A Comprehensive Study on Benchmarking Permissioned Blockchains.�

In: Performance Evaluation and Benchmarking. Ed. by Raghunath Nambiar and Meikel

Poess. Cham: Springer Nature Switzerland, 2024(Accepted for publication)

Full-text version enclosed: Appendix D

Summary:

Our work addresses the signi�cant challenges in benchmarking various permissioned

blockchain systems due to their diverse implementations and rapid market growth. We

emphasize the importance of establishing a standardized methodology for evaluating

these blockchains, which are increasingly used in enterprise applications such as banking,

supply chain transparency, and digital asset management. Our study reviews �ve

popular permissioned blockchains�Hyperledger Fabric, Corda, Multichain, Quorum, and

Diem�highlighting their unique characteristics and the necessity for a comprehensive

benchmarking approach to assist developers and users in making informed decisions.

We identify key problems across four benchmarking factors: system con�guration, pa-

rameter tuning, workloads, and performance metrics. We propose a detailed methodology

to address these issues, involving contributions from both blockchain and benchmarking

system developers. Our study includes a case analysis of �ve existing blockchain

benchmarking systems, pointing out their limitations and suggesting improvements.

Our �ndings stress the need for detailed documentation, workload-speci�c benchmarks,

and �ne-grained performance metrics to ensure fair and e�ective benchmarking. There

is a dire need for active engagement from the blockchain community to enhance the

benchmarking process, thereby facilitating the optimal selection and con�guration of

blockchain systems.

Author's contributions: Conceived the idea and conducted the study. Wrote the paper.

33



4.5. FABRIC-VISUALIZER: A TRANSACTION DEPENDENCY VISUALIZER FOR
HYPERLEDGER FABRIC

4.5 Fabric-Visualizer: A Transaction Dependency Vi-

sualizer for Hyperledger Fabric

Reference: Jeeta Ann Chacko, Nino Richter, Ruben Mayer, and Hans-Arno Jacobsen.

�Fabric-Visualizer: A Transaction Dependency Visualizer for Hyperledger Fabric.� In:

Proceedings of the 24th International Middleware Conference: Demos, Posters and Doctoral

Symposium. New York, NY, USA: Association for Computing Machinery, 2023, pp. 31�32.

isbn: 9798400704291.ur l : https://doi.org/10.1145/3626564.3629098

Full-text version enclosed: Appendix E

Summary:

We developed a web application designed to analyze transaction dependencies within

Hyperledger Fabric workloads. The Fabric-Visualizer tool extracts data from a live Fabric

network, generates transaction dependency graphs, and provides detailed information

on each transaction, such as validation status, dependent transactions, smart contract

functions, accessed keys, endorsers, and clients. This comprehensive visualization aids

users in identifying the causes of transaction failures and optimizing smart contracts. The

tool also checks for the serializability of transactions and identi�es which transactions

need to be aborted to achieve it, thereby helping users select appropriate optimization

strategies.

The system is demonstrated with multiple realistic workloads and showcases its ability

to provide valuable insights into transaction con�icts. The generated con�ict graphs and

detailed transaction information help users understand the impact of di�erent workloads

on transaction failures and serializability. Additionally, by analyzing transaction details,

users can detect smart contract functions and keys causing con�icts, enabling them to

implement optimization strategies like smart contract partitioning and activity pruning.

Our tool assists users to better understand their blockchain workloads and make informed

decisions on optimization strategies.

Author's contributions: Conceived the idea and conducted experimental evaluation.

Wrote the paper.
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5

Discussion

This chapter discusses our work in the larger context of performance optimization

strategies in transaction processing systems. We present related work from the literature

and highlight the speci�c aspects unique to our work. We conclude that a comprehensive

approach to performance optimization that analyzes the entire system stack is highly

bene�cial for decentralized systems. We also discuss the technology independence of our

general methodology by highlighting examples from other blockchain systems that are

comparable to Fabric.

Our research advances the understanding of transaction failures in Fabric by de�ning

failure types and examining the e�ects of key parameters on performance. Unlike

previous studies that mainly focus on throughput and latency [32, 45], our analysis

includes a broader comparison across several systems (Fabric 1.4, Fabric++, Streamchain,

FabricSharp) under various workloads, with a special emphasis on transaction failures.

We reveal insights not covered in existing literature [32], such as the impact of CouchDB

on latency and the cost of range queries. We also explore how di�erent Fabric versions

and con�gurations in�uence transaction failures, o�ering new �ndings like the inverse

relationship between block size and transaction failures at �xed rates across di�erent

versions of Fabric, which are not discussed in the related work.

Additionally, our work compares with database benchmarking research [46, 47] that
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focuses on identifying performance bottlenecks. However, the distinctive features of

Fabric and blockchains in general, such as smart contracts, endorsement policies and

consensus protocols, yield unique insights into managing transaction failures that are

not discussed in database-related literature. Our comprehensive experimental analysis

�lls gaps left by previous studies and provides valuable insights for Fabric users.

Our research introduces a novel approach to enhancing blockchain performance through

a recommender system that analyzes the data in a Fabric blockchain ledger and o�ers nine

di�erent strategies for optimizing the entire blockchain stack. The existing literature fo-

cuses on individual aspects of performance optimizations, such as transaction reordering,

block size adjustments, CRDTs, and component parallelization, while we discuss a more

comprehensive approach [26, 33, 34, 48]. Although we draw inspiration from database

optimization and recommendation research [49, 50, 51], our focus is on blockchain-

speci�c enhancements, considering unique factors like block size, endorsement policies,

and smart contracts.

Additionally, we explore the use of process mining techniques on the data in the blockchain

ledger to derive process-level insights that can improve the blockchain system's perfor-

mance. This marks a departure from existing studies [52, 53, 54, 55, 56], which primarily

focus on process mining techniques only to derive and understand the business process

model. Our work leverages a business process perspective by extracting process data from

the blockchain ledger, analyzing blockchain-speci�c attributes and deriving performance

optimization strategies.

Our research on autonomous blockchains highlights the importance of self-managing

systems and outlines the essential features needing continuous adjustment. Previous

studies in database management have explored self-driving, auto-tuning, and adaptive

systems across various aspects like resource allocation and query optimization [57, 58,

59, 60]. However, our focus shifts to distributed ledger technologies, which stand apart

in architecture and functionality. This distinction also extends to exploring self-driving

capabilities at the application level, particularly emphasizing fairness in decentralized

systems like blockchains.

Recent studies have introduced self-adaptive and auto-tuning blockchains, such as

Sabine [61], Ursa [62], Adachain [63], and Athena [64], each o�ering adaptability for
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5. DISCUSSION

a single aspect within the blockchain architecture [61, 62, 63, 64, 65, 66]. Our work, in

contrast, seeks to identify and examine a comprehensive set of adaptable features across

the entire blockchain stack. Further, unlike the related work that requires a restart of the

blockchain system in order to apply dynamic adaptations [64], we focus on parameters

that can be tuned on a live network.

We have demonstrated our comprehensive benchmarking and optimization techniques

using the Fabric blockchain. Achieving technology independence can be di�cult due to

the signi�cant variations in the implementation of di�erent blockchain systems. However,

we have identi�ed speci�c examples that can serve as a roadmap for future researchers

to apply our techniques to other blockchain systems.

At the system level, the literature discusses the impact of parameter tuning in various

blockchain systems [67, 68]. For instance, in Quorum, the frequency of block time has

a direct proportional impact on the transaction latencies. Transactions are veri�ed by

speci�c nodes called notaries in Corda, and con�guring an ideal number of notaries based

on the incoming workload can enhance the performance. The performance impact of

these parameters is similar to the Fabric parameters that we discuss in our work, such

as block size and endorsement policy. Further, all blockchain systems have dynamically

tunable parameters (Corda and Multichain have more than 9 and 15 dynamic parameters,

respectively), highlighting the need for self-drive in other blockchains.

Additionally, related work discusses several optimization strategies to reduce the gas fee

and detect vulnerabilities for Solidity smart contracts, which align with our data-level

recommendations. Various tools, such as Lorikeet and Caterpillar, make it possible to

automate the creation and execution of Solidity smart contracts directly from process

models. This provides a foundation for implementing process model-based optimizations

similar to the ones proposed in our work on other blockchains. Further, client fairness

is a universal concept that can be applied to all blockchain systems. Hence, strategies

for application-level optimization, such as transaction admission rate control and client

resource management, are not dependent on the blockchain platform.
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6

Conclusions

Our work o�ers a thorough investigation into the optimization and management of

decentralized systems with a focus on Hyperledger Fabric. Collectively, our three projects

cover a broad spectrum of challenges and solutions concerning transaction failures, system

performance, and the implementation of autonomous operations within blockchain

systems.

Our experimental analysis of Fabric identi�es the root causes of transaction failures,

attributing them to its optimistic concurrency control mechanism. Through the develop-

ment of diverse workloads, our study provides an exhaustive analysis of how various

con�gurations impact transaction success rates. We also evaluate several optimization

strategies proposed in the literature and o�er actionable recommendations for practition-

ers to enhance system performance.

We further extend the discourse by proposing a multi-level optimization framework that

encompasses system, data, and user-level adjustments. This approach is validated by

applying the framework's recommendations, demonstrating substantial improvements

in transaction throughput and latency. This research underscores the importance of a

comprehensive optimization strategy that addresses multiple facets of blockchain systems

to achieve signi�cant performance gains.
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Eventually, our focus shifts towards the concept of self-driving blockchains, which

autonomously adapt to changing workloads and network conditions to optimize per-

formance metrics such as throughput, fairness, and latency. Our study showcases the

feasibility and bene�ts of self-adaptive mechanisms in blockchain systems through

literature review and experimentation, pointing towards a future where blockchain

infrastructure can dynamically adjust to achieve optimal operation without manual

intervention.

Combining all the insights from our work, a detailed picture emerges on the necessity

and methodology for enhancing the e�ciency and robustness of blockchain systems. We

highlight the complex interplay between system con�gurations, workload characteris-

tics, and optimization strategies, advocating for a balanced approach that considers all

aspects of blockchain operation. The research collectively advances the �eld by not only

diagnosing existing limitations but also providing validated solutions that pave the way

for more adaptive, e�cient, and user-friendly blockchain ecosystems.

There are various future research directions that can extend and enrich our current

work in several ways. As the concept of self-driving blockchains advances, ensuring the

security and integrity of these autonomous systems becomes paramount. Future work

could focus on developing robust security frameworks that can dynamically adapt to

new threats, ensuring the safety and reliability of decentralized systems. Additionally,

there are growing concerns over the environmental impact of blockchain technologies, so

future research could aim to dynamically optimize the energy consumption and carbon

footprint of blockchain operations.
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