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Abstract

Life nowadays has become increasingly interwoven with cyber-physical systems, which consist
of physical components that perceive their environment and act upon it based on internal
algorithms. Examples of cyber-physical systems include autonomous driving, control of power
grids, and robotic surgery. These use cases are safety-critical, as failures can cause ecological
and economic damage or harm humans.

In this thesis, we focus on the physical behavior of cyber-physical systems, which can be
described by linear and nonlinear dynamical systems. We reason about these models using
reachability analysis, a formal method that computes all potential system behaviors under
the influence of uncertainties; we call this result the reachable set. Reachability analysis can
verify safety by showing that no unsafe behavior is reachable or falsify safety by showing that
distinct system behavior is unsafe. However, one cannot compute the exact reachable set in
general but only approximations, whose accuracy strongly depends on the parametrization of
the reachability algorithm, which ultimately decides whether safety can be determined.

Forward reachability analysis determines all future states that the system can reach. For
linear time-invariant systems, we devise a reachability algorithm that computes an arbitrarily
accurate enclosure of the reachable set, as well as a verification algorithm that automatically
verifies or falsifies a given safety specification. For nonlinear systems, we adaptively tune all
algorithm parameters to tightly enclose the reachable set, which can be used for verification in
a subsequent step. Backward reachability analysis is used to determine whether a system can
avoid an unsafe set or reach a goal set. We propose novel backward reachability algorithms for
linear time-invariant systems, which are the first to scale polynomially in the state dimension.

Our numerical evaluation shows that we can verify and falsify safety for linear systems fully
automatically up to orders of magnitude faster than comparable state-of-the-art approaches.
Furthermore, our reachability algorithm for nonlinear systems solves benchmarks without re-
quiring any manual algorithm parameter tuning as fast as other expert-tuned reachability algo-
rithms. Moreover, our backward reachability algorithms enables the analysis of linear systems
with over a thousand states for the first time. In conclusion, these contributions significantly
enhance the capabilities of reachability analysis for the purpose of safety verification.






Zusammenfassung

Das Leben ist heutzutage immer enger mit cyber-physischen Systemen verflochten, die mittels
physischer Komponenten die Umgebung wahrnehmen und basierend auf internen Algorithmen
handeln. Beispiele fiir cyber-physische Systeme umfassen autonomes Fahren, die Regelung von
Stromnetzen und chirurgische Eingriffe durch Roboter. Diese Anwendungsfille sind allesamt
sicherheitskritisch, da Fehlverhalten 6kologische und 6konomische Schiden verursachen sowie
Menschen verletzen kann.

In dieser Dissertation wird das physikalische Verhalten cyber-physischer Systeme untersucht,
das durch lineare und nichtlineare dynamische Systeme beschrieben werden kann. Hierzu wer-
den Methoden aus dem Gebiet der Erreichbarkeitsanalyse verwendet, einer formalen Methode
zur Berechnung der erreichbaren Menge, die alle méglichen Systemverhalten unter dem Einfluss
von Unsicherheiten darstellt. Mittels Erreichbarkeitsanalyse kann Sicherheit nachgewiesen wer-
den, indem gezeigt wird, dass kein unsicheres Verhalten erreichbar ist. Zudem kann Sicherheit
widerlegt werden, indem ein einzelnes Systemverhalten als unsicher identifiziert wird. Im All-
gemeinen kann die erreichbare Menge aber nicht exakt, sondern nur niéherungsweise berechnet
werden. Die Genauigkeit hdngt dabei stark von der Parametrisierung des Erreichbarkeitsalgo-
rithmus ab, die schlussendlich dariiber entscheidet, ob Sicherheit festgestellt werden kann.

Vorwirtserreichbarkeitsanalyse bestimmt alle erreichbaren zukiinftigen Zustédnde. Fiir linea-
re zeit-invariante Systeme wird in dieser Arbeit ein Erreichbarkeitsalgorithmus entworfen, der
einen beliebig genauen Einschluss der erreichbaren Menge berechnet, sowie ein Verifikations-
algorithmus, der automatisch Sicherheit nachweist bzw. widerlegt. Fiir nichtlineare Systeme
werden alle algorithmischen Parameter automatisch eingestellt, was zu einem engen Einschluss
der erreichbaren Menge fithrt, der danach zur Verifikation verwendet werden kann. Durch
Riickwértserreichbarkeitsanalyse kann gezeigt werden, ob ein System unsicheres Verhalten ver-
meiden oder einen Zielzustand erreichen kann. In dieser Arbeit werden die ersten Riickwérts-
erreichbarkeitsalgorithmen fiir lineare zeit-invariante Systeme vorgestellt, die polynomiell mit
der Zustandsdimension skalieren.

Die Ergebnisse zeigen, dass Sicherheit fiir lineare Systeme nun vollautomatisch und um
Groflenordnungen schneller als mittels vergleichbarer Ansétze vom Stand der Technik nach-
gewiesen bzw. widerlegt werden kann. Zudem 16st der vorgestellte Erreichbarkeitsalgorithmus
fiir nichtlineare Systeme Testbeispiele ohne manuelle Einstellung algorithmischer Parameter in
vergleichbarer Zeit wie andere von Experten eingestellte Erreichbarkeitsalgorithmen. Der neue
Algorithmus fiir Riickwértserreichbarkeit erméglicht erstmals die Analyse linearer Systeme mit
iiber tausend Zustdnden. Zusammenfassend triagt die vorliegende Arbeit deutlich zur Erweite-
rung der Fahigkeiten von Erreichbarkeitsanalyse zum Zwecke der Sicherheitsverifikation bei.
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Résumé

La vie quotidienne repose de plus en plus sur des systémes cyberphysiques, c¢’est-a-dire des com-
posants physiques capables de percevoir leur environnement et d’y réagir de maniere dictée
par des algorithmes internes. On peut citer comme exemples de systemes cyberphysiques les
véhicules autonomes, le controle des réseaux électriques et les opérations chirurgicales effectuées
par des robots. Tous ces cas d’utilisation sont critiques en termes de stireté : des dysfonctionne-
ments peuvent causer des dommages écologiques ou économiques, ou bien blesser des personnes.

Dans cette thése, nous nous concentrons sur le comportement physique des systemes cyber-
physiques, lequel peut étre décrit par des systéemes dynamiques linéaires ou non linéaires. Nous
raisonnons sur ces modeles en utilisant ’analyse d’atteignabilité, une méthode formelle permet-
tant de calculer tous les comportements potentiels du systeme en présence d’incertitudes; ce
résultat étant appelé I'ensemble atteignable. L’analyse d’atteignabilité permet de vérifier la
stireté en montrant qu’aucun comportement non sur n’est atteignable, ou de la falsifier en mon-
trant qu’un comportement particulier du systeme n’est pas stir. En général, on ne peut calculer
que des approximations de I’ensemble atteignable, dont la précision dépend fortement du para-
métrage de l'algorithme d’atteignabilité, laquelle décide donc de la capacité a déterminer la
streté.

L’analyse vers I’avant détermine les états futurs atteignables par le systeme. Pour les systemes
linéaires invariants en temps, nous concevons un algorithme d’atteignabilité qui calcule une en-
veloppe arbitrairement précise de ’ensemble atteignable, ainsi qu'un algorithme de vérification
qui vérifie ou falsifie automatiquement une spécification de streté donnée. Pour les systémes
non linéaires, nous ajustons de facon adaptative tous les parametres de 'algorithme pour
calculer une enveloppe précise de ’ensemble atteignable; ces résultats peuvent ensuite étre
utilisé & des fins de vérification. L’atteignabilité en arriere peut étre utilisée pour déterminer
si un systéeme peut éviter un ensemble non siir ou atteindre un ensemble-but. Nous proposons
de nouveaux algorithmes d’atteignabilité en arriére pour les systemes linéaires invariants en
temps, qui sont les premiers a avoir une complexité polynomiale en fonction des états.

Nos évaluations numériques montrent qu’ils permettent de vérifier et de falsifier la sureté
pour des systemes linéaires de facon totalement automatique, jusqu’a plusieurs ordres de gran-
deur plus rapidement que les approches comparables de 1’état de ’art. De plus, notre al-
gorithme d’atteignabilité pour les systemes non linéaires résout nos problémes de test sans
nécessiter d’ajustement manuel des parameétres, et ce, aussi rapidement que des algorithmes
d’atteignabilité préalablement paramétrés par des experts. Enfin, nos algorithmes d’atteigna-
bilité en arriere permettent, de fagon inédite, 'analyse de systémes linéaires comportant plus
d’un millier d’états. En conclusion, ces contributions améliorent de facon significative les pos-
sibilités d’analyse d’atteignabilité pour la vérification de streté.
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1 Introduction

Today’s society witnesses pervasive changes in all aspects of our lives through the rise of cyber-
physical systems—physical devices enhanced by computational capabilities that act upon their
environment. Over the last decades, more potent hardware and versatile software packages have
allowed computer programs to reach previously unimaginable levels of complexity. Notable
domains that rely on these computational capabilities include computer vision, which interprets
the information obtained by camera images or videos, or trajectory planning, which determines
a path to reach a particular goal while avoiding obstacles. Integrating such algorithms into
physical devices like robots, vehicles, or drones gives rise to systems that can autonomously
operate within their environment. They determine their next action by executing an internal
algorithm that optimally decides how to fulfill their given task under the current circumstances,
known through measurements of their surroundings.

A popular example of a cyber-physical system is autonomous driving: The cyber component
is the trajectory planning algorithm that aims to steer the vehicle through traffic to a desired
destination while respecting traffic regulations, and the physical component is composed of the
sensors and actuators of the vehicle. Expected benefits of autonomous driving are the reduction
of traffic accidents and traffic jams as well as increased vehicle sharing, leading to a reduction
in harmful emissions. Another example of cyber-physical systems is a power grid, where the
principal physical components are the power plants and consumers, and the cyber components
aim to optimally adjust energy generation to the demand of the consumers while respecting
the physical limits of the power grid. Ideally, this balances the generated and consumed energy
and prevents excessive loads by self-regulating mechanisms that can quickly react to faults in
the grid. There are many more examples of cyber-physical systems, such as medical robots,
uncrewed space exploration, and human-robot collaboration.

The above examples represent safety-critical use cases, as failures may cause economic dam-
ages, ecological catastrophes, or the loss of human life. Consequently, cyber-physical systems
must operate safely to prevent harmful outcomes of their actions. For instance, faults in
autonomous vehicles or power grids may cause traffic accidents or blackouts, respectively.

A complete proof of safety encompasses several different perspectives: First, both the phys-
ical perception of the environment and the execution of all algorithms need to run reliably.
Second, the implementation of the algorithms needs to be correct. Third, the algorithms must
return provably correct strategies for solving the given task. Separate research domains are
dedicated to the respective levels of safety. In this thesis, we will only consider the third
safety level, which assumes reliable hardware and a correct implementation of the algorithms.
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1.1 Safety Analysis

The design of a concrete algorithm for determining safety depends on three main factors: The
model describing the behavior of the cyber-physical system, the model parameters represent-
ing the circumstances under which the system operates, and the specification defining safe
behaviors.

Models of cyber-physical systems are designed in discrete and continuous spaces, whose
respective states arise naturally from the composition of the cyber-physical system: Discrete
states represent distinct modes of operation, such as gears in a gearbox or high-level actions
like “turn left/right” or “go straight” in path planning. In contrast, continuous states model
the operating domain of the system, e.g., a two-dimensional plane representing the road on
which an autonomous vehicle drives. The behavior of discrete states can be modeled using
various formalisms, such as finite state automata, Petri nets, and statecharts, whereas the
behavior of continuous states can be described using differential equations. Commonly, the
behavior of discrete states is modeled in discrete time, whereas the behavior of continuous
states is analyzed in both discrete and continuous time. Combining discrete and continuous
states yields hybrid systems, e.g., timed automata, hybrid automata, and hybrid statecharts.
Each modeling formalism can be divided into different system classes whose members share
a set of properties that are exploited to develop well-performing algorithms. System classes
can be ordered hierarchically to show which ones generalize or specialize others. The work
in this thesis is restricted to systems with purely continuous dynamics described by linear
and nonlinear ordinary differential equations. These system classes can describe many real-
world phenomena, including the dynamics of vehicles, vessels, spacecraft, thermal conduction,
chemical reactions, analog circuits, power grids, population growth, and others.

In addition to the model, we must also define the model parameters describing the operating
conditions for the system. Examples include the state of the system at the start of the analysis
or the time horizon over which the analysis is conducted. Real-world systems are fundamen-
tally uncertain so that each model parameter is usually bounded by a set of possible values.
These uncertainties originate from two main sources: First, mathematical models cannot fully
accurately capture the actual behavior of a real-world system. Second, measurements are only
accurate up to a finite precision, which induces further uncertainty when the system interacts
with the environment. In this thesis, we consider uncertainties in the initial state of the sys-
tem as well as external disturbances that uncontrollably influence the state. Furthermore, the
control inputs to the system are chosen from a bounded input set.

Lastly, we formalize the expected system behavior in a specification. A common type of
specification is liveness, where the system must reach a certain behavior at some future point
in time. Fulfilling a fairness specification entails that a certain behavior is reachable repeatedly.
The predominant type of specification is safety, which requires certain behaviors to be avoided
at all times. Specifications are often encoded with temporal logics, which are modeling lan-
guages to formalize the system behavior over time. This thesis focuses on safety specifications,
defined using unsafe sets of states that occupy a subspace of the operating domain.

Due to the presence of uncertainties, infinitely many different system behaviors can poten-
tially occur, each of which emanates from a set of deterministic model parameters. Formal
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methods rigorously reason about all possible system behaviors, allowing us to correctly as-
sess whether a safety specification for a given model and model parameters is fulfilled. Two
complementary notions are used to answer this question:

1. Verification: Show that no system behavior is unsafe.
2. Falsification: Show that a specific system behavior is unsafe.

Crucially, formal verification methods must ensure no potential system behavior is missed. In
contrast, falsification methods search for a specific system behavior that is unsafe. Since formal
falsification requires rigorous proof that there are no deterministic model parameters within
their respective uncertain sets that could lead to a safety violation, semi-formal falsification is
much more common: Here, one usually employs search techniques to find suitable deterministic
model parameters yielding a safety violation. If this search is successful, safety is provably
violated; otherwise, the result is inconclusive. There also exist non-rigorous methods that only
approximate the system behavior using less computationally demanding algorithms. They are
mainly used to gain information and intuition about the system if formal methods fail to return
results within a reasonable time.

Verification of dynamical systems is a difficult problem because we generally cannot exactly
compute all possible system behaviors [1], also known as the exact reachable set of states.
Therefore, one has to overestimate or underestimate the potential behaviors to maintain guar-
antees regarding safety: If a superset of the reachable states does not violate safety, this also
holds for the exact reachable set. Conversely, any subset of the reachable states can immedi-
ately falsify safety since we only need a single instance of safety-violating behavior. Crucially,
too much overestimation or underestimation of the potential behaviors may prevent safety ver-
ification or falsification, respectively, although a conclusive result on safety could be returned
if the exact reachable set were available.

1.2 Literature Review

In this section, we review several approaches for the verification and falsification of dynamical
systems. To this end, we introduce their main ideas and critically assess their advantages
and drawbacks in three main categories: First, the generality of the system class to which
the approach can be applied. Second, the scalability of the approach measured by its runtime
complexity in the state dimension. Third, the quality of the results, that is, how accurately
the approach approximates the exact reachable set.

Many of the methods reviewed below have been implemented in standalone tools', and we
will explicitly mention them in the discussion of the corresponding approach. Some participate
in the annual ARCH (Applied Verification for Continuous and Hybrid Systems) competition?.
Here, verification tools compete with one another to correctly and efficiently solve challenging
benchmarks, allowing for a fair comparison of the respective approaches.

1See https://ieeecss.org/tc/hybrid-systems/tools for a comprehensive list of tools for hybrid systems
doing modeling/identification, verification, and controller synthesis.
2See https://cps-vo.org/group/ARCH.
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1 Introduction

Let us preface the following review by briefly listing groups of approaches related to our topic
but outside of the scope of this thesis: A single trajectory can be enclosed using validated inte-
gration [2, 3]. Approaches for invariant generation [4-8] can also be used for verification since
an invariant set represents the reachable set over an infinite time horizon for all initial states
contained in that invariant set. Furthermore, we exclude data-driven approaches [9, 10], learn-
ing approaches [11], methods based on constraint propagation [12, 13|, methods for stochastic
systems [14-16] as implemented in SReachTools [17], and theorem-proving approaches [18, 19]
as implemented in Isabelle/HOL [20], dReach [21], and Keymaera/Keymaera X [22, 23].

We first review methods using set-based integration as they are closest to the work in this
thesis. Then, we discuss simulation-based approaches followed by methods based on abstraction
refinement. Finally, we also review range-bounding methods and various approaches based on
reformulations of reachability or verification as optimization problems.

Set-Based Integration Numeric integration methods for ordinary differential equations
date back several centuries. To incorporate uncertainties, one needs to lift these pointwise
methods [24, 25] to set-based methods [26] following the same idea: Integration of the right-
hand side of the differential equation—but now over sets instead of single points—to obtain
an explicit representation for the reachable set. Figure 1.1 illustrates the iterative propagation
of time-point reachable sets and time-interval reachable sets that cover the time between two
successive time points. By checking for an intersection between the reachable set and an unsafe
set, safety can be verified or falsified.

In principle, there are two important design choices for the reachability algorithm: First, the
approximation model, that is, how to simplify the dynamics to enable an integration over sets.
Second, a set representation that is expressive enough to accurately represent the reachable
set while efficiently evaluating set operations: Examples include polytopes [27], intervals [28],
ellipsoids [29], support functions [30], zonotopes [31], constrained zonotopes [32], polynomial
zonotopes [33], and Taylor models [34]. Tools for set-based computing include CORA [35],
written in MATLAB, and HyPro [36], written in C++. A comprehensive discussion of set-
based arithmetic for various set representations is provided in [37]. We divide the following
overview into approaches for linear, nonlinear, and hybrid systems.

A) Linear Systems

Let us first consider the computation of forward reachable sets: An early approach for au-
tonomous systems grids the state space and pushes an approximation computed using polytopes
in vertex representation outward or inward to obtain outer or inner approximations, respec-
tively [38, 39]. Exponential runtime complexity in the state dimension follows from gridding
the state space. An alternative idea uses families of ellipsoids to approximate the reachable
set of controllable systems with varying coefficients [40]: For an outer approximation, an in-
tersection of ellipsoids, each of which touches the reachable set at its boundary in a certain
direction, encloses the reachable set. In contrast, a union of ellipsoids touching the reachable
set from the inside yields an inner approximation. The work in [41] uses polytopes in halfs-
pace representation and restricts the input to a single trajectory—a necessary simplification
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Outer approximations of
time-interval reachable sets

Exact reachable set

Initial set ‘
x2
% x1 Outer approximations of

time-point reachable sets

Figure 1.1: Reachability analysis using set propagation: Starting from the initial set, iterative prop-
agation yields a sequence of time-point and time-interval reachable sets, whose union
represents an outer (here) or inner approximation of the exact reachable set.

for the Minkowski sum of the homogeneous and particular solutions, which is known to scale
exponentially in the set dimension for two polytopes in halfspace representation [42].

A major breakthrough was the introduction of zonotopes to reachability analysis [31, 43], as
they allow for an efficient evaluation of the three main set operations—linear map, Minkowski
sum, and convex hull—resulting in a reachability algorithm for linear systems with uncertain
inputs that has only polynomial runtime complexity in the state dimension. One disadvantage
of using zonotopes is the growth of the set representation size over subsequent time steps, which
is mitigated by order reduction methods [44, 45]. The zonotope-based approach has also been
extended to compute reachable sets for linear systems with parametric uncertainties [46, 47]
and linear time-varying systems [47, 48]. A similarly efficient algorithm uses support function
evaluations [30, 49], which implicitly describe reachable sets by bounds in pre-defined directions
and can thus be used to construct polytopic outer approximations [50]. An extension is flowpipe
sampling, where a set of interval-valued functions obtained from support functions capture the
non-convexity of reachable sets covering time intervals and thereby drastically reduce the total
number of sets [51]. Moreover, combinations of support functions and zonotopes have been
explored in [52], where an analysis of the computational complexity suggests the use of support
functions for the homogeneous solution and zonotopes for the particular solution.

The work in [49] proposes a wrapping-free approximation model, which avoids the amplifica-
tion of approximation errors between time steps. A survey of different approximation models
discussing the trade-off between computational efficiency and tightness is presented in [53].
Recently, polynomial zonotopes have been used to represent reachable sets of different sub-
classes of linear systems [54], allowing for a tight enclosure of large time intervals with just a
single non-convex set. Zonotope-based methods are implemented in the MATLAB tool CORA,
while approaches using support functions are implemented in the tools SpaceEx [55], written in
C++, JuliaReach [56], written in Julia, and XSpeed [57, 58], written in C++-, which exploits
parallelization over the directions and partitioning of the time horizon.

As the state dimension grows, the computation of the matrix exponential for the propagation
matrix becomes a limiting factor. One method to reduce the complexity is to approximate the



1 Introduction

matrix exponential in the Krylov subspace [59], allowing the computation of reachable sets
for linear systems with up to a billion states [60]. Alternatively, one can also decompose the
computation of the matrix exponential into smaller blocks [61], thereby exploiting the sparsity
property exhibited by many high-dimensional systems. The decomposition method has also
been extended to hybrid systems [62].

In comparison to forward reachability, the literature on backward reachability is so far lim-
ited to discrete-time systems: Inner and outer approximations of the minimal and maximal
backward reachable sets are represented using ellipsoids in [63], along with controller synthesis
techniques. Recent work proposes a more scalable approach to computing inner approxima-
tions of the maximal backward reachable set by using zonotopes through novel methods for
inner approximating the Minkowski difference between two zonotopes [64].

B) Nonlinear Systems

For nonlinear systems, the right-hand side of the differential equation has to be simplified
to a linear or polynomial difference equation to enable an integration over sets. Hybridization
approaches partition the state space into different regions with simpler dynamics that are sound
abstractions of the local nonlinear behavior in that region [65]. Early approaches abstracted
the dynamics to constant differential inclusions, as implemented in the tools HyTech [66],
written in Mathematica/C++, and PHAVer [67], written in C++. Using linear differential
inclusions instead significantly reduces the induced approximation errors [68]. The originally
static partitioning of the state space has been replaced by a dynamic abstraction [69, 70],
and improvements to error bounds are presented in [71]. Recent work proposes a method to
scale the dynamics in the vicinity of a transition from one region into another to mitigate the
induced approximation error by the transition [72].

In contrast, on-the-fly abstraction methods approximate the local dynamics of the current
time step by a low-order polynomial and overestimate the influence of the higher-order dy-
namics with a Lagrange remainder [73]. This concept has also been applied to nonlinear
differential-algebraic systems [74, 75], which extend standard nonlinear dynamics by a con-
straint equation with additional algebraic variables. Furthermore, one can decompose the
Lagrange remainder into smaller, weakly coupled blocks to accelerate the analysis without
compromising the tightness of the resulting reachable sets [76]. The influence of higher-order
polynomial abstractions can be accurately captured using polynomial zonotopes as they can
represent non-convex sets [77]. By exploiting the dependency preservation of polynomial zono-
topes, one can swiftly extract subsets of reachable sets without re-computing the reachable
set [78]. These approaches are implemented in the MATLAB tool CORA.

While the above approaches compute outer approximations, methods for obtaining inner
approximations are more scarce: The work in [79] represents the reachable set as a union of
boxes utilizing a sufficient condition to decide whether a box is contained in the image of a
nonlinear map [80, 81]. This approach requires an outer approximation of the reachable set,
which is computed using Taylor models [34], and its Jacobian, computed using a generalization
of affine arithmetic [82]. A similar method, also based on enclosing the state and its derivative,
yields inner approximations of projections, which was introduced for autonomous systems [83]
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Outer approximation Guard set
of the guard 1ntersect10n

=

Outer approximations
% o of the reachable set

Exact reachable set

Reachable set
after reset
Initial set

Figure 1.2: Reachability analysis for hybrid systems using set propagation: Since the reachable set
within discrete states can be computed using approaches for linear and nonlinear systems,
approaches for hybrid systems mainly focus on computing tight approximations of the
intersection between the computed reachable set and the guard set.

and later extended to systems with competing inputs and disturbances [84]. For the case of
piecewise constant inputs, the limitation to projections has meanwhile been overcome [85].

Inner approximations of the reachable set for autonomous systems can also be obtained by
computing outer approximations for the boundary of the initial set; the contained set then
represents the inner approximation [86]. After partitioning the boundary into intervals and
computing an enclosure of their propagation, contraction via linear programming yields a
polytopic inner approximation [87]. An improved variant of the same idea uses sum-of-squares
programming to obtain semi-algebraic sets as inner approximations [88]. Both versions suffer
from poor scalability due to partitioning the boundary of the initial set. Another approach [89]
uses polynomial zonotopes to compute two outer approximations of the reachable set, one using
the initial set and another one using only the boundary. The first outer approximation is then
shrunk—exploiting that polynomial zonotopes preserve dependencies [78]—until it does not
intersect the second outer approximation. This approach has later been extended to deal with
inputs [37]. A zonotope-based method for backward reachability of discrete-time systems has
been proposed in [90], which focuses on tight inner approximations of the Minkowski difference
between a constrained zonotope and a zonotope, as this operation dominates the approximation
error of the resulting backward reachable set.

C) Hybrid Systems

Many approaches for linear and nonlinear systems can be used for reachability analysis within
the discrete states of hybrid systems. Thus, the main focus lies in evaluating the transition
between two discrete states, where the reachable set intersects a guard set and a reset function
maps the resulting intersection. As indicated in Figure 1.2, the intersection of the computed
reachable set with the guard set generally induces large approximation errors. Consequently,
much effort has been dedicated to obtaining tight approximations of the guard intersection.



1 Introduction

Predominantly, intersections with guard sets modeled as hyperplanes have been considered:
This includes approaches that use template polytopes to enclose the intersection with a zono-
topic reachable set [91], directly map the reachable set onto the guard [92], apply domain
contraction and range bounding [93], or use convex optimization to compute the intersection,
followed by computing the union of reachable sets after the transition to maintain computa-
tional efficiency [94]. Another approach scales the dynamics of the flow equation so that only
one reachable set intersects the guard set [95], omitting the need for unification later on. Using
a combination of contractors and polynomial zonotopes allows for an evaluation of transitions
with nonlinear guard sets that has polynomial runtime complexity in the state dimension [96].
Another way to refine the reachable set is to remove spurious transitions resulting from the
intersection of states that are part of the outer approximation but not the exact reachable
set [97]. To our best knowledge, there exists no guard intersection method that computes an
inner approximation of the exact reachable set after the transition, as required for falsification.
Many of the tools for linear and nonlinear systems also implement extensions of their respective
approaches to hybrid systems using some of the presented guard intersection techniques.

Simulations Single trajectories of the dynamical system can be used as a basis for both
verification and falsification: Since the uncertainties in the model parameters vary continuously,
verifying safety would require an infinite number of simulations. Thus, many verification
approaches expand a finite number of simulated trajectories to sets that cover all possible
behaviors. In contrast, a single simulation suffices to falsify safety if the trajectory reaches the
unsafe set.

A) Approaches for Verification

Coverage metrics aim to bridge the gap between single simulations and verification by
smartly covering the initial set [98, 99]: The notion of star discrepancy describes the degree to
which the sampled initial states are equally distributed over the initial set. This metric guides
simulations from rapidly exploring random trees toward the unsafe set. While this results in a
balanced state exploration, verification requires a quantitative bound on the missing coverage.

Different metrics have been used to obtain sound outer approximations using a finite number
of simulations. For linear discrete-time systems with outputs, the work in [100] solves linear
matrix inequalities to obtain a bisimulation metric, which is further used in a complete verifica-
tion algorithm with an upper bound on the number of required simulations. Another approach
uses expansion functions that measure how small changes in the initial state affect the resulting
trajectory [101]. For linear autonomous systems, sensitivity analysis can be used to expand
the trajectories, resulting in a sound outer approximation of the reachable set, as illustrated
on the left-hand side of Figure 1.3. Increasing the number of simulations then yields a smaller
expansion for each trajectory, which gives rise to an automated verification algorithm based
on iterative refinement. This sensitivity-based approach was later extended to inputs [102].
The notion of sensitivity is generalized in [103] to nonlinear dynamics by applying discrepancy
functions, such as Lipschitz measures or contraction metrics. These need to be provided by the
user for each system to obtain sound outer approximations. The C++/Python tool C2E2 [104]
implements this approach.
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Figure 1.3: Reachability analysis using simulations (inspired by [48, Fig. 1.2] and [105, Fig. 2]): Enlarg-
ing a finite number of trajectories by an expansion function yields an outer approximation
of the exact reachable set (left); for linear systems, one can exploit the superposition prin-
ciple to drastically reduce the number of required simulations (right).

The above approaches based on sensitivity analysis suffer from the curse of dimensionality,
as an exponential number of initial states is required for an adequate coverage of the initial set.
However, one can obtain a polynomial runtime complexity in the state dimension for linear
systems by exploiting the superposition principle [105, 106]: For instance, an n-dimensional
system with a box as an initial set now only requires n + 1 simulations. These are then used
to construct inner and outer approximations represented by star sets, as illustrated on the
right-hand side of Figure 1.3. This flexible set representation seamlessly deals with non-convex
and unbounded initial sets [105]. The approach is implemented in the Python tool HyLAA [107].

Individual simulation runs are particularly powerful in the reachability analysis of monotone
systems [108]. Here, the derivative of the dynamic function is monotone with a specific ordering,.
Consequently, the reachable set can be constructed using an interval enclosure of the simulated
trajectories emanating from the two initial states, which are minimal and maximal in that
ordering [109]. This idea has been extended to mixed-monotone systems, where the system
dynamics are decomposed into increasing and decreasing components [110, 111]. It has been
shown in [112] that many functions are mixed-monotone, although it is non-trivial to find a
decomposition function that rewrites a system as a mixed-monotone system. In general, the
enclosure of only two trajetories by an interval yields a coarse outer approximation, although
the sets are tight for special cases [111]. The MATLAB tool TIRA [113] implements interval-
based reachability analysis for various subclasses of monotone systems.

B) Approaches for Falsification

The main idea in safety falsification using simulations is to sample deterministic model pa-
rameters to eventually obtain a trajectory that falsifies a given specification. For linear systems,
one can exploit the superposition principle to maximize the trajectory in a given direction using
support function evaluations [114]. For more general system classes, the notion of robustness of
trajectories is used to recast the sampling problem as an optimization problem [115, 116]. Fig-
ure 1.4 illustrates the main idea: The robustness is a scalar value associated with a trajectory,
which describes how close it is to violating a given specification. Consequently, minimizing
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Figure 1.4: Simulation-based falsification based on robustness minimization: The robustness decreases
from the uppermost to the lowest trajectory, leading to a safety violation.

the robustness value corresponds to sampling model parameters that yield increasingly critical
trajectories.

The main workflow for robustness-based falsification consists of three steps: Sampling of
deterministic model parameters, simulation of the trajectory over the entire time horizon,
and robustness computation. Since the robustness minimization problem is non-convex [117],
stochastic global optimization techniques are applied: The biologically inspired ant colony op-
timization was extended by Hermite functions and cubic splines for the parametrization of the
input space [117]. Monte-Carlo sampling has also been applied [118, 119], as well as simu-
lated annealing, which has been proven to converge to a global minimum [120]. Furthermore,
the cross-entropy method samples the initial states and inputs according to a robustness dis-
tribution that is iteratively updated using the robustness value of the next simulation [121].
An improvement to the robustness computation for hybrid systems is proposed in [122], ad-
dressing the issue that a continuous state has different robustness values depending on the
discrete state of the system. Multiple objective functions can help to avoid converging to local
minima and reduce the number of simulations until finding a falsifying trajectory [123]. For
falsifying several specifications at once, the structure of their composition can be exploited
using Bayesian optimization [124]. Many of these approaches have contributed to the growth
of the MATLAB tool S-TaLiRo [125]. Recently, robustness-guided falsification has been recast
as a reinforcement learning problem, exploiting that neural networks can approximate any
nonlinear function, in this case, the robustness [126].

Abstraction Refinement Complex systems are often time-consuming to analyze, even
though a conservative abstraction might suffice to quickly verify safety. Abstraction refine-
ment methods gradually increase the computational effort by iteratively refining coarse models
or representations. The well-known concept of counterexample-guided abstraction refinement
(CEGAR) uses counterexamples generated from an abstracted system to propose directions in
which to refine the abstraction: Safety is verified by proving no unsafe behavior for the ab-
straction and falsified by concretizing an abstract counterexample to a safety-violating system

trajectory.

10
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Figure 1.5: Falsification using abstraction refinement (inspired by [130, Fig. 1]): Individual partial
trajectories link cells to one another until an abstract path from the initial set to the
unsafe set is found. Refinement of the partial trajectories eventually leads to a concrete
safety-violating trajectory.
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An early application of this concept abstracted hybrid automata to finite state automata
and proposed various validation methods for the generated counterexample [127]. Another
abstraction method grids the state space and uses transitions between cells for forward and
backward reachability to verify cyclic invariants for oscillating dynamics [128]. An abstraction-
based approach for falsification is illustrated in Figure 1.5: To this end, the state space is
abstracted to cells and an abstract counterexample—a trajectory that reaches the unsafe set
by transitioning from cell to cell—is iteratively refined until it can be concretized to a safety-
violating trajectory [129, 130]. Commonly, methods that abstract the state space to cells suffer
from poor scalability due to the curse of dimensionality.

Instead of abstracting and refining the system itself, one can also refine the algorithm param-
eters that strongly influence the outcome of the reachability analysis. The work in [131] refines
the directions of the support function evaluation used in the reachability algorithm based on
a cost function similar to the robustness mentioned above. This idea has been extended by
automatically generating template directions from spurious counterexamples [132]. Another
method incorporates real-time constraints by allowing a switch to a less conservative controller
if it can be verified online by a tight enough reachable set computed within the available
computation time [133]. The tool Hypy [134] presents a high-level framework, which proposes
refined algorithm parameters given the reachable sets obtained from different toolboxes. A
similar general framework for algorithm parameter refinement is proposed in [135] to reduce
the approximation errors.

Range Bounding Range-bounding methods compute outer or inner approximations of the
image of a function over a domain of values. Common techniques include interval arithmetic
[28], affine arithmetic [82], or Taylor models [34], which represent non-convex sets by a vector-
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Figure 1.6: Range bounding of a scalar nonlinear function using interval arithmetic (left), affine arith-
metic (middle), and Taylor models (right).

valued polynomial function enlarged by an interval [34]. Figure 1.6 illustrates the enclosure of
a nonlinear function with several range-bounding methods.

For discrete-time systems, one bound the nonlinear function over the range of the current
reachable set to compute the successor reachable set. A popular method to obtain tight
enclosures is the Bernstein expansion of nonlinear functions since the approximation error with
respect to the exact solution is known. For a multivariate polynomial function, the coefficients
of the corresponding Bernstein expanded polynomial has exponential runtime complexity in
the state dimension [136].

The image of polynomial maps was first bounded using Bézier simplices and polynomial op-
timization [137]. Using the Bernstein expansion of polynomials, one can enclose the successor
reachable set using linear programming instead of polynomial programming; additionally, tem-
plate polytopes replaced the previous triangulation method [138]. This method restricts the
preimage of the nonlinear map to boxes, which was later extended to arbitrary polytopes [139,
140]. Improvements to the tightness of the enclosure include using piecewise affine functions
for bounding the image and dynamic selection of template directions for the polytopes rep-
resenting the reachable set [139]. Template polytopes were later replaced by parallelotope
bundles [141, 142], which are the intersection of a set of parallelotopes. The tool Sapo [143],
written in C+-+, implements this version of the approach. The automated selection of the
normal vectors that compose the individual parallelotopes is addressed in [144]. This approach
was implemented in the Python tool Kaa [145].

Reachable set computations using Bernstein polynomials have also been applied to au-
tonomous linear systems in continuous time [146]: In this case, the dynamics can be integrated
analytically, and the resulting function is enclosed over a time interval using Bernstein poly-
nomials. The reachable set is obtained via the convex hull of all propagated vertices, which is
subsequently enlarged by the approximation error of the Bernstein polynomial with respect to
the exact integration. Notably, this approach adaptively tunes the time step size by enforcing
a bound on the approximation error. However, the runtime complexity is exponential in the
state dimension due to using the vertices of the initial set, which suffers from the curse of
dimensionality.

12
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Figure 1.7: Reachability analysis of dissipative systems (inspired by [150, Fig. 1.3]): Outer approx-
imations of the exact reachable set are represented using sublevel sets of the storage
function V(x), whose elevation depends on the norm of the supply rate d to the system.

For nonlinear systems in continuous time, one can combine the Picard iteration with range
bounding using Taylor models: A polynomial solution trajectory of fixed degree can be ap-
proximated using the Picard iteration or a truncated series of Lie derivatives [93]. This ap-
proximative polynomial solution needs to be enlarged by an interval remainder term, which
has to be large enough to contract if inserted into the Picard iteration, to obtain a sound outer
approximation. Automated tuning methods for the time step size and the degree of the ap-
proximating polynomial have been proposed [147]. Furthermore, decomposition methods have
been leveraged to improve the scalability of the approach [148]. An inner approximation can
be obtained by computing outer approximations using the boundary as the initial set and then
identifying the contained set [86]: We first compute a Taylor model enclosing the reachable
set for each constraint of a semi-algebraic initial set. Then, the interval remainder terms are
adapted to push the reachable sets inward until their intersection is contained in the exact
reachable set, which is validated via interval constraint propagation. The tools Flowx [149],
written in C++, and JuliaReach, written in Julia, implement approaches using the Picard
iteration and Taylor models.

Dissipativity Another group of approaches is based on the notion of dissipativity [150].
This property holds for systems for which there exists a storage function V : R" — R fulfilling
the following conditions: The value must be 0 at the origin and nonnegative everywhere else;
additionally, the difference between two subsequent states along a trajectory is bounded via
a supply rate, which models, e.g., disturbances. These conditions allow for reformulating
reachability to an optimization problem with dissipation inequalities [151] whose solution is the
storage function that represents the reachable set. Ellipsoidal storage functions are illustrated
in Figure 1.7 for a system with and without supply. As an ansatz for the storage function, one
often uses a parametrized semi-algebraic set, which is restricted to sum-of-squares polynomials.
Consequently, we obtain an optimization problem that can be relaxed to a sum-of-squares
decomposition, which can be modeled as a semi-definite program yielding the coefficients for
the polynomial storage function that encodes the reachable set. The resulting framework can
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Figure 1.8: Reachability analysis by evaluating a reformulation to the Hamilton-Jacobi-Isaacs partial
differential equation over a gridded state space. A coarse grid (left) is computationally
less demanding, while a refined grid (right) better captures the shape of the reachable set.

be applied to linear and nonlinear dynamics and incorporate multiple sources of uncertainty,
e.g., time-varying parameters. However, the number of variables of the semi-definite program
scales polynomially in the state dimension but exponentially in the degree of the polynomial
representing the storage function [152]. Another disadvantage is the dependence on a manually
defined ansatz function.

This dissipativity-based approach has been applied to compute outer approximations of
forward reachable sets [151] and inner approximations of backward reachable sets [153-155],
which are predominantly used for controller synthesis. The integration of integral-quadratic
constraints into the framework [151, 154] widened the applicability to more general systems,
as these constraints can also account for system behavior induced by unmodeled dynamics.

Hamilton-Jacobi-Isaacs Equation The reachable set of a dynamical system has proven
to be equivalent to the zero sublevel set of the solution to a particular Hamilton-Jacobi-Isaacs
partial differential equation [156]. Thus, one can reformulate the reachable set computation
as an optimization problem, commonly known as Hamilton-Jacobi reachability analysis [157—
159]. The optimization problem is then solved over a gridded state space, see Figure 1.8: Grid
points with a negative value are part of the reachable set, while grid points with a positive
value are outside of the reachable set. Due to the curse of dimensionality induced by gridding
the state space, the analysis scales exponentially in the state dimension [158]. Nevertheless,
the framework is very flexible as it allows for computing forward and backward reachable sets
for linear and nonlinear dynamics while also respecting state constraints [160].

Significant focus has been dedicated to alleviating the computational burden of Hamilton-
Jacobi reachability: To this end, techniques to decompose unperturbed dynamics and subse-
quently reconstruct the solution were explored in [161, 162], with an extension to mutually
dependent inputs between subsystems in [163]. Furthermore, decoupling approaches for per-
turbed dynamics were investigated [159, 164]. Another way to reduce the computational effort
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Figure 1.9: Verification using barrier certificates (inspired by [172, Fig. 1]): The zero level set of the
barrier certificate B(z) separates the reachable set from the unsafe set.

is by computing outer and inner approximations instead of using the exact reformulation [165].
Approximations of polynomial solutions to the reformulated Hamilton-Jacobi equation for
autonomous systems can be computed by sum-of-squares programming, resulting in semi-
algebraic reachable sets [166]. This approach has later been extended to deal with inputs as
well [167]. The reachable set computation was originally implemented in the MATLAB tool
helper0C? using level set arithmetic from the MATLAB tool toolbox1ls [168] or the C++ im-
plementation in beacls? and recently refurbished as the Python package hj-reachability®.
Recent work also integrates machine learning techniques to estimate the value function, which
improves the scalability but relinquishes all formal guarantees [169, 170]. The Python tool
DeepReach [171] implements these learning-based approaches.

Barrier Certificates The concept of barrier certificates is to prove safety by finding a
level set separating the reachable set and the unsafe set, as illustrated in Figure 1.9. A
barrier certificate B : R™ — R must fulfill three conditions [172]: The value at every initial
state must be nonpositive, the value at every unsafe state must be positive, and the Lie
derivative of the dynamic function is nonpositive on the level set B(z) = 0. These conditions
accommodate many different system classes—including nonlinear and hybrid dynamics—and
can also incorporate constraints. For polynomial dynamics and semi-algebraic initial and
unsafe sets, the conditions can be encoded in an optimization problem. We obtain a semi-
definite program via sum-of-squares decomposition, which suffers from the same scalability
issues mentioned for dissipativity-based approaches above.

Main issues include the conservativeness of the approach as well as the complexity of the
optimization problem: To improve the scalability, the structure of interconnected subsystems
can be exploited by composing the conditions for each system individually and accounting
for their interdependency via additional constraints [173]. More expressive barrier certificates
can be synthesized by altering the condition on the Lie derivative [174]. One can also exploit

3 Available at https://github.com/HJReachability/helper0C.
4Available at https://github.com/HJReachability/beacls.
5 Available at https://pypi.org/project/hj-reachability.

15


https://github.com/HJReachability/helperOC
https://github.com/HJReachability/beacls
https://pypi.org/project/hj-reachability

1 Introduction

the structure of the semi-definite program and combine two candidate functions into a barrier
certificate [175]. Recently, neural networks have been used to synthesize barrier certificates for
autonomous systems [176, 177]: Given training data sampled from the initial set, the unsafe
set, and the considered domain, a neural network with rectified linear units as activation
functions is trained using the three conditions from above in the loss function. The trained
network is, however, only a candidate barrier certificate, as one has to validate that the three
conditions hold for all states within the respective sets. The validation can be cast as an
optimization problem and solved using interval constraint propagation [176] or mixed-integer
linearly /quadratically constrained programming [177]. Finally, different types of specifications
other than safety have been addressed in [178]. A popular extension called control barrier
functions combines barrier certificates with control Lyapunov functions to synthesize safety-
preserving controllers [179, 180].

Current Challenges Despite their shared goal of proving safety, the verification and falsifi-
cation approaches reviewed in this section differ strongly from one another. Let us now analyze
the challenges faced by current approaches using forward and backward reachability analysis.

A) Verification using Forward Reachability

Safety verification of linear systems is mainly addressed by simulation-based approaches or
set-based integration techniques due to their low polynomial runtime complexity. Still, these
methods often require manual tuning of algorithm parameters—mainly the time step size—
until the reachable set is tight enough to verify or falsify safety. Furthermore, the overwhelming
majority of reachability algorithms do not provide quantitative information on the tightness
of the reachable set. This complicates the manual tuning as one can never be sure whether
different values for the algorithm parameters could return a conclusive result on safety. Also,
inner and outer approximations are usually not computed jointly, so one would have to run to
different algorithms in parallel.

Nonlinear systems are notoriously difficult to analyze, which aggravates the issue of manual
parameter tuning that all approaches require, as detailed in the annual ARCH reports [W9,
W11, W13]. Simulation-based reachability algorithms require additional information about the
system, such as contraction metrics, to compute sound outer approximations. They generally
scale unfavorably to higher-dimensional systems due to an exponential number of sampled
initial states. The sum-of-squares framework used for dissipativity-based methods requires
a user-defined degree for the polynomial as well as a manually parametrized ansatz for the
storage function describing the reachable set. Approaches evaluating the Picard iteration using
Taylor models have been extended by automated parameter tuning based on manually defined
threshold values on the size of the interval remainder as well as upper and lower bounds for
the time step size[147]. Nevertheless, the evaluation of ARCH benchmarks reveals that many
algorithm parameters, including the degree of the approximating polynomial, are still fixed
for each system [W11]. The computation of barrier certificates also depends on the suitable
parametrization for the sum-of-squares program synthesizing the certificate.

In summary, the main drawback of current approaches using forward reachability for safety
verification of dynamical systems is their dependence on the algorithm parameters. Conse-
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quently, practitioners require expert knowledge for the tuning of the respective algorithms in
order to obtain tight outer or inner approximations of the exact reachable set that suffice to
verify or falsify safety. Ideally, an algorithm could automatically adapt the algorithm param-
eters to the dynamics and the model parameters, such that the reachable set approximations
are tight enough for the given safety specification.

B) Verification using Backward Reachability

For systems with competing control inputs and disturbances, mainly dissipativity-based
approaches and Hamilton-Jacobi reachability are used to compute backward reachable sets.
While both frameworks can handle very general cases, encompassing linear and nonlinear
dynamics and time-varying parameters, their scalability is limited: The optimization prob-
lem constructed by dissipation inequalities is solved via sum-of-squares programming, whose
runtime complexity is exponential in the degree of the polynomial [152]. The reformulated
Hamilton-Jacobi-Issacs equation is evaluated over a gridded state space, leading to an expo-
nential runtime complexity in the state dimension [158]. Furthermore, the approximation error
of the reachable sets computed using Hamilton-Jacobi reachability depends on the grid res-
olution and the discretization error in the solution of the partial differential equation. Both
approaches, however, often utilize the computation of backward reachable sets as an intermedi-
ate step toward synthesizing safety-preserving controllers [155, 181]. An alternative approach
computes backward reachable sets using set propagation for discrete-time systems [64, 90],
which cannot be used for safety verification of a continuous bounded time horizon.

Compared to forward reachability, safety verification using backward reachability has yet
to be thoroughly studied. In particular, there are no backward reachability algorithms using
set propagation for continuous-time systems to date, and current approaches suffer from poor
scalability in the state dimension.

1.3 Contributions

In this thesis, we focus on verify and falsifying safety specifications for dynamical systems
modeled by linear and nonlinear ordinary differential equations. We use set-based integra-
tion methods, which represent a set-based analog to classical solvers for ordinary differential
equations, to compute tight reachable sets sufficiently fast and embed the computation in a
subsequent verification algorithm. In detail, we contribute the following;:

Appendices A.1 and A.2 For a state-of-the-art reachability algorithm for linear systems
using zonotopes, we rigorously derive bounds for all induced approximation errors. Further-
more, we determine how different algorithm parameters, such as the time step size, affect these
errors and analyze the convergence behavior in the limiting values of said algorithm parameters.
Consequently, the tightness of the outer approximation with respect to the exact reachable set
is now known, enabling us to extract an inner approximation with the same bound on its ap-
proximation error. By combining these error bounds with automated tuning methods for the
individual algorithm parameters, we can compute outer and inner approximations that respect
any given admissible error bound larger than zero. Next, we iteratively refine this error bound
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using a set-based distance between the unsafe sets and the current reachable set approximation
to devise an automated verification algorithm. This allows us to verify or falsify safety for any
safety specification that does not require the exact reachable set since we can fulfill all error
bounds apart from zero.

Appendix A.3 Some safety specifications do not require explicit sets but can be verified
or falsified using support function evaluations only. Thus, we extend a reachability algo-
rithm using support functions by automated parameter tuning methods, which exploit the
convergence behavior to the exact reachable set for a decreasing time step size, resulting in
automated verification algorithms for unsafe sets represented by halfspaces or arbitrary convex
sets. Since we only require support function evaluations of the homogeneous and particular
solutions composing the reachable set, these algorithms work for many different set representa-
tions. Additionally, we show a significant acceleration of the propagation if the homogeneous
and particular solutions can be pre-computed using an explicit set representation, such as
zonotopes. Furthermore, we can extract a disturbance trajectory that yields a safety-violating
counterexample. The developed verification algorithms are capable of verifying and falsifying
safety for linear systems whose state dimensions are too large for state-of-the-art approaches.

Appendix A.4 We propose the first backward reachability algorithms for perturbed continuous-
time linear systems using set propagation by combining polytopes, zonotopes, and constrained
zonotopes. The soundness of the outer and inner approximations is proven so that they are
amenable to solving verification tasks. Moreover, we analyze the approximation errors and
discuss refinement methods to obtain tighter reachable sets. The low polynomial runtime
complexity in the state dimension is a significant improvement over state-of-the-art methods,
allowing for the analysis of linear systems with over a thousand states.

Appendices A.5 and A.6 For nonlinear systems, we thoroughly analyze the abstraction
error for a set-based reachability algorithm based on on-the-fly abstraction. The critical de-
pendence of the abstraction error on the time step size is formalized by our novel concept called
gain order, which measures the ratio of the abstraction error for two different time step sizes.
Analyzing the limit behavior reveals a linear gain for many nonlinear dynamics, which entails
a lower bound on the time step size, as other approximation errors incurred by the set-based
computation outweigh the additional gain achieved by reducing the time step size. In other
words, we show that continuously reducing the time step size does not yield a monotonic im-
provement in the tightness of the reachable set approximation. Using our insights about the
behavior of the abstraction error and the effects of other algorithm parameters, we formulate
a local optimization problem to determine the time step size. Other algorithm parameters are
tuned using threshold criteria and comparing various abstraction orders for the nonlinear dy-
namics to swiftly adapt to stronger or milder nonlinearities in the state space. We utilize these
tuning methods to develop the first reachability algorithm based on set propagation that runs
fully automatically and verifies safety specifications for nonlinear systems without requiring
expert knowledge about the reachability algorithm.
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The following publications are reports of the ARCH competition from 2020 to 2023, in which

the author has participated using the tool CORA. Some of the novel algorithms introduced in

the publications reprinted in Appendix A have been successfully applied to the state-of-the-art

benchmarks of the ARCH competition, as discussed in the corresponding numerical evaluation

sections.
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P. S. Duggirala, M. Forets, E. Kim, U. Linares, D. P. Sanders, C. Schilling, and
M. Wetzlinger. “ARCH-COMP21 category report: Continuous and hybrid systems
with nonlinear dynamics”. In: Proc. of the 8th International Workshop on Applied
Verification of Continuous and Hybrid Systems. EasyChair, 2021, pp. 32-54. DOI:
10.29007/2jw8.

M. Althoff, M. Forets, C. Schilling, and M. Wetzlinger. “ARCH-COMP22 category
report: Continuous and hybrid systems with linear continuous dynamics”. In: Proc.
of the 9th International Workshop on Applied Verification of Continuous and Hybrid
Systems. EasyChair. 2022, pp. 58-85. DOI: 10.29007/mmzc.
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P. S. Duggirala, M. Forets, E. Kim, S. Mitsch, C. Schilling, and M. Wetzlinger.
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dynamics”. In: Proc. of the 9th International Workshop on Applied Verification of
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COMP23 category report: Continuous and hybrid systems with linear continuous dy-
namics”. In: Proc. of the 10th International Workshop on Applied Verification of Con-
tinuous and Hybrid Systems. EasyChair. 2023, pp. 34-60. DOI: 10.29007/n186.
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The remainder of this work is structured as follows: In Chapter 2, we will first formally

introduce the problem statement for the verification tasks. Then, we will outline our solution

concept for the automated safety verification of dynamical systems using reachability analysis.

Appendix A contains the reproduction of the six included publications [W1-W6], which rep-

resent the main body of this thesis. Finally, we will summarize and critically discuss the work

in Chapter 3 and briefly describe potential directions for future work.
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2 Automated Verification Using
Reachability Analysis

In this chapter, we formally define the considered system classes, the computed reachable
sets, and the verification tasks. Finally, we concisely outline our solution concept for safety
verification, which underlies all published work reprinted in Appendix A.

Let us briefly introduce some basic notation: Scalars, vectors, and functions are denoted
by lowercase letters, matrices by Latin uppercase letters, discrete sets by Greek uppercase
letters, and continuous sets by calligraphic uppercase letters. The Minkowski sum of two sets
81,82 C R™ is defined as S; @ Sy := {s1 + s2|s1 € S1,52 € S2}. Furthermore, we use [a, b]
to represent real-valued scalar intervals with a < b. All other notation is specified at the first
usage.

2.1 Problem Statement

Verification algorithms are often finely tailored to specific system classes in order to exploit
their properties. We first define linear continuous-time time-invariant systems.

Definition 1 (Linear Time-Invariant System). We consider perturbed linear time-invariant
(LTI) systems of the form
#(t) = Az(t) + Bu(t) + Ew(t), (2.1)

where x(t) € R™ is the state vector, A € R™"™ is the state matriz, B € R"™ ™ is the input
matriz, u(t) € R™ is the input vector, E € R™" is the disturbance matriz, and w(t) € R" is
the disturbance vector. We also work with the simplified dynamics

&(t) = Az(t) + Ew(t) (2.2)

that we obtain in two ways: either by insertion of a control law, such as u(t) = Kx(t) with
K € R™ "™ or by integrating the term Bu(t) into the term Ew(t), e.g., if we have a piecewise
constant input trajectory u(t). O

Next, we introduce nonlinear continuous-time systems.

Definition 2 (Nonlinear System). We consider perturbed nonlinear systems of the form

w(t) = fz(t), w(t)), (2.3)
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2 Automated Verification Using Reachability Analysis

where x(t) € R™ is the state vector, w(t) € R" is the disturbance vector, and the function
f:R" x R" — R" is sufficiently smooth. O

In this case, we assume a synthesized controller has already been inserted into the differential
equation. Let us now symbolically introduce the solution to the ODEs in Definitions 1 and 2,
which we later use to define reachable sets.

Definition 3 (State Trajectory). Given an initial state xo € R™ at time ty € R, an input
trajectory u : R — R™, and a disturbance trajectory w : R — R”, we denote the solution at
time t > to of an ODE of the form (2.1) by &(t;xo,u(-),w(-)). For systems of the forms in
(2.2)-(2.3), we omit the dependence on the input trajectory u(-) accordingly. O

Reachability analysis extends well-known analytical and numerical methods for solving ODEs
by considering uncertainties in the initial state, the control input, and the disturbance. These
are part of the model parameters representing the circumstances under which we analyze safety.

Definition 4 (Model Parameters). We consider bounded time horizons t € T = [to, tend] with
tend > to. The initial state xg € R™ at time tyg € R is uncertain within the bounded initial set
Xo C R™. Similarly, we define the bounded target set Xong C R™ for states at the end of the time
horizon tenq € R, which either represents an unsafe set or a goal set. Let us denote a single
input trajectory by u(-), for which ¥Vt € T : u(t) € U C R™ holds, where U C R™ is the bounded
input set. We use U : R — R™ to represent the set of all input trajectories. Analogously,
we denote a single disturbance trajectory by w(-), which fulfills ¥Vt € 7 : w(t) € W C R" with
W C R" being the bounded set of disturbances. The set of all disturbance trajectories is written
as W : R — R". We use Q to denote the problem-specific set of model parameters, defined
individually for each verification problem. O

In general, reachable sets contain all states a dynamical system can reach under a particular
interplay of states, inputs, and disturbances. Let us now define different notions of reachable
sets, starting with the maximal forward reachable set: For a given initial set, it contains all
successor states that are reachable through the dynamics of the differential equation.

Definition 5 (Maximal Forward Reachable Set). For a system (2.1) and the model parameters
Q= {7, Xy, U, W}, the maximal forward reachable set is defined as

Ra3(7; Xo, U, W) := {&(t; 20, u(-), w(-)) | 3t € 7 Fag € X Fu() € U Fuw(-) € W}, (2.4)

which contains all reachable states for any combination of initial state xg € Xy, input trajectory
u(+) € U, and disturbance trajectory w(-) € W over the time interval T € [tg, tend]. For systems
of the form (2.2)-(2.3), the dependence on the set of input trajectories U is omitted accordingly.

O

The most common verification task is to show that no unsafe behavior can be reached for
any initial state despite worst-case disturbances. The maximal forward reachable set plays an
integral part in solving this so-called reach-avoid problem.
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2.1 Problem Statement

Problem 1 (Forward Reach-Avoid Problem). Given a system (2.2)-(2.3), the model param-
eters Q = {1, Xy, W}, and a number ¢ € N of unsafe sets Vj € {1,...,4} : F; C R", decide
whether

<R33(7‘; Xo,W) N U .7:]> = @, (2.5)

Je{l,...0}

that is, whether there exists any disturbance trajectory w(-) € W causing the state to reach
some unsafe set. ([

While forward reachability reasons about the future behavior, backward reachability com-
putes past states: Backward reachable sets contain all initial states emanating a trajectory
that can reach a given target set Xong C R™ under certain conditions.

Definition 6 (Minimal and Maximal Backward Reachable Set). For a system (2.1) with the
model parameters Q = {1, Xona, U, W}, the minimal backward reachable set over a time interval
T € [to, tend] with to € R>q is defined as

Ry3(—7; Xena, U, W) := {29 € R" !Vu() €eU3w(-) e W3t er:&(tzo,ul-), w(-)) € Xena}
(2.6)
and contains all initial states xo € R™, where for every input trajectory u(-) € U, there ex-
ists a corresponding disturbance trajectory w(-) € W such that the resulting state trajectory
E(t;xo,u(-),w()) enters the target set at time t € 7. Moreover, the maximal backward reach-
able set over a time interval T € [to, tena] with to € R>q is defined as

Rav(—7; Xend, U, W) := {xg € R" | Ju(-) € UVw(-) € W3t € 7: £(t;z0, u(-), w(-)) € Xena }
(2.7)
and contains all initial states xg € R™, where there exists an input trajectory u(-) € U such that
the resulting state trajectory &(t; xo,u(-), w(+)) enters the target set for all potential disturbance
tragectories w(-) € W at some time t € T. O

A notable difference from forward reachability, see Definition 5, is the competing influence
of inputs and disturbances, also known as a two-player game [156]: In the definition (2.6) for
the minimal backward reachable set, the disturbance wants to steer the state toward the target
set, while the input wants to steer the state away from the target set. These roles are inverted
in the definition (2.4) for the maximal backward reachable set.

Each backward reachable set has its respective use in verification: If the target set represents
an unsafe set, we must also avoid entering the minimal backward reachable set, as it contains
all states that cannot avoid entering the unsafe set under worst-case disturbances. Instead, if
the target set is a goal set, the maximal backward reachable set contains all initial states for
which a controller exists to reach that goal set despite worst-case disturbances. Problems 2
and 3 formulate these perspectives as verification tasks.

Problem 2 (Robust Collision Avoidance). Given a system (2.1) with the model parameters
Q = {1, Xena, U, W}, decide for an initial state xg € R™ whether

Fu(-) € U: Raz(r;zo, u(-), W) N Xepg = 0, (2.8)
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2 Automated Verification Using Reachability Analysis

that is, whether there exists an input trajectory u(-) € U such that all trajectories emanating
from the initial state xg avoid the unsafe target set Xenq regardless of the disturbance trajectory
w(-) € W. O

Problem 3 (Reaching a Target Set). Given a system (2.1) with the model parameters Q0 =
{7, Xena, U, W}, decide for an initial state xy € R™ whether

Ju(-) € U3t € 7: Raz(t;zo,u(-), W) € Xona, (2.9)

that is, whether there exists an input trajectory u(-) € U such that all trajectories emanating
from the initial state xo can be steered into the target set Xenq at some time t € T regardless
of the disturbance trajectory w(-) € W. O

In the next section, we outline our approach to solving the above-defined verification tasks.

2.2 Solution Concept

This section outlines our solution concept for solving Problem 1 using the forward reachable
set defined in Definition 5. Please note that Problems 2 and 3 can be addressed analogously
with the help of the backward reachable sets from Definition 6.

We verify safety by checking for an intersection between the unsafe set and the reachable
set, which we compute using difference inclusions and set propagation. Hence, let us briefly
summarize the computation of outer approximations of reachable sets for linear systems of the
form (2.2) and nonlinear systems of the form (2.3): The time horizon 7 is partitioned into w
time steps, i.e.,

w—1

T = U Tk, Yk €{0,...,w—1}: 7% = [th, thy1], Aty = tgs1 — tg. (2.10)
k=0

For linear systems, we can exploit the superposition principle to separately propagate outer
approximations of the homogeneous solution #(t) and the particular solution P(¢) due to the

disturbance set W. We compute an enclosure of the time-interval reachable set R(7y) using
the Minkowski sum of the homogeneous and particular solutions over the time interval 73:

Vk €{0,...,w—1} : Run(re) = H(ri) & P(71). (2.11)

Analogously, one can enclose the time-point reachable set ﬁ]in(tk+1) by using time-point ho-
mogeneous and particular solutions.

For nonlinear systems, we Taylor expand the nonlinear dynamics (2.3) around the lineariza-
tion points for the state z* and the disturbance w*, yielding the difference inclusion

_ 0w, w) | 0f@w)

x(t) 5 (x(t) — x™) 5 (w(t) —w*) & L(1). (2.12)

x* w*
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2.2 Solution Concept

The Lagrange remainder £(t) overestimates the influence of the higher-order dynamics and is
defined by

2 f.
L(t) == {;(2 - z*)Tag;go (z—=2")|C=2"+A(2(t) —2"),A €0, 1]}, (2.13)

using the stacked vector z(t) = [z(t)T w(t)T]T and the stacked linearization point z* =
[z*Tw*T]T. This set is evaluated using range-bounding methods, such as interval arith-
metic [28]. By interpreting the Lagrange remainder as an additive disturbance, we can apply
the superposition principle for linear systems to compute the reachable set due to the linearized
dynamics and the Lagrange remainder separately. For the first time interval 7y = [0, Atg], we

enclose the reachable set by

~

Rnonlin(TO) = 7/?\'lin(TO) S 7/?\fabs(T(]), (214)

where ﬁlin(m) is computed as in (2.11) using the linearized dynamics around the first lineariza-
tion point, and ﬁabs(m) represents the integrated Lagrange remainder £(7p). However, the set
L(19) depends on the reachable set ﬁnonlin(m), which determines the range of z(¢) in (2.13)
over the time interval 79. This mutual dependency between the Lagrange remainder and the
reachable set can be resolved using the iterative scheme proposed in [73, Section III], allowing
us to treat the Lagrange remainder £(¢) as an additive disturbance. An outer approximation
of the time-point reachable set ’//inonhn(tl) can be obtained by replacing the time-interval so-
lution ﬁhn(m) in (2.14) with its time-point analog 7/?\,1111(251). For all subsequent time steps, the
time-point solution of the previous time step is used as the initial set to evaluate (2.14) using
the current abstracted dynamics. This process is illustrated in Figure 1.1 in Section 1.2.

For the remainder of this overview, we abbreviate the reachable set computation using the
operator Reach(), @), which takes two input arguments: the model parameters 2, e.g., the
time horizon, and the algorithm parameters ®, e.g., the time step size. Since we use set
propagation methods, its output is a sequence of w time-interval reachable sets

~

{R(To),ﬁ(n),...,ﬁ(m_l)} ¢ Reach((, ), (2.15)

which compose the reachable set over the entire time horizon 7:
w—1
R(r) = |J R(m). (2.16)
k=0

While the reachability algorithm Reach(§2, @) is guaranteed to return a sound outer approx-
imation, the tightness of the computed sets with respect to the exact reachable set strongly
depends on the tuning of the algorithm parameters ®. Among these, the time step size and
the complexity of the set representation have the most significant effect on the result. Let us
briefly showcase how these algorithm parameters affect the reachable set computations intro-
duced above: Since the exact homogeneous time-interval solution is, in general, a non-convex

set, smaller time step sizes yield smaller approximation errors when the set representation is
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Exact reachable set Exact reachable set
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™ Outer approximation of
%» a1 the exact reachable set

Figure 2.1: Influence of the algorithm parameters on the approximation error: Different time step sizes
partitioning the time horizon (left: w = 2 time steps, right: w = 6 time steps) and different
complexities for representing the computed outer approximation of the exact reachable set
(left: six vertices per set, right: four vertices per set).

restricted to convex sets. In contrast, the computation of the particular solution benefits from
larger time step sizes since its propagation over subsequent time steps corresponds to a se-
quence of Minkowski sums, each of which increases the complexity of the resulting shape and,
thus, the required representation size for an accurate representation. Figure 2.1 illustrates how
a suitable choice of algorithm parameters can influence the resulting reachable set size: On the
left-hand side, the time horizon is partitioned using larger time step sizes and the reachable sets
are represented using more vertices as opposed to smaller time step sizes and fewer vertices on
the left-hand side. We prefer to obtain the result on the right-hand side from the reachability
algorithm Reach(€2, ®).

Let us now show how the tightness of the computed outer (or inner) approximation affects
the verification task. To this end, consider Figure 2.2, where we are given an initial set Xy
and compute an outer approximation ﬁ(r) O R(7) and an inner approximation R(r) C R()
of the exact reachable set R(7) over a bounded time horizon 7. We now examine whether we
can verify safety regarding a set of safety specifications, which are defined via the unsafe sets
Fi,...,F4: There is no intersection between the outer approximation ’/3,(7') and the leftmost
unsafe set F1 so that the corresponding specification is verified. In contrast, the rightmost
unsafe set JF, intersects the inner approximation 7\?/,(7'), resulting in a safety violation since
there is definitely some system behavior that reaches this unsafe set. The other two unsafe
sets intersect the outer approximation but not the inner approximation, from which safety can
neither be verified nor falsified. With the help of the exact reachable set R (7)—which we cannot
compute—safety could be determined: The second-to-left unsafe set F» does not intersect the
exact reachable set so that the corresponding specification is verified, whereas there is indeed
an intersection between the second-to-right unsafe set F3 and the exact reachable set, thereby
falsifying safety with regard to that specification.

This abstract illustration underlines the criticality of the tightness of the reachable set ap-
proximations. We can only verify or falsify safety for a given specification if the computed
outer and inner approximations are tight enough. To quantitatively measure the tightness of
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Unsafe sets F1, ..., F4

Initial set X

\

2 —— Exact reachable set R(7) Outer approximation R(r)

Inner approximation R(7)

Figure 2.2: Safety verification using inner and outer approximations of the exact reachable set: Safety
can be verified if an unsafe set and the outer approximation do not intersect (case v'). In
contrast, if an unsafe set intersects the inner approximation, safety is provably violated
(case X). If the inner and outer approximation are not tight enough to determine safety,
we do not obtain any conclusive result (cases (v) and (X)).

an outer or inner approximation of the reachable set with respect to its exact counterpart, we
use the Hausdorff distance between sets.

Definition 7 (Hausdorff Distance). The Hausdorff distance between two compact sets S1,Sa C
R™ is defined as

dg(81,89) = max{ max ( min ||s; — s max ( min ||s1 — s } 2.17
H(S1,S) max (min s~ solly), max (min s - sally) ) (217)
with respect to the Euclidean norm. O

Informally, the Hausdorff distance is the longest shortest distance between any two points
within their respective sets, as shown on the left-hand side of Figure 2.3. In this thesis, we
use the Hausdorff distance, as illustrated on the right-hand side of Figure 2.3, to measure the
approximation error

£(®) = dy (R(T; Q), R(m;Q, @)) (2.18)

between the exact reachable set R(7;2) and an outer approximation 7%(7‘; Q, ®) returned by a
reachability algorithm Reach(2, ®). To highlight the crucial dependence of the approximation
error on the algorithm parameters ®, we include ¢ as an argument in 7%(7'; Q, ®) in addition
to the user-provided model parameters 2. Please note that we can define the error (2.18)
analogously with respect to an inner approximation 7\5(7; Q, D).

Let us now outline our solution concept for the verification tasks introduced in the previous
section. For all three tasks, we need a reachability algorithm computing the required reachable
sets. To this end, we either re-use well-known state-of-the-art algorithms or introduce novel
ones. The automated verification consists of three main parts, namely,
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Exact reachable set
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Figure 2.3: The Hausdorfl distance dy measures the distance between sets (left). We interpret the
Hausdorff distance between the outer approximation and the exact reachable set as the
approximation error (right).

1. the derivation or estimation of bounds on the approximation error (2.18),
2. devising strategies for the automated tuning of algorithm parameters ®, and

3. iterative refinement of the reachable set approximations ﬁ(T) and 7\?/,(7') based on the
tuning methods from step 2.

Knowing how each algorithm parameter affects the approximation error facilitates the devel-
opment of tuning strategies for the reachability algorithm. We then compute a tightening
sequence of approximations by iteratively refining the algorithm parameters for the reacha-
bility algorithm to eventually verify or falsify safety. This concept automates the verification
process so that the user only has to provide the dynamics (2.1)-(2.3), the model parameters €2,
and the safety specification to obtain a provably correct result on the safety of the system.
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3 Discussion and Conclusion

In this chapter, we summarize and critically assess the work presented in this thesis, in addi-
tion to giving potential directions for work. We address our contributions to the automated
verification of linear systems using forward reachability in Section 3.1 and using backward
reachability in Section 3.2. In Section 3.3, we recap our automated reachability algorithm of
nonlinear systems and identify the missing components toward automated verification.

3.1 Verification of Linear Systems Using Forward Reachability

Our works [W1-W3] reprinted in Appendices A.1 to A.3 are dedicated to solving the verification
task in Problem 1 for linear systems of the form (2.2). We have devised two automated
verification algorithms that tune the algorithm parameters based on knowledge about the
induced approximation errors. Hence, we can verify any safety specification that does not
require the exact reachable set.

Summary The first algorithm (Appendices A.1 and A.2) computes explicit outer and inner
approximations of the exact reachable set represented by zonotopes and constrained zonotopes,
respectively. A subsequent intersection check with the unsafe sets either verifies safety or falsi-
fies safety or demands refined algorithm parameters for a tighter approximation. The runtime
complexity for computing an outer approximation respecting a bound on the admissible error
is O(n?), equal to the base algorithm [31, 48]. Halving the admissible error bound at most
doubles the number of time steps required for the reachable set computation. The inner ap-
proximation is computed by the Minkowski difference between a zonotope and an error ball
representing the approximation error. Our evaluation of this operation yields a constrained
zonotope with a significantly larger representation size. The subsequent intersection check be-
tween the inner approximation and the unsafe set has complexity O(n”), which thus becomes
the bottleneck of the verification algorithm. However, one can also circumvent the computa-
tion of the Minkowski difference altogether, as shown in Figure 3.1: On the left-hand side, we
falsify safety by determining that the unsafe set intersects the inner approximation, which is
computed by the Minkowski difference between the outer approximation and the error ball.
Instead, one can tighten the unsafe set by Minkowski difference with that same error ball, as
shown on the right-hand side. Safety is then falsified by showing that the outer approximation
intersects the tightened unsafe set. At the cost of computing an explicit inner approxima-
tion, this would improve the runtime complexity of the verification algorithm to about O(n?),
depending on the linear programs used for the intersection checks.
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Exact reachable set
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Figure 3.1: Alternative approach for the falsification of linear systems: Instead of computing an ex-
plicit inner approximation and checking for an intersection with the unsafe set (left), one
can also check for an intersection between the computed outer approximation and a tight-
ened unsafe set (right).

The second algorithm (Appendix A.3) uses support function evaluations to compute outer
and inner approximations of the exact reachable set. For specific set representations describ-
ing the initial set and the disturbance set, it is possible to pre-compute the homogeneous
and particular solutions, which significantly decreases the computation time since the run-
time complexity of the propagation reduces to O(n?). Although the algorithm is primarily
designed to solve the verification task, one can also extract explicit reachable sets represented
as polytopes—except for the inner approximation of the time-interval reachable set—but with-
out knowledge about their approximation error with respect to the exact reachable set. For
safety specifications formulated using halfspaces as unsafe sets, this algorithm provides a faster
verification result than our first algorithm. In the case of more complex representations of the
unsafe sets, it is unclear whether the intersection check is faster using an a priori unknown
number of support function evaluations as in this algorithm or a single linear program for
explicitly computed reachable sets as in the first algorithm.

In summary, both our verification algorithms iteratively and automatically refine the al-
gorithm parameters until safety can be verified or falsified. Consequently, only the model,
the model parameters, and the safety specifications have to be defined to obtain a conclusive
result on safety. Our numerical evaluation has shown comparative or faster performance on
benchmarks of the ARCH competition, which assesses the current capabilities of academic
verification tools. Hence, we claim that the verification task formulated in Problem 1 has been
successfully solved by the work in this thesis.

Future Work One can extend our solution concept to reachability algorithms using dimen-
sionality reduction to improve the analysis of high-dimensional linear systems [59-62]. Similar
to our rigorous approximation error analysis, the errors induced by the dimensionality reduc-
tion have to be bounded, and their dependence on the algorithm parameters, most notably the
time step size, has to be determined. For a Krylov subspace algorithm [59, 60|, the dimension
of the Krylov subspace becomes another tunable algorithm parameter; for a decomposition
algorithm [61, 62], the block partitioning of the state matrix has to be tuned. These new algo-
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3.2 Verification of Linear Systems Using Backward Reachability

rithm parameters are responsible for the degree of abstraction that is imposed on the dynamics
before starting the reachable set computation. This introduces a level of abstraction refinement
to the resulting verification algorithm, where the outer layer refines the abstraction and the
inner layer refines the approximation errors of the reachable set computed for that abstraction.
Other than for decoupled systems, such abstractions are not loss-free and the refinement will
converge to the original full-state dynamics as the admissible error bound decreases.

Another direction for future work is the verification of more complex specifications, such as
temporal logic specifications [182, 183], which cannot be solved by simple intersection checks
due to the time dependency of the specifications. One method introduces reachset temporal
logic, which rewrites signal temporal logic formulae into conjunctions and disjunctions of reach-
avoid problems [183]. Our approach might thus be extensible to this more general class of
specifications by tailoring the refinement process to many concurrent individual reach-avoid
problems.

3.2 Verification of Linear Systems Using Backward
Reachability

Our work [W4] reprinted in Appendix A.4 addresses the verification tasks formulated in Prob-
lems 2 and 3 for linear systems of the form (2.1). We have developed novel backward reach-
ability algorithms for time-point and time-interval minimal and maximal backward reachable
sets whose runtime complexity is polynomial in the state dimension.

Summary Under mild assumption for the model parameters, our backward reachability al-
gorithms exploit the benefits of three different set representations—polytopes, zonotopes, and
constrained zonotopes—and conversions between them, such that all set operations have poly-
nomial runtime complexity in the state dimension. The combination of different set represen-
tations becomes necessary due to the presence of competing control inputs and disturbances,
which results in a set-based algorithm with a Minkowski sum and a Minkowski difference: The
Minkowski difference is essentially a containment problem, which can be solved efficiently using
support function evaluations if the outer body is a polytope in halfspace representation. If,
instead, the outer body is a zonotope in generator representation, the runtime complexity is ex-
ponential in the state dimension [184]. The Minkowski sum can be very efficiently evaluated for
zonotopes and constrained zonotopes, but only in exponential runtime with respect to the state
dimension for two polytopes [42]. Our algorithms successfully avoid evaluating both set oper-
ations in exponential runtime. Regarding the approximation error, the computed time-point
solutions converge to the respective exact backward reachable sets in the limit for a time step
size going to zero and by evaluating an infinite number of support functions for the Minkowski
sum of a polytope and a zonotope. Still, an exact bound for the approximation error is yet to
be derived. Moreover, our computation of time-interval solutions is based on approximations
whose induced errors are unknown. A comparison to the state of the art, namely Hamilton-
Jacobi reachability and dissipativity-based approaches, greatly favors our proposed algorithms
due to their polynomial runtime complexity in the state dimension. While those approaches

31



3 Discussion and Conclusion

Inner approximation of the Tnner approximation of the
one-step maximal backward Initial set one-step maximal backward Initial set

reachable set without disturbance \ reachable set without disturbance \

AR

Inner approximation
of the one-step

Maximal backward

Maximal maximal backward
z2 reachable set r2
% N % backward reachable set
! reachable set with disturbance

Figure 3.2: Maximal backward reachability analysis using feedforward (left) or feedback (right) con-
trol. The final maximal backward reachable set is larger for feedback control because the
control input can iteratively react to the disturbance.

can deal with more general dynamics, including time-varying parameters and state constraints,
we still claim that our novel backward reachability algorithms significantly outperform them,
restricted to the computation of backward reachable sets for linear systems.

Future Work Since our work on backward reachability is the first of its kind, there are
multiple directions for future investigations: A rigorous derivation of the approximation errors
would provide a quantitative assessment of the tightness of the computed inner and outer
approximations. In contrast to our approximation error analysis for the forward reachable set
computation in [W2], this is a more challenging endeavor for backward reachability: Some
errors originate from approximations with unknown exact solutions, which impedes any at-
tempt to bound the approximation error. Another idea is to compute both inner and outer
approximations and bound the approximation error using the Hausdorff distance between the
two. However, it is non-trivial to obtain the complementary inner or outer approximation for
the computation of the approximation error, and even then, the Hausdorff distance is generally
hard to compute unless similarities in the structure of the two sets can be exploited.

A second extension is to incorporate automated tuning of algorithm parameters to refine
the tightness of the computed backward reachable sets. By applying our solution concept, one
could then fully automatically solve the verification tasks in Problems 2 and 3. Note that an
explicit bound on the approximation error is not strictly necessary as long as the parameter
tuning can be proven to tighten the reachable sets, e.g., by analyzing the behavior in the limit
of a time step size going to zero. However, this requires all approximation errors to be known,
which is currently not the case, as mentioned above.

Another idea is to consider feedback control instead of feedforward control. Figure 3.2
shows the differences between the resulting maximal backward reachable sets: Our set-based
computation corresponds to feedforward control due to the superposition of the two particu-
lar solutions for the influences of control inputs and disturbances. Since the superposition is
maintained for the entire time under consideration, the control input cannot react to the distur-
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bance (left-hand side of Figure 3.2). Feedback control corresponds to an iterative computation
of the reachable set (right-hand side of Figure 3.2), where both particular solutions affect the
computation of the reachable set within each time step. The main challenge for the result-
ing backward reachability algorithm is the evaluation of the Minkowski sum and Minkowski
difference in each time step. A source of inspiration might be the reachable set computation
using set propagation for linear discrete-time systems [64], where iterative evaluation of both
set operations is unavoidable.

Finally, to date, there exist no backward reachability algorithms using set propagation for
nonlinear continuous-time systems. A promising starting point is on-the-fly linearization [73],
which abstracts the nonlinear dynamics to linear difference inclusions while rigorously ac-
counting for the abstraction error due to the truncated higher-order dynamics. This results
in a sequence of one-step backward reachable set computations for iteratively changing linear
dynamics, which is reminiscent of the feedback control illustrated in Figure 3.2.

3.3 Verification of Nonlinear Systems

Our works [W5, W6 reprinted in Appendices A.5 and A.6 are dedicated to solving the verifica-
tion task in Problem 1 for nonlinear systems of the form (2.3). We have extended a reachability
algorithm based on set propagation and on-the-fly linearization by automated parameter tun-
ing methods to obtain tight reachable sets, which can be used for verification in a subsequent
step.

Summary The main challenge for automated parameter tuning is the unavoidable wrapping
effect of the set propagation. In contrast to our proposed parameter tuning methods for linear
systems, we cannot fulfill an admissible error bound for the reachable set since we do not
have bounds on the errors induced in future time steps—these depend on the future size
of the reachable set and the future abstracted dynamics. Therefore, our parameter tuning
methods for nonlinear systems focus on analyzing the local behavior of the abstraction error:
After simplifying the set propagation over a sequence of time steps until reaching a finite time
horizon, we obtain a scalar function estimating the radius of the reachable set at the end of
that finite time horizon. Crucially, the influence of the time step size on the abstraction error
is measured using the novel concept of a gain order, which describes the relative change in the
abstraction error for different time step sizes. While previous approaches were restricted to
fixed values, automatically tuned time step sizes allow the reachability analysis to adapt to the
current dynamics: A smaller time step size is used in regions with stronger nonlinearities to
limit the induced abstraction errors, while a larger time step size reduces the number of time
steps in regions with milder nonlinearities.

Future Work Finally, let us outline how to build upon our work [W5, W6| to devise an
automated verification algorithm. For the type of reachability algorithm that we used, it has
been shown that spatial refinement—often called splitting—is required for convergence to the
exact reachable set [185]. This convergence to the exact solution is a critical condition for
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Figure 3.3: Reachability analysis of nonlinear systems: Large initial sets result in large approximation
errors, impeding verification (left). However, splitting the initial set into smaller sets
reduces the approximation error, leading to a successful verification (right).

a complete verification algorithm, especially for nonlinear systems, where reachability anal-
ysis often aborts due to an uncontrollable growth of the abstraction error, as illustrated in
Figure 3.3: On the left-hand side, the reachable set is computed without splitting, resulting
in an outer approximation with a large approximation error that impedes safety verification.
In contrast, the reachable set on the right-hand side is computed for a split initial set, and
since neither of the reachable sets intersects the unsafe set, safety is verified. Therefore, the
effects of splitting have to be analyzed with similar rigor as demonstrated for the dependence
of the abstraction error on the time step size in [W6]. One idea is to define a spatial gain
order describing how the abstraction error changes when the set is split in twain, analogously
to the temporal gain order we have introduced. This quantitative information can then be
used to decide when to split, ultimately yielding an algorithm that refines time and space
and, thus, converges to the exact solution [185]. Nevertheless, the approximation error of the
computed outer approximation would still be unknown, so that we cannot falsify safety unless
we incorporate falsification techniques.

In summary, we have made important steps toward automated verification of uncertain
dynamical systems. Nevertheless, there are still many ways to improve reachability analysis, as
foreshadowed above. Our overarching goal is to design algorithms for safety verification based
on automatically refining the tightness of the computed reachable sets. Further improvements
to our work will steadily advance automated safety verification until future approaches can
eventually be used in industrial practice in order to guarantee the safe operation of cyber-
physical systems.

FiNis.
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A.1 Adaptive Parameter Tuning for Reachability Analysis of
Linear Systems

Summary Reachability algorithms require manual tuning of algorithm parameters, such as
the time step size, in order to tightly enclose the reachable set. In general, the tightness of the
computed approximation with respect to the exact reachable set is unknown, so one can never
rule out spurious counterexamples.

In this work, we introduce a framework for tuning algorithm parameters based on the induced
approximation errors in the reachable set computation. We apply the proposed parameter tun-
ing methods to a reachability algorithm for linear systems of the form (2.2), for which we derive
approximation errors in terms of the Hausdorff distance between exact partial solutions and
the corresponding computed outer approximations. Furthermore, we prove that all algorithm
parameters can be adapted without backtracking to fulfill any non-zero admissible error bound
over the whole time horizon. To solve the verification task in Problem 1, it suffices to tune
this scalar error bound.

We implement the automated reachability algorithm using zonotopes as a set represen-
tation. Our numerical evaluation shows that the novel algorithm verifies safety for several
high-dimensional benchmarks at least as fast as its manually tuned counterpart.
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Adaptive Parameter Tuning for Reachability Analysis of Linear Systems

Mark Wetzlinger, Niklas Kochdumper, and Matthias Althoff

Abstract— Despite the possibility to quickly compute reach-
able sets of large-scale linear systems, current methods are
not yet widely applied by practitioners. The main reason for
this is probably that current approaches are not push-button-
capable and still require to manually set crucial parameters,
such as time step sizes and the accuracy of the used set
representation—these settings require expert knowledge. We
present a generic framework to automatically find near-optimal
parameters for reachability analysis of linear systems given a
user-defined accuracy. To limit the computational overhead as
much as possible, our methods tune all relevant parameters
during runtime. We evaluate our approach on benchmarks
from the ARCH competition as well as on random examples.
The results show that our new framework verifies the selected
benchmarks faster than manually-tuned parameters and is an
order of magnitude faster compared to genetic algorithms.

I. INTRODUCTION

Reachability analysis is one of the main techniques to
formally verify the correctness of mixed discrete/continuous
systems: It computes the set of reachable states of a system
for a set of uncertain initial states as well as uncertain inputs.
If the reachable set does not intersect the unsafe regions
defined by a given safety property, that property is satisfied.

Exact reachable sets can only be computed for a limited
class of systems [1]. In the remaining cases, one calculates
over-approximations whose tightness is strongly influenced
by algorithm parameters; unlike model parameters, these
parameters have no relation to the considered model.

Due to large over-approximations resulting from poor
algorithm parameters, reachability analysis may fail to prove
a safety property even though the property is satisfied by the
exact reachable set. We address this problem by proposing a
novel generic framework to automatically tune all algorithm
parameters for reachability analysis of linear continuous
time-invariant systems during runtime respecting a user-
defined error bound. Our framework can be used for different
reachability algorithms and for different set representations.

a) State of the Art: Reachability algorithms for linear
continuous systems are mainly based on the propagation of
reachable sets for multiple time steps until reaching a fixed
point or a user-defined time horizon. Propagation-based tech-
niques have been extensively investigated [2]-[7] using tools
such as CORA [8], Flow* [9], XSpeed [10], SpaceEx [7], and
JuliaReach [11]. A further method is to compute reachable
sets using simulations [12], [13], which is implemented in

M. Wetzlinger, N. Kochdumper, and M. Althoff are with the Faculty of
Computer Science, Technical University of Munich, Garching, Germany
{m.wetzlinger@tum.de, niklas.kochdumper@tum.de,
althoff@tum.de}. The authors gratefully acknowledge partial finan-
cial supports from the research training group CONVEY funded by the
German Research Foundation under grant GRK 2428.

the tool HyLAA [14]. The used set representation is another
distinctive feature besides the method to compute reachable
sets. Many different set representations have been researched,
including polytopes [7], zonotopes [5], ellipsoids [15], griddy
polyhedra [16], star sets [12], support functions [17], and
constrained zonotopes [18].

Previous approaches for automated parameter tuning
mainly focused on the time step size: Numerical ODE solvers
often compute different solutions in parallel and decrease the
time step size if the difference between solutions exceeds a
certain threshold [19], [20]. Furthermore, several automated
time step adaptation strategies have been developed for
guaranteed integration methods that enclose only a single
trajectory rather than a set of trajectories [21]-[23]. For
reachability analysis, only a few methods automatically set
the time step size. The approach in [7] chooses the time
step size automatically in order to keep the error in a user-
defined direction below a user-defined bound. Furthermore,
the approach in [24] automatically chooses suitable time
step sizes for affine systems so that the Hausdorff distance
between the reachable set obtained by the exact flow and the
approximated flow stays below a certain threshold. So far,
there is no approach that considers all algorithm parameters.

b) Contributions: We introduce a novel generic frame-
work that automatically tunes all algorithm parameters of a
reachability algorithm so that the over-approximation error
stays below a user-defined threshold. This generalized frame-
work can be applied to many different reachability algorithms
and we show that our self-parametrization approach always
converges if the reachability algorithm satisfies certain re-
quirements.

After introducing some preliminaries in Sec. II, we present
our generic framework in Sec. III. In Sec. IV, we demonstrate
the implementation of our framework for a specific reachabil-
ity algorithm. Finally, the evaluation of our implementation
on several numerical examples in Sec. V demonstrates the
fully automated computation of tight over-approximations of
reachable sets with only little computational overhead.

II. PRELIMINARIES

To concisely explain the novelties of our paper, we first
introduce some preliminaries.

A. Notation

Vectors are denoted by lower-case letters and matrices by
upper-case letters. Square matrices of zeros are denoted by
0, € R™*™ and the identity matrix by I,, € R™*"™. Given a
vector a € R", a; refers to the ¢-th entry. An n-dimensional
interval is denoted by Z = [I,1] C R", where I; < I;, Vi €



{1,...,n}. The operators inf(Z) = [ € R™ and sup(Z) =
[ € R" return the infimum and the supremum of an interval

Z = [L,1]. Interval matrices are denoted in boldface: I =

[I,I] € R™*", where inf(I) = I € R™*" and sup(I) =
I € R™*", The linear map is written without any operator
between the operands, the Minkowski sum is denoted by @,
and the convex hull operator by conv( . )

B. Reachability Analysis of Linear Systems

The presented technique for adaptive self-parametrization
is applied to linear time-invariant (LTT) systems with initial
states bounded by X° C R”™ and inputs bounded by I/ C R":

@(t) = Az(t) + u(t) ,

1
with z(0) € X° CR™, Vt:u(t) €U C R", W

where A € R"*™ is the system matrix, x(t) € R" is the
state vector, and u(t) € R™ is the input vector.

The above system also encompasses systems z(t) =
Az(t) + Bu(t), where B € R™*" is the input matrix, as
we can set Y = {Bu|a € D C R™}. Let us introduce
§(t; xo,u(~)) as the solution of (1) to define the exact
reachable set Rex([O7 t f]) of (1) over the time horizon t €

[0,24]:
Rex ([0, 25]) = {{(t;xo,u(~)) ‘xo € X’
Vre 0,4 ulr) €U, te [o,tf]} .
Due to the superposition principle, Rex ([0,%]) is the sum

of the homogeneous solution %X ([0,¢¢]) and the inhomo-
geneous solution P ([0,¢7]) [25, (3.6)]:

Rex([ovtf]) = HZE([O’tf]) D ng([ovtf]) ’
where

HE(0,7]) = {410 |20 € X%, t € [0,84]}

ng(tf) = {/Otf e =Ty (r)dr | u(r) € Z/{} .

If0 € U, PR ([0,t5]) = PX(ts) and the extension for 0 ¢ U
is shown in [25, Sec. 3.2.2]. To limit the over-approximation,
the time horizon [0, ¢¢] is discretized by K time steps At; =
tiy1 —t; > 0,1 € {0,...,K — 1}, where tf = ZﬁglAIZ
so that Ui y" R([ts,ti11]). We compute the reachable sets
from the first time interval [26, Chap. 4]:

HR ([ti tipa]) = e HR([0,AL]) |
PR([0,ti41]) = PR([0,t:]) @ e PR([0,At]) . (2)
—_— ————

= PR([ts,tis1])

This method adapts seamlessly to varying time step sizes,
making it the preferred choice for adaptive parameter tuning
compared to methods propagating the reachable set from the
previous time step.

III. SELF-PARAMETRIZATION

In this section, we introduce our novel algorithm for
adaptive parameter tuning.

A. Overview of Algorithm Parameters

The reachability algorithm from Sec. II-B depends on

different algorithm parameters, which we divide into:

o Time Step Size: The propagation in (2) can be applied
to any series of At; adding up to t;. Large At speed up
the computation, while small At increase the precision.

« Propagation Parameters: The tightness of the com-
puted reachable sets also depends on parameters ap-
proximating the dynamics @, €.g., determining the
precision of computing e*. We introduce the operator
incr(®pop) which increments the parameters ®pp
towards values which result in a tighter reachable set, as
well as the operator reset(®pp) Which resets Do
to the coarsest setting.

o Set Representation: We denote the number of scalar
values needed to describe a set by ®@. Let us introduce
the operator decr(®Pg) which decreases Pger. If Py
has reached its minimum, it returns decr(®Py) =
d... We denote the over-approximation of a set S by
reducing its number of parameters to a desired value
d; by the operator red(S , q)set).

B. Error measures

As we can only compute over-approximations, we are
interested in measuring the over-approximation error. Let
the reachable set 4™ consist of summands, e.g., HR =
HRD) @ ... @ HR®) as shown for a concrete implemen-
tation in Sec. IV-A. This assumption is valid for almost all
approaches, see e.g. [6], [7], [17], [25], [27]. We sum over
all indices £ representing exactly-computed terms to obtain
HE = EB;’E € HR() and the remaining terms are summed to
’HE = EBZZS HR(_ The same is done for PR, so that we
obtain

HR([0,A8]) = HE ([0, Af]) @ HE([0,A8) ,  (3)
PR([0,A)) = PR((0, At]) @ PR([0,A)) . (4)

We use this separation to realize a computationally efficient
over-approximation of the Hausdorff distance

su inf ||lz1 —=x
x1€gl ( 22652 H ' 2H2 )7

dp(81,89) = max{

su inf ||z —x }
i, Gl o=l
Proposition 1: Let S— C R™ and S C R™ with 0 € S
be non-empty compact, convex sets. The Hausdorff distance
between S— and S, :== S— ® Sy can be over-approximated
by

dr(S=,Swr) < err(S+) = T(bOX(S+)) ’ ®)

where box(S+) is the box enclosure of S1 and r(-) returns
the radius of the smallest hypersphere centered at the origin
enclosing its argument.

Proof. Since Sy encloses S—, we have

A (8=, So) = sup (inf o=yl ). (6)

YESiat



We also know that the difference between Sy and S— is
given by Sy, so that (6) can be equivalently written as

. 0es,
su inf ||z — =" sup ||lz|l, =r(Sy).
s (g o=yl ) " sup Jal, = 5.)

Obviously, r(Sy) < r (box (S4) ) and therefore
dr(S=,Sir) < err(S+). O

Let us introduce user-defined upper bounds for errors:
€x,max for the error of the homogeneous solution HR and
£p max for the error of the inhomogeneous solution P™. Our
approach ensures that these errors are not exceeded.

We now compute the errors of the i-th time step. For the
eITor £ ([ti, ti+1]) and ep ([ti, tiﬂ}) we use the split in (3)
and apply the error measure from Prop. 1:

E”H([ti,ti+1]> = err(?—[f([ti,ti+1])) (7)
> dp (HE ([tir tia]), HE ([tis tiva]))
p([ti,ti+1]) = err(Pf([ti,ti+1])) (8)

> dp (PE([ti tiga]), PR ([tir tira])) -

From (2), we see that the computation of €4; does not depend
on previous time intervals. Contrary, the inhomogeneous
solution P* ([0, tl]) accumulates over time, see (2), and with
it the error ep:

ep ([0, ti1]) = ep([0,t:]) +ep ([ti, tiga]) 9

where ep ([0, 0]) = 0. Let us introduce a mild assumption for
the errors €4 and ep, which will be justified in Sec. IV-B.

Assumption 1: (Convergence of €y and cp) We neglect
floating-point errors so that EH([ti,tiHD — 0 and
5@([ti,ti+1]) — OfO}" Atl — 0. O

Assumption 1 is mild, since it practically holds for all
other current approaches, see e.g. [7], [8], [11]. For further
derivations we need the following definition.

Definition 1: (Superlinear decrease) The set-based evalua-
tion f(S(t)) = {f(z)|x € S(t)} of a continuous function
f : R™ = R decreases superlinearly if

Vo € (0,1) : f(S([t, t+oAt])) C o f(S([t, t+AL])) . O
The following proposition addresses satisfying ep max.

Proposition 2: Let the error ep ([t;,ti11]) decrease super-
linearly according to Def. 1. For any given €p jqx > 0, there
exists a sequence of time intervals [t;,t;11] so that

Z Ep ([f“ ti+1]) < EP max -
i
Proof. We define an admissible error ep max ; for each step:

EP max — EP ([07 tz])

At;. (10
— (10)

EP([tiyti—&-lD < €p max,i ‘=

For At; — 0, ep max,; converges to 0, as does 573([ti,ti+1])
by Assumption 1. Moreover, €p max,; decreases linearly
in At;, whereas Ep([ti,ti+1]) decreases superlinearly by

assumption. Hence, we can always obtain a At; so that the
inequality in (10) holds. We sum each side in (10) to

i—1
t ) < ng,maxd
Jj=0

which is subsequently used to bound ep max,i and €p max:
At;

(In

(10
EP,max,i — <€P,max - 57’([07ti]))t t;
F—t
(11) .
87D max Z‘EP maxg —t'
i
i—1 ¢
= EP,max > ZE’P’maxg +fAit573maxz
Jj=0 —_
>1

i
> ZEP,max,j > ZEP([tmtiH]) . O
j=0 i

The Minkowski sum in (2) typically increases the repre-
sentation size of the resulting set. To counteract this growth,
we enclose P® in (2) by a set specified by less parameters
which over-approximates the original set by the error es
accumulating as the error ep of P™:

55( 0 tz+1 ) ( ) +€5([t2,t1+1])
with sg([0,0]) 0.

(12)

Similarly to Prop. 2, we define an admissible error €5 max,s:

— 55([0, ﬁl])

ty —1t;

€8, max

es([tistiv1]) < esmaxsi == At; . (13)
If we do not over-approximate the set representation in the
i-th time step, we have es([t;, ti11]) = 0.

C. Adaptive Parameter Tuning

We now present our generic framework for adaptive
parameter tuning in Alg. 1. The two subroutines, Alg. 2
and Alg. 3, will be presented thereafter. First, we initialize
At and the scaling factor p (line 2), as well as the accu-
mulating errors ep and s (line 3) for the first iteration
of the main loop (lines 4-11). In every iteration, we first
obtain the parameters At; and ®pp; (line 5) from Alg. 2.
Then, we calculate the reachable sets 77X ([0, At;]) and
PR ([O, Ati]) (line 6), which are subsequently used to obtain
HR([ti, ti+1)) and PR([0,t;41]) (line 7). In Alg. 3, we
obtain the parameters ®y;, which are used to recalculate
’PR([OJiH]) (line 8). At the end of each step, we add
the homogeneous and inhomogeneous solution to obtain the
reachable set R([ti, ti+1]> (line 9). Finally, after the calcula-
tion of the reachable set for each time interval, the reachable
set of the whole time horizon R([0,t]) is obtained by
unifying partial sets (line 12).

Theorem 1: Alg. 1 terminates and the overall error stays
below a user-defined error bound &,,, € RY, assuming the
reduction of the set representation in each step is optional.



Algorithm 1 Fully automated parameter tuning

Algorithm 2 Adapt values for At, ®pqp

Input: €H ,max; EP,max; €S, max, tf
Output: R([0,t])

1: t< 0,20

20— 0.9,At_1 +—tyrp

3: 7:([0,0]) + 0, 55([0,0]) +0

4: while ¢t < T do

5 Ati, Pprop.is ep ([0, tit ]) Alg 2

6: cale. HR ([0, At;] ), ([ t; ) using At;, Pprop.i
7: cale. H® t,,t,+1]) PR([0,ti41]) acc. to (2)
8: 7) (OtH,]_) ([,Z+><*Alg3

9 R([tirtiv1]) = HR([ti, tisa]) ® PR([0, tis1])
10: t—t+At, i+ i+1

11: end while

[\.J

R([0,t7]) + UsZo R([ts: t+1])

Proof. We first show that the algorithm terminates. The
while-loop in Alg. 2 always terminates if

Vi :ep ([tis tiv1]) < epomaxi > en([tis tir1]) < €rtmax -

The first inequality can be satisfied as shown in the proof of
Prop. 2. From line 6 in Alg. 2 and under Assumption 1, we
have Vi : At; — 0 = e3,([t;, ti+1]) — 0. Thus, every bound
€14,max 1 satisfiable. The while-loop in Alg. 3 terminates as
we will either exceed the admissible error bound €s max,i
during the continuous reduction or exit the loop if the set
parameters Py have been reduced as much as possible.
Finally, the main loop (lines 4-11) terminates as the time ¢
monotonically increases (line 10), eventually reaching ¢;.
To prove that the error stays below a user-defined bound,
we split the error epax N Emax = €%, max + EP,max T €8 max-
All individual bounds are satisfiable: We have already shown
the satisfiability of any €7, max in the beginning of this proof.
Prop. 2 shows that any limit ep max is satisfiable. Lastly, any
bound €5 max can be satisfied since we can choose to not
over-approximate the set representation. O

We now present two algorithms performing the adaptive pa-
rameter tuning: As an overview, Alg. 2 adapts the parameters
At; and P@pop;, while Alg. 3 adapts the parameters ®ge;
concurrently to the propagation of P%.

We first present Alg. 2: As the main idea, every ®pp
is checked for an iteratively decreasing At; until the error
bounds £/, max and €p max,; are satisfied. Initially, we increase
the time step size by division with the factor p (line 1).
Furthermore, we reset ®p,p; to its coarsest setting (line 1)
and calculate the admissible error ep max,; (line 2). In the
loop (lines 3-12), we increment ®,,p; (line 4) and calculate
the errors e ([t;, t;+1]) and ep ([t;, t;11]) based on the error
sets HE([ti,ti+1}) and Pf([ti7ti+1]) (lines 10-11). These
errors are then compared to their respective error bounds
(line 12). If ®pop; reaches Ppropmax (line 5), we decrease
At;, reset Pprp; (line 6), and recalculate the admissible
bound ep max,i (line 7) before restarting the loop (line 8).
After the loop is finished, the accumulated error e ([0, ¢;11])
is computed (line 13).

Illpllt: EH,max»g’P,maxaEP([Ovti])vAti—lv/uvtf
OUtpun Ati, (bpmp,ia Ep ([O, ti+1])

L Aty + At;’l, reset(Pprop,i)

2: calc. €p max,; acc. to (10)

3: do

4: incr(Pprop:)

5 if (I)prop > (I)prop,max

6 At; < Atip, reset(Ppropi)
7: calc. €p max,; acc. to (10)

8 continue

9 end if

—_

0: calc. HE([tiati+1D75H([ti7ti+1])
11: calc. ,Pf([ti,ti+1]),€p([ti,ti+1])
12: while E'H([ti, ti+1]) > EH,max/\ffP([ti, t’i—}—lD > EP max,i

13: cale. ep ([0, ti41]) acc. to (9)

The adaptation of @y is shown in Alg. 3: In order to
decrease the computation time, the number of parameters
describing P* is iteratively reduced from a high-precision
representation towards lower precision. First, we calculate
the admissible error s max,; (line 1) for the given At;.
The operator param(@set) extracts the number of stored
parameters Py, from PR([O, ti+1]) (line 2). Inside the loop
(lines 3-7), we iteratively decrease Py ; (line 4) and over-
approximate P~ ([0, ti+1]) by reducing the number of stored
parameters to ®g; (line 5). From the difference between
the original set and the set over-approximated by reduction,
we calculate the induced error 55([ti,ti+1]) (line 6) and
compare it to the admissible error (line 7). After the loop,
the accumulated error for the set representation €5 ([O, ti_H])
is computed (line 8).

Algorithm 3 Adapt values for @
Input: 5 mdx,es([O,ti]),PR([O,ti+1])7Ati,tf
Output P ([O ti+1]) 85([0 ti—t—lD
. calc. €5 max,s acc. to (13)
Dyeri param(P ([O t,,+1]))
do
decr(Pgers)
red('PR ([0, ti+1}) 5 (I)set,i)
calc. €S ([ti, ti+1])
while t’:‘g([ti7 ti+1]) < E8,max,i V decr (D) = Dyer
calc. £5([0,ti41]) acc. to (12)

A A T o

The presented framework for adaptive parameter tuning
can be applied to any reachability algorithm. In the next
section, we will provide an example implementation and
prove the assumptions underlying Theorem 1.

IV. IMPLEMENTATION

In this section, we present an implementation of our
framework and validate our assumptions using a concrete
reachability algorithm and a concrete set representation.



A. Computation of Reachable Sets

We over-approximate the exponential matrix e4? by a
finite number of Taylor terms 7 € NT and an interval
matrix E enclosing the remainder [28, Prop. 2].

L (AAL)F
15t e 3 BT G gLy,

o (14)
k=0
E(Ata 77) = [_Eabs(Ata 77); Eabs(Atvn)] (15)
=1
with  Eus(At, 1) = ) Z E(|A|At)k’ . (16)

k=n+1

To cover all trajectories in a time interval spanned by At, we
introduce the terms F,. [28, Sec. 4] and F',, [25, Sec. 3.2.2]:

7 =k =1 Ak
Fo (AL n) = DI = k)AL, 07 © B(AL ) ,
k=2
(17
nHl —k —1 k Ak_1
F.(At,n) = k1 — EF1)At* 0
(At ) @( JALE, 0] = as)
© E(At,n) At .

The reachable sets for the homogeneous and inhomoge-
neous solution, generally defined in (3) and (4), are computed
by [25, Sect. 3.2.1-3.2.2]

HR([0, At]) = conv(X°, eAAtXO)

:HE([OvAt])
D F (AL, ) X' D F (AL, ) ey, (19)

=#%([0,A1])

. 1, AR AR
PR(0,Af) =3 <W> U E(AL ) AtU, (20)

k=0

=PR([0,A1])
=PR([0,At))

with ¢, being the center of the input set /. We include
the term F,(At,n)c, in the homogeneous solution as it
only covers the current time interval and therefore does not
accumulate over time. In the next section, we will verify the
applicability of (19) and (20) for our adaptive framework.

B. Verification of Assumptions

We now want to verify Assumption 1 and Prop. 2. To
obtain the error €4 ([ti, t;+1]) of the homogeneous solution
H®([ti, ti+1]), we multiply (19) by e’ as required in (2)
and insert the result in (7), which yields

e ([ti tisa]) = err(eAt”‘ F.(At;,n;) &°

21
(&) eAti’ Fu(Atiyni) Cu) . ( )

Proposition 3: The error £3,([t;, ti1]) in (21) converges to
0 for At; — 0 and therefore satisfies Assumption 1.

Proof. Since the operation err(S ) returns the enclosing ra-
dius of the interval over-approximation of a set S, it suffices
to show that the volume of S converges to 0 for At; — 0.

This is the case if the interval matrices F',, and F,, converge
to [0,,0,]: Using (18), we yield lima¢—o F,(At,n) =
[0, 0,,]. For F, we have that lima,_o E(At,7) 2 [0,,, 0,.]
since limat—0 Eans(0,7) 19 0,,. By plugging this in (17), we
immediately see that F,(At,n) = [0,,0,] for At — 0. O

To obtain the error Ep([ti,ti+1]) of the inhomogeneous
solution P ([t;,¢;41]), we multiply (20) by e** as required
in (2) and insert the result in (8), which gives us

Ep([ti,tiJrl]) = err(eAti E(At,, T]l) Atl U) . (22)

Proposition 4: The error ep ([t;, ti41]) in (22) converges to
0 for At; — 0 and therefore satisfies Assumption 1.

Proof. Equivalently to the proof of Prop. 3, we show that
the volume of the resulting set converges to 0 for At; — 0.
Since At; appears as a multiplicative factor, it holds that
limAtiHO eAti E(At“ 771) Atzl/{ = [Orm On] [

We introduce the following lemma for the subsequent
derivations:

Lemma 1: The size of E(At, n) decreases superlinearly with
respect to At:

Vo € (0,1) : E(pAt,n) C o E(At,n) .
Proof. Using B(At,7) ‘2 [— Eu(At, 1), Eas(At, )], it is
sufficient to show that each entry of E.u(At,n) decreases
superlinearly with respect to At:

19 = 1 k
Ve € (0,1) : Eun(At,n) = | Y 7 ([AlpAt) ’
k=n+1 :

=1
< w’ > g(\AIAt)k’ =@ Euns(At,n) . O
k=n+1 !

Theorem 2: The error E’P([ti,ti+1]) in (22) decreases su-
perlinearly according to Def. 1:

Proof: Since err( ) is defined by the enclosing radius r
according to Prop. 1, it suffices to show that the enclosing
radius decreases superlinearly with respect to At;:

Yo € (0, 1): T(Pf([ti,ti+(pAti])) < @T(Pf([ti,ti-’-Ati])).
This condition is satisfied if
Yo € (O, 1): ’Pf([ti,ti + @Atz}) - wPf([ti,ti + Atz]) .

Using the definition of P ([0, At]) in (20) and Lemma 1 it
holds that

PR([ti ti + 0AL]) L (9 AL) e B(pAti,m;) UC
—_———

Lemma 1

P E(At,n;)
At eAti . PE(0,1) R+ +. )
gp((p tie E(Atz,nZ)L{) C pPr ([ti,ti—O—Atl]).D

L PR ([t ti+AL])




The cut-off value 7y.x can be automatically obtained
according to [29] to truncate the power series in (14). If
Nmax does not satisfy the current error bounds, we proceed
to smaller values for At which are guaranteed to eventually
satisfy the error by Theorem 1.

Following the above derivations, the presented implemen-
tation satisfies Theorem 1. Hence, it can be used to perform
reachability analysis for LTI systems while remaining below
a user-defined error bound.

C. Set Representation

It remains to choose a set representation. The work in [30]
shows that zonotopes are optimal and that one should add
support functions if the initial set is not a zonotope. Since
we only use zonotopes as initial sets, we only use them:

Definition 2: (Zonotopes) Given a center c¢ € R"”
and an arbitrary number v € N of generator vectors
g, ..., € R", a zonotope is defined as [27, Def. 1]

Z:{xeR”

)
z=c+Y Biog? 1< B <1}
=1

The order of a zonotope is p = . O

Following Def. 2, we have that &g, = p. We iteratively
decrease the zonotope order by decrementing the total num-
ber of generators describing PR([O, ti+1]) as shown in [31],
which also provides us with es([t;, t;41]). Therefore, we
define the operator decr(®Pg) : n7y < n(y—1). In the next
section, we apply the presented implementation.

V. NUMERICAL EXAMPLES

We have implemented our approach in MATLAB. To exten-
sively test our approach, we perform several investigations:
First, we measure the computational overhead caused by
our parameter tuning. Next, Alg. 1 is evaluated on bench-
mark systems and compared to manually-tuned algorithm
parameters. Finally, we compare Alg. 1 with a genetic
algorithm searching for algorithm parameters. Since the
genetic algorithm requires a lot of memory, we used an Intel
Xeon Gold 6136 3.00GHz processor and 768GB of DDR4
2666/3273MHz memory, all other computations have been
performed using an Intel i3 processor with 8GB memory.
For the genetic algorithm and the overhead measurement,
we used the subsequently introduced randomly-generated
systems because the results might vary depending on the
investigated system.

a) Random Generation of Systems: We randomly
picked complex conjugate pairs of eigenvalues from a uni-
form distribution over the range of [—1,1] for the real part
and [—i,i] for the imaginary part without loss of generality,
since the characteristics of the solution only depends on
the ratio of real and imaginary values. The state-space form
for these eigenvalues is computed and subsequently rotated
by a random orthogonal matrix of increasing sparsity for
higher dimensions. Furthermore, the initial set X 0 and the
input set I are given by hypercubes centered at (10, ..., 10)”

with edge length 0.5, and (1,...,1)7 with edge length 0.1,
respectively. Lastly, we set epax = 0.05 and ¢y = 3s.
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Fig. 1: Time consumption by parameter tuning in relation to
total execution time using 50 randomly-generated systems per
dimension.

b) Computational Overhead: First, we investigate the
computational overhead caused by the continuous adaptation
of all algorithm parameters. For this purpose, we measured
the time Alg. 1 spends on the adaptation and the set prop-
agation over 50 randomly-generated systems of dimensions
5 to 75. Fig. 1 shows the fraction of the total time spent
on the parameter tuning: The overhead remains manageable
even for high-dimensional systems, settling at about the same
time as used for the set propagation. This is achieved by
the computational efficiency of Prop. 1. The overhead is
more than compensated by the adaptive adjustment of the
algorithm parameters as discussed at the end of this section.
Also, the common practice of trial and error requires tuning
times that exceed computation times by several factors.

¢) ARCH benchmarks: Next, we have applied our algo-
rithm to the 48-dimensional Building (BLD) benchmark and
the 273-dimensional International Space Station (ISS) bench-
mark, both from the ARCH competition [32]. These systems
are manually tuned for the competition by executing many
runs to optimize the algorithm parameters with respect to
the computation time while still satisfying all specifications.
For a fair comparison, we set ey, to the highest possible
value that still verifies the given specification. We compare
our results to the tool CORA [8] since it is also implemented
in MATLAB.

Table I shows a comparison between Alg. 1 and CORA
in terms of the computation time, the number of steps, and
the minimum and maximum values for At¢. Alg. 1 adapts
the values of the algorithm parameters depending on the
current system behavior by enlarging the time step size
in regions where this only moderately increases the over-
approximation. The resulting range can be observed by the
large differences between Aty, and Atfy.. Consequently,
the total number of steps decreases making less computations
necessary than in the case of fixed algorithm parameters as
used by CORA and shown in Table I. The range for At
in both building benchmarks by CORA is explained by the
switching between two manually-tuned time steps.

Fig. 2 shows the reachable sets for the benchmark ISSFO1
using different values of £p,x: The smaller the defined error
bound, the tighter are the reachable sets. We also recognize
the linear increase of the admissible error bound over time
as the computed sets differ more towards the end of the
time horizon. Fig. 3 shows the evolution of all algorithm



TABLE I: Results of ARCH benchmarks for Alg. 1 and CORA.

Benchmark Alg. 1 CORA

€max Time Steps  [Atmin, Atmax] Time Steps  [Atmin, Atmax]
BLDCO1 2.1073 4.0s 839 [0.0081, 0.0448] 5.5s 2400 [0.0020,0.0100]
BLDFO1 6-1073 5.6s 818 [0.0081, 0.0597] 6.0s 2400 [0.0020,0.0100]
1SSCO1 56  217s 189 [0.0704,0.1371]  22.8s 1000 [0.0200,0.0200]
ISSFO1 2-103 2955 1216 [0.0059,0.0395]  849s 2000 [0.0100,0.0100]

0 5 10 15 20
Time

Fig. 2: Benchmark ISSFO1 with the specifications 1SS01, ISUO1,

and the reachable sets R ([0, ) in dark gray (emax = 20 - 107%),

light gray (max = 10 - 1073), and ivory (gmax = 2 - 1075).

parameters corresponding to the different values of ep,y:
A higher value for en, yields a larger initial At and
a smaller total number of steps. Note that the switching
between previously-computed values of At does not add
any computations since the sets are read from memory once
they are computed. The number of Taylor terms 7 is chosen
jointly with At and increases towards the end of the time
horizon to facilitate larger time step sizes. We also observe
that the zonotope order p reaches a higher maximum for
smaller values of e, since in that case we cannot reduce
as much as for larger epax.

d) Genetic Algorithm Comparison: Finally, we want
to compare our approach to a genetic algorithm searching
for At, n, and p. To this end, we use the MATLAB built-in
genetic algorithm function. While the parameters n and p
are fixed, we model the time step size by a polynomial up to
order 2: At(t) = a+bt+ct®. We restrict these parameters by
the ranges 7 € [1,10], p € [2,1000], a € [0.0003,0.3],b €
[-0.1,0.1], ¢ € [-0.033,0.033]. The chosen bounds for a, b,
and ¢ prevent At from too drastic growth or shrinkage,
thereby focussing on suitable curves of At. Higher orders
did not provide any benefits.

In order to establish a level playing field, we terminate
once the obtained reachable set is within the box enclosure of
the reachable set of the adaptive algorithm enlarged by 10%.
For computational efficiency interval over-approximations
were used for this comparison. The cost function is chosen
as the maximum distance to the enlarged adaptive reachable
set over all dimensions.

The parameters specific to the genetic algorithm have been
set as follows: We enable an infinite number of generations
with a maximum of 3 stall generations. We aim to speed up
the convergence by setting only 10 members per generation
as the evaluation of a single member is costly in higher

dimensions. For the members of the next generation, we use
a standard crossover fraction of 0.75 and set the elite count
to 1, carrying the best solution over to the next generation.

We applied Alg. 1 and the genetic algorithm on 50
randomly-generated systems per dimension. Table II com-
pares the average computation time over varying dimensions
of Alg. 1 to the time the genetic algorithms takes until
convergence. The results show that Alg. 1 outspeeds all
genetic algorithms. Since Alg. 1 tunes the algorithm pa-
rameters during runtime, we only need a single iteration for
the computation of the reachable set. Contrary, the genetic
algorithms run over many generations repeatedly computing
the reachable set while iteratively improving the solution
by means of the cost function. This process is far more
time-consuming than the overhead caused by the adaptive
parameter tuning. The genetic algorithm using the constant
polynomial for At is faster than the higher-order polynomials
as they re-compute auxiliary reachable sets due to the non-
constant time step size.

TABLE II: Computation time for Alg. 1 and the genetic algorithm
(GA) averaged over 50 randomly-generated systems per dimension.

Dimension
5 10 15 20 25 30 40
Alg. 1 0.14s 0.22s 0.40s 0.58s 1.0s 19s 6.7s
GA (order: 0) 1.6s 3.4s 7.0s 10s  20s 30s 50s
GA (order: 1) 4.1s  9.4s 13s 21s  28s 40s 70s
GA (order: 2) 5.1s 10s 14s 21s  42s  58s 97s

e) Discussion: Our framework can also be applied to
other computations of reachable sets and other set represen-
tations. In order to guarantee convergence and termination
for all emax € R, Theorem 1 has to hold for the applied
error terms, similarly as shown in Sec. IV-B for the presented
implementation: A tool developer has to modify ®p;op max and
®ge; which are, e.g., the number of template directions when
using template polyhedra. A corresponding error term for the
set representation has to be defined.

The choice of err( . ) in (5) does not add much over-
approximation as can be observed from comparing the ranges
for the time step size [Atmin, Atmax] to the manually-tuned
At by CORA in Table I, where we see that Alg. 1 chooses
a similar time step size, yielding comparable results both in
terms of the tightness and the computational efficiency.

The only remaining parameter for the practitioner to set
is the error £y.x. As shown in Fig. 2, increasing the value
of emax results in a more over-approximative reachable set
and vice versa. Thus, the setting of e, is intuitive and can
easily be adjusted for any system.
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Fig. 3: Benchmark ISSFO1: At,n, p for different emax: black (emax = 20 - 10*3), gray (€max = 10 - 10*3), and blue (emax = 2 - 10*3).

VI. CONCLUSION

In this paper, we presented a novel generic framework
to automatically tune all algorithm parameters which is
a major problem of present reachability algorithms. The
presented algorithm enables a fully-automated computation
of the reachable set whose error is below a user-defined error.
Previous work only considered the tuning of time parame-
ters. An example implementation has shown to outperform
manually-tuned algorithm parameters on benchmarks and
provides better results than genetic algorithms searching
for algorithm parameters on randomly-generated systems of
varying dimensions. The extension of the presented frame-
work to nonlinear systems will be considered in the future.
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Fully Automated Verification of Linear Systems
Using Inner- and Outer-Approximations of
Reachable Sets

Mark Wetzlinger, Niklas Kochdumper, Stanley Bak, and Matthias Althoff

Abstract— Reachability analysis is a formal method to
guarantee safety of dynamical systems under the influence
of uncertainties. A substantial bottleneck of all reachability
algorithms is the necessity to adequately tune specific
algorithm parameters, such as the time step size, which
requires expert knowledge. In this work, we solve this issue
with a fully automated reachability algorithm that tunes
all algorithm parameters internally such that the reachable
set enclosure respects a user-defined approximation error
bound in terms of the Hausdorff distance to the exact
reachable set. Moreover, this bound can be used to extract
an inner-approximation of the reachable set from the outer-
approximation using the Minkowski difference. Finally, we
propose a novel verification algorithm that automatically
refines the accuracy of the outer-approximation and inner-
approximation until specifications given by time-varying
safe and unsafe sets can be verified or falsified. The numer-
ical evaluation demonstrates that our verification algorithm
successfully verifies or falsifies benchmarks from different
domains without requiring manual tuning.

Index Terms— Formal verification, reachability analysis,
linear systems, set-based computing.

[. INTRODUCTION

EPLOYING cyber-physical systems in safety-critical en-

vironments requires formal verification techniques to
ensure correctness with respect to the desired functionality,
as failures can lead to severe economic or ecological conse-
quences and loss of human life. One of the main techniques
to provide safety guarantees is reachability analysis, which
predicts all possible future system behaviors under uncertainty
in the initial state and input. Reachability analysis has already
been successfully applied in a wide variety of applications,
such as analog/mixed-signal circuits [1], power systems [2],
robotics [3], system biology [4], aerospace applications [5],
and autonomous driving [6]. The most common verification
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tasks for these applications are reach-avoid problems, where
one aims to prove that the system reaches a goal set while
avoiding unsafe sets. A substantial bottleneck of all verifi-
cation algorithms is the manual tuning of certain algorithm
parameters, which requires expert knowledge. To overcome
this limitation, we present the first fully automated verification
algorithm for linear time-invariant systems.

A. State of the Art

The exact reachable set can only be computed in rare
special cases [7]. Therefore, one usually computes tight outer-
approximations or inner-approximations of the reachable set
instead, which can be used to either prove or disprove safety,
respectively. While there exist many different approaches, e.g.,
stochastic techniques [8] or data-driven/learning methods [9],
[10], the following review focuses on model-based reachability
analysis of linear systems.

Most  work is concerned with computing outer-
approximations, where the most prominent approaches
for linear systems are based on set propagation [11]-[13].
These methods evaluate the analytical solution for linear
systems in a set-based manner and iteratively propagate the
resulting reachable sets forward in time. One can propagate
the sets from the previous step or the initial set. The latter
method avoids the so-called wrapping effect [14], i.e., the
amplification of outer-approximation errors over subsequent
steps, but deals less efficiently with time-varying inputs. An
alternative to set propagation is to compute the reachable
set using widened trajectories from simulation runs [15],
[16]. Moreover, special techniques have been developed
recently to facilitate the analysis of high-dimensional
systems. One strategy is to decompose the system into
several decoupled/weakly-coupled blocks to reduce the
computational effort [17], [18], while another group computes
the reachable set in a lower-dimensional Krylov subspace that
captures the dominant dynamical behavior [19], [20]. Inner-
approximation algorithms have been researched for systems
with piecewise-constant inputs based on set propagation [21],
piecewise-affine systems based on linear matrix inequalities
[22], and time-varying linear systems based on ellipsoidal
inner-approximations to parametric integrals [23]. Other
approaches compute inner-approximations by extraction
from outer-approximations [24] or for projected dimensions
[25]—despite being designed for nonlinear dynamics, these
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works can still compete with the aforementioned specialized
approaches for linear systems due to their recency.

Concerning the set representations for reachability analysis,
early approaches used polyhedra or template polyhedra [26],
which are limited to low-dimensional systems due to the
exponential increase in the representation size; ellipsoids [23]
were also used but result in a conservative approximation
as they are not closed under Minkowski sum. More recent
approaches use support functions [14], zonotopes [11], or their
combination [27], for which all relevant set operations can be
computed accurately and efficiently. A related representation
is star sets [28], where constraints are imposed on a linear
combination of base vectors.

Some approaches explicitly address the requirement of
tightening the computed outer-approximation for successful
verification. Many of them are based on counterexample-
guided abstraction refinement (CEGAR), where either the
model [1], [29] or the set representation [30], [31] is refined.
A more recent approach [32] utilizes the relation between all
algorithm parameters and the tightness of the reachable sets,
proposing individual parameter refinement in fixed discrete
steps to yield tighter results. Another method [33] refines the
tightness of the reachable set enclosure as much as the real-
time constraints allow for re-computation in order to choose
between a verified but conservative controller and an unverified
counterpart with better performance.

Common reachability tools for linear systems are CORA
[34], Flow* [35], HyDRA [36], HyLAA [37], JuliaReach [38],
SpaceEx [13], and XSpeed [39]. These tools still require
manual tuning of algorithm parameters to obtain tight ap-
proximations. Since this requires expert knowledge about the
underlying algorithms, the usage of reachability analysis is
currently mainly limited to academia. Another issue is that the
unknown distance between the computed outer-approximation
and the exact reachable set, which may result in so-called
spurious counterexamples. Recently, first steps towards auto-
mated parameter tuning have been taken: A rather brute-force
method [40] proposes to recompute the reachable set from
scratch, where the parameter values are refined using fixed
scaling factors after each run. However, recomputation is a
computationally demanding procedure and does not exploit
information about the specific system dynamics. Another work
[41] tunes the time step size by approximating the flow below
a user-defined error bound but is limited to affine systems.
The most sophisticated approach [13], [42] tunes the time step
size by iterative refinement to eventually satisfy a user-defined
error bound between the exact reachable set and the computed
outer-approximation. Since this error bound is limited to
manually selected directions, the obtained information may
differ significantly depending on their choice. In conclusion,
there does not yet exist a fully automated parameter tuning
algorithm for linear systems that satisfies an error bound in
terms of the Haussdorf distance to the exact reachable set.

B. Overview

This work is structured as follows: After introducing some
preliminaries in Sec. II, we provide a mathematical formu-
lation of the problem statement in Sec. III. The main body
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Fig. 1. Overview of theoretical contributions in Secs. IV-VI.

(Secs. IV-VI) builds upon our previous results [43], where we
tuned the algorithm parameters based on non-rigorous approx-
imation error bounds using a naive tuning strategy. Neither
inner-approximations nor automated verification/falsification
were considered in [43]. In detail, this article contributes the
following novelties:

o We derive a rigorous approximation error for the reach-
able set, based on which we provide an automated
reachability algorithm (Alg. 2) that adaptively tunes all
algorithm parameters so that any desired error bound
in terms of the Hausdorff distance between the exact
reachable set and the computed outer-approximation is
respected at all times (see Sec. IV).

e« We show how to efficiently extract an inner-
approximation from the previously computed outer-
approximation (see Sec. V).

o We introduce an automated verifier (Alg. 3), which
iteratively refines the accuracy of the outer- and inner-
approximations until the specifications given by time-
varying safe/unsafe sets can be either proven or disproven
(see Sec. VI).

Fig. 1 depicts the relation of individual contributions in
Secs. IV-VL Finally, we demonstrate the performance of the
proposed algorithms on a variety of numerical examples in
Sec. VII and discuss directions for future work in Sec. VIIL.

Il. PRELIMINARIES
A. Notation

Scalars and vectors are denoted by lowercase letters, matri-
ces are denoted by uppercase letters. Given a vector v € R”,
v(;) represents the i-th entry and ||v||p its p-norm. Similarly,
for a matrix M € R™*"™, M(;,.y refers to the i-th row and
M. ;) to the j-th column. The identity matrix of dimension n
is denoted by I,, the concatenation of two matrices M, Mo
by [M; Ms], and we use O and 1 to represent vectors and
matrices of proper dimension containing only zeros or ones,
respectively. The operation diag(v) returns a square matrix
with the vector v on its diagonal. Exact sets are denoted by
standard calligraphic letters S, outer-approximations by S, and
inner-approximations by S. The empty set is represented by
(). Moreover, we write v for the set {v} consisting only of
the point v. We refer to the radius of the smallest hypersphere
centered at the origin and enclosing a set S by rad(S). The op-
eration box(S) denotes the tightest axis-aligned interval outer-
approximation of S. Interval matrices are denoted by bold

calligraphic letters: M = [M,M] = {M € R™*" | M <
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M < M}, where the inequality is evaluated element-wise.
Intervals are a special case of interval matrices, where the
lower and upper bounds are vectors. Additionally, we define an
n-dimensional hyperball centered at the origin by B, = {z €
R™ ’ Hz” 9 < 5} C R”™ with respect to the Euclidean norm.
The floor operation |z] returns the next smaller integer for
a scalar x. For clarify, arguments of functions are sometimes
omitted. Finally, we use f(t) ~ O(t*) to represent that the
function f(t) approaches its limit value (0 or infinity in this
work) as fast or faster than ¢°.

B. Definitions

All sets are assumed to be compact, convex, and bounded.
In this work, we represent outer-approximations of reachable
sets with zonotopes [11, Def. 1]:

Definition 1 (Zonotope): Given a center vector ¢ € R™ and
a generator matrix G € R"*7, a zonotope Z C R"™ is

Y
Z .= {C+ZG("i) Q; | o € [_L 1]}

i=1

The zonotope order is defined as p
shorthand Z = (c,G) z.

== 1 and we use the

Moreover, we represent inner-approximations of reachable sets
with constrained zonotopes [44, Def. 3]:

Definition 2 (Constrained zonotope): Given a vector ¢ €
R™, a generator matrix G € R"*7, a constraint matrix A €
R**Y, and a constraint offset b € R", a constrained zonotope
CZ C R"is

Y 2l
CZ = {C-l— ZG("i) a; ZA(.J‘)O@ =b, o; €[-1, 1]}
i=1 i=1

We use the shorthand CZ = (¢,G, A, b)cz.

Finally, unsafe sets and safe sets are represented by polytopes
[45, Sec. 1.1]:

Definition 3 (Polytope): Given a constraint matrix C' € R**"
and a constraint offset d € R, the halfspace representation
of a polytope P C R" is

P:={zeR" | Cx < d}.

Equivalently, one can use the vertex representation

P.= {iﬁivi i:ﬁi =1, 5 20}»
=1 i=1

where {vi,...,us} € R™ are the polytope vertices. We use
the shorthands P = (C,d)y and P = ([v1 ... vs])v.

Given the sets §1,S9 C R",S3 C R™ and a matrix
M € R¥*™ we require the set operations linear map M Sy,
Cartesian product 1 X S3, Minkowski sum S;&S,, Minkowski
difference S; © S, and linear combination comb(Sl,Sg),
which are defined as

MSlz{MS|8681}7 (1)
Sl X 83 = {[SI S-:))I—]T | S1 € 81783 S 83}, (2)
51 @SQZ{S1+82 | 81681,82652}, (3)
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3
81952:{S|S@82g81}, 4)
comb(Sl,Sg) = {)\sl + (1= MN)sz2 | 5)

S1 € 81752 S 82,)\ c [0, 1]}

For zonotopes 21 = {c1,G1)z, Z2 = (c2,G2)z C R™, linear
map and Minkowski sum can be computed as [12, Eq. (2.1)]

MZI = <M617MG1>Z7 (6)
Z1® 22 = {(c1 +¢2,[G1 Ga])z. (N

Since the convex hull represents an enclosure of the linear
combination, we furthermore obtain [12, Eq. (2.2)]

COmb(Zl, Zg) - <O5(Cl + 02)7 [05(01 — CQ)

(8)
0.5(G1 +G3Y) 0.5(Gr—GYY) GP),

with
1 2
Gé ) = [GQ(._]l) PN Gg(.ﬁl)], Gg ) = [GQ(‘v’Yl‘f‘l) “e GQ(':’Y?)]’

where we assume without loss of generality that Z5 has more
generators than Z; so that we can write the formula in a
compact form. Later on in Sec. V, we show that the Minkowski
difference of two zonotopes can be represented as a con-
strained zonotope. The multiplication Z Z of an interval matrix
Z with a zonotope Z can be outer-approximated as specified
in [46, Thm. 4], and the operation box(Z) returns the axis-
aligned box outer-approximation according to [12, Prop. 2.2].
The representation size of a zonotope can be decreased with
zonotope order reduction. While our reachability algorithm is
compatible with all common reduction techniques [47], we
focus on Girard’s method [11, Sec. 3.4] for simplicity:

Definition 4 (Zonotope order reduction): Given a zonotope
Z = {c,GYz CR"™ and a desired zonotope order pg > 1, the
operation reduce (Z, pd) D Z returns an enclosing zonotope
with order smaller or equal to py:

reduce (Z, pd) = (e, [erep Gred)) 2,
with

X
erep = [G('»Wx+1) . G('Jr»y)]’ Greq = diag (Z ‘G(.vm) >,
=1

where T, ..

1Gmpll = 1G e lloe < o NG rpllt = 1G 7 lloos

and x = v—|(pa—1)n| is the number of reduced generators.

., T are the indices of the sorted generators

For distances between sets, we use the Hausdorff distance:

Definition 5 (Hausdorff distance): For two compact sets
S1,82 C R", the Hausdorff distance with respect to the
Euclidean norm is defined as

dg(81,82) = max{srflélécl (521161'1512 ”51 - 52H2)7

max | min ||s; — So )}
mo ( min llo1 = sl
Using a hyperball B. of radius ¢, an alternative definition is

dp(81,82) = & S CSPBNANS TS DB, (10)

&)
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Moreover, we will frequently use the operator

err(S) := rad(box(S)). (11)
As an immediate consequence of (11), we obtain
0es
du(0,8) < erx(S), (12)

which states that the Hausdorff distance between a set and the
origin can be bounded by the radius of an enclosing hyperball.

I1l. PROBLEM FORMULATION

We consider linear time-invariant systems of the form

#(t) = Ax(t) + Bu(t) + p, (13)
y(t) = Cx(t) + Wo(t) + q, (14)

with A € R"™*", B € R™™, C € R*", W € R**°, where
z(t) € R™ is the state, u(t) € R™ is the input, y(t) € R’
is the output, v(t) € R is a measurement error, p € R"
is a constant input, and ¢ € R’ is a constant offset on the
output. The initial state x(tp) is uncertain within the initial
set X0 C R", the input u(t) is uncertain within the input set
U C R™, and v(t) is uncertain within the set of measurement
errors V C R°. In this work, we assume that X, I/, and V are
represented by zonotopes. Using U = (¢, G,,) z, we define the
vector & = Be, +p € R™ and the set Uy = (0, BG,)z C R"
for later derivations. Please note that we assume a constant
vector @ to keep the presentation simple, but the extension
to time-varying inputs @(t) is straightforward. Without loss
of generality, we set the initial time to {o = 0 and the time
horizon to [0, tena]. The reachable set is defined as follows:

Definition 6 (Reachable set): Let us denote the solution to
(13) for the initial state x(0) and the input signal u(-) by
E(t;2(0),u()). Given an initial set X° and an input set U,
the reachable set at time t > 0 is

R(t) := {&(t; (0

We denote the time-point reachable set at time t = ty by
R(tx) and the time-interval reachable set over Ty, € [ty tr11]

by R(m) = UtE[tkytk+1] R(t).

Since the exact reachable set as defined in Def. 6 can-
not be computed for general linear systems [7], we aim to
compute tight outer-approximations ﬁ( t) O R(t) and inner-
approximations R(¢) C R(t) instead.

1 2)
pAAE 10
domb(-) ®

Fig. 2. Visualization of the three steps required to compute the homo-
geneous solution of the first time interval, adapted from [12, Fig. 3.1].

),u(-)) | 2(0) € X0, 50 € [0,1]: u(6) € U}.

Algorithm 1 Reachability algorithm (manual tuning)

Require: Linear system & = Az + Bu + p, initial set X0 =
(¢zyGz)z, input set Y = (cy, Gy)z, time horizon tepq, time
step size At dividing the time horizon into an integer number
of steps, truncation order 7, zonotope order p R
Ensure: Outer-approximation of the reachable set R ([0, fena))
I: tg < 0,0 < Bey +p, Uy < (0, BGL) 2z
2 H(to) « X, PU(to) + 0,PY(tg) « 0
3. PU(AL) « Eq. (19), PY(At) + Eq. (20)
4: for k<0 to tC";‘ 1 do
5: tit1 < ti + At T < [tk thr1]
P(trs1) + PU(ty) @ e PU(At)
Htpi1) < et X0 4 PU(ty,q)
C + F(At,n)H(tr) ® G(At,n)a > see (15)-(16)
H(m)  comb(H(tr), H(tr+1)) @ C
10: PU(t)41) + reduce (ﬁu(tk) @ et PU(AL), p)
1 R(m)  H(m) @ P (trsa)
12: end for ,
13: ﬁ'([ojend}) — U1§07

R

R(7x)

Our automated tuning approach is based on Alg. 1, which
is a slight modification of the wrapping-free propagation-
based reachability algorithm [14]. Fundamentally, one exploits
the superposition principle of linear systems by separately
computing the homogeneous and particular solutions, which
are then combined in Line 11 to yield the overall reachable
set for each time interval. The homogeneous solution can be
enclosed using the following three steps visualized in Fig. 2:

1) Compute the time-point solution by propagating the ini-
tial set with the exponential matrix e44?,

2) Approximate the time-interval solution with the linear
combination (8), which would only enclose straight-line
trajectories.

3) Account for the curvature of the trajectories by enlarging
the linear combination with the set C.

The curvature enclosure C is computed in Line 8 of Alg. 1
using the interval matrices [12, Sec. 3.2]

F(At,n) = @z At ® E(AL,n) (15)
Ai-1

G(At,n) = iE:BZL(At) =@ E(AL AL (16)

with Z;(At) = [(iTT —i71)At,0], (17)

where the interval matrix €(Aty, 7;,) represents the remainder
of the exponential matrix [12, Eq. (3.2)]:

E(At,n) = [-E(At,n), E(At, 77)]7
B(At ) = elA15t _ i 0#'&)2 ‘ (18)

To increase the tightness, the particular solution P*(At) due
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to the constant input @ [12, Eq. (3.7)],

PUAL) = A~ e — 1) @, (19)

is added to the homogeneous solution in Line 7. If the matrix
A is not invertible, we can integrate A~! in the power series
of the exponential matrix to compute P*(At). The particular
solution due to the time-varying input within the set i/ can
be enclosed by [12, Eq. (3.7)]

0 N ALALH!

PYU(AL) = EE D) Uy D E(AL, ) AtUy.  (20)
Finally, the reachable set R([0,%ea]) for the entire time
horizon is given by the union of the sets for individual time-
interval reachable sets according to Line 13.

As for all other state-of-the-art reachability algorithms [11]-
[14], [21], [43], the main disadvantage of Alg. 1 is that the
tightness of the computed reachable set ﬁ(t) is unknown and
heavily depends on the chosen time step size At, truncation
order 1, and zonotope order p. In this work, we solve both
issues by automatically tuning these algorithm parameters such
that the Hausdorff distance between the computed enclosure
R(t) and the exact reachable set R(t) remains below a desired
threshold e, at all times:

Tune At,n,p st Vt € [0, tend] : dir (R(£), R(t)) < Emax-

We will further utilize this result to efficiently extract an inner-
approximation of the reachable set (Sec. V) and construct a
fully automated verification algorithm (Sec. VI).

IV. AUTOMATED PARAMETER TUNING

Let us now present our approach for the automated tuning
of algorithm parameters. While Alg. 1 uses fixed values for
At, n, and p, we tune different values Aty, 1, and py in each
step k based on the induced outer-approximation error in order
to satisfy the error bound at all times. To achieve this, we first
derive closed-form expressions describing how the individual
errors depend on the values of each parameter in Sec. IV-A.
Next, we present our automated parameter tuning algorithm in
Sec. IV-B and prove its convergence in Sec. IV-C. Finally, we
discuss further improvements to the algorithm in Sec. IV-D
and describe the extension to output sets in Sec. I'V-E.

A. Error Measures
Several sources of outer-approximation errors exist in Alg. 1:

1) éfﬁne dynamics (Line 9): The time-interval solution
H(7) of the affine dynamics contains errors originating
from enclosing the linear combination by zonotopes and
the set C accounting for the curvature of trajectories.

2) Particular soluAtion (Lines 10-11): Using the outer-
approximation P¥(t;) based on (20) for the particular
solution due to the input set Uy induces another error.
Moreover, the Minkowski addition of P¥ (¢4 1) to H ()
is outer-approximative as it ignores dependencies in time.

3) Zonotope order reduction (Line 10): The representation
size of the particular solution P¥(t;) has to be reduced,
which induces another error.
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In this subsection, we derive upper bounds for all these errors
in terms of the Hausdorff distance between an exact set S and
the computed outer-approximation S. We will use two differ-
ent albeit related error notations: New errors induced in step k&
are denoted by Aej (Aty,n,) and Acj(pr) to emphasize the
dependence on the respective algorithm parameters (using * as
a placeholder for various superscripts). Some errors for single
time steps add up over time. We accumulate all previous errors
€;(-) until time ¢; by

€r1 = €+ Agi(), 2

*
gg = 0.
Let us now derive closed-form expressions for all errors.

1) Affine Dynamics: We start by determining the error con-
tained in the computed outer-approximation H(7y,) of the time-
interval solution for the affine dynamics i(t) = Ax(¢t) + u:

Proposition 1 (Affine dynamics error): Given the set
H(tr) = {cn, Gr)z with Gj, € R"*71 the Hausdorff distance
between the exact time-interval solution of the affine dynamics
H(ri) = {eMa(ty) + A (A — L) |
t €Tk, x(ty) € H(tr)}

and the corresponding outer-approximation

H(ry) = comb (H(t), H(tks1)) &C (22)
in Line 9 of Alg. 1 is bounded by
dpr (H(mw), H(s))
< AEZ(Atk,nk) =2err(C) + V7 HG;L_)HZ, (23)

where G;Lf) = (A8t — [)G),.
Proof. An inner-approximation of () is given by
H(i) = comb(H(tr), H(trs1)) © B ©C C H(m),

where we additionally have to subtract a hyperball of ra-
dius p = /yn HG&L_)H2 bounding the Hausdorff distance
between the exact linear combination (5) and the zonotope
enclosure (8) according to Prop. 9 in Appendix A. The error
A&l (Aty,m;) bounds the distance between (7)) and the
outer-approximation ﬁ(Tk) in (22). O

2) Particular Solution: We first account for the error induced
by enclosing the exact time-point solution P (¢, 1) with the
outer-approximation PY (¢ 41):

Proposition 2 (Time-point error in particular solution):
The Hausdorff distance between the exact particular solution

tet1
PU(t11) = { / eAter1=0,(6) df | u(9) € uo}
0
and the recursively computed outer-approximation
PU(tpr) = P (1) @ e PH(Aty,)
with ’ﬁ“(Atk) computed according to (20) is bounded by
(24

E%H = 5% + Ael,j(Atk, k),

where the error AE%(Atk,nk) for one time step is bounded
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by
AE%(Atk, TIk?)

Nk
= Uy ® E(Aty, At U,
= err (e ((Z ) 0 k nk) k 0>) 25)
Mk
+ err (em’“ (@ AUy @ E(Aty, mi) Aty Uo))
i=1

with A; = A( ﬁtl), and E(Aty, nx) from (18).

Proof. The error AeY(Aty,n;) for one time step is given
by the Hausdorff distance between the computed outer-
approximation and an inner-approximation obtained by con-
sidering constant inputs according to Prop. 11 in Appendix A.
The overall error £/ 1 follows by error propagation as in

@21). O

Since 0 € Uy, the added set due to uncertain inputs eAtrpU (9)
is equal to O at the beginning of each time step (§ = 0) and
monotonically grows towards the set eAtk’P“(Atk) at the end
of the time step (f = At) as shown in Fig. 3 on the left. The
Minkowski sum in Line 9 of Alg. 1 ignores this dependency
on time, inducing another outer-approximation error:

Proposition 3 (Time-interval error in particular solution):
The maximum Hausdorff distance at any time t € 1, =
[tk, tkt1] between the exact time-interval particular solution

PU(t) = { /O t A= Du(0)do

and the outer-approximation V't € 7y, : PU(t) C PU(ty 1) is
bounded by

max dH (Pu (t), ﬁu(thrl)) < 5% + AEZ;[’T(Atk, 771@)

tE [t trt1]

u(f) € Z/{o}

with Ek from Prop. 2 and the additional error

AT (Atg, ) = err(eAt’“’ﬁu(Atk)) . (26)

Proof. Since eAtepU () grows monotonically with 6, the
maximum deviation over the time interval 7, occurs at t =
t, wAhere the actual additional set would be 0, but instead
et PU(Aty,) is used. Therefore, the error is

dy (O,eAt"‘”ISM(Atk)) (1§2) err (eAt’“ﬁu(Atk)) ,

which corresponds to the size of the additional set. O

3) Zonotope Order Reduction: The zonotope order reduction
of the particular solution PY(t;, ;) in Line 10 of Alg. 1
induces another error. To determine Qlis reduction error, we
first split the particular solution e4**PY(At}) into two parts

7
e PU(ALy) Q) At (@ A; Uy @ E(Aty,mi,) Aty Uo)
=0

n
=M At Uy ® et (@ iU B E( Atk»ﬁk)Atu(J)

=: PYU(Aty)

= PU (Aty)
(27)
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H(tk)

Fig. 3. Reachable set computation using the correct particu-
lar time-interval solution ’P“(rk) (left) and an outer-approximation
Pu(tk.l_l) D Pu(Tk) (right).

with A; defined as in Prop. 2. We exploit that the error
A (Aty,mx) in (25) is unaffected by using the box outer-
approximation box (e PY (Aty)) instead of eAPY (Aty)
since the box outer-approximation is also used in the com-
putation of AeY (Aty, ny). Therefore, we can always reduce
77 “ (tx+1) to a box (which has zonotope order 1) as that reduc-
tion error is already contained in Ae% C(At, mi). Consequently,
we only have to determine the reduction error of PY (t541):

Proposition 4 (Zonotope order reduction error): The Haus-
dorff distance between the particular solution PO (tg+1) com-
puted without a@y reduction and its iteratively reduced coun-
terpart reduce (P§! (tx41), pi) is bounded by

Eh+1 = ek T Ay (pr); (28)

where the error Ag} (py,) for one time step is bounded by
du (ﬁg{(tk+1)v reduce (733{(1‘1@“)7 Pr))
< Aei(pr) :==err((0, Grea) z)

where G, defined as in Def. 4 contains the generators
selected for reduction.

(29)

Proof. The error Ae},(py,) for one time step is given by the box
enclosure of the zonotope formed by the generators selected
for reduction. Using the error propagation formula (21), we
then obtain the overall error € ; in (28). O

4) Summary: The derived error terms allow us to compute
an upper bound for the outer-approximation error contained in
the time-point solution and time-interval solution:

dpr (R(t1), R(tr)) < ¥ + ¢t
di (R(7k), R(1x)) < ef.
= At (Atg, i) + 4 + AY

(30)

. e
’ (Atkﬂ?k) + 5k+17

where we use EZ,;{ instead of 8% 1 in (31), since the differ-

24 . . .

ence &if, | — lf & AeY(Aty,my) is already included in
AEZ]:’T(Atk, 7k ). As usually only time-interval reachable sets
are required for formal verification, we will only use the time-
interval error € in our automated parameter tuning algorithm.

B. Automated Tuning Algorithm

Using the error terms derived in the previous subsection,
we now present an algorithm that tunes Atyg, ng, and pg
automatically such that the Hausdorff distance between the
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3
Emax T T r
EII:T _ gu([end>
=a,T
“k
gd(f/) a /-
€k A
gr(t) -[/— 5;7- ' (tend)

0 t tr + Aty tend

Fig. 4. The errors €% and ¢} until t;, and the bounds g2(t) and g'(t)

yield the individual error bounds &} 7, &5, &, for the current step k.

exact reachable set R([0, tenq]) and the computed enclosure
ﬁ([O,tend]) is below the error bound ep,,x. As different types
of errors require different strategies for parameter tuning, we
divide the derived errors into three categories:
1) Non-accumulating error Ac} (Aty, nx): Since the errors
Ael (Aty, ny) and AeZ’T(Atk, 7)) only affect the current
step, we define the non-accumulating error by

AR (Atg, mi) = Al (Aty, mi) + AT (Aty, 1)
(2
2) Accumulating error %: The particular solution PY(t;,)
accumulates over time, yielding

g = Ez{, Aeh (Atg,ng) = AE%(Atk,nk), (33)

for the overall accumulating error and the accumulating
error for one time step.

3) Reduction error ¢).: The representation size of the par-
ticular solution ﬁ“(tk) is iteratively reduced (Line 10),
which induces an accumulating error (28). Despite its
accumulation, we do not add this error to €} since it
does not directly depend on the time step size Aty.

We have to manage these errors over time so that the

resulting set ﬁ(t) respects the error bound e, at all times.
Therefore, we partition €p,x into individual admissible errors

gy, gy", and £)" for each step, which is visualized in Fig. 4:
_r,7

1) Reduction error bound g; " : We limit the reduction error
by a linearly increasing bound

t
gr(t) =T Cgmaxv
tend

¢elo,1). (34)
Thus, the additional error Aej (px) in step & is bounded
by

g7 = (tk + Ali) — €}, (35)

i.e., the difference between the bound at time ¢;, + Aty
and the accumulated error until ¢;. While our algorithm
works for arbitrary values (, we present a heuristic for
choosing ( later in Sec. IV-D.

2) Accumulating error bound gi’T: Similarly, we limit the
accumulating error by another linearly increasing bound

; t
gd(t) = tond (1 - C)gmaxa

(36)
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so that we have £ (tend) + €*(tend) = Emax. Analogously
to (35), the bound for the additional error Ak (Aty,ny.)
is

?]]C’T = ga(tk -+ At}c) — 82. 37

=N, T

3) Non-accumulating error bound g,’" : Finally, we obtain
the bound for the non-accumulating error Ae (Aty, 1)
by subtracting the other two bounds from &px:

=N, T

gy = Emax — € (tk + Aty) — €}, (38)

Note that we only subtract ¢ instead of £*(¢x + Aty)
for the accumulating error since the accumulating error
Acd (Atg,mp) = A (Aty,ny,) for the current step is
already accounted for by the error Aai{’T(Atk, 7k ), which
is according to (32) part of the non-accumulating error.
This also guarantees us a non-zero bound for £;’" in the
last step even though 2*(tend) + € (tend) = €max-

The tuning strategies for the parameters are as follows:

o Time step size Aty: We initialize Aty by its previous
value Atp_1, or by tenq as an initial guess for the first
step. To keep the presentation simple, we iteratively halve
this value until the error bounds are satisfied; a more
sophisticated tuning method is described in Sec. IV-D.

o Truncation order 7n;: We tune 7);, simultaneously with
the computation of F(Atg,ni) and G(Atg,ny), for
which the idea proposed in [48, Sec. 3.1] is reused: The
partial sums

o _ A

TV = @L’W (39)

i=1

in the computation of F(Aty, 1) in (15) are successively
compared until the relative change in the Frobenius
norm of 7 computed according to [49, Thm. 10] is
smaller than 10710, As this bound is relative, we can
ensure convergence independently of the scale of the
system, since the size of the additional terms decreases
exponentially for ¢ — oo.

o Zonotope order pi: We iteratively increase the order pj
until the error Ae} (py) is smaller than the error bound
g,". A more efficient method compared to this naive
implementation is to directly integrate the search for a
suitable order into the zonotope order reduction.

The resulting automated tuning algorithm is shown in
Alg. 2: In the repeat-until loop (Lines 6-15), we first decrease
the time step size Aty (Line 7) and tune the truncation order
i, (Lines 9-12) until the respective error bounds £, and )"
for the accumulating and non-accumulating errors are safisfied.
After this loop, we compute the particular solution due to the
input set Uy and tune the zonotope order p; (Lines 20-22)
yielding the reduction error Ae} (py). Afterwards, we compute
the solution to the affine dynamics (Lines 25-28) and finally
obtain the reachable set of the current time interval (Line 30).

The runtime complexity of Alg. 2 is O(n3) as for the base
algorithm, Alg. 1. For an initial set X° with zonotope order px
and an input set with zonotope order py, the space complexity
for the k-th set R(7x) is bounded by O(n?(px + kpu)) and
the space complexity for Alg. 2 then follows by summing over
all individual steps.
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Algorithm 2 Reachability algorithm (automated tuning)

Require: Linear system & = Az + Bu + p, initial set X° =
(¢zy Gy)z, input set U = (¢, Gy)z, time horizon tenq, error
bound &pax N
Ensure: Outer-approximation of the reachable set R ([0, tena])
1: k< 0,tg < 0, At_1 < tena, H(tg) + X°
2 P¥(to) (0, []) 2, PE (to) < (0, []) 2, P (to) +
3. 4« Bey, +p, Uy < (0,BG) 7z
4: while ¢y, < tepg do

(0.[1)z

5: Aty + 2Atp_1

6 repeat

7 Aty 4 $ A, thyr < e + Aty

8: Nk < O,T(nk) =0

9 repeat

10: M < Nk + 1

1 TO . T @ 7, A% & see (17), (39)
12: until 1 — |70V /[T, < 10710

13: AEZ(Atk, k), AE?C(Atk, ) < (32), (33)

14: 2T 2N (37), (38)

15: until Al (Aty,nr) < &7 AN (Aty,n) <&
6. PY(At), PU(AL) + (27)

1. PY (tgsr) < PH(t),) & box e“‘“’ﬁg’o(Atk))

18 PY(tppr) < PY(t) ® e PY (Aty,)

19: g (35, pp 0
20: repeat
21: pr <+ pr + 1, A} (pr) < Prop. 4

22: until Agj (pr) <&

3 PU(ty) reduce(ﬁg(tﬂl), pr) D PYU (ths1)
24: PU(AL) < (19)

25: 'Pu(tk+1) — Pu(tk) D eAtkPu(Atk)

2. H(tgyr) < e X0 4 Pty )

27 C F (At i) H(te) ®G(Aty, i) > see (15),(16)
28 H(m,) < comb(H(ty), H(trt1)) ®C

290 &, + (33), (28)

0. Rim) < Him) @ PH(ts1)

31: k< k+1

32: end while

33: return R([0, tend]) U;:é R(7;)

C. Proof of Convergence

While Alg. 2 guarantees to return a reachable set R ( [0, tend])
satisfying the error bound e, by construction, it remains to
show that the algorithm terminates in finite time. To respect
the linearly increasing bound for the accumulating error, we
have to show that this error decreases faster than linearly with
the time step size Aty; thus, by successively halving the time
step size, we will always find a time step size so that the error
bound is satisfied. Using Lemmas 1-4 from Appendix B, we
now formulate our main theorem:
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Theorem 1 (Convergence): Alg. 2 terminates in finite time
for arbitrary error bounds €4, > 0.

Proof. By Lemma 2, the additional accumulating error
Ag} (Aty,ny,) decreases quadratically with Aty. Thus, we are
guaranteed to find a time step size that satisfies the linearly
decreasing bound ;" by successively halving Atj. The non-
accumulating error A&} (Aty,n;) decreases at least linearly
with Aty according to Lemmas 3-4. Since the error bound
&, approaches a constant value greater than 0 for Atj, — 0,
we are therefore always able to safisfy £,"" by reducing the
time step size. The additional reduction error Acf (py) can
be set to 0 by simply omitting the reduction, which trivially
satisfies any bound &, . O

Our adaptive algorithm Alg. 2 must be based on a wrapping-
free reachability algorithm to guarantee convergence as suc-
cessive propagation with eA2t would eliminate the required
faster-than-linear decrease of the accumulating error.

D. Improved Tuning Methods

While Alg. 2 is guaranteed to converge, there is still room
for improvement regarding the computation time. Hence, we
present enhanced methods for adapting the time step size At
and the choice of ¢ in (34) determining the amount of error
that is allocated for reduction.

1) Time Step Size: Ideally, the chosen time step size Aty
fulfills the resulting error bounds as tightly as possible. To
this end, we replace the naive adaptation of Aty in Line 7
of Alg. 2 by regression: We use the previously obtained error
values as data points to define linear and quadratic approxi-
mation functions modeling the behavior of the error over Aty,
depending on the asymptotic behavior of the respective errors
according to Lemmas 1-4 from Appendix B. We then compute
an estimate of the time step size required to satisfy the error
bounds based on the approximation functions. This estimate
is then refined until the error bounds are satisfied.

2) Reduction Error Allocation: The second major improve-
ment is to pre-compute a near-optimal value for the parameter
¢ in (34) using a heuristic that aims to minimize the zonotope
order of the resulting reachable sets. Our heuristic is based on
the following observation: For increasing values of ¢, more
margin is allocated to the reduction error and less margin to
the accumulating and non-accumulating errors. Thus, the total
number of steps increases because the algorithm has to select
smaller time step sizes, yielding a higher zonotope order. At
the same time, the zonotope order can be lowered more due to
the larger reduction error margin. We now want to determine
the optimal value of ¢ balancing these two effects.

We first estimate the zonotope order of PY (tenq) using the
number of time steps if reduction is completely omitted. Let us
denote the total number of steps for Alg. 2 without reduction
(¢ = 0) by k{, and the zonotope order of the input set Uy
by py. In each step, the set At PY(AL) = et Aty Uy is
added to PY (tx), which iteratively increases the zonotope of
PY(t1,) by py. Due to the linear decrease of the total error (see
Lemmas 2-4 in Appendix B), using the value ¢ = 0.5 at most
doubles the number of steps compared to ( = 0. Therefore,
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the zonotope order of ﬁ”(tend) = 736” (tena) @732’0 (tena) can be
estimated as

pr(Q) = flcképu +1,
if no order reduction takes place, where the summands repre-
sent the orders of PY (tena) and PY (tena)s respectively.

Next, we estimate the zonotope order of P¥ (tyq) for a non-
zero value ¢ > 0 yielding a non-zero error margin () >0
that is used to reduce the order of P“(tend). Using a fixed
time step size At yielding an integer number k' = ’Z—“g of time
steps, we compute the sequence

(40)

Vie{l,..k +1}: & = err(eA(jfl)AtAtUO) ,

which estimates the maximum reduction error in each time
step. Let us introduce the ordering 7 which permutes
{L,..,K 4 1} such that & < .. < & . To mimic
the accumulation of the reduction error, we introduce the
cumulative sum over all &} ordered by 7:

Jj+1

Viefl, K +1} oy =) & .
i=1

The maximum reducible order p~(¢) exploits the reduction
error bound &' (teng) = (emax as much as possible:

p~(C) = 5" pu,

where j* = (41)

argmax 0; < CEmax-
Je{1, . k/+1}

Finally, we combine the two parts (40) and (41) describing
the counteracting influences to obtain the following heuristic:

¢ =argminp*(¢) — p~(¢). (42)
¢€elo,1)

Since this is a scalar optimization problem, we use a fine grid
of different values for ¢ € [0,1) to estimate the optimal value.

E. Extension to Output Sets

We now show how to extend the proposed algorithm to out-
puts y(¢). The output set ) (¢) can be computed by evaluating

the output equation (14) in a set-based manner:
V() =CR(t) @ WYV +q. (43)

For the outer-approximation error of the output set, we have
to account for the linear transformation with the matrix C"

Proposition 5: Consider a linear system of the form (13)-
(14). Given the error €}, (31) of the reachable set R(7x), the
corresponding output set Y(7i) has an error of

dir (V(7), V() < ef == et[|C]],-

Proof. For the error in the state x(t), we have

(44)

A (R(7), R(my)) < et B R(m) € R(m) @ B,

where the hyperball B, has radius ¢ = 7. Applying the output
equation (14) to the right-hand side yields

COR(r) ® WV + ¢ C OR(m)) ® CB. ® WV + ¢

® V() € V() & CB..
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The error in Y() is therefore given by the radius of the
smallest sphere enclosing the set C'B., i.e.,

rad(CB:) =rad ({Cz | 2"z < ¢e})

= max 03], =< mas [lc2], = <[]

where ”C’ H2 is the largest singular value of C. O

V. INNER-APPROXIMATIONS

As shown in Sec. IV, the outer-approximation ﬁ(t) com-
puted by Alg. 2 has a Hausdorff distance of at most €px
to the exact reachable set R(t). Consequently, an inner-
approximation R(t) C R(t) can be computed by the
Minkowski difference R(t) = R(t) © B. of the outer-
approximation and the hyperball B. with radius € = epax.
Note that one can also replace £y,x by the computed error from
Alg. 2 to obtain a tighter inner-approximation. Unfortunately,
there exists no closed formula for the Minkowski difference
of a zonotope and a hyperball. Therefore, we first enclose B,
with a polytope P 2O B, since the Minkowski difference of
a zonotope and a polytope can be computed efficiently if the
resulting set is represented by a constrained zonotope:

Proposition 6 (Minkowski difference): Given a zonotope
Z = {(c¢,G)z C R" and a polytope P = ([v1 ... vs])y C
R™, their Minkowski difference can be represented by the
constrained zonotope

ZeP= <C—1)1, [G 0],A,b>cz,

where

G -G ... 0

U] — Vg
A= : D b=
G 0 -G
Proof. According to [50, Lemma 1], the Minkowski difference
with a polytope as minuend can be computed as

ZoP=[)(E-v)=(Z-v)N...N(Z—v).

U1 — Vs

Using the equation for the intersection of constrained zono-
topes in [44, Eq. (13)], we obtain for the first intersection

(Z—vl)ﬂ(Z—vg)
= <C_U17G’ [ ]7[ ]>C’Zm <C_'U27Gv [ ]7[ DCZ
ks 2 1 (c—=n,G,[G —G],v1 —v2)oz.

Repeated application of [44, Eq. (13)] yields the claim. [

For general polytopes the number of vertices increases
exponentially with the system dimension. To keep the com-
putational complexity small, we enclose the hyperball B.
by a cross-polytope {(¢+/n[—1I, I,])v 2 B, which is a
special type of polytope with only 2n vertices. Since the
Hausdorff distance between the hyperball and the enclosing
cross-polytope is (y/n — 1)e, we scale the error bound &,y
by the factor 1//n before executing Alg. 2 in order to obtain
an inner-approximation with a maximum Hausdorff distance
of emax to the exact reachable set.
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VI. AUTOMATED VERIFICATION

One core application of reachability analysis is the ver-
ification of safety specifications. Based on our automated
parameter tuning approach, we introduce a fully automated
verification algorithm for linear systems, which iteratively
refines the tightness of the reachable set inner-approximation
and outer-approximation until a given specification can be
verified or falsified. We consider specifications of the form

w

Yt € [0, tend] : (Z\R(t) c gi> A </_\ R(t)NF; = (Z)>

defined by a list of safe sets {G1,...,G,} C R™ and a list of
unsafe sets {F1,...,Fw} C R™, both specified as polytopes
in halfspace representation. While we omit the dependence on
time here for simplicity, the extension to time-varying safe sets
and unsafe sets is straightforward. To check if the reachable set
satisfies the specification, we need to perform containment and
intersection checks on zonotopes and constrained zonotopes:

Proposition 7 (Containment check): Given a polytope
P = (C,d)g C R"™ and a constrained zonotope CZ =
(¢, G, A, bycz C R™, we have

CZ CP & max(v1,...,vq) <0,
—_————

14

(45)

where each linear program

Vie{l,...,a}: v, = max Cii,y e+ CpunGa — dgy

st. ae[-1,1], Aa=0b.
computes the distance to a single polytope halfspace.

Proof. In general, a set S C R™ is contained in a polytope if
it is contained in all polytope halfspaces. The linear program
above evaluates the support function (see [14, Def. 1]) of
S along the normal vector of each halfspace, which has
to be smaller or equal to the corresponding offset to prove
containment [51, Corollary 13.1.1]. ]

For a zonotopic in-body Z = (¢, G)z C R™, there is a closed-
form solution ( [51, Corollary 13.1.1] with [14, Prop. 1]):

N
ZCP & max (Cc—d—l—ZCG(‘,m) <0. (46)

i=1

v

Next, we consider intersection checks:

Proposition 8 (Intersection check): A polytope P =
(C,dyy C R™ and a constrained zonotope CZ =
(¢, G, A, byez C R™ intersect if v < 0 computed by the linear
program

0

V= min
z€R™, ERY, SER
s.t. Vi€ {17 e a} : C(L.)%' - d(l) <9,

z=c+ Ga, Aa=b, a €[-1,1].
Proof. 1f Vi € {1,...,a} : Cy gz —dy < 6 <0, then there
exists a point z € CZ that is also contained in P. O
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Algorithm 3 Automated verification

Require: Linear system © = Ax + Bu + p, initial set X0 =
(cz,Gr)z, input set U = (cu,Gy)z, time horizon teng,
specification defined by a list of safe sets G1,...,G, and a
list of unsafe sets Fi, ..., Fy

Ensure: Specification satisfied (true) or violated (false)

1: €max < estimated from simulations

2: repeat

3 ﬁ(t) < comp. with Alg. 2 using error bound &«

4 R(t) + R(t) & B. > see Sec. V
S5: Dg,DG — —00, /U\F,DF — o0

6 for j « 1tor do

7 v < distance from 7/5(1‘) cg; > see (46)
8 Ve + max(Vg, v)

9 v + distance from R(t) C g; > see (45)
10: Ve < max(Vg,v)

11: end for

12: for j < 1 to w do

13: v « distance from ’fé(t) NF; =0 > see Prop. 8
14: Vp + min(Up,v)

15: v + distance from R(t) N F; =0 v see Prop. 8
16: Up + min(Vp,v)

17: end for

18: v min(—Vg,Up)

19: if 7 > 0 then
20: v+ min(v,vg)
21: end if
22: if 7 <0 then
23: v <+ min(v,—7Up)
24: end if
25 Emax 4 max (0.1 Emax, min(v/, 0.9 epax) )

26: until (g < 0) A (Dp > 0)) V (Vg > 0)V (Vp <0)
27: return (Vg < 0) A (Vp > 0)

Since a zonotope is just a special case of a constrained
zonotope, Prop. 8 can also be used to check if a zonotope
intersects a polytope. For both Prop. 7 and Prop. 8, v is a
good estimate for the Hausdorff distance between the sets
if polytopes with normalized halfspace normal vectors are
used. We utilize this in our automated verification algorithm
to estimate the accuracy that is required to verify or falsify
the specification.

The overall verification algorithm is summarized in Alg. 3:
We first obtain an initial guess for the error bound e, in
Line 1 by simulating trajectories for a finite set of points from
X0, The repeat-until loop (Lines 2-26) then refines the inner-
and outer-approximations of the reachable set by iteratively
decreasing the error bound ey, until the specifications can
be verified or falsified. In particular, we first compute the
outer- and inner-approximation (Lines 3-4). Next, we perform
the containment and intersection checks with the safe and
unsafe sets (Lines 6-17) and store the corresponding dis-
tances Vg, Vg, Ur, Up. Using these distances, we determine
the minimum distance (Lines 18-24), which is then used to
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update the error bound enx (Line 25). Since v is only an
estimate, we also restrict the updated error bound to the
interval [0.1 emax, 0.9 €max] to guarantee convergence and avoid
values that are too small. Finally, the specifications are satisfied
if the outer-approximation of the reachable set is contained in
all safe sets (U < 0) and does not intersect any unsafe sets
(Yr > 0). On the other hand, the specifications are falsified if
the inner-approximation of the reachable set is not contained
in all safe sets (g > 0) or intersects an unsafe set (Vg < 0).
Improvements for Alg. 3 which we omitted here for simplicity
include using the computed error from Alg. 2 instead of
the error bound ep,.x, omitting re-computation as well as
containment and intersection checks for time intervals that are
already verified, and only computing inner-approximations if
the corresponding outer-approximation is not yet verified.

The space complexity of Alg. 3 is dominated by the inner-
approximation 7v€(7k), which is (’)(n4) following Prop. 6. As-
suming a conservative bound of O(p3'5) for a linear program
with p variables according to [52], the runtime complexity of
Alg. 3is O(n") since we evaluate linear programs in Props. 7-
8 with (’)(nQ) variables, respectively.

VII. NUMERICAL EXAMPLES

Let us now demonstrate the performance of our adaptive
tuning approach and our verification algorithm. We integrated
both algorithms into the MATLAB toolbox CORA [34], and
they will be made publicly available with the 2023 release'.
All computations are carried out on a 2.59GHz quad-core i7
processor with 32GB memory.

A. Electrical Circuit

To showcase the general concept of our approach, we first
consider the deliberately simple example of an electric circuit
consisting of a resistance R = 2(), a capacitor with capacity
C = 1.5mF, and a coil with inductance L = 2.5mH:

ic®)] _ [-re &]| [uc®], [0

b R HET
where the state is defined by the voltage at the capacitor
uc(t) and the current at the coil ir(¢). The initial set is
X% =[1,3]V x [3,5]A, the input voltage to the circuit uy(t)
is uncertain within the set &/ = [—0.1,0.1]V, and the time
horizon is tenqg = 2s. As shown in Fig. 5, the inner- and outer-
approximations computed using Alg. 2 and Sec. V converge
to the exact reachable set with decreasing error bounds. The
computation times are 0.26s for enx = 0.04, 0.41s for
emax = 0.02, and 0.55s for ep.x = 0.01.

B. ARCH Benchmarks

Next, we evaluate our verification algorithm on bench-
marks from the 2021 ARCH competition [53], where state-
of-the-art reachability tools compete with one another to
solve challenging verification tasks. We consider all linear
continuous-time systems, which are the building benchmark
(BLD) describing the movement of an eight-story hospital

lavailable at https://cora.in.tum.de
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Fig. 5. Inner- and outer-approximations of the final reachable set

R (tenq) for the electric circuit using different error bounds emax, with
the exact reachable set is shown in black.

building, the International Space Station (ISS) benchmark
modeling a service module of the ISS, the Heat 3D benchmark
(HEAT) representing a spatially discretized version of the heat
equation, and the clamped beam benchmark (CB) monitoring
oscillations of a beam. The results in Tab. I demonstrate that
our fully automated verification algorithm correctly verifies
all safe benchmarks without being significantly slower than
state-of-the-art tools that require extensive parameter tuning
by experts. Please note that we compare only to the com-
putation time of other tools achieved by the optimal run with
expert-tuned algorithm parameters, disregarding the significant
amount of time required for tuning. Moreover, our algorithm
also successfully falsifies the two unsafe benchmarks, where
our computation time is slightly worse because the other tools
do not explicitly falsify these benchmarks but only test if they
cannot be verified, which is considerably easier.

C. Autonomous Car

Finally, we show that our verification algorithm can handle
complex verification tasks featuring time-varying specifica-
tions. To this end, we consider the benchmark proposed in
[54], where the task is to verify that a planned reference tra-
jectory x¢(t) tracked by a feedback controller is robustly safe
despite disturbances and measurement errors. The nonlinear
vehicle model in [54, Eq. (3)] is replaced by a linear point
mass model, which yields the closed-loop system

o] = [0 TR )+ B 0 6o

with A = [0 [I; 0]"], B = [0 I,]", and feedback matrix
K € R***. The initial set is X° = (zg + V) X 29 and
the set of uncertain inputs is U = wugr(t) X W x V, where
W C R? and V C R* are the sets of disturbances and
measurement errors taken from [54, Sec. 3], and the initial
state 29 € R* and control inputs for the reference trajectory
Urer(t) € R? are specific to the considered traffic scenario. To
compute occupied space of the car, we apply affine arithmetic
[55] to evaluate the nonlinear map in [54, Eq. (4)], where we
determine the orientation of the car from the direction of the
velocity vector.

For verification, we consider the traffic scenario BEL_Putte-
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TABLE |
COMPARISON OF COMPUTATION TIMES ON THE ARCH BENCHMARKS, WHERE 7 IS THE SYSTEM DIMENSION, 7 IS THE NUMBER OF INPUTS, AND £
IS THE OUTPUT DIMENSION. FOR OUR APPROACH WE ADDITIONALLY SPECIFY THE NUMBER OF REFINEMENT ITERATIONS OF ALG. 3. THE
COMPUTATION TIMES OF THE OTHER TOOLS ARE TAKEN FROM [53].

Benchmark Our approach Time comparison
Identifier n m ¢ Safe? Time Iterations CORA HyDRA JuliaReach SpaceEx
HEATO1 125 0 1 v 2.2s 2 2.2 13.2s 0.13s 4.2s
HEATO02 1000 0 1 v 59s 1 9.3s 160s 32s —
CBCO1 200 0 1 v 28s 1 7.1s — 1.4s 312.78s
CBF01 200 1 1 v 144s 2 30s — 12s 318.88s
BLDCO1-BDSO01 49 0 1 v 1.7s 1 2.9s 0.426s 0.0096s 1.6s
BLDFO1-BDSO01 48 1 1 v 2.1s 1 3.3s — 0.012s 1.8s
ISSCO1-1SS02 273 0 3 v 4.3s 1 1.3s — 1.4s 29s
ISSCO01-1SU02 273 0 3 X 10s 4 0.072s — 1.4s 29s
ISSFO1-ISS01 270 3 3 v 75s 2 59s — 10s 49s
ISSFO1-ISUO1 270 3 3 X 191s 3 38s — 10s 48s
= [ [18] and Krylov subspace methods [19], [20]. Therefore, a
. natural next step is to extend our concept of automated param-
eter tuning via error analysis to these specialized algorithms
to accelerate the verification of high-dimensional systems.
In addition, since many reachability algorithms for nonlinear
systems [56], [57] are based on reachability analysis for linear
PR e — system§, another 1ntr1gu11}g reﬁearch dlI"eCthIl is the ex.tens%o'n
to nonlinear systems. Verification algorithms based on implicit
set representations, such as support functions [58], also present
an interesting comparison to our proposed method, which
computes explicit sets.
Moreover, for systems where some states have no initial

Fig. 6. Traffic scenario at times Os, 1s, 2s, and 3s, where the reachable
set for the whole time horizon, the reachable set for the current time
point, and the other traffic participants are shown.

4_2_T-] from the CommonRoad database®. The unsafe sets F;
for the verification task are given by the road boundary and the
occupancy space of other traffic participants. Since the road
boundary is non-convex, we use triangulation to represent it as
the union of 460 convex polytopes. The occupancy spaces of
other traffic participants over time intervals of length 0.1s are
represented by polytopes, which results in 170 time-varying
unsafe sets for the six vehicles in the scenario. The safe set
G; is given by the constraint that the absolute acceleration
should stay below 11.5ms~2, which we inner-approximate
by a polytope with 20 halfspaces. Even for this complex
verification task, Alg. 3 only requires 64s and two refinements
of the error bound e,,x to prove that the reference trajectory
is robustly safe (see Fig. 6).

VIII. DISCUSSION

Despite the convincing results of our automated verification
algorithm in Sec. VII, there is still potential for improvement:
According to Tab. I, other reachability tools solve high-
dimensional benchmarks often faster than our approach since
they apply tailored algorithms, such as block-decomposition

2available at https://commonroad.in.tum.de/scenarios
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uncertainty and are not influenced by uncertain inputs, our pro-
posed algorithm cannot falsify the system since the computed
inner-approximation of the reachable set will always be empty.
An example is the autonomous car in Sec. VII-C, where the
states corresponding to the reference trajectory are not subject
to any uncertainty. Fortunately, these cases are easy to detect
and one can use classical safety falsification techniques, such
as Monte Carlo methods [59], Bayesian optimization [60], or
cross-entropy techniques [61] instead. In general, combining
safety falsification methods with our algorithm may accelerate
the falsification process and provide the user with a concrete
counterexample in the form of a falsifying trajectory.

Finally, while our algorithm already supports the general
case of specifications defined by time-varying safe sets and
unsafe sets, future work could include an extension to temporal
logic specifications. This may be realized by a conversion to
reachset temporal logic [62], a particular type of temporal
logic that can be evaluated on reachable sets directly. Another
possibility is to convert temporal logic specifications to an
acceptance automaton [63], which can then be combined with
the linear system via parallel composition [64].

IX. CONCLUSION

In this work, we propose a paradigm shift for reachability
analysis of linear systems: Instead of requiring the user to
manually tune algorithm parameters such as the time step size,
our approach automatically adapts all parameters internally
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such that the computed outer-approximation respects a desired
maximum distance to the exact reachable set. Building on this
result, we then extract an inner-approximation of the reachable
set directly from the outer-approximation using the Minkowski
difference, which finally enables us to design a sound verifica-
tion algorithm that automatically refines the inner- and outer-
approximations until specifications given by time-varying safe
and unsafe sets can either be verified or falsified. An evaluation
on benchmarks representing the current limits for state-of-
the-art reachability tools demonstrates that our approach is
competitive regarding the computation time, even for high-
dimensional systems. Overall, the autonomy of our approach
enables non-experts to verify or falsify safety specifications
for linear systems in reasonable time.

APPENDIX A: ADDITIONAL PROPOSITIONS

For the proof of Prop. 1 we require the error induced by
outer-approximating the linear combination for zonotopes:

Proposition 9: Given the homogeneous solution H(ty) =
(cn,Gr)z with G, € R™ " and the particular solution
PY(Aty) = c¢p, the Hausdorff distance between the exact
linear combination

S = comb (K (tx), H(tes1))
with H(tg41) = e H(t),) + P*(Aty) and the correspond-
ing zonotope outer-approximation S computed using (8) is
bounded by

dir(8.8) < van 617 ]

((EAAt’C — In)Gh-

Proof. We insert the homogeneous and particular solutions
into (5) and shift the interval of A from [0, 1] to [—1, 1], which
yields

Yh
S = {)\(Ch + Z Gh(.’i)OQ) +(1-=N) (eAAtk

i=1

Yh
(Ch + Z Gh(~,i)ai> + Cp>

=1

= {O.5((In + eAAt’C)ch + cp)

where Ggf) =

o; € [71,1],)\ S [0, 1]}7

Th
0.5 (2% = L)en+¢,) + 053 G as
i=1
Th
+0. 5ZGh( ik | i, A € [1,1]},

with GI = (42 4+ 1,)G), and G = (A2 — I,,)G),.
In order to represent this exact linear combination S as a
zonotope, we have to substitute the bilinear factors a;\ in
the last term by additional linear factors w; € [—1,1]. By
neglecting the dependency between a and A, we obtain the
outer-approximation S of the exact linear combination S.
Due to the obvious containment S C S, the formula for the
Hausdorff distance in (9) simplifies to

du(S8,8) = —
(8, 8) = maxmin |5 s,

Exploiting the identical factors before and after conversion, all
terms but one cancel out and we obtain

Tea§ﬂ1§||s_8”2 < wga}fl 0.5 ZGh( Z)(wz ozi)\)HQ

a; €[—1,1]
Ae[-1 1]
(=)
<0.5)G, 7, maicl]H(w—a)\ I, 47)
with o = [g ... a,]T, w = (w1 ... wy,]", and ¢ =
[w a A]T. According to the Bauer Maximum Principle, we

may assume that the maximum is attained at a point which
satisfies the constraints

Vie{l,.,y}:wi=1,a2=1, and N =1
for the maximization term in (47). Consequently, we obtain
max Hw — a)\Hz = max ww+ta'al-2\w'a
pe[-1,1] pe[-1,1]

< max wlw+ max o' a4+ max 2w«
ve[-1,1] pE[-1,1] p€[-1,1]

=Yh + Y + 270 = 4yn,

which implies max,¢c[_1 1) Hw — O‘)‘Hz < 2./75,. We insert
this result into (47) to obtain the error

41 (5.8) <0567, 27 = ARl G

which concludes the proof. O

To derive the error Ac¥(At,n;) for one time step con-
tained in the particular solution e4"*PY(At;) as used in
Prop. 2, we require the following proposition:

Proposition 10: For a compact set S C R™ and two matrices
My, My € R™*™ we have

dH((M1 + MQ)S,Mls) < dH(O,MQS).

Proof. For the left-hand side, we choose s; = so for both
min-operations in the definition (9) of the Hausdorff distance:

dy (My + M>)S, My S)

9 max ngfsc( mm | (My + Ma)s1 — Myss, ),
S1
max( mln H (My + My)sy — M132||2)}
s2€S8

IN

max { max H (M + Ms)sy — M181H27

max || M, + MQ)SQ — M182” }
52€S

= mag Vs

The right-hand side evaluates trivially to
di (0. M5S) = ma || Mas|),

which combined with the result above yields the claim. [

Using Prop. 10, we obtain the following error bound:

Proposition 11: The Hausdorff distance between the propa-
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14
gated exact particular solution Proof. For the limit value we obtain from (18)
Aty Nk 1 .
eAtkaU(Atk) — {eAtk / eA(Atk—G)u(e) do ’UJ(Q) S Z/{()} lim E(Atk nk) _ €|A|O Z 7‘(|A|0)Z =
0 At —0 = 2!

and the outer-approximation eAthu(Atk) with ﬁu(Atk) AhrE> E(Aty,nr) = ltimo[—E(Atk,nk),E(Atk,nk)] =0
from (20) is bounded by (25). b M

and the asymptotic behavior follows from
Proof. We obtain a tight bound for the error by computing

the distance between an inner-approximation PY(At;) and E(At ) = ol AlAt, _ nzk (|A‘Atk)l _ i (|A\At;€)l
the outer-approximation ’P”(Atk) in (20). By considering un- ko 1Tk
certain but constant inputs we compute an inner-approximation

PU(Aty) € PY(ALy,) as which yields £(Aty, 1) ~ o(At’gk“). O

il il ’
i=0 i=ne-+1

Aty
U _ A(Atp—0)
PY(AL) = /0 € doUo Next, we consider the error of the particular solution:

_ <i AiAtf€+l> Yo — (Atk L+ i Ai> Lo Lemma 2: The error Ae¥ (Aty,mi) in (25) satisfies

: 1+ 1)! _
=0 ( ) i=1 Altikn_lm A (At me) =0 and A& (Aty,np) ~ O(AL) .
~ i A git1 o
where A; = A(ﬁritl"j!. Applying Prop. 10 with M7 = Aty 1,

Proof. Using the definition of the error Ae¥ (Aty,n,) accord-
~ i A gitl
ing to (25) with A; = A(ﬁitf)‘

(Pu(Atk) Atkuo < dH< <ZA > Z’{0> lim A; =0, Ay ~ (’)(Ati) ,

At —0
12)
< err

and My =S oo, A;, we have
2 Zz—l ? and Lemma 1, we have

; — ~ Ne+2
A’L) u()) A}ﬁlkn—lm g(Atka Uk)Atk =0, g(Atka Uk)Atk O(Atk ) )

where we exploit that the minimal index is ¢ = 1. It is then

- 00

(18) P straightforward to obtain the limit and asymptotic behavior for
< err(( Al> UO@S(Atk,nk)AtkU()) . AEZ;;{(AtkaT]k)- 0
ngm (20), we have the trivial containment Atylly C While we require a faster than linear decrease in Aty for
P (Aty) and thus ) . . .
the accumulating error, a linear decrease is sufficient for the
dy (Atk U, P”(Atk,)) non-accumulating error as it only affects a single time step:
n 5 . h . .
< emr (@ <A7: Z/I0> & E(Aty, ) Aty Z/l()) . Lemma 3: The error A} (Aty, nx) in (23) satisfies
i=1 Altim OAEZ(Atk, ne) =0 and At (Aty,n) ~ O(Aty).
| d

We use the triangle inequality to combine the last two results:
dpr (PY(Aty), PY(AL)) < dir (PY(Aty), PY(Aty))
<dg (ﬁu(AtkL Aty U()) +dy (Atk Uy, ﬁu(Atk))

Proof. We examine the two individual terms of
Al (Aty,n) = 2err(C) + /An ||G§:) ||, separately:

0 Adm G = Jim A [[eA - 106l
<o (35 Jo o 0t miatite (€0 = TG, = v o], = 0

n _ To analyze the asymptotic behavior, it suffices to look at
+ err (@ <Ai Uo) © E(Aty, ) Aty Uo) . (eAAt — )G}, as the matrix Gy, and the factor v do not

=1 depend on the time step size: Since (eA2% — I,,) ~ O(Aty,),
Atk then yields the final result. [ we consequently obtain

67, ~ o).

For the limit behavior of the term 2err(C), we have

Including the mapping by e

APPENDIX B: ADDITIONAL LEMMATA

For the proof of Theorem 1, we require results about the lim Z;(Aty) 2 a7 7,(0) = [(2%1 B 2%11>01 0] -0
limit behavior of the error terms, which we derive here. First, Atg—0 " ’ ’
we examine the remainder of the exponential matrix:

lim F(Atw,nr) D @I E0,n) =0,
Lemma 1: The remainder of the exponential matrix Atg—0
E(Aty,ny) in (18) satisfies nk+1
i lim G(Atg,nk) o @ Z:(0 ®E0,m:)0=0
im E(At,m) =0 and g(Atk,nk)No(Atzk ) At—0
k=
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which entails

lim 2 (err(F(0,n)H(tx)) + err(G(0,n)a)) = 0.

At —0

err(C)

Moreover, we have Z;(Aty,) ~ O(At?) as the minimal index
is 7 = 2, so that we obtain in combination with Lemma 1

2(err(F(0,n)H(tx)) + err(G(0,n)ii)) ~ O(AL}) .

It is then straightforward to obtain the limit and asymptotic
behavior for A&l (Aty, ny). O

Lemma 4: The error Aef’T(Atk, nk) in (26) satisfies
lim AT (Atg,mi) = 0 and A0 (Aty,mi) ~ O(Aty) .

Atr—0

Proof. For the limit, we insert Aty = 0 into (20) to obtain

lim Ael,:’T(Atk,nk) = err(eAtkﬁu(O))

At —0

Tk AtQit!
= err | eAtr (

@ Gropd® 5(0%)0%) =0.

According to Lemma 1, we have E(Atg,nr) ~ O(Aty),
and with the first term of the sum above, we obtain
AT (Atg, mi) ~ O(Aty). O
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A.3 Fully-Automated Verification of Linear Systems Using
Reachability Analysis with Support Functions

Summary For verification, one has to prove that there is no intersection between the reach-
able set and the unsafe set, which does not necessarily require an explicit representation of the
reachable set. In this work, we significantly accelerate the solution to the verification task in
Problem 1 for linear systems of the form (2.2) by reducing the reachable set computation to
its relevant parts for the intersection check with the unsafe set.

Our main idea is to only examine the extent of the reachable set toward directions of interest,
which are determined by the safety specifications. To this end, we combine the computational
efficiency of support function evaluations for reachability analysis with automated methods
for algorithm parameter tuning. For specifications represented by halfspaces, this allows us to
quickly determine whether or not the reachable set intersects the unsafe set. In specific cases
where the homogeneous and particular solutions can be pre-computed, the runtime complexity
of the propagation is quadratic in the state dimension. Furthermore, we verify safety specifica-
tions represented by arbitrary convex unsafe sets via the Gilbert-Johnson-Keerthi algorithm,
which is also based on efficient support function evaluations.

Our numerical evaluation demonstrates the immense impact of using support function reach-
ability for verification: The proposed verification algorithm automatically verifies and falsifies
benchmarks orders of magnitude faster than state-of-the-art approaches and even scales to
large system dimensions that could not be analyzed before. Similarly to the verification algo-
rithm in Appendix A.2, no manual parameter tuning is required to obtain a conclusive result
on safety.

Author contributions M.W. initiated the idea of using adaptive parameter tuning with
support function-based reachability for accelerated verification, implemented the algorithm,
conducted parts of the numerical evaluation, and wrote most of the manuscript. N.K. extended
the approach to verifying arbitrary convex sets, implemented the algorithm, and conducted
parts of the numerical evaluation. S.B. suggested using the Gilbert-Johnson-Keerthi algorithm
and provided feedback for improving the manuscript together with M.A.
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ABSTRACT

While reachability analysis is one of the major techniques for formal
verification of dynamical systems, the requirement to adequately
tune algorithm parameters often prevents its widespread use in prac-
tical applications. In this work, we fully automate the verification
process for linear time-invariant systems: Based on the computa-
tion of tight upper and lower bounds for the support function of the
reachable set along a given direction, we present a fully-automated
verification algorithm, which is based on iterative refinement of
the upper and lower bounds and thus always returns the correct
result in decidable cases. While this verification algorithm is partic-
ularly well suited for cases where the specifications are represented
by halfspace constraints, we extend it to arbitrary convex unsafe
sets using the Gilbert-Johnson-Keerthi algorithm. In summary, our
automated verifier is applicable to arbitrary convex initial sets, in-
put sets, as well as unsafe sets, can handle time-varying inputs,
automatically returns a counterexample in case of a safety viola-
tion, and scales to previously unanalyzable high-dimensional state
spaces. Our evaluation on several challenging benchmarks shows
significant improvements in computational efficiency compared to
verification using other state-of-the-art reachability tools.
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1 INTRODUCTION

Formal verification of dynamical systems aims to show that unde-
sired system behavior is avoided in the presence of uncertainty. A
popular technique is reachability analysis, where one checks if the
reachable set intersects unsafe sets defined by safety specifications.
This principle has been applied in numerous use cases, such as
aerospace/automotive applications, circuits, power systems, robot-
ics, and biology [5, Tab. 2]. Since exact reachable sets cannot be
computed except for a few special system classes [28], reachability
algorithms either compute outer- or inner-approximations. Outer-
approximations prove safety by showing that no unsafe state is
reachable, whereas inner-approximations disprove safety by show-
ing that at least one unsafe state is definitely reachable. The practical
success of the verification process heavily depends on the tightness
of the outer- and inner-approximation, which in turn depends on
the tuning of algorithm parameters, such as the time step size. Due
to the difficulty of manual algorithm parameter tuning, we believe
that automation is a crucial step to facilitate the broader use of
reachability analysis for formal verification. We aim to achieve this
with the fully-automated verifier presented in this work.

1.1 Related work

There exist several groups of approaches for formal verification of
dynamical systems: Barrier certificates [46] are level sets separating
the unsafe region from the reachable states, thereby omitting an
explicit computation of the reachable set. They are primarily studied
in the context of stochastic systems [34, 47], where it is checked
whether the probability of entering an unsafe region can be bounded
by a given threshold. Another approach is theorem proving using
differential dynamic logic [43, 44]. This is a special type of first-
order logic for deductively proving properties of hybrid programs,
which encode safety specifications for hybrid systems. A third group
of approaches is based reformulating the reachability problem a
constraint satisfaction problem [48]. For linear time-invariant (LTI)
systems the predominant approach is to explicitly compute the
reachable set and check for intersection with unsafe sets to prove
or disprove safety [5]. As our approach utilizes reachability analysis,
we restrict the remainder of our literature review to this group and
focus on reviewing methods for LTI systems.

Since the reachable set is a zero sublevel set solution of a
Hamilton-Jacobi-Isaacs partial differential equation [41], it can be
approximated by solving the equation on a gridded state space.
This is well-known to scale exponentially with the system dimen-
sion, which restricts the applicability to low-dimensional systems.
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Although the issue can be alleviated using decoupling [15] or de-
composition techniques [14], these methods are essentially not used
for reachability analysis of linear systems.

Simulations from a sample of initial states within the initial
set can be used to construct reachable sets [19]; this technique
also extends to uncertain inputs [18]. Outer-approximations are
obtained by enlarging the simulations based on sensitivity analysis,
whereas inner-approximations can be constructed from the convex
hull of the simulated states at each point in time [23]. Moreover,
one can also construct an explicit representation of the reachable
set using star sets in polynomial runtime [10, 20].

Another group of methods is based on set propagation [5]. These
methods either outer- or inner-approximate the homogeneous and
particular solution of an LTI system using set-based computing.
Initially, griddy polyhedra [8, 16] and ellipsoids [37] were used as
a set representation for computing outer-approximations, while
current state-of-the-art techniques mainly use zonotopes [30, 32],
support functions [39, 40], or a combination of both [4] as a set rep-
resentation. In addition to the set representation, another difference
between the various set propagation methods is the choice of the
approximation model, which defines how to outer-approximate the
homogeneous and particular solutions composing the reachable
set. A recent survey [22] compares a wide variety of approximation
models, which heavily differ in tightness and runtime: First-order
methods [30, Sec. 3], [40, Eq. (2)] bloat the convex hull of the initial
set and its linear transformation by a ball whose radius is computed
using norms of the state matrix and the initial set. These methods
are fast but the least accurate due to the first-order Taylor series
expansion of the propagation matrix. The correction hull method [1,
Sec. 3.2] computes a curvature enclosure by multiplication of an
interval matrix representing the influence of higher-order terms
of the propagation matrix with the initial set. It yields a tighter
enclosure at the cost of a slightly increased computation time. The
most accurate method is the forward-backward method for sup-
port functions [27, Sec. 3.1], [25, Sec. 2.4]. However, it requires
the evaluation of n quadratic optimization problems in each step,
with n being the state dimension, resulting in a significantly slower
computation. Overall, one has to balance the trade-off between
tightness and computation time when choosing the approximation
model, which also has to fit the used set representation.

In contrast to the above algorithms for outer-approximations,
approaches for inner-approximations using set-based computing
are more scarce: By subtracting an error from the computed outer-
approximation, inner-approximations can be represented by griddy
polyhedra [17]. Another method is to use a union of ellipsoids, each
of which touches the exact reachable set at exactly one point from
the inside [37]. Linear matrix inequalities [33] have also been ap-
plied to compute ellipsoidal inner-approximations of the reachable
set. Moreover, polytopic inner-approximations can be constructed
by sampling vertices from zonotopes [32]. A simulation-based ap-
proach [23] aims to steer the trajectory toward edge cases by opti-
mizing for a piecewise constant input trajectory.

For successful verification, the computed outer-approximation
of the reachable set has to be tight enough. Since poor algorithm
parameter tuning is one of the main sources for spurious counterex-
amples, a natural extension is to tune the parameters automatically:
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By using piecewise polynomial approximations in adaptively se-
lected time intervals, the reachable set of an autonomous system can
be approximated within a user-defined error bound by iteratively
reducing the time step size [45]. Another method [25, 27] tunes the
time step size to satisfy a user-defined error bound on the tightness
along the given directions for the support function evaluation of the
reachable set, but cannot rule out backtracking. A similar approach
adaptively tunes all algorithm parameters without backtracking
while respecting an error bound related to the Hausdorff distance
between the exact reachable set and the computed enclosure [54].
While the desired error bound still has to be manually specified for
the aforementioned approaches, automated verification algorithms
automatically refine this error bound until the specification can be
either proven or disproven: Brute-force approaches [9, 50] simply
re-compute the reachable set with improved algorithm parameter
values. The framework of counterexample-guided abstraction re-
finement (CEGAR) automatically refines the model [26, 53] or the
set representation [12, 13]. In a real-time setting, the work in [35]
refines the tightness constrained by the available computation time
to choose between different controllers.

1.2 Contributions

We first introduce the general notation as well as set representations
and operations in Sec. 2 and formally define the problem statement
in Sec. 3. Afterward, we provide a comprehensive summary of the
reachability algorithm in [4] for computing outer-approximations
in Sec. 4.1. Our contributions are as follows:

o First, we present a novel reachability algorithm using support
functions to compute inner-approximations (Sec. 4.2).

o Next, we design a fully-automated verification algorithm for
the special case of unsafe sets given as halfspaces (Sec. 5.1).

e Moreover, we propose a fully-automated verification algorithm
for arbitrary convex unsafe sets (Sec. 5.2).

o In case of a safety violation, our verification algorithms return
a counterexample, which provides valuable insights to system
engineers (Sec. 5.1-5.2).

Overall, our paper provides a complete description of support func-
tion reachability, combining outer- and inner-approximation with
automated verification in a self-contained presentation. In contrast
to previous work on reachability analysis using support functions,
we provide the first approach that automatically verifies a given
problem in decidable cases. Finally, the practical benefits of our
novel algorithms are demonstrated on several challenging bench-
mark problems in Sec. 6.

2 PRELIMINARIES

We first define the notation and introduce all required set represen-
tations and operations.

2.1 Notation

We denote scalars and vectors by lowercase letters and matrices by
uppercase letters. Given a vector s € R”, 5(;) represents the i-th en-
try; given a matrix M € R™*", M; .y and M(. jy refer to the i-th row
and the j-th column, respectively. We use 0 and 1 for vectors and ma-
trices of proper dimension containing only zeros or ones, as well as
I, to denote the identity matrix of dimension n. The concatenation
of two matrices My, My is written as [M; Mz] and diag(s) returns a
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square matrix with the vector s on its main diagonal and zeros other-
wise. Exact sets are denoted by standard calligraphic letters S, outer-
approximations by S, and inner-approximations by S. Moreover,
we overload the vector notation s to also denote the set {s} consist-
ing only of the point s and we abbreviate —I, S to —S. Intervals are
represented by [a, b],a,b € R", where a < b holds element-wise.
Interval matrices extend intervals by using matrices for the lower
and upper bounds: M = [M,M] = {M € R™" | M < M < M},
where the inequality is again evaluated element-wise. The opera-
tions center(S) and box(S) return the volumetric center and the
tightest enclosing interval of S, respectively. The sign function
sgn(x) returns —1,0, and 1 for the input ranges x < 0,x = 0, and
x > 0, respectively. We use O(-) to denote the big O notation.

2.2 Setrepresentations and operations

Our reachability algorithms are based on support functions [31,
Sec. 2], which can represent any convex set:

Definition 1. (Support function) Given a compact convex set S C
R™ and a direction ¢ € R", the support function p(S,¢) : R* - R
and the support vector v(S, ) € R" are defined as

v(S,¢) := argmax £ x.

p(S,?) := max T x,
x€S xeS

Note that the support vector is not necessarily unique. m]

Our reachability and verification algorithms support arbitrary
convex sets, where we only require that the support function can be
evaluated. While the set S can also be defined by a symbolic equa-
tion returning its support function, the uncertain sets in verification
tasks are often defined using common convex set representations
such as intervals, zonotopes, polytopes, zonotope bundles [6], con-
strained zonotopes [52], ellipsoids, ellipsotopes [36], or capsules
[49]. Hence, we now provide the support functions and support
vectors for some of these set representations, where we focus on the
most commonly-used ones. We begin with zonotopes [30, Def. 1]:

Definition 2. (Zonotope) Given a center ¢ € R"” and a generator
matrix G € R"¥, a zonotope Z C R" is

Y
Z:= {C + Z G(-,i) a;j
i=1

For the support function and support vector, we have [31, Sec. 2]

a; € [-1, 1]}

Y
P(Z0=tTc+ ) [€7Gy)l,

i=1
Y
v(Z,t)=c+ Z sgn([TG(.,i)) G(.iy-
i=1
We use the shorthand Z = (¢,G) . O

Polytopes can be represented in halfspace or vertex representation:

Definition 3. (Polytope) The halfspace representation of a poly-
tope P C R" is given by the intersection of w halfspaces, which
corresponds to a set of inequality constraints defined by the matrix
H € RW*" and the offset vector f € RY:

P:={xeR"|Hx < f}.
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The vertex representation is given by the convex hull of the polytope

vertices vy,...,05s € R™:

S S

P o= {Zﬁivi Zﬁi =1 fi= 0}.

i=1 i=1
For the vertex representation, the support function is given as
..... s} £Tv; and the support vector is the corresponding max-
imizing vertex. For the halfspace representation, the support func-
tion and the support vector can be obtained by linear programming.
We use the shorthands P = (H, f)g and P = ([v1 ... 05])v. O

Another common convex set representation are ellipsoids:
Definition 4. (Ellipsoid) Given a center ¢ € R" and a positive
semi-definite shape matrix Q € R"*", an ellipsoid & c R" is
&= {xl (x-0)T0 M x-0¢) < 1}.

The support function and the support vector are computed as [38]

ot
&0 =tTc+ITOL, )
p(&E,0) c+LTQ ot

We use the shorthand & = (¢, Q). m}

v(E,0) =c+

Given the sets S1, Sz € R™ and a matrix M € R™*", we require
the set operations linear map M S, Minkowski sum &1 & So, and
convex hull conv(Sl, S2), which are defined as

M Sy = {Ms; | s1 € S1},
S80S, = {31 + S2 | s1 €Sy,82 € Sz},
COHV(S],Sz) = {).51 +(1—=A)s2 | s1 €Sy, 52 € Sy, A€o0, 1]}

For support functions, these operations are evaluated by [40,
Prop. 2]

p(MS1,0) = p(S;,M"¢), (1)
p(S1 8 82,0) = p(S1,0) + p(S2, 0), ()
p(conv(81,Sz), £) = max{p(S1, ), p(Sz, O)}. (3)

For zonotopes Z1 = {c1,G1)z, Z2 = {c2,G2)z C R", linear map
and Minkowski sum are computed by [1, Eq. (2.1)]

M Zy = (Mc1, MGy)z,
Z1® Zo =(c1+c¢2,[G1 Ga])z,

and the linear map M Z; with an interval matrix M = [M, M]
can be tightly enclosed according to [7, Thm. 4]:

MZi c <MCC1, [MCGI diag (Mr(|cll + Zi;llcl(-,i) |))]>Z’ (4)
where M, = 0.5(M + M) and M, = 0.5(M — M).

3 PROBLEM STATEMENT
We consider linear time-invariant systems of the form
x(t) = Ax(t) + Bu(t) + p, (5a)
y(t) = Cx(1) + Wo(1) +q, (5b)
where x(t) € R" is the state, y(t) € R" is the output, u(t) € R™
is the input, and 0(t) € R represents additional uncertainty on
the output. Moreover, we have A € R, B € R™™ p € R",
C e R™" W € R"™°, and q € R". The initial state x(t,), the input

u(t), and o(t) are uncertain within the initial set X° ¢ R”, the input
set U c R™, and the output uncertainty set V c R, respectively.
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Using the geometric center ¢, of the input set U, let us define the
vector @ = Bey, +p € R™ and the set Uy = B(U —¢y,) € R" for later
derivations. Note that if the geometric center of the set cannot be
computed, one can use the center of the enclosing interval instead,
which can be calculated using support function evaluations only.
For a concise presentation, we will generally assume a constant
vector ¢ and address the extension to time-varying inputs #(t)
where appropriate. Without loss of generality, we set the initial
time to fyp = 0 and define the time horizon as [0, tepq], which is
divided into an integer number of time intervals 7 = [tg, trqq]
using the time step size At. The reachable set is defined as follows:

Definition 5. (Reachable set) For a given initial state x(0) and an
input trajectory u(-), let us denote the solution to (5a) at time ¢ by
E(t,x(0),u(+)). The reachable set at time ¢ > 0 for all initial states
x(0) € X° and all input trajectories u(-) € U is

R(t) = {&(t,x(0),u()) | x(0) € X°, VO € [0, ] : u(0) € U}.

We write R(ty) for the time-point reachable set at time t = f; and
R(7y) for the time-interval reachable set over t € 7. m]

As mentioned in the introduction, the exact reachable set as
defined above cannot be computed for general linear systems [28].
Hence, we aim to compute tight outer-approximations R(t) 2 R(t)
and inner-approximations ﬁ(t) C R(t) instead, which extends to
the output sets ] (1) C Y(t) € Y (t) obtained from a set-based
evaluation of (5b).

Our goal in this work is to automatically prove or disprove safety
of LTI systems using reachability analysis. We distinguish between
two types of safety specifications:

(1) First, we examine the common case with a polytope

K = (H, f)g as a safe set, which is equivalent to multiple
halfspaces as unsafe sets.

(2) More generally, we consider an arbitrary number of convex

unsafe sets Ly, ..., Lp.
Obviously, cases where both types of specifications occur are ana-
lyzed by combining the corresponding verification algorithms. The
overall verification task is formally defined as follows:

ProBLEM 1. (Verification) Given an LTI system (5) with initial set
X0 c R™, input set U c R™, and output uncertainty setV C RO,
as well as a safe set K = (H, f)y and/or a number of convex unsafe
sets L1, ..., Lp, decide whether

b
VE € [0, tengl : Y () CKAY ()N JLi=0,
i=1
that is, whether the output set Y (t) stays within the safe set K and
avoids the unsafe sets L1, ..., Ly, at all timest € [0, tzq]. m]

Please note that this problem formulation can be easily adapted
to time-varying safe and/or unsafe sets that are only active for a
fraction of the time horizon. Also, we do not explicitly consider
floating-point errors for simplicity, but restrict our attention to
approximation errors only.

4 REACHABILITY ANALYSIS

In this section, we present a self-contained overview of reachability
analysis using support functions: In Sec. 4.1, we recall the compu-
tation of outer-approximations of reachable sets, which is similar
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to [4] but explicitly tailored towards computing upper bounds for
the support function rather than an explicit representation of the
reachable set in form of a template polyhedron. Next in Sec. 4.2,
we derive a novel approach for computing lower bounds for the
support function of the reachable set using a similar propagation
scheme as for the upper bounds. This allows us to unify both com-
putations into a single algorithm for computing upper and lower
bounds for the support function of the reachable set in Sec. 4.3. For
ease of presentation, we will focus on time-interval solutions as
they are required for verification purposes; time-point solutions
only serve as intermediate results.

4.1 Outer-approximations of reachable sets

The analytical solution for the linear differential equation (5a) is
given as

173

x(ty) = eAth(O)+/ A=) (Bu(9) + p) do,
———— 0

eH(tx)

€P (tk)
which consists of the homogeneous solution H (#;) resulting from
the propagation of the initial state and the particular solution P ()
due to inputs, whose Minkowski addition yields the reachable set
R(te) = H(tx) ® P(tx). We use the following wrapping-free prop-
agation formula [27, Eq. (6)]:

P(tear) = P 1) © e P (AL), (6)
R(1i) = % H(10) & P(tysr)- )

For each time interval 7, we compute the homogeneous time-
interval solution H (1) = eA%*H(ry) and the particular time-
interval solution P (7;), where we exploit that P () C P (try1)
holds if 0 € U [1, Prop. 3.3]. To guarantee that the origin is con-
tained in the input set, we first split the input set into two parts
U = u & Uy, such that 0 € Uy, where the solution due to i is
integrated into the homogeneous solution H (7p) and the solution
due to Uy constitutes the particular solution #(7y.). The evaluation
of (6)-(7) using support functions follows directly from (1)-(2):

PP (trs1), 0) = p(P (1), 0) + p(P(AL), ()T o), ®)
P(R(1x), ) = p(H (10), (€A5)T0) + p(P(tps1). 0. (9)

The back-propagated direction (eA%)T ¢ can be computed using a
sequence of matrix-vector multiplications as etk = ¢A0 . . gAML,

In some cases, the auxiliary sets H(79) and P (At) can be pre-
computed, e.g., when X° and U are zonotopes. This accelerates the
computation immensely as one only has to evaluate the support
function of the pre-computed sets H (7p) and P (At) in the direc-
tion (e4%)T¢ and add the resulting scalar values to compute (8)-(9).
For zonotopes, this reduces the computational complexity from
O(n3) for propagating entire zonotopes down to O(n?) [4]. If the
pre-computation is undesirable because either the set representa-
tion for X° and/or U is not closed under the required set operations
or these operations are not defined for that set representation, one
has to evaluate the support functions for H(zp) and P (At) based
on the support functions for X° and U in each step.

Let us now introduce the approximation models for computing
outer-approximations of H (zp) and P (At) in order to evaluate (8)-
(9). We use the correction hull approximation model [1, Sec. 3.2],
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which represents a good trade-off between fast but inaccurate first-
order models [30, Sec. 3], [40, Eq. (2)] and the accurate but slow
forward-backward method [27, Sec. 3.1], [25, Sec. 2.4]. The affine
time-interval solution is computed according to [1, Eq. (3.10)] by

H(19) C conv(X?, e X0 @ PU(AD) @ C, (10)
which translates to the support function evaluation
p(H (1), £) < max{p(X°, 0), p(X°, (e*")T0)
+p(P¥(Ab), £)} + p(C, 0).
The outer-approximation in (10) is computed using the convex
hull of the initial set X° and its propagation e42? X, which is first

shifted by the particular solution % (At) due to the constant input
u given as [1, Eq. (3.7)]
PU(Ar) =T, (12)
where T = A7 1(eA — 1) (13)
is the propagation matrix for constant inputs. Alternatively, the
term A~! can be integrated into the power series of the exponential

matrix 4% in case A is singular. Finally, we enlarge the resulting
set by the curvature enclosure

(11)

c=FX"ogGi
using the interval matrices [1, Sec. 3.2]
" .
i - oA
F=@[(7 - i )ar 0] S e &, (14)
i!
i=2
A i -1 ;AT
G =(p [(iFT —iFT)Ar' 0] —— @ &AL, (15)
i!
i=2

where the interval matrix & represents the remainder of the expo-
nential matrix [1, Eq. (3.2)]:
1
E=[-EE], E=At_ Z”: M.
i=0

While for zonotopes the multiplication of the interval matrix # with
X0 can be computed according to (4), it is unclear how to implement
this set operation for general set convex set representations. In this
case, we enclose X° by an interval and represent it as a zonotope
to compute its product with the interval matrix ¥, leading to the
support function evaluation

p(C, 0 = p(F box(X°),¢) + p(G ii, ¢).

Since the interval matrix ¥ is small for large enough values for 7,
the over-approximation induced by the enclosure box(X?) 2 X°
does not notably impact the tightness of the overall reachable set.

The particular solution due to the time-varying inputs within
the set Uy can be enclosed by [1, Eq. (3.7)]

i!

0o
> Al Atl+1
PUNL =D —— Uy ® EAt Uy, 16
(A1) 6]? R 0 (16)
Again, in case (16) cannot be computed directly for the given set
representation, we enclose the set Uy by a zonotope representing
the box enclosure to evaluate the product with the interval matrix &.
From (1)-(2), we obtain the support function evaluation

=N 17 NG
p(PU(AL), 0) = ; p(%, ((H_—tl)')T[) + p(& Atbox(Thy). £).
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An explicit outer-approximation of the reachable set in form of
a template polyhedron can be constructed by choosing a set of
template directions #; ... fy,:

R(t) = (H, )
with H = [61...4]7, f = [p(R(z). &) ... p(R(zi0), tw)] T

The overall computation of upper bounds p(ﬁ(t), ?) is summarized
in Alg. 1 in combination with the computation of lower bounds
presented subsequently.

4.2 Inner-approximations of reachable sets

We now present a novel approach for computing an explicit inner-
approximation R () for the time-point reachable set and lower
bounds p(??(rk), ?) for the support function of the time-interval
reachable set. To this end, we replace the outer-approximations for
the homogeneous solution 7?((10) (10) and the particular solution
ﬁw(At) (16) by inner-approximations. For the homogeneous so-
lution, we can exploit that the time-point solutions are enclosed
by the time-interval solution to omit the curvature enclose, which
yields the lower bound

p(H(10),0) = max{p(X°, ), p(X°, (") T0) + p(P (A1), 0)}.
Since constant inputs over time are a subset of time-varying inputs,
the particular solution due to constant inputs represents an inner-
approximation of the particular solution due to time-varying inputs.
Moreover, we can use (13) to compute the analytical solution

PUAY =T U, (17)
for the particular solution due to constant inputs with T as in (13).
For the computation of a lower bound for the support function of the
time-interval reachable set p(ﬁ(rk), f), we use the particular solu-
tion ﬁﬂ(tk) c Pﬂ(rk), which represents an inner-approximation
of the particular solution for the whole time interval.

An explicit inner-approximation of the time-point reachable set
‘ﬁ(tk) can be obtained from the support vectors v(‘iVZ(tk), ?) [23],
which can be exactly computed via simulation since we have piece-
wise constant inputs. To this end, we first convert the continuous-
time system to the equivalent discrete-time system

x(k+1) = eAx(k) + Tu(k). (18)
The initial state x(0) is given by the support vector of the back-
propagated initial set
x(0) = v(X’, ()T ) (19)
Moreover, the input trajectory consisting of a sequence of piece-
wise constant inputs is given by the support vectors of the back-
propagated input sets:
Vje{0,...k} s u(j) = v(Uo, (e*)T0) +1i. (20)
For each template direction #1, ... ., £,,, we compute the initial state
by (19), the input trajectory by (20), and evaluate the system (18)
to obtain the set of points
Vje{l...,w}:xj(k) = v(R(t), ),
which represent the support vectors of the inner-approximation of

the reachable set. Since the time-point solution ‘i{/(tk) is convex, the
convex hull of the support vectors yields an inner-approximation:

(IRt 1), - .. v(R(1g), ) Dy € R(1x).
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Figure 1: The halfspace polytope (H, )y (in red) with H =
(br...tu]7, f=[p(R(t). &) ... p(R(t),,)]T constructed from
lower bounds of the support function is in general not an
inner-approximation of the exact reachable set R(t).

In contrast, the time-interval solution R(7;) is in general non-
convex, so that we cannot obtain an explicit inner-approximation
analogously to the time-point solution. Moreover, note that a half-
space polytope constructed from the inner-approximations of the
support function is in general not an inner-approximation of the
reachable set, as illustrated in Fig. 1. The support vectors for the
outer-approximation of the reachable set can be computed in the
same way as above.

4.3 Reachability algorithm

The overall reachability algorithm computing upper and lower
bounds as presented in Sec. 4.1 and Sec. 4.2, respectively, is summa-
rized in Alg. 1: After some instantiations before the main loop, both
algorithms share the back-propagation of the direction (Line 8) and
the propagations of P%(tr,;) (Line 9) and H (#¢,;) (Line 10). In
the same loop, we compute upper bounds p(ﬁ(t), ?) (Lines 11-13)
and lower bounds p(‘ﬁ(t), ¢) (Lines 14-16) of the time-point and
time-interval reachable sets in a user-defined direction ¢. We reit-
erate that the propagation scales with O(n?) if the sets H (1) and
P (Aty) can be pre-computed, e.g. when using zonotopes, follow-
ing (1)-(3). Note that one can easily parallelize Alg. 1 for multiple
directions of interest #1, . . ., £,,. For an extension to a time-varying
input vector #(t), one simply has to re-compute the particular so-
lution P (At) (Line 9) and the term G to update the curvature
enclosure C in Line 13 in each step. If an output equation (5b) is
given, we compute the support function of the output set as

P (1,0 = p(R@.CTO+p(V,WTO+Tq (1)
which induces no additional approximation error. To increase ef-
ficiency, one can also pre-process any direction by £ — CT¢ and
pre-compute the second and third term in (21) unless v(t) varies
over time. The computed upper and lower bounds become arbitrar-
ily tight for At — 0 [40, Sec. 3], which we exploit in our automated
verification algorithms presented in the next section.

5 VERIFICATION

In this section, we introduce our fully-automated verification algo-
rithms. The first algorithm is tailored to the common case where
the unsafe sets are given as halfspaces; the second algorithm is
capable of verifying arbitrary convex unsafe sets. Both algorithms
also check for falsification and return a counterexample in case of
a safety violation. For ease of presentation, we implicitly assume
the specifications to be defined in the state space as the algorithms
can readily be extended to specifications defined on the outputs.
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Algorithm 1 Reachability analysis using support functions

Require: Linear system % = Ax + Bu + p, initial set X°, input set
U, direction ¢, time horizon te,4, time step size At, truncation
order 1
Ensure: Sequence of upper and lower bounds for the time-point
solutions p(ﬁ(tk), ?), p(ﬁ(tk), ¢) and time-interval solutions
p(ﬁ(rk), ?), p(ﬁ(rk), ?) in direction ¢

g 0, do — & p(H(tg), ) — p(X°,0)

2: i « Bcenter(U) + p, Uy — B(U — center(U))

3 p(PH(10).0) = 0, p(PH (10), ) — 0, p(P X (19).0) 0

4 PU(At) — Eq. (12), PYU(At) — Eq. (16), PYU(At) — Eq. (17)

5: C— FX' o Gl > see Eq. (14)-(15)

6 fork «— 0to 24 —1do

Y
T by O+ AL T [ ]
8 dipr — (AT

9 PU(tgyr) — eDIPU() + PU(AL)
100 p(H (). ) — p(X° i) + p(P™(tha1). 0)
Upper bounds:
1 p(PU(ts1), ) = p(PU(1), 0) + p(PYU(AL), dy)
12 p(R(tgs1), 0) — p(H(tgs1), 0) + p(PH (t311), 0)
13 p(R(ry), ) — max{p(H (1), €), p(H (t41). 0)}
+p(C.di) + p(PH (1), 0)
Lower bounds:
1w p(PU(tar). ) — p(PU (1), 0) + p(PU (A1), dy)
150 p(R(tar), 0) — p(H(tgsn). 0) + p(PH (tr41). 0)
16 p(R(tg), ) — max{p(H (tg), £), p(H (tr41). )},
+p(PY (1), 0)
17: end for

5.1 Verifying halfspace specifications

It is well known that safety specifications given as halfspaces and
reachability analysis using support functions ideally complement
each other: By choosing the directions for the support function eval-
uation as the normal vectors of the halfspaces, one can efficiently
decide whether a given specification is violated. We propose an au-
tomated verification algorithm, which refines the upper and lower
bounds computed by Alg. 1 automatically by adequately tuning
the corresponding algorithm parameters until either the resulting
outer-approximation is fully located outside of the unsafe region
or the inner-approximation intersects that unsafe region. The ac-
curacy of the reachability algorithm in Sec. 4.3 depends on two
parameters, the truncation order n and the time step size At. Since
it holds that for arbitrary values n > 1 the computed upper and
lower bounds converge to the exact value for At — 0 [40, Sec. 3],
we first determine a suitable value for  before tuning the time step
size. Hence, the truncation order 7 is tuned as in [55, Sec. 5.1] by
using the partial sums

j .
j =ity g A
7’(]) = @ [(11—1 — ji-1 )Atl, 0] l—'
i=2
from the computation of ¥ in (14). We increase 7 until the relative
change between 7 and 7U*1) in the Frobenius norm computed
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Algorithm 2 Verification algorithm (halfspace specifications)

Require: Linear system x = Ax + Bu + p, initial set X°, input set
U, time horizon teng, safe set K = (H, f)y
Ensure: Safe (V¢ € [0, tepg] : R(¢) € K) or unsafe
(3t € [0, tenq] : R(1) £ K)
1: fori < 1towdo

2 b — H&_),At — tend

3: repeat

4 verified « true

5 fork<—0totz—“td—1do

6: p(ﬁ(rk),fi),p(ﬁ(rk),f,-) «— Alg. 1 with At
7: if p(ﬁ(rk),fi) > f(i) then

8: verified « false

9 else if p(R(zx), ) > f(;) then
10: return unsafe

11: end if

12: end for

13: At «— 0.5At

14: until verified = true

15: end for

16: return safe

according to [21, Thm. 10] is smaller than 10712, Since the size of
additional terms 7/ goes to 0 for n — oo and our bound is relative,
we will always find a value for 5. The time step size is tuned by
halving the last value. This simple tuning strategy is justified by
the fact that the reachability algorithm in Sec. 4.3 is so efficient that
the computation time of a more sophisticated tuning method for
At may exceed the computation time for reachability analysis.

Alg. 2 summarizes our verification procedure for a specification
represented by the safe set K = (H, f)p, which is equivalent to
multiple unsafe sets represented as halfspaces: For each direction
= H&_),Vi € {1,...,w}, we compute upper bounds for the
support function of the reachable set (Line 6) and check whether the
corresponding outer-approximation remains within % at all times
(Line 7). At the same time, we compute lower bounds (Line 6) and
check whether the corresponding inner-approximation leaves K in
any step (Line 9), which would immediately falsify the specification.
If the specification can neither be proven nor disproven by the
current results, we re-compute the upper and lower bounds using
a smaller time step size (Line 13). As both bounds converge to the
support function for the exact reachable set, Alg. 2 is always able
to verify or falsify decidable safety specifications in finite time.

In case of a safety violation (Line 10), we return a counterexample:
The support vector v(ﬁ(tk), ¢;) for the inner-approximation ﬁ(tk)
that violates the safety specification is located inside an unsafe
set, and thus corresponds to a falsifying trajectory. Hence, we use
(19)-(20) to obtain the initial state x(0) and a piecewise constant
input trajectory u(t), and then evaluate (18) to compute the support
vector v(‘i{/(tk), i), which represents the counterexample.

Substantial runtime improvements can be achieved as follows:
Instead of computing the upper and lower bounds for the entire
entire time horizon beforehand and checking for safety violation
afterward, we already perform the checks during the computation
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of the reachable set. Moreover, previously verified time intervals
do not have to be checked in future iterations. Due to the fixed
time step size At in each iteration of the main loop, one can pre-
compute all directions di. (Line 8 of Alg. 1). In some cases, this allows
one to reformulate the iterative vector-matrix multiplications in
the support function evaluation of the sets £ (At) (Line 11 of Alg.
1) and C (Line 13 of Alg. 1) into a more efficient matrix-matrix
multiplication. Lastly, the main loop (Lines 1-15) can be parallelized.
For our evaluation in Sec. 6, we initialize the time step size by a
hundreth of the time horizon and quarter the time step size in
Line 13, which is a heuristic that we observed to work well in
practice.

5.2 Verifying arbitrary convex unsafe sets

The Gilbert-Johnson-Keerthi (GJK) algorithm [29] offers an elegant
way to check if two convex sets intersect using only their support
function evaluation. Consequently, we can utilize this algorithm
to extend the verification algorithm from Sec. 5.1 to arbitrary con-
vex unsafe sets. A similar idea was previously presented in [24],
where the GJK algorithm is used in combination with support func-
tion reachable set computation to eliminate spurious transitions in
hybrid system reachability.

Let us briefly recall the GJK algorithm: It is based on the fact that
checking if two convex sets S1, Sy € R” intersect is equivalent to
checking if the origin is contained within the set S = §; & (-S»):

(81 NSy # @) =4 (0 S (—Sz)).

If there exists any direction ¢ for which p(S, ¢) < 0, the set S does
not contain the origin, and thus the two sets S; and Sz do not inter-
sect. In contrast, if the polytope P = ([v(S,#1) ... v(S,&)])v € S
constructed from the support vectors along multiple directions does
contain the origin, the sets S; and Sy intersect. We can replace an
explicit computation of S by computing its support function and
corresponding support vectors using (2):

(S0 = p(SLO +p(Se=0), S, 0) = v(S1,0) + (S, ~0).

The GJK algorithm selects new directions ¢; until either p(S, ) < 0
or 0 € P holds, where the next direction is the normal vector of the
polytope facet from P that is closest to the origin. Determining this
facet is in general computationally demanding, since the number
of polytope facets can be exponential in the number of polytope
vertices. To avoid this issue, the GJK algorithm uses simplices, which
are polytopes with exactly n + 1 vertices and consequently also
only n + 1 facets. Thus, the algorithm constructs in each iteration
a new simplex from the polytope facet closest to the origin and
the support vector in the chosen new direction, and disregards all
remaining polytope vertices. This procedure is visualized in Fig. 2.

In the verification setting, the set S is the reachable set R(#) and
the set Sy is a convex unsafe set £, so that S = R(t) & (-L). Our
verification algorithm is summarized in Alg. 3: In each iteration we
first compute upper and lower bounds of the support function in the
current direction ¢; (Line 3), based on which we try to disprove that
the sets intersect by checking if p(S, £;) < p(ﬁ(t), G)+p(L,—t) <
0 holds (Line 4). If true, we found a separating hyperplane between
R(t) and L, which proves that the system is safe. Otherwise, we use
the corresponding support vector of the lower bound to check if we
can prove that the sets intersect (Line 12). In case safety can neither
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Figure 2: Schematic visualization of the iterations of the GJK
algorithm for a set S = S; ® (-S3).

be proven nor disproven based on the current direction ¢;, we choose
a new direction #;41 = h. If the polytope # constructed from the
support vectors is already non-degenerate (i > n + 1, Line 18), the
new direction is chosen as the normal vector of the polytope facet
that is closest to the origin (Line 19), which can be determined by
solving the quadratic program min_ E7;||x||§ to obtain the point

in $ closest to the origin. Otherwise, we apply Gram-Schmidt
orthogonalization to construct a direction orthogonal to the space
spanned by the support vectors and pointing towards the origin
(Line 23).

A major challenge is that we cannot compute the exact value of
the support function for the reachable set, but only tight upper and
lower bounds. Hence, we have to decide when to stop generating
new directions #; and instead refine the tightness of the approxima-
tions. If p(ﬁ(t), &) + p(L,—¢;) < 0holds for any direction ¢;, we
cannot prove that an intersection occurs using the current accuracy
of the lower bound (Line 7), but we may still be able to prove that no
intersection occurs using the upper bound. Only if the polytope P
constructed from the support vectors of the upper bound contains
the origin, we definitely cannot disprove the intersection using
the current accuracy, and thus reduce the time step size (Line 15).
The truncation order 5 is tuned as described in Sec. 5.1. Finally,
since the computed upper and lower bounds converge to the exact
value for At — 0 and an increasing number of directions 4, it is
guaranteed that Alg. 3 is always able to either prove or disprove
safety in decidable cases.

For simplicity, Alg. 3 only considers the intersection between
the reachable set R(#) at a specific point in time and a single unsafe
set L. To extend this to checking multiple unsafe sets Ly, ..., £}, for
all times t € [0, tepq] as required by Problem 1, we can simply run
Alg. 3 for all possible pairs of time-interval reachable sets R(7y)
and unsafe sets £ ;, where we omit certain pairs if the unsafe sets
are time-varying. Note that we still use the time-point reachable
set ﬁ(tk) c ﬁ(rk) C R(zx) for the inner-approximation since we
require that all sets are convex, which is not the case for ﬁ(rk).

Improvements to accelerate the verification include parallelizing
the computations for the different (R(7y),L;)-pairs, re-using the
support functions computed for the current pair to disprove inter-
sections for other pairs, initializing the first search direction based
on the distance between the unsafe set and a simulated trajectory,
and selecting the new search direction based on the polytope P
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Algorithm 3 Verification algorithm (arbitrary convex unsafe sets)

Require: Linear system % = Ax + Bu + p, initial set X°, input set
U, time t, unsafe set L
Ensure: Safe (R(t) N L = 0) or unsafe (R(t) N L # 0)
10 1,6 Iy(q). At £, P, P — 0, falsifiable « true
2: repeat
32 p(R(). &), p(R(1), ;) — Alg. 1 with At

& if p(R(1), &) + p(L,—£) < 0 then

5 return safe

6: end if

7. if p(R(t), &) + p(L,—t;) < 0 then

8 falsifiable « false

9: end if

10— VR, ) = v(L=6), 5 — v(R(D), &) = v(L,~6)
11: P conv(?A), ), P conv(?v’, ;)

12: if 0 € P then

13: return unsafe

14 elseif falsifiable = false A 0 € P then

15: At «— 0.5At i« 1, 7’5,73 «— (), falsifiable « true
16: continue

17: end if

18: if i > n+ 1 then

19: H = (h, f)g < halfspace for facet of P closest to 0
20: 01,...,0, < indices of the vertices that lie on facet H
21: P — [Go, .- To, Vv, P — ([Fo, ---To, )V

22: else

23: h « vector orthogonal to 471, . . ., U; using Gram-Schmidt
24: end if

25: iy — hi—i+1

instead of $ once we know that the inner-approximation cannot
be used to disprove safety (falsifiable = false in Alg. 3).

Finally, we show how to construct a counterexample: If the
system is unsafe, the simplex P = ([v1...9n+1])v in Alg. 3 contains
the origin. For each vertex of P, we determine the weighting factor
Aj from the linear equation system Z?:ll Ajoj =0, 27:11 Aj=1,
and use them to obtain the initial state x(0) and input trajectory
u(k) by interpolation, i.e.,

n+1 n+1

x©(0) = 3" 4xj(0), u(k) = )" Aju;(k),
= =

between the values x;(0) and u; (k) for the trajectories resulting in
the vertices of P.

6 NUMERICAL EXAMPLES

We now demonstrate the performance of our verification algo-
rithms on several challenging benchmarks. Our algorithms are
implemented in the MATLAB toolbox CORA [2] and a repeatability
package is publicly available!. All computations are performed on
a 2.59GHz quad-core i7 processor with 32GB memory.

Thttps://codeocean.com/capsule/1155014/tree/v2
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Table 1: Comparison of computation times for the ARCH benchmarks, where n is the system dimension, m is the number of
inputs, r is the output dimension, and w is the number of halfspace specifications. For our approach we additionally specify the
number of refinement iterations of Alg. 2. The computation times of the other tools are taken from [3].

Benchmark Our approach Time comparison

Identifier n m r w Safe? Time Refinements CORA [2] HyDRA [51] JuliaReach [11] SpaceEx [27]
HEATO01 125 0 1 1 v 0.17s 2 2.2s 13.2s 0.13s 4.2s
HEATO02 1000 0 1 1 v 2.2s 2 9.3s 160s 32s -
CBCo01 200 0 1 1 v 0.11s 2 7.1s - 1.4s 312.78s
CBC02 1000 0 1 1 v 2.2s 2 - - - -
CBCo03 2000 0 1 1 v 28s 3 - - - -
CBF01 200 1 1 1 v 0.27s 2 30s - 12s 318.88s
CBFo02 1000 1 1 1 v 3.7s 2 - - - -
CBF03 2000 1 1 1 v 49s 3 - - - -
BLDC01-BDS01 49 0 2 4 0.07s 2 2.9s 0.426s 0.0096s 1.6s
BLDF01-BDS01 48 1 2 v 0.09s 2 3.3s - 0.012s 1.8s
ISSC01-1SS02 273 0 3 1 4 0.11s 1 1.3s - 1.4s 29s
ISSCo1-ISU02 273 0 3 1 X 0.16s 2 0.072s - 1.4s 29s
ISSF01-1SS01 270 3 3 1 v 0.49s 2 59s - 10s 49s
ISSF01-ISU01 270 3 3 1 X 0.16s 1 38s — 10s 48s

6.1 ARCH benchmarks s ,.}O,_jlj,,,,L,,,J,,,,L 77777777 N .

In the annual ARCH competition, state-of-the-art reachability tools

compete to efficiently verify a set of benchmarks. We applied our 2 of i

verification algorithm to all LTI systems from the 2021 edition [3]:

The HEAT benchmarks spatially discretize the partial differential -5p---9--"-""p---9----p-——m—— === -

heat equation with varying mesh size, the CB benchmarks monitor 0 2 4 6 8 10 12 14

oscillations along a clamped beam, the BLD benchmarks describe
spatial and rotational movement of individual stories of a hospital
building, and the ISS benchmarks represent structural models of a
service module of the International Space Station.

Since the specifications of all benchmarks are defined by half-
spaces, we used the verification algorithm from Sec. 5.1. Table 1
shows that all specifications are correctly verified or falsified using
at most three time step size refinements. The computation time is
fastest in most cases and often even orders of magnitude faster than
for other tools, even though their results are expert-tuned and our
algorithm works fully automatically. Additionally, we were able to
solve higher-dimensional variations of the CB benchmark where
other tools failed, and our algorithms provide a falsifying trajec-
tory as shown in Fig. 3. Part of the reason is that the propagation
scales with O(n?) as discussed in Sec. 4.3. In summary, this shows
a clear superiority of Alg. 2 over state-of-the-art reachability tools.
Moreover, even non-experts are able to efficiently solve challenging
verification tasks since our algorithm is fully automated.

6.2 Frequency and voltage control

To demonstrate the benefit of our verification algorithms for real-
world applications, we consider the highly relevant use case of
power system frequency and voltage control. In particular, we ex-
amine the verification task described in [42], where the goal is
to show that a given PI controller keeps the grid frequency and
voltage of a power systems stable within a certain margin. Here,
we analyze various IEEE busses, namely the 9-bus, 14-bus, and
33-bus systems with state dimensions n = 28, n = 46, and n = 133,

Time
Figure 3: Specifications for ISSF01-ISU01 in red (dashed) and
falsifying trajectory in blue (top); input trajectory u(t) € R3
generating the falsifying trajectory (bottom).
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|

0.95p------- 1------- qo------- mm----- -

Ti
Figure 4: Reachable set for the 9-llr)nlfs, where the bounds de-
fined by the specification are depicted by the dashed red lines.
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respectively, for the closed-loop dynamics. Additionally, the load
change is represented by a time-varying constant input vector #(#).
For all systems, the frequency has to remain within 50 + 0.05Hz. In
addition, for the 9-bus the voltage drops of four generators have to
stay within a margin of +0.05V of the individual reference values.
In [42], the authors computed explicit reachable sets using the
approach from [1, Alg. 3], which requires 15.1s, 15.5s, and 27.9s for
the different bus systems (on our machine). Our approach yields
significant speed-ups, since Alg. 2 successfully verifies all specifi-
cations in 0.49s, 0.14s, and 1.3s, respectively. Fig. 4 visualizes the
resulting reachable set enclosure for the 9-bus. In summary, our
verification improves the previous results by an order of magnitude,
which enables real-time execution of verification during runtime.

6.3 Quadcopter example

Finally, we demonstrate that our approach can efficiently verify lin-
ear systems even in the presence of complex time-varying obstacles.
To this end, we consider a quadcopter, where the task is to verify
that a planned reference trajectory x,¢(t) tracked by a feedback
controller is robustly safe despite disturbances and measurement
errors. We describe the dynamics of the quadcopter with a linear
point-mass model, which yields the closed-loop system

x(t) _|A+BK -BK x(t) B B BK P
J.Cref(t) - 0 A ] Xref (1) +[B 0 0 ]u(t)+ p
_ x(1)
y(t) = [C 0] [xref(t) +0(t)

withA=[0[L0]T],B=[01]T,C=[50],p=-981-1¢
RS. The feedback matrix K € R3*¢ is determined by applying an
LOR control approach with state weighting matrix Q = I and
input weighting matrix R = 0.1 - I3 to the open-loop system. Given
an initial state x(0) € R®, a piecewise constant reference input
uyef(t), the set of process noise ‘W = 0.1 [-1,1] C R3, and the
set of measurement errors O = 0.01 - [-1,1] C RS, the initial
set is X0 = (x(0) ® D) x x(0) and the set of uncertain inputs is
U = trep(t) X W X D. The output y(t) € R3 represents the space
occupied by the quadcopter, where the set V = (0,0.07% - I3)g
accounts for the spatial dimension of the quadcopter.

As a first verification task, we consider that the quadcopter has
to reach the goal set at the end of a 15m long tunnel filled with
static obstacles. For this scenario the initial state is x(0) =0 € RS,
the reference input uf(#) consists of 100 constant pieces, and the
final time is to,g = 10s. For the setup described above, our approach
successfully verifies the given trajectory in only 0.51s. Next, we
increase the process noise to ‘W = 0.2 - [-1,1] € R3 to obtain an
unsafe scenario. Here, our automated verifier disproves safety in
only 2.9s and returns the falsifying trajectory visualized in Fig. 5a.

For the second verification task, the quadcopter has to avoid colli-
sions with a human, whose occupancy space is predicted by the tool
SaRA [49]. The resulting time-varying obstacles are represented
as capsules, the initial state is x(0) = 0 € RO, the reference input
uref(t) consists of 30 constant pieces, and the final time is fg = 3s.
For the setup with process noise ‘W = 0.1 - [-1,1] C R the refer-
ence trajectory is safe, which our algorithm sucessfully verifies in
0.94s. By increasing the process noise to ‘W = 0.2- [-1,1] € R3 we
obtain an unsafe scenario, for which our verifier disproves safety in
0.64s and returns the falsifying trajectory depicted in Fig. 5b. This
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(a) Static obstacles (red), goal set (green), and falsifying trajectory

(blue).

— —
S == g, e SN sS S——
(b) Time-varying obstacles (red) and falsifying trajectory (blue) at
t ={0,1,2.3}s.
Figure 5: Quadcoptor verification task.

demonstrates that our automated verifier can solve highly complex
verification tasks with arbitrary convex time-varying obstacles very
efficiently, even though both considered tasks represent edge cases
with a narrow margin between safe and unsafe.

7 CONCLUSION

We address the verification of safety specifications for linear time-
invariant systems. Our proposed algorithm based on reachability
analysis with support functions operates fully automatically and
refines the tightness of the upper and lower bounds until safety can
either be proven or disproven; in the latter case, we additionally
return an initial state and an input trajectory yielding a counterex-
ample. For the common case with unsafe sets defined as halfspaces,
reducing the complexity of the propagation to quadratic with re-
spect to the state dimension results in significant runtime improve-
ments compared to state-of-the-art reachability tools, which enables
us to verify previously unanalyzable high-dimensional benchmarks.
Furthermore, an extension to verify arbitrary convex unsafe sets
without major computational overhead has been demonstrated on
a complex safety-critical scenario, where a quadrotor aims to avoid
a human moving in close proximity. The low computation time
highlights the real-time capability of our approach.
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A.4 Backward Reachability Analysis of Perturbed
Continuous-Time Linear Systems Using Set Propagation

Summary The verification tasks formulated in Problems 2 and 3 can be solved using minimal
and maximal backward reachable sets as defined in Definition 6, respectively. Here, we must
prove the existence of a control input trajectory for linear systems of the form (2.1) to steer
the trajectory away or toward a target set.

This work proposes four novel algorithms for the computation of minimal and maximal time-
point and time-interval backward reachable sets. We compute inner and outer approximations
by combining various set representations—polytopes, zonotopes, and constrained zonotopes.
Exploiting their respective advantages results in a polynomial runtime complexity in the state
dimension for all proposed backward reachability algorithms. In some cases, the approximation
error with respect to the exact backward reachable set can be reduced to zero along all or
specific directions.

Our numerical evaluation shows similar tightness of our computed inner and outer approxi-
mations compared to the sets obtained using Hamilton-Jacobi reachability. Then, we compute
the minimal and maximal backward reachable set for a 6D ground collision avoidance scenario
and a 12D quadrotor system within seconds, thereby outspeeding Hamilton-Jacobi reachabil-
ity by orders of magnitude. Finally, we demonstrate the scalability of our novel algorithms by
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Backward Reachability Analysis of
Perturbed Continuous-Time Linear Systems
Using Set Propagation

Mark Wetzlinger and Matthias Althoff

Abstract— Backward reachability analysis computes the
set of states that reach a target set under the competing
influence of control input and disturbances. Depending on
their interplay, the backward reachable set either represents
all states that can be steered into the target set or all states
that cannot avoid entering it—the corresponding solutions
can be used for controller synthesis and safety verification,
respectively. A popular technique for backward reachable
set computation solves Hamilton-Jacobi-lsaacs equations,
which scales exponentially with the state dimension due to
gridding the state space. In this work, we instead use set
propagation techniques to design backward reachability
algorithms for linear time-invariant systems. Crucially, the
proposed algorithms scale only polynomially with the state
dimension. Our numerical examples demonstrate the tight-
ness of the obtained backward reachable sets and show
an overwhelming improvement of our proposed algorithms
over state-of-the-art methods regarding scalability, as sys-
tems with well over a hundred states can now be analyzed.

Index Terms— Formal verification, reachability analysis,
linear systems, set-based computing.

I. INTRODUCTION

The use of autonomous systems in safety-critical scenarios
requires formal verification techniques to rigorously prove
safe operation at all times in the presence of uncertainties.
One popular method is backward reachability analysis, which
computes the set of states that reach a given target set under a
certain interplay between control input and disturbance. This
so-called two-player game can be set up in two different ways,
depending on the meaning of the target set.

If the target set represents an unsafe set, one utilizes the
notion of minimal reachability [1, Sec. 4.2]: The minimal
backward reachable set contains all states that cannot avoid
entering the target set regardless of the chosen control input.
Consequently, all states within the backward reachable set are
deemed unsafe and thus should also be avoided. In case an
exact solution cannot be obtained, we resort to computing
outer approximations to maintain safety. A common example
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the European Research Council (ERC) project justITSELF under grant
agreement No 817629 and by the German Research Foundation (DFG)
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Mark Wetzlinger and Matthias Althoff are with the Department of
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is obstacle avoidance: The target set represents the obstacle
and the minimal backward reachable set contains all states
from which one cannot avoid hitting the obstacle.

If the target set represents a goal set, the concept of
maximal reachability [1, Sec. 4.1] is applicable: The maximal
backward reachable set contains all states from which we
can steer into the target set despite worst-case disturbances.
Note that any initial state only requires to reach the target
set by a single control input trajectory to become part of the
backward reachable set. To ensure that all contained initial
states can definitely be steered into the target set, we require an
inner approximation if the exact solution cannot be computed.
Maximal backward reachability is closely related to controller
synthesis: The backward reachable set contains all states for
which a controller exists such that the target set is reachable.

In this article, we compute minimal and maximal backward
reachable sets for continuous-time linear time-invariant (LTT)
systems. As there are many similar definitions of backward
reachable sets as well as related concepts, we postpone the
literature review to Section IV. This allows us to use the
preliminary information from Sections II and III for a more
concise overview. Our contributions are as follows:

e An inner and outer approximation for the time-point
minimal backward reachable set (Section V-A).
e An outer approximation of the time-interval minimal
backward reachable set (Section V-B).
e An inner and outer approximation for the time-point
maximal backward reachable set (Section VI-A).
o An inner approximation for the time-interval maximal
backward reachable set (Section VI-B).
Crucially, all proposed algorithms scale only polynomially
with respect to the state dimension. Additionally, we discuss
the approximation errors of each computed set. Our evaluation
in Section VII is followed by closing remarks in Section VIII.

[l. PRELIMINARIES

We introduce some general notation, basics of set-based
arithmetic, and fundamentals on forward reachability analysis
required for the main body of this article.

A. Notation

The set of real numbers is denoted by R, the set of
natural numbers without zero is denoted by N, and the subset
{a,a+1,...,b} C N for 0 < a <b, is denoted by Ny, ;. We



denote scalars and vectors by lowercase letters and matrices
by uppercase letters. For a vector s € R™, |s|, returns
its p-norm and s(; represents its ith entry; for a matrix
M e Rm*xn, M(i,-) refers to the ith row and M(.,j) to the jth
column. The operation diag(s) returns a square matrix with the
vector s on its main diagonal. Horizontal concatenation of two
properly-sized matrices M7 and Ms is denoted by [M; Ms]
and the identity matrix of dimension n by I,,. Furthermore,
we use 0 and 1 to represent vectors and matrices of proper
dimension containing only zeros or ones. We denote exact
sets by standard calligraphic letters S, inner approximations
by S, and outer approximations by S. We write the set
{—s|s € S} as —S and represent the empty set by (. An
interval is defined by Z = [a,b] = {z € R"|a < z <
b}, where the inequality is evaluated element-wise. Interval
matrices extend intervals by using matrices as lower and upper
limits and are denoted in bold calligraphic letters, e.g. Z. The
operations cen(S) and box(S) compute the volumetric center
and tightest axis-aligned interval outer approximation of the
set S, respectively. Additionally, we introduce the hyperball
B: = {z € R"|||z||2 < €}. Finally, we use f(z) € O(g(x))
to denote the big O notation.

B. Set-Based Arithmetic

Let us introduce the convex sets S1,S; C R™ as well
as the matrix M € R™*"™ to formally define a linear map,
Minkowski sum, Minkowski difference, intersection, and con-
vex hull:

MS, :={Msy|s1 € S1} (1)
S DSy = {81 +82|81 € 81,82 € 82}, )
§1 68 :={s|{s} DS C S}, 3)
S1NSy:={s|seS Ns eS8y}, 4)

conv(81,82) = {As1 + (1 — N)sz |
S1 € 81,82 S 827)\ S [0, 1]}

Convex sets can be implicitly described by their support
function:

&)

Definition 1 (Support function [2, Sec. 2]). For a compact set
S C R™ and a vector { € R™, the support function p : R" —
R is

,_ T
p(S,0) = r;leagié 5. O

For support functions, we require the identities [3, Eq. (3)]

p(MS,0) = p(S,M"1), (6)
p(Sl ®SQ’£) 29(817€)+p(827€)7 @)
p(S1© S2,0) = p(S1,0) — p(S2, L) . (®)

Next, we will introduce the three set representations re-
quired for our backward reachability algorithms. The runtime
complexity of each operation is summarized in Table I, where
we assume a runtime complexity of O(q®) for the evaluation
of a linear program with ¢ variables according to [4]. We start
with polytopes.

Definition 2 (Polytope [5, Sec. 1.1]). A polytope P C R"
in halfspace representation is described using h € N linear
inequalities defined by the matrix H € R"*™ and the vector
d € R":

P = {SGR" ‘ Hsgd}.

We use the shorthand P = (H,d) . O

A set S C R™ can be enclosed with a polytope composed by
a finite number h € N of support function evaluations

S C(H,d)m,

. C)
where Vj € Ny p,) 1 d(y) = P(Sv H(E,))

and set equality holds if and only if the normal vectors of
all faces of S are the row vectors of H € R"*™. Polytopes
are closed under all aforementioned set operations (1)-(5)
[6, Tab. 1]. We will, however, only make use of the linear
map with an invertible matrix M € R™*" and Minkowski
difference [7, Thm. 2.2]:
MP = (HM ' d)y,

Po S = <H7 d>H’
where Vj € Njy 5,y 1 d(j) = d(j) — P(Sv HJ)) :

(10)
an

An enclosing interval box(P) can be computed by evaluating
2n support functions (linear programs) for all positive and neg-
ative axis-aligned directions. Next, we introduce zonotopes.

Definition 3 (Zonotope [8, Def. 1]). Given a center c € R"
and v € N generators stored as columns in the matrix G €
R™*7, a zonotope Z C R" is

N
Z = {c—i— ZG('»i) a; | a; € [—1,1]}.
i=1
We use the shorthand Z = (¢, G) z. O

For zonotopes, we require the linear map with a matrix M €
R™>*™ and Minkowski sum computed as [9, Eq. (2.1)]

MZ = (Me, MG)3,
218 2y = (a1 +¢2,[G1 Gal)z,

12)
(13)

and the support function in a direction ¢ € R™ [10, Prop. 1]:

N
p(Z,0)=LTc+ > (TG,

i=1

. (14)

The multiplication of an interval matrix M = [L, U] with a
zonotope Z can be tightly enclosed by [11, Thm. 4]

MZ C (M, [MCG diag (Mw)])z, (15)
v
Mc = %(L + U)7 M’l“ = %(U - L)7 v = ‘C| + Z |G(,z)|
i=1
Constrained zonotopes extend zonotopes by introducing equal-
ity constraints on the factors.

Definition 4 (Constrained zonotope [12, Def. 3]). Given a
vector ¢ € R"™, a generator matrix G € R"*7, a constraint
matrix K € R and a constraint offset 1 € R* a



TABLE |
RUNTIME COMPLEXITY OF SET OPERATIONS FOR m-DIMENSIONAL SETS, WHERE
THE POLYTOPE P HAS h. € N CONSTRAINTS, THE CONSTRAINED ZONOTOPE CZ
AND THE ZONOTOPE Z HAVE v € N GENERATORS, AND £ € R"™ IS A VECTOR.

Operation ~ Complexity || Operation Complexity
MP O(hn?) 21 @ 2o O(n)

MZ O(n?7) CZ1®C2s O(n)

MCZ O(n2y) PoS O(hp(S,£))
MZ O(n27) ScP O(hp(S, 1))
MCZ O(n?y) CZNP O(hn®)
p(P,0) on?) conv(CZ1,CZ2) O(n)

p(Z,)  O(ny) box(P) O(n*)
p(CZ,0)  O@K?) cz(P) O(n* + hn?)

constrained zonotope CZ C R" is

o 2
CZ .= {c+ ZG(’Z) Q; ZK(J)OQ = l, o; € [—1, 1]}
i=1 =1

We use the shorthand CZ = {(¢,G, K, 1) cz. O

For constrained zonotopes, we require the linear map with a
matrix M € R™*™ and Minkowski sum [12, Prop. 1]:

MCZ = (Mc,MG,K,l)cz,

K 0 li 0
CZl @CZQ - <Cl + C2, [Gl Gz}’ l: 01 K2:| ’ |:6 l2:| > '
cz

The intersection of a constrained zonotope with a polytope
P = (H,d)y can be computed via sequential intersection
with each halfspace (H;,.),d(;))m,J € Nyg ) [13, Thm. 1]
K 0
CZN{(H .y, diiyvyg = (¢ |G 0],
W do < 0] [Hw;)G 3(dg) 0)]

I
16
h(d+0)—Hu,~>C] >cz’ (10

where 0 = —p(C’Z, —H(Ey,)>

evaluates the support function of the constrained zonotope
using linear programming. The exact conversion of a polytope
P = (H,d)y to a constrained zonotope [12, Thm. 1] is
computed by

<C, G,K7Z>CZ = CZ(P),

17
where (¢, G)z 2 P and K, from (¢,G)z NP, {17

that is, we first enclose the polytope P by a zonotope (¢, G) z,
e.g., box(P), and then intersect this zonotope with each
halfspace of P as in (16) to obtain the constraint matrix X and
constraint offset /. The convex hull can be computed according
to [13, Thm. 5] and the multiplication with an interval matrix
MCZ follows from (15). All introduced set operations scale
polynomially in the set dimension, which will enable our
backward reachability algorithms to run in polynomial time.

C. Forward Reachable Set Computation

Our backward reachability algorithms are partly based on
established knowledge from forward reachability analysis:

Definition 5 (Forward reachable set). For an LTI system of
the form x(t) = Ax(t) + u(t), let the solution trajectory at
time t € R for an initial state xo € R™ and an input trajectory
u(-) : R = R™ be denoted by &(t; xo,u(-)). Given an initial
set Xy C R™ and an input set U C R", the forward reachable
set at time t > 0 is

R(t) = {E(t 20, u()) | 20 € Xo, VO € [0,4]: u(0) € U}. O

Next, we briefly recall the computation of the homogeneous
time-interval solution and the particular solution, which can
be computed separately due to the well-known superposition
principle of linear systems.

1) Homogeneous time-interval solution: Given two succes-
sive homogeneous time-point solutions H (tx), H(tx+1) C R™,
we enclose all trajectories over the interval 74 = [tx, tg+1] Of
length At =41 — tr > 0 by [9, Sec. 3.2]

H(mi) C conv(H(tg), H(tk+1)) ® FH(tr), (18)
where the interval matrix F is [9, Prop. 3.1]
n » o Y

J-':G%[(iﬁ — 1) At 0] T s, (19)

where A € R™*"™ is the system matrix in Definition 5 and the
interval matrix £ is the remainder of the exponential matrix
[9, Eq. (3.2)]:

E(At,n) = elAlat _ i M

7!
i=0

' (20)

An inner approximation of the homogeneous time-interval
solution can be computed by [14, Prop. 1]

H(ri) 2 conv(H(tr), H(tkt+1)) © FH(tk) © By,
where ;1 = /7 || (¢4 — 1,)G|J2

uses the generator matrix G € R"*7 of H(tx) = (¢, G)z.
2) Particular solution: Let the particular solution for time-
varying inputs within a set S be denoted by Zs C R™. We

compute an outer approximation Zs and an inner approxima-
tion Zs as [9, Eq. (3.7)]

2n
(22)

n S
- AzAtz+1
i=1 :

Zs D Zs(At) := A1 (e — 1) S. (24)

The value for n € N in (20) and (23) can be automatically
determined as shown in [14]. For (24), we can integrate the
term A~! in the power series of the exponential matrix e44?
if the matrix A is not invertible. The particular solution can
be propagated by [15, Eq. (6)]

Zs(tepr) = Zs(te) ® e Zs(At), (25)

which avoids the wrapping effect [16]. The proposition below
examines the approximation error of the particular solutions:

Proposition 1 (Conveggence of particular solution [14])\./ The
outer approximation Zs(t) and inner approximation Zs(t)



of the particular solution propagated by (25) converge to the
exact particular solution

Zs(t) == {/Ot A= 5(0)d0 | s(0) € 5}

in the limit At — 0 used in (23) and (24), respectively.
Proof. See Appendix. O

For a piecewise constant trajectory s € R'*“ over w € N

steps
5 — [s(to) s(ty) ... s(tw_1)] )

the particular solution Z;(7,) C R™ over a time interval 7
can be outer approximated by [9, Prop. 3.2]

k—1
é\s(Tk) = @eAtk—l—j (A—l(eAAt o In) S(tj)) N g{s(tk)},
i=0
’ (26)
where the interval matrix G is [9, Eq. (3.9)]

n+1

o A
G=@P (T —iTr)At,0]
=2

with & as in (20). To enclose the particular solution Zg(7x) C
R™ over a time interval 73, we first split the set S into two
parts [9, Sec. 3.2.2]: S = Sy @ {s} with s = cen(S). Since
{0} € Sy, we have Zs,(7) C Zs,(tk+1) and thus

Zs(mk) € Zs(mh) = Zs,(tri1) & Za(72),

where the set 250 (tg+1) is propagated using (25), and the set
Z(7%) is computed using (26).

i—1
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I1l. PROBLEM STATEMENT

We consider LTI systems of the form

#(t) = Az(t) + Bu(t) + Ew(t), (28)

where x(t) € R™ is the state vector, A € R"*™ is the state
matrix, B € R™*™ is the input matrix, and £ € R"*" is
the disturbance matrix. The control input u(t) € R™ and the
disturbance w(t) € R” are bounded by the sets &/ C R™ and
W C R", respectively, which we assume to be zonotopes. We
use U to denote the set of all input trajectories u(-) for which
YVt € [0,tena] : u(t) € U holds and analogously W for the
set of all disturbances trajectories w(-). A solution to (28) at
time ¢ starting from the initial state o € R™ using an input
trajectory u(-) € U and a disturbance trajectory w(-) € W
is written as &£(¢; o, u(-), w(:)). We will denote the particular
solutions (23)-(25) due to the sets BU and EW at time ¢ by
Zy(t) and Zyy(t), respectively.

In general, backward reachability analysis aims to compute
the set of states that reach a target set Xeq C R”™ after a
certain elapsed time ¢ (time-point backward reachable set) or
at any time within the interval 7 = [to, fena] (time-interval
backward reachable set). We assume the target set Aipg C R”
to be represented as a polytope. Let us first define the minimal
backward reachable set, where the target set is composed of
unsafe states:

® Rt u(),)

®
,,,// ‘

Fig. 1. Target set Xgng with @ minimal backward reachable set
Rv3(—t) and @ maximal backward reachable set Ry (—t) as well
as initial states xo with corresponding forward reachable sets R (t) for
different input signals «(-) and disturbance signals w(-).

Definition 6 (Minimal backward reachable set). The time-
point minimal backward reachable set [17, Def. 2]

Rya(—t) :== {xo € R" |Vu(-) € UTw(-) € W:
g(ta Zo, U('), ’LU()) S Xend}
contains all states, where for all input trajectories u(-) € U
there is at least one disturbance trajectory w(-) € W so that
the state trajectory will end up in the target set X,,q after
time t. The time-interval minimal backward reachable set [17,
Def. 4]
Rya(—7) := {zg € R" |Vu(-) e UTuw() e W3t € T
E(t,xo,u(),w()) S de} (30)

requires the state to pass through X, anytime in the time
interval T. (I

(29)

Case @ in Figure 1 illustrates the time-point set (29): For
all states within the minimal backward reachable set Ry3(—t),
such as xél), the target set A,nq is unavoidable regardless of the
input signal u(!)(-). For any initial state outside Ry3(—t) like
x; ), there is at least one input signal u(?)(-), for which there
is no disturbance signal such that the corresponding forward
reachable set intersects X.pqg.

In the following definition of the maximal backward reach-
able set, the target set represents a goal set into which we want
to steer the state despite worst-case disturbances.

Definition 7 (Maximal backward reachable set). The time-
point maximal backward reachable set [17, Def. 1]
Rav(—t) == {@o € R" | 3u(-) e UVw(-) € W:
g(t; Lo, u(')7 w()) € Xt’nd}

contains all states, where one input trajectory u(-) can steer
the state trajectory into the target set X,y for all potential

(3D



disturbances w(-). The time-interval maximal backward reach-
able set [17, Def. 3]

Rgv(—T) = {.%'0 cR"” ’ Eu() el Vw() eWdter:
g(t .%'(),U('),’LU(')) € Xend} (32)

requires the state to pass through X,,, anytime in the time
interval T. (|

Case @ in Figure 1 illustrates the time-point set (31): For all
states within the maximal backward reachable set Ray(—t),
such as 1:(()1), there exists an input signal u(")(-) reaching the
target set regardless of the disturbance. In contrast, the forward
reachable set of an initial state outside of Ray(—t) like x((f)
is not fully contained in the target set for any input signal
u® ().

Let us briefly highlight an important consequence of the
two-player game notion in backward reachability analysis:

Proposition 2 (Union [1, Prop. 2]). The union of time-
point solutions is a subset of the corresponding time-interval
solution, i.e.,

U Rva(=t) € Rva(—7), | Rav(—t) € Rav(—).

ter ter

Proof. The reason is the order of quantifiers [1, Prop. 2]. [

For the runtime complexity analysis of our proposed algo-
rithms in Sections V and VI, we assume the following:

Assumption 1 (Fixed parameters). The truncation order 1 in
(23), the number of propagation steps w, and the number of
halfspaces h constraining the target set X,y are fixed. (]

In the next section, we review the state of the art in
backward reachability analysis.

IV. RELATED WORK

There exists a wide range of different yet similar defini-
tions labeled backward reachable set. The following literature
review discusses the various types in order of increasing com-
plexity. We will include approaches in discrete and continuous
time as well as for linear and nonlinear dynamics, where
uniqueness of solution trajectories and sufficient differentia-
bility are assumed.

A. Autonomous Systems

Let us briefly consider autonomous systems & = f(z),
where the backward reachable set is equal to the forward
reachable set for the time-inverted dynamics & = —f(x)
using the target set X.,q as the initial set. If the target set
represents an unsafe set, one can use established forward
reachability algorithms for computing outer approximations
of linear systems [10], [18] and nonlinear systems [19], [20].
If on the other hand, the target set is a goal set, we require
to compute an inner approximation, for which there also exist
many methods for linear systems [3], [18] as well as nonlinear
systems [21]-[25]. Since this very special case is not the focus
of our work, we do not discuss the different approaches here
and instead refer the interested reader to the overviews in the
cited literature.

B. Hamilton-Jacobi Reachability

A well-established framework for computing minimal and
maximal reachable sets is commonly referred to as Hamilton-
Jacobi (HJ) reachability: It is based on the proof that the
reachable set of a continuous-time dynamical system is the
zero sublevel set of the Hamilton-Jacobi-Isaacs partial dif-
ferential equation (PDE) [26, Thm. 2]. The value function
of the sublevel set is evaluated over a gridded state space,
thus the computation scales exponentially with the system
dimension [27]. Still, the framework is very versatile, covering
the general case of nonlinear dynamics with all variations
of competing inputs and disturbances as presented in our
subsequent overview of minimal and maximal reachability.

C. Minimal Reachability

1) Unperturbed Case: The unperturbed minimal backward
reachable set is defined by

Rv(—T) = {.’IJO e R" ’Vu() ceU3dter:
f(t;l’o,u('),()) € Xend}-

The scalability issue of HJ reachability has first been tackled
for time-point solutions by decomposing the dynamics into
subsystems and reconstructing the full solution thereafter [28],
which was later generalized to time-interval solutions [29].
However, these approaches did not provide rigorous results
for cases with conflicting controls between subspaces, which
was later addressed [30].

2) Perturbed Case: An approach for decoupled dynamics
has been presented in [31]. In the context of systems coupled
by multi-agent interaction, the decoupled computation has
been augmented by a higher-level control using mixed integer
programming [32]. Moreover, a deep neural network has been
trained to output the value function describing the reachable
set, which improves the scalability but invalidates all safety
guarantees [33]. Other ideas to improve performance include
warm-starting and adaptive grid sampling [34].

(33)

D. Maximal Reachability

1) Unperturbed Case: The unperturbed maximal backward
reachable set is defined by

Rg(—T) = {x'() cR"” ’ Hu() ceUFter:
§(t; -7:0’“(')70) € Xend}-

This is equivalent to the forward reachable set for the time-
inverted dynamics # = —f(x) using the target set as the
start set [35, Lemma 2]. As a consequence, all algorithms
computing inner approximations for dynamical systems with
inputs are applicable, including [23] and [36, Sec. 4.3.3]
reviewed in Section IV-A. Another approach rescales an initial
guess until the forward reachable set is contained in the
target set [37]. For polynomial systems, sum-of-squares (SOS)
optimization can be used to compute polynomial lower (and
upper) bounds on the reachable set [35].

2) Perturbed Case: Algorithms using set propagation exist
for both linear and nonlinear discrete-time systems, with
ellipsoids [38] or zonotopes [39], [40] as a set representation.

(34)



The original HJ reachability was introduced in [26] for the
set Ray(—t), with extensions such as decoupling approaches
[17] attempting to alleviate the computational burden. For
dissipative control-affine nonlinear systems, one can compute
the backward reachable sets via SOS programming [41],
followed by synthesizing a controller to steer the states into the
target set. This algorithm has been improved by merging both
steps into one, including accommodation of control saturation
[42]. An extension covers a more general class of perturbations
represented by integral quadratic constraints [43].

An extended definition requires the trajectories to remain
within a state constraint set X C R™ at all times:

Ray x(—7) == {20 € R"| Ju(-) € UVw(:) €W
e &t wo, ul-), w(-)) € Xena,
Vt/ S [Oatend} : f(t’;:z:o,u(~),w(~)) € ‘)E}’

where t.,q is the upper bound of the time interval 7. HJ
reachability supports this definition [44]—including a time-
varying state constraint set [45]—as do SOS approaches by
solving a single semi-definite program [46].

E. Related Concepts

A related concept is the viability or discriminating kernel:

Definition 8 (Viability/Discriminating kernel [47, Def. 6], [48,
Def. 2]). The discriminating kernel of a set kL C R™ is

D(1,K) := {xo € K|Vw(-) € WIu(-) eUVt €T
&t o, ul), w() € K}

It contains all initial states in K, where for all potential
disturbances w(-) there exists an input trajectory u(-) to
keep the state in K over the time interval T. Omitting the
disturbance w(-) yields the viability kernel V(KC). O

Inner approximations of the viability kernel for linear sys-
tems can be computed using ellipsoids [47], [49] or polytopes
[50] as a set representation. The ellipsoidal methods have later
been extended to computing the discriminating kernel in [48].

Another perspective is the computation of forward mini-
mal/maximal reachable sets, where the quantifiers are equal
to Definitions 6 and 7, but the start set is given instead
of the target set. To this end, Kaucher arithmetic has been
applied [51] as well as contraction of an outer approximation
computed using Taylor models [23].

Our overview of the related literature shows that Defini-
tions 6 and 7 represent general cases for minimal and maximal
backward reachable sets. In the next sections, we present the
first propagation-based approach to compute inner and outer
approximations of these sets for systems of the form in (28).

V. MINIMAL BACKWARD REACHABILITY ANALYSIS

In this section, we compute inner and outer approximations
of the time-point minimal backward reachable set Ry3(—t)
(29) in Section V-A as well as an outer approximation of
the time-interval minimal backward reachable set Ry3(—7)
(30) in Section V-B. We will also show that the runtime
complexity of the presented algorithms is polynomial in the

state dimension n and discuss the approximation errors of the
computed sets. Finally, we briefly highlight simplifications for
the unperturbed cases Ry(—t) and Ry(—7) defined in (33).

A. Time-Point Solution

We base our computations of the time-point solution
Rva(—t) on the following proposition:

Proposition 3 (Minimal time-point backward reachable set).
The backward reachable set Ry3(—t) defined in (29) can be
computed by

Rua(—t) = e ((Xeona & —Zw (1)) © Zu(1)).

Proof. This is a continuization of the discrete-time case proven
in [38, Thm. 2.4]. O

(35)

Note that the above proposition holds independently of the
chosen set representations. Next, we show how to compute
approximations in polynomial time under the assumption that
the target set X, is given as a polytope, while the particular
solutions Zyy(t) and Zy,(t) are represented by zonotopes.

1) Outer Approximation: The main difficulty in evaluating
(35) is the Minkowski sum of a polytope in halfspace rep-
resentation and a zonotope, for which there exists no known
polynomial-time alggrithml. We overestimate the influence of
the disturbance by Zyy(t) 2 Zy(t) using (23) and underes-
timate the influence of the control input by Z,(t) C Z(t)
using (24). The following proposition provides a scalable yet
outer approximative evaluation for the Minkowski sum of a
polytope in halfspace representation and a zonotope:

Proposition 4. (Outer approximation of Minkowski sum)
Given a polytope P = (H,d)y C R™ with h constraints and
a zonotope Z C R"™, their Minkowski sum can be enclosed by

POZCPOZ:=(H,d+d)y,
Vi€ Ny dgy = ,0(27 H(j)) ,
where we introduce the operator & to distinguish this oper-

ation from the exact Minkowski sum. The runtime complexity

is O(hny).
Proof. See Appendix. U

(36)

The resulting set in (36) can be further tightened by addi-
tional support function evaluations?. Using Proposition 4, we
obtain an outer approximation of (35) by

Rua(—t) 2 e (Xea & — 2w (1)) © Zu(t))

CONCON ~ .
C e (X ® —Zw(t)) © Zu(t))
Proposition 4 _ A /\ —~ - ~

e ((Xena © = 2w (1)) © Zu(t)) =: Rya(—t),
(37

1Other polytope representations, e.g., the Z-representation [36, Sec. 3.3],
allow for computing the Minkowski sum with a zonotope in polynomial time,
but we require the halfspace representation for the subsequent computation
of the Minkowski difference.

2In fact, incorporating all infinite directions £ € R™ with ||£]|2 = 1 would
return the exact result P @ Z since any compact convex set is uniquely
determined by the intersection of the support functions in all directions [2].



resulting in a polytope representing ﬁvg(—t).

2) Inner Approximation: We now underestimate the influ-
ence of the disturbance by Zyy(t) C Zyy(t) and overestimate
the influence of the control input by Z(t) O Z,(t). Using
the following re-ordering relation for the compact, convex,
nonempty sets S1,S2,S3 C R™ [39, Lemma 1(i)]

(81 EBSQ) 083D (81 @83) & S,

we can inner approximate (35) by

(3%)

Rvﬂ(—t) (2) eiAt((Xend 2] _ZW(t)) © ZM(t))

(23), (24) A - ~
D) (& /((Xend (&) _ZW(t)) S ZM(t))

D (€2 (Xna © Bu(1) © —Zpw (1)) = Roa(—0),
(39)

where we evaluate the Minkowski difference X.pq © é\u(t)
by (11) and convert the resulting polytope to a constrained
zonotope using (17) to efficiently evaluate the Minkowski sum
with —Zy (t)

3) Runtime Complexity: Under Assumption 1 and follow-
ing Table I, the outer approximative Minkowski sum from
Proposition 4, the Minkowski difference, and the linear map
in the computation of the outer approximation Ryz(—t) are
all O(n?), while the computation of the inner approximation
Rva(—t) is dominated by the conversion to a constrained
zonotope, which is O(n*).

4) Approximation Error: Both approximations have a non-
zero approximation error even in the limit A¢ — 0 due to
using Proposition 4 and the re-ordering in (38), respectively.
For the more important outer approximation Ry3(—t), the
approximation error can be made arbitrarily small in all
directions selected for the evaluation of Proposition 4 as the
particular solutions converge to their exact counterparts in the
limit At — 0 by Proposition 1.

5) Unperturbed Case: Let us briefly discuss the unperturbed
case where W = {0}. Here, we compute the backward
reachable set defined in (33) with 7 = ¢, for which (37) and
(39) simplify accordingly. We can compute inner and outer
approximations in O(n?), whose approximation error depends
on the approximation of the particular solution, which can be
made arbitrarily small according to Proposition 1.

B. Time-Interval Solution

For the time-interval solution Ry3(—7) as defined in (30),
we compute an outer approximation enclosing all states that
cannot avoid entering the unsafe target set A.,q. We reformu-
late the definition in (30) to obtain

Rea(-7)= [ Ra(-m;u"(-),

u*(-)eU

(40)

where
Ra(—m;u*() i= {zo ER"|Iw() e Wt eT:
&(t; 0, u™(-),w(-)) € Xena}
(41)

is the forward reachable set for the time-inverted dynamics
using a single input trajectory u*(-) € U, which is equivalent

lo %A p(Res(-ru1()). 1)

Ry3(=7;5u0(-))

Fig. 2. Computation of an outer approximation of the minimal back-
ward reachable set Ryg(—7) by intersection of multiple backward
reachable sets for specific input trajectories (shown for two trajec-
tories uo(-),u1(-)): The set Rya(—7;uo(-)) is intersected with
the halfspace constructed by the support function of the other set
Rva(—7;u1(-)) in the direction £1, while the input aims to maximize
the extent of the set in the direction —£;.

to (34) by replacing u by w. Consequently, the set Ry3(—7)
is the intersection of the sets R3(—7;u(-)) for all potential
input trajectories u(-) € U. Next, we show how to compute
an outer approximation of (40).

1) Outer Approximation: The reachable set R3(—7;u*(-))
in (41) can be enclosed using standard methods [9, Sec. 3.2]:

Ra(-mw'() = |J Ral=msu’()
ke{0,..w—1}
ﬁg(—Tk;u*(')) = conv(e A1 CZ( Xupa), €A CZ (X))
B Fe A 1C7( Xong) ® —Zpy(—T1)
$5) —é\u(—ﬂc),

(42)

(43)

where w is the number of time intervals in 7 = 7o U...U7,_1.

Our main idea is to compute an outer approximation of
the reachable set for a single input trajectory and enclose the
reachable sets for a finite number of other input trajectories
by a polytope before evaluating the intersection in (40).
Figure 2 illustrates this process: First, we compute an outer
approximation of R3(—7;up(-)) by (43) for the center input
trajectory V¢ € 7 : u(t) = cen(U) denoted by ug(-). Next,
we intersect this solution with a polytope P = (N,p)y
constructed via support function evaluations of reachable sets
R3(—T7;u;j(-)) computed using a finite number of other input
trajectories wu;(-) € U,j € Njg4 in a set of directions
{l1,...,£,}. These input trajectories are chosen such that the
extent of the reachable set R3(—7;u;(-)) is maximized in the
opposite direction —¢. We evaluate the support function of
the corresponding additional reachable set in each direction
Zj,j S N[lyq], ie.,

p(Ra(-mu,()).;)
= max {p(Xena, (e7 %)), p(Xena, (e 4+1)T0) } (44)
+ p(ZAW(*Tk)yf) - P(éu(*tk), *f) ,

and take the maximum value over all w steps to construct
the polytope P for intersection with R3(—7;ug(-)). Next, we
prove that the outlined procedure indeed computes an outer
approximation:



Theorem 1 (Time-interval minimal backward reachable set).
Let the subset U C U be composed of q € N input trajectories.
The time-interval minimal backward reachable set (30) can be
outer approximated by

ﬁva(—T) = U

ke{0,...,w—1}

(Ra(—m;u0(-) N (N, p)rr) (45)

where Ra(—7;uo(-)) is computed by (42) using the center
trajectory uo(-), for which ¥Vt € 7 : u(t) = cen(U) holds,
and

V] € N[l,q] : N(j,.) = é;,
. (46)
min

Vi €Npg i py) = ie{l,....q}

P(Ra(*ﬁui('))afj)
constructs a polytope via support function evaluations of the
outer approximation R3(—;u;(-)) of the backward reachable
set (41) using each of the q input trajectories in U.

Proof. See Appendix. O

Algorithm 1 implements Theorem 1: In the main loop,
we iteratively compute an explicit outer approximation
Rs(—7;u*(-)) of time-inverted dynamics #(t) = —AZ(t) —
Bcen(U) — Ew(t), where we account for the center input
trajectory V¢ € 7 : u*(t) = cen(U). Furthermore, we choose
the maximizing directions for the other input trajectories
u(+) € U in positive and negative axis directions and propagate
the corresponding support functions of an outer approximation
for the time-inverted dynamics (lines 12-14). Ultimately, the
intersection of the constructed polytope with the outer approx-
imation 7/?\,3(—7') (line 16) yields the outer approximation of
the time-interval minimal backward reachable set 73\73(77).

2) Runtime Complexity: Under Assumption 1, the domi-
nating operations are the conversion of the target set Aipnq
to a constrained zonotope in line 3 and the intersection in
line 16, which are both O(n*) according to Table 1. All other
operations are O(n?).

3) Approximation Error: The approximation error of the
intermediate result R3(—7;u*()) in (42) converges to 0 for
At — 0, since the particular solution Zy(t) converges to
the exact solution Zyy(¢) by Proposition 1, the error term
Fe Ate+1C7(Xupg) converges to {0} as lima; 0 F = [0, 0]
[14, Lemma 3], and all sets are closed under the applied
set operations. For a zero approximation error everywhere,
one would have to consider all combinations of directions
of the support function of the particular solution Z(t) and
directions, in which to compute the intersection with R3(—7).

4) Unperturbed Case: Setting W = {0} removes every
occurrence of the particular solution Zy(¢) in Algorithm 2.
This leaves the runtime complexity and approximation error
unchanged.

VI. MAXIMAL BACKWARD REACHABILITY ANALYSIS

In this section, we compute an inner and an outer approx-
imation of the time-point maximal backward reachable set
Rav(—t) (31) in Section VI-A as well as an inner approx-
imation of the time-interval maximal backward reachable set
Rav(—7) (32) in Section VI-B. For all computed sets, we

Algorithm 1 Minimal time-interval backward reachable set
Require: Linear system & = Ax+ Bu+ Ew, target set Xepg =
(H,d)y, input set U = (c,,G,)z, disturbance set W =
(Cw, Gw)z, time interval T = [to, tena], steps w € N
Ensure: Outer approximation of the time-interval backward
reachable set Ry3(—7)

1: At < (tena — to)/w, w < cen(W) + cen(U)

2: WQ < <0, Gw>Z, MQ < <0, Gu>Z

3: F + Eq. (19), CZ + CZ(Xena) > see (17)
4: N + [In —In]T, q+ 2n,Vj € N[Lq]: Py & o0
S ~
6

. pre-compute ZAWO(—At) and 2y, (—tp) > see (23), (25)
: Vj € Np1 g): pre-compute p ZAWO(—tO),N(—;,.)) and
p(Zus(~t0). =N(,)) > see (6), (), (25)

7: for k< 0tow —1 do

8: L1 te+ AL T [tr, tet]s é\w(ka) < Eq. (26)
9: é\WO(*thrl) — Z\Wo(ftk) D €_Atk§W0(fAt)
1L0: Z:w(—ﬂc) — Zyy, (—the1) ® Zu(—7k)
11: Ra(—7) « conv(e At+1CZ e=Atr(C2)

O Fe Ai+1CZ @ — Zyy(—75)

12: Vj € N q: propagate p(ZAW(—Tk),N(—;,,)) and

p(Zu(~tisn), =N ) > see (6. (D)

13 V€ Npg: p(ﬁa(—rk),N(;_)) < Eq. (44)

14: V] € N[lyq]: PG < min {p(j), p(']\ég(ka), N(—Ij—y))}
15: end for
16: Rus(—7) = UpZo Ra(=7) N (N, p)u > see (16)

show that the runtime complexity is polynomial in the state
dimension n and discuss the approximation errors. Finally,
we also compute the unperturbed cases R3(—t) and R3(—7)
defined by (34).

A. Time-Point Solution
We base the computation of the backward reachable set
Rav(—t) on the following proposition:

Proposition 5 (Maximal time-point backward reachable set).
The backward reachable set Ray(—t) defined in (31) can be
computed by

Ray(—t) = e ((Xens © 2w (1)) & —Zu(t)).

Proof. This is a continuization of the discrete-time case proven
in [38, Thm. 2.4]. O

47)

The formula above holds independently of the chosen set
representations. Next, we compute approximations of (47) in
polynomial time assuming a polytopic target set X.,q and
zonotopic particular solutions Zyy(t) and Z(t).

1) Outer and Inner Approximation: While the Minkowski
difference Xena © Zyy(t) in (47) can be evaluated efficiently
using (11), the following Minkowski sum of the resulting
polytope with the zonotope —Zy,(t) is prohibitively slow. We
overcome this issue by converting the polytope Xeng © Zyy(t)



to a constrained zonotope using (17). For an outer approxi-
mation, we underestimate the influence of the disturbance by
Zw(t) C Zyy(t) and overestimate the influence of the control
input by Zy,(t) 2 Z,(t):

Rav(—t) = e 4 ((Xena © 2w (1)) & —2u(t))
(23)§(24)6_At(cz(.)(end S Z/W(t)) & —ZAU(t)) = ﬁﬁv(_t)
(43)

and vice versa to compute an inner approximation:

Rav(—t) = e ((Xena © 2w (1)) ® —Zu(t))
B A (02 (X © B (1) @ — Zua(t)) = Rw(—1).
49)

2) Runtime Complexity: Under Assumption 1, the dominat-
ing operation in (48) and (49) is the conversion to a constrained
zonotope, which is O(n*), as the Minkowski sums, Minkowski
differences, and linear maps are at most O(n?).

3) Approximation Error: Since the respective sets are closed
under the applied operations, the entire approximation error is
incurred by the outer and inner approximation of the particular
solutions. Since these approximations converge to their exact
counterparts in the limit At — 0 by Proposition 1, the
approximation errors of Ray(—t) in (48) and Ray(—t) in (49)
also converge to 0 as At — 0.

4) Unperturbed Case: For the unperturbed case with WW =
{0}, the formulae (48) and (49) for outer and inner approxima-
tion simplify accordingly to compute R3(—t), see (34) with
7 = t. This yields the same runtime complexity and behavior
of the approximation error in the limit At — 0 as above.

B. Time-Interval Solution

For the time-interval solution Ray(—7) as defined in (32),
we want to compute an inner approximation so that all states
are guaranteed to reach the target set X.,q. Our main idea
is to inner approximate the union of time-point solutions
U.e- Rav(—t), which by Proposition 2 is an inner approx-
imation of the time-interval solution Ray(—7). We now show
how to compute this inner approximation in polynomial time.

1) Inner Approximation: We require the following lemma:

Lemma 1 (Distributivity of Minkowski difference over con-
vex hull). For three compact, convex, and nonempty sets
S1, 82,83 C R™, we have

COnV(Sl 683,856 83) - COHV(Sl,SQ) o Ss.
Proof. See Appendix. O

Next, we exploit the superposition principle to inner approx-
imate the union of time-point solutions over a time interval 7:

Theorem 2 (Maximal time-interval backward reachable set).
The union of maximal time-point backward reachable sets

U Rav(~t) = {4 (Xena © B (1)) & —Zu(1)) |t € 70}
tETK (50)

Algorithm 2 Maximal time-interval backward reachable set
Require: Linear system & = Ax+ Bu+ Ew, target set Xepg =
(H,d)y, input set U = (c,,G,)z, disturbance set W =
(Cw, Gw)z, time interval T = [to, tena], steps w € N

Ensure: Inner approximation of the time-interval backward
reachable set Ray(—7)

1. At (tena — to)/w, w + cen(W), Wy < (0,G )z

2: pre-compute Zu(to) and 21/\/0 (to) > see (23), (24), (25)
3 /7 ][(eA2 = 1,)Gll2 > G and 7 from box(Xena)
41 Py Xong © Fbox(Xend) © B, > see (19), (21)
50 Py ¢ M Xppq © Foox(Xena) © B, > see (19), (21)
6: for k< 0Otow—1do

7: L1 <t + A, T, < [tk tet]

8 Zyu(tisr) < Zulte) ® e Zy(At)

9 Zyyy(trr1) < B (tr) @ €A% 2y, (AL)

100 Zy(1k) < Eq. (26), 2y (1) < 2w, (ter1) ® Zo(7h)
11:  CZ « conv((CZ(P1© Zw(m)),CZ(P2 © Zpw(11)))
122 Ray(—m,) « e A+1(CZ @ —Zy ()

13: end for

14: Ray(—7) = UpZg Rav(—%)

over T, = [tk,tp+1] can be inner approximated by
fégv(—Tk) = e~ Ath41 ( — éu(tk) (&)
conv(CZ(Xend © Foox(Xend) © B, © ZAW(T;C)),
CZ(eA2 Xopg © F 0% (Xend) © B © Zpw(11)))),

(D

where all variables are computed as introduced in Section II-
C. The union over all w steps, that is,

Raw(-7)= |J Rav(-m),
ke{0,...,w—1}

is an inner approximation of the time-interval backward reach-
able set Ray(—T) in (32) over the time interval T = [to, tonal-

Proof. See Appendix. U

Algorithm 2 implements Theorem 2, where we explicitly
consider the more general case of a time interval 7 = [tov,tend]
with o > 0: We pre-compute the particular solutions Zy (t)
and Zyy(t) until time ¢, in line 2 and pre-compute the
polytopes P1, P2 (lines 4-5) that are used for inner approx-
imating the time-interval homogeneous solution, see (21).
The main loop computes all individual backward reachable
sets Ray(—7x) following Theorem 2, whose union (line 14)
yields the inner approximation of the time-interval maximal
backward reachable set Ray(—7).

2) Runtime Complexity: Under Assumption 1 and following
Table I, only the operation box(Xuq) is O(n*), as the two
following insights allow us to remove all other linear programs
from Algorithm 2, which occur in line 11:

1) According to [12, Thm. 3], the exact conversion oper-
ation CZ(P) in (17) works with any enclosure of P.
Hence, we can use the pre-computed set box(Xenq) in



all steps as
Vt e T, Vi€ {1,2} : Pi © Zy(t) C box(Xena).

2) The conversion CZ(P) only requires the support func-
tion evaluation of P for the intersection (16). Hence, we
apply the identity (8) to obtain for i € {1,2} :

p(Pi© Zw(t),~€) = p(Pi,—0) = p(Bw(t). ).

As Py and P are constant, this simpliﬁAes to the efficient
evaluation of the support function of Zyy (tx+1).

As a consequence, increasing the number of steps w and
thereby improving the tightness is only O(n?).

3) Approximation Error: By Proposition 1, the particular
solutions ZW(tk;+]) and Zu (tx) converge to their exact coun-
terparts at time ¢y in the limit A¢ — 0. Moreover, the sets
Py and P2 converge to Xea as lima—0 F = [0,0] by [14,
Lemma 1] and lima;—o pt = 0. Consequently, the computed
individual time-interval solutions Ray(—7x) converge to the
exact time-point solution Ray(—tg) in the limit At — 0.
However, a non-zero approximation error remains even in
the limit as the union of time-point solutions is an inner-
approximation of the time-interval solution by Proposition 2.

4) Unperturbed Case: As mentioned in Section IV-D, the
unperturbed case is equivalent to computing the forward
reachable set as defined in Definition 5 for the time-inverted
dynamics @(t) = —Ax(t)— Bu(t). For W = {0}, Algorithm 2
simplifies to computing an inner approximation of this forward
reachable set in O(n*). In contrast to above, the approximation
error of the unperturbed case does indeed converge to O in the
limit At — 0 [14, Thm. 1].

VIlI. NUMERICAL EXAMPLES

We implemented our algorithms using the MATLAB tool-
box CORA [52] for set-based computing and MOSEK? for
solving linear programs. All computations are carried out on
a 2.60GHz six-core i7 processor with 32GB RAM.

A. Pursuit-Evasion Game

First, we compare the results with the Python implemen-
tation* of the state-of-the-art Hamilton-Jacobi reachability
analysis on a 4D pursuit-evasion game defined by the double
integrator dynamics with [31, Eq. (24)]

01 0 0 0 0 0 0
00 0 O 10 -1 0
A= 0 0 01 , B= 0 0  B= 0 0
00 0 O 0 1 0 -1

The state is comprised of the relative positions and velocities
in the horizontal and vertical plane, while the control inputs
and disturbances represent the corresponding accelerations of
Player 1 and Player 2, respectively. We examine both minimal
and maximal reachability: In the minimal case, we look for all
initial states from which Player 1 cannot avoid collision with
Player 2, whereas the maximal case finds all states enabling

3 Available at https://www.mosek . com.
4 Available at https:/github.com/Stanford ASL/hj_reachability.
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Fig. 3. Projections of the time-interval minimal backward reachable set
for the pursuit-evasion game in Section VII-A using Umax and Wmax-
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Fig. 4. Projections of the time-interval maximal backward reachable set
for the pursuit-evasion game in Section VII-A using U max and Wmax.

Player 1 to catch Player 2. The target set Xena = (0,14)z
defines a collision between the players and we consider a time
horizon of 7 = [0, 1]. For the computation of the minimal
time-interval backward reachable set, we use
)
21/ z

o= (5 1), =)

while the maximal backward reachable set is computed for

umax = ) > ) Wrﬂax = 10 ) 10
< H {0 21/ 0710 51/,

giving different steering capacities to each player.

A total number of w = 100 steps is used for the evaluation
of both Algorithm 1 and Algorithm 2. The grid for the HJ
reachability covers the plotted domain of [—1.5,1.5] along
all four dimensions and consists of ng4iq grid points in each
dimension. Recall that we want an inner approximation of the
maximal backward reachable set ﬁav(—T ) and an outer ap-
proximation of the minimal backward reachable set Ry3(—7):
Hence, we plot only the grid points with a negative value
function to represent Rgv( 7); for RVH( 7), we plot all grid
points with a negative value function evaluation as well as their
neighbors in all directions (also diagonally) with nonnegative
values.

Figure 3 and Figure 4 show projections of the minimal and
maximal backward reachable set, respectively, computed by
Algorithm 1 and Algorithm 2, as well as via HJ reachability
using ngig € {15,35} grid points per dimension. The plotted



grid points indicate that the outer approximation ﬁvg(—T)
tightens with finer sampling, while the inner approximation
Ray(—7) widens. The computation of Rys(—7) using Algo-
rithm 1 takes 0.27s and the computation of Ray(—7) using
Algorithm 2 takes 2.2s. For the minimal and maximal HJ
reachability, the time required to evaluate all grid points is
similar: 1.6s for ngiq = 15 and 58s for ngiq = 35. A finer
sampling of ngiq = 55 grid points per dimension results in
computation times of over ten minutes due to the exponential
increase in the total number of grid points.

The pursuit-evasion game shows similarly tight results ob-
tained by our proposed algorithms compared to HJ reacha-
bility. While the runtime complexity of our proposed algo-
rithms only scales linearly with the number of time steps,
the computation time of HJ reachability strongly depends on
the partitioning on the grid, as it suffers from the curse of
dimensionality. Furthermore, the grid has to cover the domain
of the backward reachable set, which ultimately requires
knowledge about the solution before computing it. This is not
the case for our proposed backward reachability algorithms.

B. Ground Collision Avoidance

Next, we examine the computation of the minimal backward
reachable set by analyzing the effects of altering the input
or disturbance capacities. To this end, we use a linearized
longitudinal model of a quadrotor [53, Eq. (42)]

001 0 O 0 0 0 0 0
0001 0 0 0 0 0 0
loooo0o g o0 o o 1o
A= 00 00 O 0 B = K 0 B = 0 1
0000 O 1 0 0 0 0
00 0 O *do *dl 0 no 0 0

with g = 9.81,dg = 70,d; = 17, K = 0.89/1.4, and ng = 55.
In order, the states represent the horizontal position, vertical
position, horizontal velocity, vertical velocity, roll, and roll
velocity. For our ground collision avoidance scenario, we want
to avoid any state zo < 0.1 with a negative velocity z4 < 0.
Since the target set Ag,q has to be bounded, we constrain the
other states inspired by [53, Sec. 6.1]:

T
] 2 20 2

Fa = ([0 45 0 -3 00) aing[} £ 14 5 30),
The control inputs are the total normalized thrust and the de-
sired roll angle, while the disturbances represent linearization

errors. Inspired by [53, Eq. (45)], we bound these values by

U=([#0] ,diag[C3 F]),
W = ([0 0], diag [0.2760, 0.3668]),

]T

where the scaling factors ( € R and ¢ € R allow us to design
cases with different input and disturbance capacities.

Figure 5 shows the time-interval minimal backward reach-
able sets for 7 = [0,0.5] computed using Algorithm 1 with
w = 200 steps for three different pairs of ¢ and ¢:

o 7%\93)(—7): W =1, oM =10
e RA(=r): (P =1, 9@ =1
e RY(=7): (¥ =2, 6@ =1

The computations times are 3.8s, 3.4s, and 1.9s for the three
cases. As expected, the projections show that ﬁ\%)(—T) D)
75\(,23)(—7') D 75\(,33)(—7') since the input capacity increases via
¢ < ¢@ < ¢B) and the size of the disturbance set W
decreases as (1) > (2 > »(3) In the leftmost projection, we
see that 7%\(,1)(—7) extends furthest in +x, and +x3 because
the disturbance w; is larger than in the other cases and forces
more states to enter the target set. As indicated by the middle
and £i§htmost plots, an increase of the input capacity of u;
for RVSH)(*T) allows more states to avoid the target set Xpq
in comparison to 73\%)(—7'), which is affected by the same
disturbance set. Also note that the leftmost projections of
75\(,23)(—7') and 73\(133)(—7') are identical because the input u;
neither directly nor indirectly influences these dimensions.
Moreover, the middle plot shows that no state with positive
vertical velocity x4 that is unable to avoid the target set. In
summary, the chosen example nicely demonstrates the effect
of different input capacities and disturbances on the size of
the minimal backward reachable set.

C. Terminal Set Reachability

In this subsection, we analyze the computation of the
maximal backward reachable set. To this end, we use a
12-dimensional quadrotor system linearized about the hover
condition [54, Sec. 2]. The state matrix A € R2X12 and
the input matrix B € R2X* are given in [54, Appendix Al,
while the disturbance matrix £ € R'2*3 is all-zero except
for F41) = Ei,2) = Ee3) = 1 as in [55, Sec. V-D]. To
highlight the relation of maximal reachability with controller
synthesis, we choose a so-called safe terminal set [56, Sec. IV-
A] as our target set: For each state in the safe terminal set,
there exists a stabilizing controller such that the state remains
in the safe terminal set at the next time step and, by induction,
for all times. Our maximal backward reachable set contains
all states that can be steered into the safe terminal set despite
worst-case disturbances.

Using the approach in [56] implemented in the MATLAB
toolbox AROC [57], we obtain the safe terminal set (0, G)
whose generator matrix G (tabulated in the Appendix in
Figure 7) is square and full-rank. Hence, the set (0,G) is
a parallelotope and can be easily converted into the polytope
XNena as required by Algorithm 2. We define the input set and
disturbance set as [55, Sec. V-D]

U= <[—3.715 00 O]T ,diag [6.095 C(l) C(g) C(3)]>Z
W = (0,diag [v(1) (2) 03)]) 4

where the scaling factors ¢ € R? and ¢ € R3 allow us to
compare the backward reachable sets obtained for different
input capacities and disturbances.

We compute the time-interval maximal backward reachable
set for a time horizon 7 = [0, 1] using w = 500 steps. Figure 6
shows various projections for different values of ¢ and ¢:

« RO (=) ¢V =[0.50505]", oW =[000]"

« RO(=7):¢® =[1075025]", o@ =[000]"

e R (=) ¢® =[111]7, o® = [0.05 0.025 0.01] "
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Fig. 5. Projections of the time-interval minimal backward reachable set for the ground collision avoidance scenario in Section VII-B.
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Fig. 6. Projections of the time-interval maximal backward reachable set for the quadrotor system in Section VII-C.

The computation time is 4.1s in all three cases. First of all,
we notice that the backward reachable sets are symmetric with
respect to the origin along some dimensions, which is caused
by the symmetry of the input set and the disturbance set—
except for u() € [—9.81,2.38], which becomes apparent in
the projection onto the x3-z¢ axes. The sets 7\€(31v)(—7') and

7\1/(32\,)(—7') are computed without any disturbance. Hence, the

~(2 ~(1
backward reachable set R;V)(—T) encloses R(ﬂv)(—T) in the
first two projections from the left since the contributing part
of the input set U is larger: i € {1,2} : C((il)) > C((?)). In
constrast, the opposite containment holds true for the rightmost
e T ) .
projection as C(g) > C(3) . This follows our expectation because
more input capacity can steer additional states into the target
set, thereby enlarging the maximal backward reachable set.

The computation of 7%;?(—7) takes a non-zero disturbance
into account, but also increases the input capacity compared
to fé;@ (—7): The first three projections show a much smaller
backward reachable set as the additional input capacity is
outweighed by the disturbance. In contrast, the relatively small
disturbance @8) does not affect the reachable set size in the
rightmost projection too much but results in a slightly rotated
set in comparison with 7%;1\,)(77) in combination with the in-
creased input capacity. In summary, this example demostrates
well how different input capacities and disturbances affect the
size of the maximal reachable set.

D. Scalability Analysis

Finally, we analyze the scalability of our backward
reachability algorithms. To this end, we choose the scal-
able platoon benchmark [58], whose dynamics are given
in [58, Eq. (9)], where we choose v = 2 as in [58,
Sec. 2.4]. For a number of trucks 6, the state vector is
z(t) = [zM@)T gc(”)(t)T]T € R¥ with 20 =
[eD)(t) eW(t) a(j)(t)]T, where ¢()(t) is the relative po-
sition between truck j — 1 and j shifted by a safe distance,
¢U)(t) is the relative velocity between truck j — 1 and j, and
al)(t) is the acceleration of the jth truck. The input u(t) € R?
concatenates the individual input accelerations u(7) for all @
trucks. The disturbance w(t) € R is the acceleration of the
leading truck.

We use ¢t = 2 and 7 = [0, 2] for the time-point and time-
interval backward reachable sets, respectively, and w = 100
as the total number of steps. The target set is composed of the
Cartesian product of the individual target sets for each truck,
which are Xpg = [—20,0lm x [3,10jms™! x [1,5/ms~? in
the minimal case and Xyq = [0,20]m x [—1.5,1.5]ms ™! x
[-1,1)ms~2 in the maximal case. In both cases, the input
acceleration of each truck is bounded by [—5, 1]Jms~2 and the
acceleration of the leading truck by [—0.5,0.5/ms~2.

In Table II, we show the computation time for evaluating all
four time-point and time-interval backward reachable sets for
an increasing number of trucks 6. Unsurprisingly, the computa-



TABLE Il
COMPUTATION TIMES FOR PLATOON BENCHMARK FOR INCREASING
STATE DIMENSION 1 AND INPUT DIMENSION m.

n m Rvg(—t) Rvg(—T) Rav(—t) Rgv(—T)
15 5 0.02s 0.27s 0.13s 0.24s
30 10 0.02s 0.35s 0.18s 0.36s
51 17 0.03s 0.66s 0.27s 0.71s
99 33 0.05s 2.0s 0.52s 2.4s
150 50 0.11s 4.1s 0.98s 4.4s
300 100 0.42s 15s 3.4s 20s
600 200 2.3s 76s 19s 92s
999 333 8.8s — 70s —
2001 667 76s — — —

tion of ﬁvg(ft) is always fastest since it is the only algorithm
that scales with O(n3). Second is the other time-point solution
Rav(—t) due to only one operation being O(n*). Compared
to the time-point solutions, the computation of both time-
interval solutions is more time-consuming, largely due to
the numerous linear programs and concatenation of large
zonotope generator matrices. In summary, this evaluation of
the scalable platoon benchmark demonstrates the polynomial
runtime complexity in the state dimension of all our backward
reachability algorithms, enabling the analysis of very high-
dimensional linear systems.

E. Discussion

Let us now address some critical aspects regarding our pro-
posed backward reachability algorithms: First of all, the target
set Xeng has to be represented as a polytope. While the manual
design of polytopes is quite intuitive, the target set may come
from another algorithm and thus be represented by a different
set representation, which needs to be converted to a polytope.
For minimal reachability, one wants an outer approximation
of the original set, whereas maximal reachability requires the
converted polytope to be contained in the original set—both
cases can be handled via optimization, e.g., using support
function evaluations (9) to obtain an enclosing polytope.

As discussed in the respective subsections, the approxima-
tion errors of all backward reachable sets except the time-point
maximal backward set are non-zero even in the limit At — 0.
Still, one can tighten the time-point and time-interval minimal
backward reachable sets in arbitrary directions by additional
support function evaluations. These directions will be cho-
sen according to the demands of the considered application
scenario. For the time-interval maximal backward reachable
set, the approximation error entirely depends on the tightness
of the containment in Proposition 2. For large disturbances,
the forward reachable set of a given initial state may not be
contained within the target set at any specific point in time, but
still pass through the target set over a time interval. This would
make that initial state part of the time-interval solution, while
excluding it from the time-point solution. Further investigation
into this issue is required to formally capture the notion of
one set passing through another, which is different from both
containment and intersection.

Since we know that there exists a control input to steer each
state of the maximal backward reachable set into the target
set, a natural next step is the extraction of such a controller
as in [39, Sec. IV-B.2)]. The sets in our work are limited to
feed-forward controllers because we consider the effects of the
control input and disturbance separately. Instead, one can also
skip backward reachability and directly synthesize a controller,
which is a well-researched topic for linear continuous-time
systems offering a wide range of different approaches.

VIII. CONCLUSION

This article presents the first backward reachability al-
gorithms using set propagation techniques for perturbed
continuous-time linear systems. The proposed algorithms
cover minimal and maximal reachability and compute both
time-point and time-interval solutions. The runtime complexity
of all algorithms is polynomial in the state dimension. Our
evaluation shows tight results and how changes in the input
and disturbance set affect the size of the resulting backward
rechable set. Furthermore, we examined the scalability of our
algorithms by analyzing systems with well over a hundred
states within seconds, which significantly improves the state
of the art in backward reachability analysis.

APPENDIX

Proof of Proposition I: R

The approximation error in Zgs(t) as propagated by (25) is
given by the sum of the approximation errors induced by
the additional terms eA** Z5(At) [14, Proposition 2]. Each
of these additionally induced approximation errors converges
to O for A/\t — 0 [14, Lemma 2]. Thus, the total approximation
error in Zs(t) also converges to 0 in the limit At — 0. The
same reasoning holds also for the inner approximation Zs(t)
as the approximation errors in [ 14, Proposition 2] are measured
in terms of the Hausdorff distance between the outer and inner
approximation [14, Proposition 11]. (|
Proof of Proposition 4:

We insert P @ Z into (9) to obtain

P®ZC (H,du,
Vj € N dgy = p(P@ Z,H],))
= P(Pv H&-)) + P(Zv H&»))
T
=dg) + P(Z’ H(;»)) :
The runtime complexity follows from the A support function
evaluations of Z (14). O
Proof of Theorem 1I:

By considering only a finite subset of input signals Ucu,
we obtain an outer approximation:

Rya(—7) @ {zg eR"|Vu(-) eUTw(-) eWIter:
x(t; xo, u(-),w(-)) € Xend}
{xo cR"” ‘Vu() cU Jw()eWIter:
a(t; 2o, u(-), w(-)) € Xena }
m Ra(—m;u*(})) =: S1.

u*eﬁ

N

(52)



Let us denote the input trajectory V¢ € 7 : u(t) = cen(U)
by ug and the other ¢ input trajectories in U by u1,...,uq. To
evaluate S; in (52), we compute an outer approximation of
Ra(—T;up) that also encloses Ryz(—7) since

(52) “) ~
Rva(—7) € Ra(—7;u0) € Ra(—7;u0p).
Second, we incorporate all other input trajectories in U:

Si= () Ral-7iuy)
7€{0,....q}

43)  ~ ~
- (’Rg(—Tg; ug) U ... U ’Rg(—Tw,l;uo))

NR3(—7;u1) N ... N R3(—T;uq)

(

42) R
C (Ra(—70;u0) U... UR3(—=Tw—1;u0)) 5
NRa(—7;u1) N ... N Ra(—T;uy) =: Sa.

We enclose each additional set by the polytope constructed
using support function evaluations in the directions £, ..., £;:

~ ) .
Vi€ Np g : Ra(—7;uy) C (N,p(-7)>H
with N = [fl...fq]T7Vi € Njg pg)) = p('ﬁ,g(*T;Uj),Ej)
(54)

We insert this in (53) to obtain

So (524) (Ra(—703uo) U ... U R3(—Tew—1; o))
NN, pD) g 0 N (N, @)
= (ﬁa(*To;uQ) U...u 7@3(*7‘071;1110)) N(N,p)y,
where p is the minimum value as in (4§). Finally, distributing
the intersection over the union yields Ry3(—7) in (45). O
Proof of Lemma 1:
We plug into the definitions of the Minkowski difference (3)
and convex hull (5):
conv (81 © 83,56 83) D Ss
={da+(1-XNb+c|Ae[0,1],a® S C Sy,
bd S3 C Sy, c € S3}
={XMa+c)+ (1 =XN(b+c)|A€[0,1],a®dS; C Sy,
b S3 C Sy, c € S3}
C{As1®(1—N)s2]1A€0,1],81 €adS3 C Sy,
S2 €bD S5 C Sa}
C conv(81,Sq),

from which it follows that
COI’lV(Sl 683,856 33) - COI’lV(Sl,SQ) & Ss,

since S ® S3 © S3 = S holds [39, Lemma 1(iii)]. O
Proof of Theorem 2:

A single time-interval solution Ry (—7%) over 74 = [tg, trt1]
covering part of the union in (50) can be expressed by

Sy = e 1 (H(ro) © Zw()) @ —Zu(mr)).
For the particular solutions over 75, = [tg, tx+1], we have

Zu(ty) C Zu(ti), Zw(mk) € Zw(m),

which are computed using (24)-(27). Consequently, we obtain
Sl 2 G_Atk+1 ((H(TO) S) é\W(Tk)) D *Zu(tk)) = 82.

Let us now plug in the inner approximation of the homoge-
neous time-interval solution (21):

Sy D e~ Akt (conv(Xend, eAAtXend) S Fbox(Xend)
oB,o é\w(Tk) S5 *éu(ﬁk)) =: Ss.

Note that we enclose X.q by box(Xeq) to evaluate the
multiplication with the interval matrix F using (15) and
compute p as in (22) using the generator matrix of box(Xeyg).
We now apply Lemma 1 and convert the two polytopes of
the convex hull operation to constrained zonotopes by (17)
to efficiently evaluate the following Minkowski sum with
—Zy(tg), resulting in

Sz D e At (= Zy(ty) @
conv(CZ(Xena © F 00x(Xena) © By © Zw(11,)),
CZ(eAA Xong © F 00x(Xena) © By © Ziw(11,))))
=: 7\2/3\1(—7%).

Thus, each set ﬁgv(—rk) is an inner approximation of the
union of time-point solutions over 7, which in turn is an
inner approximation of the time-interval solution Ray(—7%)
by Proposition 2:

- Proposition 2
Rav(—1) C U Rav(—t) Rav(—T%)-

teTy

Extending this reasoning to all w consecutive time intervals
yields the claim. O
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A.5 Adaptive Parameter Tuning for Reachability Analysis of
Nonlinear Systems

Summary Using reachable sets to solve the verification task in Problem 1 is difficult since the
approximation error may grow uncontrollably, resulting in an excessively large outer approxi-
mation. This issue is caused by the wrapping effect—the amplification of approximation errors
over time—which is unavoidable for all current propagation-based reachability algorithms for
nonlinear systems. Only well-tuned algorithm parameters can mitigate the wrapping effect so
that the computed reachable sets are tight enough for verification.

In this work, we automate the tuning of algorithm parameters for a reachability algorithm
based on on-the-fly abstraction. Following an analysis of the influence of the time step size on
the abstraction error, we design an estimation function for the reachable set size after a finite
time horizon. Scalar optimization over the estimated reachable set size yields the optimal time
step size for the current time step. Another critical parameter is the abstraction order up to
which we Taylor expand the right-hand side of the differential equation: In each time step,
we check whether the abstraction error changes more than a fixed threshold compared to the
previous time step. If this is the case, we compare the abstraction errors for both abstraction
orders and switch to the other order if the difference exceeds a fixed threshold.

The proposed automated reachability algorithm successfully analyzes a wide variety of bench-
mark systems. We obtain similar performance in a single run compared to manually tuned
state-of-the-art tools for reachability and verification of nonlinear systems. If we also consider
the many runs of trial and error necessary for manual parameter tuning, the comparison would
greatly favor our novel approach.

Author contributions M.W. developed the idea of parameter tuning using a local analysis
of the abstraction errors, implemented the algorithm, conducted the numerical evaluation, and
wrote most of the manuscript. A.K. proved Lemma 3.1 and Theorem 3.2 and contributed
to improving the rigor of the presentation. M.A. suggested ideas for parameter tuning and
provided feedback for improving the manuscript.
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in Appendix B.
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ABSTRACT

Reachability analysis fails to produce tight reachable sets if certain
algorithm parameters are poorly tuned, such as the time step size or
the accuracy of the set representation. The tuning is especially diffi-
cult in the context of nonlinear systems where over-approximation
errors accumulate over time due to the so-called wrapping effect,
often requiring expert knowledge. In order to widen the applicabil-
ity of reachability analysis for practitioners, we propose the first
adaptive parameter tuning approach for reachability analysis of
nonlinear continuous systems tuning all algorithm parameters. Our
modular approach can be applied to different reachability algo-
rithms as well as various set representations. Finally, an evaluation
on numerous benchmark systems shows that the adaptive parame-
ter tuning approach efficiently computes very tight enclosures of
reachable sets.
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1 INTRODUCTION

Reachability analysis provably guarantees avoiding unsafe states
of mixed discrete/continuous systems for a set of uncertain initial
states and uncertain inputs. Since exact reachable sets can only be
computed for a limited number of system classes [36], reachability
algorithms compute over-approximations to establish soundness.
The performance of these algorithms heavily relies on the cor-
rect setting of algorithm parameters—a safety property may not
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be verified although it is satisfied by the exact reachable set. We
consider the automated tuning of algorithm parameters to be a
crucial next step in the development of reachability analysis. A
full automation would enable non-experts and practitioners to use
reachability analysis supporting the development of safer products.
This paper advances in this direction by automatically tuning all al-
gorithm parameters for state-space abstracted reachability analysis
of nonlinear systems.

Related Work. The computation of reachable sets for nonlinear
systems can be divided into four groups: First, there are approaches
for invariant generation; any invariant set containing the initial set
is also a reachable set [34, 40, 43]. Second, there exist optimization-
based approaches which treat reachability analysis by solving an
optimization problem [19, 44]. Third, other approaches abstract the
solution space: The work in [24] uses validated simulations for the
construction of bounded flowpipes. Taylor models computed by
using the Picard iteration were initially proposed in [29, 42] and
later extended to include uncertain inputs [15]. Finally, there are
approaches abstracting the state space by differential inclusions,
such as the abstraction of nonlinear systems by a hybrid automaton
with linear dynamics [7, 8, 28, 39]. Other methods linearize the
nonlinear dynamics on-the-fly [6, 20, 21]—a concept that has been
extended to polynomial abstractions of nonlinear dynamics [3]
resulting in a tighter enclosure of the exact reachable set. In this
paper, we present an automatic parameter tuning approach for state-
space abstracted reachability algorithms. Many aforementioned
methods have been realized by tools: For nonlinear systems, there
is Ariadne [11], C2E2 [23], CORA [4], DynIBEX [22], Flow™ [16],
Isabelle/HOL [30], and JuliaReach [13].

While there is almost no work on finding a suitable time step size
for reachability analysis of nonlinear systems, this problem is well
studied for numerical integration of ordinary differential equations
(ODEs): A common method applied in numerical ODE solvers is
to compute solutions with different precision in parallel and adapt
the time step size according to the difference between the solutions
[9,37]. In order to enclose a single trajectory, guaranteed integration
methods provide several automated time step size control strategies
[31, 45, 48]. Since reachability analysis considers a set of uncertain
initial states as well as uncertain inputs, automatic parameter tuning
is much more difficult than for classical and validated integration.

Concerning reachability analysis, there are approaches automat-
ically tuning algorithm parameters for linear systems: In [25], the
time step size is adapted in each step in order to satisfy a linearly
increasing user-defined error bound. The approach in [46] adap-
tively determines the time step size by approximating the actual
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flow within a user-defined error bound. Recently, an approach to
adapt all algorithm parameters in reachability analysis of linear
systems has been developped [51], using over-approximation mea-
sures related to the Hausdorff distance to enable users to tune the
desired accuracy. For nonlinear systems, the work in [14] adaptively
tunes the time step size within a user-defined range, according to
a numeric threshold condition, which in turn has to be defined by
the user for each system analysis.

Contributions. We introduce the first approach that automati-
cally tunes all algorithm parameters for reachability analysis of
nonlinear systems. After introducing some preliminaries in Sec. 2,
we present our novel automated parameter tuning approach in
Sec. 3. Each parameter is tuned individually due to the modular
structure of our method, thus providing a very flexible integration
in the reachability algorithm. Furthermore, our proposed tuning
during runtime without backtracking improves the computational
efficiency. Finally, the evaluation on numerical examples in Sec. 4
demonstrates the practical usability of our tuning methods, fol-
lowed by concluding remarks in Sec. 5.

2 PRELIMINARIES

In this section, we give an overview of reachability analysis for
nonlinear systems based on state-space abstraction. This will serve
as a basis for our adaptive tuning methods.

2.1 Notation

Vectors are denoted by lower-case letters, matrices by upper-case
letters, and sets by upper-case calligraphic letters. An all-zero vec-
tor of proper dimension is denoted by 0. Given a vector v € R”,
v;j refers to the i-th entry and the absolute value || € R” is com-
puted element-wise. For a matrix M € R™P?, m;; refers to the
entry in the i-th row and j-th column. The concatenation of two
matrices is denoted by [M; M;]. An n-dimensional axis-aligned
box is denoted by B = [a,b] c R, where a; < b;, Vi € {1,...,n}.
The diameter and the absolute value of a box are respectively de-
fined by d(8B) := b — a € R" and abs(8) = [—-c,c] ¢ R", where
¢ = max{|al, |b|} is evaluated element-wise [1, eq. (10)]. As an ab-
breviation, we denote the Cartesian product of identical lower and
upper limits for n dimensions by [a, b]". Interval matrices are de-
noted by upper-case boldface letters: I = [P,Q] € R™*", where
pij < qij, Vi € {1,..,m},Vj € {1, ..,n}. The Minkowski addition
is denoted by @. The operations center(S), box(S), and vol(S)
return the geometric center, the smallest box over-approximation,
and the volume of a set S c R", respectively. Furthermore, the
projection onto the i-th axis is denoted by S; = eiTS, where e; is
the i-th basis vector, and the convex hull of two sets Sy, S, € R™ is
written as conv(Sl, Sz). The floor operator | k] rounds k down to
the next smaller integer number, sgn(-) denotes the sign function,
and ||-||r the Frobenius norm.

2.2 Reachability Analysis of Nonlinear Systems

The presented techniques for automated parameter adaptation are
applied to nonlinear systems

x(t) = f(x(t),u(t)), x(t) €R" u(t) e R™, (1)
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where f : R" — R" is a sufficiently smooth nonlinear function,
x(t) € R" is the state vector, and u(t) € R™ is the input vector.
Let us introduce &(¢; xo, u(+)) as the solution of (1) at time ¢ for the
initial point xg = x(0). Then, the exact reachable set Rex ([0, tx])
of (1) over the time horizon t € [0, tx] is defined as

Rex (10, 1) = {£(2:00,u()) |30 € X%, £ € [0, 1],
Vre[0,t]:u(r) e fu} ,
with the initial set X® ¢ R" and the input set U c R™. In this work,
we use state-space abstraction, where the nonlinear dynamics in (1)

are abstracted by a Taylor series of order k at an expansion point
z" [3, eq. (2)] so that

% ZK: ((z(1) =z)TV)"fi(2)

v!

® Li(t), 2

=0 2=z

using the extended vector z = [xTu”]T € R™™ and the Nabla
operator V = Y™ eiaiz,-’ where e; are orthogonal unit vectors.
The Lagrange remainder £L; is defined by [3, eq. (2)]

oo {(<z<t> -2 f2)
' (x + 1)!

®3)
2=z"+a(z(t) -z"),a € [0, 1]},

which is evaluated using range-bounding techniques such as in-
terval arithmetic [12]. The time horizon [0, tx] is divided into K
time intervals 75 = [fs, ts41], with the individual time step sizes
Atg = te41 — ts > 0 summing up to tx. The complete reachable set
is obtained by the union R([0, tx]) = Uf;ol R (7s). For notational
simplicity, we introduce an equivalent notation for the first terms
in (2),

9fi(2) _Pfi(2)

wi:ﬁ(z*), Cij:—A ,Di‘k— = " 5 e
0Zj |3-pv J 0ZjOZf |5y

4)

where we split the first-order approximation C = [A B] into a state
matrix A € R™" and an input matrix B € R"*™ for subsequent use.
Let us summarize the reachability analysis in Alg. 1 encompassing
the core reachable set computation featured in hybridization and
on-the-fly methods, such as the ones in [3, 6, 8, 20, 39].

At the start of each step s (Line 4), the operation taylor evaluates
the Taylor terms of the nonlinear dynamics (4) at the linearization
point z*. Next, we abstract the nonlinear system by a differential
inclusion

x(t) € Ax(t) +Bu(t) +w @ V¥, (5)
N

flin(t)

using the linearized vector field fj;, and an uncertainty set ¥ enclos-
ing all higher-order terms including the Lagrange remainder. This
allows us to apply the superposition principle for linear systems
and separate the computation of the next reachable set R(#s41) into
two parts: First, the reachable set Ry;, of the linearized dynamics
(Lines 4-5). Second, the set of abstraction errors R,ps based on the
abstraction error ¥ (Lines 6-11).
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Algorithm 1 Reachability analysis of nonlinear systems using
state-space abstraction.

Input: nonlinear function f(2), initial set R(ty) = X°,
input set U, time horizon tx
Output: R([0, tx])
1: s=0,ts =0
2: while t5 < tg do
3: z*(ts) « center(R(ts))

¥ « enlarge(¥)

¥ — abstrErr(Ryn (ts+1), ¥)

10:  while¥ ¢ ¥

11: Rabs — abstrSol(¥)

12: R(ts+1) = Riin (ts+1) B Raps

13: R(75+1) = Riin (Ts+1) B Raps

14: R(ts+1) — red(R(ts41)), R(7511) «— red(R(zs+1))
15: ts+1 :=ts+ Ats, s :=s+1

16: end while

17: R0, tx]) = U R(z)

4 w, A, B, D, ... — taylor(f(z),z*(ts))

5: Riin (ts41), Riin (7s41) < linReach(R(ts), w, A, B)
6: ¥=0

7: do

8:

9:

The reachable set Ry, based on the linearized dynamics Ax(t) +
Bu(t) + w is computed by the operation linReach (Line 5) using
a reachability algorithm for linear systems, e.g., [2, Sec. 3.2]. For
the computation of the abstraction error ¥, we first resolve the
mutual dependency between ¥ and R, by an initial estimation ¥
of ¥ (Line 6). We now require ¥ C ¥ (Line 7) which is attained by
iteratively enlarging ¥ by a constant factor greater than 1 using the
operation enlarge (Line 8) and computing ¥ using the operation
abstrerr (Line 9). For a linearization approach (see, e.g., [6]), the
entire set ¥ is the abstraction error uncorrelated with the state x. For
a polynomialization approach (see, e.g., [3]), all time-constant terms
at ts within ¥ represent a higher-order evaluation of the nonlinear
dynamics that is correlated with the state x. After containment is
ensured, we evaluate the effect of ¥ by the operation abstrSol
(Line 11), yielding the set of abstraction errors [6, Sec. VL]

Mabs Atk+1

Ravs =€ T A Y EG ) A ()
=0

where E = O(At"abs*1) tends to 0 as At — 0, see [5, Prop. 2].

Due to the aforementioned superposition, we yield the next
reachable set R(ts+1) by the addition of Ry;, and R,p (Lines 12-13).
Before the next step, the operator red(-) reduces the set representa-
tion size (Line 14), which is necessary for reasons of computational
efficiency. This provides us with the next time-point solution

R(ts+1) = red( e R (t5) @ P (15) B Rabs(75)) . (7)
_
Rhn ( ts41 )

where Ry (ts+1) is obtained by 1inReach with eAAsR (1) as the
homogeneous solution and P (75) as the particular solution. The
operator B corresponds to the Minkowski sum for a linearization
approach and to the exact addition as defined in [33, Prop. 10] for a
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polynomialization approach. The time-interval solution is

R(7541) = conv(R(ts), e PR (L) & P (15)) © FxR(ts) B Raps (75)

Riin (Ts+1)

®)
assuming 0 € U, with an extension to arbitrary inputs in [2,
Sec. 3.2.2]. The time-interval solution of the linearized dynamics
Riin (7s) is composed of the convex hull of the reachable sets at the
beginning and end of the time interval, which is then enlarged by
an error F,R(ts). Please note that this solution is not re-used in
the next step as shown in Alg. 1.

Alg. 1 has two sources for the wrapping effect: the set R,
which decreases in size as the time step size decreases, and the
effect of the reduction operation, which is diminished when used
less often due to larger time step sizes. We will refer to these sources
as the abstraction-induced and reduction-induced wrapping effects,
respectively. Only time-point solutions are reused in subsequent
steps, therefore (7) constitutes the main formula for which both
effects need to be balanced. We attempt to find an optimal compro-
mise as shown in Fig. 1 by tuning the algorithm parameters using
the methods introduced in the next section.

Excessive reduction-induced

voL(R([0, tK]V wrapping effect
abstraction-induced

/ wrapping effect

: At

Excessive

Figure 1: If the time step size At is too large or too small, the
abstraction-induced or reduction-induced wrapping effect,
respectively, are dominating,.

3 SELF-PARAMETRIZATION

In this section, we introduce methods to adaptively tune the algo-
rithm parameters used in Alg. 1 as indicated in Fig. 2. Since the
described tuning methods are modular, the effect of adapting cer-
tain algorithm parameters is encapsulated within the respective
modules. Hence, the presented adaptation approach constitutes a
general framework, as each tuning module can simply be exchanged,
e.g., if different reachable set computations or set representations
are chosen. An additional advantage of the modular structure is that
we do not have to consider the interplay between certain algorithm
parameters, which prevents unforeseen behavior.

Within the tuning modules, a fixed set of parameters { is used
allowing the automated tuning methods to adapt to each system.
This set { will be discussed at the end of this section after all tuning
methods have been introduced. Furthermore, we will omit the in-
dex s for the current step, as all algorithm parameters are adapted
each step.

3.1 Propagation Parameters

First, we consider the tuning of the order 7 of the finite Taylor
series of the exponential matrix, affecting the computation of the
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(Next step) - ~
p
R(ts) |«— [ Raps |<— mabs
: ,Q\
At Pabs
~ Py
Min —> Riin (ts+1) | /
Riin(7s) { ¥ J K

(Linearized system) (Abstraction error)

Figure 2: Main workflow for one time step in Alg. 1 and the
influence of algorithm parameters (red) on different sets:
The time step size At affects both the linearized system and
the abstraction error, while the abstraction order x only in-
fluences the abstraction error. The propagation parameters
n affect the precision of the exponential matrix and the set
representation parameters p represent the reduction opera-
tion, which is applied to various sets within one step.

sets Ryps in (6) and Ry, in (7)-(8) as shown graphically in Fig. 2.
Since the effect of higher-order terms eventually vanishes, we con-
servatively determine the specific orders n);, and 7, by truncating
the respective sums once the change is negligibly small.

Since the error in Ry, (75) is dominated by the term FyxR(ts),
which can be computed according to [2, Prop. 3.1] as

Nlin _ 1 Af
Fx = (D [(¢77 - e7)at 0] - GE, ©)
=1 :

=T (0)

with E as referenced above, we obtain 7y;, by setting a threshold
0 < {T1in < 1 for the change over successive terms T,

IT¢D]p
17O F

Similarly, we obtain #,ps by truncating the sum in (6) once the

relative change in size between two successive truncated sums is

sufficiently small. This is achieved by the following criterion, where
0 < {raps <1:

Min = min¢ such that 1 < {Tin - (10)

. d; (box(R'[1))
Nabs = min¢  such that max 0) < {T abs »

ie{1,...n} d; (bOX (Rabs))
(11)
k)

where Ribs denotes the sum in (6) truncated at order k. The split
into two different  for R};, and R,y is justified by the different
values to which 5y, and 1,1, are tuned, as discussed in the numerical
examples in Sec. 4. Furthermore, the evaluation of both criteria (10)
and (11) can be seamlessly integrated into the computation of the
respective terms yielding negligible computational overhead.

3.2 Set Representation

In this work, we restrict the error due to reducing the set represen-
tation. For a linearization approach, it suffices to use convex set
representations, such as support functions, polytopes, or zonotopes.
In this work, we will use zonotopes as they have proven to be a
good choice for the linearization approach due to the efficient and
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exact computation of the two mainly used operations—linear map
and Minkowski sum.

DEFINITION 1. (Zonotopes) [27, Def. 1] Given a center ¢ € R and
y € N generator vectors G = [V, ..., "], we define a zonotope

Y
Z::{xeR" x:c+Zaig(i),—1SaiS1} (12)
i=1
as well as its order p := % and the shorthand {(c,G) . o

We now measure the enlargement caused by the reduction of
the representation size. Let us first consider the following lemma:

LEMMA 3.1. Let f : C; X Cy — I, g :C1 — I be continuous
functions, where C1,Cy C R™ are two compact sets and I C R" isa
compact interval. If for each x € Cy, it holds that minyec, f(x,y) <
g(x), then

max min f(x,y) < max g(x).
x€Cy yesz( y) xEClg( )

PrOOF. Let x* be a point in C; for which the maximum of
mingec, f(x,y) is attained. By assumption, it follows that
minyec, f(x*,y) < g(x*) and thus

max min f(x,y) = min f(x*,y) < g(x*) < max g(x). m}
x€C; yeC, yeC; x€C

The following theorem over-approximates the Hausdorff distance
dp between the original and reduced zonotope based on the com-
monly used box over-approximation of generators:

THEOREM 3.2. Let Z = (c¢,G)z < R"™ be a zonotope and
Zp =box(Z) = {c,Gp)z 2 Z its box over-approximation. Due to
the containment Z C Zp, the Hausdorff distance dgg is given by

d , = i - . 13
H(Z,Zp) = max  min|lxp - xll; (13)
This distance is over-approximated by
4
d1(Z.Zp) < o(Z) =2 Y5 (14)
k=1
(I *
; k
with g¥) = lg; 1 ik #i (15)
0, otherwise,

where i* is the (first) index for which gg*k) = ” g(k) H .

Proor. Let us express each point xg € Zpg as
xp = Milg"| +...+ Mylg"],

where each M is a diagonal matrix with entries m;; € [-1,1]. We
can write the difference between any xg € Zg and x € Z as

xp —x = (MilgV] = arg™W) + .+ (My g | — 2y 9'Y)
with a € [—1,1]. We now obtain a bound on xg — x by choosing a
specific oy for each g(k), namely,

k
A = mj+jx sgn (gl(* )) (16)

with an individual i* as in Theorem 3.2 for each k. This choice
of a. allows us to eliminate the largest possible entry in o) =
Mi|g™® | = ag.g™®), for which we obtain the bound

k k o .
RO [-21g® 1 219], ifi# i
! 0, otherwise,
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k k .
3 ), 2§§ )]. Applying

which we can rewrite using (15) to vl(k) € [-2g;
(16) to each generator, we obtain the bound

XB—X= oW 4+ € [-2%z, 2Z],
where 7 := g1 + ... + (") and consequently,
llxg = xll2 < lI2z]l2 = 2]I2]|2 -

The above bound holds for any xg € Zp and therefore, the assump-
tion of Lemma 3.1 is fulfilled. Thus, we obtain (14). o

Using this over-approximation, we now deduce a heuristic which
attempts to reduce as many generators as possible while respecting
a given threshold for the Hausdorff distance between the origi-
nal and reduced set: Given a zonotope Z = (c,G)z, we sort the
generators in G € R™ by the metrics

9 N1 = 1lgPMleo < oo < g1 = gD oo 17)

originally proposed in [27]. Following this ordering, we pick the
first N < y generators in (14) until we reach the upper bound

wmax(Z) = gZ ||d(bOX(Z))||2 (18)

where we use a fixed fraction 0 < {7 < 1 of the diagonal of
the box over-approximation of Z. The exact Hausdorff distance
between the original and the reduced set is smaller than wmax(Z)
by Theorem 3.2.

For a polynomialization approach, a non-convex set representa-
tion is required since convex sets would almost nullify the benefits
of the polynomial abstraction. To obtain tighter results, non-convex
set representations also have to be closed under higher-order maps
as is the case for Taylor models [15, Sec. II.] or polynomial zono-
topes [33, Def. 1]. We choose the latter to exploit their similarities
with zonotopes. For polynomial zonotopes we apply the reduction
method in [33, Prop. 10], which is based on order reduction for
zonotopes so that the bound in (18) can be enforced.

3.3 Abstraction Order

The abstraction order x in (2) only influences the size of the ab-
straction error ¥ according to Fig. 2. A larger x is computationally
more demanding as we require to evaluate higher-order maps, but
also yields a smaller abstraction error ¥. This does not necessarily
hold for convex set representations since they are not closed under
higher-order maps.

Since the linearization approach uses convex set representations,
we restrict the admissible values of the abstraction order to x =
{1, 2} because the highly over-approximative evaluation of cubic
or higher-order maps does not justify the additionally required
computational effort. The abstraction error is evaluated on the
time-interval solution Rj;, (7s), see line 9 in Alg. 1. In each step,
the abstraction error ¥ for both k = {1,2} is computed for the
time-interval solution Ry, (7s) using the optimal time step size
At,, which will be introduced in Sec. 3.4. The following selection
criterion is applied in each step to compute the abstraction order
for the next step:

1,
K «—
2,

if Vi€ {1,...n} with¥; > 0 : % > Ik € (0,1)

otherwise,

(19)
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so that we use the more efficient approach for k = 1 whenever
the loss in accuracy is manageable. The closer {k is to 1, the more
conservative the selection becomes, i.e., the more often k = 2
will be chosen resulting in both a tighter result as well as longer
computation times. For the first step, we use the initial set R(to) =
X% to compute ¥ and immediately evaluate (19) to compute the
first abstraction order «.

In the polynomialization approach, the non-convex set represen-
tation is closed under all higher-order maps [33]. Capturing these
nonlinear mappings results in a strong increase in the set represen-
tation size. Hence, we restrict the abstraction order in this case to
its lowest setting k = 2 as higher orders require more reduction
increasing the size of the reachable set.

3.4 Time Step Size

The tuning of the time step size At is the crucial factor for the
success of reachability analysis since it dominates the computation
of the two main sets Ry, and R,y as indicated in Fig. 2. In order
to obtain a tight reachable set, we require to tune At so that the
trade-off between the abstraction-induced and reduction-induced
wrapping effects is resolved in a near-optimal way, see Fig. 1. An
important prerequisite for tuning At is the estimation of the influ-
ence of the reduction-induced wrapping by an upper bound in each
step as established in Sec. 3.2.

The main idea is to tune the time step size At by solving a
convex optimization problem which models both wrapping effects.
Since the influence of both effects always increases the size of
the reachable set, we estimate this size at the end of a finite time
horizon A computed by different At = %, k > 1 and choose the
optimal At, which yields the minimal size.

The reachable set after time A is computed by repeatedly apply-
ing (7), where we only take the terms contributing to the wrapping
effects into account. Furthermore, we explicitly consider k € R,
which requires to consider a last incomplete step of length gAt; =
(k - | k])Atg. Correspondingly, eA2% and R, are scaled to eA9A%
and qR,ps. This yields

R(t +A) = red (90 red (e ..

(20)
red(e2*R(t) ® Raps)-- ® Rabs) © qRabs) -

Estimating R(t + A). In order to estimate the size of R(t + A)
efficiently, we introduce the following simplifications which allow
us to derive a scalar optimization function for At,:

(1) The size of a set S is measured by its radius
1
r(S) = 3 Ild (box(S))l2 -

This allows us to replace the respective sets by the scalar
variables ro = r(R(t)) and Tabsk = r(Rabs (At)).

(2) The effect of the exponential matrix is captured by its de-
terminant. The scaling over the entire finite horizon can be
estimated by det(e22) = e!*(4%) assuming that the matrix
A does not change over time. The average scaling factor for
each step of length Aty is

gP% = (e“(AA)) (21)

-
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and consequently, the scaling of the last incomplete step
q
is{ I_’,‘ .
(3) The enlargement caused by the reduction is measured by
multiplying the radius by (1+2{7) following (18). The factor
for the last step of length gAty. is scaled to (1 + 2{z)9.
Using these simplifications, we can rewrite (20) in a recursive
formula to estimate the set size of R(¢ + jAtg), 1 < j < | k] starting
with the set size estimate rg(t) = ro at time ¢:

m(t+ L) = (14 202) (F (t+ (= DAG) +rapss) - (22)

Applying this recursion | k] times and including the last step of
length gAty, we obtain an estimate rg (¢ + A) for the size of the
reachable set after time A:

rR(E+A) = (142L7)9-

(6h 122 [0 (12820 @F 10+ )+ o] + 0t

& (e Lk At

We first simplify the first | k] steps to
k] %
(4 8) = (1+222) (2 [ro1 + 2 W2,
Lk]
+ Fabs k Z(l +207) é}k |+ qrabsk)

i=1

leaving only the last step of length gAty, which we now include
and rearrange to

rR(t+A) = ro(1+202)Kp + rape i Gz (k) (23)
Lk] ol
with  {pz(k) = Z(l P2 E 4 q (142007

containing all factors affecting r,ps -

Estimating rgps . The evaluation of (23) would require us to
compute ryp, . for each k. To save computational costs, we approxi-
mate rypg . by multiplying r,ps 1 obtained by At = A with a scaling
factor which models the behavior of R,ps over At.

PROPOSITION 1. Scaling At by a factor {5 € (0, 1) shrinks the i-th
entry of the diameter of R ps, i.e., di (box (R aps) ), by (g’ with A € N
when At goes to 0:

di (box (R gps({5A1)))

Viedy,.., :
i€ n} Ao di (box(Raps(A1)))

=g (29

Proor. We insert (6) for the computation of R,},¢ in (24) and
remove d(-) and box(-) since these are linear operators up to a
constant factor, which cancels out. We factor out At to obtain

As{ ALk _
At DI S AN O EsAL nans) G5 (M,

) k=0 (kD!
Ahmo Atk 7
1= At( Dt AL ARY @ (AL, 1) ‘I’) i

where A; = j+ 1, with j being the first non-negative integer such
that (A/Y); # {0}. ]
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Two properties follow immediately from (24): First, the maxi-
mum possible scaling factor over At is given by {5 due to the lower
bound A; = 1 attained for At — 0. Second, the factors g{’; in the sum
and the remainder term yield a superlinear decrease of the ratio in
(24) over At, ie., di(box(Raps({sA))) < s di(box(Raps(A))). For

later derivations, we define the gain
di (box (Raps (£5A1)))
max .
ie{L...n} dj(box(Raps(A1)))
Let us discuss the values of ¢(At) for limp;—q ¢ (At):

@(At) = (25)

o Linearization approach: For the limit gain, we have lima;
@ (At) = (5. This follows from the proof of Prop. 1, where we
have A; = 1 for all nonlinear equations x;(t) since (A°¥); =
¥; # {0}.

e Polynomialization approach: The limit gain lima;—,¢ ¢ (At)
depends on the specifics of A and ¥, however, it is bounded
by lima¢—o ¢(At) > {5, as all terms higher than the ab-
straction order k are considered as an error and thus the
minimum decrease is given by {g

Since the superlinearity of (24) extends to (25), the worst-case ap-
proximation of the gain ¢ over At is given by linearly interpolating
between ¢(At = A) = @1 and lima;—,0 @(At) = {:

o(AL) ~ {5+ %At

which will be justified in Sec. 4, see Fig. 3. This linear interpolation
for ¢ constitutes the worst-case gain causing us to never underesti-
mate the optimal value of At. As a consequence of the interpolation,
we only need to compute ¢; to estimate any ryp i based on r,ps 1
and the dependence on ¢ given by (26). We define k” € N as the
number of times A has been scaled by a fixed {5 € (0,1). Hence,
k= {(;k/ € R is the number of times Aty divides into A and using

0j = 0L = s+ (o1 - L)) (27)

we obtain an estimate for rpg i

(26)

Tabs,1
“PK Tabs1 = Tabsk = — l_[ ej- (28
Jj=1

k Tabsjk = @1 .-

In the tuning algorithm for At, we compute ¢; given r,ps; and
Tabs,k by solving the following implicit equation for ¢1:

—05)0s) - (s + (01 = G ) = kK

o1+ ({5 + (o
Tabs,1

Optimization function. Inserting (28) in (23) yields

abs 1

rR(t+A) = ro(1+202) gp + 2= §Pz<k>]_[qo,, (30)

which we minimize to obtain the optimal time step size

At = ALY (31)

where k; = argmin rg(t+A).

k’'eN

Since we know that this function has one optimum by construction,
we simply increase k” until that optimum is surpassed as the compu-
tation time to evaluate (30) is so low that sophisticated algorithms
are not required. The obtained value for At constitutes an upper
bound as it is assumed that the entire margin for the reduction is
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used each step which is an over-approximation of its true influence.
We will show an example evaluation of (30) in Sec. 4.

Finite optimization horizon. Lastly, we require to set the finite
horizon A over which we evaluate the cost function (30). Since
the behavior of r,p ;. over shrinking At constitutes a key part in
the computation of At,, we want it to be captured as precisely as
possible. Naturally, the proposed linear interpolation reflects the
true behavior more closely if the computed gain ¢; is sufficiently
close to the limit gain at At — 0. Therefore, we determine A by

A =mint suchthat ¢i(r) >{a. (32)

Tuning algorithm for At. The tuning of the time step size is
summarized in Alg. 2. In the initial step s = 1, we first decrease
an arbitrarily initialized At (Line 2) until the condition in (32) is
met, yielding A with the associated error R,,s(A) and its scalar
correspondence ryp 1 as well as ¢; in the process (Lines 3-7). This
allows us to compute the optimal time step size At for the first
step (Line 8).

From the second step onward, the computation of At is simpli-
fied in order to minimize the computational effort: First, we update
the finite time horizon A (Line 10) to approximate the value in (32).
Next, the set Ryp,s(A) as well as its scalar correspondence rypg 1 are
computed (Line 11), which are then used to compute the optimal
time step size At, (Line 12). At the end, we update the value of ¢;
for the next step (Line 13). Note that within the propagation using
At,, the prediction of the abstraction order x for the next step as
explained in Sec. 3.3, is also made.

Algorithm 2 Tuning of the time step size At.

Input: ¢; and A of previous step (only if s > 1), ro, {z, {p, {5, s
Output: Optimal time step size Ats, @1

1: if s =1 then
2 Initialize At > Arbitrary initialization
3 while ¢; < {) do
4 A — {5A > Decrease At
5 Compute Raps(A), Raps ({5A) > Note: R} reusable
6 Compute ¢1 by (25) > Behavior of R, over At
7 end while
8 Compute At by (31) > Optimal time step size
9: else
10: A — A% > Approximation of (32)
11: Compute Raps(A) and rapg g > Error using finite horizon

12: Compute At, by (31)
13: Compute ¢1 by (29)
14: end if

> Optimal time step size
> Update for next step

Fixing the global parameters {. The global parameters { used
in the adaptation of all algorithm parameters have been fixed to
suitable values in Table 1, thereby allowing the respective tuning
methods to adapt the algorithm parameters according to the de-
mands of the current system behavior. These fixed values for each
{ are well-suited to produce tight results for a wide variety of differ-
ent nonlinear systems as shown in the next section. Thus, there is
no more manual tuning effort required for all considered problems.
With the further development of the tuning methods, the value of
a specific { might change, but the general applicability remains.
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Table 1: Setting of the parameters .

Approach {Tlin - dTabs  {z K A &G

Linearization 0.0005 0.005 0.0005 0.90 0.85 0.90
Polynomialization  0.0005 0.005 0.0002 —  0.80 0.90

4 NUMERICAL EXAMPLES

In this section, we apply the adaptive parameter tuning presented
in the previous section to numerous benchmark examples taken
from various sources [6, 14, 17, 26]. The adaptation of the algorithm
parameters over time is shown and discussed for selected bench-
mark systems. All computations have been performed in MATLAB
on an Intel® Core™ i7-9850 CPU @2.59GHz with 32GB memory.

4.1 Evaluation of the Optimization Function

We first want to offer additional insights concerning the optimiza-
tion function (30), which balances the wrapping effects introduced
in Sec. 2.2. An important part is the approximation of the abstraction-
induced wrapping, represented by the variable ¢, see (27). In Fig. 3,
the values of ¢ of all systems in this section have been computed
over decreasing At starting at A for the first step at t = 0. The
generality of the worst-case assumption made in Sec. 3.4 is justified
by the dashed lines representing the linear interpolation expressed
in (26). All systems converge towards ¢ = {5 using the linearization
approach, whereas for the polynomialization approach, all systems
are still bounded by the worst-case assumption given by the linear
interpolation between ¢(A) = {p and lima;— ¢(At) = {5, despite
their individually distinct behaviors over At. This follows the an-
alytical derivations made in the introduction of ¢ in the previous
section.

—— Lin. approach Poly. approach
(=09 ) - - - Worst-case approx. (lin.) - - - -Worst-case approx. (poly.)
0.87

|

¢, (lin)=0.85 f|
0.83 Tl i
SINIE— = RIS
G, (poly) =0.80 - T
0 0.2 0.4 0.6 0.8 1

Figure 3: Computation of ¢ by (25) for all systems in Sec. 4
and both approaches (linearization in blue and polynomial-
ization in gray) over 0 < At < A (normalized to [0, 1]), with A
computed by (32).

Next, we want to show an example evaluation of the optimization
function. Therefore, consider the following example:

Example 4.1. Jet Engine [10, (19)]

2 3
oo [e-1exf-0sg-0s) o [0.90,1.10]
3x1 — X2 [0.90,1.10]
with the time horizon tg = 8s. m}



HSCC °21, May 19-21, 2021, Nashville, TN, USA

Fig. 4 shows the optimization function rg (t+A) and its minimum
at At, evaluated at the first step of example 4.1. For the finite hori-
zon, the heuristics in (32) yield A = 0.0226. We clearly recognize
the two wrapping effects as Fig. 4 exhibits a qualitatively similar
behavior compared to Fig. 1, which serves as the basis for the adap-
tation of At. Our approach returns an optimal value of Az, = 0.0071
for the first step.

_ oAzt 1
<
+
= 0.1268 1
= 0.1267 At 1

0.1266 : : ‘ :
0 0.005 0.01 0.015 0.02 0.025

At

0.1269 [ 1

Figure 4: Evaluation of the cost function rr (¢t + A) (30) over
different values for At at t = 0 for example 4.1.

4.2 ARCH Benchmarks

We analyzed the production-destruction benchmark (PRDE20) and
the Laub-Loomis benchmark (LALO20) from the ARCH competition
[26]. This allows us to compare our results with other reachability
tools using algorithm parameters tuned by experts. We first consider
the PRDE20 benchmark.

Example 4.2. (PRDE20) This benchmark models a biogeochem-
ical reaction, describing an algal bloom transforming nutrients
(x1) into detritus (x3) using phytoplankton (x2) [35, Sec. 3]. The
dynamics are presented in [26, Sec. 3.1.1], the initial set is X0 =
(9.50,10.00], 0.01, O.OI)T, and the time horizon is tx = 100s. O

Fig. 5 shows the reachable sets computed using the linearization
approach. We observe two fairly linear regions interrupted by a
sharp turn. Thus, we expect the automated parameter tuning to
adapt each algorithm parameter to the demands of the current
dynamics.

6 10
83 g5
X“
0 0= 0 i_
0 5 10 0 3 6
T T2

Figure 5: Reachable set R([0, tx]) of example 4.2 in gray, ini-
tial set X° in red, simulations in blue.

The algorithm parameters over time are shown in Fig. 6: In the
region of the sharp turn (10.6s < t < 11.6s), the time step size
At (Fig. 6a) becomes very small since the optimization function
estimates a smaller total error by reducing At as the decrease in
the abstraction error outweighs the increase in the reduction error.
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After the sharp turn, At greatly increases as the abstraction error
becomes small. Each of the truncation orders #y;, and 17,ps (Fig. 6b)
reaches their maximum at the sharp turn as the dynamics there
require more terms within the Taylor series of the exponential
matrix to provide satisfactory accuracy.

The zonotope order p (Fig. 6¢) increases at the turn because
we cannot reduce many generators without inducing large over-
approximations. Afterwards, it reaches its minimum where it stays
until the end of the time horizon since the set is accurately de-
scribed using a small number of generators. Over the whole time
horizon, the zonotope order does not exceed 20, enabling a very
efficient evaluation of the set operations contained within each
step. Concerning the abstraction order «, the adaptive tuning in
(19) resulted ink = 2 for t € [0, 13.45] and x = 1 for t € [13.45,100],
which confirms the rather linear system behavior after the sharp
turn.

Table 2: Comparing our approach with different reachabil-
ity tools on ARCH benchmarks using the tightness mea-
surements y; = vol(box(R(tk))) and pz = Is, where | =
d(box(R(tk))) as in [26].

Tool (Language) PRDE20 LALO20
Time 1 Time o
Lin. Approach (Matlab) 7.0s  8.0e-21 8.9s  0.045
Poly. Approach (Matlab) 6.5s  1.0e—19 19s  0.025
Ariadne (C++) 8.6s 1.7e—13 664s  0.058
CORA (Matlab) 16s  1.2e-21 7.6s  0.04
Dynlbex (C++) 12s  3.9e-17 27s  0.40
Flow™* (C++) 41s  8.0e-21 2.3s  0.06
Isabelle/HOL (SML) 11s  3.3e-20 13s 0.48
JuliaReach (Julia) 1.5s  3.3e—20 1.5s  0.017

Table 2 shows the computation time and the tightness measure-
ment by volume of the final set for both approaches using adaptive
parameter tuning and other reachability tools. Due to the large
ratio of the largest to the smallest time step size and consequently
the saving of many time steps, both approaches yield similar com-
putation times compared to the expert-tuned tools, many of which
are written in languages such as C++ or Julia, which are faster
than MATLAB. The tightness of the reachable sets computed for
each approach using adaptive parameter tuning is among the top
results obtained by expert tuning, thereby demonstrating the high
accuracy of the presented tuning methods. Next, we consider the
LALO20 benchmark.

Example 4.3. (LALO20) This benchmark system models changes
in enzymatic activities [38, (1-7)], whose dynamics are given in [26,
Sec. 3.3.1]. For the initial set, we enlarge the point x(0) = (1.2, 1.05,
1.5,2.4,1,0.1, 0.45)T by the uncertainty W = 0.05 to obtain X0 =
[x(0) — W, x(0) + W]. The time horizon is tg = 20s. o

Using the polynomialization approach for the analysis, the time
step size At and the polynomial zonotope order p are plotted over
time in Fig. 7: Due to the size of the first few reachable sets, At
is smallest in the beginning and then gradually increases. The
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Figure 6: Algorithm parameters of example 4.2 over time.
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Figure 7: Time step size At and polynomial zonotope order p
of example 4.3 over time.

sudden drops in p occur due to the restructuring of all independent
generators into the dependent generator matrix [33, Prop. 17]. Other
than that, the order p remains below 40 at all times, keeping the
set operations efficient without compromising the tightness of the
reachable sets. The orders 1 do not change a lot over the whole
time horizon, with ny;, = {4,5} and 5,5 = 2 remaining constant
throughout. The abstraction order is fixed at x = 2 as stated in
Sec. 3.3.

Comparing the results obtained by our adaptive parameter tun-
ing with other reachability tools, we see an average performance
in terms of the computation time. This is due to the high system
dimension for which the evaluation of the abstraction error ¥ and
the reduction of the set representation size are computationally de-
manding. However, both approaches return tighter results, except
for JuliaReach.

4.3 Quantitative Performance Analysis
While we discussed some benchmarks in detail in the previous
section, we now analyze the performance of our tuning approach
on many different benchmarks. For all systems, we provide the
longest edge of the box over-approximation of the final set, that is,
Imax = max _dj(box(R(tk))) (33)
ie{l,...,n}

yeeny

as well as a tightness measure proposed in [18, Sec. V1]

e di(box(R(tx))) o

Ymin =

where Rgim (tx) denotes the set of states at tx of 1000 simulation
runs. The closer yniy is to 1, the tighter is the reachable set.

Table 3 shows the results for all investigated systems ordered
by dimension and analyzed by both approaches using adaptively
tuned algorithm parameters. Due to space constraints, we cannot
go into details. Therefore, we want to discuss general tendencies
and explain unexpected results.

By construction, the linearization approach is limited to systems
with only mild nonlinearties. Hence, it failed to produce tight results
for the van der Pol oscillator and the Roessler attractor as indicated
by the small values for yp,in. The insufficiency of the linearization
approach in the case of the van der Pol oscillator has already been
discussed in [33, Sec. 4]. Comparing the tightness across the two
approaches, either of the two measures Imax and ymin reveals that
the polynomialization approach generally yields tighter enclosures.
However, the tightness of the reachable sets computed with the
linearization approach is probably already satisfactory in cases
where ypin > 0.7. Concerning the scalability of the tuning methods,
the tightness of the resulting reachable sets shows by high values
for ymin and the similar computation times compared to those of
lower-dimensional systems.

On average, the ratio between the largest and smallest time step
is about 1-2 orders of magnitude. By exploiting this potential, we
drastically reduce the number of steps in the analysis and increase
the tightness of the resulting reachable sets. This is especially valu-
able for the polynomialization approach where the reduction is a
lot more over-approximative due to using non-convex sets.

With respect to the set representation, we see that the zonotope
order p is smaller using the linearization approach as Theorem 3.2
exploits the potential of reducing many generators. The polynomial-
ization approach uses higher polynomial zonotope orders since the
generators cannot be substantially reduced without inducing large
over-approximations. It should also be noted that the values given
for pmax represent the highest orders attained during the analysis
which may only last for a few steps as discussed earlier and shown
in Fig. 6¢. This also explains the fairly small computation times for
the corresponding systems.
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Table 3: Evaluation of nonlinear benchmark systems: n: system dimension, tg: time horizon, X°: initial set, [ Atmin, Atmax]: range
of time step sizes, pmax: max. zonotope order, Imax and yyi,: measurements by (33) and (34).

Linearization Approach

Polynomialization Approach

Benchmark n tg X0
Time  [Afmin, Afmax]  Pmax  Imax Ymin Time  [Atmin, Atmax] Pmax Imax Ymin
Jet Engine [10, (19)] 2 8 [0.90,1.10]" 14s [0.007, 0.124] 16 0.062 0.5094 6.5s [0.003, 0.062] 25.5  0.0441 0.7125
[1.30,1.50]
van der Pol [6, Sec. VII] 2 674 [2.35, 2.45] 3.7s [0.004, 0.034] 16 1.87  0.1915 14.1s [0.002,0.017] 60 0.6070  0.5705
[0.90, 1.00]
Brusselator [14, Ex. 3.4.1] 2 [0.00,0.10] 1.3s [0.019, 0.056] 43 0.082 0.7367 4.8s [0.005, 0.029] 121.5 0.066  0.9343
[~0.20,0.20]
Roessler [47, (2)] 3 6  [-8.60,-8.20] 16s  [0.006,0.058] 1033 4.28 0.1745 6.7s  [0.0007,0.0469] 20.33  2.65  0.5591
[-0.20,0.20]
[14.90, 15.10]
Lorenz [41, (25-27)] 3 2 [14.90, 15.10] 2.1s [0.0004, 0.004] 9 0.275 0.8095 5.9s  [0.0005,0.0079] 36.67  0.243  0.9279
[34.90,35.10]
[1.1,1.3]
Spring-Pendulum [0.4,0.6]
[14, Ex. 3.3.12] 4 [0.0,0.1] 2.3s [0.006, 0.024] 12.5 0.518 0.6543 5.9s [0.003,0.012] 25.75 0.432  0.7759
[0.0,0.1]
Lotka-Volterra [49, (1)] 5 5 [0.90, 1.00]™ 0.6s [0.010,0.117] 10.4 0.082 0.8809 2.5s [0.005, 0.097] 106.6  0.074  0.9756
Biological Model [32] 7 2 [0.99,1.01]" 1.9s [0.004,0.019]  45.43 0.117 0.7099 7.7s [0.002,0.011] 182.29  0.096  0.9240
Genetic Model [50, (1)] 9 0.1 see[17,Sec. V] 0.5s  [0.0007,0.0024] 5.78  5.55 0.7996 1.5s  [0.0005,0.0014] 28 532  0.9302
4.4 Discussion ACKNOWLEDGMENTS

The presented methods for adaptive parameter tuning allow us
to fully automatically obtain reachable sets without tuning any
algorithm parameters. The computation of the reachable sets is
executed in a single run. Thus, the computation times in Table 2
and Table 3 are truly the time required to analyze the system as
opposed to manual tuning typically requiring many runs.

For systems with only mild nonlinearities, the linearization ap-
proach quickly produces good results while for severe nonlineari-
ties, the reduction of the set representation within the polynomi-
alization approach is the limiting factor. Our adaptive parameter
tuning would greatly benefit from improvements in order reduc-
tion techniques, which can simply replace exisiting ones due to
the modularity of our framework. The optimization function used
to determine a near-optimal time step size balances the two main
causes for unsatisfactory results by minimizing their joint influence.
Thus, in case the reachability analysis fails to produce usable re-
sults, we can estimate that the cause for this is not the tuning of the
parameters, but rather the insufficiency of either the reachability
algorithm itself, or the handling of the set representation size.

5 CONCLUSION

In this paper, we presented the first adaptive tuning algorithm
for all algorithm parameters of state-space abstracted reachability
analysis of nonlinear systems. The modular construction treats each
parameter separately and therefore maximizes the transparency
and robustness of the adaptation as well as enables the applicability
to other similar reachability algorithms or set representations. The
numerical examples show the fast and reliable computation of
tight reachable sets without the need to set any of the internally
required algorithm parameters. This greatly facilitates the usage of
reachability analysis for practitioners.
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the research training group CONVEY funded by the German Re-
search Foundation under grant GRK 2428 and the project justIT-
SELF funded by the European Research Council (ERC) under grant
agreement No 817629.
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A.6 Adaptive Reachability Algorithms for Nonlinear Systems
Using Abstraction Error Analysis

Summary An essential step toward the automated verification of the task in Problem 1 for
nonlinear systems is the analysis of the approximation error. This information is critical for
refining the tightness of the computed reachable sets and, thus, for successful verification.

In this work, we thoroughly analyze the influence of the time step size on the local abstraction
error for a reachability algorithm based on on-the-fly abstraction, as used in Appendix A.5.
To this end, we introduce the gain order, which compares abstraction errors for different time
step sizes. We show how to compute this gain order and that for most nonlinear systems,
the gain in the abstraction error is linear in the limit for a time step size converging to zero.
Consequently, the chosen reachability algorithm cannot avoid an explosion of the reachable set
size for general nonlinear systems if the uncertainties in the model parameters and the time
horizon are large enough.

Apart from the main contribution, we propose several bounds on the Hausdorfl distance
between a zonotope and its order-reduced counterpart, contributing to the automated tuning
of the zonotope order. Furthermore, we extend our automated reachability algorithm from Ap-
pendix A.5 to other system classes. The numerical evaluation indicates the broad applicability
of the proposed adaptive tuning methods as tight results can also be obtained for nonlinear
discrete-time systems and nonlinear differential-algebraic systems.
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1. Introduction

Reachability analysis is a formal verification method for mixed discrete/continuous systems under the influence of
uncertainty in the initial states, inputs, and parameters, offering provable guarantees with respect to unsafe states. The
computation of exact reachable sets is only possible for a limited number of system classes [1], thus most algorithms
compute over-approximative reachable sets in order to retain formal correctness. Despite the design of algorithms for
a multitude of system classes and the exploitation of block structures or subspace behavior—all of which enhance the
applicability of reachability analysis—the performance of these algorithms still depends heavily on the correct tuning
of algorithm parameters. Poor tuning may result in large over-approximations and can ultimately lead to spurious
counterexamples, where a given safety property cannot be verified even though a tighter over-approximation would be
able to do so. Therefore, the automated tuning of algorithm parameters constitutes a crucial next step in the advancement
of reachability algorithms, enabling non-experts and practitioners to apply reachability analysis in their respective fields.
In this article, we address this demand by proposing an automated parameter tuning approach for state-space-abstracted
reachability analysis of nonlinear ordinary differential equations and nonlinear differential-algebraic equations. An integral
part is the tuning of the time step size, for which we thoroughly investigate its effect on the error caused by abstracting
the system dynamics within the reachability analysis—an error that is well-studied for classical ODE solvers but has not
yet been examined in detail for reachability analysis.
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Related work. There exist several approaches to compute reachable sets of nonlinear systems: By definition, any invariant
set containing the initial set is also a reachable set, thus approaches for invariant generation [2-4] can be used for
reachability analysis although the result may be unnecessarily conservative. One can also obtain reachable sets by solving
a reformulation of the original problem to a Hamilton-Jacobi equation [5,6], whose solution scales exponentially with the
system dimension. Another option is to obtain reachable sets from validated simulations with the help of annotations, i.e.,
additional information about the analyzed system [7], which also scales exponentially as one has to cover the initial set
by enough initial states. Current state-of-the-art approaches for reachability analysis either abstract the solution space or
the state space: For solution space abstraction, the Picard iteration is lifted to set-based analysis by representing reachable
sets using Taylor models [8-10]. In state space abstraction, the system dynamics are abstracted by a Taylor series and
its corresponding Lagrange remainder to obtain a differential inclusion, ranging from hybridization approaches [11-14]
to on-the-fly linearizations [15-17] or polynomial abstractions [18]. The algorithmic differences between this group and
approaches based on solution space abstraction are extensive and impede a joint parameter tuning framework for both
groups. Hence, we will restrict ourselves to approaches based on state space abstraction in this work. Nonetheless, some of
the presented ideas may be beneficial in the pursuit of similar automated tuning methods for any of the abovementioned
methods. Many of the presented approaches are implemented in specialized reachability tools, namely Ariadne [19],
C2E2 [20], CORA [21], DynIBEX [22], Flow* [23], Isabelle/HOL [24], and JuliaReach [25].

Reachability algorithms require a suitable set representation balancing an accurate representation of the reachable sets
with computational efficiency of the set operations. The main trade-off occurs between the closedness of operations and
the growth of the set representation size: As an example, the set representation size of ellipsoids is fixed, but they are
not closed under the Minkowski sum, whereas for zonotopes an exact result can be obtained at the cost of increasing the
representation size. This creates the need for so-called order reduction methods [26, Sec. 3.4] [27, Sec. 3.2]; comparisons
of these methods are presented in [28,29]. Essentially, two types of approaches exist: The majority of methods computes
an over-approximation that is as tight as possible for a desired (lower) user-specified order. The alternative approach in
[30, Thm. 3.2] reduces the order as much as possible for a given bound of the induced over-approximation.

Many reachability algorithms depend on algorithm parameters that can be tuned to achieve tighter approximations,
at the cost of a longer runtime. Some algorithms return tighter results than others for the same runtime, which offers
one way of comparison and allows for a categorization of classical ODE solvers using the concept of consistency order
[31,32]. For set-based reachability analysis, an estimation for the accuracy and convergence of certain algorithms has been
performed in [33].

An open research question is how to automatically tune algorithm parameters for reachability analysis. This problem
has been extensively studied for classical ODE solvers, which led to a wide variety of different methods and thorough
investigations of stability and convergence [34]. Great effort has also been devoted to the automated tuning of the time
step size [35,36], resulting in powerful solvers, which are ubiquitously applied in research and industry alike. As these
solvers only compute approximations to the exact solution, a next step was to enclose a single trajectory, for which
guaranteed integration methods provide several automated time step size control strategies [37,38].

In reachability analysis, automated techniques are scarce due to the presence of uncertainty in the initial state, input,
and model parameters. This severely complicates matters as the tuning of algorithm parameters does not only comprise
the time step size, but also effects related to a number of other algorithm parameters, such as the set representation as well
as any emerging interdependency. For linear systems, there are approaches approximating the actual flow within a user-
defined error bound [39], or adapting the time step size in each step in order to satisfy a linearly increasing, user-defined
error bound [40]. More comprehensive approaches [41,42] adapt all algorithm parameters using over-approximation
measures related to the Hausdorff distance to enable users to tune the desired accuracy. For nonlinear systems, adaptive
methods have been explored in [43], where the time step size is tuned within a user-defined range. Another method [44]
proposes iterative recomputations of the reachable set from scratch, while refining the parameter values in discrete steps
in between runs. The work in [30] presents the first fully automatic reachability algorithm for nonlinear systems, which
not only optimizes the time step size, but also other algorithm parameters such as the representation size.

Contributions. Our work is based on the adaptive parameter tuning approach in [30], which is significantly enhanced in
the following three ways:

1. We extend the zonotope order reduction method introduced in [30] by two additional bounds for the Hausdorff
distance between a zonotope and its box over-approximation.

2. While the analysis of the abstraction error in [30] was restricted to parameter tuning, we now dive a lot deeper
into this topic: In order to lift for the first time convergence orders of classical solvers to reachability algorithms,
we rigorously introduce a novel concept called gain order, which offers a similar yet more accurate description of
the influence of the time step size on local and global abstraction errors.

3. Our tuning methods are no longer restricted to only nonlinear continuous-time systems as in [30], but can now
also be applied to systems with algebraic constraints, parametric uncertainties, and in discrete time.

This article is structured as follows: A summary of reachability analysis for multiple nonlinear system classes is
presented in Section 2. In Section 3, several bounds on the Hausdorff distance between a zonotope and its reduced
counterpart are proven. Next in Section 4, we thoroughly analyze the abstraction error of the reachability algorithm
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leading to the introduction of the gain order, which translates the concept of convergence order known from numerical
ODE theory to set-based solvers. Based on these theoretic novelties, the tuning modules that constitute our adaptive
parameter tuning approach are described in Section 5. Finally, the evaluation of numerical examples in Section 6
demonstrates the practical usability of our tuning methods for a variety of nonlinear system classes, followed by
concluding remarks in Section 7.

2. Preliminaries

In this section, we recall reachability analysis for nonlinear systems based on abstractions in the state space. This
outline is particularly important for the investigation of the abstraction error in Section 4 as well as for the adaptive
parameter tuning in Section 5.

2.1. Notation

We denote vectors by lower-case letters and matrices by upper-case letters. An all-zero vector or matrix of proper
dimension is represented by 0. For a vector v € R", |[v|] € R" is the element-wise computed absolute value and v;
returns the ith entry of v. Analogously, m;; refers to the entry in the ith row and jth column of a matrix M € R™P.
We denote the concatenation of two matrices M; and M, by [M; M,]. The operation diag(v) returns a matrix with
v on its diagonal and otherwise zeros. The identity matrix of proper dimension is denoted by I. Moreover, |M||
refers to the matrix norm of M induced by the infinity norm. Calligraphic upper-case letters represent sets: We write
B = [a,b] C R", where Vi € {1,...,n} : a; < b;, to denote an n-dimensional axis-aligned box. Its diameter is defined
by d(B) = b — a € R" and the absolute value by abs(B) := [—c,c] C R", where ¢ = max({|al|, |b|} is evaluated
element-wise [45, eq. (10)]. Furthermore, we abbreviate the Cartesian product of identical lower and upper limits for n
consecutive dimensions by [a, b]". We use upper-case boldface letters to represent interval matrices I = [P, Q] € R™",
where Vi € {1,...,m},Vj € {1,...,n} : p;j < g;. For operations on sets, we use @ for the Minkowski sum, & for the
Minkowski difference with 1 © S, := {s|s + S, € S}, and introduce the operator # representing either the Minkowski
sum or the exact addition as defined in [46, Prop. 10]; additionally, we define the operators center(S), box(S), and
vol(S), which respectively return the geometric center, the tightest axis-aligned box over-approximation, and the volume
of a set S C R". The radius of a set is defined as rad(S) := 0.5 ||d(box(8)) ||2 Additionally, S; = e,.TS, with e; being the
ith basis vector, denotes the projection of S onto the ith axis. We also write conv(Sy, S) for the convex hull of two sets
S1, S» C R™ The floor operator |k] returns the next smaller integer number k, the sign function is denoted by sgn(-), and
the Frobenius norm by ||-||z. The set Ny denotes the natural numbers including 0.

2.2. Reachability analysis of nonlinear systems using abstractions in the state space

The presented techniques for automated parameter tuning are applied to several classes of nonlinear systems, the most
general of which are semi-explicit index-1 differential-algebraic (DA) equations [47], which can be formulated as

X(t) = f(x(t), y(t), u(t))
0 = g(x(t), y(t), u(t)) ,

where f : R" — R" is a sufficiently smooth nonlinear function, x(t) € R" is the state vector, y(t) € R™ is the vector
of algebraic variables, and u(t) € R™ is the input vector. Omitting the algebraic equation and algebraic variables yields
a standard nonlinear ordinary differential equation. Note that these also encompass parametric systems: Each constant
parameter can be defined as an additional state with the dynamics x;(t) = 0 and each time-varying parameter as an
additional uncertain input. Moreover, we will consider discrete-time systems x;1 = f(Xk, u).

Let us introduce &ex(t; x(0), ¥(0), u(-)) as the solution of (1) at time ¢ for the initial values x(0) and y(0). Then, the exact
reachable set Rex([O, tend]) of (1) over the time horizon t € [0, teng] is given by

(1)

Rex(10. tendl) = {£ex(£: X(0), ¥(0), u(-)) | x(0) € X°, y(0) € I, t € [0, tena]. ¥ € [0, ] u(®) € u} (2)

with the initial sets % C R", Y° ¢ R™ and the input set &/ C R™. In this work we use abstractions in the state space,
where both f(-) and g(-) are abstracted by a Taylor series of order « at an expansion point z* [18, eq. (2)] [47, eq. (8)], so
that

‘ < ((z(t) = 2)TV) " fi(2) ()
Xi(t) € Z_; - . eno,
. ((2(t) —2)"V) gi(2) ) :
0¢ ; " . ® Ly(t),
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using the extended vectorz = [x 'y u"]" € R™"*™ and the Nabla operator V = y 1/«*™ e,-aiZi. The Lagrange remainders

£W and £ are defined by [18, eq. (2)] [47, eq. (8)]

T k+1 5
£t = { () (i J)r T)? L8 Py +a(z(t) —z), @ € [0, 1]} :
‘ 4
" (@ -z V) @) |, ) @
L; (t):_{ T z=1z +a(z(t)—z),ae[0,1]},

and evaluated using range-bounding techniques such as interval arithmetic [48].

The time horizon [0, tenq] is divided into time intervals 7, = [ty, ty.1] with the individual time step sizes At, =
tkr1 — ty > 0 summing up to tenq. The reachable set for the entire time horizon is obtained by unifying the sequence of
time-interval reachable sets R(zy). For notational simplicity, we introduce an equivalent notation for the first terms in

(3),

* 0fi(2)
w:(X) = fi(z"), C,-(jx) = 81_2
i

* 98i(2)
w? =g(z"). ) = =~
]

w _ VH®
2=z*, e 82182’< 2=z*’
2505 (5)
w _ 0°8&(2)

s Vik = 2 a2
s 0202

Z=z*

Alg. 1 summarizes the reachability algorithm for nonlinear DA systems featured in on-the-fly methods, such as the ones
in [17,18], which extends to hybridization approaches [12,14,16] with minor adaptations. After its presentation, we will
discuss the simplifications that can be made for the other system classes mentioned at the beginning of this overview.

Algorithm 1 Reachability analysis of continuous-time nonlinear systems using abstractions in the state space.

Input: nonlinear function f(z), time horizon teyq, initial set R(ty) = X°, input set ¢/; only DA: algebraic equation g(z),
initial algebraic set RY(ty) = )°
Output: reachable set R([O0, tenql)

1: k< 0,tp <0
2: while t; < tepq do

3: Z*(ty) < linPoint(R(ty), f, RV (tk), &)

4; w®, W), cW, V)« taylor(f(z), Z*(tk))

5: w, A, B < 1linSys(w®, wY), c¥, c)

6:  Riin(tks1)s Riin(Tk+1) < linReach(R(ty), w, A, B)
7: Y <0

8: do

9: ¥ <« enlarge(¥)

10: U, RY(tyy1) < abstrErr(Rin(tis), ¥, k)

11:  whiley ¢ ¥

12: Raps < abstrSol(¥)

130 R(tkr1) < Riin(ter1) B Rabs

14 R(Tks1) < Riin(Tks1) B Rabs

150 Rltkr1) < red(R(tk+1)), R(Tks1) < red(R(Ter1))
16: thr1 <tk + Aty, k<~ k+ 1

17: end while

18: R([0, tena]) < Uy R()

At the start of each step k, the operation taylor evaluates both Taylor series at the linearization point z* (Line 4)
returned by the operation 1inPoint (Line 3):

1
X" = center(R(ty)) + 3 Atkf(center(R(tk))), u* = center(i), and y* <« 0=g(x*, y* u*), (6)

where y* € RY(t) is obtained by solving the algebraic equation using a Newton-Raphson algorithm [47, Sec. IV-A]. Next,
we abstract the nonlinear system by a differential inclusion

X(t) € Ax(t) + Bu(t) + w B, (7)
f]in(t)
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using the linearized vector field f;;, and an uncertainty set ¥ enclosing all higher-order terms including the Lagrange
remainder. The constant offset w, the state matrix A € R™", and the input matrix B € R™™ are returned by the operation
linSys [47, Sec. IV]:

w=w®—-yZ "W A=A—YZ'V, B=B-YZ"'W,
using C¥ = [AY B],cY) = [V Z W],

where A € R™" Y € R B e R™™M V ¢ RMaX" 7 ¢ RMaX"a W ¢ R">M The reformulation in (7) allows us to apply the
superposition principle for linear systems and separate the computation of the next reachable set R(t;, 1) into two parts:
First, the reachable set Rji, of the linearized dynamics (Lines 4-6); second, the set of abstraction errors R.ns based on
the abstraction error ¥ [47, eq. (15)] (Lines 7-12). Let us briefly highlight an important difference between two groups
of algorithms: Linearization algorithms [17] may also use polynomial abstractions (« > 2) in (3), but the evaluation of all
higher-order terms until the Lagrange remainder loses the state correlation with respect to the linear dynamics, which
results in an essentially linear approximation of f(x) despite the polynomial abstraction. In contrast, polynomialization
algorithms [18] retain the state correlation in the evaluation of all time-constant, higher-order (¢« > 2) terms in (3)
allowing for a truly polynomial abstraction. For simplicity, we will restrict the remainder of this overview to linearization
algorithms; the extension to polynomialization algorithms can be found in [18].

The operation 1inReach (Line 6) returns the reachable set Ry, using a reachability algorithm for the linearized
dynamics Ax(t) + Bu(t) + w, e.g., [49, Sec. 3.2]. The computation of the abstraction error ¥ requires to resolve the mutual
dependency between ¥ and Ry;,. To this end, we initially estimate ¥ to be ¥ (Line 7) and use the operation enlarge
to enlarge this set by a constant factor greater than 1 (Line 9) until the containment ¥ C ¥ (Line 8) is ensured. Within
this loop, the set ¥ is iteratively computed using the operation abstrErr (Line 10), which depends on the correlation
of the state x with the abstraction error [17, Prop. 1] [18, Sec. 4.1]. The algebraic reachable set RY(ty,1) is obtained as a
byproduct [47, Prop. 2]. Next, the operation abstrSol (Line 12) computes the set of abstraction errors based on ¥ by [17,
Sec. VL]

MNabs Atp_H
Rabs = @ 0+ 1)!Apl1/ @ E(At, naps) At Y, (8)
p=0

with the remainder of the exponential matrix [50, Prop. 2]

" (1AlAt)’
E(At, n) = [=E(At, n), E(At, )], E(At,n) = et =3 (Aac)

i=0

: (9)

i!

where E = 0(At™1) for At — 0.

By exploiting the superposition principle in (7), the next reachable set R(t;,1) is obtained by the addition of Ry, and
Rabs (Lines 13-14). For reasons of computational efficiency, we require to reduce the set representation size using the
operation red(-) at the end of each step (Line 15). Then, we obtain the next time-point solution as

Rti1) = red(e"**R(t) & P(wi) B Ravs). (10)

=: Riin(tk+1)

For later use, we expand the set R;, obtained from the operation 1inReach into its homogeneous and particular solutions,
e R(t,) and P(1y), respectively. For the time-interval solution, we compute the reachable set of the linearized dynamics
Riin(Tk) using the convex hull of sets at the beginning and end of the time interval and enlarge the result by an error set
F,R(ty) with [49, Prop. 3.1]
Min _ 1 p
Fo= P07 - pr)Ae, 0] @ (AL, min), (11)
p=2 P

-=T1(P)
which ultimately yields [17, Sec. IV.-A]
R(Tit1) = conv(R(tx), €***R(ti) ® P(tx)) ® FxR(te) B Rabs(Tk), (12)

= Riin(k)

assuming 0 € U/, with an extension to arbitrary inputs in [49, Sec. 3.2.2].

Finally, let us briefly highlight the algorithmic simplifications for the other aforementioned system classes: The changes
required to accommodate standard ordinary differential equations follow directly by omitting each occurrence of the
algebraic equation. For discrete-time systems, we replace (7) by the following difference inclusion

Xk+1 € AXg +Buy +w BY. (13)
—_———

fiin(xpe,ug)



M. Wetzlinger, A. Kulmburg, A. Le Penven et al. Nonlinear Analysis: Hybrid Systems 46 (2022) 101252

The operation 1inReach (Line 6) therefore becomes the straightforward evaluation of fii,(Xk, ux). Next, the process of
estimation and containment check (Lines 7-11) is shortened to a single evaluation of the operation abstrErr on the
start set R(ty). The next time-point solution (Line 13) is computed by the addition of R;;, and ¥ following directly from
(13). Naturally, there is neither a computation of R.,s (Line 12) nor of a time-interval solution (Line 14).

3. Hausdorff reduction

Reachable sets are often represented by zonotopes because they are closed under linear maps and Minkowski sums, and
these operations can be computed efficiently. Over subsequent steps of Alg. 1, the representation size of zonotopes grows,
necessitating order reduction. In this section, we will provide several bounds so that the representation size of a zonotope
can be reduced while satisfying any desired over-approximation error. In comparison with our previous work [30], we
derive two more error bounds and also a novel generator selection criterion for the order reduction. Additionally, we
provide insights into the performance of each bound for different classes of zonotopes.

Let us first define zonotopes and the order reduction operation:

Definition 1 (Zonotopes [26] Def. 1). Given a center ¢ € R" and y € N generator vectors G = [g(V) ... g(*)], a zonotope is
defined as
y
Z = {xeR” x=c+2a1~g("),—1 <a; < 1}.

i=1
We also define its order by p = % and the shorthand (c, G);. O

For later use, let us also introduce the operations center(Z) = ¢ and box(Z) = (c, diag( Z’: 1 1g])); returning a box
over-approximation of Z. For order reduction, we select the method introduced in [26, Sec. 3.4], which is comprised of
the following steps:

1. Split the given zonotope Zg, into two parts Zg = 2’ @ Z.
2. Enclose Z by a tight box Zpox = box(Z) 2 Z.
3. Compose the reduced zonotope as Zieq = Z' ® Zphox 2 Zfull.

To quantitatively measure the error induced by the order reduction, we use the Hausdorff distance:

Definition 2 (Hausdorff Distance). For two compact sets V, W C R", the Hausdorff distance is defined as
du(v, W) := max{d\, (v, W), d (v, W)},
where

d(Hl)(v, W) :=max min |Jv — w||, and dﬁf)(v, W)= maxmin ||w — v|,. O
veyY wew weWw veV

For subsequent derivations, let us introduce a short lemma:

Lemma 1. For the compact sets S, V, W C R", the following inequality holds:
dy(S®V, S®W) < dy(V, W).

: : (1.
Proof. We only prove the inequality for d},”:

d)sev,sew) = max min v + SOy — s,
Mes @es

< max min [y + 5D~ — sy,
(es "<

= max min |[v — w||;
veY wew
=dy(v, w).
. ()
The reasoning is analogous for d};’. O
In the context of zonotope order reduction, Lemma 1 implies
dH(ZfUHv Zred) = dH(Z/ bz, z ® Zbox) =< dH(Z’ Zbox),

which lets us restrict our attention to the computation of the Hausdorff distance between the partial zonotope Z and its
box over-approximation Z,.x without loss of generality. Computing the exact Hausdorff distance between two zonotopes
is NP-hard in general, since the Hausdorff distance between a point (represented by a zonotope without generators) and

6
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an arbitrary zonotope can be reformulated as a longest vector sum problem [51] (this equivalence is easier to see using
the arguments from [52, p. 268]); in fact, the work in [51] even shows that this problem is APX-hard. Hence, in practice,
we are limited to finding bounds on the Hausdorff distance:

Theorem 1. Let Z = (¢, G); C R" be a zonotope and Zp,y := box(Z) = (c, Gpox)z 2 Z its box over-approximation. Due to
the containment Z C Z0x, the Hausdorff distance dy is given by

dH(Za Zbox) = max min ||Xpx — X||2 . (14)
Xpox€EZpox XEZ

This distance is over-approximated by the following three bounds:

Y
Op(2)=2 > 87| (15)
p=1
, 2
Wrd( Z) = Z ”g(p)”z ’ (16)
p=1
Y ZT‘ 1<g.(p))4
1= 1
0u(2)=v2 Y g?], [1- ——7—, (17)
P le®1;
with
() e .
~m _ [lg”|. ifisE i
&= {O,' otherwise, (18)

where i* is the (first) index for which g’ = |g®

00"

Proof. The proof can be found in Appendix A. O

The accuracy of the bounds w,,,, @4, and o, depends on the reduced zonotopes: While w_, performs better on
average for random zonotopes, in practice w,,,, performs better for reachability analysis. This originates from a bias of
zonotopes in the reachability algorithm towards axis-aligned generators g(P) resulting in orthogonal g). This bias can
be explained by the fact that on several occasions in the reachability algorithm, interval boxes are added to the current
solution. Reducing the order of zonotopes by using box over-approximations further adds to this bias. The bound w,
performs slightly worse than w_,,, in those biased cases. This can be seen by analyzing the effect of adding another
generator g* to the zonotope. Two effects can influence the performance of either bound: On the one hand, if g* is
diagonal (i.e., if the components of g* have the same length, as opposed to g* having only one non-zero component),
Wmax Will grow larger than o, and thus perform worse. On the other hand, if g* is orthogonal to the other vectors g’
then w_,, performs better than w_.

In other words, w,,,,, performs better if generators are added that are axis-aligned and orthogonal up to one component,
which is the case for the generators of an interval box. Nevertheless, the overall performance of w,, is similar to w
in low dimensions and significantly better in higher dimensions. Since the computation (17) of v,
(16) for w4, we combine both bounds to

max

¢ Ccontains the formula

i (gi(p)>4

(19)
1

Y
wrad,cut(z) = Z Hg(p)Hz min { 1, \/5 1—
p=1

In Fig. 1, we see that this new bound generally yields better results than w_,, as it combines the advantages of w,,
and w4 Note that the joint bound w,, ., performs better than either of the bounds w4 and w,, as the minimum in
(19) is taken generator-wise. A potential combination of all three bounds is dismissed due to the resulting computational
overhead.

Let us now provide a heuristic for generator selection, where we aim to reduce as many generators as possible
while respecting a given threshold for the Hausdorff distance between the original and reduced set: Given a zonotope

Z = {(c, G)z, we sort the generators in G € R™" using a cost function o(g). For w,,,,, this cost function is

omax(8) = lIgli — lIgllx - (20)

originally proposed in [26]. For w
yielding the cost function

n \4
Orad,cut(g) == 1Ig|l; min {1, \/5,/ 1- Zi@%} : (21)
2

radcurr W€ €xploit that the contribution of each generator to w4, can be separated,
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Dimension n = 3
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Fig. 1. Comparison of 4, @, aNd g 10 @y (i€, @y, coincides with the x-axis), by computing each bound for 1000 zonotopes centered

at the origin with generator matrices that have random entries between —1 and +1, and taking the mean. Negative values of w — w,, mean that
the bound performs better than ... One can see that for low dimensions, the combination of w4 and ., can lead to better results, which are
comparable to those of w,_,,. For high dimensions, w,_, is typically much more precise than w., or @,,.

Note that the cost function g;ag = || - ||2 is exactly the cost function described in [27,53] to sort generators. However,
since this is already computed when evaluating (21), the analysis of the computational complexity and the accuracy of
Orad 1S similar to that of p;aqcuc. We will utilize the presented novel bounds for zonotope order reduction in our adaptive
parameter tuning approach in Section 5.3.

4. Gain order of set-based ODE solvers

We first recall some basics about the numerical approximation of ODE solutions using classical solvers and discuss
why an immediate transferability of these concepts to reachability algorithms is inadequate. Afterwards, we will outline
our solution, which will be presented in the remainder of this section.

In classical ODE theory [31,34], the quality of a numerical approximation of an ODE

x=f(x,t) (22)

is typically measured by the concept of convergence order:

Definition 3 (Convergence Order of Classical ODE Solvers). Let &ex(At; to, Xo) be the exact solution of (22) at time to + At,
with initial condition x(ty) = xo, and let £(At; to, xo) be an approximation of the exact solution at time ty + At. The
convergence order (in short: order) of the solver is the number g € Ny, for which the following inequality holds:

8Af,lOC = |$EX(A£-; t()y XO) - %:(At; t(]a XO)| S CAtq+19 VtO, XO7 (23)
where c is a constant that neither depends on fy, X, nor At, and € ¢ 1o¢ is called the local truncation error. O

The error (23) is a local measure as it only measures the error committed in a single time step. To estimate the
accumulated error over the entire time interval [0, tenq], let us denote by &y the approximation after N steps using the
time step size At = tenq/N. Then, the global error ey between the exact point £ex(tend; to, Xo) and the approximation &y
is bounded by [32, p. 318, Theorem 12.2]

en = |&ex(tend; to, Xo) _§N| f?Atq, (24)

where T is a constant that depends on tenq, but not on At. Thus, the order g provides an estimate on how small the time
step size has to be in order to achieve good approximations—low-order methods, such as the explicit Euler method [31,
Chapter 2] with order g = 1, will typically need much smaller time step sizes than high-order methods like the third-order
variant of Heun’s method [31, Chapter 9.5] with order g = 3.

For set-based methods used in reachability analysis, this error estimation cannot be generalized directly for several
reasons:
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o Difference between sets: Expressions such as [&ex(At; to, Xo) — §(AL; to, Xo)| in (23) are difficult to evaluate if
Eex(AL; to, xo) and E(At; to, xo) are replaced by their set-based analogues, i.e., the reachable set and some approxi-
mation that outputs a set.

o Wrapping effects: The magnitude of some approximation errors, primarily due to wrapping effects, such as the
iterative order reduction operations discussed in Section 3, is independent of the time step size and thus cannot be
reduced by choosing a smaller time step size. Even worse, reducing the time step size leads to a higher number of

iterations and might result in an overall larger error, which does not happen for classical ODEs.

To address these problems, we propose a novel concept for the convergence order of set-based solvers. Instead of focusing
on a local truncation error € 1o, we will define a gain function ¢(t; §) that measures the overall error for varying time
step sizes, and for which holds that

1
EN = CAt_lfp(tend; N)’ (25)

where ey is an appropriate measure for the global error of a set-based solver and c is a constant that neither depends on
At nor N.

For conciseness, our subsequent analysis will only be applied to systems of ordinary differential equations (22), where
we will assume a smooth right-hand side. Under certain simple assumptions, we will show that ¢(tenq; %) < 1/N%*! for
some g € Ny that may depend on the right hand side f of (22), leading to the result

en < CALY, (26)

where T is a constant that depends on teng, but not on At nor N. As a consequence, the gain function ¢(t; §) allows us to
mimic the result from (24) that one can get via classical ODE theory, without having to analyze the precise behavior of
the local truncation error for each point in the initial set.

The next subsection Section 4.1 defines local and global abstraction errors of set-based solvers, followed by an
investigation of the local error over varying time step sizes At using a formal definition of the aforementioned gain
function in Section 4.2. Finally, we extend the obtained results from local to global errors in Section 4.3. Most of the
proofs are to be found in Appendix B to enhance the fluidity of our presentation.

4.1. Errors of set-based ODE solvers

In order to define the notion of order for a given set-based solver, we need an estimation of the local error that such
a solver produces (similarly to Definition 3). We focus our attention on the set of abstraction errors Raps (8), which by
definition collects the approximation errors induced by Ry, in (10). This is comparable to the work in [33]. More generally,
we propose the following measure for the local and global error:

Definition 4 (Errors of Set-based Solvers). Let R(At; ty, X°) be a set-based approximation for (22), with initial value
x(to) € x° and time step size At. Using the abstraction error as defined in (8), we have that
R(AL; to, X°) = R(AL; to, X°) @ Raps( At to, X°), (27)

where R(At; to, X°) is the approximation of the solution to the ODE (22). Let R(t;) be the output after k € {0, 1, ..., N}
iterations of R and let R(t;) be the output after iteratively using R instead of R. Then, the local abstraction error at time
ty is defined as

euioc = |d(box(R(AL: tr, R(6)) © RIAL te R()) | = |d(box(Run(AL: te, R(N) | . (28)
whereas
en = | d(bOX(R(tena) © Rltend))| - (29)

is the global accumulated abstraction error over N steps. O

Similarly to classical ODE theory, the global error can be linked to the local error in the following manner:

Lemma 2 (Local and Global Abstraction Error). For solvers of the form described in (10), the global abstraction error after N
steps can be bounded by the maximal local abstraction error as

c
ey < — max ¢ 30
N = At 1<t<N £,loc ( )

for some constant ¢ that may depend on te,q, but not on At nor N.

Proof. The proof can be found in Appendix B. O
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Global error e

® en(d(X0), At) 1 Cut at d* = d(X"Y)
— €N(d*,At) —EN(O,At)

Fig. 2. Schematic evaluation of the global abstraction error ey as a function of space (set size d(x°)) and time (time step size At); two projections
for d(x°) = 0 (classical solvers) and d(x°) = d* > 0 (set-based solvers), resulting in the black and red curve, respectively, show a different limit
value in the limit At — 0. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this
article.)

4.2. The gain function

Now that we know how to quantify the error of a set-based solver, we investigate the behavior of the error for varying
time step sizes At. For simplicity, we will drop the arguments k, ty, to, and x° for the rest of this section to focus on the
effect of At on the local abstraction error. Moreover, for the sake of simplicity, instead of working with the local abstraction
error as defined in (28), we will use the more accurate formulation

abs

Eloc = Hd(box(Roo (At)))” : (31)
oo
where R (At) is the non-truncated set of abstraction errors replacing (8), i.e.,
o0
AtP—H
bs(At) = ———AP(At)P(AL). 32
(A1) = P oA anv(an (32)

p=0
While the local error (31) explicitly depends on the time step size At, ¥ also depends on the initial set x°. The Taylor
expansion of (31) entails that there exist some non-negative integers ¢s and g; such that

Eloc = At[o(mqt) + o(d(x0)s )] (33)

for small enough At and d(x°), where d(X?) is the diameter of x°. This is similar to classical ODE theory [31, Chapter
9]. The error &}, can thus be decreased either by reducing the time step size, or by splitting the initial set as in [33]. As
Lemma 2 shows, the global error ¢y is bounded by a term proportional to gj... Its dependency on the set size and the
time step size is illustrated in Fig. 2: For classical solvers, we have d(x°) = 0 yielding the black curve which converges to
ey = 0 for At — 0. In contrast, for set-based solvers we obtain a behavior like the red curve as we evaluate ey(d(x?), At)
on a projection (indicated by the gray plane) at d(x°) = d* > 0. Crucially, this results in a value ey > 0 for At — 0. (For
interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

The estimate (33) can be made independent of the right hand side f of the ODE, up to a multiplicative constant
depending on the smoothness of f (see for example [31, Chapter 9.4]). Thus, it would allow one to separately define
a time order q; and a space order gq;. However, these concepts of order are difficult to measure locally as one would need
to measure the combined error as a function of several variables. In contrast, classical ODE theory only considers the local
error with respect to time.

Therefore, a different approach is more enticing: Instead of analyzing the precise behavior of ¢, as a function of time
and space (as in [33]), we consider its overall expansion over time by defining the following gain function:

10
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Definition 5 (Gain Function). The gain ¢(h; §) over the time span h with relative increments § € [0, 1] is the function
di(box(R.(Sh
o )= max_g(h:8) with gh; 5) = O (ON)
ie(1,...,n} di(box(Rgﬁs(h)))
(h) is computed by (32). O

; (34)

o0
where R

If w(h)in (32) is represented by a zonotope, the gain ¢ can be simplified using the following Proposition:

Proposition 1 (Diameter of Set of Abstraction Errors). Suppose ¥ (h) is given as the zonotope {(c(h), G(h))z. Then we obtain

- pptl
di(box(R(h))) = 2 |AP(mGn)] ;- (35)
’ pXZ; (p+ 1) g

where for a matrix M, ||[M|1; denotes the 1-norm of the ith row of M.

Proof. The proof can be found in Appendix B. O
Following the result of Proposition 1, we can analyze the behavior of ¢ by examining the behavior of the coefficients
|AP(h)G(h)||; ;, for which we now present a more concrete characterization:

Lemma 3 (Expansion of Coefficients). Assume that the right-hand side f of (22) is smooth. Then, A(h) and G(h) are smooth,
and for allp € Ng and i = {1, ..., n}, the coefficient ||AP(h)G(h)|1.; may either be written as

(p)
AP ()G = B9 [l + b ()], (36)
for some g’ € Ny, a” € R\{0}, bP’(h) = O(h), or as
IAP(h)G(h)Il1.i = O, (37)
in which case we use the convention that qu) = 00, as well as agp) = 0 and bgp)(h) = 0. Furthermore, for all p € Ny and
i={1,...,n}, the function
QP(h) = lla?’ + b (h)llx (38)

is non-negative and piecewise smooth.

Proof. The proof can be found in Appendix B. O
We can now use this knowledge about the numerator and denominator defining ¢(h; §) in order to investigate its
behavior for h — 0, through which a certain notion of order will arise naturally:

Theorem 2 (Limit Gain). Suppose the right hand side f of (22) is smooth, and for each p € Ng and i = {1, ..., n} let aEp) and
qu) be defined as in Lemma 3. Then for the gain in the ith dimension ¢;(h; §) there holds

,1113}) i(h; §) = 8%t (39)
where

qizmax{jeNo‘ > a1 ;éo}. (40)

(p)

p+a; =)

Note that the condition on j in (40) is met for a given j if and only if either there does not exist a tuple (p, qu)) such that
p+ qu) = j, or if for any such tuple there holds agp) =0, i.e, [A’(h)G(h)]; = 0, according to the convention in Lemma 3.

Proof. Using (35), we deduce by (36) that

Rt >, I + bE ()l
Wil + bP(h) =2 Wt S

ey la” + bP(h)I1 > ( oD

= = p+aP=j

di(box(RE,(h))) =

abs

Inserting this into (34) yields

(p)_ (P
00 pit+1gj+1 lla;™"+b;""(hé)ll1
oo pittsiety o M o
=0 (p)_; !
J p+q; = (p+1) 50+

0 pit1 laP+6P i, h—0
2% Zerq“’ )= T ()
() .

gi(h; 8) =

11
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where while passing to the limit we used the fact that b§" ) = O(h) together with the assumption that

s

la 0
2 prn

o =q;

which is equivalent to (40). O

The quantities gq; have the unique property that they can describe the overall behavior of the error for different time
step sizes. Consequently, they constitute the basis of our concept of order:

Definition 6 (Gain Order of Set-based Solvers). Let R be an approximation of (22), and let g; be defined as in (40). Then
g := min; g; is called the gain order of the method, and q; is called the gain order of the ith dimension. Note that R yields
zero abstraction error if and only if g = oo. This is because from (35) it follows that the abstraction error is zero if and
only if ||A’(h)G(h)||;; = O for all p and i, which is equivalent to g = co. O

We aim to show that, under certain simple assumptions, ¢ is monotonically decreasing in h. This will be crucial in
practice because it shows that even if the global abstraction error does not decrease by O(At?) for some p > 1 (where
At is the time step size), it does indeed decrease notably for smaller time step sizes.

Proposition 2 (Derivative of Gain). Let qu) and Qfm be defined as in Lemma 3, and let q; be defined as in (40). Assume that

all Qfm are differentiable at t = 0. Then, for § € [0, 1], there holds
doi(h; §
lim M <0. (41)
h—0 dh

Furthermore, for fixed h, if Vi € {1, ..., n} and p € Ny the value of Qi(p)(t) is constant over t € [0, h], then

@i(t; 8) < 8%t vt e[0,h], iel,..,n}. (42)

Proof. The proof can be found in Appendix B. O

As we have seen, the gain function provides an alternative way of estimating the dependency of the local abstraction
error with respect to the time step size, and this estimation can describe non-integer orders by means of the function ¢.

4.3. Global abstraction error via gain order

After estimating the local error using the gain function, we now want to extend these results to an estimation of the
global abstraction error. To do so, we select h to be a fixed finite time horizon that we will use as a unit of measurement,
and through which we will comparatively observe the effect of reducing the time step size At < h. For some fixed
8 € [0, 1], by (41) we can choose h to be small enough such that ¢(t; §) is decreasing on t € [0, 2h]. By (39), the limit of
o(t; 8) for t — 0 is §9*1, therefore on [0, 2h] there must hold that ¢(t; §) < 8§91, For t = h, this yields the relation

o(h; 8) < 891, (43)

The latter inequality holds even for relatively large h in practice, as we shall discuss later on.

Since the gain ¢ provides an estimate for the variation of the local abstraction error, ¢ depends on the step k just like
k.loc (28) does. Let ¢, denote the gain function corresponding to step k. From (30) it follows that the global error ey after
N steps can be estimated by

(30)

ey < cAt™" max max d;(box(Ry(AL; ti, R(tr))))
1<k<N i
Definition 5 1 1 00
= caAt max or(h; ﬁ)miax di(box(R3(h: ti, R(tx))))
1

< -1 . _ % (h.

< cAt max or(h; N)]rglg’(v max d; (box(R3(h; t, R(tk))))

= AL di(box(R(h; ti, R(t

—_ (8 N‘”] ]rélkaf)l(\]mlax l( OX( abs( s Lks (k))))

From [18, (11)] it obviously follows that R (h + t;; 0, x0 RE(2h; 0, X0, since t, < h. Therefore, we can write

abs

1
EN =< CAt_]WROO (Zh, O, XO),

12
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which eventually yields a bound

<cAt™!
8N_CAt NQ+1.

Since N = h/At, we conclude that
ey < c(h)AtY,

where C(h) is a constant that depends on h, but not on At nor N. Consequently, our definition of the order of a solver
yields similar results to classical ODE theory, except that ¢(h; %) can give even more precise information, e.g., non-integer
orders, about the local improvement one would get by decreasing the time step size.

In practice, we will primarily use ¢(h; §) to determine an approximation of ey o for small variations of At. As we
saw earlier, (41) implies that ¢(h; 8) < 89t if h is small enough, a restriction that can be loosened for larger h using
Proposition 2 under the assumption that A“(h)G(h) in Proposition 1 does not vary much with respect to h, as this would
imply that the Q,.(p ) are constant. This assumption holds as long as ¥ (h) does not vary much, which is true in practice as
long as the computation of ¥(h) converges.

In the next section, we will make use of the gain function ¢ (see Definition 5), its limit value (see Theorem 2), and
its derivative (see Proposition 2 and the discussion above) in order to construct an optimization function for the crucial
tuning of the time step size.

5. Adaptive parameter tuning methods

In this section, we propose individual tuning methods to adaptively tune each algorithm parameter used in Alg. 1.
Fig. 3 provides an overview of the reachable set computation within one time step, where arrows indicate the effect of
algorithm parameters on sets. All described tuning methods are modular, that is, the algorithm parameters are adapted
independently of one another. The final composition of all tuning modules in an adaptive tuning algorithm yields a general
framework for state-space-abstracted reachability algorithms such as Alg. 1. Each tuning module can simply be exchanged
for a different one, e.g., if different reachable set computations or set representations are chosen.

We will generally omit the index k for the current step as all algorithm parameters are adapted in each step. The
remainder of this section describes the individual tuning methods for the propagation parameters n (Section 5.1), the
abstraction order « (Section 5.2), the set representation size p (Section 5.3) - all of which are tuned by threshold conditions
determining sufficient accuracy - and the time step size At (Section 5.4) obtained by solving an optimization problem that
minimizes the unavoidable over-approximation over a finite time horizon. Finally, we introduce the automated tuning
algorithm as an enhancement to Alg. 1 in Section 5.5.

5.1. Propagation parameters

As schematically indicated in Fig. 3, the computation of the sets R, in (8) and Ry, in (10) and (12) requires us to tune
the order 7 of the finite Taylor series of the exponential matrix. The main idea is to exploit that the contribution of higher-
order terms eventually vanishes. As a consequence, we truncate the respective Minkowski sums once the contribution of
the additional term has become small enough to determine the orders 7, and 7,ps.

The over-approximation error in Rji,(7) is dominated by the error term FyR(ty) [42, eq. (21)]. Thus, we tune n;, using
a fixed threshold 0 < ¢rjin < 1 related to the influence of additional terms T in (11):

e,
Min = nﬁjiglp such that 1-— W < {1lin- (44)

Using the same idea of comparing successive orders, we determine the order 7,,s by truncating the sum in (8) according
to the criterion

d;(box(RET
Nabs = g;li“n p  such that max l((—abs)) = {1,abs> (45)
0

il d;(box(RYE)))

abs

with Rg%)s denoting the sum in (8) truncated at order p and 0 < ¢ aps < 1.

As both criteria (44) and (45) can be evaluated during the iterative computation of the respective sets, the tuning itself
yields negligible computational overhead. Note that there are no propagation parameters in the reachable set computation
of discrete-time systems.

13
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(Next step) s )

R(tr)

: abs D — ndbs
|

At / Pabs
Min —> /

(Linearized dynamics) (Higher-order terms)

N

Fig. 3. Main workflow for one time step in Alg. 1 and the influence of algorithm parameters on different sets (an arrow A — B means that A is
used to compute B): The propagation parameters n affect the precision of the exponential matrix and the set representation parameters p represent
the reduction operation, which is applied to various sets within one step.

5.2. Abstraction order

According to Fig. 3, the abstraction order « in (3) directly influences the abstraction error ¥ and subsequently the set
of abstraction errors R,ps. In general, larger values of « are computationally more demanding due to the evaluation of
higher-order maps, but also decrease the size of the set of abstraction errors Rps.

For a linearization approach, we restrict the admissible values of the abstraction order to x = {1, 2}, as the evaluation
of cubic or higher-order maps is highly over-approximative using zonotopes. In constrast, non-convex set representations
are closed under higher-order maps but significantly increase the set representation size which cannot be handled by
current reduction methods. Hence, the abstraction order for the polynomialization approach is fixed to x = 2.

We propose a two-step selection criterion to limit the computational overhead:

1. The set of abstraction errors R,ps of the current step k is compared to the last comparison, denoted by k’. To establish
a level playing field, we estimate the size of R,,s(Aty) for the time step size Aty using the gain ¢* based on (34).
The condition

¢* rad(Raps(Atx))

rad(Rabs(Atk/)) - é‘K’ CK € (0’ 1)’ (46)

decides whether we progress to the second step below. Informally, we compare the sizes of the set of abstraction
errors and only if the size difference is large enough, the value for « is re-tuned.

2. If the condition (46) is fulfilled, we also compute R,,s(Aty) for the other value of x and decide the value of « for
the next step according to the following condition:

dj(box(Raps(k=1))) (47)

1, ifV¥ie {1,...,n}withd(Raps) > 0 : S RasC=D)) > 1
K <
2, otherwise.

The closer ¢ is to 1, the more conservative the selection becomes, i.e., the more often x = 2 will be chosen resulting
in both a tighter result as well as longer computation times. For the first step, we use the initial set R(ty) = x° to
compute ¥ and immediately evaluate (47) to compute the first abstraction order «. For discrete-time systems, we exploit
two properties to greatly simplify the computation: First, the abstraction error ¥ is used directly in the reachable set
computation replacing Raps as seen in (13). Second, we do not need to compensate for different time step sizes in
subsequent steps so that we always have ¢* = 1 in (46).

5.3. Set representation

A reduction of the representation size can only avoid large over-approximations if the reduction error is restricted by
an upper bound. We utilize the two bounds ., (15) and w4, (19) for the Hausdorff distance between the original
zonotope and its reduced counterpart from Section 3. For either bound, we sort the generators of Z in ascending order
with respect to its respective cost function gmax (20) Or @radcut (21). Then, we select the first y* < y generators, until we
reach the upper bound

V
Y o(e®) < ¢ |d(pox(2)) ], (48)
p=1

14
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Start set at time ¢ At too small At too large

SN

\ / Sets at time ¢t + h

Optimal At

Fig. 4. The optimal value At, (gray sets) for the set propagation over a time horizon [t, t + h] is obtained by balancing the wrapping effects: If At
is too large (red sets), the set of abstraction errors R.ps is too large; if At is too small (blue sets), the reduction operation excessively increases the
set size. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

where we use a fixed fraction 0 < ¢z < 1 of the diagonal of the box over-approximation of the original zonotope Z. The
exact Hausdorff distance between the original and the reduced set is smaller than the left-hand side in (48) by Theorem 1.

Our polynomialization approach is best used with a non-convex set representation, where we choose polynomial
zonotopes allowing us to exploit their similarities to zonotopes which we extensively covered in Section 3. The reduction
method for polynomial zonotopes described in [46, Prop. 10] is based on zonotope order reduction, so that we can reuse
the bound (48) to decrease the representation size.

5.4. Time step size

Alg. 1 contains two main sources for over-approximation, both of which are related to the time step size At: First,
we have the set of abstraction errors R,,s whose behavior over At has been thoroughly investigated in Section 4. By
decreasing the time step size, we reduce the size of R,y and thus alleviate the wrapping effect originating from the
iterative addition of R.ps. Second, the reduction operation induces another wrapping effect whose effect is diminished by
increasing time step sizes. Section 5.3 describes the error induced by a single reduction operation, which we now have to
consider over multiple steps.

In order to obtain a tight reachable set, we require to tune At so that the trade-off between both wrapping effects is
optimized as shown in Fig. 4: The start set is propagated over a finite time horizon h using different candidate time step
sizes AtM) = % A > 1. The optimal time step size At, (using 3 steps) balances both wrapping effects so that neither
the set of abstraction errors R,ps is too large (using 2 steps) nor is the reduction operation applied too often (using 5
steps)—both of which yield a larger set at time t + h.

In order to efficiently solve the optimization problem in each step, we make some design choices without which the
comparison of different time step sizes At*) would become infeasible in practice:

(a) We assume the system matrix A, i.e., the Jacobian matrix of f(x), to be constant over [t, t + h] and use A = A(t).

(b) We will neglect the particular solution P(ty) in the propagation formula for the reachable set (10).

(c) For each At™), we assume the set of abstraction errors Raps(At™*)) to be constant over [t, t + h] and use Raps =
Raps(At?)) obtained at time t.

(d) We linearly interpolate the gain ¢ (34) between ¢(At = h) = ¢! and the limit gain computed in Theorem 2
limu;—0 @(At) = 891 to obtain

p(At) ~ § + ——At, (49)

where we replace § by the fixed value ¢; € (0, 1), potentially underestimating the actual gain in order to prevent
the time step size from decreasing too much. We will use this interpolation for all At™).

Note that we will explicitly consider A € R to facilitate any candidate time step size At™*) e (0, h], which requires to
take a last incomplete step of length bAt™) = (A — [A])At™ into account in order to compare the resulting sets at the
same point in time as shown in Fig. 4. In addition to the design choices (a)-(d), we simplify the set-based evaluation to
scalar values in three ways:

1. The sizes of the start set R(t) and the set of abstraction errors R.ps(At*)) are approximated by their respective
radii ro = rad(R(t)) and r\f) = rad(Raps(AL™)).
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2. The effect of the exponential matrix is captured by its determinant, which over the entire finite time horizon can
be estimated by det(e’") = e™"), leading to a scaling factor of

;A% _ (etr(Ah)>)]‘ (50)

b
for each partial step of length At™*). For the scaling of the last incomplete step, we have Sa

3. The enlargement caused by the zonotope order reduction is measured by multiplying the radius with (1 + 2¢7)
following (48). The factor for the last incompete step is (1 + 2¢)°.

As only time-point solutions are reused in subsequent steps, we repeatedly apply (10) to compute the reachable set
after time h, omitting the particular solution as stated in design choice (b):

Rt + h) = red(e®2 red(e® ™ . red(e* " R(t) B Raps)... B Rabs) B bRabs), (51)

where " and R, are scaled to €A™ and bR, in the last incomplete step. Based on the aforementioned
simplifications, we now rewrite the set-based formula (51) to a scalar estimate for the set size of the reachable set using
the recursive formula

1 :
rR(t +jAtY) = (14 28) (¢4 relt + (G — DAD) 1)), (52)
which starts with the set size estimate at time ¢ given by rg(t) := ro. To obtain an estimate after time h, we apply the
recursion | A] times and then include the last incomplete step:
b 1 1
re(t + h) = (1 +2¢,)° (g; (14 26)(87 (1 + 26087 ro + 180 + 1) 4+ b rabs)

D ret+12) AE0)

Summarizing the first |A| steps yields
b 1) L] -
_ b2 a4 5
el + B) = (1426 (& (ro(1+ 2620415, " + 150> (1+26,)¢, )—i—brabS),
j=1

after which we include the last incomplete step and rearrange to
LA btj—1
re(t + h) = ro(1+4 282V 8a + 10 Caz(A). Gaz(A) =Y (14282 ¢, ™ +b(1+ 247)". (53)
j=1
Since the evaluation of (53) would require us to compute r be ) for each A (which is obviously undesirable in practice

due to the large computational overhead), we approximate ribs utlllzmg design choice (d). Let us ﬁrst define 1 € N as
the number of times h has been scaled by a fixed ¢s. Hence, A = ; € R is the number of times At*) divides into h and

using
o = g5 ') = &+ (0 = 5 G4

we obtain an estimate for rabS based only on rabs and ¢!
A 1 1y (1 (») b
A =g o Tabs ]_[¢U>. (55)

One can also compute ¢! given ribs and rabS by solving the following implicit equation for ¢! based on combining

(54)-(55), which will be used later on in the tuning algorithm for At:

(2)
" r
V(g5 + () — 5)8s) - et (G5 + (@ — 555y ) = A ?—Il);- (56)
abs
Inserting (55) in (53) yields the cost function
(
re(t + h) = ro(1+ 287 24 + a—bScA ]‘[¢ (57)
which we minimize to obtain the optimal time step size
At, =h ;(;\;‘ where A, = argmin rg(t + h). (58)

AeN
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Algorithm 2 Adaptively-tuned reachable set computation for one step k > 1

Input: nonlinear function f(z), algebraic equation g(z), start set R(t;), algebraic start set RY(t;), input set ¢/, abstraction
order «y, gain of last step <p,(<1_)1, finite time horizon of last step hy_1, r;g:)k/ of step k' (last evaluation of (47)), set of global
parameters ¢

1
OUtput: R(tk+1)7 R(Tk+1)7 Ry(tk+])s Kk+1a hka (pl(c )

1: hy < h_q £57 , Aty < hy
fS*‘Pk 1
2. fora=1:2do
3: (tk) <_ 11I1P01nt( (tk)vf’ Ry(tk)v g)
4 w("), ), CW, W) taylor(f(z), Z*(ty), /ck)
5: w,A, B <~ 1inSys(w("), w), cW )
6: Riin(tk+1)> Riin(Tk+1) < linReachAdaptive(R(tk), w, A, B)
7. W, RY(tyy1) < abstrErrLoop(Riin(tks1), ¥, ki)
8
9

if a = 1 then
Rabs(h), Typs . < abstrSolAdaptive(lI/)

10: At, < optDeltat(hy, gok , absk) At < At,
11: else
12: Rabs(At), ab:)k < abstrSolAdaptive(¥)
13: Ki+1 < tuneAbstrOrder( aﬁs)k, r;ﬁs)k/)
14: end if
15: end for

16: go,i” <« estimateGain(ri&i 3 riﬁs*)k)

17: R(tet1) = Riin(ter1) B Rabs(Aty), R(Tht1) = Riin(Th+1) B Rans(Aty)
18: R(tk+1) < redAdaptive(R(tk+1)), R(Tk+1) < redAdaptive(R(Tk+1))

For the evaluation, we simply increase A’ until the objective value ry(t + h) increases again as such a simple scalar formula
does not require more sophisticated algorithms.

As a final step, we have to determine the finite time horizon h for the evaluation of the cost function (57). The key
element in the derivation of the optimization problem is the approximative evaluation (55) of rabs based on the gain ¢ in
(34). The proposed linear interpolation (49) reflects the actual progression of ¢ over At more accurately the closer the
used gain ¢! is to the limit gain limu,_.o p(At) = ¢, see Theorem 2, which depends on the order g. Using a threshold

value ¢,(q), we determine h by
h=mint suchthat ¢™V(r)> ¢u(q). (59)

Additionally, we restrict ¢,(q) to be smaller than ;“5‘”1 since this value is reached from below for small values of At as
discussed in Section 4.3.

5.5. Automated parameter tuning algorithm

Let us now present Alg. 2, which enhances the reachable set computation shown in Alg. 1 by the adaptive parameter
tuning methods introduced in this section. In order to reduce the computational effort, we utilize available information
from previous steps for the adaptation of the time step size At and the abstraction order «.

First, we update the finite time horizon h (Line 1) by the value in (59). Using the finite time horizon as the time step
size Aty, we follow the procedure for the computation of the sets Rj, and Raps known from Alg. 1, where the operations
linReachAdaptive and abstrSolAdaptive contain the automated tuning of the propagation parameters 7, and 1aps
as described in Section 5.1. For conciseness, we comprise lines 7-11 from Alg. 1 by the operation abstrErrLoop. At the
end of this computation, the operation optDeltat computes the optimal time step size At,, using the just computed
value rabi = rad(Raps(h)) and the gain ¢, from the last step (Line 10). In the second iteration, we compute the sets R,
and Raps using Aty = At, and tune the abstraction order « (Line 13) by the operation tuneAbstrOrder, comprising
the method from Section 5.2. Additionally, we approximate the galn @1 (Line 16) by implicitly solving (56), denoted by
the operator estimateGain, taking the estimates r(bi and ra,DS for the finite time horizon and the optimal time step
size, respectively, as input arguments. At the end of the step, the reachable sets R(ty;1) and R(ztx41) are computed and
subsequently reduced by the operation redAdaptive, according to the method described in Section 5.3.

For the time step size, we first decrease an arbitrarily initialized At until the condition in (59) is met, yielding h with the
associated error Raps(h) and its scalar correspondence r'Y as well as ¢V in the process. Then, the operation optDeltat

abs
returns the optimal time step size At,, after which the remainder of the step is executed as shown in Alg. 2.
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Table 1

Setting of the global parameters ¢.
Approach ST lin 8T,abs &z Tk Zn(g =0) tn(g=1) g
Linearization 0.0005 0.005 0.0005 0.90 0.85 0.76 0.90
Polynomialization 0.0005 0.005 0.0001 - 0.80 0.80 0.90

Finally, let us briefly discuss the set of global parameters ¢ introduced in the respective tuning methods of the algorithm
parameters in this section: Table 1 shows the values to which all global parameters ¢ have been fixed. The first three
C1.1in» CT.abs, @Nd ¢z constitute threshold values representing sufficient accuracy of the tuned set operation. The value of ¢
is a similarity measure for the comparison of two different abstraction orders. The final two values ¢, (depending on the
order q) and ¢; allow us to determine the finite time horizon and candidate time step sizes for the optimization function
tuning the time step size. Further development of the proposed tuning methods may change the value of a specific ¢,
however, the current setting is justified by the tight reachable sets obtained for a wide variety of different nonlinear
systems as shown in the next section.

6. Numerical examples

In this section, we evaluate the adaptive parameter tuning approach presented in the previous section on all system
classes introduced in Section 2. We first analyze two selected benchmark systems from the ARCH competition [54,55]
allowing us to compare our approach to expert-tuned state-of-the-art reachability tools. Then, a wide variety of different
benchmark systems taken from various sources [17,43,56,57] is used to provide a general overview of the performance.
The adaptive parameter tuning approach was implemented in MATLAB R2022a and evaluated on an Intel® Core™ i7-9850
CPU @2.59 GHz with 32 GB memory. The following evaluation is based on [30], but considers more configurations of the
ARCH benchmarks and extends the additional benchmark systems by including differential-algebraic and discrete-time
systems.

6.1. ARCH benchmarks

In the ARCH competition, reachability tools compete with one another in solving benchmark systems, where the
computation time and an accuracy measure are used for evaluation. Due to the lack of automated parameter tuning,
each tool has to be tuned manually for each system. We select two benchmarks, namely the production-destruction
benchmark (PRDE20) and the Laub-Loomis benchmark (LALO20), to assess the quality of our results in comparison with
state-of-the-art tools. Let us first introduce the PRDE20 benchmark.

Example 1 (PRDE20). This benchmark models a bio-geochemical reaction, describing an algal bloom transforming
nutrients (x;) into detritus (x3) using phytoplankton (x,) [58, Sec. 3]. The dynamics presented in [54, Sec. 3.1.1] also
contain parametric uncertainty. Based on the initial state x(0) = (9.98,0.01,0.01)" and the parameter a = 0.3, there are
three configurations of this benchmark:

1. (Case I) Only uncertainty in the first initial state: x;(0) € [9.50, 10.00].
2. (Case P) Only the parameter is uncertain: a € [0.296, 0.304].
3. (Case I&P) Uncertainty in the first initial state and the parameter: x;(0) € [9.80, 10.00], a € [0.298, 0.302].

The time horizon is tenq = 100s. O

Due to the small size of the initial set A°, a linearization approach already yields tight reachable sets in all three
cases. Fig. 5 shows the reachable sets for case I, which serves as an illustrative example for the tuning of the algorithm
parameters. The projections show a sharp turn (in the time interval t € [10.6, 11.6]) imposing strongly nonlinear behavior
which is both preceded and succeeded by rather calm dynamics.

Fig. 6 shows how the adaptive parameter tuning reacts to the change in the degree of nonlinearity: The left graph
plots the time step size At over time, which reaches its minimum value At =~ 0.012 during the sharp turn. There,
the optimization function reduces At, thus decreases the abstraction error in order to optimize the estimated over-
approximation error at that time. Afterwards, the value gradually increases towards its maximum value At ~ 0.4, which
exploits that the dynamics are better approximated in rather linear regions, yielding small abstraction errors even for
relatively large time step sizes. The right graph plots the zonotope order p over time whose behavior can be explained in
a similar way: At the sharp turn, more generators have to be kept in order to avoid inducing large over-approximations,
yielding a maximum zonotope order of p = 20. As a consequence of the calmer dynamics after the sharp turn, the
complexity of the shape decreases as we observe in Fig. 5: The sets after the turn are much more straightened compared
to the “bent" sets at the time of the turn. This reduces the number of generators required for an accurate representation
of the set and thus lowers the zonotope order.
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Fig. 5. Projections of the reachable set R([0, tenq]) of Example 1, case L Initial set in red, reachable sets in blue, single simulation runs in yellow.
(For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
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Fig. 6. Time step size At and zonotope order p of Example 1, case I, over time.

Table 2
ARCH benchmark PRDE20: Comparison of our approach with state-of-the-art reachability tools
in terms of computation time and the tightness measurement y = vol(box(R(tend))) as in

[54].
Tool (Language) Case | Case P Case I&P
Time Time Time

Alg. 2 (Matlab) 10.8s 7.8e—21 124s 3.5e—24 18.6s 8.6e—24
Ariadne (C++) 8.6s 1.7e—13 79s 2.3e—-17 39s 1.0e—13
CORA (Matlab) 16s 1.2e—21 28s 2.2e—-23 28s 2.0e—23
Dynlbex (C++) 12s 3.9e—17 13s 4.8e—17 26s 1.2e—17
Flow* (C++) 4.1s 8.0e—21 9s 1.4e—22 5.2s 4.8e—21
Isabelle/HOL (SML) 11s 3.3e—20 12s 7.3e—21 26s 2.6e—20
JuliaReach (Julia) 1.5s 3.3e—20 3.9s 6.5e—21 3.0s 1.0e—20

The propagation parameters 7, and 7,,s do not change much over time as we have 5y, € {4, 5, 6} and nas € {2, 3},
where the respective maxima are reached at the sharp turn. The tuning of the abstraction order « results in ¥ = 2 at the
beginning until t ~ 17.3 and « = 1 for the remainder of the time horizon, thereby confirming the rather linear dynamics
after the sharp turn.

Table 2 allows us to compare the results obtained by our adaptive parameter tuning approach with state-of-the-art
reachability tools for all three cases specified in Example 1. The obtained accuracy ranks among the best, even topping
the chart in cases P and I&P. The computation time is average in all cases, partly caused by the speed discrepancy
in programming languages as C++ and Julia are known to operate faster than MATLAB. The comparison with CORA in
particular shows competitiveness since our computation is faster due to the large ratio of the largest to the smallest time
step size saving many time steps. Next, we consider the Laub-Loomis benchmark.

Example 2 (LALO20). The dynamics of this benchmark [55, Sec. 3.3.1] represent changes in enzymatic activities introduced
in [59, (1-7)]. The initial set is given by X° = [x(0) — W, x(0) + W], where x(0) = (1.2, 1.05, 1.5,2.4,1,0.1,0.45)" is
enlarged by either of the uncertainties W € {0.01, 0.05, 0.1}, representing configurations of increasing difficulty. The time
horizon is teng = 20s. O

While a linearization approach still suffices for small (W = 0.01) and moderate (W = 0.05) sizes of the initial set
X0, the largest size (W = 0.1) can only be solved using a polynomialization approach. For conciseness, we only plot the
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Fig. 7. Time step size At and zonotope order p of Example 2 over time: Different cases W = {0.01, 0.05, 0.1} in blue, black, and yellow, respectively.
(For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

Table 3
ARCH benchmark LALO20: Comparison of our approach with state-of-the-art reachability
tools in terms of computation time and the tightness measurement w = l4, where [ =
d(box(R(tend))) as in [55].
Tool (Language) W =0.01 W =0.05 W =0.1
Time I Time I Time nw
Alg. 2 (Matlab) 3.9s 0.004 7.8s 0.049 91s 0.068
Ariadne (C++) 5.7s 0.01 11s 0.031 31s 0.071
CORA (Matlab) 1.9s 0.005 8.4s 0.035 38s 0.116
Dynlbex (C++) 10s 0.01 27s 0.40 1851s 2.07
JuliaReach (Julia) 1.1s 0.004 1.5s 0.017 1.4s 0.033
Kaa (Python) 238s 22 253s 23 257s 49

time step size At and the zonotope order p over time for all three cases (W € {0.01, 0.05, 0.1}) in Fig. 7: All curves
for At increase similarly over time in multiple waves, where the lowermost curve is obtained for W = 0.1, the middle
curve for W = 0.05, and the uppermost curve for W = 0.01, showing that a smaller set size allows larger time step
sizes and vice versa. The curve of the zonotope order p for the case W = 0.1 (uppermost curve) differs from the ones for
W = 0.05 (middle curve) and W = 0.1 (lowermost curve) because the polynomialization approach uses non-convex sets.
The vertical drops of p are caused by the restructuring operation [46, Prop. 17], where all independent generators are first
reduced and then converted to dependent generators for reasons of computational accuracy in subsequent steps. Using a
linearization approach, the curves for p reach their maximum at the end of the time horizon at values of 10 and 20 for
W = 0.01 and W = 0.05, respectively, which keeps the set operations efficient without compromising the tightness of
the reachable sets.

The evaluation of the LALO20 benchmark in both computation time and accuracy is shown in Table 3, offering a similar
picture as for the PRDE20 benchmark: Again, our computation times are only average across all tools, mainly due to the
costly evaluation of the abstraction error ¥ as well as the computationally demanding reduction of the set representation
size for the system dimension n = 7. In contrast, the accuracy is better than most others, being co-leader for the smallest
size W = 0.01 and second for the largest size W = 0.1. This demonstrates the competitiveness of our adaptive parameter
tuning for both linearization and polynomialization approaches.

6.2. Further benchmarks

After the detailed discussion of the ARCH benchmarks, we now analyze the performance on a broader range of
benchmarks, also including differential-algebraic (DA) and discrete-time systems. Table 4 provides some information
about the benchmarks, such as the system dimension n and algebraic dimension n, as well as the time horizon teng
and the initial set X°. The benchmarks range from standard models like the van-der-Pol oscillator over chaotic systems,
such as the Roessler attractor and Lorenz attractor, to higher-dimensional biologically and mechanically inspired models.
Both differential-algebraic models are power systems, namely a 3-bus system and a single machine infinite bus (SMIB)
system, where the algebraic equations originate from the network constraints. The SMIB system has different dynamics
for the standard operation and fault scenario caused by a loss in the network connection occurring at t € [0.01, 0.02].
Finally, we discretized a six-dimensional water tank benchmark whose dynamics are based on Torricelli’'s Law using a
time step size of At = 0.05 s.

The tightness of the reachable sets is quantified using two different metrics: First, we provide the longest edge of the
box over-approximation of the final set R(tenq), namely,

dmax = r111axn} di (bOX(R(tend)))- (60)

ie{1,...,
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Table 4
List of considered benchmarks: n: system dimension, n,: algebraic dimension, tenq: time horizon, x°: initial set.
Benchmark no N tend X0
Jet Engine [60, (19)] 2 - 8 [0.9, 1.1]"
van der Pol [17, Sec. VII] 2 - 674 ([1.30,1.50]2.35,2.45])
Brusselator [43, Ex. 3.4.1] 2 - 5 ({0.9, 1.0][0.0, 0.1])T
Roessler [61, (2)] 3 - 6 (I-0.2,0.2][-8.6, —8.2][—0.2, 0.2])T
Lorenz [62, (25-27)] 3 - 2 ([14.9, 15.1][14.9, 15.1][34.9, 35.1])T
Spring-Pendulum [43, Ex. 3.3.12] 4 - 1 ([1.1, 1.3][0.4, 0.6][0.0, 0.1]{0.0, 0.1])T
Lotka-Volterra [63, (1)] 5 - 5 [0.90, 1.00]"
Biological Model [64] 7 - 2 [0.99, 1.01]"
Genetic Model [65, (1)] 9 - 0.1 see [56, Sec. V.|
3-Bus [66, Sec. 4] 2 6 5 (1379.90, 380.10][0.69, 0.71])T
SMIB [57, Sec. 2.5.1.2] 2 4 0.23 ([0.65075, 0.66675][0.008, 0.008])T
Tank-DT [17, Sec. VII] 6 - 100 ([1.8, 2.2][(3.8,4.2][3.8, 4.2][1.8, 2.2][9.8, 10.2][3.8, 4.2])T

Table 5
Evaluation of nonlinear benchmark systems using an adaptively tuned linearization and polynomialization approaches: [ Atmin, Atmax]: Tange of time
step sizes, pmax: Max. zonotope order, dmax and Ymin: measurements by (60) and (61).

Benchmark Linearization Approach Polynomialization Approach
Time [Atmin, Atmax] Pmax Amax Ymin Time [Atmin, Atmax] Pmax dmax Ymin

Jet Engine 2.5s [0.007, 0.117] 135 0.0562 0.5594 11.8s  [0.002, 0.049] 26 0.0395 0.7955
van der Pol 5.5s [0.002, 0.051] 16.5 1.79 0.2004 26s [0.0005, 0.0127]  47.5 0.5234 0.6621
Brusselator 2.0s [0.011, 0.062] 80.5 0.075 0.7901 9.5s [0.004, 0.021] 2195 0.065 0.9469
Roessler 2.7s [0.006, 0.047] 1033 434 0.1725 13.7s  [0.0022,0.0328]  20.33 2.47 0.6623
Lorenz 4.1s [0.0004, 0.0098] 10 0.268 0.8337 10.8s  [0.0004, 0.0067] 46 0.237 0.9562
Spring-Pendulum 45s [0.006, 0.022] 12.75 0522 0.6484 10.7s  [0.002, 0.009] 42.75 0.424 0.7884
Lotka-Volterra 1.0s [0.010, 0.107] 12.2 0.083 0.8722 4.1s [0.003, 0.078] 195.2 0.074 0.9794
Biological Model 1.8s [0.004, 0.019] 4471  0.117 0.7115 10.7s  [0.001, 0.008] 182.14  0.094 0.9163
Genetic Model 0.7s [0.0005, 0.0023] 6 5.55 0.7939 2.7s [0.0002, 0.0010] 37.11 5.30 0.9509
3-Bus 4.3s [0.015, 0.054] 13 2.28 0.6791 - - - - -
SMIB 36s [0.00005, 0.00200] 6.5 0.0004  0.3059 - - - - -
Tank-DT 13s fixed to 0.05 28.67 06246 0.7517 47s fixed to 0.05 35.5 0.6044  0.7689

Second, we use the ratio of under-approximation to over-approximation proposed in [67, Sec. VL]

. di (bOX(Rsim(tend)))
min
iefl...n} d (bOX(R(tend)))

where Rgim(tend) denotes the set of states at tepg of 1000 simulation runs. The tightness increases for ymin — 1 as the
under-/over-approximation approach one another. Space constraints prevent a detailed discussion of every result, which
is why we will discuss general tendencies as well as unexpected results.

Table 5 shows the results for all systems from Table 4 using a linearization and a polynomialization approach with
adaptively tuned algorithm parameters. The linearization approach is by construction limited to systems with only mild
nonlinearities, leading to low values of yn;, for the Roessler attractor and the van-der-Pol oscillator (similar results for
the latter have already been discussed in [46, Sec. 4]). The tightness is still satisfactory in most cases, especially where
¥Ymin > 0.7. Moreover, the computation times and tightness measures are similar over increasing system dimension,
showing the scalability of our proposed tuning methods. In contrast, the polynomialization approach yields both higher
computation times and improved accuracy according to the tightness measures dpax and ymin. Both approaches exploit
the range of different time step sizes of 1-2 orders of magnitude on average. The total number of steps in the analysis is
drastically reduced, thus significantly speeding up the computation compared to fixed time step sizes.

For the linearization approach, the maximum zonotope order pn.x is often rather low (between 10 and 20); for other
cases, it should be noted that the highest order may only last for a few steps as shown in Fig. 6 and therefore does not pose
major problems to the efficiency of the computations. For the polynomialization approach, higher zonotope orders are
reached because the reduction of polynomial zonotopes is too over-approximative to allow for substantial reductions. This
also entails an increase in computation time since the set operations then become more costly for larger set representation
sizes, as well as an increase in accuracy, where we note that five systems reach a value of y,;, > 0.9. This leads to the
conclusion that the reduction of the set representation within the polynomialization approach is its limiting factor for the
success of the algorithm. Our adaptive parameter tuning would greatly benefit, especially for polynomial zonotopes, from
improvements in order reduction techniques similar to our considerations presented in Section 3 for (linear) zonotopes,
as updated methods can simply replace existing ones due to the modularity of our tuning framework.

Finally, we discuss the results for the DA systems, for which there does not yet exist a polynomialization algorithm.
The evaluation of both DA systems does not show major differences to standard nonlinear systems, except for the high

(61)

Ymin =
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Fig. 8. Reachable sets of the SMIB system, see Table 4, over the full time horizon (top), at the start (bottom left), and at the end (bottom right). The
divergence from the initial set (red) is caused by the fault scenario, after the return to the normal operation mode the system behavior stabilizes.
The reachable sets (blue) are largely covered by single simulation runs (yellow). (For interpretation of the references to color in this figure legend,
the reader is referred to the web version of this article.)

computation time and low tightness measure i, for the SMIB system. Fig. 8 shows the reachable sets, putting the low
value for yni, in perspective, as the enclosure of the simulated trajectories is still tight. In the discrete-time example,
the time step size is fixed by definition, yielding a total number of 2000 steps. The suitability of the remaining tuning
methods is shown by the fairly low value for pn.x and high value for ypin.

In summary, our evaluation shows that the presented methods for adaptive parameter tuning allow us to obtain tight
reachable sets in a broad variety of different systems. Due to the fully automatic tuning, the computation of the reachable
sets is executed in a single run as opposed to the many trial-and-error runs in manual tuning.

7. Conclusion

We presented the first fully-automatic reachability algorithm for nonlinear systems. To this end, the fundamentals of
the two main wrapping effects in reachability analysis of nonlinear systems have been thoroughly investigated: First, we
presented an exhaustive derivation of various bounds for the Hausdorff distance between a zonotope and its box over-
approximation, with associated generator selection strategies for the order reduction of zonotopes. Second, a rigorous
examination of the set of abstraction errors accounting for higher-order nonlinearities led to the introduction of a gain
order, which describes the effect of the time step size on the local and global abstraction error in the analysis. These
theoretical insights were then utilized in our adaptive parameter tuning algorithm, most notably for the derivation
of an optimization function to tune the time step size. The evaluation on multiple nonlinear system classes showed
competitiveness with state-of-the-art reachability tools, as well as an efficient computation of tight reachable sets in
a variety of further benchmark problems. Our approach requires no longer expert knowledge about the reachability
algorithm, which greatly simplifies the usage of reachability analysis in a broad variety of possible applications.
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Appendix A. Proof of Theorem 1

Let us express each point Xpox € Zpox aS
Xbox = MV 1gW | + - 4+ M) g |

where each M is a diagonal matrix with diagonal entries /LE") € [—1,1] where i € {1, ..., n}. The function ||xyox — X||2

is convex w.r.t. M,?P ) allowing us to restrict our attention to the cases where M?’ ) e {—1, 1}, since by the Bauer maximum

principle (see [68]), the maximum of a convex function over the polytope [—1, 1]*" is always reached at one of its vertices,
i.e.,, some element of {—1, 1}'™. Let us write the difference between any Xpox € Zpox and x € Z as

Xbox — X = (M(l)lg(1)| _ oclg“)) 4+t (M(V)|g(y)| _ Ol},g(y)), (A1)

where Vp € {1, ..., y} : ap € [—1, 1]. Note that the minimum of ||xpox — X||> W.I.t. ) does not have a closed-form formula
in general [69, Sec. 9]. However, one can obtain a bound on x,,x — X by choosing a specific «, for each g®). The bounds
®nax(15), w4 (16), and w, (17) are obtained by different choices for «;, and subsequently derived in detail:

Bound w,,,,: Let us start with the following choice for o:

ap, = ¥ sgn(g?), (A2)
with an individual i* for each p as in Theorem 1. Consequently, we can eliminate the largest possible entry in

P = M(p)|g(p)| _ ong(p), (A.3)
for which we obtain the bound

o ¢ [[2eP1 2”1 it
: 0, otherwise,

which we can rewrite to v§p ) ¢ [—2§f" ) 2@?’ )] using (18). Applying (A.2) to each generator, we obtain the bounds
Xpox —x = v .. 40 e [-27, 22],

where Z =gV 4 ... +3) and ultimately,
[%pox — Xll2 < 12211, = 2 |IZ1l, .

The above bound holds for any xpox € Zpox, Which fulfills the assumption of [30, Lemma 3.1] and thus proves that
du(Z, Zpox) < Wpax-

Bound w,,: Another way to choose «,, is to find an optimal minimum of [v®) ||, defined in (A.3) w.r.t. ap and then use

the inequality

14
”xbox - X”Z =< Z ” U(p) H2 .
p=0

Since the exact minimum of |vP)||, equal to the minimum of ||v(”)||§, we insert (A.3) into the squared expression,
differentiate w.r.t oy, and solve for «,, yielding the minimizer

2
S, u sen(e®) (¢)
% = 2
1

By inserting the expression for «; back into Eq. (A.3), one obtains

2
S ul sen(e™) (¢

1

min [ o], = ¢,
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Since we maximize this expression w. rt 1 € {—1,1} and v does not depend on any x" if p # I, we can replace
expressions such as u(p) sgn( ) by 1t M ) e {—1, 1}, which yields

2

S1, 7 (g)

T (6)
[

Each summand depends on exactly one ,ugp ) thus the sum and the maximum commute, yielding

n (p) 2
> Mi &

— min
pe{—1,1) |g® ||§

max minox —xl2 < max Y g7, |1-
Xbox €Zpox XEZ ﬁgl)ef 1}V

2

max min ||Xpex — X|l2 < Z Hg(p) “z Ao

Xbox€Zbox X€EZ

To get a new bound on the Hausdorff distance, we can therefore restrict ourselves to finding a lower-approximation of

= i [0 )] =, 3 ) ()

Using the trivial estimate C, > 0, we can simplify (A.4) to

max min o, —xll2 < 3 27,

which proves that @, is a valid over-approximation of the Hausdorff distance.

Bound w,,,: For our final bound, we reformulate (A.5) to

2
&= i, 3 (6) () (s
=i () () (s
i
Since p; € {—1, 1}, and thus Vi,j = {1, ..., n} : puiu; > —1, we deduce that

n
C,>2 Z (gi(p)>4 — [g® ”;
i=1

which yields

Y > ( i(p))4
max min xpex — x> < Y g7, [2-2———%,
p=1

Xbox € Zbox XEZ ||g(P) ||‘2l

proving that o, is also an over-approximation of the Hausdorff distance. O

Appendix B. Proofs for Section 4

Proof of Lemma 2. (inspired by [32, p. 318, Theorem 12.2], with a few adaptations due to the set-based nature of the
computations)

For ease of notation, we drop the At-dependency of A(At) and write A instead. Furthermore, for simplicity, we will
ignore all order reduction operations. In that case, adding an arbitrary zonotope Z centered at 0 to the initial set X° does
not influence the expansion point z* (see (6)), thus the set of particular solutions P([ty, to + At]) is unaffected (see also
[49, (3.5)]). Since Raps(At; ty, R(ty)) is either a zonotope centered at the origin, or can w.l.o.g. be over-approximated by
one, by Definition 4 we can write

Vk € (0, 1,...,N} 1 R(tir1) = e R(t) ® P(1) B Raps(AL; te, R(t)), (B.1)
Rltip1) = ' R(t) @ Pw). (B.2)

Crucially, both (B.1) and (B.2) share the same term P(t;). Therefore, the global abstraction error & after k + 1 steps
defined in Definition 4 may be written as
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e = d(box(R(ti1) © Rlten) |

B.1

an

o
=

2)

d(box(e"* R(ti) ® P(7) B Rans(AL; i, R(t)) © €' R(ti) © P(m))) H

o0

FOPEO d(box( (R(8) © R(6) B Raw( AL o R(8), A1) |

Triangle ineq. ~
< d(box(@ (R(t) © R(6)) | + | d(box(Ran( AL: 1, R(61) |
With a few simple calculations one can show that
. Taylofr :Apil:r)rox 00 AiAti .
[dpoxe (ry e R | = | R(t0) & R(1) |

Trlangle ineq.

|d(box(r(t) © Rit) (\w+\)d(box<i/‘li,“( R(t) & R(W) |
=1

[o.¢]
Definition ;t and 0 i+1Ati
"= g+ At|d(box R(ty) © R(t, H
e+ At d( (g Ty R ORE)|
o
A1+1At1
< atar| ) g dboxri e Rw)|
iUy >
o
.. Al+1Atl
Deﬁm:tlon4 8]<+At H
~ i+ 1)
In order to make this bound independent of At, we can use the fact that || Y5, Alz:ft | is continuous w.r.t. At, and is

thus Lipschitz continuous over the bounded domain At € [0, tenq] with a Lipschitz constant T > 0 that may depend on
tend but not At. Combining this again with At < t.,q, we obtain a bound

<TAt < TLteng =: L,

H o Ai+1Ati
i |
— (i+ 1)

where L is now a constant that is independent of At. This implies the following iterative bound on &y 1:
ek+1 < (14 LAt)ek + &k 1oc-

From this point onwards, we can use the same argument as in [32, p. 318, Theorem 12.2] to show that

maxq<¢<n &¢.loc 1
& < ;_(e“end _ ‘l)
At L

The coefficient %(e“end — 1) may depend on teng, but not N nor At, which yields (30). O

Proof of Proposition 1. Let h be arbitrary, but fixed. Let S C R" be some bounded, centrally symmetric set with center
c. Then we have
di(box(S)) = maxs; — mins; = 2max |s; — ¢;|. (B.3)
seS seS seS

After inserting the definition ¥(h) = (c(h), G(h))z in (32) and extracting the center ¢ := Y - hPt

i p—0 oA (h)e(h), we can
apply (B.3) to (32) to obtain

>0 hp+] ( )
di(box(RZ.(h))) =2 max AP(h)G(h)B'?’| .
( (o] ( abs( ))) ﬂ(l’)e[—l,l]m por (p 1)! ( ) ( )
PeNp = i

Since the maximization term is convex w.r.t. the fP), we can change the domain of 8% from [—1, 1]™ to {—1, 1} by the
Bauer maximum principle (see [68]). Each summand depends on exactly one 8, thus we obtain

o hpH1 o p+1
d,-(box(vz:ss(h)))zzzﬂe nax |y (G A=2Z(p oy A G
1 p=0 °

using the fact that the maximum of |[M8|; for a matrix M and 8 € {—1, 1}" can easily be seen to be |M||;;. O
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Proof of Lemma 3. The fact that A(h) and G(h) are both smooth follows for example from [18, p. 4] since f is smooth.
From this, it follows from the Taylor expansion of [A(h)G(h)]; that for any arbitrarily large N, there exists an expansion of
the form

[AP(h)G(h)]; = Z Gl + e(h (B4)

where ¢; € R for all j € {1, ..., N} and €(h) = O(hN*1). Let j be the smallest index such that ¢; # 0, and define qu) to be
this index. If for all N € Ny such an index does not exist, it trivially follows that [AP(h)G(h)]; = 0, and in that case we can
set ¢") = oo. If ¢ < 0o, we may rewrite (B.4) for all N > ¢ as

1 * 1 ’ ° 1

N
ARG = cph®” + 3 gl +e(h)
1 (p)

j=q;i " +1
(») N (p)
Clearly, since e(h) = O(hN*1) this function may be written as e(h) = h% €(h) whe(re)z ethy = o(h"N+1=4"), and more
specifically €(h) = ©(h). Therefore, by defining a C o) and b?’ Yh) = Z;qu(p)+ . thi_qip +€(h), we obtain the form (36).
Finally, the function Q,. ) is easily seen to be non-negative since || - ||; is non-negative, and piecewise smooth since
Il - ]I1 is smooth almost everywhere, and bgp )(h) is smooth since A(h) and G(h) are smooth. O

Proof of Proposition 2. We begin by proving (41). Differentiating ¢; in (34) using Lemma 3 yields

di(h; 8)  d di(box(RF(8h)) 8 g & [di(Pox(R(W))] |, —s, — ©ilh: 8) 37 [di(box(R3E ()]

dh  dh di(box(R3,(h)) d; (box(R:f;s(h)))

h=h

By using the expansion of d; (box( Ele(h))) as in the proof of Theorem 2 together with the fact that, by definition of g;,
the coefficients

(p) (p)
Z ||a,-p +bip(h)||1
(p+ 1)
p+aP=j

are zero for all j < g;, we conclude that

00 i . (p) 5 (p)
Qo 8)  Dreal Ty i 87 = ath: 9] G+ 10P(0m) + o)
o o0 10 :
ah g ! Zp+q§">:j &

We then expand the numerator for j = q;,j = q; + 1, and j > g; + 1, and the denominator for j = q; and j > g;:

(p) 5 (p)
(gi+1)Q;"’(8h)+hQ;*’(8h)
(h: 8) Y | e DU,

i (531 —
dgh;0) (O —g prdPog T

dh

P)ep
hart! Zp+q§p)=q QliaJrl + O(ht2)

) 5(P)
1 (sait2 (@i +2)QP (sh)+hQ”(5h)
hdi (8(]1 - (pl(ha 6)) Zp_’_q(P)qu_i_l (p+1)!

+ (p)
hai+1 Z L0 _|_ O(hti+2)
P+q _q

oy
O(h%i+3)

hai+1 oty ha2)
1 Zerq g iy T OhT2)

+

Taking advantage of the fact that Vi, p : Q,.(p )(O) > 0, passing to the limit h — 0 yields

dei(h;8) s g 8) o 2P g1 R
}lll_rf(l) dh - (qz + 1)}1{)1‘(1) —h + 6 (8 - 1)((11 + 2) ( )(0) )

2 (p) Ql
p+qip =q; (p+1)!
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where we used the fact that ¢;(h; §) — 8%*! for h — 0, as shown in Theorem 2. Using the same tools as in the proof of
Theorem 2, one can easily show that

(p)

Q;"’(0)
lim w — 911 — 5)2p+q§p)=q,’+1 oy
h—0 h .(p)(O) s

E (p) 1

Pho)
N

=qi+1 (p+1)!
(P)(O)

Zp+q§p

i dgi(h; 8)
m-——--

— (1 — gi+1
h—0 dh N (1 8)8

< O.
§ (p) :
p+qi =q; (p-‘r])!

This shows (41).
Now, we prove the second statement of Proposition 2, i.e., the inequality (42). This requires an intermediate step: if
the Qi(m are constant (i.e., Q,.(p) = 0), the following implication holds
gi(h; 8) > 8% = deith:0) _, (B.6)
dh
Indeed, if 89t1 < gi(h; 8), it follows that 89+1+¢ < ;(h; §) for any £ > 0, since § < 1. Additionally, Q" > 0 by definition.
Using these facts together with (B.5) and pr ) =0 yields the implication (B.6). We can now show the inequality (42), by
using a proof by contradiction:

Assume, for the sake of contradiction, that there exists a time t € [0, h] such that ¢(t; §) > 9%, and let 7 be the set
of all those elements. Let t_ := inf,c+t be the highest lower bound of 7. Since ¢ is continuous in t, the set 7 is open,
and we can find some t; € 7 such that (t_, t;.) € 7. Since ¢ is strictly decreasing for any element of 7, it is also strictly
decreasing over the interval (t_, t;). If p(t_, 8) < 897!, since ¢ is decreasing we conclude that §9*! < ¢(t,; 8), which
contradicts our assumption on t, € 7. Therefore, there must hold ¢(t_, §) > 89*'. We can thus find an intermediary
value 891! < ¢, < ¢(t_, 8).

On the other hand, as we have seen in Theorem 2, ¢(t; §) — §9*! and %(p(t; 8) < 0fort — 0, so that there always
exists a small enough t’ > 0 such that ¢(t'; §) < 897! and t’ < t_. By the intermediary value theorem, there exists t, such
that t' < t, < t_ and ¢, = ¢(t,, 8). By assumption, ¢, < ¢(t_, §), hence t, # t_, and since ¢(t,, §) > 897! we also have
t, € 7. However, this contradicts the definition of t_, as it should be a lower bound of 7. We thus get a contradiction,
proving that ¢(t; §) < 89! must hold for all t € [0, h]. O
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