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Abstract

Distributed storage systems (DSSs) using maximally recoverable locally repairable codes
(MR-LRCs) are considered. A new global repair scheme for MR-LRCs based on linearized
Reed-Solomon codes that uses so-called local polynomials to distribute the repair process
is suggested. Two different schemes that use local polynomials are introduced, namely
direct global repair and forwarded global repair. The secrecy capacity of a system, i.e., the
number of information symbols that can securely be stored, using direct and forwarded

global repair given an eavesdropper is determined.






1 Introduction

The increasing demand of cloud-based applications such as cloud computing, video stream-
ing and cloud storage increases the required storage capacity and stresses the importance
of efficient storage solutions. In addition, DSS should be protected against the possibility
of data loss due to disk failure. Since disk failures are very likely in large servers, erasure-
correcting codes are used to prevent data loss. The most simple erasure-correcting code
is the replication of data. However, this has the drawback of a large storage overhead.
Therefore, more complex coding schemes with higher code rates are used to protect the
data against loss. [RBS™22| gives a good overview of codes for distributed storage.

One popular choice of codes that have already been implemented by Facebook [SAP™ 13|
and Microsoft [HSXT12] are locally repairable codes (LRCs). In case of a node failure,
only a small number of nodes, r, in the same local server rack are contacted for the repair;
r is called the code locality. An interesting class of locally repairable codes (LRCs) are
maximally recoverable locally repairable codes (MR-LRCs) [GHJY14], also called par-
tial MDS (or PMDS) codes. They can correct any erasure pattern that is information-
theoretically correctable given the parameters of the code. The maximally recoverable
property can be achieved by a two step encoding procedure with an outer code of size
n and dimension k and a local encoding as for LRCs. After the outer encoding, the
codeword is split into g parts, which are distributed among g groups. The g parts are
then further encoded with a local code such that the global codeword, i.e., the concat-
enation of all local parts, has size N. If too many erasures occur in one local group such
that the local code cannot correct them, they can be corrected using the outer code.
Such a repair is called global repair. An MR-LRC with sub-exponential field size was
introduced by Martinez-Penas and Kschischang in [MPK19], which is the main MR-LRC
construction considered in this work. Linearized Reed-Solomon codes, which are based
on polynomials with a non-commutative product, so-called skew polynomials, are used
for this construction.

Another aspect of DSSs is secrecy. There are two different types of attacks that can
threat the security and secrecy of a system: active and passive attacks. Active attacks
include maliciously reconfiguring the system, modifying packets or injecting data, while

passive attacks only involve eavesdropping on the stored or transmitted data. This work



1 Introduction

only considers the latter and investigates the consequences of the maximal recoverabil-

ity property on the ability to store data in the presence of an eavesdropper, similar to
[RKSV14].

The main problem of MR-LRCs in the presence of an eavesdropper is that the outer
code, which is used for global repairs, is a maximum distance separable (MDS) code,
hence the name partial MDS. If a global repair is performed in a node that simply
downloads as many symbols as needed for the repair, in this case any k out of n symbols,
an eavesdropper that can observe the downloads of this node would gain knowledge about
all stored symbols. This would mean that no information can be stored securely, given
the described repair process. To solve this issue, we introduce a distributed global repair
process that allows MR-LRCs to have a nonzero secrecy capacity, i.e., the number of
symbols that can be stored securely is in general greater than zero, in the presence of
an eavesdropper. The distributed global repair uses so-called local polynomials generated
by each group, whose sum recovers the global encoding polynomial. To perform a global
repair, each group calculates the evaluation of its local polynomial at the code locator
of the failed node and sends it to the failed node. Sending the evaluation of the local
polynomials to the failed node can be realized in a direct or forwarded way. In the case of
direct global repair, each group sends its local polynomial evaluation directly to the group
with the failed node, whereas in the case of forwarded global repair, the evaluations are
forwarded along a forwarding list, at the end of which is the group with the failed node. At
each group, the received evaluation is added to the contribution of the group. Therefore,
the failed node only receives one symbol, the sum of all local polynomial evaluations,
instead of each evaluation separately. The two schemes, direct and forwarded global
repair, are compared and their secrecy capacities are derived. The forwarded global
repair achieves in general larger secrecy capacities since each group receives at most one
symbol.

The structure of the thesis is as follows. The first part, Chapter explains the
considered distributed storage system (DSS) and gives an overview of the assumptions
that are made about the system. Moreover, it defines the[secrecy threaf]|that is considered
throughout the work. Chapter [3] Preliminaries, reviews all concepts to which the other

parts refer. It reviews secret sharing] [locally repairable codes (LRCs)| and [sum-rank|
Furthermore, [linearized Reed-Solomon codes (LRSCs)| are summarized
and two well known concepts are applied and adapted to skew polynomials, namely [secref]

[sharing] and [Lagrange polynomials| At the end of the Preliminaries chapter, an important

information-theoretic concept]is stated. The third part, Chapter[d] summarizes important

constructions of a secure locally repairable coding scheme and MR-LRC coding schemes.
In the fourth part, Chapter [5], a distributed global repair for MR-LRCs is suggested. The



repair uses local polynomials to distribute the recovery to each group of a system. Two
different schemes implementing distributed global repair are considered and discussed. A
secrecy capacity for the schemes is derived and a construction which achieves capacity
is given. In the last part, Chapter [7] all the results are summarized and an outlook for

possible further investigations is given. Appendix [A] summarizes essential properties of

[skew polynomials|







Notation

Throughout this work, the following notation is used. The set of m x n matrices with
entries in the field K is denoted as K™*"™, Matrices are written as uppercase bold letters,
e.g., A € K™*" with its transpose AT € K"*™. The rank of a matrix M is written as
rank(M). Vectors are written as lowercase bold letters, e.g., a = (a1,aq,...,a,) € K™
The set K* denotes the field without zero, i.e., K* = K\{0}.

Only in the motivation of Section [3.3| can the field K be any field; otherwise the
considered field K is a finite extension field F,m of degree m with base field F,, where ¢
is a prime power. When the size is not relevant, we simply write F. In some sections, the
field F52 = Fy is used to provide examples. The primitive element generating the field

Fy2 is denoted as w, i.e.,
Fy={0,1,w,@} with w? =@ =1+ w. (1.1)

Sets are written in calligraphic font or as uppercase Greek letters, e.g., M or 2 with
cardinality denoted as |[M| and |2|. The set of natural numbers excluding zero is denoted
as N and Ny := NU{0}. Let [n] :={m € N|m <n} ={1,2,...,n} and let Z; C [n]
denote a set with cardinality ¢. For example, Zo = {1,3} C [4] is an example of a set with

t = 2. For a vector s denote sz, := (s; | i € Iy).

A code C is a nonempty subset of Fym, i.e., C C Fym, where each codeword ¢ € C is a

vector of length n with components from Fym.

For a nonempty set R C [n] and a vector x € [Fym, define a projection map 7g :
Fygm — Flﬁl taking (z1,22,...,2n) = (2; | © € [n]) to the vector (z; | j € R). Then,
C|lr = {mr(c) | ¢ € C} is the punctured code with respect to R.

Discrete random variables are written in sans serif font; for example A or R. The
probability of an event is denoted by Pr[e]; e.g., Pr[A = a] denotes the probability that the
random variable A takes the value a. For ease of notation, Pa(a) is used interchangeably
for Pr[A = a]. The support of a probability distribution, supp(Px), is the set of x such
that Px(x) > 0. The conditional probability of the event A = a given B = b is written as
Pr[A =a|B =1b] = Pag(a|b). The entropy of a discrete random variable X with range
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X is defined as
H(X)= > —Px(a)logy Px(a).
aesupp(Px)
The entropy H(X) is bounded by 0 < H(X) < 1. The mutual information between two
discrete random variables X and Y is written as I(X;Y). A summary of used rules and

(in-)equalities of mutual information and entropy is given in Section



2 System Model

In this chapter, the underlying structure for which the codes should be designed is summa-
rized. DSSs are explained in Section They consist of g racks, which are also referred
to as groups. Each rack has a fixed number of nodes that can store data. The main goal
of this thesis is to analyze the secrecy of the considered DSS. Therefore, another question
naturally arises: what kind of secrecy threat is considered? This question is answered
in Section which describes the considered eavesdropper model. The eavesdropper is
assumed to be a passive eavesdropper that can only read the stored symbols of I; nodes
and in addition read the symbols of l5 groups and the symbols downloaded for the repair

of these Il groups.

2.1 Distributed Storage System Model

As the name suggests, a DSS is a connected group of storage units. The largest unit of such
a system is a server rack. It has multiple rack slots in each of which there is a storage node.
The nodes are connected to a Top-of-Rack switch [TCS19] with a rack processing unit
(RPU). The RPU is responsible for local computations and manages the whole rack. All
the racks in a system are connected to aggregation-layer modules which are responsible
for switching and provide backend functions such as Layer 2 domain definitions, load
balancing and firewall features [Cis07]. Each storage node in a rack consists of multiple
disks that are managed by a processing unit. The processing unit of each node sends a
heartbeat request to its disks and checks whether they are still available. In case of a
working disk, the disk controller returns an acknowledgement to the processing unit of the
node which marks the disk as available. If no acknowledgement from the disk controller
follows, the corresponding disk is marked as dead or off [Bor(8, [Cep]. Disks that are
marked as off for a longer time, i.e., disks that have not sent a heartbeat acknowledgement
several times, can easily be identified and fixed or replaced by the administrator of the
System.

In this work, the data storage topology is considered in a simplified form with only
two hierarchical layers as shown in Figure There are g racks with n; storage nodes

in each rack ¢ € [g]. The storage nodes can be seen as black boxes which are able to store
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data. It is assumed that all the nodes are connected to a rack processing unit which is
the connecting device to other racks and responsible for local computations. The global
switch has a global processing unit, which is coordinating the whole system. Each rack
can be seen as an independent storage system but the global processing unit provides
useful features such as a map of the stored data or metadata of the system. This allows,
for example, a direct switching to the local unit after receiving a request to access specific
data without a broadcast request to every rack. In practical examples, all the racks have

the same number of nodes, i.e., n; =n for all i € [g].

S - bl
ﬁﬁmmfﬁqaw

)~ B {m

Figure 2.1: Distributed storage system model with g racks. The j-th node in the i-th rack
is denoted by xéz). Each rack has a processing unit, RPU, which is responsible
for the communication between nodes and local computations. The processing
unit is connected to a switch which allows communication with other racks.

The model is adapted from [TCS19].

A unified notation for DSS is used throughout this work. The nodes of each rack are
depicted by a square box. Connected square boxes represent a rack. In each square box,
one symbol xy)

group.

€ [Fym is representative for all symbols stored on the j-th node in the i-th

Example 2.1. Consider a DSS with three racks and four nodes in each of the racks,
ie., g=3 and n; =n =4 for i € [g]. The system is illustrated in Figure

In [ACRV14] the authors report a bandwidth between nodes of different racks that
was by a factor of 5 smaller than between nodes of the same rack. If the transmission
time is now seen as an indicator for the communication costs, the communication costs
between racks are higher than within a rack. The estimation of Ahmad et al. in [ACRV14]
is that the factor 5 is on the lower end of the discrepancy between intra-rack and inter-
rack bandwidth ranging from 5 to 20. Besides the measured link capacity in practical
systems, the higher communication costs can also be motivated by the fact that the switch
connecting the processing units with each other is more likely to be the bottleneck of the

system [IPCT09]. This motivates to take the different communication costs into account

10



2.2 FEavesdropper Model

x Ty | Ty | Xy
x?) I§2) z§2) xf)

Figure 2.2: Illustration of a DSS with 3 racks and 4 nodes in each rack. FEach rack
(%)

consists of connected square boxes depicting the nodes. The symbol x; s

representative for all symbols stored on the j-th node in the i-th group.

for the design of codes for DSSs. An example are LRCs which recover failed nodes locally,
i.e., only nodes that are in the same rack are used for the repair. LRCs are discussed in
Section

Remark: Tt is useful to have in mind that the same system structure could also be
used to model a single rack where each node again has multiple disks. In this case, wgi)
is a single disk, the global processing unit (GPU) from Figure is the rack processing
unit (RPU), and the rack processing unit is now a node processing unit (NPU). The same

system model would hold but for a different layer depth.

2.2 Eavesdropper Model

The secrecy threat for DSSs considered in this work is a passive eavesdropper. A pas-
sive eavesdropper is an adversary that can only read the stored data or downloaded
data, needed for a repair, but cannot actively or maliciously change data or protocols of
the system [PERRII]. However, it is assumed that the eavesdropper knows the system
parameters.

The eavesdropper can read the data stored on /1 nodes, in addition observe downloaded
symbols and read all the nodes of I groups and is therefore called (I3, l2)-eavesdropper.
The corresponding sets that denote the nodes that can be observed are & with car-
dinality |&1| = 13 and & with cardinality |€2| = lor, where r denotes the number of
independent symbols in each group. Furthermore, it is assumed that the eavesdropper
does not observe nodes twice, i.e., &2 N & = 0. The eavesdropper model is an adjusted
version of the model presented in [RKSV14] which is similar to the model from [SRKII]
with | = l; + Iy and I’ = l5. The difference is that in [RKSV14| single nodes and their
downloaded symbols are observed in an lo-manner rather than whole groups. This im-
plies that the repair computations are done in the corresponding node. In this work, a

hierarchical model is assumed which is motivated by global repair discussed in Section[3.2]

11



2 System Model

The illustration of a DSS that was introduced in Section [2.I] and shown in Example [2.]
is now extended to cover the eavesdropper model as well as coding schemes with parities.
In the following, local parity symbols are denoted by light grey boxes. The /1 nodes that
can be read by an eavesdropper are marked with a blue dot in the top left corner. The
groups that are observed in an ls-manner by the eavesdropper are marked with a red

triangle at the top left corner of the group.

Example 2.2. Consider the DSS from Example with three racks and four nodes per
rack.

Let each group be encoded with a [4,3,2] single-parity check code. The parity symbol
in each group is xy) = xgi) + acg) + xgi). Let I; = 2 with & = {xgl),a:f’)} be denoted by
blue dots and let the group observed in an ls-manner be indicated by a red triangle with

(2)

the corresponding set &5 = {mgz), Tq ,:L'i(f)}. The set & consists only of three nodes since

the fourth node would be redundant. The example is illustrated in Figure [2.3

Figure 2.3: Illustration of a DSS with 3 racks and 4 nodes in each rack where each group is
encoded with a single-parity check code. The blue dots indicate single nodes
that can be read by the eavesdropper, i.e., [y = 2. The red triangle indicates
that the second group is observed in an lo-manner and is therefore fully known
by the eavesdropper.

12



3 Preliminaries

The Preliminaries chapter summarizes the basics that are needed to understand the
related work and the suggestions in the following sections.

It starts with a brief summary of secure communication and introduces secret sharing
in Section [3.1] Secret sharing schemes are secrecy systems where a secret message is
encoded, split into n parts, the shares, and distributed to n groups. Given z < k < n
shares, no information about the message is revealed. If kK < n shares are known, the
secret message can be retrieved.

In Section locally repairable codes (LRCs) are explained. The idea is to split a
file into g parts and distribute it among g server racks. In each of these g groups, a local
code is used to protect the data against erasures. In case of a node failure, only a small
number of nodes, r, in the same local server rack are contacted for the repair. Maximally
recoverable locally repairable codes (MR-LRCs), which is a class of LRCs, are also studied
in this section. They can correct any erasure pattern that is information-theoretically
correctable given the parameters of the code |[GHJY14].

Important properties of sum-rank metric codes are summarized in Section [3.3] The
sum-rank metric is a generalization of the rank metric and the Hamming metric.

Recently, constructions of MR-LRCs with sum-rank metric codes were introduced
[MPK19, [CMST22]. The constructions use linearized Reed-Solomon codes (LRSCs)
which are summarized in Section LRSCs are based on skew polynomials, which
is a family of polynomials whose product is non-commutative. If the reader is not yet fa-
miliar with skew polynomials, they are extensively summarized in Appendix [A] following
[MPSK22].

Moreover, two applications of skew polynomials are presented. In Section the
concept of secret sharing is applied to skew polynomials, which is useful to prove the
secrecy of code constructions in the following parts. The concepts of skew polynomials
fulfilling Lagrange constraints, i.e., vanishing on a P-independent set of points except for
one, is explored in Section

Finally, an information theory based lemma is stated in Section It is later used
to derive the secrecy capacity of different global repair schemes. The idea is to bound

the entropy of the information collected by a data collector with the rank of a matrix.

13



3 Preliminaries

3.1 Secret Sharing

3.1.1 Secure Communication

In secrecy systems, one party wants to transmit a message to another party in such a way
that potential eavesdroppers are not able to recover the message. In the following, only
messages chosen from a finite field F are considered. The keys to encrypt the message
are chosen from the same field F. On an abstract level, secrecy systems can be seen, as
described by Shannon in [Sha49], as a transformation from the set of possible messages
m € F to a set of possible cryptograms or ciphertexts ¢ € F. In this case, each particular
transformation is characterized by a key k € F. The transformation should be reversible
so that, given the key, a deciphering is possible. The random variables corresponding to

the message m and the ciphertext ¢ are denoted by M and C, respectively.

Definition 3.1 (Perfect Secrecy). A secrecy system is perfectly secret if for every a
prior: probability distributions over the message space F, every message m € F and every
ciphertext ¢ € F, it holds that [Sha49):

PriM=m | C=¢] = Pr[M = m].

That is, the mutual information I(M; C) between the random variables M and C must be
zero: I(M; C) = 0.

Remark: In this work, information theoretical secrecy is the goal, which is realizable
for DSS under the eavesdropper assumptions presented in the following section. However,
perfectly secure systems are not feasible in many cases. Take for example an interceptable
wireless channel where two parties want to transmit information in a perfectly secret way
using the One-Time Pad. A secure channel would be needed to transmit the keys, for
instance, by an in-person messenger carrying a hard disk drive with randomly generated
key symbols that are only used once. Such efforts are rarely undertaken. Therefore, the
goal in many applications is to design systems that have a computational security [GM84].
This means that any attack on the secrecy system should be so computationally complex
that it cannot be done in a certain time correlating to the security level, assuming that

certain computational tasks are “hard”.

3.1.2 Secret Sharing Systems

Secret sharing systems are a special kind of secrecy system. In secret sharing systems, a

message is not transmitted via a channel to a second party, but rather it is encoded, split

14



3.1 Secret Sharing

into pieces and shared with multiple parties. The encrypting or encoding involves ran-
domly generated symbols. The message can be recovered by contacting multiple parties.

The following definition is based on the secret sharing scheme requirement introduced by
Shamir in [Sha79].

Definition 3.2 (Secret sharing). The secret message m is encoded into n pieces

S1,...,8n, the so-called shares, such that

1. knowledge of any k < n or more shares s; allows to compute the message m (de-
codability).

2. knowledge of any z < k shares s; reveals no information about the secret message

m (privacy).

Such a system is called an (n, k, z) secret sharing scheme.
In other words, a secret sharing system is perfectly secure if for every a priori prob-
ability distribution over the message space I, every message m € I and every vector of

z < k shares sz, = (s1,...,5;) with its corresponding random variable Sz,, it holds that
PrM =m | Sz, = (s1,...,52)] = Pr[M =m)].

Equivalently, the mutual information between the random variables M and Sz, represent-

ing the message and the set of known shares must be zero, i.e.,
I(M;Sz.) = 0 or H(M | Sz.) = H(M).
In addition, for every vector of k shares sz, = (s1,...,sk) it should hold that
H(M | Sz,) =0,

which means that the message can be recovered from the set of shares Sz, .

To show that the mutual information of the eavesdropped shares and the message is
zero, i.e., I(M;Sz,) = 0, the following lemma can be used. It follows the steps described
in [SRK11].

Lemma 3.1 (Secrecy lemma). Consider a secrecy system with message symbols m
and random symbols r that are used in the encrypting/encoding process to generate the
ciphertext and their random variables M and R. An eavesdropper is observing the symbols
e at positions I, C [n], a subset of the stored shares of the ciphertezt ¢ = (c1,...,cp).

The eavesdropper’s observation is represented by the random variable E.

15



3 Preliminaries

IfH(E) < H(R) and H(R | M,E) = 0, then the information leaked to the eavesdropper is
zero: I(M;E) = 0.

Proof. Consider the mutual information
I(M;E) = H(E) — H(E | M)
(a)
< H(E) - I(E;R | M)

(v)
< H(R) — I(E;R | M)

=H(R) = [H(R[M) —H(R [ M, E)]

C

Y H(R| M, E)

Dy

—
=

—~

where (a) follows from the inequality I(X;Y | Z) < min(H(X | Z),H(Y | Z)) [(B.3)
(b) is the assumption H(E) < H(R), (c¢) is due to independence of R and M yielding
H(R) = H(R | M) and (d) is the condition given above that H(R | M, E) = 0. O

Example 3.1. The most simple secret sharing system is a (2,2,1) secret sharing scheme.

Given the message m € F,, the two shares are generated as follows:

1. generate a random number r € F, (uniformly distributed) and take it as the first

share: s1 =r
2. the second share is the sum of the message symbol and the random symbol:
So=m-+r

It can be proven that the suggested scheme is a (2,2,1) secret sharing scheme fulfilling
the requirements from Definition [3.2] as follows.

Proof. Given k = 2 shares, the message can be recovered: m = so — s1. To show that the
privacy constraint is fulfilled, Pys(m | s;) = Pm(m) for 7 € {1,2} has to hold. Consider
Pyis(m | s;) and apply Bayes’ theorem

Prs(m | 5:) = Psm(si [m)Pm(m) _ Psplsi [m) Pm(m)
MIs ' Ps(si) > mer Psim(si | m) Pm(m)
@ PR(T) PM(m) _ Pm(m)
Pr(r) > er Pm(m)

where (a) follows from Pgm(s1 | m) = Psm(m + 1 | m) = Pr(r) and Pgm(s2 | m) =
Psjm(r | m) = Pr(r) (r and m independent). This shows that the described system is a
secret sharing scheme by Definition O

16



3.1 Secret Sharing

To illustrate secret sharing, an example of a (3,3,2) secret sharing scheme is given.
Note that the key, i.e., the set of random symbols, is not needed to recover the message

but access to k shares.

Example 3.2. Consider a secret sharing system with n =3, k = 3 and z = 2. All three
shares are required to retrieve the message. If an eavesdropper can access 2 or fewer

shares, no information is revealed. The system is illustrated in Figure 3.1

s Eavesd
message symbol 1 avesdropper
m »  Encoding o 8o
/ \ Decoding
4! T2 S3
random symbols shares

Figure 3.1: Hlustration of a (3,3,2) secret sharing scheme. One message symbol m € F
is encoded with two random symbols r1,75 € F. The result are 3 shares. If
two or fewer shares are known, no information about the message is revealed.
Given 3 shares, the message m can be decoded.

3.1.3 Shamir’s Secret Sharing

A secret sharing scheme for an arbitrary number of parties was introduced by Shamir in

[Sha79] and is based on polynomial interpolation.

Construction 3.1 (Shamir’s secret sharing). Fix the following integers n, k, z = k—1
and a prime power ¢ > n. Given a message symbol m € F,, generate z random numbers
r1,...,7, independently and uniformly distributed over F,. The shares s1,...,s, can be

calculated as evaluations of the polynomial
z
p(QT) :m+T1$+r2x2+...+rzxZ Zm—l-erxj
j=1

with s; = p(a;), where all a; € F}, are pairwise distinct elements for all i € [n].

Theorem 3.1 (Shamir’s Secret Sharing). Shamir’s secret sharing scheme presented

above is an (n,k,z =k — 1) secret sharing scheme.
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3 Preliminaries

Proof. Decodability: Given any k shares, Lagrange interpolation can be used to recover
the polynomial p(z) = p(z) of degree k — 1. The message can then be retrieved with
B(0) = m.

Privacy: Lemma is used. The eavesdropped information is the set of shares Sz, given
by a vector sz, with Z, C [n], |Z,| = z and its random variable Sz_. It is obvious that

H(Sz,) < H(R) since R represents z independently and uniformly at random generated

numbers ri,...,7,. It remains to show that H(R | M, Sz,) = 0. Rewriting the polynomial
p(x) yields
4
p(z) :m—f—J:ZTja:j_l. (3.1)
=1
N
p(x)

Given m and s; = p(a;) for i € Z,, the evaluations of the polynomial p(x) of degree
(k —2), i.e., § = p(a;), can be calculated with
. pla;))—m  s;—m

Si = g
Q; a;

With the z shares §;, p(x) can be retrieved using Lagrange interpolation, and the random
numbers r1,...,7, are the coefficients of p(x). Thus, H(R | M,Sz,) = 0. O

Example 3.3. Consider the field Fym = Fy2 with ¢ = 2 and m = 2 with the elements
a € {0,1,w,w} as defined in As parameters of the secret sharing scheme, take
n = 3, which fulfills the constraint ¢ > n, k = 3 and z = k—1 = 2. This means that there
are three parties and only access to all the shares allows retrieval of the message symbol.
Let the message symbol be m = w and the two randomly generated symbols 71 = @& and

ro = 1. The shares are then evaluations of the polynomial
p(z) = w+ @ + 22

Thus, s1 =p(1) =0, s3 = p(w) =0 and s3 = p(©) = w with a1 = 1, as = w and a3 = @.
Two cases are considered. The first case is a reconstruction of the polynomial given the

evaluations. The polynomial received by Lagrange interpolation (see [B.2]) is

k
pla) = siti(x)
j=1

(z=1) (z-w)
(w—1) (0 —w)

:w+wa:+:v2

=04+0+4+w

18



3.1 Secret Sharing

which is, as required, the same as p(x).

The second case is that the message m and a set of z shares are known. The goal
is to recover the random symbols r1,72. Let s; and s3 be known. First, calculate the
shares §; and $3 as evaluations of the polynomial p(x) by removing the contribution of
the message symbol m to s; and s3 (Equation .

s1—m 0—w

al 1
S3—m w—w

as w

With §; and §3, p(x) can be calculated using Lagrange interpolation:

pla)= ) 3ti)

J€{1,3}
r—Ww B
=w —+0=w+=x
1—w

and r1, ro can be retrieved directly as the coefficients of p(z).

3.1.4 McEliece-Sarwate Secret Sharing

A more general secret sharing scheme, which is linked to Reed-Solomon codes, was intro-
duced by McEliece and Sarwate in [MS8I].

Construction 3.2 (McEliece-Sarwate secret sharing). Fix the following integers n,
k, z < k and a prime power ¢ > n. Given k — z message symbols mq,...,mj_, € Fy,
generate z random numbers 71, ...,7, independently and uniformly distributed over F,.

The shares s1, ..., s, can be calculated as evaluations of the polynomial
z ) k—z ‘
p(@) =11+ a4 bt bt by = 3 el Y mat e
j=1 i=1

with s; = p(a;), where all a; € F}, are pairwise distinct elements for all i € [n].

Remark: 1t is also possible to use a polynomial for the construction where the message

symbols are the first £ — z coefficients and the random numbers follow as coefficients.

Theorem 3.2 (McEliece-Sarwate secret sharing). The McEliece-Sarwate secret

sharing scheme presented above is an (n,k, z) secret sharing scheme.

Proof. Decodability: Given any k shares, Lagrange interpolation can be used to recover

the polynomial p(x) = p(x) of degree k — 1. The message can then be retrieved by taking
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3 Preliminaries

the coefficients p; of p(z) fori € {k —z,k—z+1,...,k—1}.

Privacy: Lemma is used and the notation is the same as for the proof of Theorem 3.1
As R represents z independently and uniformly at random generated numbers rq, ..., 7,
H(Sz,) < H(R) holds. It remains to show that H(R | M,Sz,) = 0. Consider the polynomial

p(z)
z A k—z .
p(z) = Z izl Tl 4 Z mrt L
j=1 i=1

pel@) pm(z)

Given my, ma,...my_, and s; = p(a;) for i € Z,, p,(x) of degree (z — 1) can be retrieved

using Lagrange interpolation with the shares §; = p,(a;) that can be calculated as follows
8; = p(ai) — pm(a;).

The random numbers rq,...,r, are the coefficients of the polynomial p,(x).
Thus, H(R | M,Sz,) = 0. O

Remark: The encoding of the McEliece-Sarwate secret sharing scheme can also be

written as a vector matrix multiplication:

1 ... 1
1 2 k=1

(81,...,Sn)T: . : (rl,...,rz,ml,...,mk_z)T
]_ n nk_l

The matrix is a Vandermonde matrix (corresponding to the generator matrix of a Reed-
Solomon code) with full rank. The decodability can therefore also be easily shown for
this representation since a k x k block of the Vandermonde matrix has rank £ and thus

one can recover the message symbols and the random symbols with k shares.

3.2 Locally Repairable Codes

As described in Section the communication cost between nodes of the same rack
is much less than between nodes of different racks. Therefore, it is beneficial to repair
failed nodes with data stored on nodes of the same rack. A popular proposed solution are
locally repairable codes (LRCs) [GHSY12],[HCLOT7],[OD1I]. They allow to repair a failed
node by contacting only a small number, r, of other nodes, where r is called the locality.

For this purpose the code has several local groups in which such a local repair can be
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3.2 Locally Repairable Codes

performed. In practice, they have already been implemented by Facebook [SAPT13| and
by Microsoft [HSX"12].
The following formal definition of LRCs follows the notation in [MPKI9l Def. 4].

Definition 3.3 (Locally repairable code). Let I'1,I's,...,I'y be a partition of [n],
Le, INT; = @ for i # j, [n] = Y9_; I. For a fixed number of groups g > 1 and fixed
integers r;, d; for all 7 € [g], a code C C Fym is said to be an (n, k) locally repairable code
(LRC) with (r;, 0;){_;-localities and k = log,m |C] if it holds that

;| <ri+0; —1 and du(Clr;) > 6,

for all i € [g]. The set T'; is called i-th local group and J; is called the i-th local distance.

Thus, each local group can tolerate up to §; — 1 erasures that can be recovered by
contacting the r; remaining nodes. In most cases, the groups are chosen to be of equal
size, i.e., 71 =rg = --- =14 and 61 = d3 = --- = §4. In the following, an example is given
to illustrate LRCs.

Example 3.4. Consider an LRC with two local groups (¢ = 2). The two local groups
have (3, 3)-locality and can therefore tolerate § — 1 = 2 erasures that can be recovered
with the r = 3 remaining nodes in each group. In Figure the described code is
illustrated. The light grey nodes indicate local parity symbols. In Figure [3.3] the erasure
pattern cannot be entirely corrected. The first group can be repaired but there are too

many erasures in the second group since 3 > d — 1 = 2.

5C§1) xél) x;(gl) 371(;1) l’él)

.7;52) xéQ) mgf) 1'512) $é2)

Figure 3.2: Illustration of an LRC with two local groups (¢ = 2) and (r4,0;) = (3,3)-
localities for ¢ € [2]. Each row forms a local group I'; that can correct up to
0 — 1 = 2 erasures. The light grey nodes store the parity symbols.
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xgl) ¢ xél) mil) xél)

Figure 3.3: Illustration of an LRC with two local groups (¢ = 2) and (r4,6;) = (3,3)-
localities for ¢ € [2]. Each row forms a local group I'; that can correct up to
0 — 1 = 2 erasures. Four node failures have occurred, each denoted by a black
diamond. The first local group can be repaired. The second group has too
many erasures and can therefore not be repaired locally.

Note that the code discussed in Example |3.4] has 4 parity symbols, yet it cannot
correct the in Figure illustrated erasure pattern with 4 erasures. This illustrates that
the definition of LRCs does not make any statement about the global distance of the code.
LRCs that attain Singleton-type bounds on their global distance are called optimal LRCs.
One bound is briefly discussed in Chapter [4in the context of MR-LRCs on which this work
focuses. MR-LRCs are a strictly stronger class of LRCs than “optimal” LRCs. Given
the localities, MR-LRCs can correct any information theoretically correctable erasure

pattern.

Definition 3.4 (Maximal recoverability [MPK19, Def. 5]). Let C C Fy be a code
with (74, 0;)7_;-localities. It is said to be maximally recoverable (MR), if for any R; C I;
with [Ty \ Ri| = & — 1 for i = 1,2,..., g, the code C|g C FIl with R = J%_, R; is MDS.

To achieve maximal recoverability, global parities that can correct erasures of the
global code are needed. The number of global parities is denoted by h = >~7_, r; — k.
Any MR-LRC can therefore correct §; — 1 in each local group and in addition h erasures

anywhere.

Example 3.5. Consider an MR-LRC with five local groups (¢ = 5). The five local groups
have (3, 3)-locality and thus can tolerate 6 —1 = 2 erasures that can be recovered with the
r = 3 remaining nodes. One of these local groups consists of 3 global parities, i.e., k = 12
and h = 3. If one local group has more than two erasures, they can be corrected with
the global parities. In Figure the described code is illustrated. The light grey nodes
indicate local parity symbols, the dark grey nodes global parities.

In Figure the black diamonds and black stars denote erasures. In two steps, all

the erasures can be corrected.

1. Correct the three erasures denoted by black stars with the global erasure capability.
Definition tells us that after puncturing two symbols in each group, e.g., the
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3.2 Locally Repairable Codes

two erasures that have occurred denoted by black diamonds, the remaining nodes
form an MDS code. With the given code parameter £k = 12 and 15 symbols left
after the puncturing, which means that n,qs = 15, the code can tolerate another

d —1=n — k = 3 erasures, for example, the ones denoted by black stars.

2. Correct the other erasures, denoted by black diamonds (not more than two per

group), locally in each group.

NORISCRINCRNCRING
NORNORINORPNCRING
23 | 20 | 20 | 20 | 2©
1’54) xé4) 17;(34) xl(f) xé4)
m55) :L_g5) xgE)) ‘%(15) xé&i)

Figure 3.4: Illustration of an MR-LRC with (74, 9;) = (3, 3)-localities for i € [5] and five
local groups (g = 5). Each row forms a local group I';. This code can correct
up to § — 1 = 2 erasures locally in each group and in addition 3 erasures
located anywhere with the global parities (dark grey).
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G| ¢ (0] ¢ 2@

xf’) xg5) ¢ ¢ mg‘r’)

Figure 3.5: Illustration of an MR-LRC with (r;,d;) = (3,3)-localities for i € [5] and
five local groups (¢ = 5). Each row forms a local group I';. This code can
correct up to § — 1 = 2 erasures locally in each group and in addition 3 global
erasures with the global parities (dark grey). The given erasure pattern can
be corrected with the two steps described in Example

Constructions of MR-LRCs are presented in Section (4.2

At this point, it is important to link the DSS model described in Section with
LRCs. Usually, the system perspective is not given or not presented in detail and DSSs
are considered from a theoretical perspective only. The local repair in a DSS is often
abstracted such that each node can communicate with all the other nodes directly. Given
a node failure, the node sends requests to the nodes needed for a repair, e.g., it requests
the symbols of 7 nodes given an LRC with (r, §)-locality. The download of symbols needed
for a repair is illustrated in Figure [3.6]

¢ 1] @ | (1) xél)

Figure 3.6: Repair download of a failed node in an LRC group with (3, 3)-locality under
the assumption that the local repair takes place in the failed node. The node
downloads 3 symbols for repair.

In contrast to that, the model assumed in this work has a hierarchical structure.
Given a failed node, the node sends a request to the rack processing unit (RPU). The
RPU knows which of the nodes in the group are still running and sends a request to

a sufficient number of nodes such that the erased symbols of the failed node can be
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3.2 Locally Repairable Codes

recovered. The RPU can now reconstruct the symbols and send them back to the node
that has failed. The described model is illustrated in Figure [3.7}

RPU

A

€T T x .’,U(l)
2 3 4 5

Figure 3.7: Repair download of a failed node in an LRC group with (3, 3)-locality managed
by a rack processing unit (RPU). The RPU downloads the 3 symbols needed
to repair the failed node, calculates the symbol and sends it to the failed node
for repair.

In this thesis, the second model was chosen since the focus is on secure coding. If only
local repair is considered, the two models behave equivalently. In case of the first model,
an eavesdropper observing the group in an lo-manner gains knowledge of the whole group
since it can read the downloaded symbols for repair such as in [RKSV14]. In the second
model, an eavesdropper observing the group in an l;-manner has access to the whole
group including the RPU and has therefore direct access to all the nodes. For local repair
only, the two system models illustrated in Figure and Figure behave equivalently.

For global repair, the models behave differently. Assume that in an MR-LRC there is
a group with more erasures than the local group can correct. A global correction would
be performed. In case of the first model, the failed node would contact as many nodes in
the same and in other groups such that a global correction would be possible. Thus, it
gains global knowledge. Given an eavesdropper which observes the group in an lo-manner,
global knowledge would be revealed which contradicts the possibility of storing symbols
securely. On the other hand, the second model allows global repair schemes which do
not reveal global knowledge to the group where a global repair is performed given an
eavesdropper which observes the group in an ls-manner. Therefore, the second model is
chosen in this work and discussed in detail in Chapter |5l It also has the advantage that
local group pre-computations can reduce the load of the global switch which would have

higher communication costs as discussed in Section [2.1
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3.3 Sum-Rank Metric Codes

The sum-rank metric and sum-rank metric codes are motivated by communication sce-
narios over channels that involve the action of a block diagonal matrix [MPSK22]. Con-

sider the multiplicative-additive matrix channel
Y = AX +Z =diag(A1,As,...,A)) X+ Z

with Y € K"™™ as the received symbols, the additive noise denoted by Z € K"™™, the
sent symbols X € KF*™ and the multiplicative behavior of the channel represented by
A € K™**_ In this example, K can be any field. The block diagonal matrix with matrices
A; € K"*F for i € [g] on the main diagonal is denoted by

JA1 0 0

0 A2 0
A:diag(Al,Ag,...,Ag) =

0 0 - Ay

Sum-rank metric codes, which are a natural coding solution for this channel model, are
useful in multiple coding disciplines such as network coding [NUF10], space-time coding
[SK22] and coding for DSSs [MPK19|. For the latter, each subchannel represents a rack
of a server. The thesis focuses on DSSs only and therefore K = Fym is a finite field with
extension degree m.

Since Fym is an m-dimensional vector space over Fg, a vector x € Fim can also be

written as a matrix X; € Fy**", as follows.

Definition 3.5. For an ordered basis 3 = (81, B2, . . ., Bm) of Fgm over Fy with 3; € Fym,
any vector X = (x1,...,%n) € Fym of length n can be represented by a matrix Mg(x)
The matrix map Mg (x): Fym — F77" takes x to

T11 Ti2 o Tip
€21 22 - X2n
n _ ’ J ’ mxn
M3(x) = EF
ITmai1l ITm,2 " ITmn

with z;; € F, for ¢ € [m], j € [n]. The vector x can be retrieved by the operation

BMj(x) = x. The matrix representation of a vector x € Fy is written as X = Mg (x).
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3.3 Sum-Rank Metric Codes

Example 3.6. Consider Fy with ¢ = 2 and m = 2 as defined in|(1.1)} An ordered basis

of Fy2 over Fy is 3 = (1,w). Take now the following vector as an example

x = (@,1,w) € F3.

The corresponding matrix representation with respect to the basis 3 is

110
X = M2 (x) = € F2%3,
7 (x) (1 0 1> 2

Now, let the vector x € Fym be partitioned into g groups and let the i-th part x(@) of
the vector x be of length r; such that Zle r; = n. Thus, the vector x can be written as
the concatenation of all parts x() e Fim for i € [g], e, x = (x(l) |...|x9) e Fm.

With its corresponding matrix representation X;, the rank weight of x*) can be defined

as
Wik ¢ ]lern — Ny
with
Wy (x?) = rank(X;).
Definition 3.6 (Sum-rank metric). Let x = (X(l) . X(g)) € Fym be partitioned

into g groups of length r; where n =39 , r; and x(0) ¢ F;in. The sum-rank weight of x
is defined as
whsr ¢ Foh X Fgd x - x Fef — No
with ’
wtsr(x) = Z Wy (x) = Zrank(Xi).
i=1 i=1
With the sum-rank weight function, a sum-rank distance between two vectors x,y

with the same sum-length partition, i.e., the same number of groups g and lengths of the

groups r;, can be defined as
dSR : Fgm X Fgm — No

with
dsr(x,y) = wtsr(x — y).
The reader may verify that the sum-rank distance is indeed a metric. By choosing
rt =712 = ... =1y = 1, the sum-rank metric is equal to the Hamming metric with

Hamming weight wtiy and Hamming distance dg [Hamb0]. For g = 1, it is equal to the
rank metric [Gab85], [Rot91].
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Definition 3.7 (Sum-rank metric code). Given a code C C Fy with a fixed sum

length partition rq,...,ry, its minimum sum-rank distance is

(@)

dsg(C) = min {d AV mi t
sr(C) C%gc{ sr(c,d)} cerg\u{ﬂo}{w sr(c)}

where (a) holds if C is linear.

An interesting case is sum-rank metric codes multiplied with a block diagonal matrix.
Let C C Fliw be a code, then CA £ {cA | c € C} for A € F}*" which is needed for the

following theorem.

Theorem 3.3 ([MPK19, Th. 1]). For a code C C Fym, it holds that

dSR (C) = mln{dH (CA) ’ A= diag (Al, Ag, PN ,Ag) s

A; € F" invertible, Vi € [g]}-

Proof. The matrices A; € F;*" have full rank following from their invertibility. There-
fore, dggr (C) = dgr (CA). The sum-rank distance is upper bounded by the Hamming
distance as follows. Consider the Hamming weights of the codeword x € CA. Every
nonzero column of X; (x(*) in matrix representation) contributes to the Hamming weight
but is not necessarily linearly independent from the other columns of X;. This yields
dsr (C) = dsgr (CA) < du (CA) which shows that dgg (C) is upper bounded by dy (CA).
Choose x,y € C, such that dgr(x,y) = dsr(C). Let x = (x(l) ... x(g)) € Fym with ma-
trix representation X = (Xj | ... | X,) € Fy**", similarly y and Y, where x( y() ¢ Fiin
and X;,Y; € F**" for all i € [g]. There exists an invertible matrix A; € Fyi*" trans-

forming (X; —Y;) by basic linear algebra operations such that
(Xi — Yz) A, = (BZ | 07"1'_51') € anxri? (32)

where B; € F"*% is a full-rank matrix, with rank s;, spanning the column space of
(X; —Y;). Therefore, it holds that s; = rank (B;) = rank (X; — Y;) for all i € [g]. Let
A =diag (A1, Az,...,Ay) € F*". With Equation applied to all the g blocks of X
and Y it follows that wtgg ((x —y)A) = Y7 rank (B;) = Y7 ; s, = wty ((x — y)A).

Therefore,

dsr (C) = dggr (CA) = dgr (XA7 yA) = wtsRr ((X — y) A)
=wtp((x —y)A) =dng (xA,yA)
> du (CA)
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which proves that there exists a matrix A such that dgg (C) is lower bounded by dg (CA).
0

From this theorem, an erasure correction corollary can be derived.

Corollary 3.1 (Erasure correction [MPKI9, Cor. 1]). Let 0 <t <n and C C Fjm be
the considered code. Also let A; € Fyi*™ for alln; > 1 and i € [g]. It is equivalent that

t < dSR (C)v

and that for
n— Z rank (A;) <t,
i=1

any codeword x € C can be uniquely recovered from x' = x diag (A1, Ag,..., Ay).

For sum-rank metric codes, there is a similar terminology to MDS codes in the Ham-

ming metric.

Definition 3.8 (Maximum sum-rank distance codes). A linear code C is said to be
a maximum sum-rank distance (MSRD) code if one of the following equivalent conditions
hold:

dsr(C) =n —dim(C) + 1

2. CA C T is MDS, for all A = diag(A1,Aa,...,Ay) € Fp*™ with A; € Fix" is
invertible for all i € [g].

Maximum sum-rank distance (MSRD) is the equivalent in the sum-rank metric to
MDS in the Hamming metric for codes that achieve the Singleton bound. The Singleton
bound for sum-rank metric codes reads smilar to the the Singleton bound for codes in

the Hamming metric:

Definition 3.9 (Singleton bound for sum-rank metric codes). Let C C Fjm be a

code. Then,
|C| < qm(n—dSR(C)—H)'

Linearized Reed-Solomon codes were the first suggested codes that are MSRD codes
and therefore achieve the bound with equality. They are a generalization of Reed-Solomon

codes and Gabidulin codes and use skew polynomials which are characterized in Ap-

pendix
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3.4 Skew Reed-Solomon Codes

Similar to Reed-Solomon codes which are linked to Vandermonde matrices, skew Reed-
Solomon codes are linked to skew Vandermonde matrices. They go back to [LL8S§],[Lam85]

and are introduced in the following.

Definition 3.10 (Skew Vandermonde matrix). Given a vector b = (b1, ba,...,b,) €

[Fym, the skew Vandermonde matrix of order d € N on b, with respect to o, is defined as

No(b1) No(b2) No(bn
RN IR TCO S M) | e
Ng_1(b1) Ng_i(b2) --- Ng_i1(bn)

with N;(b) = o= 1(b)o™2(b) - - - o (b)b for b € Fym and i € N. The field automorphism o is
chosen as

ola)=a?, VaecFym,

and the i-th composition of o is

i times
zla = o'(a)z = a? x.
The usual Vandermonde matrix is a representation of the conventional polynomial
evaluation map. Similarly, this is the case for skew polynomials and skew Vandermonde

matrices. Observe that if F = Fy + Flo + -+ Fy_qz% 1 € Fym[x; 0] is a skew polynomial
of degree d — 1 with coefficients Fy, F1,...,Fy_1 € Fgm, then

(Fo, Fi, ..., Fi1) - V(b)) = (F(by), F(bs), ..., F(by)).

Therefore, many results that are stated in terms of the evaluation of skew polynomials can
also be expressed by their skew Vandermonde matrix equivalent. The following theorem

can be derived directly from the Lagrange theorem for skew polynomials (Theorem [A.7)).
Theorem 3.4 ([Lam85, Th. 8]). Let Q = {b1,ba,...,b,} C Fym be a set with cardinality

Q| =n and b = (b1,ba,...,b,) the corresponding vector. The following statements are

equivalent:

1. The set  is P-independent in Fym|x;0].

2. For some d > n the matriz V(b) € Fgé" has rank n.
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8. The n x n matriz V] (b) € Fyn™ is invertible.

Proof. The items 2. and 3. in this theorem are equivalent to the items 2. and 3. in
Theorem but in a different notation. Thus, they hold as well. O

Based on the skew Vandermonde matrix and correspondingly the skew polynomial

evaluation, a skew Reed-Solomon code can be defined.

Definition 3.11 (Skew Reed-Solomon codes [BU13| Def. 7], [MPSK22, Def. 2.10]).
Let Q = {b1,b2,...,b,} C Fym be a P-independent set with cardinality || = n and
b = (b1,b,...,b,) € Fyn the corresponding vector. The k-dimensional skew Reed-

Solomon code on b with respect to o for k € [n] is
o,k
ot (b) = {xvg(b) Ix € F’;m}

where the generator matrix is given by the skew Vandermonde matrix V{(b) € F’;ﬁ".

For a skew polynomial F' € Fym[x; 0], denote
F(b) = (F(b1), F(b2),. .., F(bn)) € Fym

as the vector of evaluations of F' at b. The skew Reed-Solomon code can then be also
defined as
Cirs(b) = {F(b) | F € Fyn[w; 0], deg(F) < k}.

From Theorem [3.4] it follows that skew Reed-Solomon codes, like their conventional
counterpart, attain the Singleton bound in the Hamming metric. The following result
was introduced in [BUL3].

Theorem 3.5 ([BUIL3| Prop. 2]). Let Q = {b1,ba,...,by} C Fym be a P-independent set
with cardinality || = n and b = (b1,b2,...,b,) € Fym the corresponding vector. The
skew Reed-Solomon code Cgl’fs(b) has dimension k and is MDS, i.e.,

dit (CGs(b)) =n =k +1.

Proof. The MDS property of ngfs(b) and that it has dimension k£ can be proven by
showing that every k x k submatrix of the generator matrix is invertible. The k X k
submatrix of V{(b) is V{(b) € FEx¥ with b = (bi,, iy, ..., bs,) € Fim and 1 <iy < iy <
.. < 1 < n. From Theorem it follows that every subset of a P-independent set
is also P-independent (Corollary [A.2). Thus, the set Q = {b;;,biy,..., b} C Q is also
P-independent and with Theorem the matrix V¢(b) is invertible. O
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Skew Reed-Solomon codes recover Reed-Solomon codes for ¢ = Id. In that case,
the skew Vandermonde matrix becomes a conventional Vandermonde matrix. How-
ever, they do not recover generalized Reed-Solomon [RS60] codes or Gabidulin codes
[Gab85],[Rot91]. The skew Reed-Solomon codes can be adapted such that they recover

the former by using a conventional Vandermonde matrix and column multipliers as follows
V¢=4(b) . diag(ay, o, ..., o) € F%n

with a; € Fym arbitrary for i € [n]. Gabidulin codes can as well be recoverd for a specific
choice of the column multipliers a;. This specific choice yields linearized Reed-Solomon

codes which are discussed in the next section.

3.5 Linearized Reed-Solomon Codes

The goal is to construct codes that can be multiplied by a block diagonal matrix A and
remain MDS (see Definition . To achieve this, skew polynomials are modified so that

they become [Fy-linear with respect to the evaluation.

Definition 3.12 ([Ler95, Ex. 2.6]). Let 0 : Fgm — Fym, for all a € Fym, be given by

o(a) = a?. To each a € Fym, a map is associated:

_Da : qu — ]qu
B — o(B)a.

The operators D, are Fy-linear, since for a, 51, 32 € Fgm and A1, Ay € [, it holds that

Da(MB1 + A2f2) = a(AMB1 + A2f2)a
= a()\lﬁl)a + U()\Q,BZ)CL = )\10(61)(1 + )\20(62)&
— )\lDa(ﬂl) + )\2Da(52)-

The i-th composition of D, with itself is given by

D (8) = o'(B)Ni(a)

for all 8 € Fgm and i € N, where Nj(a) is defined as in Definition The zeroth power
of D, is DY = Id with Id denoting the identity map.

With this family of operators, a set of Fy-linear polynomials can be defined.

32



3.5 Linearized Reed-Solomon Codes

Definition 3.13 (Linear operator polynomials [Ler95, Ex. 2.6]). The ring of poly-

nomials in D, is defined as

d

Fgn[Da] = {Z FdD(iz

1=0

d € Ny, F; Equ Vi € [d] U{O}}

The identity element is the identity map Id = DY. For two linear operator polynomials

F=FyD%+ F\D} +---+ F;D% € Fym[D,]
G = GoD) + G\ D} + -+ + GyD? € Fyn [D,]

with d € N, F;,G; € Fym for i € {0} U[d] and a scalar a € Fym, F'+ G and aF are defined

as follows

F+G = (Fo+ Go)Dy + (Fi + G1)Dg + - + (Fa + Ga) Dy € Fgm[Da],
aF = (aFy) D + (aFy)D} + - -+ (aFy) DI € Fym[Dy).
For every skew polynomial F' € Fym[z; 0] of degree d the associated linear operator

polynomial is
FPs = Fyld+F Dy + - - + F4D2 € Fym [Dy).

An alternative notion of the evaluation of the skew polynomial F' at an element 3 by

linearly combining the powers of the operator D, to 3 is
FPe(8) = FuDY(B) + FiDy(B) + - - + FaD3(B)

for all a, 8 € Fym. Since a € Fym is also variable, there is a variety of possible evaluations
of F' characterized by the pair (a, ) € Fgm. Note that the evaluation map that sends /3
to FPa(B) is F,-linear since D, is F-linear.

The normal skew polynomial evaluations are linked to the operator evaluations as

follows.

Theorem 3.6. Given a € Fym, # € Fym and F € Fym|z; 0],
FP(B) = F(o(B)ap™")p = F(°a)p,

where Pa denotes the 3-conjugate of a with respect to o (see Definition .

Proof. By the product rule (Theorem [A.5), it follows that F(o(8)aB~1)B = (FB)(a).
Therefore, by the linearity rule (Theorem |A.4) it is only necessary to show that for
F =2 28 = o*(8)x! since D%(B) = ¢*(3)N;(a). This follows directly from O
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For 8 = 1, the usual evaluation is recovered, i.e., for all a € Fgm and all F' € Fgm [x; 0],
F(a) = FP(1).

Example 3.7. Consider the field Fy with ¢ = 2 and m = 2 and the skew polynomial

F =& + x4 wz?. For a = w, the corresponding linear operator polynomial is
FPe = 1d+D, +wD?.
The evaluation of this linear operator polynomial at 3 is

FP=(B) = @1d(8) + Dy(B) + wD2(B)
=B + 3% + wpt.

Thus, the evaluations of FP« at 3 € F} are

FPe(l)=@-14+124w-11 =0,
FPe(w) =aw + w? +wwt =1,
FP«(@) = o0 + @® + wt = 1.

Observe that w + 1 = @ is an Fy-linear combination and therefore
FPe(1 4 w)=FP(1) + FP<(w) =0 +1=1,

which is the same as the direct evaluation above.

It is important to point out that linear operator polynomials recover linearized poly-
nomials, which are used for Gabidulin codes, for the choice a = 1. The ring Fym[D;]

coincides with the ring of linearized polynomials, i.e., for
F=Fy+Fix+ -+ Fua® € Fyn[z; 0]
with F; € Fym for i € [d]U {0}, FP1 is the linearized polynomial FPt : Fym — Fym with
FPi(z) = Fox + Fyad + - - + Fz?.

With the linear operator D,, a linearized version of skew Vandermonde matrices
(Definition 3.10) can be defined. The matrices were introduced in [MP17].

Definition 3.14 (Linearized Vandermonde matrix [MP17]). Let 8 = (51, 52, .., 8n) €

Fym and a € Fym. Define the linearized Vandermonde matrix on (a,3) of order d with
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3.5 Linearized Reed-Solomon Codes

respect to o as

D(B1)  DR(B2) -+ Dg(Bn)
VP(a. B) = Défﬁl) Dé(.ﬁz) Di(.ﬁn) e Fixr,
Dy (B) DEN(B2) o+ DEN(Bn)
Now let r = (r1,rg,...,74) with >.9_; r; = n be a length n sum-rank partition of order g.

In addition, let 8 = (81,83, B8W) € F,, with 8) € Fii, for i € [g] and a € F,..

The linearized Vandermonde matrix on (a,3) of order d with respect to o is defined as
VP (a,p) = (V{j (a1,5<1>) Vb (@ﬁ(?)) ..., VD (ag,,6<9>>) € Fixm

with g matrices V2 (ai,ﬁ(i)) € F%” for i € [g] that are appended so that V2 (a, 3) is
a k x m matrix.

The linearized Vandermonde matrix Vfl) (a,3) is again a representation of a polyno-

mial evaluation map. Observe that if F = Fy + Fiax + - -- Fy_12% ! is a skew polynomial

of degree d — 1 with coefficients Fy, Fi,..., Fy_1 € Fgn, then
(Fo, Fi,...,Fy_1) - V7 (B) = (FP(B1), FP*(Ba), ..., FP*(Bn)).

Since FPa is Fy-linear for every a € Fym, it is equivalent to perform F,-linear transfor-
mations on the evaluations or on (81, f2, ..., 3,) prior to the evaluation. This important

property is expressed in the following proposition.

Proposition 3.1 ([MPSK22, Prop. 2.9]). Let V2 (a,) € F%n be a linearized Vander-
monde matriz for a € Fgm, B € Fim and d € N. Moreover, let A € IFZLXS be any n X s

matriz with entries in Fy for s € N. Then
Vcll)(ang) A= VdD(avﬁ - A)

holds.

Proof. Since the map D! : Fym — Fym is Fy-linear for all i € Ny and a € Fym, this follows
directly.
Let a;; € F, be the entry of A in the i-th row and j-th column and B=p8 A=

(B, B1, - - ., Bs) with )
By = B,
=1
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3 Preliminaries

for j € [s].
Therefore, the entry of V2 (a, 3 A) in the i-th row and the j-th column is

DI (B) = (Z 51%;) => D' (Ba.
=1

The right hand side is equivalent to the entry of V¥ (a,8) - A in the i-th row and the

j-th column which proves the proposition. ]

The codes that are generated by such linearized Vandermonde matrices are called

linearized Reed-Solomon codes. They were introduced by Martinez-Penas in [MP17].

Definition 3.15 (Linearized Reed-Solomon codes [MP17, Def. 31|, [MPSK22| Def. 2.14]).
Let r = (r1,...,7ry) be a length n sum-rank partition of order g with »_7_ 1 r; = n, let
a = (a1,az,...,a4) € F%, and let B = (6(1),6(2),...,[3(9)) F2, with 8¢) € F', for

i € [g]. Furthermore, assume that

1. the elements ai,as,...,ay are nonzero and pairwise non-conjugate in Fym with

respect to o, which imposes the constraint
1<g<q-—1

Take for instance a primitive element v € Fym and choose a; = ! for i € [g]

(Theorem |A.11)).

2. the vectors B = (Bl ,62 Yo ,B,(af)) € Fg’;n where By), Béi), e ,Bﬁf) are I -linearly

independent for i € [g] and therefore
max{ry,r2,...,rg} < m.
Take for example a primitive element v € F,m and choose B](.i) = ~J=1 for j € [ry].

For k € [n], the k-dimensional linearized Reed-Solomon code on (a,3) with respect
to o is given by
Crits(@.8) = {xVP(a,B) | x € Fh } C

with the generator matrix V,? (a,B) € F’;ﬁ" from Definition

In polynomial form the k-dimensional linearized Reed-Solomon code on (a, f) is

Cins(a, B) = {FP(B) | F € Fyn[z; 0], deg(F) < k}
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3.5 Linearized Reed-Solomon Codes

where
FDa; (ﬂ(i)) _ (FD% <5li)) ’FD%' (ﬁéz)) ,...,FD“i (ﬁﬁ?)) € F;ﬁn

for i € [¢g] and

FP(@) = (FPer (8D FPw (82) ..., FPw (89))) € By
For specific parameter choices, linearized Reed-Solomon codes recover known codes.

Theorem 3.7 ([MPSK22, Th. 2.17]). Let the notation and assumption be the same as
in Definition|3.15

1. For o =1d and r = (1,1,...,1) (therefore g = n), the linearized Reed-Solomon
code Cgﬁs (a, B) is a generalized Reed-Solomon code with distinct nonzero evaluation

points a € (F)" and with column multipliers B € (F;)".

2. For g = 1, the linearized Reed-Solomon code Cfﬁs(a, B) is a Gabidulin code with

Fy-linearly independent evaluation points B € (IFy)".

Thus, linearized Reed-Solomon codes coincide with generalized Reed-Solomon codes
and with Gabidulin codes whenever the sum-rank metric recovers the Hamming metric
and the rank metric, respectively.

Next, skew and linearized Reed-Solomon codes are related.
Theorem 3.8 ([MP17, Prop. 33]). Let r = (r1,72,...,74) be a length n sum rank par-
tition of order g, let a € Fgm and B = (6(1),,6(2), e ,,B(g)) € Fiym with BY e IF;% for
i € [g]. Define diag(8) as

g o 0
(1)
0 0
diag(83) = & 2 e Frxm
o 0 - 51({[,’)

and define _
b = o @j@) Ca; - (5]@))*1 ~ 5",

() ,
for all j € [rq] and for all i € [g], and where B a; denotes the ﬁj(-z)—conjugate of a; with
respect to o (see Definition . Moreover, set b = (b(l),b(z), . ,b(g)) € Fym with

bl € Fyiw fori € [g]. Then, it holds that

VP(a,8) = V°(b) - diag(B)
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for any d € N. This directly implies that
o,k o,k .
Crrs(a, B) = Cgrg(b) - diag(3).

This above theorem that if skew Reed-Solomon codes are modified by column mul-
tipliers, which are chosen IF4-linearly independent in each group, they recover linearized
Reed-Solomon codes.

The next theorem is one of the main results of the Preliminaries. It combines The-
orem [3.5 and Theorem [3.8 and shows that linearized Reed-Solomon codes are MSRD
codes. It was given in [MP17, Th. 4]. First, a lemma is stated to simplify the proof.

Lemma 3.2 ([MPSK22, Lem. 2.19]). Let the notation be the same as in Definition[3.15
In addition, let A = diag(A1,Aa,...,Ay) € Fp"™ be a block diagonal matriz where

A; € F*"i is an invertible matriz for i € [g]. Then,
VP (a ﬁ@) A =VP <a B Ai) (3.3)

holds for all k € [n] and fori € [g]. Note that the components 8- A; are again F,-linearly

independent since A; is an invertible matriz. As a result,
VD(av /6) A= VD(a)IB ' A)

and
Clis(a,B) - A = Cns(a, B+ A).

Proof. From Proposition Equation |(3.3)| follows and the rest can be easily deduced
from that. O]

Theorem 3.9 ([MP17, Th. 4]). The linearized Reed-Solomon code Cgﬁs(a,,@) with di-
mension k, as defined in Definition|3.15, is an MSRD code. In other words, the minimum

sum-rank distance of the linearized Reed-Solomon code Cgﬁs (a, B) satisfies
dsn (CTis(a,8)) =n —k+ 1.

Proof. From Theorem and Theorem it can be deduced that the linearized Reed-
Solomon code Cgﬁs(a, B) is an MDS code. By Definition , it remains to show that
CE’I];S(a, B)-A is again an MDS code for all block diagonal matrices A = diag(A1, Ag,...,Ay) €
Fy ™" with A; € Fgi*" invertible for i € [g]. By Lemma

Clis(a,B) - A =Cns(a, B+ A)
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where the components 3% - A; are F,-linearly independent for i € [g] since A; is an
invertible matrix. Thus, the code Cfifs(a,ﬁ) - A is an MDS code since it is again a
linearized Reed-Solomon code. Therefore, Cfﬁs(a, B) is an MSRD code since A is an

arbitrary invertible block diagonal matrix over IF,. O

3.6 Secret Sharing with Skew Polynomials

Two secret sharing schemes with conventional polynomials were discussed in Section [3.1]
This section briefly shows that secret sharing can also be realized with skew polynomials.
In [Zhal(], skew polynomials were already used to construct a secret sharing scheme, but
with only one message symbol. The following construction introduces a McEliece-Sarwate

type secret sharing scheme for multiple message symbols.

Construction 3.3 (Secret sharing with skew polynomials). Fix the following in-
tegers n, k, z < k and let F,m be an extension field of the prime power g of degree
m with (¢ — 1)m > n. Let Q = {a1,a2,...,a,} C Fgm be a P-independent set with
|?] = n. Given k — z message symbols my, ..., mg_, € Fym, generate z random numbers
T1,...,7, independently and uniformly distributed over Fym. The shares si,...,s, can

be calculated as evaluations of the skew polynomial

z k—z
F=ri+rz+- - +rz L +ma’+ - +my_a 1 = E rjed ™t 4 E myzt 1
j=1 1=1

with s; = F(a;) for a; € Q with @ € [n].

Proposition 3.2 (Skew polynomial secret sharing). The secret sharing scheme with

skew polynomials presented above is an (n,k,z) secret sharing scheme.

Proof. Decodability: Given any k shares, Lagrange interpolation can be used to recover
the polynomial F' = F of degree k—1 (Theorem . The message can then be retrieved
by taking the coefficients F of F fori e {k —z,k—z+1,...,k—1}.

Privacy: Lemma is used and the notation is the same as in Theorem As R
represents z independently and uniformly at random generated numbers ry,...,7r, € Fgm,
H(Sz,) < H(R) holds. It remains to show that H(R | M,Sz,) = 0. Consider the polynomial
F

z k—z
F = g rjd 4 g mixt L
j=1 i=1

S —
F Fr
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Given mqy, mo,...my_, and s; = F(a;) for i € Z,, F, of degree z — 1 can be retrieved

using Lagrange interpolation with the shares §; = F.(a;) that can be calculated as follow
Fr(ai) = F(al) - Fm(al)

which holds by the linearity rule (Theorem |A.4). The random numbers r1,...,r, are the
coefficients of the polynomial F,. Thus, H(R | M,Sz,) = 0. O

Note that this secret sharing scheme recovers the McEliece-Sarwate secret sharing
scheme which uses conventional polynomials for o = Id (Construction . In this case
the P-independent set consists of n distinct elements. As for the McEliece-Sarwate secret
sharing scheme, which is related to Reed-Solomon codes, the skew polynomial secret
sharing scheme is related to skew Reed-Solomon codes encoded with a skew Vandermonde
matrix.

This secret sharing scheme can be slightly adjusted so that it uses linear operator

polynomials which also recover linearized polynomials.

Construction 3.4 (Secret sharing with linear operator polynomials). Let r =
(n1,...,ng) be a length n sum-rank partition of order g such that Y 7_; n; = n. Fix the
following integers £ < n, z < k and let F;m be an extension field of the prime power
q of degree m with (¢ — 1)m > n. Let Q = {a1,a2,...,a4} C Fgn be a set of nonzero
and pairwise non-conjugate elements in Fyn with Q2] = g. Let 8 = <[3(1), e ,B(g)) €
Fym with ﬁ(i) € JFZ% where B(i) € Fgfﬁ consists of Fy-linearly independent elements.
Given k — z message symbols mq, ..., my_, € Fym, generate z random numbers r,..., 7,
independently and uniformly distributed over Fym. The shares sy, ..., s, can be calculated

as evaluations of the linear operator polynomial
z ‘ k—z A
FP = pi1d+ryDo+- 47D my D4+ +my_. DEH = " r DI 4y " DI
j=1 i=1

with s; ; = FDe (ﬁ]@) for a; € Q with i € [g] and j € [n;].
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Proposition 3.3 (Linear operator polynomial secret sharing). The secret sharing
scheme with linear operator polynomials presented above is an (n,k,z) secret sharing

scheme.

Proof. By Theorem the secret sharing scheme coincides with Construction for

; ()
the P-independent set Q with elements bg-l) = B a; for all j € [n;] and i € [g], where

each share s; ; = F(by))ﬁj(»i) is an evaluation of the skew polynomial F' = Z§:1 rjad =t 4
Zf:_f mil,i-&-z—l‘ ]

The linear operator polynomial secret sharing scheme recovers conventional polyno-
mial secret sharing for r; = --- =17, =1, 0 = Id and g = n where the elements in {2 are
distinct elements. It also recovers secret sharing with linearized polynomials for g = 1,
r1 = n and m > n with n Fj-linearly independent elements 5J(-1) for j € [n]. The two
cases follow directly from Theorem [3.7 and the fact that the secret sharing scheme is an
encoding of a linearized Reed-Solomon code or in other words the multiplication of the

vector w = (r1,...,7,,M1,...,Mk_,) € ]Fl(;nz with a linearized Vandermonde matrix.

3.7 Skew Lagrange Polynomials

In Appendix a Newton interpolation algorithm was discussed (see Definition .
Given a P-independent set of n evaluation points aj ..., a, with corresponding values
bi,...,by, it returns the unique skew polynomial G with deg(G) < n which fulfills the
conditions G(a;) = b; for all i € [n]. The following section covers a construction of La-
grange type polynomials ¢;(x) with ¢;(a;) = 1 and ¢;(a;) = 0 for i # j. Skew polynomials
fulfilling the Lagrange conditions were discussed in [Zhal0)].

For conventional polynomials, Lagrange polynomials can be constructed with a simple
formula (Definition [A.5]). Given n evaluation constraints F'(a;) = b;, the polynomial F

of degree less than n fulfilling these constraints can be constructed as
F(z) =) biti(x)
i=1

with /¢; defined as

T — Qm

li(z) = .
0<m<n ¢ m
For skew polynomials, the construction of Lagrange type polynomials is more com-
plicated and an easy term such as the one for conventional polynomials does not yet

exist to the best of our knowledge. However, the construction can be done by Newton
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interpolation for which an algorithm for skew polynomials is already known. This idea

was introduced in [Zhal0].

Definition 3.16 (Skew Lagrange polynomials). Let Q = {a1,a2,...,ar} C Fgm be
a P-independent set with cardinality |{2| = k. The skew Lagrange polynomial ¢; fulfilling
the constraints ¢;(a;) = 1 and ¢;(a;) = 0 can be constructed using the Newton interpo-
lation algorithm for skew polynomials (Definition |A.8|). The i-th Lagrange polynomial is

also written as 6? to indicate the set it is constrained on.

As for conventional polynomials, every skew polynomial can be written in a Lagrange
basis instead of the usual monomial basis. The following definition shows the transfor-

mation between monomial and Lagrange basis similarly as in [Gan05].

Definition 3.17 (Skew polynomials - monomial and Lagrange basis). Let F' =
Fo+ Bz + ...+ Fy_12""! € Fym[x; 0] be a skew polynomial of degree k — 1 in monomial
basis with coefficient vector f = (Fy, F1,...,Fp_1) € F'gm. Let Q = {ag,a1,...,ap_1} C
Fym be a P-independent set with cardinality |Q| = k and ® = {pg,p1,...,pk—1} C Fgm
the set of evaluations of F' such that F(a;) = p; for i = 0,1,...,k — 1 and its vector
representation p = (po, p1,---,Pk—1) € F’;m. Furthermore, let £ = {{y,¢1,...,lk—1} be a
Lagrange basis on  as defined in Definition [3.16] so that the skew polynomial F' can be
written as

F=polyg+pily1+...+pp_10p_1.

Thus, we have two representations
F=f -m(z)=p-£x)
where m(z) = (1,z,...,2" )T and £(z) = (by,¢1,...,0,_1)". By Definition
fV7(a) = p (3.4)

holds with V{ (a) being the kxk skew Vandermonde matrix on the vector a = (ag, a1, ..., ax—1).

Therefore, the transformation between monomial and Lagrange basis is
m(z) = Vi(a)t(z)

with an invertible transformation matrix.

With these two basis of skew polynomials in mind, a lemma is given, which deals
with the rank of a matrix with a special structure. It is an essential tool deriving secrecy

capacities in Chapter [6]
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Lemma 3.3. Let F = Fy+ Fiz + ... + Fy_12871 € Fym[z;0] be a skew polynomial of
degree k — 1 in monomial basis with coefficient vector £ = (Fy, F1,...,Fr_1) € F’;m. Let
Q= {ap,a1,...,an—1} C Fym be a P-independent set with cardinality |Q| = n. Let the sets
Q be split into two subsets QU = {a; | i € 0U [k —1]} and Qg ={a; | i € [n—1]\ [k — 1]}
with d = n — k. Let L = {lo,01,...,0k—1} be a Lagrange basis on Q. as defined in
Definition [3.16 The matrix

G lar) %) o G ()
E(g)zk (ag+1) E?k (akt1) -+ g?ﬂ@kﬂ)
M = . . . .
Egk (an-1) E?k (@n-1) - £2f1(an—l)

has full rank, i.e., rank(M) = min(k, d).

Proof. 1t is shown that the matrix M has full rank by decomposing it into several matrices
that are proven to have full rank. By Definition it holds that

Qs Qs Qs
.0 o Gl
Q Q 9]
T 0,1 11 k—1,1
M = (Vi (aq))
Qp Qp Qp
EO,k—l El,k—l T gk:—l,k—l
=L
with ag = (ag,...,an—1) and where L is the monomial representation of the Lagrange

skew polynomials with /; ; being the j-th coefficient of the i-th polynomial. The trans-
formation from Lagrange to monomial basis can be achieved by multiplying with the
inverse of the Vandermonde matrix (V)T (see Equation . Thus, it holds that
L = ((V{(ag))") ! with a; = (ao,...,ar_1). Overall, we have

M = (V{(ag) ((V(ar)T) ™

By Theorem both matrices are full rank matrices and it holds that rank(M) =
min(k, d). O

Remark: The above lemma also implies that submatrices of M have full rank since

they are also a product of two Vandermonde matrices.
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3.8 Information Theory

We turn now to information-theoretic concepts needed for this work. Further relevant
equalities are summarized in Section[B.I] Here, only one important consideration is made

that is later used to bound the entropy of a random vector from above.
Lemma 3.4. Let KF = (K, Ko, ...,Kg) € KF be a random vector and
f: KF — K" a function. It holds that
H(f(K")) < H(K").
Proof. Applying the chain rule to the joint entropy H(KF, f(K¥)) yields

H(KE, f(K")) = H(K®) + H(f(K") [ K")
= H(f(K")) + H(KE | £(K¥)).

Since K¥ essentially determines f(K¥), it holds that H(f(KF) | K¥) = 0.
With H(KF | f(K¥)) > 0, we have

H(f(KF)) < H(KF)

with equality if, and only if, f is bijective. O
Consider the random vectors KF € K*, X" ¢ K™ and Y™ € K™ such that

v BT (3.5)

where A € K" %k and B € K>k,

Lemma 3.5. For two random vectors X™= and Y™, that have the above described prop-
erties, it holds that

H(X") < k,

H(Y™) < k.
Proof. The proofs for X** and Y™ follow the same arguments. Therefore, it is only shown
that H(X"*) < k and H(Y™) < k follows analogously.
We know that

H(KF, X"=) = H(X"™) + H(K? | X™)

and thus it holds that
H(X") < H(KF, X")
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with equality if, and only if, X" essentially determines K¥, i.e., H(K* | X"=) = 0.
Furthermore, it holds that X" = f(KF) = A(K®)T which yields

H(KF, X)) = H(K", f(K*)) = H(K", A(KM)T) = H(K") < k.
As a result,
H(X"™) = H(A(KMT) <H(K") < k
holds and we are done. ]

Now let us assume that the random variable K* consists of independent and uniformly
distributed symbols over K, such that H(K¥) = k holds. The entropy of the random
variables X™* and Y™ and the joint entropy can then be expressed in terms of the rank
of the matrices A and B.

Lemma 3.6. Let KF € KF, X" € K™ and Y™ € K™ be three random vectors as defined
in|(3.5). Furthermore, let the random vector K¥ consist of independent and uniformly

distributed symbols over K. The entropies of the random vectors X" and Y™ are
H(X"*) = rank(A)
and
H(Y™) = rank(B).
Proof. The proof is only shown for X"* and the proof for Y™ follows analogously.
We know that H(K¥) = k. The entropy of X"= is

H(X") = H(A(K)T) < k.

The rank of the matrix A determines how many symbols of X"* are independent and this
can be expressed by H(X"*) = rank(A). O

For the conditional entropy of X" given Y™ a similar expression can be derived.

Lemma 3.7. Let KF € KF, X" € K™ and Y™ € K™ be three random vectors as defined
in|(3.5). Furthermore, let the random vector K¥ consist of independent and uniformly

distributed symbols over K. The conditional entropy of X™* given Y™ is

H(X"=|Y™) = H(X"*,Y™) — H(Y"™) = rank(C) — rank(B), (3.6)
A k. ,
where C = B e K(atm)xk s the stacked matriz of A and B.

45



3 Preliminaries

Proof. The first equality H(X"|Y™) = H(X"=, Y™ ) —H(Y™) follows from the chain rule
of entropy [(B.1)] From Lemma [3.6] we know that H(Y™) = rank(B). It remains to show
that H(X"=,Y™) = rank(C) holds. Plugging in the definition of X"* and Y™ yields

H(X" Y™) = HAKHT, B(KMT).

The two random vectors can then be stacked since they are both expressed in terms of
K*, which yields
H(A (K5, B(KF)T) = H(C(K)T),
A _ .
where C = B € K" is the stacked matrix of A and B. We can then apply

Lemma to receive H(C(K*)T) = rank(C) and we are done. O

The idea on how the above derived bounds are applied is illustrated with an example.

o [ ]
x(ll) xél) Igl) :17511)

e

Figure 3.8: Illustration of one group of a DSS which uses an LRC with (3, 3)-locality.
The two blue dots indicate an eavesdropper that is observing two nodes of
the group, i.e., Iy =2 and Iy = 0.

Example 3.8. Consider one group of a DSS with » = 3 and § = 3 and let an eavesdropper
observe two nodes of the group such that {; = 2 and Iy = 0 as shown in Figure Since
any 3 of the 5 nodes need to be downloaded to recover the data, IC = {J;&l), xél), a:gl)} is
a possible set for a data collector denoted by K. It is assumed that the stored data are
uniformly distributed and independent. The symbols observed by the eavesdropper are a
realization of the random vector E. If we want to calculate H(K | E), Equation can

be used. First, write E and K in their matrix form in terms of K:

1
K=K-K'=1]0 KT
0

oS = O
_= o O

and
1 0 0
E=E-K'= KT
(f’f,l(ai”) Ky f’f?,(ai”))
(2)

where a;* denotes the code locator of the j-th node in the ¢-th group and éfj the Lagrange
polynomial on I which is 1 at ozg-i).
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By Lemma [3.7] it holds that
K
H(K | E) = H(K,E) — H(E) = rank (E) —rank(E) =3-2=1.

This means that the eavesdropper needs to observe one more symbol to be able to recover
all the data stored in the group.
The data collector K = {xgl),xél), xfll)} is another possible choice. It makes the

_ 1
E= OO.
0 01

When calculating the conditional entropy with |(3.6), it is therefore beneficial to think

about the choice of the data collector first making the calculations of the rank of the

representation of E easier with

corresponding matrices as easy as possible.
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4 Related Work

In this chapter, two MR-LRC constructions from [MPK19] and [RKSV14] are given and
it is shown that they are achieving a Singleton-type bound.

A secrecy capacity for LRCs that was introduced in [RKSV14] is summarized in
Section This secrecy capacity only considers an (I, l2)-eavesdropper threat without
the possibility of observing global repairs. It is the starting point for Chapter [6] which

derives the decrease of the capacity due to global repairs.

4.1 Bounds on Maximally Recoverable Locally Repairable
Codes

In the literature, “optimal” LRCs are defined as codes whose Hamming distance is as large
as possible and attains a Singleton-type bound, given the locality parameters. Such a
general Singleton-like bound was given in [GHSY12] for § = 2, in [PKLK12] for arbitrary
0, and in [RKSV14] for vector codes with arbitrary §. Vector codes are codes where each

symbol is in F¢in instead of in Fgm. For scalar LRCs, it reads as follows.

Proposition 4.1. Let C C FN be an (r,6)-locality LRC, as in Definition |3.9  The
dimension of the code is k = logp |C|, which is assumed to be an integer. The Hamming
distance of the code C is bounded by

dH(C)gNk+1<M 1) (6 —1)

T

Cnn (| 41) 6

where h=gr —k =N —g(0 — 1) — k.

(4.1)

The proof is omitted for brevity and can be found in [RKSV14] in a more general
form for vector codes.
The bound is attained by any MR-LRC which was shown in [MPSK22l Th. 3.3].

49



4 Related Work

Theorem 4.1 ([MPSK22, Th. 3.3]). Let C C F¥ be a linear MR-LRC with (r,0)-
localities as in Definition [3.4. Then C has optimal Hamming distance with respect to

the bound given by i.e.,
dg(C) =h+ <ULJ + 1) (6—1)+1, (4.2)

where k = dim(C) and h=gr —k=N —g(6 — 1) — k.

Proof. Let d = du(C). Moreover, let £ C [N] be an erasure pattern such that |£| = d. £ is
therefore a non-correctable erasure pattern with smallest possible cardinality. This means
that if an erasure is removed from &, then the pattern is correctable by C. It either holds
that |ENT;| =0 or that |ENT;| > 6 for i € [g], since assuming that |€ NT;| < J, would
imply that the erasures can be repaired locally. However, the remaining erasures may not
be correctable, so an erasure pattern with smaller |£| which is still not correctable could
be found. This would be a contradiction to the assumed minimality of the erasure pattern.
Denote the number of affected groups, i.e., the number of groups where [ENT;| > ¢, as k.
From Definition [3.4], it can be deduced that £ contains § — 1 elements per affected local

group and in addition at least h + 1 elements anywhere in the x affected groups. Thus,
€| >k(0—1)+h+1
and moreover, |£| is upper bounded as follows
K(O—1)+h+1<|E|<kK(r+6—1)
since each affected local group has size r + 6 — 1. As a result,
SRR
r r

holds. With |(4.2)| it can be concluded

d=|8|> k(-1 +h+1> Q’;JH) -1 +h+1

and the proof is complete. O

Therefore, MR-LRCs are optimal LRCs with respect to [(4.1)l Explicit MR-LRC

constructions are given in the next section.
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4.2 Maximally Recoverable Locally Repairable Code

Constructions

In this section, constructions of maximally recoverable locally repairable codes (MR-
LRCs) for DSSs are presented. MR-LRCs are able to tolerate the information theoretical
maximum of erasures given the parameters of the system (Definition [3.4]).

In [RKSV14], an MR-LRC construction is introduced using Gabidulin codes. The

construction is given in a simplified version for a scalar LRC instead of a vector LRC.

Construction 4.1 (JRKSV14, Constr. I]). Let N, r and § be positive integers such that
r+06—1< N and ¢ > (r+ 6 —1). Consider an information vector u € Fgm with k& > r.
Let g = [WN—J be the number of groups. There are two cases depending on whether or
not r + 6 — 1 divides N.

Case 1 ((r+0—1)|N): Let n = gr, m > n and Coy be an [n,k,D =n —k + 1]gm
Gabidulin code. The encoding follows two steps:

n

1. Encode u with the Gabidulin code yielding cout € Cout and partition coyut into g = 2

disjoint groups.

2. Apply an [(r+6 —1),7,6]; MDS code on each local group with 7 nodes to generate

6 — 1 parities, respectively.

Case 2 ((r+d —1){ N): Let t € [r — 1] be an integer such that N = (¢ — 1)(r + 6 —
1)+ (t+6—1). Let n=(g—1)r +t, m > N and Coy be an [n,k,D =n —k + 1]gm

Gabidulin code. The encoding follows two steps:

1. Encode u with the Gabidulin code yielding cout € Cout and partition coyt into g — 1

disjoint groups of size r and one additional group of size t.

2. Apply an [(r +d —1),7,d]; MDS code on the first g — 1 local groups with r nodes
and an [(t+ 6 —1),¢, 0], MDS code on the last local group with ¢ nodes to generate
6 — 1 parities.

The encoding steps are illustrated in Figure A proof that the construction above
yields an MR-LRC is given in Theorem for a more generalized construction which is

equivalent for specific parameters.

Example 4.1 (MR-LRC with Gabidulin code). Consider a DSS with ¢ = 3 groups
where an information vector of length 7 is stored in a maximally recoverable manner.
The system has h = 2 global parities and each local group is able to tolerate one erasure
locally, i.e., d = 2, r = 3. The required field size is therefore ¢ > r+ 6 — 1 = 4 and
m > n =9. The encoding is illustrated in Figure [4.2
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k
u € Fom
lcout C F2n
Cout = (M [ @ | ... ]c¥)) e Fym
Cloc C T 071 / N \cloc C o1
Cglob = ( C(I)A1 | 0(2)A2 ‘ ... | C(g)Ag ) S Févm
—— —— NI
Local group 1  Local group 2 Local group g

Figure 4.1: Illustration of the two-step encoding procedure generating the global code-
word cglon (Case 1 of Construction . The information vector is u € F’;m.
The first step is the encoding with the outer code Cyy resulting in couy € Fgm,

which is then partitioned into ¢ parts c(?) € Fgm. In the final step, ¢ is en-

coded using the MDS code generator matrix A € ng(rwfl). The resulting
codeword part cWA € IFZ,JZ‘S_I is then stored in the nodes of the i-th local

group.

uEFZQ

}

[9,7,3]49 Gabidulin code

1 1 1 2 2 2 3 3 3
I FCANCERNONFONNONIOR S OF O

/ I \
MDS code over Fy  MDS code over Fy,  MDS code over Fy

/ \ \

1 1 1 1 2 2 2 2 3 3 3 3
ECAFCANCENCH I NON O IOR ORI OB FOR FOS IO

Figure 4.2: Illustration of an MR-LRC with three local groups (¢ = 3). Each local group
has (3, 2)-localities. This code can correct up to § — 1 = 1 erasures in each
group and additionally h = 2 erasures globally. (Remark: To simplify the
illustration it is assumed that the MDS codes are systematic).
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A more general construction using linearized Reed-Solomon codes was suggested by
Martinez-Penas and Kschischang in [MPK19|. The construction allows an arbitrary dis-
tribution of global parity symbols over the groups. Additionally, arbitrary group sizes can
be chosen. The construction is an advancement of Construction [£.1] that was introduced
in [RKSV14].

Construction 4.2 ([MPK19, Constr. 1]). Let g be the number of local groups with their
corresponding (r;, d;) -localities for i € [g]. Let Fym be the extension field with base size

q and extension degree m. The construction of the code has 2 steps:

1. Outer code: Choose any (n,k) code Cout C Fgm that has maximum sum-rank
distance for the length n sum-rank partition r1, s, ..., 74 of order g, e.g., a linearized
Reed-Solomon code which restricts Fym to fulfill the constraints ¢ > g and m >

maxie[g] ;.

2. Local codes: Choose any (r; +; — 1,7;) MDS code Cioc; € ng+5i_l which is linear
over the local field F, for i € [g]. The MDS codes require ¢ > max{r; + 9, —1|i €
[g}, d; > 2}.

The global code Cglor, € Fo with N = n + Y29 (6; — 1) = Y27, (ri + & — 1) is then
defined by
Cglob — Cout dlag (Alv A2a CIRIEIES Ag) 3

with A; € FZiX(nMi_l) being the generator matrix of Cio; for i € [g].

The encoding procedure of the global code is illustrated in Figure The field
size constraints for LRSCs from the first step results from the constraint to have a P-
independent set of evaluation points. The number of conjugacy classes for a given Fym
is ¢ — 1. For each group a separate conjugacy class element is needed which gives the
first constraint. The second constraint comes from the maximum number of F,-linearly
independent elements that are used to construct a P-independent set as described in
Theorem
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uc IF"q“m
lcout g Fgm
Cout = (M [ @ | ... |c)) e Fym
— +dg—1
A AL S
1 2
Cglob = ( C( )A1 ‘ C( )AQ ‘ ... | C(g)Ag ) S Févm
—— —— NI
Local group 1 Local group 2 Local group g

Figure 4.3: Illustration of the two-step encoding procedure generating the global code-
word cglop (Construction [4.2]). The vector of symbols that should be stored
with redundancy isu € Fym. The first step is the encoding with the outer
code Coyt resulting in coyy € Fgm, which is then partitioned into g parts

cl) ¢ ngn. In the final step, ¢ is encoded using the MDS code generator
matrix A; € FZiX(Tﬁéi*l) of the i-th local group. cWA; e ]FZ?JLH;Z'_I is then
stored in the nodes of the i-th local group. The figure illustrates the same as
IMPK19, Fig. 4].

Theorem 4.2 ([MPKI19, Th. 2]). Let Cgon C IF% be the global code from Construc-
tion with local groups I'; C [N] fori € [g]. Then the code Cglor, € ]Févm is an MR-LRC
with (r;, 6;)-localities for i € [g] as in Definition and|[3.4)

Proof. Since the local codes Cl(;): have Hamming distance d; and the restricted global code
Colob|1; is contained in the row space of A;, the bound dy (Cglob|r;) > 0; holds. Therefore,
the locally repairable property is fulfilled and it remains to show that the code C obtained
after puncturing the global code Cgjol, C Fé\ln at any &; — 1 positions in the i-th local group
for each i € [g] is an MDS code. Let A; be an arbitrary subset of I'; for ¢ € [g] satisfying
|A;| = 7. Every 7; X r; submatrix of the local generator matrices A; € IE‘;ZVX(”MFU is
invertible since A; is the generator matrix of an MDS code. Thus, A;|a, is invertible as
well, where A;|a, denotes the submatrix of A; after restricting it to the columns indexed

by A;. Since the outer code is an MSRD code, the code
C = Cout diag (A1a,, ..., Agla,) CFu

is an MDS code by Definition O

This also proves that Construction is an MR-LRC since Construction [4.2| recovers
itforéy =---=90,=0,r1=---=ry-1=rand ry =g in case 1 or r;, =t in case 2. The

linearized Reed-Solomon recovers the Gabidulin as described in Theorem
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Example 4.2 (MR-LRC with linearized Reed-Solomon code). Consider a DSS with
g = 3 groups where an information vector of length k£ = 7 is stored in a maximally
recoverable manner. The system has h = 2 global parities and each local group is able
to tolerate one erasure locally, i.e., § = 2, r = 3. The required field size is therefore
g > max{r+9J—1,9g+ 1} =4 and m > max{ry,r2,r3} = 3. The encoding is illustrated
in Figure .4

The example shows that Construction has a significantly smaller required field

size compared to the construction that uses Gabidulin codes.

uEIFZ13

;

[9,7,3]4s linearized Reed-Solomon code

!

Cgl) 052) 052) C§2) 053) CgS) C§,3)

/ I \
MDS code over F4, MDS code over F4, MDS code over Fy

4 \ \

| .0 1] 1) 21| .@ .2 .2 (3) c§3) Cg?’) (3)

€1 Co C3 Cy €1 Co C3 Cy €1

Cgl) Cél)

Figure 4.4: Illustration of an MR-LRC with three local groups (¢ = 3). Each row forms
a local group I'; with localities and local distances (r;,d;) = (3,2) for i € [3].
This code can correct up to d — 1 = 1 erasures in each group and additionally
h = 2 erasures globally. (Remark: To simplify the illustration it is assumed
that the MDS codes are systematic).
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4.3 Secrecy Bound on Locally Repairable Codes

In [RKSV14], the secrecy of LRCs was analyzed when colluding eavesdroppers have access
to a part of the system. An upper bound on the amount of symbols that can be stored
securely on an LRC system under the influence of an (I1,l2)-eavesdropper was given.
First, a general upper bound is derived. In the second step, the bound is specialized
following the steps in [RKSV14].

Let C C FY be an LRC that has (r, §)-locality and is dpyi,-optimal, i.e., it fulfills|(4.1)
and has equal group parameters 0; = 0, r; = r for all i € [g]. Associate the set of indices
K to a data collector that can contact N — dpin +1 nodes to reconstruct the stored data.
Let K; denote the indices of nodes that are contacted by the data collector in the i-th local
group such that K = (J?_, K; with || = N — dmin +1. The indices of the eavesdropper
are denoted by & and & for nodes eavesdropped in an /1 and lo-manner, respectively as
introduced in Section In the ¢-th local group the eavesdropper indices are denoted
by & and & with & = L, &, & = UL, &, 1 = |E1], 1 = &) /r, 1 = Y9, I} and
lo=>9, l5. The set of tuples {(&%, &5, K;) 7_,, that satisfy the system requirements, is
denoted by X'. Lemma 32 in [RKSV14] that gives an upper bound on the secrecy capacity

reads as follows.

Lemma 4.1 (Secrecy capacity of LRCs[RKSV14, Lem. 32]). For an (r,0)-LRC that

is secure against an (l1,l2)-eavesdropper, the following holds

g
KD < H(K: | EfLE),
i=1
where K; denotes the random variable corresponding to the nodes contacted by a data
collector IKC;. The random variables corresponding to the sets of nodes in &1 and & are
denoted by E1 and Ea, respectively. k® is the number of information symbols that can be

stored securely given the eavesdropper parameters.

Proof. Assume k symbols can be encoded by the LRC without an eavesdropper. Since
eavesdropping on r nodes in a group gives the eavesdropper all the information of the
group, without loss of generality the focus is on indices {£{}7_, and {€5}7_; such that
|EF U &S| < 7. Tt is assumed that K is chosen such that either & U &L C K; or K; = 0.
To have a non-empty secure file size, |£1| + |E2| = l1 + loar < k. The data of size kG is
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denoted by u® with the corresponding random variable U®).

(Z

H<u<s>> H(U® | Eq, Ey)

IIW

H(U® | By, Ez) — H(U® | Eq, o, K)
U®):K | E1, Ep)

< H(K | E1,E)

=H(Ky,...,K, | E]...,EY B3, ... E9)

I
—
—~

—
8}
~

g
< Y H(K; | E},Eb)
=1

where (a) follows from the secrecy constraint, which can be written as I(U®); Ey, Ey) =
H(U®) — H(U® | E;,E3) = 0 and (b) follows from the ability of the data collector to
recover the file u®. (c) is a result of the chain rule where equality holds if, and
only if, K; and K; are i.i.d. for 7 # j.

For each choice from X such an upper bound holds and therefore

g
KO = HU®) < Y H(K; | E}LE).

=1

O]

This general bound is not very useful to compute the number of securely storable
symbols. Therefore, this question is explored from a system perspective in the following.
Consider a dyip-optimal LRC with g groups and equal group sizes. Let 1y = (I},13,...,1])
and lp = (13,13, . .. ,19) be the vectors representing the pattern of the eavesdropper.

First, consider the minimum number of groups from which a data collector needs to
collect all independent symbols to recover the stored file. The minimum number of groups

is denoted by p and is given as

e |V 1 0 W(mﬂ)(é—”J’

r+0—1 B r+0—1

where |(4.1)| is plugged in at (a). The number of nodes that need to be downloaded in

addition to the nodes of y groups to recover the stored file is
_ (@) k
v=N-—-dpin+l—-(r+d—Du=k+(|=|-1]0—-1)=(r+d—-1)pu,
r

where again|(4.1)|is plugged in at (a). If a data collector has the symbols of all independent
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nodes of p groups and additionally the symbols of v nodes, it can recover the stored file.

The two parameters p and v can be best illustrated with an example.

Example 4.3. Consider the same LRC as in Example with k=7, n=9, N =12,
r =3, 0 = 2 which is illustrated in Figure If the file should be retrieved, the symbols
of k nodes that store k linearly independent symbols (over Fym) has to be downloaded.
If three symbols from one group are downloaded, the knowledge of the whole group is
revealed. Calculate the two parameters p and v, yielding ;4 = 2 and v = 1. This means
that downloading r symbols from 2 groups and additionally downloading the symbol from

one node in the third group is required to recover the stored file.

1 1 1 1
cg) é) 1| (1)

Figure 4.5: Illustration of an MR-LRC with three local groups (g = 3) and (74, 6;) = (3, 2)-
localities for ¢ € [3]. Each row forms a local group I';. To recover the file, the
symbols of ;1 = 2 groups and v = 1 additional node in the remaining group
need to be downloaded.

Note that the notion of data collection is the same for an authorized recovery and
an eavesdropper. This automatically gives an upper bound on the eavesdropper pattern.
An eavesdropper pattern can only have access to fewer than ur + v nodes. Otherwise,
it would have global knowledge. The parameters p and v therefore give a naive bound
on the file size that can be stored on the system without an eavesdropper. Namely,
k = pr + v. With increasing [; and [l9, this size reduces and a precoding step such as a
similar step to secret sharing is required since otherwise the eavesdropper would directly
gain partial information of the stored file. A bound for the file size under the influence of
an (l1,ls)-eavesdropper is deduced in the following. It follows the steps from [RKSV14]
Sec. VIJ.

First, note that H(K;) = r and therefore a data collector would contact at most r
nodes in a local group. Also note that if I5 > 0 for some i € [g], then the information of
the whole group is revealed to the eavesdropper, i.e., H(K;|E5) = 0 for a fixed i € [g] and
I > 0. With these remarks in mind the following theorem (Theorem 33 [RKSV14]) can

be proven.
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Theorem 4.3 (Secrecy capacity). The secrecy capacity of an (r,d)-LRC against an
(11, 12)-eavesdropper is
kS = [pr + v — (lgr +11)] T (4.4)

where [£]T denotes max{&,0}.

Proof. The first step is to show that the right hand side of|(4.4)|is an upper bound of the
secrecy capacity with the help of Lemma Consider a data collector with Iy = I'q,

Ki=T1, .., Ky=T,, Kyy1 =... =Ky =0 and K11 C 'y such that [ICppq| = v.
The eavesdropper pattern is a worst case estimation, i.e., Io = (1,1,...,1,0,...,0) with
ones at the first lo positions and 1; = (0, .. .,0, ll12+1, ..., 19) with zeros at first Iy positions.

Case 1: lor + 11 > pr + v For this case the eavesdropper is able to reconstruct the file
and therefore H(U® | E;, E5) = 0 and holds.

Case 2: lor + 11 < pr + v Without loss of generality, the given eavesdropper pattern
is concentrated on the first 4 + 1 groups with ls < p+ 1, Zi“rl; I < (u—I)r+v,
i <rforalli€ {lo+1,12+2,...,9}, llfH > lll2+2 > ... > l‘fJr1 and therefore I} = 0
for all i € {u+ 2,0+ 3,...,9}. For the (u + 1)-th group, the eavesdropper pattern
is, if applicable, a subset of the data collector indices, i.e., EfH C Kut+1. With these
restrictions and it follows that

g l2 g
s i iy (@) i i
K < ZH(Kz | E1,Ep) = ZH(KZ | E5) + Z H(K; | E})
i=1 i=1 i=la+1
) l2 ' l2 iz ‘
=N TH(K;, EY) — (ZH (E) ) + Z (Ki,ED) — | > H(E)
i=1 i=1 i=lo+1 i=la+1

la la
© ' max {H(K;), H( ’2)} - (ZH (E%) )_|_ Z max {H(K; }

=1 =1 i=la+1
M .
— [ X HED | + max {H(Ku) HES) - HET
i=la+1
(4) ¢ i +1
Slor—lor+ (u—lo)r— > L4+v—U" =pr+v—(lar+1)
i=la+1

where (a) and (d) follow from the eavesdropper pattern, (b) follows from H(A | B) =
H(A,B) — H(B), (¢) holds since H(A, B) = max {H(A),H(B)} if, and only if, B = f(A) or
A = f(B) which is the case here.

Remark: Note that for a data collector that only observes cleverly chosen pr+v nodes
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and the assumption that the eavesdropper choses the same nodes so that K and £ overlap
as much as possible, the result will be the same. This assumption is also implicitly made
later in Theorem [6.11

As a next step, a construction of a secure coding scheme that shows tightness of the

upper bound on the secrecy capacity was presented in [RKSV14].

Construction 4.3. Consider an (I, ly)-eavesdropper and integers p, r, v such that pr +
v — (lz?“ + l1) > 0.

1. Given the secure file size k(&) = ur+v—(lor+11), generate lor+1; independent ran-
dom symbols uniformly distributed over Fym, r = (r1,72,...,7(,,41,)), and append

with u® = (u1,ug,...,ue) to obtain u = (r,u®).
2. Encode the k = pr + v symbols of u with an [k, k, 1];m» Gabidulin code.

3. Encode the k£ symbols of the Gabidulin codeword cg,, with a dpin-optimal LRC
that has (7, d)-locality, e.g., the second step of an MR-LRC construction as given
in Construction E.1] or

Lemma 4.2. Construction is information-theoretically secure against the (ly,ls)-
eavesdropper and achieves the secrecy capacity stated in Theorem[{.3, if no global repairs

are taken into account.

Proof. To prove secrecy of the coding scheme, the secrecy lemma (Lemma is used.
An (ly,l2)-eavesdropper can observe at most lor 41 symbols. There are lor +1; randomly
generated symbols that are uniformly distributed. Thus, the first condition is fulfilled,
i.e., H(E) < H(R) where E and R are the random variables of the eavesdropper’s ob-
servation and the randomly generated symbols, respectively. It remains to prove that
H(R | U®,E) = 0. The eavesdropped information E is assumed to be chosen in the
best possible way, i.e., the eavesdropper will not observe a node in an already known Iy
eavesdropped group in an [{-manner or a redundant node in a group. Thus, E consists of
lor 4 11 evaluations at linearly independent (over F,) points of a linearized polynomial.
The evaluations are at [F,-linearly independent points since the local codes are MDS codes
over F, and the linearized polynomial FPrig F-linear. In other words, the evaluations of
a linear operator polynomial F'P1, which is a linearized polynomial, are given at lor + [
P-independent points since in this case P-independence for g = 1 coincides with [Fy-linear
independence. In addition the symbols of u® are known. This recovers the problem of
an (n,ur + v,lor + l1) secret sharing scheme for linear operator polynomials that was

proven to be information-theoretically secret in Section [3.6 O
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4.3 Secrecy Bound on Locally Repairable Codes

The secrecy lemma ensures that I(U®); E) = 0. This implies that the coding scheme
ensures that there is no plaintext symbol in the codeword. In the following, an example

is given to illustrate this.

Example 4.4. Let k) denote the number of message symbols with u® = (my, ..., m,(:')) S

F** and 2 the number of random symbols that are uniformly distributed over F with
r=(ry,...,7,) € Fsuch that k®) 4 2z = k. Let C C F” be a code that is defined by the
coding scheme Enc: F¥ — F”. Let E be the random variable corresponding to &, i.e.,
the symbols observed of the codeword ¢ € C that are observed by the eavesdropper with
|€| = z such that H(E) < H(R). Now assume that the coding scheme yields a plaintext
message symbol m,, for some p € [k‘(s)] in the codeword ¢ € C. This obviously means that
I(U®);E) # 0. It can now be shown that H(R | U® E) # 0:

—

a

H(R|U® E) £ H(R|U®) — H(E | U®)) + H(E | R,U®))

N

2 H(R) — H(E | U®)) + H(f(R,U®)) | R,U®)
9 H(R,)z — H(E | UW)

CH(R))z — HR) (=~ 1)

= H(Ry)

>0

where (a) follows from I(R; E | U®)) being written in two ways following I(X;Y) = H(X) —
H(X|Y)=H(Y)—-H(Y | X) (see, (b) is a result from R and U®) being independent
and that E is a subset of the codeword which is a function of the random symbols and
the message symbols. (c) follows since R and U®) essentially determine f(R,U®) and it
follows from R being a sequence of z uniformly distributed random variables. (d) follows
from the fact that one eavesdropped symbols is a message symbol and that H(E | U®)) <
H(E) < H(R).

In other words, H(R | U®),E) = 0 and H(E) < H(R) ensure that an encoding “scram-

bles” the random symbols with the information symbols such that secrecy is ensured.
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5 Global Repair of MR-LRCs

In this chapter, the distributed global repair is motivated and we introduce a concept that
allows us to realize a global repair in a distributed way. A global repair can be realized
by evaluating the outer code polynomial. The idea is now to split this polynomial into a
sum of, what we call, local polynomials. Each local polynomial corresponds to a group
and allows to calculate the contribution of this group to the global repair process.

Two schemes realizing such a distributed global repair are presented in Section
and Section In direct global repair, the contribution to the global repair of each
group is directly send to the group where the repair is performed. In forwarded global
repair, the contribution is forwarded such that each group only receives one symbol. The
group where the global repair is performed is then at the end of the forwarding list and

only receives one symbol which is a sum of all contributions.

5.1 Global Repair Introduction and Definitions

The big advantage of MR-LRCs is that they can correct the information theoretical
maximum of erasures given the code parameters as seen in Section If a local group
has more failed nodes than it can handle locally, a global repair with the help of other
groups is possible. For Construction the global repair involves an erasure correction
by the outer code, i.e., the linearized Reed-Solomon code. For a global repair of the j-th
node in the i-th group, the linear operator polynomial PPe: is evaluated at the position
ﬂj(z) One way to get the evaluation is to generate the corresponding skew polynomial P
of degree k — 1 by Newton interpolation. For the Newton interpolation, k evaluations of
the polynomial at P-independent points are needed to generate the unique polynomial
(Theorem [A.7). This means that k& symbols of the n outer code symbols are needed. The

global repair is illustrated with the following example.

Example 5.1. Consider a DSS with three local groups g = 3, (3,2)-locality and code

parameters k =7, n =9 and N = 12. If two nodes in the second group fail for example

052) and cf), a global repair, followed by a local repair, is needed to recover the nodes.

The failed node could for instance download the symbols cgl), cgl), cgl), 052), c§2), ng) and

ng) which is shown in Figure The second node of the second group can now generate
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5 Global Repair of MR-LRCs

the skew polynomial P using Definition It can then recover the symbol evaluating
PPaz at B2 ie., PPaz(B?) = c{P).

KOO HOR ORI ON BN ORISR I ON O FON O

Figure 5.1: Illustration of a DSS with three groups, (3, 2)-locality and k = 7. It shows the
repair download for a global repair of the second node in the second group
in a non-hierarchical DSS. The failed node downloads as many symbols as
needed for its repair.

The above example raises the question of which sets of nodes can be used for a global

repair. For simplicity, only equal group sizes are considered in the following.

Proposition 5.1. Let Cgop € Fé\fn be the global code from Construction with local
groups T'; C [N] and equal localities, i.e., r; =1 and §; = 6 for i € [g]. A global repair
can be performed by downloading the symbols of the nodes in any subset A with A; C T,
|A;] <7 and Y 7_| |A;| > k of intact nodes.

Proof. If an arbitrary subset A; of each local group I'; with |A;| = k; < r is chosen, every
submatrix A;|a, € Fgéki of the local generator matrix A; € F ZT,X@TM_I has rank k; since
Cloc,i is MDS. Given that linearized Reed-Solomon codes are MSRD (Definition i and
Corollary the erasure can be corrected only if

g
n_ZAi|A¢<n_k+1
=1

is fulfilled, which means that
g
Z Ailn, > K
i=1
has to hold. This is the case by definition. O

Given the outer code Cfifss(a, (), the P-independent set of evaluation points l;gz) =
5(1)
& a;, which is used for the global repair, is given by

N

B=8-Ala=3"8"... .39
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5.1 Global Repair Introduction and Definitions

with B(i) = (Bj(l) | 7 € A;) € JFI;i’n for i € [g] and the group elements a; for i € [g]

()
which are the same as for the encoding with Construction The points i’ yield
a P-independent set of evaluations by Theorem since the matrices A;|a, have full
rank and the elements of 3% are [F-linearly independent.

To illustrate possible choices of nodes for the global repair, Example is continued.

Example 5.2. Consider the same parameters as in Example 5.1} The failed node could
O 0 D 2 2 (3) 23)

for instance download the symbols ¢;”,cy ", ¢35, ¢, ¢35, ¢;” and ¢

Figure It could also download the symbols cgl) ,cgl),cil),cgz),cgg),c;?’) and ng) or

cgl), cz(f), 052), cg), c;?’), cgs) and cf’). It is just important that no more than r nodes from

which is shown in

each group are used since the local parities are only a linear combination of the informa-
tion nodes in a group. Therefore, the parity symbol would not bring any innovation if

the nodes which it is a linear combination of are already taken into account.

It is beneficial to choose k; for i € [g] such that >~7_, k; = k so that only the minimum

number of symbols needed for repair is used.

Definition 5.1 (Minimal global repair set). Let Cgio1, C Févm be the global code from
Construction with local groups I'; C [N] of equal group size r +9 — 1 =r; +0; — 1
for i € [g]. Let A =J7_; A; be a global repair set which can perform a global repair by
Proposition The global repair set A is said to be minimal if Y9, |A;| = k.

Another representation of the set A C [N] is in the following denoted by Ag, and
is a set of tuples (i,7) € N x N. There exists a bijective mapping ® : N — N x N which
maps m € A to its tuple representation (7,5) € Aglol, Where ¢ denotes the group number

and j the number of the node in the i-th group.

Given a non-hierarchical DSS model, as illustrated in Figure [3.6] and Figure 5.1 a
failed node would contact k nodes with linearly independent symbols to recover itself.
However, such an approach would yield a secrecy capacity of zero since global knowledge
is revealed to one node which could be observed by an eavesdropper in an ls-manner.
Therefore, the important question is whether a node can be repaired globally while the
eavesdropper gets only partial knowledge about the symbols stored in other groups. Such
a scheme only works if the system is hierarchical such that in each group computations
can be performed for the global repair in another group and only a limited number of
symbols is sent to the group where the global repair is performed.

Assume, without loss of generality, that a global repair is performed in the first group.
The first group uses its nodes that are still intact for the global repair process. In addition,

the other groups send their contribution to the global repair to the first group. In the first
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5 Global Repair of MR-LRCs

scheme, each group sends its information directly to the group where a global repair is
performed. In the second scheme, each group forwards its contribution to the next group
where the contributions are combined. The two schemes are illustrated in Figure [5.2
The two schemes are explained in detail in Sections [5.3] and [5.4]

1 1

(a) Direct global repair (b) Forwarded global repair

Figure 5.2: Illustration of two different global repair schemes where an erasure in the first
group is repaired.

5.2 Local Polynomials

Before the global repair schemes are discussed in detail, we introduce a principle which
allows the two types of global repair to be performed. The goal is to implement a global
repair process such that only one symbol is sent from each group as a contribution to the
global repair of one symbol. It is assumed that the DSS uses a linearized Reed-Solomon

code as a global code as seen in Construction

Definition 5.2 (Local polynomial). Let Cgon C IF% be the global code from Con-
struction and CE’IifS (a, B) be the outer code. Fix a minimal global repair set Agjol, of
nodes with |Aglob| = k as proposed in Proposition The local polynomial of the i-th
group L; has the following properties:

° L.Da

(2

(8 =V for all (i, 5) € Agion
o Do (BS)) =0 for all s # i and (s,m) € Aglob

7

Thus, |Agiob| = k constraints are imposed on L; which has degree k —1. By Theorem 3.6

the constraints can also be written as:
(%) ; ;
o Li(% a;) = /8" for all (i,5) € Agp
. Li(ﬁ)’(i)as) =0 for all s # i and (s,m) € Aglob

The local polynomials can be generated by Newton interpolation.
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5.2 Local Polynomials

Theorem 5.1. Let Cgon, C Fé\fn be the global code from C’onstruction and Cgﬁs(a,ﬁ)
be the outer code Couy. Fix a minimal global repair set Ngion, of nodes with |Aglon| = k
as proposed in Proposition [5.1. Let P be the encoding polynomial of the linearized Reed-
Solomon code Coyi. It then holds that

P=> L. (5.1)

Proof. By Theorem [A77] the sum of local polynomials is equivalent to the encoding poly-

nomial if their evaluations at k points are the same. It holds that
PPai(5) = Y for all (4, §) € Agiob-

For the sum of local polynomials and (4, j) € Agiep, We have

Therefore, |(5.1)| holds. O

The theorem is the essential result of this section. It means that a global repair which
can be seen as the evaluation of the global encoding polynomial can be distributed. Each
group can calculate its contribution to the global repair as the evaluation of its local

polynomial.

Definition 5.3. Let Cgiop, C F é\fn be the global code from Construction and CE’P]{CS (a,B)
be the outer code Coyt. Let (s,m) be the node to repair. Fix a minimal global repair
set Aglop Of nodes with |Agop| = k and (s,m) ¢ Agop as proposed in Proposition
The global repair, which is an evaluation of the encoding polynomial P of the linearized
Reed-Solomon code Coyt, can be realized by
g
PPu(B5)) = > L7 (B3): (5.2)

i=1

It is important to point out that such a distributed global repair is only feasible if
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5 Global Repair of MR-LRCs

all the groups have knowledge about the parameters of the code, which should be given
anyway, and more important the used global repair set. The repair can be realized in two

ways which is discussed in the following sections.

5.3 Direct Global Repair

For the direct global repair each group calculates the evaluations of its local polynomial.
The evaluation is then sent directly to the global repair group. All the summands of|(5.2)
are known to the group where the global repair is performed. The scheme is illustrated

with the following example.

Example 5.3. Consider a DSS with three local groups g = 3 and the code parameters
k=7,n=9 N =12, r = 3 and 6 = 2. If two nodes in the second group fail for

22) and Cf), a global repair followed by a local repair is needed to recover

example ¢
the nodes. The global repair is performed with the minimal global repair set Aggl, =
{(1,1),(1,2),(1,3),(2,1),(2,3),(3,1),(3,2)}. The local polynomials L;, Ly and L3 have
the evaluation constraints as summarized in the table of Figure Note that for each
group, a different group element a; is used, i.e., the first constraint of L; means that

L?“l (Bgl)) = cgl) whereas the fourth constraint means that L?” (,8%2)) = 0.

Direct global repair has one disadvantage. Given an eavesdropper observing a group
with global repairs in an ly-manner, the eavesdropper can read all the symbols that
are sent to the group. This problem and its resulting secrecy capacity is discussed in
Section
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5.4 Forwarded Global Repair

D, 2 D, 2
Ly (88 Ly (B5)
RPU > RPU [« RPU
c§1) cél) cgl) cfll) c§2) ¢ c:(f) ¢ c§3) cé‘o’) cgs) cf’)
Code | s | (1) | 40 @) | 22 | 2@ 3) | 23) | 43
Locator 1 2 3 1 2 3 1 2 3
Ly |V ]| - 0o (O] o| - R VI S
Ly | 0] oo - S R I o 0olo ]| -] -
Ls I T O 0| o|o| - S I S I

Figure 5.3: Global repair process of a failed node in the second group of an MR-LRC
with (3, 2)-localities managed by rack processing units (RPUs). Each of the
RPUs computes the local polynomial of its group with the constraints that
are summarized in the table. The symbol “I]” means that the code locator
cannot be constrained since it corresponds to the code symbol that should be
recovered.

5.4 Forwarded Global Repair

The forwarded global repair, as illustrated in Figure is not organized as a tree struc-
ture where each group sends its evaluation to the root but as a line. Every group, except
for one group and the receiving global repair group, receives one symbol and adds the
evaluation of its local polynomial to the received symbol, which is then forwarded to the
next group. The sum in is therefore calculated iteratively, where each group adds its
summand to the already calculated partial sum. Without loss of generality, the following

convention is applied throughout this work.

Definition 5.4. Let G = [g] be the set of groups in ascending order that are involved in
a global repair process where a node in a fixed group at index m € G is repaired. The
forwarded repair starts at the group with index i1 € G \ m which denotes the first entry
of G\ m. The symbols are then forwarded in ascending order in G \ m. The forwarding

tree is summarized in a forwarding tuple f with

f = (il,ig, e ,ig_l,m)
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5 Global Repair of MR-LRCs

where i; € G\ m for j € [g—1]. For a given group which is at position s in the forwarding
list f, the list can be split into two parts, the upstream part fu, = (fi, f2,..., fs—1)
corresponding to the set G,, C G and the downstream part faouwn = (fst1, fs25- -5 fg)
corresponding to the set Gaown C G-

The scheme is illustrated with the following example.

Example 5.4. Consider a DSS with three local groups g = 3 and the code parameters
k=7, n=9 N =12, r = 3 and 6 = 2. If two nodes in the second group fail, for

g) and cf), a global repair followed by a local repair is needed to recover

example ¢
the nodes. The global repair is performed with the minimal global repair set Agop, =
{(1,1),(1,2),(1,3),(2,1),(2,3),(3,1),(3,2)}. The local polynomials L;, Ly and L3 have
the same evaluation constraints as summarized in the table of Figure The forwarding
tuple is (1,3,2). For s = 2 the forwarding tuple is split into f,, = (1) and fyown = (2)

with the corresponding sets Gup = {1} and Gaown = {2}.

L (57) = €

Ly a2(5§2))+f
RPU RPU |« RPU
cgl) cél) cél) cil) 052) ¢ cz(f) ¢ ng) 053) ng) cf)
LSods, | 817 | 85" | 8" 8| 87| Y |85 | 857
Ly || - oo o] - 0olo ]| -] -
Ly |0o]o|o0]| - oY - oo ]| -] -
Ls | 0] 0| 0] - oo o] - O e S

Figure 5.4: Global repair process of a failed node in the second group of an MR-LRC with
(3, 2)-localities managed by rack processing units (RPUs). The repair scheme
is forwarded global repair. Each of the RPUs computes the local polynomial of
its group with the constraints that are summarized in the table. The symbol
“0” means that the code locator cannot be constrained since it corresponds
to the code symbol that should be recovered.
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6 Secrecy Capacity of MR-LRCs

The main goal of this chapter is to derive a secrecy capacity for the two global repair
schemes, i.e., direct global repair and forwarded global repair, that were introduced in
Chapter

First, the construction of an MR-LRC that is achieving the secrecy capacities for the
two global repair schemes is introduced. It also achieves the secrecy capacity that was
stated in Theorem when no global repairs are considered. Second, a general upper
bound on the secrecy capacity given global repair is derived.

Third, the secrecy capacities of direct and forwarded global repair are derived following
the same steps. Preliminary considerations are made on fundamental limits of the repair
schemes. For direct global repair such a limit is that one of the received symbols for a
global repair is not independent of the others, given the assumption that the eavesdropper
is able to read the failed node before the erasure occurs. For forwarded repair, the most
important preliminary considerations is that if the eavesdropper observes the first or last
group of a forwarding list in an ls-manner, no new knowledge is gained in the context
of global repair. After the preliminary considerations, the upper bounds on the secrecy
capacity for the repair schemes are derived using the general upper bound. The main tool
that is used deriving the secrecy capacity is Lemma We write all the eavesdropper
knowledge in a matrix whose rank indicates how much independent equations about the
stored data the eavesdropper has. This number is then subtracted by the number of
equations that the eavesdropper has by directly reading nodes. In the end of the chapter,
the two repair schemes and their capacities are compared. Forwarded global repair has in
general a larger secrecy capacity compared to direct global repair. However, a drawback
of forwarded global repair is that the latency might be quite high since each node is

waiting for the previous contribution to arrive before it can send its contribution.
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6 Secrecy Capacity of MR-LRCs

6.1 MR-LRC Secrecy Construction and Secrecy Bound

In Section[4.3] a construction for an LRC that attains the secrecy capacity of Theorem [4.3]
was given. This coding scheme can be slightly modified using linear operator polynomi-
als instead of linearized polynomials. The following construction is a combination of
Construction £.2] and Construction [4.3

Construction 6.1. Let k(®) be the number of independent constraints that an (I1,ly)-
ecavesdropper has on the stored file of size k. Assume that k — k(¢) > 0 and let r|n. The

construction has the following steps:

1. Given the secure file size k®) = k — k(¢), generate k(¢ independent random sym-
bols uniformly distributed over Fym, r = (r1,72,...,7 ), and append with u® =

(u1,ug, ..., us ) to obtain u = (r, u®).
2. Encode the k symbols of u with an [n, k,n—k+1],m linearized Reed-Solomon code.

3. Divide the n symbols of the linearized Reed-Solomon codeword cqyt into g groups
such that n = gr and encode each group with an Fy-linear MDS code as in Con-
struction

Proposition 6.1. Construction is information-theoretically secure against an (ly,12)-
eavesdropper and achieves the secrecy capacity k® = k — k(©) with k(© = lyr +1; from

Theorem [{.3, if global repair is not considered.

Proof. To prove secrecy of the coding scheme, the secrecy lemma (Lemma is used.
An (ly,1y)-eavesdropper can observe at most ke = lor + 11 symbols. There are kle) =
lor + 1 randomly generated symbols. Thus, the first condition is fulfilled, i.e., H(E) <
H(R) where E and R are the random variables of the eavesdropper’s observation and the
randomly generated symbols, respectively. It remains to prove that H(R | VIOK E) =0.
The eavesdropper’s k(€ = loyr + [; observations are chosen in the best possible way,
i.e., the eavesdropper will not observe a node in an /1-manner if the whole group is already
known from the [y observations. The crucial point is that the evaluation points of the
eavesdropper’s observations are P-independent. By Theorem this is equivalent to
showing that all the evaluation points in a group are F-linearly independent since each
group uses evaluation points from a different conjugacy class. The local groups are MDS
codes that are Fy-linear which yields the desired property. In addition, the symbols of
u® are known. This recovers the problem of a (n, k, k(¢)) secret sharing scheme for linear

operator polynomials that was explored in Section and the proof is done. ]
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6.1 MR-LRC Secrecy Construction and Secrecy Bound

If global repair is considered, the capacity from Theorem is decreased by a term
)\MR > 0, i.e.,
FOmr-tre = [k — (lor + 1) — Awr] ™, (6.1)
where k() = (o7 + 1) + Aur-
Before deriving an upper bound on Ayg, we first explain the notations that are used.
The set of nodes contacted by a data collector are denoted K = Ule Ki = Aglon, with
|IC| = k. The observation of the eavesdropper from the groups that are observed in an

lo-manner, &, is split into two different subsets. The nodes that are directly read by the

eavesdropper in an lo-manner are represented by the set £5°. The set of evaluations of

rep

the local polynomial L; that are sent to a group with a global repair is denoted by &, .

Proposition 6.2 (Global repair - secrecy capacity upper bound). Consider a
DSS with g groups, parameters h < r and fized eavesdropper parameters lo > 1, 7.
Furthermore, let the eavesdropper observe the DSS in such a way that & N ES© =0 and
that the eavesdropper is not observing more nodes than needed to recover all the stored

data. The secrecy capacity of a DSS with global repair is bounded by

H(U®) < H(K| E1, E3°, Ey") = H(K) — H(E1) — H(E}®) — H(E}™ | E1,E3°).  (6.2)

Proof. From |(4.3), we have
H(UW) < H(K | Eq, E5, E5P).

We can express the term H(K | E1, ES*, E5P) applying the chain rule of entropy |(B.1)| on
H(K, Eq, E%to, E;ep):

H(K, 1, B3, E™) = H(E1) + H(E3® | E1) +H(EY | E1, EY) + H(K | E1, B3, E5™) (6.3)
Since E; = f(K),ES* = f(K) and E5™ = f(K), it holds that
H(K, E1, E5°, E5P) = H(K). (6.4)
Combining and yields
H(K | By, B3, Ey™) = H(K) — H(Ey) — H(E3® | E1) — H(Ey™ | E1, B5°).

Consider the term H(ES®® | E;). The two assumption mean that & N &5 = () and that
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6 Secrecy Capacity of MR-LRCs

& and &5 are independent sets. Thus, it holds that H(ES™ | E;) = H(ES'®) and we have

H(K | Er, B3, ES) = H(K) — H(E1) — H(EF®) — H(E}™ | By, E5),

With Equation |(6.2) the term Ay from |(6.1) can be derived.

Proposition 6.3 (Global repair - Secrecy capacity decrease upper bound). Con-
sider a DSS with g groups, parameters h < r and fixed eavesdropper parameterslo > 1, 1.
Furthermore, let the eavesdropper observe the DSS in such a way that & N ES© = and
that the eavesdropper is not observing more nodes than needed to recover all the stored

data. For the term Mg from Equation|(6.1) it holds that

Mirair < H(ES™? | Eq, ES°) = H(Ey, ES, EX?) — H(E;) — H(ES™®). (6.5)

Proof. We know that H(K) = k, H(E;) = 3 and H(ES™®) = lor, since this corresponds to
the number of symbols directly read by a data collector and the eavesdropper, respectively.

Combining this with |(6.1)| and [(6.2)| yields

Mirdir < H(EZP | Eq, E5©).

By the chain rule of entropy [(B.1), it holds that
H(Ey" | Eq, B5°) = H(E;, E5°, Ey®) — H(ES” | Ey) — H(Ey).

Following the same arguments as in the proof of Proposition with the assumptions

that & N ES™ =0 and & and 5 are independent sets, we have
H(Ey" | E1, E5) = H(Ey, B5°, Ey) — H(ES®) — H(Ey).
O

With the help of Equation AMR is investigated for direct and forwarded global
repair in the following sections. For simplicity, the local encoding of the MR-LRCs
is not considered. Only a set of n symbols of the outer codeword cout € Cout from
Construction is considered. A subset with cardinality & will then be the minimal
global repair set given at most h = n — k erasures, which need to be repaired globally,
in the set of n nodes. For any erasure pattern that is correctable by the MR-LRC, it

can be guaranteed that after the global repair, the rest of the erasures can be repaired
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by the local MDS code. Since the local parities are a F,-linear combination of the code
symbols in the group, a relabeling can be performed locally so that any r nodes of a local
group which correspond to a P-independent set of evaluations by Theorem can be
considered for the global repair. More than r nodes of a group would only be a redundant
set of symbols.

The number of erasures, which need to be repaired globally, is in the following called

global erasures.

6.2 Secrecy Capacity for Direct Global Repair

Before the decrease of the secrecy capacity given a direct global repair in the presence of
an (l1,l2)-eavesdropper is quantified, some preliminary considerations should be made.
First, note that the secrecy capacity is only decreased if an eavesdropper is observing
the group where the global repair is performed in an lo-manner. The direct global repair
does not reveal any information to the other groups which are only sending information.
Second, the number of globally repairable erasures is bounded from above by the number
of global parities h. If more than h global erasures occur, part of the data cannot be
recovered. Third, if the number of global parities h is greater or equal than the number
of nodes in a group 7, the secrecy capacity will be zero, which is shown in the following

proposition.

Proposition 6.4. Consider a DSS with g groups, r nodes per group and h > r global
parities. If the system uses direct global repair and ly > 1, its secrecy capacity is zero,
i.e.,

k®MR_Lre = 0.

Proof. Without loss of generality, consider r node failures in a group that is observed
by the eavesdropper in an lo-manner, i.e., all the nodes in the group fail. Every other
group sends r symbols to repair the global erasures. The local polynomials L; have by
definition at most r degrees of freedom since the nonzero constraints are only in the
respective group with size r. Given r evaluations of the local polynomials L;, the local
polynomial can be generated by Newton interpolation. Evaluating the local polynomials
at the respective code locators of their group, the eavesdropper can recover all groups,

which yields £®) yr_1rc = 0. ]

The preliminary considerations including Proposition motivate the following con-
vention.
Direct global repair systems are considered with the constraint h < r since the capacity

is zero otherwise. Without loss of generality, the first group is always observed by the
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6 Secrecy Capacity of MR-LRCs

eavesdropper in an [o-manner where at most h erasures, which have to be repaired globally,
occur, i.e., lo > 1. This assumption can be made since it does not matter in which [o-
observed groups the global repairs are performed. The eavesdropper is only able to gain
innovation from groups that are not yet fully observed. For I3 = 0 the secrecy capacity
k) coincides with Theorem [4.3]

The following example illustrates further properties and limitations of direct global

repair.

Example 6.1 (Direct global repair with two groups). Consider a DSS with g =2, r = 2
and h = 1 as shown in Figure An eavesdropper observes the first group, where a

global erasure occurs, in an ls-manner. It is assumed that the eavesdropper has read the

symbol cgl) prior to its erasure. To recover the symbol, the encoding skew polynomial P

is evaluated as a linear operator polynomial such that cgl) = PPa (ﬁil)). For the direct

global repair, the evaluation is split into two evaluations of local polynomials L; and Lo.

The first local polynomial L; is generated in the first group with cél) as a constraint,

the second local polynomial Ly is generated in the second group with c§2) and cg) as a

constraint. Both are evaluated as linear operator polynomials such that

Da,

CED =L, Dax

(B + Ly (B)

where red indicates that the symbols are known to the eavesdropper. Note that the

eavesdropper can calculate L?‘” (,851)) given cgl) and LlD‘11 (651)). Therefore, the global

repair process does not reveal any new knowledge to the eavesdropper.

Dg
Ly (M)
RPU [« RPU
TO cgl) c§2) cgz)

Figure 6.1: Illustration of a DSS with two groups and one global erasure. The global
erasure is in the first group which is observed by an eavesdropper in an lo-
manner. The second group sends the evaluation of its local polynomial at the
code locator of the failed node to the first group for global repair.

The above example shows that not every symbol which is sent to the eavesdropper

reveals new information. Another insight is the following:
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6.2 Secrecy Capacity for Direct Global Repair

Groups that are already fully observed by the eavesdropper cannot reveal any new infor-
mation.

If the group is fully known to the eavesdropper, the local polynomial can be generated
with the information of the group. Thus, the evaluations of the local polynomial will not
reveal any new information.

Therefore, the secrecy capacity is crucially linked to the number of groups that are
not already fully observed by the eavesdropper and the number of symbols that are not

yet known to the eavesdropper these groups.

Proposition 6.5. Let G = [g] denote the set of groups of a DSS. A group j € G can
reveal at most

min (h,r — ej)

symbols containing new information to the eavesdropper, given h global repairs in a group
m € G, where ej denotes the number of nodes in the j-th group that are observed by the

eavesdropper.

Proof. The j-th group has r symbols and sends h evaluations of its local polynomial L;
to group m. Since there are r independent symbols in each group, r — e; symbols of
the group are unknown to the eavesdropper. Thus, it can reveal at most min (h,r — e;)

symbols to the eavesdropper within the global repair. O

Another effect that was shown in Example is that not every symbol from a group,
that is not fully observed by the eavesdropper, reveals new information. If an erased sym-
bol at (s,m) € Aglob, which is about to be globally repaired, was read by the eavesdropper

before the erasure occurs, then one summand of

g
D=2 L (5)
i=1

will not bring any innovation. Without loss of generality under the assumption that the
eavesdropper observes the first group where the global repair is performed, the above

equation can be written as

where the left hand side is known to the eavesdropper. Therefore, after at most g — 2

symbols, which are revealed to the eavesdropper within one global repair, the last symbol
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6 Secrecy Capacity of MR-LRCs

is a result of the other observed symbols with

S ) = L)

The observation can be generalized to the following proposition.

Proposition 6.6. Consider a DSS with g groups. Let h < r and fix the eavesdropper
parameters 1y and ls with 1o > 1 such that k&) > 0. Without loss of generality, it is
assumed that the first group is observed by the eavesdropper in an lo-manner and that h

global erasures occur in the first group. For the m-th global repair,

ZL ﬁ1%)@1 ] /87()%)7

where the sum on the right hand side consists of g linearly independent summands.

Proof. Consider the evaluations in the Lagrange basis over Agp, i.e., over Ap
{0511421’ .. .,cq(nl), . ,cgg), .. .,cgg)} with [Aa = k. Rewriting cm)/,@ yields

glob =

glob |

(1)
(1 ,8(1 ZL Bm Cbl Z C‘g‘ )EAngOb(Bm al)

( 7j)€Aglob

The g evaluations of local polynomials L; can therefore be written as a product of

1 1
(c ngp e ,cq(n ), . ,cgg), .. cq(n )) and the matrix My, defined below:
elA,ilﬁ(ﬁ’(’pal) ffglob(ﬁ’('})al) 0 0 0 0
0 0 Zi%“’b(ﬁwal) giilﬂb(ﬁﬁi)al) 0 0
0 0 0 0 gi%‘bb(ﬂﬁi)al) gﬁglob(ﬁﬁi)al)
=: M,

Inspecting the rows of the matrix, we see that the vector representation in terms
of Aa
dot product is zero. Therefore, the evaluations are linearly independent with respect to
Aa .. It follows that

glob

20 Of the evaluations of the local polynomials are pairwise orthogonal since their

rank(Mp) =g
which means that all the summands are linearly independent. O

Remark: For h < r, it always holds that g < ksincek=n—h>rg—r=g9—1.
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6.2 Secrecy Capacity for Direct Global Repair

Proposition 6.7. Let the assumptions be the same as in Proposition [6.6 If an eaves-
dropper reads the symbols before the global erasure occurs, the mazrimum knowledge gain

for one global repair will be g — 1 symbols.

Proof. 1t holds that

g .
A0 =3 LWy = Y ey

=1 (ivj)eAglob

(1)

which means that cn% can be represented by a linear combination of the g independent
evaluations of local polynomials. Stacking My, € F%k for the m-th global repair from
the lemma above and

1 Asion 30 Aston 3D Acton 8D
o) = (e (W ar) ) (P ay))

yields My, . € FZIIXk. For the rank of the matrix My ., we have rank(Mp, .) = g because

the codeword cq(%) is the sum of all rows of the matrix M. Thus, it does not change the

rank. Since the codeword symbols cg-i) are uniformly distributed and independent within

the global repair set Agjop, can be used, which yields

H(ML’C | Xc,(%)) = H(ML,caX

oD

) —HX w)
= rank(M, o) — rank(c{)) = g — 1,

where My, . and Xc(l) denote the random variables corresponding to the repair symbols
of the m-th global repair and the repair symbol represented by the matrix My, . and the
m-~th symbol, respectively. ]

This effect can be later on seen in the term for the secrecy capacity.

We now want to find an expression for the upper bound based on the parameters of
the system. As a starting point from Proposition establishing an upper bound
on the knowledge that can be gained by an eavesdropper due to global repair, can be
used. The idea is to express the entropies with matrices using Lemma

Let Mg, represent the symbols accessed by an eavesdropper in an [i-manner, let Mggm
represent the symbols accessed by an eavesdropper in an lo-manner, let M, represent the
symbols sent to the groups observed by the eavesdropper in an lo-manner and denote by
Mjoint the stacked matrix with all the symbols of Mg;to,Mgl and My,.

Remark: The matrices are written with respect to a Lagrange basis in the set Agiop,.
The Lagrange basis consists of Lagrange skew polynomials. Therefore to transform the

matrices to matrices representing the linearized Reed-Solomon codes, they have to be
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multiplied by a diagonal matrix. However, the diagonal matrices are neglected in the
following to ease readability. This is possible since the ranks of the matrices are of
interest and the diagonal matrices have full rank. In Example the diagonal matrices

are written out explicitly.

Definition 6.1. Consider a DSS which is observed by an (ly,l)-eavesdropper. All
matrices are expressed in terms of Agp, with cardinality |Agen| = k. The matrices
Mg, € Fngk and Mg;to € F%Xk represent the sets & and 5%, respectively. The set of
symbols that are sent to groups observed in an ly-manner, i.e., &, is represented by

the matrix My, € F%Xk
M7 € IE‘;";Q? ¥k The matrices can be stacked to form a matrix, representing all symbols

that the eavesdropper observes, yielding

. If only the first m € [h] global repairs are considered, we write

Mg;to
lor+l1+gh)xk
Mgl =: Mjoint S }F((]rir 1+Hgh)x .
My
If only a part of My, is stacked, i.e., M7, the corresponding stacked matrix is M},

joint*

The stacked matrix Mjeint, representing the joint entropy of all observations of the
eavesdropper, can have at most rank k. If the rank of the matrix M}Z}mt is k for m <

h, it means that the eavesdropper has global knowledge after m global repairs. This

observation motivates the following definition.

Definition 6.2. Consider a DSS with g groups, parameters h < r and fixed eavesdropper
parameters Iy > 1, ;. Without loss of generality, it is assumed that the first group is
observed by the eavesdropper in an lo-manner and that h global erasures occur in the
first group. Let Api, be the minimal number of repairs that need to be performed until
either hpin = h or rank(M.hmi“) = k with hpin < h.

joint

The structure of the matrices stated in Definition [6.1] is now analyzed. The matrix

Mgsio has the structure

Mhmin
_hmin O 0
Mgsto - " 3 S ]Fifmer
0 I 0

with full rank identity matrices of size r at the indices of groups observed in an ls-manner.

The first group is split in an identity matrix of size r — hpyin representing the notes that
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6.2 Secrecy Capacity for Direct Global Repair

are in the global repair set Agio1, and the hyin nodes that are being repaired. The matrix

My, ;.. is the representation of the failed nodes in terms of the repair set Agjol, with

min

A = A (1) Agion (1)
gl,fgzﬁ?nﬂ(ﬁl ar) Eugzlr:ﬁz(ﬁl ar) - LgR (P ay)
b = f - B
Aglo (1) Ao 1) X
EL}gllml:n_i_l(main al) 617;5111:;_'_2 (’mam (11) .. €g7g1 b(IB;me al)

The matrix Mg, with [; rows has [; nonzero entries at the positions of the observed
nodes in the global repair set Agior. The matrix My, has a row for each symbol that is
sent to the group where the global repair is performed. The elements of each row are a

subset of the corresponding rows in My,

min *

The structure of the matrices can be best illustrated with an example.

[ [ ]
T ’ ’ Cz())l) Cg2) CéQ) CéQ) ng) Cg?)) Cg3)

Figure 6.2: Illustration of a DSS with ¢ = 3 groups, eavesdropper parameters l; = 2,
lo = 1 and two global erasures in the first group.

Example 6.2. Consider a DSS using the coding scheme from Construction and
parameters r = 3, g = 3 and h = 2. An eavesdropper is observing the first group with
two global erasures in an lo-manner. The number of nodes that are in addition observed
by the eavesdropper is [; = 2 and they are both in the second group. The system is

depicted in Figure The vector corresponding to the global repair set Agop is
() @ o & P ).

The following matrices are with respect to this vector. The matrix corresponding to the

nodes observed in an ls-manner is

gY 0 o
M sto — 0 (1) 0
&5 52
0 0 1
63700 LY G5me) G e) GIe) G5 G50
glAglob(bgl)) K glob(bgl)) E glob(bél)) g glob(bgl)) E glob(b(l)) ZAglOb(b(l)) nglOb(b(l))
1 0 0 0 0 0 0
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@ _ Y

where bj i a;. The matrix corresponding to the [;-observations is
01 00O0O0O
Mgl = )
0010000
and
g (M) 0 0 0 0 0
0 £2A€10b (bgl)) EQAEIOb (bgl)) géglob (bgl)) 0 O
0 0 0 0 Grel) arel)
My =Dy Aaion (1) ' ’
15 (0y7) 0 0 0 0 0
0 LI 630 630 o 0
0 0 0 0 M) s (vi))

with Dy = diag(ﬁil), §1), Bgl), ﬂél), ﬁél), ﬂél)) is the matrix corresponding to the symbols
sent to the first group for the global repairs. Thus, the matrix Mjqiyt has the form

@My Er ey e e) aree) arere®) gEee)
Ee o)) 8y GEt ey Eted) e ed))  aEees))
1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
Mioine = D | £33 (1) 0 0 0 0 0
0 BP0 637e") G3re’) o 0
0 0 0 0 zﬁfbb(bg”) £§§'°b(b§1>)
s (v5)) 0 0 0 0 0
0 BP0 630 63e) o 0
0 0 0 0 £3A7%10b (bgl)) £3A7§lob (bgl))
with

D:diag(5§1)7/8£1)7171717B§1)7 ;1)7B§1)7 él)vﬂél)a él))

By Equation and Lemma AMR,dir can be bounded from above by
Avir,dir < H(Eq, B3, EYP) — H(E1) — H(ES) = rank(Mjoint) — rank(Mg, ) — rank(Mggo),

since the matrices Mjoint,Mggo and Mg, represent E = (Eq, E5°,ES™), ES° and Ey,

respectively.

Clearly, the first two rows of Mjsin are a linear combination of the repair symbols
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6.2 Secrecy Capacity for Direct Global Repair

and thus they do not contribute to the rank. In addition, the rows of the eavesdropper
observation with only one nonzero entry are independent of the other rows and contribute

3 to the rank. This can be seen by using Gaussian elimination yielding

00 0 6E0) GErel) miere?) g o)
00 0 LFGY) G0 GETes) G5 es)
100 0 0 0 0
010 0 0 0 0
00 1 0 0 0 0
Mjoine =D [0 0 0 0 0 0 0
00 0 £EowY) 0 0 0
00 0 0 K?jlob(b(ll)) éﬁglob(bgl)) géglob(bgl))
000 0 0 0 0
00 0 £Eo0s) 0 0 0
00 0 0 E?ﬁlob(bgl)) f?glob(bél)) féglob(bél)).

The rank of M/jqin¢ can then be derived by calculating the rank of the two submatrices

from column 1 to 3 and column 4 to 7. Obviously, for

1 0 0
M/joint‘Aglobm(ggtoUgl)Z 01 0
0 0 1
it holds that rank(M'joint|a ., n(estoue,)) = 3. For
s (M) 0 0 0
Aglo 1 Aglo 1 Aglo 1
M b 0 aPHY) GEel) G5e | o
joimn Aglob\(‘flv‘gQ ) T ’€2A’§10b(bgl)) 0 0 0
0 G e) GETe) s es)

with
D, = diag(8\", gV, gV, 851,

we also have rank(Mjoint | A\ £1.e5t0)) = 3. For the second matrix, the first and third row
are linearly dependent. Therefore, the two rows contribute only 1 to the rank while the
second and fourth row contribute 2 to the rank since they are independent by Lemma [3.3]
The rows correspond to evaluations of the same polynomial but at two P-independent
points and can therefore be decomposed into two Vandermonde matrices with full rank.

Following the same arguments, we have rank(Mgsto) = 3, where the first two rows con-
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tribute 2 to the rank of Mggwo by Lemma
Overall, it holds that

AMr,die < rank(Migine| A n(estou)) + rank(Miging a0\ e,6500)) — rank(Me, ) — rank(Mgseo )

—3+3-2-3=1.

This means that the secrecy capacity of the DSS using direct global repair is decreased
by 1.

With this example in mind, a general expression for the secrecy capacity decrease

AMR,dir can be derived.

Lemma 6.1 (Direct global repair - secrecy capacity upper bound). Consider
a DSS with g groups, parameters h < r and an eavesdropper with lo > 1, l1. Without
loss of generality, it is assumed that the first group is observed by the eavesdropper in an
lo-manner and that h global erasures occur in the first group. Let hyin be the minimal
number of global repairs as defined in Definition [6.3 The secrecy capacity decrease for
direct global repair Avir.air 15 upper bounded by

hmin )
AMR,dir < rank(MosR) — lor — I =: AR, dir-

Moreover, it holds that

g
AMR,dir = (Z min(hmin, 7 — ei)) — Amin (6.7)

i=1

where e; denotes the number of symbols that the eavesdropper is observing in the i-group.

Proof. The upper bound S\MRdir can be deduced from Equation |(6.5)] The proof focuses
on showing that |(6.7)| holds.

R . . . . R
The first hpin rows of Mj omm are a linear combination of the rows of matrix M;™" and

can therefore be neglected calculating the rank. The contribution to the rank of Mj’g’i“rift‘
of nodes read directly by the eavesdropper, i.e., the number of rows with a single nonzero

entry in the matrix MPmin g (I — 1)r + 7 — hmin + l1. This can be inferred by using

joint

Gaussian elimination. Thus, it holds that

I‘a‘nk(Mhmin) = (l2 - 1)T + r—= h’mln + ll + ra’nk(Mhmin |Aglob\(£l:£§to))’

joint joint

where

hmin — hmin
Mot | A g\ €1.650) = M Ao\ (61,65

84



6.2 Secrecy Capacity for Direct Global Repair

holds. The matrix Mﬁ;j‘l‘lﬂ Agiop\(€1,65t) that is left after puncturing the nonzero entries
has a similar structure to the matrix in Consider the matrix groupwise for the
i-th group. If the i-th group is fully punctured, we have e; = r and there is no column
in Mﬁjfﬁﬂ Agion\(£1,65%) corresponding to the i-th group. Otherwise, there are still r — e;
columns corresponding to the i-th group. The rows corresponding to the i-th row are of
the structure investigated in Lemma [3.3] They can be represented by the product of two
Vandermonde matrices since they correspond to evaluations of the same polynomial at P-
independent points. We can therefore bound the contribution of the i-th group, which has
full rank, by the number of rows or columns, i.e., min(hpn, 7 — €;) (see Proposition .
Thus, it holds that

g
hmin 3
rank(Moit A\ (61 650)) = Zmln(hmin, T —€;)
i=1
and we have
g
rank(Mﬁ)?;l‘g) == Dr+r—hpn+1+ Z min(Amin, 7 — €;)
=1
g
= ZQT + ll - hmin + Z min(hmina r— ei)‘
i=1

This yields

g
AMR,dir = rank(MIm%) — lor — Iy = lor + 11 — hgin + Y min(hnin, 7 — €5) — lor — Iy

joint
i=1

g
= (Z min(hmin, r— 6])) - hmin-
i=1

O

Example can now also be verified with Equation [(6.7). For the considered DSS

and eavesdropper parameters, we have

3
AMR.dir = (Z min(2, 3 — ei)> —2
i=1
=min(2,0) + min(2,1) + min(2,3) —2=14+2-2 =1,

which is in accordance with the derivations.

The upper bounds, that have been derived, can be achieved with equality as the
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following theorem shows.

Theorem 6.1 (Direct global repair - secrecy capacity). Consider a DSS with g
groups, parameters h < r and an (l1,l3)-eavesdropper with lo > 1 and fized 1y such that
lor +11 < k. Without loss of generality, it is assumed that the first group is observed by
the eavesdropper in an lo-manner and that h global erasures occur in the first group. Let
huin be the minimal number of global repairs as defined in Definition [6.3. The secrecy

capacity for direct global repair is

g
k(s)dir =k—(lar+1;)— ([Z min(Amin, ¥ — ei)] — hmm> , (6.8)
i=1

where e; denotes the number of symbols that the eavesdropper is observing in the i-th

group.

Proof. 1t follows from Lemma that the right hand side of is an upper bound.
The proof is done by showing that Construction achieves equality O

Theorem 6.2. Construction is information-theoretically secure against an (li,l2)-
eavesdropper and achieves the secrecy capacity k® g, = k — k() with k(©) = (lor + 11 +
S\MR,dir) from Theorem if direct global repair is used.

Proof. To prove secrecy of the coding scheme, the secrecy lemma (Lemma is used.
An (Iy,ly)-eavesdropper can at most observe lor + I} + XMR,dir symbols. There are
lor + 11 + S\MR,dir randomly generated symbols. Thus, the first condition is fulfilled,
i.e., H(E) < H(R) where E and R are the random variables corresponding to the eaves-
dropper’s observation and the randomly generated symbols, respectively. It remains to
prove that H(R | U® E) = 0. Without loss of generality, it can be assumed that the
global repairs are performed in the first group which is observed in an ls-manner by the
eavesdropper. The global repair set Ag,l, is chosen in such a way that it overlaps as
much as possible with the static eavesdropper observations £ and £5%°. Since the local
encoding is MDS, the punctured local encoding matrix Ala,,,, = diag(A1,...,Ag)|a .,

hmin

has rank k. The eavesdropped information can be summarized in the matrix Mjoint.

Thus, we have
A|A DhminM_hmin — eg7

glob JOint CAglob

-~

::Ejoint
where ca,,,,, represents the set of code symbols after the first encoding step with a skew

Reed-Solomon code which yields a linearized Reed-Solomon code with the column mul-

tiplier matrix Dmin. The eavesdropped symbols are denoted by eg. Since A Agor a0d
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D"min have full rank k, the matrix Ejoin¢ has the same rank as M%ﬂif{ which is bounded
by rank(Ejoint) = rank(Mﬁ;;‘r"l’t‘) =lor+11+ XMR’dir < k by Lemma The matrix Ejging

can be transformed in the domain of the coefficients of the encoding skew polynomial by
Definition yielding

Ejoint (V7 (b)) 'f = ec (V7 (b)),

where f denotes the coefficients of the encoding skew polynomial F. The matrix Ejoint(V (b))~
gives lor 4+ 11 + S\MR7dir independent constraints on the polynomial coefficient. Together
with the k®) g, coefficients of the information symbols we have k constraints on k coef-
ficients. It remains to show that the k constraints are linearly independent. The k®) g,
coefficients are known and can therefore be written as a row with one nonzero entry
expanding the matrix Ejoint(VZ(b))~!. If the Vandermonde matrix (V¢(b))~! is punc-
tured at k:(s)dir columns, it still has rank k — k(s)dir due to its structure. Multiplied with
Ejoint the overall rank of Ejoint(V (b)) ™! is therefore still k — E®) g = lor 4+ 1y + AMR,dir-
Thus, the system of equations has enough linearly independent equations to determine
the randomly generated symbols k — k®) g, and H(R | U®), E) = 0 holds. This shows that
the bound from can be achieved with equality. O

6.3 Secrecy Capacity for Forwarded Global Repair

Before quantifying of the secrecy capacity given a forwarded global repair in the pres-
ence of an (I, lz)-eavesdropper, some preliminary considerations should be made. In the
following, the forwarded global repair is only considered for Iy = 1.

First, note that the secrecy capacity is only decreased if an eavesdropper is observing
a group in an lo-manner, where the global repair is not performed, which is formulated

in the following proposition.

Proposition 6.8. Consider a DSS with g groups. Let lo = 1 be in the m-group where
global erasure occurs. The eavesdropper is able to read the node before the erasure occurs.

Then, the eavesdropper will not gain any new knowledge within the repair.

Proof. In the corresponding forwarding tuple, the m-th group is by Definition at the
very end. Thus it receives one symbol which is the contribution of the other groups in

Agiop, to the repair process. The repair of the j-th node is characterized by

m (m) m (m) m
c§. ) = L (% am)ﬁj(- ) 4+ Z Li(% am)ﬁj(. ).
1€G\{m}

Trx
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The eavesdropper receives z, but the uncertainty of x,x given the symbol that is about

to be repaired c§m) and the contribution of the m-th group to the repair processes is zero,
ie.,

Trx = c§m) — Lm(ﬁa('m)am)ﬂj(»m).

O

Another insight is that the eavesdropper may only gain new knowledge if it is not in
the first group of the forwarding list. By Definition the first group of the forwarding
list does not receive any symbol. This means that if the system has only two groups and
one or multiple global repairs are needed, the gain of knowledge given the global repairs
is zero. Forwarded global repair therefore behaves equivalently to direct global repair for
g = 2; see Example

For ¢ > 2, only a particular case is considered in this work, so that the result is
comparable to the result of the direct global repair. Let h < r and let the global repairs
only be in one group, so that the forwarding list does not change between different global
repairs. Let lo = 1 not be located in the first group of the forwarding list.

We now want to be able to find an expression for the upper bound based on the
parameters of the system similarly as for direct global repair in the previous section. As
a starting point from Proposition establishing an upper bound on the knowledge
that can be gained by an eavesdropper due to global repair, can be used. The idea is to
express the entropies with matrices using Lemma (3.7

The notation is the same as for direct global repair. Let Mg, represent the symbols
accessed by an eavesdropper in an [;-manner, let Mg;to represent the symbols accessed
by an eavesdropper in an ls-manner, let M represent the symbols sent to the groups
observed by the eavesdropper in an [o>-manner and denote by Mjeint the stacked matrix
with all the symbols of Mg;to,Mgl and Mp. The only difference to the matrices in
Definition [6.1] is that M, is now a matrix of size h x k instead of gh X k.

The stacked matrix Mjeint, representing the joint entropy of all observations of the
eavesdropper, can have at most rank k. If the rank of the matrix Mt 18 K for m <
h, it means that the eavesdropper has global knowledge after m global repairs. This

observation motivates the following definition.

Definition 6.3. Consider a DSS with g groups, parameters h < r and fixed eavesdropper
parameters lo > 1, I;. Without loss of generality, it is assumed that h global erasures
occur in the same group and that this group is not observed in an lo-manner. Let Ay
be the minimal number of repairs that need to be performed until either A, = h or

rank(Mhmi") = k with hypin < h.

joint
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6.3 Secrecy Capacity for Forwarded Global Repair

The structure of the matrices stated in Definition [6.1] is now analyzed. The global
repair set Agjol, is chosen to be from the set of nodes, which were not erased. Therefore,
the matrices Mgsto and Mg, only have rows with single nonzero entries. The matrix My,

is also slightly different and has the structure

g 8 a) e 22 a) 0 0
My, = : : : Do EIFZT‘#“X’“,
(9) (9) (9)
glAjmb (/main ag) eﬁglob (ﬁhmin ag) e gsA_glﬁt; (6hm-m ag) 0 ... 0

given that the erasures occur in group ¢ and group s is observed in an lo-manner.

The structure of the matrices can be best illustrated with an example.

[ J
A0 [ | e Tc@ RN ] S

Figure 6.3: Illustration of a DSS with ¢ = 3 groups, eavesdropper parameters l; = 2,
lo = 1 and two global erasures in the third group.

Example 6.3. Consider a DSS with »r = 3, g = 3 and h = Ay = 2. An eavesdropper
is observing the second group in an lp-manner while two global erasures occur in the
third group. The number of [; eavesdropped nodes is two and both nodes are in the first
group. The forwarding list for the global repair is f = (1,2,3). The system is displayed
in Figure @ The vector corresponding to the global repair set Agop is

<C§1) Cél) Cgl) Cg2) C;Q) C:()’2) Cg?’)) .

The following matrices are with respect to this vector. The matrix that corresponds to

the nodes observed in an ls-manner is

0001O0O0O0
Mg;to - 0 O O 0 ]. 0 0
000O0O0OT1FPO

The matrix corresponding to the /1 nodes that are observed in addition is
1000000
Mgl = )
01 000O0O0O0
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6 Secrecy Capacity of MR-LRCs

and

o (B0 (A ey a3 es) 3es) 00 0 o
L — 0 B?()S) ( A

ar ey a3 es?) a3res?) oo o0 o
is the matrix corresponding to the symbols that are received by the second group for

global repairs in the third group. Thus, the matrix Mjei,; has the form

0 0 0
0 0 0
0 0 0
Mioint = D 1 0 0
0 1 0

glAjlob (bg3) ) glAglob (bg?)) ) glAglob (bg?)) )

1
0
0
0
0
7 0
i)y s ey st ed?) o

S O O O o = O
o O O o = O O
o O O O O o O

with
D = diag(1,1,1,1, 1,553)7@3)).

By Equation and Lemma AMR,for can be bounded from above by
AR, for < H(E1, B3, Ey”) — H(E1) — H(ES™) = rank(Mjoint) — rank(Me, ) — rank(Mggo),

since the matrices Mjoint,Mggto and Mg, represent E = (Ep, ES",E5), ES* and Ej,

respectively.

The rank of the matrix Mjin is
rank(Mjqint) = 6.

this can be derived by applying Gaussian elimination yielding

!
M joint = D

— o O O O

0
0
0
0
0

0 63" 05)
0 £ (05"

SO O O = O O O

1
0
0
0
0
0
0

O O O O O = O
o O O O = O O
O O O O O O O

Each row with only a single one contributes with 1 to the rank whereas the two last rows
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6.3 Secrecy Capacity for Forwarded Global Repair

are linearly dependent which yields rank(Mj; ) = 6. For the matrices ME*™ and Mg,

it holds that rank(M&5™) = 3 and rank(Mg, ) = 2. Overall, we have

AMR,for < rank(Mjoint) — rank(Mg,) — rank(Mggo) =6 -2 -3 = 1.

This means that the secrecy capacity of the DSS using forwarded global repair is
decreased by 1.

With this example in mind, a general expression for the secrecy capacity decrease

AMR,for can be derived.

Lemma 6.2 (Forwarded global repair - secrecy capacity upper bound). Consider
a DSS with g groups, parameters h < r and an eavesdropper with lo = 1, ly. Without loss
of generality, it is assumed that the global erasures occur in one group, which is not the
group observed by the eavesdropper in an la-manner. Let hyin be the minimal number of
global repairs as defined in Definition[6.3. The secrecy capacity decrease in the presence
of forwarded global repairs AR for 15 upper bounded by

— oint

)\MR,for < rank(MJhmin) —lor — 1] =: E\MR,for.
For forwarded global repair, it holds that

AMR for = min(hmin, Y (r = ¢;)). (6.9)
JEGup

Proof. The upper bound Ay for can be deduced from Equation [(6.5)] The proof focuses
on showing that holds.

Consider the matrix Mjgﬁll? € Fétjlﬁhmi“)m. We now make the assumption that the
nodes in &£ are, without loss of generality, nodes from Agep, ie., |E1 N Agob| = 11.
For the derivations, it does not make a difference where the [; observed nodes are and
we could simply reorder them such that the condition is fulfilled and the parameters
are still the same. By Gaussian elimination, the matrix has lor + I3 rows that only
have a single one as an entry. These rows contribute lor + [; to the rank similarly to
Example The rows with the global repair symbols, that are left after the elimination,
consist of evaluations of polynomials at a P-independent set of points where the structure
is the same as in Lemma [3.3] By this lemma, the submatrix has full rank with size

hanin X (2 i€Gap T~ e;), i.e., the rows are linearly independent. Thus, the overall rank of
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6 Secrecy Capacity of MR-LRCs

MPmin i rank (M) = Jor 4 1} + min(hmin, > jeg., (r — ¢;)) and we have

joint joint

AMR for = rank(Mﬁ)?rilg) — lor — 11 = min(Amin, Z (r—ej)).
jegup

O

Example can now also be verified with Equation For the considered DSS

and eavesdropper parameters, we have
AMR for = min(2, (3 — 2)) = min(2,1) =1

which is in accordance with the derivations.

At the end of this section, the secrecy capacity for DSSs is stated and it is shown that
Construction [6.1] achieves the capacity with equality as seen before for the direct global
repair (Theorem [6.1)).

Theorem 6.3 (Forwarded global repair - secrecy capacity). Consider a DSS with
g groups, parameters h < r and an eavesdropper with ls = 1, fized l1 such that lor+1; < k.
Without loss of generality, it is assumed that the global erasures occur in the same group,
which, furthermore, is not observed by the eavesdropper in an las-manner. Let the [q-
observations of the eavesdropper be distributed in such a way that |E1 N Agiob| = l1. Let
hmin be the minimal number of global repairs as defined in Definition [6.3. The secrecy

capacity for forwarded global repair is

E® e =k — (Igr + 1) — min | hmin, Z r—ej|. (6.10)
jegup

Proof. Tt follows from Lemma that the right hand side of [(6.10)| is an upper bound.
The proof is done by giving a construction that achieves equality in |(6.10) O

Theorem 6.4. Construction is information-theoretically secure against an (l1,l2)-
eavesdropper and achieves the secrecy capacity k®p = k — k(© with k(©) = (lor + 11 +
S\MR’fOI«) from Theorem if forwarded global repair is used.

Proof. To prove secrecy of the coding scheme, the secrecy lemma (Lemma is used.
An (I3, 13)-eavesdropper can observe at most lor + 1] + S\MRfor symbols. There are lor +
l1 + AMR.for randomly generated symbols. Thus, the first condition is fulfilled, i.e., H(E) <
H(R) where E and R are the random variables of the eavesdropper’s observation and the

randomly generated symbols, respectively. It remains to prove that H(R | U®) E) =

92



6.4 Comparison of Direct and Forwarded Global Repair

0. Since the local encoding is MDS, the punctured local encoding matrix A|a =

glob
diag(A1,...,Ag)|a,,, has rank k. The eavesdropped information can be summarized in
the matrix Mjg;‘r‘l‘t‘ Thus, we have
hmi Pmi _
A‘AglobD mln]'\d:jor?lllltl CAglob - eg
::Ejoint

where ca,,,, represents the set of code symbols after the first encoding step with a skew
Reed-Solomon code which yields a linearized Reed-Solomon code with the column mul-
tiplier matrix D"min, The eavesdropped symbols are denoted by eg. Since A| Agiop and
D/min have rank k and are therefore full rank, the matrix E;oint has the same rank as
Mjhorfr‘;t‘ which is bounded by rank(Ejoint) = rank(M?S;‘le) =lor +1; + S\MR,for < k by

Lemma The matrix Ejoins can be transformed in the domain of the coefficients of
the encoding skew polynomial by Definition yielding

Ejoint (VY (b)) 7' = ec(V{ (b)),

where f denotes the coefficients of the encoding skew polynomial F'. The matrix Ejoint(V (b))~
gives lor + 11 + X\MRyfor independent constraints on the polynomial coefficient. Together
with the k®) ¢, coefficients of the information symbols we have k constraints on k coef-
ficients. It remains to show that the k constraints are linearly independent. The k®)g,
coefficients are known and can therefore be written as a row with one nonzero entry
expanding the matrix Ejoint(V(b))~!. If the Vandermonde matrix (V{(b))~! is punc-
tured at k(s)for columns, it still has rank k — k(s)for due to its structure. Multiplied with
Ejoint the overall rank of Ejoint(V (b))~! is therefore still k — E®g, =lor+1; + S\Mvaor.
Thus, the system of equations has enough linearly independent equations to determine
the randomly generated symbols k — k)¢, and H(R | U®) E) = 0 holds. This shows that
the bound from can be achieved with equality. O

6.4 Comparison of Direct and Forwarded Global Repair

In this short section, the secrecy capacities of DSSs with direct and forwarded global
repair from Theorem [6.1] and Theorem [6.3] are briefly compared.

To have comparable parameters, it is assumed that I3 = 1 and h < r since then in both
cases only one group is observed in an [o-manner. The two capacities for the parameters

are then
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6 Secrecy Capacity of MR-LRCs

S g = k — (r 4+ 11) — AMR.dirs
k(s)for =k- (’I” + ll) - )\MR,fora

and the difference between them is

g
)\MR,dir_)\MR,for = < [Z min(hmin,dira r—= el)] - hmin,dir) —min hmin,fora Z r—=e€;
i=1

ngup

It is important to point out that Amin for and Amin dir are not necessarily the same, since the
matrices Mjoint for forwarded and direct global repair are not the same and therefore not
necessarily have rank k for the same number of global repair given the same parameters.
For a comparison, let us assume that the parameters of the DSS and the eavesdropper
are chosen such that Ayin for = Amin,dir = h. The following example shows the differences

for a set of parameters.

Example 6.4. Consider a DSS with ¢ = 4, r = 3 and h = 2. An eavesdropper is
observing only the second group in an lo-manner, i.e., [s = 1 and I; = 0. The system,
which is equivalent for forwarded and direct global repair, is illustrated in Figure [6.4

The secrecy capacity decrease in such a system would be

AMR, for = min | A, Z r—ej | =min(2,3) =2
J€Gup

for forwarded global repair, and
g

AMR.dir = <[Z min(h, r — ei)] - h) = min(2, 3)+min(2, 0)+min(2, 3)+min(2,3)—2 = 4
i=1

for direct global repair. Thus, an eavesdropper would get twice as many independent

symbols for the considered system when it is using direct global repair instead of forwarded

global repair.

Cgl) Cél) cz())l) Tch) 052) C:(),2) 0(13) C§3) C:())S) 654) 654) C:(;L)

Figure 6.4: Illustration of a DSS with g = 4 groups and eavesdropper parameters [; = 0,
lo = 1. The system has a different secrecy capacity for direct global repair
and forwarded global repair.

Intuitively, we see that for Io = 1, I; = 0 and g > 3, it holds that AMR for < AMR,dir-
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While the eavesdropper gets at most h linearly independent symbols during the global
repairs in a forwarded repair scheme, no matter how many groups there are, this looks
different for the direct repair, where the number of symbols that the eavesdropper gets,
during the global repairs, increases with the number of groups.

It can be concluded that the forwarded global repair has a higher secrecy capacity
than the direct global repair for the considered constraints. However, there are also other
factors to be compared when it comes to implementing global repair on a system. The
forwarded global repair might have a larger latency than the direct global repair since
the groups, except for the first group, have to wait to send their contribution to the next
group until receiving the contribution from the previous group to the global repair. With
a large number of groups and the inter-rack communication being the bottleneck, this

might be a serious issue.
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7 Summary and Outlook

7.1 Summary

The secrecy capacity of distributed storage systems (DSSs) with locally repairable codes
(LRCs) having maximal recoverability was investigated. We considered the threat of an
(11, 12)-eavesdropper, which belongs to the class of passive attacks. The eavesdropper can
read some /1 nodes, and read all the nodes of additional Iy groups while also being able
to read the downloaded symbols for repair of these groups. Given an (I3, l2)-eavesdropper
and optimal LRCs, a secrecy capacity, i.e., the file size which can be stored secretly on the
system without revealing any information to the eavesdropper, was derived in [RKSV14].
The thesis links to this work with the goal to derive a secret file size for MR-LRCs, which
are constructed as suggested in [MPK19].

Crucial for the construction of MR-LRCs are skew polynomials. Besides the recapitu-
lation of important properties of skew polynomials in the Appendix [A] and codes that can
be constructed using skew polynomials, two known concepts from conventional polynomi-
als are adapted for skew polynomials. The first concept is secret sharing as described in
Section The secret sharing scheme with skew polynomials, described in Section
has no advantages compared to secret sharing with conventional polynomials. In fact,
for a special parameter choice it recovers the conventional secret sharing. However, it
is useful to prove the secrecy of LRC constructions that involve secret sharing such as
Construction This construction is a modification of Construction presented in
[RKSV14] but requiring smaller field sizes. However, it still does not take global repairs
into account.

When taking them into account, the first insight was that a nonzero capacity is only
possible if the system has a hierarchical structure. Maximal recoverability means that
besides the local erasure correction capability, that is determined by the local code, the
system has global parities to repair additional erasures that cannot be handled by the local
code. A hierarchical structure allows to distribute such a global repair over the groups of
the system. If this were not possible, the single node, which is repaired globally, would
acquire global knowledge to repair itself. In the presence of an eavesdropper with lo > 1,

the secrecy capacity would therefore be zero. To resolve this problem, local polynomials

97



7 Summary and Outlook

were introduced. Their sum returns the global encoding polynomial, i.e., for the encoding
polynomial P, it holds that

for a DSS with g groups and local polynomials L;. The idea of the local polynomial L;
is that it vanishes on the nodes that contribute to the global repair, i.e., the nodes that
are in the global repair set Ao, but that are not in the i-th group. Knowing the global
repair set Aglgh, the local polynomials can be generated by Newton interpolation.

The easiest way to perform a global repair is the direct global repair. Each group
sends its contribution, i.e., the evaluation of the local polynomial at the code locator
that needs repair, directly to the group with the erasure. If an eavesdropper observes
the group where the global repair is performed in an lo-manner, the secrecy capacity is
further decreased. The information revealed to the eavesdropper, besides the static (11, l2)
eavesdropped nodes, can be upper-bounded by representing all the eavesdropped symbols
in a matrix with respect to a basis representing the information vector (see Lemma
and Example . It turns out that choosing the global repair set Agop, as a basis is
beneficial for the derivations of the secrecy capacity. As a result, the secrecy capacity for
an MR-LRC is

g
l’{:(S)dir =k—(lar+1;)— [(Z min(Amin, ¥ — ei)> — hmin] ,
i=1

given the assumption that h < r. Otherwise for h > r, the secrecy capacity is zero.

A construction which shows the tightness of the upper bound is given. It essen-
tially relies on the same secret-sharing-based approach given in [RKSV14], and seems
to be a universal approach to the given problem. Here again, representing the eaves-
dropped information in a matrix is very useful to prove secrecy using the secrecy lemma
(Lemma [3.1)).

Another way to perform the global repair, forwarded global repair, is also analyzed
but only for a special choice of parameters. For h < r and Iy = 1, the secrecy capacity,

which can be derived with the same ideas as for the direct global repair, is
K or =k — (lor + 1) —min [ huin, Y 7 —¢;
JEGup

Therefore, it seems to have a better secrecy compared to direct global repair. This
coincides with the intuition since the eavesdropper can only observe one symbol for each

global repair instead of g — 1 symbols.
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7.2 Outlook

It would be very interesting to investigate the secrecy capacity of an MR-LRC with
forwarded global repair further. However, the analysis of the secrecy capacity for more
general parameters seems to be tricky. For h > r, the forwarding list changes for global
repairs from different groups. For Iy > 2, the knowledge gain is also a function of their
position in the forwarding list. Nevertheless, the method of representing the symbols
known to the eavesdropper in a matrix might still work for more general parameters.
The idea of using linearized Reed-Solomon codes or more generally skew polynomials
for designing MR-LRCs is rather new. Therefore, a lot of interesting questions arise.
One aspect that has not yet been investigated, to the best of our knowledge, is the
performance of MR-LRCs using skew polynomials compared to already implemented
LRCs. To compare the performance, the skew arithmetic would have to be efficiently
implemented in software, such as ceph [WBM™06|, that is used to manage DSSs. However,
the downside of applying MR-LRCs is that the overhead of updating the global parities
with each adjustment of the stored data might be too large compared to the gain of the

possibility to perform a global repair in the unlikely event of too many failures.
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Appendix A

A.1 Skew Polynomials

The ring of skew polynomials is a generalization of the ring of conventional polynomi-
als. The addition of two skew polynomials and conventional polynomials, for example,
is the same. The main difference is that the product of two skew polynomials is not

commutative.

Skew polynomials were first studied by Ore in [Ore33|]. In the following, they are
examined and their properties are summarized. The introduction and notation in this
section follows [MPSK22].

Let

d
P = {Z:ancZ

=0

d € No, F, € Fym, for all i€ {0,1,...,d}}

be the set of polynomials in the variable x with coefficients in Fgm.
In P addition of two polynomials and the multiplication of a scalar on the left with a

polynomial is defined as follows. For two polynomials

F=Fua’+Faz'+ - +Fualep
G:G0$0+G1$1—|—“-—|—Gd$d673

with d € N, F;, G; € Fym for i € {0} U[d] and a scalar a € Fym, F'+ G and aF' are defined

as follows

F+G=(Fy+Go)a’+ (P +G)a' + -+ (Fi+ Gz’ € P,

(A1)
aF = (aFp)x® + (aFy)zt + - + (aFy)z? € P.

Thus, skew polynomials and conventional polynomials behave identically with respect to

addition and multiplication with a scalar on the left.

Define the degree of a polynomial F = Z?:o Fx' € P with Fy # 0 as deg(P) = d
and deg(F') = —oo for F' = 0. Since the addition of two polynomials behaves as with
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conventional polynomials it holds that
deg(F + G) < max{deg(F'),deg(G)} (A.2)

for F,G € P. If deg(F') # deg(G), then deg(F + G) = max{deg(F),deg(G)}. In [Ore33],

it is shown that a product in P turns P into a ring with
deg(F Q) = deg(F) + deg(G) (A.3)

for all P,Q € P and multiplicative identity 1 = 2° where z'*7 = z%27,Vi,j € Ny, if and
only if,
xa =o(a)xr + d(a) (A4)

for all a € Fym with the automorphism o: Fgm — Fgm (see Definition and the
o-derivation &: Fgm — Fym (see Definition [B.3)). Without loss of generality [MP17], the
o-derivation § can be set to zero: d(a) = 0 for all a € Fym. The field automorphism o is
in the following chosen as

ola) =a?, VaecFgm.
As a result, the i-th composition of o is

o'(a) = o(o(---0(a))) = a?,
i times (A5)

z'a = o'(a)r = al'z.

Definition A.1 (Skew polynomials [MPSK22| Def. 2.1]). The set P with multiplica-
tion as in |(A.4)| (here d(a) = 0) and with addition as in is called the ring of skew

polynomials denoted by Fym[z;0]. Its elements are called skew polynomials.

For o being the identity automorphism, i.e., o(a) = a, skew polynomials coincide with
regular, conventional polynomials over finite fields namely Fym[z]. This is for instance

the case if the extension degree of the field is m = 1.

Example A.1. Consider the field Fgm = Fy; with ¢ = 2 and m = 2. Therefore, Fy[z; 0]
has the automorphism o(a) = a? for all a € {0,1,w, @} as defined in with

a(0) =0,

o(1)=1%2 =1,
o(w) =w? =,
o(@) =a* =w
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2

To illustrate the polynomial multiplication, consider F' = w + wz 4+ x* € Fy[x; o] and

G = w+ wx € Fy[z; 0] then

FG = (w + @z + 22) (@ + wz)
= (w+wz+ 2?)@ + (w+ or + 2*)wz
= ww + Or© + %0 + wwz + rwr + riwr
=1+2+w® + w2 + wr? + wa’
=14+ (1 +a)r+ (@ +w)az? +wzd
:1+wx+x2—|—wx3,

whereas

GF = (@ + wz)(w + @z + 2°)

= o(w + @z + 22) + wr(w + @z + z?)

= ow + wor + wr? + wrw + wror + wre?
=1+wz + oz’ + o+ oz’ + wr’

=1+ (w+ Dz + (@ + ©)2? + wa?
=1+ oz +was.

This shows that multiplication in Fy[x; o] is in general not commutative.

For the division of skew polynomials, the non-commutativity implies that there is a
difference between division on the left and on the right. In this work, only division on

the right is considered. For the division, the following result was given in [Ore33].

Theorem A.1 (Euclidean division [Ore33| Sec. 2]). Given F,G € Fyn[x; 0] with G #

0, there exists a unique decomposition such that
F=QG+R

with Q, R € Fym[z; 0] and deg(R) < deg(G). Q is called the quotient and R is called the

remainder.

Proof. The first part is to prove the existence of the polynomials @ and R.
Case 1: F' =0, then the proposition is true for @ = R = 0.
Case 2: Suppose deg(F) < deg(G), then the proposition is true for Q =0 and R = F.
Case 3: If deg(F') > deg(G), the existence of the decomposition can be shown by induction
on the degree of F.

I. If deg(F') = 0, then also deg(G) = 0. Hence F = a € Fgm and G = b € Fym. The

theorem is true for Q = ab~! and R = 0.
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IT. Now it is assumed that the proposition is true for deg(F') < n and it must be shown
that the proposition then also holds for deg(F) = n. Let F' = Fz" + -+ Fla + Fy €
Fym[z;o] and G = Gpa™ + -+ + Gz + Go € Fym[x; 0] be the considered polynomials
with F,, # 0, G, # 0 and m < n. Multiply the divisor G' by F,o" ™(Gp) " '2"™ to

obtain

Fpo™™(Gyn) 12" MG = Fuo™ ™ (Gy) " "™ (Gnt™ + - - + Gha + Go)

— ann 4 Fno_nfm(Gm)flmnfme_lxmfl 44 Fno_nfm(Gm)flxnfmGO

_ ann + Fno,nfm(Gm)flo_nfm(Gm_l)xnfl 4oa Fno,nfm(Gm)flo_nfm(Go)‘,L_nfm.
The leading term of this polynomial is identical to the one of F'. Therefore,

F — Fo™™(G,,) 2" ™G

is a polynomial of degree less than n.
Now either Case 1 applies for F — F,0" ™ (G,,) 12" ™G = 0 or given the hypothesis,
there exist polynomials Q" and R such that

F — Fno_nfm(Gm)flxnfmG _ Q/G +R
with deg(R) < deg(G). F' can then be written as
F = (F 0" ™(Gp) 12" ™+ Q)G+ R

with deg(R) < deg(G). Thus, the proposition holds with Q@ = F,, 0™ ™(G,,) 2" ™ + Q'
when deg(F') = n, which completes the induction and shows that @) and R exist for any
divided F' and any divisor G.

The second part is to prove that ) and R are unique. Suppose that there are two

decompositions with
F=QG+R

and
F=QG+R

with deg(R) < deg(G) and deg(R) < deg(G). Then it would hold that
QG+R=QG+R
or

(@-Q)G=R-R. (A.6)
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If Q—Q # 0, then deg((Q — Q)G) > deg(G). But given the assumption that the degrees
of R and R are strictly less than the degree of G, can only hold for Q — Q = 0,
which is a contradiction. Therefore, Q — Q = 0 and as a result also R — R = 0 holds
which means that Q@ = Q and R = R. Thus, the polynomials are unique. O

The induction step in the proof uses the Euclidean algorithm for long division which

is illustrated in the following example.

Example A.2. Consider the skew polynomials from Example F=2>+or+we
Fylz;0] and G = wz + @ € Fy[z;0]. A long division is performed to calculate quotient
and remainder:

The first step is to calculate Fyo(G1) tx = 1-0(w)~to = wz which is the first and, in
this case also, only summand of ). The calculations are shown in the following division

table.

(22407 +w) (W + @) = we + ——
wr +w
— (22 @)
0 4w
- 0
w

Thus, we can write
F=QG+R=(wr)(wr+w)+w

which can be verified by the reader.

Another operation that is different compared to conventional polynomials is the poly-
nomial evaluation. It is not defined by simply “plugging” a value in, i.e., F(a) = Y"1, Fia’
with a € Fym, but defined by forcing a remainder theorem as suggested by Lam and Leroy
in [LL8Y].

Theorem A.2 (Remainder theorem). Given a skew polynomial F' € Fym|x; 0] and an
element a € Fym, it holds that F(a) is the only element in Fgm such that there exists a

skew polynomial Q € Fym|x; 0| fulfilling
F=Q - (x—a)+ F(a). (A.7)

For F(a) =0, F is said to be a left-multiple of v — a.

From the Euclidean division (Theorem [A.1]) it follows directly that there exists a
unique F'(a) which is an element in Fym since it has degree 0 (deg(R) < deg(G)). This

fact gives the motivation to define the evaluation of a skew polynomial as follows.
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Definition A.2 (Evaluation [MPSK22, Def. 2.2]). Given a skew polynomial F' € Fym[z; 0]
and an element a € F,m, the evaluation of F' at a is defined as the remainder of the Eu-
clidean division of F' on the right by the skew polynomial z—a € Fym[x; o]. The evaluation

is denoted by F(a) € Fgm.

There is another way to calculate the evaluation with an explicit formula which was
given in [LL88, Lem. 2.4].

Theorem A.3. Given an element a € Fym, define No(a) =1 and
Ni(a) = 0" Y (a)o"2(a) - --o(a)a (A.8)

or recursively
Nit1 = 0'(a) - Ni(a) (A.9)

for all i € N. The evaluation of a skew polynomial F' € Fym|x;0] of degree d can be
calculated with
F(CL) = FUN()(CL) +F1N1(a) + - —|—Fde(CL). (AlO)

Proof. The theorem will be proven by strong induction on d > 0 and follows the proof
in [MPSK22| Prop. 2.1]. For d = 0, F' = Fj it holds trivially. Assume that |(A.10)| holds
for deg(F) < d and take F' € Fym[z; 0] with deg(F') = d. The skew polynomial F' can be

written as
F=Fy+ Fiz+ -+ Fyu?

=Fy+ (FL+ For+ -+ Fye¥ ™Y (z — a)+
(Fra + Fyxa + - -+ Fyz®la)
=(Fi 4+ Fox+ -+ Fat Y (z —a)+
(Fo + Fla+ Fyo(a)z + - - - 4+ Fyot Ya)zd™1).

F
In the last equality is used. The skew polynomial F is of degree less than d. By
the strong induction hypothesis,

F(a) = (Fy 4+ Fra)Ny(a) + Fyo(a)Nyi(a) + - - - + Fy0 " (a)Ny_1 (a)
= F()No(a) + FlNl(CL) + FQNQ(CL) + -+ Fde(a).

With F' can be written as

F (x —a) + F(a)

. (JI — a) + F()N()(a) + F1N1(a) + FQNQ(CL) + -+ Fde(a)

Q
Q
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with Q € Fym[z; 0]. Defining
Q=Q+F + Fox+ -+ Fa¥™! € Fynlz; 0],
we can write I’ as
F=Q: (z—a)+ FoNo(a) + FiNi(a) + - - - + FqNg(a).

By Theorem the induction step holds which proves |(A.10)} O

An example is given to illustrate the two ways in which the evaluation of a skew

polynomial can be calculated.

Example A.3. Consider again Fyq with ¢ = 2 and m = 2 as defined in |(1.1)| and the
skew polynomial F' = wz? + x4+ @ € Fy[z; 0]. For the evaluation of F at a = w, F can be
written as

F=wz(r —w)+w

and therefore
F(w) =w.

The evaluation can also be calculated as follows

F(w) =wNy(w) +1-Ni(w) + 0Np(w) = wow+w +©

which is the same result.
It is important to note that the evaluation of skew polynomials is not Fy-linear, i.e., for
F € Fymz;0], M1, A2 € Fy and a,b € Fym,

F(Aa + Xob) # F(Aa) + F(ab)

in general.

Example A.4. Consider the same skew polynomial F = wz? + z 4+ @ € Fyfx;0] as in
Example For this polynomial it holds that

F(w) =,
F(w) =w,
F(1) = 0.
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Obviously, F(w) = F(1 +w) # F(1) + F(w) which shows that the evaluation of skew

polynomials is not [Fy-linear.

A useful property of skew polynomials is the linearity of the evaluation of two poly-

nomials.
Theorem A.4 (Linearity rule [MPSK22| Prop.2.3]). Given two skew polynomials F,G €
Fym[x; 0], for all scalars a, A, p € Fgm it holds that
(AF + uG)(a) = A\F(a) + pG(a).
Proof. Follows from the distributive properties of skew polynomials and is left to the

reader. O

This means that the evaluation of a sum of polynomials is the sum of their evalu-
ations. For the evaluation of a product (F'G)(a), a similar concept is not applicable,
e., (FG)(a) # F(a) - G(a). However, there is a rule for the evaluation of the product
of two skew polynomials. It is helpful to first introduce the notion of conjugacy which
is later also needed to explain concepts about the roots of skew polynomials. Conjugacy
for skew polynomials was first introduced in [LL88], [Lam85]. The notation follows the
notation in [GG22] and [MPSK22].

Definition A.3 (Conjugacy). Let a € Fym and ¢ € Fyn. The c-conjugate of a with

respect to the field automorphism o is defined as
a=o(c)ac”

The element b is said to be a conjugate of a, with respect to the field automorphism o,

written b ~; a, if there exists some ¢ € Fym such that
b= “a.

For the automorphism o(a) = a?, it follows that

It also follows that for ¢ € Fy,

Also note that “ac = o(c)a.

Lemma A.1. It holds that ¥(*a) = ¥*a.
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Proof. Consider Y(*a) with

where (a) and (b) follow from Definition and (¢) holds by 3. of Definition O
Proposition A.1. For a,b € Fym, ~, is an equivalence relation in Fgm.
Proof. For a,b,c € Fym three properties need to be shown:

1. Reflexivity: a ~, a.

2. Symmetry: If a ~, b, then b ~, a.

3. Transitivity: If a ~, b and a ~, ¢, then a ~, c.
Reflexivity: For z =1 € Fym, a ~, a since

lo=o(l)al™ =a.

Symmetry: Suppose a ~, b with @ € Fymm such that a = *b. Then it holds that

-1 1

x a:x_l(xb):z_ mb:b,

where Lemma is applied. Thus, a ~, b since b =Ya fory =2~ ! € Fgm.
Transitivity: Suppose a ~, b with x € Fym such that a = b and b ~, ¢ with y € Fym
such that b = Y¢, then

a="b=""Yc) =",

where Lemma is applied. So a ~ ¢ since a = *c for z = xy € Fym. O

Therefore, Fym is partitioned into distinct classes of the equivalence relation ~,. These

classes are called conjugacy classes.

Definition A.4 (Conjugacy classes [MPSK22, Def. 2.8]). For a € F,m, the conjugacy

class with respect to o is defined as

Co(a) ={beFym | b~y a} ={"a €Fpm | BEFim}.

109



Appendix A

With this notion of conjugacy in mind, a product rule for skew polynomials can be

given. It was introduced by Lam and Leroy in [LL8S].

Theorem A.5 (Product rule [LL88, Th. 2.7]). Consider F,G € Fyn[z;0] and an ele-
ment a € Fym. Denote f = G(a). If B =0, then

(FG)(a) = 0.
If B0, then
(F@@pﬁﬂdmwﬂyﬁzp@@ﬂzpC%wyx@ (A.11)
Proof. By Theorem A2} the skew polynomial G can be written as
G=0Q (z—a)+Gla) (A.12)
with Q € Fyn[z;0]. I G(a) = 0, then G = Q - (z — a) yielding
FG=F-(Q-(z-a) = (FQ)- (z - a),

and (FG)(a) = 0, which follows directly from Theorem Let b =Aa = o(B)af ™! such
that

(z = b)B =0o(B)(x—a)

holds. The skew polynomial F' can by Theorem be written as

F=P.(z—b)+F(b) (A.13)

with P € Fym[z;0]. Thus, with [(A.12) and |(A.13)] F'G can be written as follows

=F-(Q-(z —a)+Gla))

= (FQ)-(z—a)+ F-G(a)

= (FQ)-(z—a) +(P-(z - b) + F(b))G(a)
= (FQ)-(z—a)+ P-(z-b)+ F(b)G(a)

= (FQ)-(z—a)+ P-o(f)(x —a)+ F(b)G(a)
=FQ+P-o(p))(x —a)+ F(b)G(a),

and |(A.11)| follows by Theorem O

This means that the evaluation of a product of skew polynomials is the product of
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the evaluation of the left skew polynomial F at (@ g multiplied with the evaluation of
the skew polynomial on the right G at a.

A crucial property that is linked to evaluation is Lagrange interpolation. Interpolation
is used to decode Reed-Solomon codes. Since the goal is to define codes that have similar
properties to Reed-Solomon codes but defined over Fym[z;0], it is important to under-
stand the differences between conventional polynomials and skew polynomials regarding

interpolation.

Definition A.5 (Lagrange interpolation [MPSK22| Def. 2.3]). It is possible to per-

form Lagrange interpolation in Fym[x; 0] on the evaluation points ai,...,a, € Fym if it
holds that:
For all evaluation values by, ..., b, € Fgm, there exists a skew polynomial F' € Fym|x;0]

with F(a;) = b, fori € [n].

For regular Reed-Solomon codes it is sufficient to have a set of distinct evaluation
points aq, ..., a, with their corresponding evaluation values b1, ..., b, to recover the cor-
responding polynomial of degree n — 1. However, for skew polynomials this is more
complex, since the notion of distinctness is not enough as the following example, that
was given in [MPSK22| Ex. 2.8], shows.

Example A.5. Consider Fy with ¢ = 2 and m = 2 as defined in |(1.1)] Take a; = 1,
az = w and az = w, which are distinct elements of Fy. With |(A.8)|and |(A.9)] it can be
shown that

Ni((z))(:} = Ni(w)w + Nl(l)

for all i € N. Therefore, for any skew polynomial F' € Fym[z; o],
F(w)w = F(w)w+ F(1)

which can be deduced from [(A.10)l If we consider F(a;) = F(1) = by and F(a2) =
F(w) = by, then F(a3) = F () follows directly from F(@)w = bow + b1,

F(a3) = F(w) = baw + biw

which means that F'(ag) is determined by b; and by and can therefore not be chosen
arbitrarily. This means that Lagrange interpolation cannot be performed on the points

a1, a2 and az even though they are distinct elements in Fy.

For a well defined Lagrange interpolation for skew polynomials, it is crucial to under-
stand how the number of zeros or roots is bounded by the degree of a skew polynomial.

For this reason, the following part deals with zeros of skew polynomials.
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Definition A.6 ([MPSK22, Def. 2.4]). For a skew polynomial F' € Fgm|[x; 0], the set of

roots or zeros is defined as
Z(F)={a€Fym | F(a) =0} C Fym.
Given a set 2 C [Fym, the set of skew polynomials vanishing on (2 is defined as
I(Q) ={F € Fgn|z;0] | F(a) =0Va € Q} C Fym[z;0].
Note that I(€2) is a left ideal of the ring Fym[z; o], which means that
1. 1(Q) is a subgroup of Fym[z; o],
2. 1(Q) is closed under inside-outside multiplication from the left,

which mean that
F+GelIQ)VFEGelIQ)

(A.14)
FG e I(Q)VF € Fgm[z;0] and G € I(Q).

Theorem A.6 (Minimal skew polynomial [MPSK22, Th. 2.5]). Given a skew poly-
nomial F' € Fym[z; 0], define the the set

[F]={HF | H € Fgn|z;0]}.

Consider a nonempty set Q C Fym. Then, there exists a unique monic skew polynomial
Fq € Fym[z; 0] such that
1(Q) = [Fal.

This means that a skew polynomial G € Fym|x; 0] vanishes on Q if, and only if, G is a
left-multiple of Fo. The skew polynomial Fo is called minimal skew polynomial of  in

Fym[x;0].

Proof. First, the existence of Fy, for a nonempty set (2 is proven by induction on || > 1
by showing that I(Q2) # 0. For |Q2] = 1, I(2) contains the skew polynomial F' = z — a
for Q@ = {a}. It is now assumed that I(Q2) # 0 for |2] = n—1 > 1. Consider 2 =
{a1,a2,...,ap} C Fym with [Q] = n. It follows from the induction hypothesis that
there exists a skew polynomial G with G € I({a1,a2,...,an,—1}). There are now two
possibilities for the n-th element a,: If G(a,) = 0, then G € I(2) and I(£2) is a nonempty
set. Else, set f = G(ay) # 0. Then for the skew polynomial

F=(z—0(B)af )G € Fymlz;0],

112



A.1 Skew Polynomials

it holds that F € I(Q2) by Theorem and therefore I(2) # (). Thus, the set I(Q) is
not empty and it contains a nonzero skew polynomial G € I(2) that is monic and of
minimum possible degree among all nonzero skew polynomials in I(£2). Let F be a skew

polynomial in I(€2). For F, there exists a decomposition with @, R € Fym[z; o] such that
F=QG+R

with deg(R) < deg(G) by the Euclidean division theorem It follows that R =
F — QG € I1(Q) (by [(A.14)), but with deg(R) < deg(G) and G being the nonzero skew
polynomial of minimum possible degree in () this would be a contradiction for R # 0.
Thus R =0 and F = QG € [G]. If F is also nonzero, monic and of minimum degree

among nonzero skew polynomials in I(£2), by |(A.2)| @ = 1 with deg(Q) =0 and F = G.
It can be concluded that

since I(2) C [G] and [G] C I1(Q2), due to I(€2) being a left ideal. Furthermore, G is unique
and Fo = G. O

Proposition A.2 ([MPSK22, Prop. 2.4]). Given any set Q C Fym, it holds that
deg(Fq) < [
with Fo € Fym[x; 0] being the minimal skew polynomial in Fgm[x; 0] of the set (2.

Proof. In the proof of Theorem it was shown in the first part that there exists
F € I(2) with deg(F') < |9|. It can be deduced that deg(Fq) < deg(F) < || since F is
a left multiple of Fy,. O

This might be a bit confusing since for conventional polynomials Fym[z] the degree is
greater or equal than the number of distinct zeros. For skew polynomials there is another
notion of distinctness, P-independence. P-independent means polynomially independent

and was introduced in [Lam85].

Definition A.7 (P-independence). A set (2 is said to be P-independent in Fym[z; o] if
deg(Fo) = |€2].

Having this notion in mind, a bound for distinct zeros at a set of P-independent points
exists for skew polynomials. It is similar to the number of distinct zeros of conventional

polynomials that is bounded by its degree.
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Corollary A.1 ([MPSK22, Cor. 2.6]). Let Q& C Fym be a set with cardinality || and
F € Fymlx; 0| a nonzero skew polynomial vanishing on Q. The set Q is P-independent if,
and only if, it holds that

deg(F) > |Q]. (A.15)

Proof. Both implications are proven.
—: Suppose ? is P-independent which means that deg(F) = |2] holds. By Theo-
rem |A.6, F' € [Fq]. Thus, it can be concluded that

19| = deg(Fo) < deg(F).

<=: The minimal skew polynomial Fq vanishes on 2 by definition where F' € [Fg].

From [(A.15)} it is given that deg(Fgn) > [2|. By Proposition it also holds that
deg(Fq) < |Q|. Therefore, deg(Fq) = || which means that Q is P-independent. O

For conventional polynomials (o = Id) P-independence is equivalent to distinctness
which follows directly from the corollary above. P-independence, zeros of a skew polyno-

mial, and minimal skew polynomials are illustrated in the following example.

Example A.6 ([MPSK22, Ex. 2.9]). Consider Fy with ¢ = 2 and m = 2 as defined in
(1.1)} Take a3 =1, ag = w and a3 = @ as in Example and consider the set

Q= {a1,a2,a3} = {1,w,w}.

For the set Q, Fo = 2% 4 1 is the minimal skew polynomial. There is no polynomial of

degree 1 which vanishes on 1 and on w. Since Fq can be written as
PHl=(+1)(z+1) = (r+w)(z+) = (r+0)(z+w),

Fo € I(2). But 1, w and @ are not P-independent since deg(Fy) < |2|. The same was
shown in Example The evaluations of a skew polynomial at the points in ) are
not independent. However, consider () = {1,w}. The minimal skew polynomial is again
Fg = 2% 4 1. Here it holds that deg(Fg) = |Q| which means that € is P-independent in
F.

Equipped with the terminology of P-independence, the Lagrange interpolation theo-

rem for skew polynomials can be provided.

Theorem A.7 (Lagrange interpolation [MPSK22, Th. 2.7]).
Let Q = {a1,a2,...,an} C Fym be a set with |2 = n. The following statements are

equivalent:
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1. The set 2 is P-independent in Fym[x;0].

2. Lagrange interpolation, as defined in Definition[A.5, can be performed on ay,az, ..., an,
i.e., there exists F' € Fym[z;0] for all bi,ba, ... by, € Fgm such that F(a;) = b; for
all i € [n].

3. There exists a unique skew polynomial F' € Fym[x;0] for all by,ba,... b, € Fym

such that deg(F) < n and F(a;) = b; for all i € [n].

Proof. 1. <= 3. : Let JF;J} [x; 0] be the set of skew polynomials in Fym[x; 0] with degree
less than n. Since Fi![z; 0] is a vector space over Fgm of dimension n (follows from |(A.1)
|(A.2)| and |(A.3)]), a map

¢ :Fonlz; 0] — Fym

can be defined with
o(F) = (F(a1), F(az),..., F(an))

for all F € Fyi'[x; o). The evaluation map ¢ is linear over Fym by Theorem Statement
3. is equivalent to ¢ being bijective. Since ¢ is linear and the dimensions of the domain
and the codomain are equal, i.e., dim (]Fq<,,7} [x; a]) = dim (F’Jm) = n, ¢ is bijective if, and
only if, ¢ is injective. Now ¢ is injective by definition if, and only if, any nonzero skew
polynomial F' € Fym[x; 0] vanishing in  satisfies deg(F) > n = |Q2|. This is equivalent
to 2 being P-independent by Corollary and the first part is done.

2. <= 3. : Here only 2. = is shown since clearly 3. implies 2. Let F' € Fym[z; 0]
such that F'(a;) = b; holds for all ¢ € [n]. The Euclidean division theorem (Theorem [A.1])
implies that there exist @, R € Fym[z; o] such that

F=Q Fo+R

with deg(R) < deg(Fq). It can be deduced that R(a;) = F(a;) = b; for all i € [n] by the
product rule (Theorem [A.5) and the fact that F vanishes on Q. From Proposition
it follows that deg(R) < deg(Fq) < |2] = n which shows that 3. holds. O

From the above theorem, a corollary follows.

Corollary A.2 (JMPSK22, Cor. 2.8]). Given a P-independent set, any subset of it is
P-independent.

P-independent sets are discussed after introducing Newton interpolation.
The following algorithm is an extension of the classical Newton interpolation algo-

rithm. It provides the minimal skew polynomial as well as the only polynomial that
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fulfills the evaluation constraints given a P-independent set of evaluation points with
corresponding values. The minimal polynomial is constructed in the same way as the
polynomial Fg in the first part of the proof of Theorem

Definition A.8 (Newton interpolation [MPSK22, Prop. 2.6]). Choose any n evalu-
ation values by,...,b, € Fgm and let Q = {a1,a2,...,a,} C Fym be a P-independent set
with || = n. First, initialize

Fi =z —aq,

G1 := by,

and then, for ¢ = 2,3,...,n, perform the iteration steps

Fi = (z — o (Fi—1(a)) az’Fi—l(ai)_l) “Fi1 = (36 - Fi’l(ai)az‘) - Fiq
Gi =Gt + (b — Gizi(a)) - Fima(a;) ™' - By

Newton’s algorithm returns the polynomials F,, and G, which have the following prop-

erties:
Fo(a;) =0, Vie{l,...,n}

Gnla)) = b, Vie{l,...,n}

where F, is the minimal skew polynomial of the set 2 and G, is the only skew polynomial

with degree less than n fulfilling the mentioned evaluation constraints.
In the following example, the Newton interpolation algorithm is illustrated.
Example A.7. Consider Fq with ¢ = 2 and m = 2 as defined in|(1.1), Take a; =1 and

ay = w, set 2 = {ay,a2} and let by = @ and by = w. Initialize F} and G to

F
Gy

T+ 1,

w

as the first step in Newton’s algorithm. The second and only additional step returns

Fy:= (v =0 (Fi(a) azFi(a) ") - Fy
= (z - o(w)ow™) (z +1)
=(@+1) (+1)=2+1

Go:=G1+ (ba — Gi(az2)) - FI(GZ)_l -

(Ww-—a) wtl (z4+1)

@+
D+o-(z+1) =z

It can be verified that G2(1) = @ and G2(w) = w. F is the minimal skew polynomial
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Fo = 2% + 1 that was discussed in Example

It is now of interest for the codes that are making use of skew polynomials to link

conjugacy, zeros and P-independence.

Theorem A.8 ([MPSK22, Th. 2.9]).
Let a,f31,B2, ..., Bn € Fym. The set Q = {ay,as,...,an} C Fym is P-independent with

a; = "ia fori € [n] if, and only if, the elements f3; for i € [n] are Fy-linearly independent.
Proof. Please refer to the proof of Theorem 2.9 in [MPSK22]. O

Theorem A.9 ([MPSK22, Th. 2.10]). Let ©,Qy C Fym be nonempty subsets where no
element in Qq is conjugate in Fym with respect to o to an element in €y and both sets are
P-independent. Then the union of the sets 21 U s is P-independent.

Proof. Let Q1 = {ai,a9,...,a,} and Qo = {b1, b, ..., by} with cardinality |Q;| = n and
|21] = m and define | = n + m. The proof of the theorem is done by induction on [ > 2
sincen > 1and m > 1. Forl = 2, i.e., Q1 UQs = {a, b}, a and b are always P-independent
if they are distinct elements in Fym. Consider F,) = z — a. Since Fiqy(b) = b —1# 0,
the skew polynomial that vanishes on a and b must have degree greater or equal than 2,
i.e., deg(Fy,py) > 2. Thus, by Corollary the set 21 U )y is P-independent. It is now
assumed that the result holds whenever n +m < [, with [ > 2 and it is in the following
shown that the result follows for n +m = [. Since [ > 2 either n or m is greater than 1.

Without loss of generality it is assumed that m > 1 and therefore
Qo = {b1,b2,. .., b1}

is not empty. Since €2, is P-independent, €2, is as well P-independent by Corollary |A.2
The set = Q; U Qy is P-independent by the induction hypothesis. From the Newton
interpolation (Definition [A.8)), it is known that there exist 81, B2, ..., By € Fym such that

Fa = (m — ’B"an) cee (:c — ﬁlcq) FQQ.

Now assume that Q = Q; U Qy is not P-independent. Therefore, deg(Fg) < [ — 1 which
follows from Corollary By Theorem Fg is a left multiple of Fq and deg(Fg). It
follows that Fo = Fj. For Fg , it holds that Fj (by) # 0 because if Fg (by) = 0, Fg,
would be left multiple of F, but deg(Fq,) = m while deg(F ) = m — 1. In addition,
Fa(bm) = 0 since by, € Q. Thus, it can be deduced that there exist § € Fym and j € [n]
such that

gbm — B J aj =0
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by Theorem This means that by, is conjugate to a; in Fgm with respect to o which
contradicts the hypothesis. Therefore, 2 = €2 U {29 is P-independent. 0

Theorem and Theorem together give the following structure theorem for

P-independent sets which is directly applied later for linearized Reed-Solomon codes.

Theorem A.10 ([MPSK22, Th. 2.11]). Let Q be a nonempty set that is a disjoint union
of subsets of conjugacy classes, i.e., for pairwise non-conjugate elements ai,as,...,aq,
let

Q=0 U U...Q

with i € [g] and
Q=N Cyai) # 0.

Denote the cardinality of Q; as n; = || = ny, fori € [g]. Let the elements in ; be of
the form

, 0)
bgl) =5 a;
for some BJ(Z) € Fym for j € [ni]. The set Q is P-independent in Fym[z; 0] if, and only if,
the elements BY’), ﬁg), ceey T(LZZ) C Fym are Fy-linearly independent for each i € [g].
As Fg-linearly independent elements, a basis of Fym over F, can be taken. For the
application of the theorem above, it is interesting to study the structure of conjugacy

classes. A simple way to find distinct conjugacy classes is by taking consecutive powers
of a primitive element of Fgm [LMKIT].

Theorem A.11 (Conjugacy classes with primitive elements [MPSK22, Th. 2.12]).
Let v € Fym be a primitive element of Fgm, so that

F;m = {"}/07"}/1,"}/2, . ’Fqu72}'

For all a € Fym, the corresponding conjugacy class is

, m _ 1
Co(a) = (D |0 < i < qq —} (A.16)
with the cardinality
qg" —1
. = : Al
Cota)) = L= (A.17)

In addition, C,(0) = {0} is a special conjugacy class with cardinality 1. Furthermore, the

first ¢ — 1 powers of the primitive element

1777’727"' 77q_2 € qu
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are pairwise non-conjugate, i.e., v* =, ¥ fori # j € [q — 2] U {0}. Moreover, it holds
that
Fym = Cy(0) U C, (V) UC,(v) U...UC, (7772, (A.18)

where the union is disjoint. Therefore, Fgm can be divided into ¢ — 1 nonzero conjugacy

classes with respect to o.

Proof. First, the proof of [(A.16)|and |(A.17)|is given where C,(0) = {0} with |C(0)| =1

is trivial. Fix a € Fym. For 8 € Fym, the elements in C;(a) are

Ba = i 1a.

The element 8 can also be represented by a power of the primitive element, i.e., there

exists an integer i € {0,1,...,¢™ — 2} such that 8 = +*. Thus C,(a) can be written as
Cyla) = {4V 0<i<qg™—2}.

It holds that 4*(¢~Va = a if, and only if, 7 is multiple of (¢" — 1)/(q — 1). Therefore,
i can be restricted to 0 < i < (¢" —1)/(¢ — 1). Second, the non-conjugacy of the first
q — 1 powers of a primitive element is proven. Assume, to the contrary, that there exist
i,j € [¢ — 2] U {0} with i # j such that " ~, 47. Thus, v/ € C,(7") and by there
existsal € [(¢"™ —1)/(¢—1) — 1] U {0} such that

NI = Aitta=1),

This means that v77*(@=1) can only be a primitive element for t(g—1) = 0sincei,j < ¢—2,

which is a contradiction. Finally, observe that the disjoint union
Co(0) UC,(Y)YUC (7 U...UCy(7172) C Fym
has the following cardinality

|CO'(O) U Ca(’yo) U CU(’YI) Uu...uU Ca(’yq72)| =1+ (q - 1)

which shows |[(A.18)| O]

Example A.8. Consider the field Fym = F; with ¢ = 2 and m = 2 as defined in equation
(1.1)} where w is a primitive element of the field. The one conjugacy class besides C,(0)
is

Cy(1) ={1,w,w}
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with cardinality

qg—1
D . (1) :
which is in accordance to Theorem The corresponding 3; ’ for the conjugacy class
Cy(1) are ,851) =w and 651) = W since
(1) ~ (1)
w=""1=%1 and @w=""1=>1.

The elements {1,w} are P-independent as seen in Example
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B.1 Information Theory

This section summarizes important rules and (in-)equalities that are used throughout the

work. All the following definitions and theorems are taken from [Kra20].

Given a joint entropy of multiple variables H(X1, Xa, ..., X,), it holds that
H(X1,Xa,...,Xp) =H(X1) + HX2 | X1) + ... + H(Xy, | X1, Xe, ..., Xpn—1). (B.1)
The joint entropy of two random variables H(X,Y) can be bounded by
max (H(X), H(Y)) < H(X,Y)

with equality if X essentially determines Y or if Y essentially determines X, i.e., X = f(Y)
or Y = f(X) for some function f.

The mutual information I(X;Y) can be written as

(

( (B.2)
(

(

The conditional mutual information I(X;Y | Z) is upper bounded by
IX;Y | Z) <min (H(X | Z),H(Y | Z)) (B.3)

following from
IX;Y [ Z)=H(X|Z)—-H(X|Y,Z)
=H(Y|Z)-H(Y| X, 2Z)

and the non-negativity of entropy.
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B.2 Lagrange Interpolation

Lagrange interpolation is a useful tool to recover polynomials given evaluation points and

their corresponding values.

Definition B.1. Given a set of k evaluation points {ag, a1, ..., ax_1} C K, which are dis-
tinct, i.e., a; # aj for all ¢ # j, and given k corresponding evaluation values {bg, b1, ..., by—1} C
K, the minimal polynomial fulfilling the constraints p(a;) = b; for all i € [k —1]U{0} can

be recovered by

k—1
p(z) = biti(x)
1=0
with ¢;(x) defined as
T — am
li(x) =

l(x) a; — am

0<m<k

B.3 Automorphism and Derivation

Let K be a field.

Definition B.2. (Automorphism) A map ¢ : K — K is called an automorphism if:
1. o is bijective,
2. o is a linear map, i.e., for all a,b € K it holds that o(a 4+ b) = o(a) + o(b) and
3. o(ab) = o(a)o(b) for all a,b € K.

If o only fulfills 2. and 3., it is called an endomorphism.

Example B.1. Consider the field Fgm with the Frobenius automorphism o(z) = z9.
This automorphism fixes a € Fy, i.e., o(a) = a for all a € ;. For the field F4 with ¢ = 2
and m = 2, o fixes Fo = {0, 1}, which can be seen in Example

Definition B.3. (Derivation) A map ¢ : K — K is called a o-derivation if:
1. ¢ is a linear map, i.e., for all a,b € K it holds that d(a + b) = d(a) + §(b) and

2. 0(ab) = o(a)d(b) + d(a)b for all a,b € K.
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List of Abbreviations

DSS

GPU

LRC
LRSC

MDS
MR
MR-LRC
MSRD

NPU

RPU

distributed storage system.

global processing unit.

locally repairable code.

linearized Reed-Solomon code.

maximum distance separable.

maximally recoverable.

maximally recoverable locally repairable code.

maximum sum-rank distance.

node processing unit.

rack processing unit.
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