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Zusammenfassung

Für kleine und mittlere Unternehmen ist der Besitz eines Rechenzentrums mit erheblichen Kosten ver-
bunden, die sowohl Hardware und Gebäude als auch Strom und Personal umfassen. Eine zusätzliche
übergreifende Herausforderung ist die Variabilität der Last. An einem gewöhnlichen Tag kann es ein er-
wartetes tageszeitliches Lastmuster geben. Im Gegenteil, ein Black Friday-Ausverkauf kann zehn- bis hun-
dertmal mehr Benutzer anlocken, die das Rechenzentrum mit der schnell ansteigenden Last überfluten.
Um diese Herausforderung zu überwinden, die dynamischen Serviceanforderungen zu erfüllen und gle-
ichzeitig die Kosten angemessen zu halten, setzen Unternehmen auf Cloud Computing. Ein typisches
Szenario für die Nutzung der Cloud ist das Hosten der eigenen Anwendung in den Rechenzentren von
Cloud-Anbietern. Am meistens fungieren die Cloud-Anbietern als gemeinsam genutzte Pools von hochver-
fügbaren Rechen- und Speicherressourcen. Dazu bieten sie ihren Kunden Garantien für den Servicegrad.
Ein weiterer entscheidender Vorteil der Cloud ist ihre Elastizität, d.h. die Fähigkeit, das Ressourcenangebot
je nach Nutzungsmuster dynamisch anzupassen. Der Anwendungsbesitzer zahlt also für die tatsächliche
Ressourcennutzung. Der Prozess des Hinzufügens und Entfernens von Ressourcen ist in der Regel au-
tomatisiert und wird als Autoskalierung-Service bereitgestellt, d.h. ein Service, der die Nutzungsmuster
überwacht und die Ressourcen automatisch auf der Grundlage einer bestimmten Verfahrensweise anpasst.

Autoskalierung-Services werden sowohl als Teil von Infrastructure-as-a-Service (IaaS)-Angeboten von Cloud-
Anbietern als auch als integrierte Funktion in Container-Orchestrierungslösungen wie Kubernetes ange-
boten. Häufig wird die Virtualisierung auf Betriebssystemebene in Form von Containern auf Clustern
virtueller Maschinen ausgeführt, die von Cloud-Anbietern angeboten werden, um mehr Flexibilität zu bi-
eten und die Bindung an einen Anbieter zu vermeiden. Dieses Setup wird üblicherweise als mehrschichtige
Virtualisierung bezeichnet. Die Autoskalierung der Anwendung in einem mehrschichtigen Setup steht vor
erheblichen Herausforderungen, da die Skalierungsentscheidungen auf beiden Schichten synchronisiert wer-
den müssen. Ein weiteres Hindernis ist die nicht zu vernachlässigende Boot- und Terminierungszeit, die bei
virtuellen Maschinen mehrere Minuten erreichen kann. Täuschend klein, beginnen diese Skalierungszeiten
unter einer stark variierenden Last eine große Rolle zu spielen. Der Anstieg der Benutzerlast, der die Bere-
itstellungsgeschwindigkeit übersteigt, ist ein bekannter Grund für hohe Reaktionszeiten. Um das Problem
zu mildern, wurde vorgeschlagen, das Paradigma der automatischen Skalierung von reaktiv auf prädiktiv
umzustellen, d.h. die Ressourcen im Voraus so bereitzustellen, dass die vom Endbenutzer wahrgenommene
Servicequalität maximiert wird, möglicherweise auf Kosten einer Überbereitstellung.

Diese Doktorarbeit adressiert die Kombination der oben genannten Herausforderungen durch die Einführung
eines flexiblen ganzheitlichen Modells der mehrschichtigen Autoskalierung für mehrschichtige Cloud-Einsätze.
Der mehrschichtige Aspekt wird in dem Modell erfasst, indem die Autoskalierung als hierarchischer Prozess
behandelt wird, bei dem die Skalierung auf der Ebene der Anwendung (d.h. Container) als Treiber für die
Skalierung auf der Ebene der VM-Cluster fungiert, die sich wiederum an die Entscheidung auf der Anwen-
dungsebene anpasst. Die folgenden Prozesse bilden den vorhersagbaren Aspekt der Autoskalierung nach
dem vorgeschlagenen Modell: i) Lastprognose zur Abschätzung des zukünftigen Bedarfs; ii) Leistungsmod-
ellierung zur Abschätzung, wie sich die Änderung der Ressourcenzuweisung auf die Qualitätsmetriken wie
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die Reaktionszeit auswirkt; iii) Topologieanalyse zur Aufdeckung von Leistungsengpässen, die durch die
Anwendungsstruktur verursacht werden; iv) Ableitung des Zeitplans zur Ausrichtung der Zeitachse von
Skalierungsaktionen gemäß den Zielfunktionen auf Basis der Ergebnisse von i-iii. Jeder dieser Prozesse
wird in dieser Doktorarbeit detaillierter bewertet und diskutiert, um begründete Design-Entscheidungen
bei der Zusammenstellung der kundenspezifischen vorhersagbaren Autoskalierungsverfahrensweise zu er-
möglichen.

Da es keine Einheitslösung für die Autoskalierung gibt, bietet diese Arbeit eine Darstellung einer Au-
toskalierungsverfahrensweise als eine Kombination von Bausteinen. Diese Bausteine können auf die beson-
deren Eigenschaften der skalierten Anwendung und die unkontrollierten Umgebungsparameter abgestimmt
werden, so dass die Ziele des Anwendungsbesitzers bestmöglich erfüllt werden. Mit Hilfe einer im Rah-
men dieser Arbeit entwickelten Simulations-Toolbox bewerten wir den separaten und kumulativen Ein-
fluss der Prognose- und Leistungsmodellierung auf die Qualität der Entscheidungen durch vorhersagbare
Autoskalierungsverfahrensweisen für mehrschichtige Cloud-Einsätze. Es werden auch verschiedene Arten
von Metriken untersucht, um ihre Nützlichkeit als Entscheidungsmetriken für den Autoskalierungsprozess
aufzudecken. Diese Experimente werden durch die diskrete Ereignissimulations-Engine Multiverse er-
möglicht, die die wichtigsten Abstraktionen und Abstimmknöpfe der Autoskalierung für mehrschichtige
Cloud-Einsätze genau modelliert. Sie lehnt sich in ihren Abstraktionen eng an Kubernetes an und greift auf
die realen Ressourcenauslastungen und Lastspuren, Anwendungstopologien und Skalierungszeiten zurück,
um die Gültigkeit der Simulationsergebnisse zu gewährleisten. Mit diesen Beiträgen hoffen wir, die Grund-
lagen für die Untersuchung der dynamischen Ressourcenbereitstellung über mehrere Virtualisierungsschichten
hinweg zu schaffen und eine Reihe von Werkzeugen anzubieten, die diese Untersuchungen in der Labo-
rumgebung mit begrenztem oder gar keinem Zugang zu groß angelegten Implementierungen und kost-
spieliger Infrastruktur ermöglichen.
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Abstract

For small and medium businesses, owning a data center incurs significant cost covering hardware and build-
ing as well as power and personnel. An additional overarching challenge is the variability of load. On an
ordinary day, there might be an expected diurnal load pattern whereas a Black Friday sale may lure tens to
hundreds times more users overflowing the data center with the rapidly surging load. To address the chal-
lenge of meeting the dynamic service demands while keeping the costs affordable, businesses adopt cloud
computing. A typical scenario for using cloud is to host one’s application on premises of cloud services
providers (CSPs). CSPs predominantly act as the shared pools of highly-available compute and storage re-
sources and provide their customers with guarantees on the level of service. Another crucial benefit of the
cloud is its elasticity, i.e. the capability to dynamically expand and contract the resource offering depending
on the usage patterns. Thus, the application owner pays for the actual resource usage. The process of adding
and removing resources is usually automated and provided as an autoscaling service, i.e. the service that
monitors the usage patterns and adjusts resources automatically based on some policy.

Autoscaling services come both as a part of Infrastructure-as-a-Service (IaaS) CSPs offerings and as a
built-in feature in container orchestration solutions, such as Kubernetes. Often, OS-level virtualization in
form of containers runs on top of clusters of virtual machines offered by CSPs to add more flexibility and
avoid vendor lock-in. This setup is commonly addressed as a multilayered virtualization. Autoscaling the
application in a multilayered setup faces significant challenges due to the need to synchronize the scaling
decisions on both layers. Another obstacle is the non-negligible booting and termination time reaching
several minutes for virtual machines. Deceptively small, these scaling times start to play a big role under a
highly variable load. The increase in the user load that outpaces the provisioning speed is a known reason for
high response times. To mitigate this issue, it was proposed to shift the autoscaling paradigm from reactive
to predictive, i.e., to provision the resources ahead of time such that the end user experienced quality of
service is maximized maybe at the cost of overprovisioning.

This thesis addresses the combination of the above challenges by introducing a flexible holistic model of
predictive autoscaling for multilayered cloud deployments. The multilayer aspect is captured in the model
by treating autoscaling as a hierarchical process where the scaling on the level of application (i.e. contain-
ers) acts as a driver for scaling on the level of VM clusters, which, in turn, adjusts to the decision on the
application level. The following processes constitute the predictive aspect of autoscaling according to the
proposed model: i) load forecasting to estimate the future demand; ii) performance modeling to estimate
how the change in the resource allocation impacts the quality metrics such as response time; iii) topology
analysis to uncover the performance bottlenecks induced by the application structure; iv) scheduling plan
derivation to align the timeline of scaling actions according to the goal functions based on the results of i-iii.
Each of these processes is evaluated and discussed in the thesis in greater detail to allow for justified design
decisions when composing the customized predictive autoscaling policy.

Due to the absence of one-size-fits-all solution for autoscaling, this thesis offers a representation of an
autoscaling policy as a combination of basic building blocks. These blocks may be tuned to address the
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peculiar properties of the scaled application and the uncontrolled environment parameters such that the
objectives of the application owner are fulfilled in the best possible way. Via the means of a simulation
toolbox developed in the scope of this thesis, we assess the separate and cumulative impact of forecasting and
performance modeling on the quality of decisions by predictive autoscaling policies for multilayered cloud
deployments. Different kinds of metrics are also studied to uncover their usefulness as decision metrics
for the autoscaling process. These experiments are made possible by the discrete event simulation engine
Multiverse which accurately models the main abstractions and tuning knobs of autoscaling for multilayered
cloud deployments. It closely follows Kubernetes in its set of abstractions and draws on the real-world
resource utilization and load traces, application topologies, and scaling times to ensure the validity of the
simulation results. With these contributions, we hope to lay down the foundations of studying the dynamic
resource provisioning across multiple virtualization layers and to offer a set of tools to enable these studies
in the lab environment with limited to no access to large-scale deployments and costly infrastructure.
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1
Introduction

1.1 Cloud Computing:
the Challenge of Scaling an Interactive Application

The recorded history of cloud computing starts in 2006 with Amazon releasing its Elastic Compute Cloud
(EC2) service1. Since then, elasticity, defined as the dynamic on-demand provisioning of cloud resources,
became the key selling proposition of cloud services providers (CSP) [1]. The predominance of elastic
services in cloud offerings is caused by the demand from businesses whose services are provided to the
changing user base. Instantaneous drops and surges in the user load are typical for interactive cloud applica-
tions. On-demand dynamic provisioning of cloud resources allows to cope with the changing load without
necessarily shouldering an enormous bill for the unused resources in times of load drought. This property
of cloud is appealing to companies of all sizes and stages of maturity.

Cloud computing paradigm has the highest value for companies in two broad categories. The first comprises
the established businesses with large user base of hundreds of thousands to millions. This category is
captivated by the ’pay-as-you-go’ model of cloud that allows to adapt the provisioned cloud resources to
the current demand at no extra cost – one pays the same price for 1,000 virtual machines running for 1 hour
and for 1 virtual machine running for 1,000 hours [2]. The second category is mainly composed of start-ups
whose initial aim is to scale their user base up rapidly, on the timescale of 1-5 years. Having low initial
budgets at their disposal, start-ups prefer to not overpay for serving just a handful of first customers. At the
same time, they appreciate an opportunity of unbounded scaling helping them to rapidly seize the market.

Nowadays, numerous applications are brought into cloud for its dynamic resource provisioning capability.
Majority of these applications falls into a couple of broad categories, viz, transactional (e.g. web shops, on-
line banks) and streaming (e.g. audio/video streaming, gaming)2. The most prominent examples from each
of these categories are the online payment system Paypal3 and the online music streaming service Spotify4,

1 https://aws.amazon.com/ru/about-aws/whats-new/2006/08/24/announcing-amazon-elastic-compute-cloud-amazon-
ec2---beta/

2 https://docs.microsoft.com/en-us/windows/win32/winsock/transactional-versus-streaming-applications-2
3 https://cloud.google.com/customers/featured/paypal
4 https://cloud.google.com/customers/featured/spotify
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1. Introduction

correspondingly. The distinctive characteristic of cloud applications from both categories is that they have a
user-facing frontend delivered over the Internet and a backend that does all the data processing and storing.
To support their customers, cloud services providers offer an abundance of optimized CSP-managed services
that serve as building blocks of cloud applications5. Albeit not without their own drawbacks, such as vendor
lock-in, these building blocks allow the cloud adopters to focus on the business logic when implementing
an application.

Success of the user-facing applications heavily depends on response time – the most natural user experience
can only be achieved at the scale of 100 ms [3, 4]. For large online services providers such as Amazon and
Google, an increase in the response time by further 100 ms converts into a significant revenue loss6. With
the rise in response time accompanied by the diminishing throughput, users of streaming services such as
Netflix and Youtube may experience instability in video and sound which is partially mitigated by buffering
but not at all times [5, 6]. Multiplayer online gaming experience is even more susceptible to surges in
response time since an online game has to provide the ordered video frames in real time [7, 8]. With the
half of the office employees working at least 1-2 days from home due to COVID-19 pandemic at the time
of writing7, the worldwide adoption of videoconferencing tools such as Skype, Hangouts, MS Teams, and
Zoom paved the path to rising response times caused by the surging load8. Without a doubt, the damage to
user experience can divert a significant chunk of the user base in view of many new offerings [9, 10].

Appeal of cloud is in the guaranteed level of service offered. To a large extent, these guarantees are responsi-
ble for low response time. Cloud services providers are always willing to push these guarantees up since the
application owners are always in search for better quality of cloud services at a lower price. Infrastructure
ownership allows CSPs to control the delivered level of service to a considerable extent. However, it does
not end there – the last mile of the application service delivery is in the custody of the application owner.

CSPs cannot provide the application-level guarantees, however, they usually offer an autoscaling service to
improve on that frontier. The autoscaling service automates the process of dynamically provisioning cloud
resources for the application owner. Instead of tracking the user load and the system resources usage and
manually starting or terminating virtual machines (VM), the application owner can enable this service,
configure it, and let it automatically provision the required cloud resources. Originally, autoscaling service
was provided by CSPs on the level of VM clusters and made its decisions based on comparing the resource
utilization of these clusters to the predefined threshold (cf. the original Auto Scaling service by AWS). Aside
from choosing these thresholds wisely, the application owner had to carefully parallelize her application
running on a single VM and include its code into the VM image. Once a VM had started, it was too
cumbersome to adapt the count of application instances inside it. The old era of pure VM-based cloud
ended rapidly with the rise of containers.

Containers are the units of software packaging that leverage the OS-level virtualization for rapid booting and
portability9. Multiple containers can run on the same VM or physical host by time-sharing the underlying
hardware. These features of containers enabled easier application deployment and scaling. The advance
of container orchestration systems, with Kubernetes being the most widely adopted10, allowed to introduce
autoscaling to the application level. Now, in addition to dynamical provisioning of virtual machines to satisfy
the users’ demand, application owners were able to automatically adjust either the number of application
containers running within any VM (horizontal scaling) or system resources allocated to them on the node

5 https://aws.amazon.com/products/
6 http://glinden.blogspot.com/2006/11/marissa-mayer-at-web-20.html
7 https://www.economist.com/briefing/2020/09/12/covid-19-has-forced-a-radical-shift-in-working-habits
8 https://answers.microsoft.com/en-us/msteams/forum/msteams_meet/teams-latency-problems/aeb3ac52-0146-47a5-

8bbb-0da27bcf5428
9 https://www.docker.com/resources/what-container
10 https://www.cncf.io/wp-content/uploads/2020/08/CNCF_Survey_Report.pdf
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(vertical scaling). In the early days of containerized applications, the VM-level autoscaling and application-
level autoscaling did not go well together [11]. Having realized that the end goal is balancing the user
satisfaction with the efficient use of already available resources, the developers of container orchestration
platforms added cluster autoscaling responsible for scaling VM clusters through APIs offered by CSPs.
With that, application-level autoscaling became a driver for the VM cluster scaling. This resolved the
coordination problem across multiple virtualization and resource management layers, and CSPs started to
offer the managed Kubernetes services or in-house container management services (e.g. Amazon Elastic
Container Service). Although the application owners largely benefited from being able to adapt both the
application and the underlying VM clusters, there still remained a challenge of curtailing response time
which happened to sky-rocket during load spikes. Existing autoscaling services were not much of a help
since they offered only the reactive mechanism, i.e. the application and/or VM cluster was scaled up only
after the event demanding this scale-up happened. What autoscaling services missed at that time was being
able to act in anticipation of the load increase.

Predictive autoscaling, or proactive dynamic provisioning of cloud resources, emerged as a response to the
above challenge [12]. The core idea is simple: the historic observations of the application load or other
meaningful metrics are extrapolated into the future (forecasted), and then, based on the performance model
of the application, its resources are automatically adapted to accommodate the future load at what is deemed
to be the right time. This mechanism can be supported with the reactive contour in case of a wrong forecast.

As it happens to any idea appealing in its simplicity, a variety of designs and implementations of predictive
autoscalers emerged. Some implementations were more conceptual and illustrative of particular mathemat-
ical models and techniques [12, 13]. Other implementations tackled specific cloud resource types, certain
applications, or application classes [14, 15, 16, 17]. Lastly, industry offered own predictive autoscaling
services to their customers11 and even used them in production [18]. All the proposals have one thing in
common – every new research or a product takes an established theoretical apparatus, ranging from control
theory and offline application profiling to deep learning, and builds on top of it. Naturally, each new predic-
tive autoscaling solution is shown to keep the promise on particular applications/benchmarks under certain
variety of workloads. What the existing body of research and the commercial services alike evade is the
following question: what stands behind the power of predictive autoscaling? We may indeed have many
solutions for the same problem, but we do not yet know what makes them do what they do and how do they
fill into a bigger picture of predictive autoscaling and compare with each other.

To address the above question, this thesis offers a systematic aspect-wise study of predictive autoscaling as
an inherently complex process consisting of multiple interrelated building blocks. Building on the aspect-
wise study methodology, this thesis attempts to find out what exactly makes predictive autoscaling good
for enabling millisecond-scale response times for containerized cloud applications at scale. As a result of
this study, we introduce a theoretical generalized predictive autoscaling framework, the delta arithmetic
on application and platform states that helps to describe the autoscaling process on multilayered cloud
deployments in time, and the view of an autoscaling policy as a composition of primitive operations with
the estimates of their impact on achieving the desired response times. The simulation toolbox devised in
the scope of this thesis helps to investigate predictive autoscaling policies in-depth based on the real-world
resource utilization and load traces.

1.2 Thesis Contribution
In this thesis, we make an attempt to uncover the inherent complexity of predictive autoscaling for multilay-
ered cloud deployments. In particular, we show how its building blocks contribute to achieving the goal of
11 https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/

3

https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/


1. Introduction

improving response times for interactive transaction-based containerized applications deployed in the cloud
over the reactive baseline. To achieve this goal, this thesis:

• proposes a generalized predictive autoscaling architecture that embodies several processes contribut-
ing to the dynamic resource allocation,

• assesses various load metrics forecasting methods and compares them using the novel methodology,

• proposes novel performance modeling and dynamic resource provisioning approach for vertical and
horizontal autoscaling based on combination of machine learning with optimization,

• studies publicly available microservice applications to discover the underlying structural regularities
beneficial for predictive autoscaling and synthesis of realistic application topologies,

• introduces an execution model that bridges the gap between autoscaling mechanisms and policies
and the main entities which the autoscaling process is defined for, viz, application, services, cloud
platform, virtual machines, system-level resources, and user load,

• introduces and validates an open source toolbox to simulate autoscaling policies based on real VM
and resource utilization and load traces,

• quantifies the impact of decision metrics and of particular building blocks (load forecasting and per-
formance modeling) on the quality of predictive autoscaling and devises the theoretical timeliness/rel-
evance framework for navigating the space of autoscaling decision metrics.

1.3 Characteristics of the Thesis Contribution

The contribution of this thesis is characterized as follows:

• Focus on horizontal autoscaling. The most important contributions of this thesis are applicable to
horizontal autoscaling, i.e. dynamic provisioning of discretized resources (VMs and containers). This
allows us to focus on unbounded scaling that is not limited by the resources of an individual node.

• No ’one-size-fits-all’ solution offered. This thesis attempts to generalize beyond a single solution by
offering a generic predictive autoscaling architecture and autoscaling policies building blocks. The
blocks are assessed using simulation to quanitfy their effect on the quality of autoscaling.

• Perspective of the party that runs the application. The thesis focuses on the application that is
deployed in the cloud. The application can be deployed in the cloud in multiple ways. Infrastructure-
as-a-Service (IaaS) makes the application owner responsible for deploying and managing the applica-
tion whereas Function-as-a-Service (FaaS) model takes this responsibility away from the application
owner. The results in this thesis are aimed at whichever party actually manages the application and
runs it. This party differs depending on whether IaaS or FaaS model is adopted. The data center point
of view is outside of the thesis’ scope.

• Simulation-based evaluation. The simulation-based evaluation of autoscaling policies was adopted
for several key reasons. The first one is that there are not enough real-world microservice applications
and loads available for the in vivo evaluation of predictive autoscaling policies. The second one is
that the in vivo evaluation struggles with separating the autoscaling-induced service level changes
from the effects of particular technology stacks. The third one is the high cost of in vivo experiments,
especially those involving deep learning-based performance models. The simulation-based evaluation
is limited in the validity of the results and their immediate practical use. The first concern is addressed
by assessing the validity of the simulator from different points of view. The second concern is left
outside of the thesis’ scope since it depends on the concrete application.
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• No focus on a particular cloud services provider. On one hand, this is an advantage since we
avoid vendor lock-in and generalize the contribution across various cloud services providers. On the
other hand, this is a limitation since the results in this thesis have no immediate practical use in the
production autoscaling solutions.

1.4 Structure of the Thesis

The thesis consists of 11 chapters which are briefly introduced in the following paragraphs.

Chapter 1 gives an outlook on the problem domain of predictive autoscaling for multilayered deployments
in the cloud and introduces the gap that this thesis aims to fill.

Chapter 2 provides an overview of technologies that the modern cloud computing is built upon, introduces
autoscaling and related terms, and discusses the examples of production-grade autoscaling services.

Chapter 3 shows limitations of the widely-adopted reactive autoscaling for multilayered cloud deployments
in ensuring the millisecond-scale response times under peak loads.

Chapter 4 discusses the related work and places the thesis contribution into its context.

Chapter 5 introduces the generalized predictive autoscaler framework that aims to impose the structure on
the wide variety of existing and future predictive autoscalers.

Chapter 6 assesses the usefulness of various time series forecasting methods for the task of load forecasting
in predictive autoscaling. The chapter maps forecasting methods onto a two-dimensional space of interval
accuracy/model fitting time to enable the selection of an appropriate method for load forecasting.

Chapter 7 lays down a compound two-stage process of performance modeling and dynamic resource allo-
cation for vertical and horizontal autoscaling. This process consists of deriving a performance model that
maps the resource utilization and the current resource allocation onto the application quality metric (e.g.
throughput or response time) and using it to adjust the resource allocation such that the service level is
improved and the cost of the deployment is minimized.

Chapter 8 uncovers topological regularities underpinning publicly available microservice applications and
determines a random graph-based model and a set of parameters necessary to generate application topolo-
gies for realistic autoscaling simulations. The discoveries highlight the importance of resolving structural
application bottlenecks (weakest links) to achieve higher quality of autoscaling.

Chapter 9 presents an execution model for multilayered cloud application scaling and introduces an open-
source toolbox that builds on this model. The toolbox consists of five tools: an autoscaling policies simulator
Multiverse that supports multilayered deployments, a simulation results visualizer Stethoscope, an alter-
native policies evaluation manager Cruncher, an automatic trace-based autoscaling simulations generator
Praxiteles, and a deep networks-based performance models training tool Training Ground.

Chapter 10 starts by validating the simulator Multiverse and proceeds by using it for quantifying the im-
portance of decision metrics as well as forecasting and performance modeling building blocks of predictive
autoscaling policy for the quality of scaling actions. The reactive autoscaling policy is used as a baseline.

Chapter 11 concludes the thesis and outlines perspective directions of future work.
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2
Background

2.1 Cloud Computing

2.1.1 Virtualization: an Enabling Technology for Cloud

2.1.1.1 Hardware virtualization

Virtualization is an act of creating a virtual representation of a physical resource in a computer system.
The main purpose of virtualization is to create an illusion of an isolated and dedicated resource for the piece
of software that uses it. In addition, virtualization offers the software secure access to the shared physical
resources in the multi-tenant environments.
Virtualization concerns all the major kinds of physical resources in computer systems, i.e. compute, storage,
and network. Unlike physical resources such as memory or processors, their virtualized counterparts (virtual
memory and virtual CPUs, vCPUs) are not limited by the capacity of the physical devices that they represent.
For instance, virtual memory might be orders of magnitude larger than the physical memory of a machine.
This is achieved by using the disk space to swap rarely used memory pages out of RAM. That way, each
piece of software running on the same physical host may even have its dedicated visible memory matching
in size that of the physical host itself. Naturally, when the capacity of the physical memory is reached and
the swapping starts, the performance of the software drops since the secondary storage has higher access
latency. In case of memory, virtualization is performed by the hardware memory management unit (MMU)
that translates virtual addresses into physical addresses of the host. In principle, any kind of virtualization is
achieved by introducing a new level of indirection that manages the lower-level resources and provides their
representation to the higher-level consumers in a shared manner.
Going beyond a single type of resource such as memory, one can broadly refer to the hardware virtualization
in which all of the hardware is virtualized for the shared use by the software. Virtualization is provided by
the piece of software (also hardware and firmware) called virtual machine monitor (VMM), aka hypervisor.
Examples of widely-adopted hypervisors include Hyper-V1, QEMU2, Xen3, and VMware ESXi4. Hyper-
1 https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/hyper-v-technology-overview
2 https://www.qemu.org/
3 https://xenproject.org/
4 https://www.vmware.com/products/esxi-and-esx.html
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visor runs on a host machine and provides virtualized resources to virtual machines, aka guest machines.
Hypervisors belong to one of two broad categories: bare-metal hypervisors (type-I) and hosted hypervisors
(type-II) [19]. As the name suggests, hypervisors in the first category run directly on the hardware which
explains their superior performance when compared to type-II hypervisors. The hosted hypervisor, in con-
trast, runs as an application on top of host’s operating system (e.g. VirtualBox5). Hypervisors offer one of
two types of hardware virtualization, viz, full virtualization and paravirtualization.

Full virtualization emulates the underlying hardware that allows the guest operating systems to run un-
modified. This type of virtualization does not introduce an additional overhead of modifying the software,
but falls short of offering the performance comparable to that of paravirtualization. Paravirtualization of-
fers guest OS to run in an isolated domain by being modified to substitute privileged operations of ring 0
with the calls to hypervisor (aka hypercalls)6. By adopting this approach, paravirtualization decreases the
slowdown for applications that run on virtual machines at the cost of additional efforts required to modify
the OS kernel.

Cloud services providers install hypervisors on their physical servers to offer virtual resources over the
Internet. For instance, Google Compute Engine relies on KVM for virtualization7. Microsoft customized
Hyper-V to use in their Azure cloud8. AWS went as far as rolling out their own AWS Nitro System that is a
hypervisor assisted by the in-house built chips encapsulating network and storage resources9.

2.1.1.2 OS-level virtualization and containers

By allowing multiple user spaces, modern operating systems enable OS-level virtualization. In this type
of virtualization, programs run in the so-called containers that encapsulate all the dependencies required
to execute them. The encapsulation results in a high portability of containers, i.e. if one wants to start
the container, then there is no need to manually install the required dependencies since they are already
incorporated in the container image.

A container image, such as a Docker image10, is a template with instructions to create a container instance.
Images describe all the dependencies and the setup activities that are required to start the container. Pro-
grams that run in a container can only access the contents of this container and the system resources that
are assigned to it. Containers run on the system concurrently and are scheduled for execution by the OS
scheduler, e.g. as tasks in Linux. With help of OS-level mechanisms such as cgroups, one can impose
limits on system resources consumed by containers. For instance, limiting the CPU shares available to the
container reduces the duration for which it can run on CPU before being interrupted by the OS scheduler.

To run a container, one needs a container runtime. Container runtime is a program that creates containers
from their descriptions (images) and executes them. Container runtime has to be present on a virtual or
a physical host in order to run the containers. There are multiple container runtimes available at the mo-
ment of writing, including the most widely-adopted ones such a Docker11, containerd12, runC13, rkt14, and

5 https://www.virtualbox.org/
6 https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/techpaper/VMware_paravirtualization.pdf
7 https://cloud.google.com/blog/products/gcp/7-ways-we-harden-our-kvm-hypervisor-at-google-cloud-security-

in-plaintext
8 https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/get-started/what-is-azure
9 https://aws.amazon.com/ec2/nitro/
10 https://docs.docker.com/get-started/overview/
11 https://www.docker.com/
12 https://containerd.io/
13 https://github.com/opencontainers/runc
14 https://coreos.com/rkt/
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lxc15. The diversity of container runtimes led to emergence of Open Container Initiative (OCI) that aims at
standardizing the container runtime and image specifications16.

Although containers allow to bundle the software and libraries and ship them to any Linux distribution sup-
porting cgroups, manual management of each container does not scale well. To overcome this challenge,
container orchestration software was introduced. Kubernetes17 stands out among this kind of software
since it is open-source and backed by Google’s engineering experience in large clusters management. In
addition to orchestrating containers executed using different runtimes18, Kubernetes also manages virtual
machines clusters that the containerized applications are often deployed on using APIs of public cloud
services providers and open-source cloud computing platforms. Kubernetes automates management of con-
tainerized applications and ensures communication between the containers grouped into pods via overlay
networks19.

Containers are appealing to the cloud users because of their lower booting time, portability, and direct
resource management capability. At the moment of writing, the cloud users can either directly deploy the
containers on virtual machines or indirectly by submitting their code to the function-as-a-service (FaaS)
providers. In the latter case, the provider receives the executable code and starts it in the container. This
relieves the application owner of the container orchestration and resource management burden.

2.1.1.3 Beyond conventional virtualization

Virtualization is still an active research direction where most efforts are now directed at the specialized
virtualization technologies. One of such research directions aims at supporting new cloud services models
such as Function-as-a-Service (FaaS). Recently, AWS open-sourced Firecracker, a virtual machine monitor
that specializes at serverless workloads to hold the promise both of strong security and the minimal virtu-
alization overhead [20]. A whole new degree of specialization is introduced by allowing to compile the
application and the configuration code into the fixed-purpose image, so-called unikernel [21]. Unikernels
run directly on a hypervisor such as Xen or on the hardware. Unikernels have lower resource footprint than
VMs and containers, and can be started way faster. One of the possible uses of unikernels, such as those
constructed with MirageOS20, is to start them for each new end user request. This application scenario
enables an unprecedented degree of isolation.

The ever growing market of cloud services is limited in one major sense – there is only one hypervisor
running on a physical server, and the cloud user is not allowed to select which hypervisor it is. There is,
however, an incentive to overcome this hypervisor lock-in with multi-hypervisor technology that allows to
run multiple compartmentalized hypervisors on the same physical host [22]. Alternatively, one can already
use the nested virtualization. This kind of virtualization can be implemented as a chain of unmodified
hypervisors running on top of each other [23]. Nested virtualization allows better flexibility in terms of
choosing a particular hypervisor but at the cost of introducing additional layers of indirection which may
incur unacceptable performance overheads.

With the growth of cloud market and emergence of new cloud service models, we may expect to see more
purpose-built hypervisors and other virtualization tools.

15 https://linuxcontainers.org/
16 https://opencontainers.org/
17 https://kubernetes.io/
18 https://kubernetes.io/docs/setup/production-environment/container-runtimes/
19 https://kubernetes.io/docs/concepts/cluster-administration/networking/
20 https://mirage.io/
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2.1.2 Cloud: on the Way to ’Effortless’ Computing

2.1.2.1 Cloud ownership models

Cloud computing is usually categorized into private, public, hybrid, and multicloud21.

Private cloud serves single organization and is usually allocated within the pool of resources of some public
cloud services provider. In that sense, it barely differs from on-premise infrastructure since it is not shared
with other parties. Private cloud is usually celebrated for its better isolation and improved security in com-
parison to the public cloud services. The cloud resources may still be shared among multiple departments
of the same organization.

Public clouds are offered to anyone by the owners of large data centers such as Amazon and Microsoft.
The distinctive property of public clouds is that the infrastructure is shared among many tenants. This
allows public cloud services providers to leverage the economy of scale – the same physical infrastructure
is shared in time and space. Consequently, the public cloud users are billed at a relatively low price. The
disadvantage of public clouds is in the performance interference and instability generated by other tenants
and in the potentially higher exposure to coordinated attacks.

To compromise on benefits and drawbacks of public and private clouds, some companies leverage hybrid
clouds which allow to serve mission-critical workloads in the private part whereas the public part may
accommodate unexpected surges in traffic. When the cloud user is concerned about the cloud provider lock-
in, they may resort to multicloud, i.e. cloud offerings spanning multiple cloud providers. Multicloud is
particularly useful to avoid site- or worldwide-outages of a single cloud services provider.

The following subsections focus on the public cloud offerings as having the highest diversity among all
cloud ownership models discussed.

2.1.2.2 Cloud services pricing models

Public cloud services providers offer various pricing models depending on their customers needs and ability
to pay as well as on their own goals. With the diverse pricing models, cloud services providers intend
to maximize the resource utilization of their data centers such that the fixed costs for running them are
recouped. Below we discuss the most widely-used cloud services pricing models.

Pay-as-you-go is the basic and most widely-known pricing model for cloud services. It emerged along with
the IaaS cloud services model. Cloud services provider sets the price for a particular service per unit of time,
e.g. hour, and this price does not change. It does not matter whether the service was used, the billed amount
depends only on the quantity of service consumed and its price tag. If the deployed virtual machine was not
used for some time, still, the cloud user is billed for occupying the cloud resources.

Pay for what you use is a fairly recent cloud services pricing model. Its wide adoption began with the FaaS
cloud services model, although it can be tracked back to the cloud API services that are also billed for the
actual use based on the total count of requests issued against them22. For example, AWS Lambda bills the
cloud user both for the number of requests issued by the end users against the functions and for the duration
that the memory was occupied for by the functions (measured in GB-seconds)23. Notably, the requests are
billed in bulk, e.g. the cloud user pays for each 1 million requests made to her application. Presumably,

21 https://www.redhat.com/en/topics/cloud-computing/public-cloud-vs-private-cloud-and-hybrid-cloud
22 https://aws.amazon.com/cloudwatch/pricing/
23 https://aws.amazon.com/lambda/pricing/
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accounting for individual requests on the scale of Amazon and other large cloud services providers results
in an unnecessarily high resource overhead in terms of storage and compute.

Spot market is a pricing model inspired by the economic model of supply and demand. To implement this
model, cloud services provider has a dynamically changing fleet of unused virtual machines which currently
free cloud data center resources are sliced into. Price for the virtual machines in this so-called spot fleet is set
based on both the current supply of these machines and the current demand for them. Supply and demand
are mutually related. Higher supply drives the price for spot instances down to make them more attractive
for purchasing, which results in cloud users getting more of these instances. This, in turn, drives the prices
up since the supply got lower. This process continues until an equilibrium point is reached, which is still just
a temporary state. Naturally, cloud services provider defines the minimal spot price that is lower than the
on-demand price for VM of the same type24. If the spot price gets higher than the price offered by the cloud
user, the spot instance will be revoked. Hence, these instances are not suited for tasks requiring reliability.
One may use spot instances to cover non-critical tasks such as accelerating distributed deep model training
that is otherwise being handled by reserved instances equipped with GPUs.

Subscription based pricing model requires the cloud user to pay for a fixed amount of service to be
available over a long continuous interval of time, usually in advance. Subscriptions are usually offered at a
discount to the on-demand prices since they make the demand more predictable for cloud services providers
and thus reduce risks of not selling enough services to cover the expenses. A representative example of the
subscription based pricing model is a reserved instances offering by AWS25. The cloud user can commit for
1 or 3 years of using virtual machines offered by AWS. In contrast to other payment options, the cloud user
may pay the costs of reserved instances upfront. This option is attractive for cloud users that have predictable
minimal workload level such as internal workloads, e.g. office systems to support business continuity such
as finance and supply chain management.

Different pricing models might be combined to achieve goals of the cloud user in a better way. Combination
of reserved and spot instances allows to accelerate execution of lengthy tasks such as simulations and deep
model training and at the same time to keep the costs low. Reserved instances may also be supported by the
on-demand instances if the dynamically changing workload is more critical and there exists a more or less
stable user base.

2.1.2.3 Cloud computing service models

Public cloud providers offer multiple ways of how their services can be used – these ways are convention-
ally grouped into the so-called cloud computing service models. The selection of a model depends on the
business needs and business processes as well as on the software deployment processes that the company
has in place. The cost and performance is yet another significant factor that impacts the decision to choose
this or that service model. In the following paragraphs, we focus on several widely adopted cloud service
models. By no means is this list exhaustive since new cloud service models tend to pop up every now and
then, e.g. Benchmarking-as-a-Service26. One needs to note that there is no crisp border between these mod-
els [2], hence the following discussion can not be considered precise. It serves the purpose of simplifying
the categorization and navigation across the multitude of cloud offerings.

Infrastructure-as-a-Service (IaaS) is a model that comprises offerings enabling the user to work with the
virtualized system resources directly. In IaaS, the cloud user creates virtual machines and runs his work-
loads on them as though they were physical servers. IaaS is the earliest model of cloud services. This model

24 https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances.html
25 https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-reserved-instances.html
26 https://idw-online.de/de/news761055
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constraints the cloud user in terms of virtualized system resources that she can order. These resources are
sized by the cloud services provider into various types (aka flavors in OpenStack terminology) that differ
from each other by the amount of quantifiable virtualized resources offered. For example, t3a.large EC2
instance type (AWS) offers 2 vCPUs and 8 GBs of memory in comparison to t3a.xlarge instance type of
the same provider that comes with 4 vCPUs and 16 GBs RAM. Cloud user is not allowed to set the resource
requirements arbitrarily. This allows CSPs to make the demand for their resources more predictable. IaaS
model is the most complex in use since it allows a great deal of freedom in managing cloud resources,
configuring operating systems that run on VMs, deploying the application and ensuring its security. Al-
though easier-to-use cloud services models emerged over time (see below), IaaS is still a go-to choice for
the performance-critical applications or legacy applications which are not used that much to justify the
expenses of switching to another model. The most prominent example of IaaS services is AWS Elastic
Compute Cloud (EC2)27.

Platform-as-a-Service (PaaS) comprises offerings that can be characterized as high-level application build-
ing blocks. Typically, they are marketed as services. By offering a selection of standard components such
as authorization services, databases, and stream processing services, cloud providers establish a platform
for their customers to build upon. The services that are offered as part of such a platform are almost always
guaranteed to integrate well together. In addition, services constituting the platform offering are usually
well-designed and implemented by software engineers with considerable experience. Hence, these purpose-
built services tend to overshadow all possible in-house solutions that a small company might have built to
solve its routine tasks such as storing the data reliably. Being part of the same platform, PaaS services are
managed by the cloud services provider, which allows them to be finely tuned in terms of delivered per-
formance and security to the underlying virtualization layers. Microsoft Azure is known to offer a wide
selection of PaaS services that can be combined into the data processing pipelines28. Amazon Redshift data
storage service by AWS might also be considered an example of PaaS model29. Hence, we see that it is not
necessary for a cloud services provider to stick to a particular services model. Indeed, they usually diversify
since the preferences of their customers differ and tend to change over time.

The main limitation of PaaS offerings is their limited flexibility. First, one has to settle with whatever the
engineers of the PaaS provider deemed as necessary for the cloud customer in terms of functional require-
ments. This might be a good thing for standard workloads, but some workloads such as machine learning
inference may require special treatment. Nowadays, this scenario is addressed with the purpose-built ser-
vices30. Second pitfall is that by selecting PaaS offering of a particular provider, one is effectively bound
to use their services thereafter since no integration or migration services are provided. Usually, PaaS is a
go-to choice for companies where IT is a cost center (e.g. automotive31 and aerospace32 industries). Such
companies are incentivized by the limited effort required to work with and maintain PaaS-based applications
and a strong support from PaaS providers.

Function-as-a-Service (FaaS) hides the underlying infrastructure from the cloud user entirely – the cloud
user is responsible for developing the so-called functions which are snippets of code or container images
running as containers that are started and managed by the FaaS provider. The user of FaaS services does
not have to worry neither about starting and managing the underlying containers and virtual machines nor
about the scaling of the FaaS application following the changes in load. To cope with complex application

27 https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
28 https://azure.microsoft.com/en-us/overview/what-is-paas/
29 https://aws.amazon.com/en/redshift/
30 https://azure.microsoft.com/en-us/services/machine-learning/
31 https://www.bmwgroup.com/en/company/bmw-group-news/artikel/bmw-und-microsoft.html
32 https://www.informationweek.com/cloud/infrastructure-as-a-service/microsoft-azure-wins-boeings-cloud-

business/d/d-id/1326316?
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logic, FaaS providers offer their users to build function chains. Request arrives at the first function in the
chain, and, when it was processed by it, the next request(s) is emitted to continue to the next function in
the chain, and so on. The topology of an application composed of such functions is known to the cloud
services provider thus allowing some resource management optimizations that are not possible otherwise.
As an example, AWS has Lambda Functions as its FaaS offering33. There are also several open-source
FaaS platforms with Apache OpenWhisk being the most notable industry-backed solution at the moment of
writing34.

Noting the overall vector of movement from virtual machines to containers and then to functions, one may
arrive at the conclusion that the public cloud services providers aim at accumulating more responsibility
for the success of their customers’ applications. This way of thinking is supported by the fact that large
public cloud services providers such as AWS offer their customers the services of their solutions architects
whose responsibility is to ensure the customer success using the CSP’s services35. On the other hand, this
evolution of cloud computing service models follows the path of simplification. Indeed, with IaaS, the cloud
user is responsible for managing and securing their VMs. PaaS allows one to compose an application from
numerous tuned off-the-shelf building blocks (services) that are designed and developed by staff engineers of
cloud providers and thus are more likely to provide higher performance, lots of functionality, high reliability
and uncomplicated integration with other services of the same CSP. The amount of custom code is thus
reduced for the users of PaaS model. Lastly, FaaS removes the pain of rightsizing containers with application
services. With FaaS, the cloud user is able to fully focus on the application business logic. So far, FaaS
demands the least effort from the cloud services user to jump-start their cloud journey and relieves them of
most of the maintenance and application management burden.

The trend towards making the use of cloud effortless is likely to continue. It is expected that with the
introduction of FaaS paradigm, cloud services providers will pay more attention to making certain complex
aspects of cloud, such as security, simpler to their users. In addition, cloud offers will likely become more
customized towards the needs of particular industries such as retail or education.

2.2 Dynamic Resource Provisioning

2.2.1 Cluster Manager: a Working Horse of Cloud Resources Provisioning

Unlike hypervisors that provision system resources of a single physical server, cluster managers provision
virtualized resources (such as system resources and services) at the level of a cloud data center (DC) as
a whole. Broadly speaking, a cluster manager is a distributed system that schedules cloud workloads on
multiple nodes [24]. Among many tasks that a typical cluster manager is responsible for, it solves the task
of timely provisioning of cloud services to multiple cloud users (aka tenants) while maximizing the resource
utilization of DC. Each large cloud services provider such as Google and Microsoft has its own in-house
cluster manager [24, 25]. Usually, such private cluster managers start as an effort to automate scheduling of
B2C workloads (e.g. search, online retail) and later become adapted to lease spare system resources to other
businesses or individuals thus becoming a cloud. Apache Mesos is an example of an open-source cluster
manager36.

33 https://aws.amazon.com/lambda/
34 https://openwhisk.apache.org/
35 https://www.startupschool.org/posts/19593
36 http://mesos.apache.org/
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Cluster managers adopt an abstraction of a task which represents a minimal schedulable unit in the cluster;
tasks may provide virtual machines [26]. Jobs comprise multiple tasks that have the same characteris-
tics [24]. Conventionally, cluster managers follow the master-worker hierarchical organization which is
proven to be more efficient than the flat peer-to-peer model in practice. For example, Google’s Borg cluster
manager has replicated BorgMaster responsible for a certain set of physical machines (cell), and Borglets
(worker machines) that run on each physical server [24]. The jobs are submitted to BorgMaster, and are
then scheduled for execution on physical servers by Borglets. Apache Mesos and Mercury cluster managers
follow the same hierarchical organization [26, 27]. Similarly, Kubernetes, which emerged from Google’s
work on cluster managers such as Borg and Omega [28], has a hierarchical organization with a single master
node and multiple worker nodes37.

The main function of cluster manager is scheduling the jobs. Such jobs might both be internal to the cloud
services provider (e.g. indexing the web pages) and external, i.e. submitted by the cloud users. Thus,
CSPs have to balance their own workload with the external workload. This results in adoption of various
workload prioritization schemes [24, 29]. These prioritization schemes aim to balance the quality of service
delivered to the end user, e.g. returning the results of a search query in up to several tens of milliseconds at
most, with maximizing the resource utilization of DCs. This usually forces the provider to compromise on
the performance of the co-located workloads. Overall, the scheduling challenge in data centers is usually
formulated as a bin packing problem. Having proven to be unsolvable in polynomial time, scheduling is
approached using various heuristics and models that offer best solutions under some set of conditions.

Unlike internal batch analytical jobs that are also scheduled by cluster managers, cloud workloads demand
a new level of dynamism for their provisioning. To ensure high quality of service, CSPs aim at minimizing
the time required to provision their services and virtualized resources at scale up as well as at minimizing
the time to decommission them at scale down. The cloud user is interested in minimizing the scale up time
to ensure that the rapid surge in load will be timely served. Symmetrically, low scale down times allow the
cloud user to cut the bill on paying for the services and virtual resources that are in the termination stage.
This public cloud dynamism is very different when compared to what one would normally expect from the
corporate data centers. Whereas in the former case one can get a new virtual machine up and running on
the scale of seconds, maybe a few minutes at most, in the latter case it could take hours, maybe days, to get
an approval for the resource allocation and set up the virtual machine correctly. This order of magnitude
difference made up for another significant selling point of the cloud services, i.e. dynamic provisioning.

For a long time, cluster managers acted in a reactive resource provisioning paradigm. What this means
is that the virtualized cluster resources are provided based on the internal or external user’s request. For
example, the internal user of the infrastructure may submit a job to the Google’s Borg cluster manager to
re-index all the web pages in a particular language. Borg will then allocate the resources for this job based
on its requirements and the cluster resources available for it. In this paradigm, Borg will not try to anticipate
such requests and will simply follow the orders given to it. Naturally, having no projections about the future
load, it may take suboptimal decisions spreading the job across all the machines in the clusters equally to
increase the performance and thus not leaving enough spare resources to accommodate a smaller job that
might have otherwise been placed. Similarly, when accommodating the provisioning requests from the
external users, the cluster manager may fail to notice a more optimal placement because it did not take into
account the established patterns of the cloud users’ behavior. This problem spun off a great deal of research
in the predictive resource management for clusters.

Predictive resource management for cloud provisioning is an active area of research and engineering that
builds on rich cluster-level resource utilization metrics that are collected by CSPs [29, 30]. Cloud services
providers are interested in understanding how their infrastructure is utilized, what are the identifiable and

37 https://kubernetes.io/docs/concepts/overview/components/
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predictable patterns of resources usage, and how these patterns relate to the quality of service that the cloud
users and the end users experience. Having control over the hardware and the whole virtualization and
cluster management stack, CSPs are in the unique position to leverage the opportunities that the predictive
resource management offers. They do so by exploring how the statistical and machine learning tools may
capture the value of these data to meet multiple confronting goals such as offering the best quality of service
to their users and maximizing the resource utilization. One of the most recent disclosed efforts in this venue
is Autopilot, an advanced cluster manager that uses the multi-armed bandit prediction model to manage the
workloads at Google scale [18]. Similar efforts are undertaken by Microsoft in making their own predictive
cluster manager Resource Central [30]. The major challenge that arises on this path is to process the vast
amount of machine and application data in a meaningful way and in feasible time. Even having the most
powerful infrastructure will not help in advancing on this frontier since the meaningfulness of the results is
something that only a seasoned expert can determine. To accelerate the advances on this direction, CSPs
publish subsets of the resource utilization data that they collect [24, 29, 30, 31].

Dynamic provisioning of cloud resources does not stop at the level of cluster managers. In the end, most of
the existing cloud services models, such as IaaS and PaaS, significantly limit the extent, to which CSPs may
observe how the applications of their customers are organized, what internal logic do they implement, and
what quality of service does the end user receive. Having limited opportunity to set the foot on this ground
(e.g. FaaS model), cloud services providers opt for offering customizable dynamic provisioning services
for the virtual resources that their customers use. The cloud user can set up such a service to automatically
provision the virtual machines in response to the measured response time that the end user gets. If this time
goes up, new instances start automatically to distribute the workload and thus drive the response time down.
On the other hand, if the load drops, e.g. in the night hours, then the unneeded instances get terminated to
reduce the cost. This ’userland’ dynamic resource provisioning is often referred to as autoscaling.

2.2.2 Autoscaling: Terms and Mechanics

Autoscaling is a collective name of the software services and mechanisms to automatically, i.e. with the
human interference limited to the initial configuration, adjust any type of the computer system capacity to
meet the preset objectives. We stick to the broad term system capacity without specifying it, since there exist
numerous adjustment targets for autoscaling, including node resources allocated for the container (CPU
shares, main memory, ports, hardware threads, CPU sockets), nodes/virtual machines count, containers
count, capacity of the service queues, application-specific characteristics such as quota on an open file
descriptors per thread. Almost always, the target autoscaling metrics such as CPU utilization cannot be
directly manipulated by an autoscaler. A dynamic change in the provisioned capacity can move these metrics
towards the desired value, e.g. an addition of a VM to the cluster may drive the overall utilization down.
Another option is that the load change will push the target metric in the desired direction. Naturally, though,
the load cannot be directly manipulated as well.

All autoscaling mechanisms boil down to a feedback loop. First, the metrics describing the state of the
managed entity (e.g. application) are collected. These metrics should relate to the objective that one wants
to achieve with autoscaling. For instance, if the target is specified for the CPU utilization, then it makes
sense to collect this metric directly. Next, based on the collected metrics and on the state of the managed
entity (e.g. the number of replicated services in the application), a desired adjustment of the capacity is
determined. Lastly, an attempt is made to apply this adjustment. This attempt may succeed, fail, or partially
succeed. An adjustment can be made differently, e.g. incrementally, node-by-node, or in a single step.
The reduction in the capacity may be delayed to allow the graceful resources deallocation by blocking the
to-be-terminated nodes from scheduling new requests and waiting till the processing of already scheduled
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requests is finished. When the whole round of the described operations concludes, it starts anew after some
time. An unexpected event, e.g. an unprecedented surge in the traffic, can also trigger autoscaling.

The simplest autoscaling configuration includes only a single target, say, that the average CPU utilization
of a cluster should stay below 80%. On crossing this mark from below, additional nodes will be scheduled
proportionally to the CPU utilization overshoot. Since some metrics may oscillate wildly, smoothing and
filtering are usually used, e.g. averaging over larger intervals of time (1, 5, 10 minutes) and specifying the
duration of the violation that triggers an autoscaling action. An autoscaling solution falls into one of the
following two categories.

CSP Managed Autoscaling comprises autoscaling services offered by a cloud services provider to remove
the hurdle of managing the cloud resources that an application owner uses. This could be the capacity
of VM clusters or of the functions (Function-as-a-Service). An advantage of autoscaling solutions in this
category is that they are provided free of charge, i.e. not billed separately, and have the fastest and the most
fine-grained access to the platform-level metrics. On the downside, there is a limited opportunity to manage
these solutions. For instance, the logic of the desired resource computation is completely hidden from the
application owner and he or she cannot change it.

Independent Autoscaling is usually implemented as a part of an external application container orchestration
and platform management tool. For instance, Kubernetes, Nomad, and Marathon implement autoscaling
functionality as part of their application and cluster management offers. Since most of such tools are open
source and extendable, the autoscaling logic may be adapted to the needs of the application owner. However,
when used for scaling the clusters of virtual machines, such tools may suffer from the inability to get the
monitoring data timely. Either the application owner has to configure the monitoring infrastructure to collect
the desired metrics and shoulder the expenses of running it or she has to opt for the paid monitoring offers
from CSPs.

2.2.3 Autoscaling by Cloud Services Providers

2.2.3.1 AWS

Having captured the largest share of the world cloud computing market38, AWS, a subsidiary of the online
retailer Amazon, offers the most comprehensive autoscaling package. We are obliged to AWS for coining
the term "autoscaling" to denote the elastic management of VM clusters and applications.

AWS Auto Scaling is a set of autoscaling services offered by AWS. Originally, AWS Auto Scaling was lim-
ited to providing autoscaling only to the VM clusters, collectively referred to as Amazon Elastic Compute
Cloud (EC2)39 in the AWS terminology. Now, AWS Auto Scaling also supports other AWS services such
as Elastic Container Service (ECS), Spot Fleets, DynamoDB, Aurora relational database service, a fully
managed non-persistent application and desktop streaming service AppStream 2.0, and Elastic MapReduce
(EMR)40. AWS Lambda functions service is also known to support autoscaling with Application Auto Scal-
ing and its API41.

AWS Auto Scaling offers its users both the coarse-grained configuration opportunity via the pre-defined
strategies and the custom autoscaling configuration option. When opting for the coarse-grained configura-
tion, the user is allowed to choose among the optimization goals that include availability, cost, and balanced

38 https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers/
39 https://aws.amazon.com/ec2/
40 https://aws.amazon.com/blogs/aws/aws-auto-scaling-unified-scaling-for-your-cloud-applications/
41 https://docs.aws.amazon.com/lambda/latest/dg/invocation-scaling.html
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availability/cost. The custom autoscaling configuration demands to specify metrics to track and their target
values. The selection of such metrics is rather flexible and allows the user to employ the application-specific
metrics such as read and write capacity utilization for the database services.

Predictive scaling extends AWS Auto Scaling strategies42 – the user can set the flag to enable it when
choosing the strategy. Predictive scaling can be fine-tuned by setting its mode, e.g. whether to use the
forecasts or just to log them as in dry run, by setting the behavior that is invoked when reaching the maximum
capacity. It is also allowed to set the desired timing for various components of the process such as the forecast
period and the forecast frequency.

Although the core offer of the AWS Auto Scaling service is horizontal autoscaling, vertical autoscaling is
also supported43. This feature is included in AWS Ops Automator, a solution enabling the user to automat-
ically manage her cloud resources. A time-based or event-based trigger has to be specified – such a trigger
determines when instances are scaled. The vertical autoscaling can either change the size of the existing
instances or replace them with new, resized ones. In both cases, a restart is required.

AWS Elastic Kubernetes Service (Amazon EKS) is a managed Kubernetes service from AWS44. It wraps
Kubernetes containers orchestration platform that many companies are already familiar with. AWS extends
Kubernetes offer with their in-house developments such as monitoring and AWS Auto Scale. As with any
CSP-based Kubernetes offering, it supports all the Kubernetes autoscalers.

Elastic Load Balancing by AWS automatically distributes incoming traffic across multiple targets such
as EC2 instances, containers, IP addresses, and AWS Lambda functions45. Three broad categories of load
balancers are supported at the time of writing. Application load balancer operates at the level of requests,
such as HTTP requests. Network load balancer aims to balance the TCP/UDP and TLS traffic. Classic load
balancer operates at both the connection and requests layers and provides its services to the EC2 clusters.
Elastic Load Balancing service complements AWS Auto Scaling since the distribution of traffic should adapt
accordingly to the changed cloud capacity.

2.2.3.2 Microsoft Azure

Micorsoft Azure holds the second place by its market cap on the cloud market46. Azure tries to follow in
AWS steps by offering versatile services to its customers, mostly large companies.

Azure Autoscale is the autoscaling service by Azure that targets their Virtual Machines Scale Sets, Cloud
Services, App Service - Web Apps, and API Management services47. It is not clearly separated in a standalone
service like in AWS cloud – instead, the option to enable the autoscaling is attached to various Azure
resources. It can be checked, and the corresponding autoscaling rules can be configured.

The core concept of Azure Autoscale is flexibility. When autoscaling is enabled for a particular Azure
resource, the user has to explicitly specify the rule- or schedule-based autoscaling rules, in contrast to the
high-level scaling strategies offered by AWS Auto Scaling.

In the rule-based autoscaling, the user can specify multiple scaling rules of a simple threshold-based format.
These rules can be configured by changing the time aggregation format (e.g. averaging), the metric (e.g.
CPU utilization), the operator (e.g. greater than or less than), the threshold (e.g. 80%), and the time interval

42 https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
43 https://aws.amazon.com/blogs/architecture/aws-ops-automator-v2-features-vertical-scaling-preview/
44 https://aws.amazon.com/eks/
45 https://aws.amazon.com/elasticloadbalancing/
46 https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers/
47 https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-get-started
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during which the rules should hold in order to trigger the scaling action. The rule contains the action part as
well – it specifies how the target should be scaled and by which amount (e.g. the instances count should be
increased by 5).

The schedule-based autoscaling offers the user an opportunity to utilize the knowledge of load periodicity.
In particular, a scaling schedule can be specified for particular days of the week and for particular intervals
of time. If a load pattern such as diurnal pattern is known to occur, it can be captured in the schedule-based
autoscaling. In addition, one can specify different autoscaling behavior for a range of dates.

Like AWS, Azure offers its own managed Kubernetes service – Azure Kubernetes Service (AKS). In ad-
dition to the core Kubernetes autoscaling mechanisms, Azure provides own Kubernetes-based Event Driven
Autoscaling (KEDA)48. KEDA serves as Metrics Server in Kubernetes and allows to define autoscaling
rules using custom resource definitions (CRD).

2.2.3.3 Google Cloud

Google Cloud closes the top three cloud providers by the market cap49. Thriving on the Google’s vast
experience in managing the warehouse-scale data centers, Google Cloud provides both the VM clusters-
level and the application-level offers.

Google Cloud offers autoscaling service for their Managed Instances Groups (MIG)50. Essentially, it has
the same purpose as the AWS Auto Scaling service for EC2 instances. The autoscaling service by Google
Cloud supports three autoscaling policies. The first one is based on observing the average CPU utilization
of the VM cluster. The second aims at balancing the HTTP serving capacity, based on either utilization or
the requests per second. The third one makes use of cloud monitoring metrics.

Google’s autoscaling service tries to reduce the response latency due to abrupt scale down events by allowing
to set the following properties of the autoscaler: a) the maximum allowed reduction that limits by how much
MIG can be scaled down so that the workload spike can still be served; b) the trailing time window is an
interval of time within which the autoscaler monitors the peak workload; the autoscaler will not resize below
the maximum allowed reduction subtracted from the peak size observed in this time interval.

Google’s autoscaling service for MIG works as follows. It constantly monitors the instance group and sets its
recommended size in terms of VMs count such that it would be able to serve the peak load over the last ten
minutes (stabilization period)51. MIG can either use the recommendation as-is or use the recommendation
only if it supposes the scale-out, or ignore the recommendation entirely. An autoscaler is conservative – it
rounds up or down when it determines how many instances to add or remove. This behaviour is supposed to
prevent the autoscaler from removing too many resources and from adding an insufficient number thereof.

Google Kubernetes Engine (GKE) is a service that provides the user with a Google-managed Kubernetes
environment for a containerized application on Google’s infrastructure52. Since this offer is based on Ku-
bernetes, it supports all the autoscaling options provided by Kubernetes which are discussed in the next
subsection.

48 https://github.com/kedacore/keda
49 https://www.statista.com/chart/18819/worldwide-market-share-of-leading-cloud-infrastructure-service-providers/
50 https://cloud.google.com/compute/docs/autoscaler
51 https://cloud.google.com/compute/docs/autoscaler/understanding-autoscaler-decisions
52 https://cloud.google.com/kubernetes-engine/docs/concepts/kubernetes-engine-overview

17



2. Background

2.2.4 Autoscaling in Kubernetes

Kubernetes offers three types of autoscalers managing different capacity representations. Horizontal Pod
Autoscaler focuses on changing the number of pods replicas. Vertical Pod Autoscaler changes pod resource
requests to make it utilize more or less of the node that it is deployed on. Cluster Autoscaler changes the
number of nodes if the managed application is deployed in a cloud. The technical details for each autoscaler
of Kubernetes v1.18 follow.

Horizontal Pod Autoscaler (HPA) automaticlaly adjusts the count of the pod replicas that are deployed
in a ReplicaSet53. HPA is one of the core Kubernetes controllers. The core component of HPA is Replica
Calculator. It implements the pod replicas count calculation logic. Calculator is equipped with the Metrics
Client to query the metrics relevant for its computations. It can also be adjusted with help of additional
settings like tolerance that is used to stabilize the scaling. HPA runs in an infinite loop reconciling the state
of the associated ReplicaSet periodically. On each round, it starts by extracting the current replicas count and
the resources occupied by them. Next, HPA determines whether it needs to rescale controlled pod replicas,
and, if yes, by how many (desired replicas) and with what reason (rescale reason). The rescaling is trivial
if either the current amount of replicas is set to 0 or the current number of replicas is higher/lower than the
specified max/min replicas count. In the former case HPA simply sets the desired count to 1, whereas in the
latter the desired count is set to appropriate limit. In the nontrivial case, HPA has to use a more advanced
logic of Replica Calculator.

Internally, HPA recognizes several types of metrics to use for the replicas calculation: a metric for an ar-
bitrary object ObjectMetricSourceType, a metric for pods PodsMetricSourceType, a metric for a resource
ResourceMetricSourceType, and an external metric ExternalMetricSourceType. These metrics are computed
differently, which impacts how the corresponding replicas count is calculated. ObjectMetricSourceType de-
scribes an arbitrary Kubernetes object, e.g. hits-per-second for Ingress object. PodsMetricSourceType differs
in that it represents metrics for pods and is averaged before being compared to the target value. Resource-
MetricSourceType is specified in pods requests and limits for CPU and memory. ExternalMetricSourceType
is introduced to allow the scaling based on the metrics for objects running outside of the Kubernetes cluster,
e.g. the queue length in a cloud messaging service or the queries per second (qps) count for a load balancer.

Before calculating the desired replicas count, Replica Calculator collects current values for the relevant
metrics via Metrics Client. Metrics Client abstracts the low-level details of the metrics retrieval which is
done either via the legacy Heapster client or the REST metrics client. Its unified interface supports operations
to get metric values for every metric type considered above. As an example, let us consider the calculation
of pod replica count using ObjectMetricSourceType.

The calculation starts with computing the usage ration (in case of raw metric, i.e. not averaged):

usageRatio =
utilization

targetUtilization
(2.1)

If the computed usage is within the tolerance range of the absolute usage, viz, 1.0, then the current replicas
count is used as a desired count. The logic is that the utilization is close to 100%, but not higher, hence the
metric is utilized. However, if the usage ratio is not within the tolerance range of the absolute usage, then
the count of the running pods is determined and used to compute the desired count as follows:

desiredCount = dusageRatio · readyPodCounte (2.2)

53 https://github.com/kubernetes/kubernetes/tree/master/pkg/controller/podautoscaler
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In case of an averaged metric, Replica Calculator first computes the usage ratio as follows:

usageRatio =
utilization

targetAverageUtilization · replicaCount
(2.3)

If the discrepancy between the usage ratio and the absolute usage is larger than the tolerance, then the current
replicas count (used as desired later on) is computed as follows:

currentReplicas = d utilization
targetAverageUtilization

e (2.4)

Lastly, the utilization is averaged over the current replicas count:

utilization = d utilization
currentReplicas

e (2.5)

Vertical Pod Autoscaler (VPA) sets the resource requests automatically based on usage and thus allowing
the proper scheduling onto nodes so that appropriate resource amount is available for each pod. VPA em-
ploys the most elaborate logic among all the Kubernetes autoscalers. At the moment of writing, VPA was
not included in the mainstream Kubernetes54.

VPA’s specification includes a target controller that manages a set of pods, e.g. Deployment or StatefulSet,
the update policy that describes how the changes in resources are applied to the pods (UpdatePolicy), and
the resource policy that computes the recommended resources for pods (ResourcePolicy). The update policy
and the resource policy define the behaviour of VPA.

At the moment of writing, the behaviour of the update policy is determined only by the update mode that
is limited to the following options: Off that does not allow VPA to set the pod resources, although the
recommendations about the resources are still produced (valuable for the dry run); Initial that allows VPA to
assign the resources only at the start of the pod and does not allow to perform the changes later on; Recreate
that allows VPA to assign the resources on pod creation time and to update them during the lifetime of the
pod by deleting and recreating it; Auto that allows VPA to assign the resources on pod creation time and
to update them during the lifetime of the pod by using any available method (currently only Recreate is
available).

The resource recomputation is governed by the Resource Policy. At the heart of Resource Policy are the
policies for individual containers (ContainerResourcePolicy) constituting the pod with the requirement of
not more than 1 policy per container. Each container resource policy can be assigned to a particular container
in a pod by specifying the name of the container. If the policy is not specified for a particular container name,
then the Default Container Resource Policy is used. Each Container Resource Policy is composed of the
following parts: ContainerName that can either specify a container or be a wildcard to allow its application to
all the containers in the pod; ContainerScalingMode that currently specifies whether the vertical autoscaling
is applied to the container; MinAllowed – the minimal resource requirements to ensure that the container
will run; MaxAllowed – the maximal possible resource allocation for the given container, e.g. to avoid the
oversubscription for the limited resources.

VPA consists of four core components: Recommender, Updater, Admission Controller, and Quality Con-
troller. To a large extent, Recommender defines the scaling behavior of VPA.

54 https://github.com/kubernetes/autoscaler/tree/master/vertical-pod-autoscaler
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Recommender computes the recommended resource requests for pods based on the current and the historical
resources usage. Each pod resource recommender consists of three resource estimators – the target estima-
tor, the lower bound estimator, and the upper bound estimator. These estimators allow the Recommender
to derive the optimal, the minimal and the maximal amount of resources per pod. These estimators are
initialized with specific percentiles for both the CPU and the memory utilization: target – 0.9 percentile,
lower bound – 0.5 percentile, and upper bound – 0.95 percentile. The logic behind the usage of various
estimators for various percentiles is to account for different resource allocation scenarios. The uncertainties
in the measurements are taken into account by adding a safety margin of 15% (SMF = 0.15) on top of the
resource estimate. Thus, the margin-adjusted resource estimate for the percentile X is:

R̂ = R̂X% · (1+SMF) (2.6)

An additional adjustment is applied to the lower- and upper-bound estimators. Both are multiplied by the
confidence factor with different parameter values. This factor is computed as follows:

k =
(

1+
m
d

)e
(2.7)

where d stands for the metric history length in days, m and e are the estimator-specific parameters. With
this factor, the final estimate of R̂ for lower and upper boundaries is scaled by the corresponding k. These
parameterized estimators with the safety margin of 15% are computed as follows:

R̂target = 1.15 · R̂90% (2.8)

R̂lowerbound = 1.15 · R̂50% ·
(

1+
0.001

d

)−2

(2.9)

R̂upperbound = 1.15 · R̂95% ·
(

1+
1
d

)
(2.10)

As any other Kubernetes autoscaler, VPA runs in an infinite loop. At each iteration, it executes the Recom-
mender algorithm and updates the health status. The algorithm starts with the initialization of the timer to
monitor the Recommender’s execution time and the acquisition of the context. Next, Recommender actual-
izes the state of the associated pods group and proceeds to the calculations.

The resource calculation is performed for each container. At first, Recommender sets the bare minimum
amount of resources minResources for every container in the pod to be the same:

minResourcesCPU =
podMinCPUMillicores

containersInPod
(2.11)

minResourcesmemory =
podMinMemoryMb

containersInPod
(2.12)

The defaults for the min values of the resources are: 250Mb for podMinMemoryMb, 25 mCPUs for pod-
MinCPUMillicores. According to the formulas, the bare minimum of resources is equally distributed among
all the containers. The computed minResources are used as an input to the resource estimatorWithMinResources
attached at the end of the already initialized chains of resource estimators discussed earlier (target, lower-
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and upper bound: PercentileEstimator → MarginEstimator → ConfidenceMultiplier). With minResources
being denoted as r, the equations 2.8, 2.9, 2.10 can be rewritten as follows:

R̂target = max
(
r,1.15 · R̂90%

)
(2.13)

R̂lowerbound = max

(
r,1.15 · R̂50% ·

(
1+

0.001
d

)−2
)

(2.14)

R̂upperbound = max
(

r,1.15 · R̂95% ·
(

1+
1
d

))
(2.15)

By applying this additional safeguard estimator, Recommender ensures that the amount of resources allo-
cated by VPA to a container won’t fall lower than the minimum.

Cluster Autoscaler (CA) automatically adjusts the size of the Kubernetes cluster when either there are pods
that failed to run due to insufficient resources or there are nodes that have been underutilized and their pods
can be placed on other existing nodes55. CA runs on the Kubernetes master node. At the time of writing,
CA supports all the major cloud services providers, viz, AWS, Google (GCE and GKE), Microsoft (Azure),
Alibaba, DigitalOcean, and OpenStack Magnum.

Major functionality of CA is implemented by the following components:

• cloud provider interfaces that wrap cloud provider-specific APIs and the models of nodes;

• autoscaling core that implements the main cluster autoscaling logic, e.g. checking the new cluster
size against the user-defined limits;

• estimator that computes the required nodes count to fit the given pods count according to the bin
packing algorithm;

• expander that selects a node group to deploy the pods56 according to one of the supported strategies:
a random node group, a node group that fits the most pods, a node group that leaves the least fraction
of CPU and memory, the most cost-effective node group, a node group based on a user-configured
priorities.

CA conducts autoscaling as a scale-up followed by a scale-down during the same round. CA treats these
actions a bit differently.

Scale up. At the moment of writing, Kubernetes supports only the bin packing estimator to allocate nodes
during the scale-up. This estimator treats the task of finding the right amount of nodes to place pods as a bin
packing problem [32]. Each node represents a bin characterized by some volume, or capacity in terms of
resources, such as CPU, memory, ports. A pod represents an item taking some of this volume when placed
in a bin (volume also in terms of resources). The task is to allocate items (pods) into bins (nodes) such
that the number of bins (nodes) is minimized. CA employs a variation of the First Fit Decreasing (FFD)
algorithm to solve the bin packing problem in O(nlog(n)) time [33].

To solve the bin packing problem, CA first calculates the score for every pod. The score is calculated as
the sum of two fractions. The first one is the fraction of the CPU requested by the pod in relation to the
CPU capacity given in the node template. The second one is the fraction of the memory requested by pod in
relation to the memory capacity in the node template. The formula is as follows:

55 https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
56 In Kubernetes, a node group corresponds to the virtual machine type (also flavor) for the cloud services provider.
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score =
CPUreq

CPUnode
+

MEMreq
MEMnode

(2.16)

Later, these scores are used to sort the pods in the decreasing order, i.e. higher score means the higher
allocation priority. CA then loops through the sorted pods one by one and tries to place each on the available
nodes. If the node cannot accommodate a new pod due to the insufficient resources, then the next node is
checked, and so on until CA runs out of nodes. In the latter case, a new node is started to accommodate the
pod. As a result of executing this algorithm, CA outputs the number of nodes to start.

Scale down. The asymmetry between the scale up and the scale down of the cluster is based upon risks
attributed to both actions. The risk associated with the untimely scale up is not so severe since the cost is
delaying the service of the incoming requests. An untimely scale down can result in abrupt cancellation of
the requests being processed.

Before conducting the scale down, CA computes the resource limits that are left for the scale down. In con-
trast to the scale up, the intuition here is as follows. The application owner may specify the limit on the mini-
mal amount of resources in the node group that is necessary to support the functionality of the application for
the minimal anticipated load. This limit should be respected by CA, which means that it cannot remove more
nodes than the amount specified by the scale down resource budget, i.e. currentResource−minResource
both for cores and the memory.

Next, CA considers the unneeded nodes for the scale down, i.e. the nodes whose pods can be scheduled
somewhere else. The unneeded node is skipped for the scale down if it is marked with a no-scale-down
annotation. Such mechanism is useful to pertain core nodes holding some unique and important resource.
If the node was unneeded not long enough (scaleDownUnneededTime), then it is also not removed during
the current round of autoscaling algorithm. Unready nodes may also be skipped for deletion if they were
unready not long enough (scaleDownUnreadyTime).

After checking all this node removal conditions, CA computes the scale down resource delta and checks
whether it is withing the scale down resource budget defined earlier for each resource type. If it is within
the limits, then the corresponding nodes are added to the scale down candidates list.

CA starts by trying to delete the empty nodes in bulk. Such nodes do not have any pods running on them.
If it turns out that there are no empty nodes, CA will try to delete the nodes that host the smallest count
of pods. This results in pods recreation on other nodes while freeing the resources. Following, CA tries to
find other nodes to remove by checking the scale down candidate list. During such check, CA investigates
whether the candidate nodes have blocking pods on them, e.g. system pods or pods that did not yet run out
of their disruption budget. If blocking pods are detected, then the nodes hosting them are excluded from the
scale down – thus, the resulting scale down list may shrink. At the same time, CA tries to find a new place
for pods to be deleted by draining the corresponding nodes. It starts with checking pod hints. If there is no
alternative node provided in the pod’s hints, then CA tries to find any node that matches the requirements
of the pod. Lastly, the pods are moved and the nodes from the pruned candidates list are deleted from the
cluster in the background.

Important to note that CA considers heterogeneous nodes, i.e. it takes into account whether the node has
GPU or not when considering the cluster scaling.

2.2.5 Categorization of Autoscaling Approaches

To simplify the discussion of the related work on autoscaling in Chapter 4, in the following paragraphs we
introduce several categories that the majority of the autoscaling approaches belong to.
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Machine Learning, Forecasting and Regression based approaches. This broad category of autoscaling
approaches leverages available metrics data to build the models of processes directly or indirectly related
to autoscaling. Following, these models are used to predict some quantitative characteristic relevant for
autoscaling, such as future load or resource utilization for particular kind of resource. If there are some
sort of regularities in the collected metrics (load seasonality, relation of response time on the allocated
resources and load, etc.), an appropriately tuned model fed with enough data will be able to grasp them.
These regularities expressed as regressions allow to estimate the relevant parameters and take the optimal
scaling decisions given the predicted values. The downside of autoscaling approaches in this category is that
they require substantial domain knowledge as well as expertise in statistical methods, stable and pervasive
monitoring infrastructure, and sometimes a considerable amount of compute and memory resources to fit
models (e.g. deep neural networks). The amount of collected observations and their versatility determine
the accuracy of approaches in this category to a large extent.

Optimal control based approaches. Autoscaling approaches in this category are deeply rooted in the
decades old mathematical discipline of optimal control. Optimal control attempts to continuously optimize
an objective function that quantifies the cumulative state of the dynamic system. In case of autoscaling, one
may optimize for the response time or the throughput of the application. Resource utilization and cost of
the cloud services may also be used as such objective functions. An objective function may also combine
multiple autoscaling quality characteristics, e.g. response time and CPU utilization. Optimal control is
agnostic of a particular objective function. The key idea is to discover some control law that allows to
achieve the desired optimality criterion. The control law is expressed as a set of differential equations that
map the variables (either observed or controlled) onto the value of objective function. By optimizing the cost
function for the given set of differential equations describing the autoscaled system, one can find the values
of control variables (e.g. the count of virtual machines or the amount of allocated resources of different
kinds) that yield the desired value for the objective function, e.g. response time staying below a certaing
threshold (aka set point). Most of the optimal control systems of equations for autoscaling have a feedback
form due to scaling actions impacting not only the objective function itself but also other parameters such
as resource utilization that are usually used as other inputs to the system of equations.

Pure optimization based approaches. Albeit similar to the previous category, autoscaling approaches that
fall into the pure optimization domain drop the feedback loop from the consideration. Autoscaling is thus
merely viewed as a constrained optimization problem replicated over discrete time scale. Optimization-
based approaches are usually complemented by performance modeling approaches that derive coefficients
for the objective function. The absence of the feedback loop is sometimes compensated for by infrequent
updates to the performance models characterizing the relation between the control variables and the cost
functional (e.g. between the count of virtual machines that the application runs on and the response time).

Algorithmic approaches. Autoscaling approaches in this category are deterministic. Although they still use
the monitoring data to take the scaling decisions, the internal structure is rather rigid in a sense of a model
of the problem domain. For example, a conventional ratio-based reactive horizontal autoscaling approach
discussed in the prior section on Kubernetes assumes proportionality between the number of replicas and
the resource utilization. This assumption might generally hold, but it may fall short of capturing accurate
relations between the resource allocation and the actual resource utilization for more complex application
topologies or unusual processing logic. Despite being rigid, algorithmic approaches have an advantage of
being fast and easy to reason about. The downside is, however, that they often require the application owner
to set a number of parameters such as resource utilization thresholds that simply do not have a general
default value and that should be tuned for each particular application if not service inside the application.
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3
Motivation

3.1 Limitations of Production-grade Multilayered Autoscaling

3.1.1 Approach to the Performance Evaluation of Autoscaling

To uncover the limitations of the existing autoscaling solutions, an approach devised in [34] can be applied.
The approach centers at the concept of autoscaling latency which represents the interval of time between the
moment when the desired state of the cluster/application was calculated and the moment when the current
state matched it, possibly, with some discrepancies. To assess the autoscaling quality from the user’s point
of view, one can compute the fraction of autoscaling latency during which the service level requirements
were violated; values close to 1.0 point at low autoscaling performance. Application response time and the
requests failure rate can be used as service level indicators to assess the autoscaling performance.

Determining the autoscaling latency at just a single layer of virtualization (virtual machines or containers)
is straightforward. In contrast, when the autoscaling is enabled at multiple layers (as in case of HPA/CA
Kubernetes autoscalers combination), the autoscaling intervals on separate layers may stay apart even though
they result from the same change in the load. The approach to handle such a case was introduced in [34]
under the alias of multilayered autoscaling performance evaluation. In short, the paper proposes to solve
this challenge using the notion of the time locality. The scaling actions across several virtualization layers
are considered to be associated if two conditions hold. First, the autoscaling event on the previous layer
and on the next one should have the same direction of scaling (scale up or scale down). Second, scaling on
the dependent layer follows the scaling action on the layer where the scaling first occurs. This is a general
approach to assess autoscaling for multilayered cloud deployments, e.g. Kubernetes offers coordinated
autoscaling with the HPA/CA combination in which CA clearly follows HPA, and the application scaling is
considered to be the driver to the cluster scaling. We implemented this autoscaling performance evaluation
approach in an autoscaling performance measurement tool ScaleX [35].

3.1.2 Discovering Limitations of Production Autoscaling Solutions

Autoscalers face various delays from the cluster managers, hypervisors, operating systems that run on nodes,
non-negligible network latencies, and the application itself. Even the autoscaler may become a source of

24



3.1. Limitations of Production-grade Multilayered Autoscaling

latency if it does not run continuously or the autoscaling logic is heavy-weight. It is natural to assume
that the observed behaviour, i.e. service level degradation during autoscaling, will only be emphasized in
vivo. To prove this assumption, we conducted the same autoscaling performance evaluation for three major
cloud services providers, viz, AWS, Microsoft (Azure), and Google (Google Cloud). In this experiment,
two autoscaling solutions were used. First, the VM cluster was autoscaled by using the native offerings of
the corresponding CSP. Second, Kubernetes HPA was responsible for scaling the deployed application.

An experiment covers 4 tests, each with one of the following load patterns: linearly increasing with drop,
linearly increasing with saturation and drop, random, triangular (linear increase followed by the linear de-
crease till 0). The total time for each test is 20 minutes with the request timeout set to 6.5 seconds. The
number of the simulated concurrent clients for each load pattern was 50. For each load pattern except for
random, the start value of the request rate was 1 request per second (rps), whereas the step change is set to 3
rps. The random load pattern oscillates around 50 rps. The test application computes the sum of prime num-
bers between 1 and 1000000 on each request received. The choice of such an application for the autoscaling
evaluation has two reasons: the application is compute-intensive and thus is fast to push the autoscaling de-
cision metric (CPU utilization) to the threshold set in autoscaling configurations; the application represents
the "lower bound" for a variety of more complex applications in which the autoscaling manifests in even
larger departure from the service level objectives.

The VM configurations for experiments are presented in Table 3.1. The OS image was Ubuntu 16.04 LTS.
The max size of the VMs cluster was limited by 3 nodes. Kubernetes was configured with the min pods
count of 1, and the max count of 10. Scale-up was invoked when the CPU utilization of the cluster was at
20% both for CSPs autoscaling services and Kubernetes HPA.

Table 3.1.: Virtual machine configurations.
Cloud services provider Instance type Memory vCPUs

Google Compute Engine (Google Cloud) - 2 GB 1 vCPU
AWS t2.small 2 GB 1 vCPU

Micorsoft Azure A1_V2 Standard 2 GB 1 vCPU

Following, the autoscaling performance evaluation results for the conducted experiments are discussed.

AWS Auto Scaling & Kubernetes: The scale up by the native AWS autoscaling service lags the scale-up
action by Kubernetes HPA (rows B and C in Figure 3.1). The lack of coordination leads to deploying the new
pods on the old VM instances with the newly added VMs hosting only a single pod. Such a disproportion
results in a latency increase as shown in row D of Figure 3.1. For the load patterns 2-4, max and mean
request latencies top 2.5 seconds directly before the scale up takes place and during the scaling action. For
load patterns 1 (linearly increasing) and 3 (random), Kubernetes HPA managed to keep the request latencies
and the failures count low due to the gradual incline in the load in the former case and relatively low mean
request count during the whole experiment in the latter case (row A). In case of load pattern 1, Kubernetes
HPA gave enough time to the AWS Auto Scaling service to scale up the cluster size thus avoiding the
decrease in service level when the pod replicas run out of the capacity of a single node. The low efficiency
of the autoscalers for the load patterns 2 and 4 is due to the steep increase in the requests rate. It is clearly
visible that part of this increase occurred when the current state of the cluster did not yet catch up to the
desired state. Thus, the autoscaling latency of 5 – 30 seconds was not enough accommodate the considered
load generation rates, leading to the surge in tail latency during the scale up.

Microsoft Azure Autoscale & Kubernetes. Microsoft Azure Autoscale demonstrates the slowest scale up
and scale down among all the evaluated autoscaling services as seen in row C of Figure 3.2. Plots in rows
D and E allow to conclude that the performance of a single Azure VM instance is higher than that of AWS
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Figure 3.1.: Autoscaling performance evaluation results for the AWS Auto Scaling & Kubernetes pair [11].

and GCE since with the late scale up Azure is still able to keep the performance on par with other tested
configurations. Similarly to the graphs acquired in the AWS Auto Scaling & Kubernetes experiment, row D
of Figure 3.2 demonstrates that Kubernetes HPA allowed to dampen the arriving load in case of the gradual
increase (pattern 1) and constant low mean (pattern 3), whereas the surge in the latencies and failures rate is
observed in other two patterns characterized by the steep increase in the load. The scaling of the cluster is
not able to keep up with such increase. Indeed, the most severe service level decrease (rows D and E) occurs
when the decision to scale the cluster size up is taken, but not yet implemented (row C). Since in tests for
both patterns 2 and 4, the scale up of the cluster size finishes too late, Kubernetes HPA places all its pods on
the first VM. This leaves the fresh VMs useless – the service level does not improve upon their start. These
load patterns not only increased the tail latency in the Microsoft Azure Autoscale & Kubernetes experiment,
but dramatically reduced the service level over the whole spectrum of latencies.

Google Compute Engine (GCE) autoscaling & Kubernetes. Rows D-E in Figure 3.3 show that the
GCE/Kubernetes deployment is able to cope with every offered load pattern. Row C reveals that the cause
is that the native GCE autoscaling service quickly arrives at the scaling decision. Thus, the scaled up pod
replicas are distributed over more VMs. As a result, higher load can be served. However, even with the
smallest demonstrated autoscaling latencies, the load patterns 2 and 4 still result in an increased tail latency
as shown in row D. The latency drops only when the current state matches the desired for both layers.
Although this happens fast, on a scale of just a few seconds, still, for the steep load increase, some requests
end up waiting longer than the majority (tail latency).

3.1.3 Conclusion

The evaluated state of art of the reactive autoscaling clearly indicates that it does not matter how low the
autoscaling latency actually is – as long as it exists, a steep enough load increase will result in the tail
latency. The increasing scale and the complexity of the modern cloud-native applications combined with the
tight service level requirements leads to the longer tails of the response times distributions [36]. The in vivo
evaluation of the state-of-art autoscalers clearly demonstrates that the reactive resource utilization-based
autoscaler cannot cope with the challenge of serving user requests on the milliseconds scale.
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Figure 3.2.: Autoscaling performance evaluation results for the Azure Autoscale & Kubernetes pair [11].

Figure 3.3.: Autoscaling performance evaluation results for the GCE autoscaling & Kubernetes pair [11].
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4
Related Work

4.1 Autoscaling

Autoscaling spans multiple layers of abstraction, e.g. it can be performed on a single node, across multiple
nodes, or even across multiple sites. In addition, there are many systems and applications aspects related to
it, such as load balancing, state replication, fault tolerance, resource management, replica placement, virtual
network topology optimization, and ensuring service level for the end user.

4.1.1 Autoscaling: General Aspects

The development of the autoscalers and autoscaling policies requires one to understand multiple facets of
the autoscaling process and its impact on the service level.

In [13], authors formulated the problem of autoscaling VMs clusters as an optimal control problem with
the cost function incorporating the cost of resources and the cost of deviation from the desired performance
objectives. Similarly, the application of control theory to the web services scaling was investigated in [37].
A mapping of the autoscaling concepts onto the corresponding concepts of the control theory and the evalua-
tion of the control-theoretic approach to the elastic resource management was presented in [38]. CACTOS, a
framework to model applications and data centers, to simulate them for scheduling and operating purposes,
and to optimize application deployment and resource use automatically based on the control theory, was
proposed in [39]. The generalized optimization framework for autoscaling that conceptualizes optimiza-
tions in the cloud in multiple provisioning models such as IaaS, PaaS, and SaaS by identifying the sources
of information for optimization, optimization goals, and optimization actions, was proposed in [40]. An
importance of autoscaling and placement as the part of self-management for the cloud services to satisfy the
service level agreements (SLA) was emphasized in [41] and [42].

Traditionally, literature represents autoscaling in a framework of the optimal control theory [43, 44]. This
framework captures the key aspects of the autoscaling, i.e. the feedback loop that is at the heart of any
autoscaler and the optimization target that the autoscaler tries to meet. This thesis does not depart from
the optimal control theory framework and its terminology. However, the proposed autoscaling policies and
mechanisms are not necessarily built using control theory modeling and optimization methodology.
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4.1.2 Autoscaling for VMs and VM Clusters

IaaS offers an opportunity to scale virtual machines. Scaling of a single virtual machine can be done by
expanding or shrinking resources allocated to it such as CPU cores, memory, disk space, and network
bandwidth. Such scaling is often referred to as a vertical scaling. Scaling of the clusters of virtual machines
is done by increasing or reducing the number of virtual machines in the cluster. This type of scaling is
referred to as horizontal scaling. Historically, the autoscaling solutions appeared first for IaaS offers, in
particular, for VM clusters scaling. Most of the techniques used in IaaS paradigm came directly from
the data center resource management. In what follows, we proceed through the categories of autoscaling
approaches introduced in Section 2.2.5.

Autoscaling for VMs and VM Clusters: Machine Learning, Forecasting and Regression based ap-
proaches. Google’s Autopilot reduced the scaled jobs slack to 23% from 46% for manually-managed jobs
and the number of out-of-memory (OOM) errors by a factor of 10 by using an ensemble of machine learning
models that solves a multi-armed bandit form of the resource allocation problem with the resource limits
computed using the moving window augmented by an exponential decay weighting [18]. A proactive-
reactive VM cluster autoscaler Chameleon combines the arriving load intensity forecasting with the run-time
service demand estimation using the service demand law to determine the desired amount of VMs for scal-
ing without the application instrumentation [45]. Telescope extends the quality of autoscaling by offering
a hybrid multi-step-ahead workload forecasting based on the time series decomposition combined with the
K-means clustering for single time periods powering the centroids forecasting with the feedforward ANN,
with the ARIMA used for trend forecasting, and XGBoost for combining the forecast components [46].
Moving ahead, authors propose to automate the selection of the forecasting model using either the oversam-
pling and the binary classification or the recommendation based ensemble forecasting [47]. Budget-aware
Performance-Feedback Autoscaler (PFA) scales VM clusters to accommodate the workflows of workloads
by determining the resource profile of an application and predicting the resource demand using the token-
based approximation [48]. In [49], [50], and [51], authors investigate an approach to share the virtual
resources between multiple cloud tenants based on their workload profiles. Each tenant is represented by
a reinforcement learning agent adapting the cloud capacity in a technical debt framework by using such
attributes as amnesty and interest to improve the scaling actions. DuoScale achieves the target latency by
using requests cloning on low-capacity VMs with cost savings up to 50% compared to scaling only the high-
performance VMs with help of forecasting the requests arrival times and predicting the latency for overhead
cancel and no cancel policies [52]. In [53], authors propose a combination of Kalman filter for preprocess-
ing the monitoring signal with the prediction techniques such as ARIMA, feedforward neural network, and
support vector machines to enable proactive provisioning of VMs on autoscaling to meet the service level
objectives. Such a solution may be improved by adding a reactive autoscaling as a fallback scenario [54].
Scryer is a predictive autoscaling engine used at Netflix to scale the VM clusters in advance according to
the forecasted user’s demand with a fallback to the reactive algorithm12. In [55], authors propose a niche
reactive cluster autoscaling algorithm that scales the cluster up only if the costs of providing a new VM can
at least be covered by the profit received. [56] explores the predictive autoscaling approach for optimizing
the provider’s costs by using the linear regression and support vector machines techniques to predict the
requests prior to making the scaling decision. [57] combines the ideas of previous two papers in a hybrid
autoscaling technique that scales the VM cluster both in proactive and reactive way. In [58], authors propose
a VM clusters feed-forward adaptation scheme that is based on the layered queuing network with parameters
tuned by an extended Kalman filter.

1 https://netflixtechblog.com/scryer-netflixs-predictive-auto-scaling-engine-a3f8fc922270
2 https://netflixtechblog.com/scryer-netflixs-predictive-auto-scaling-engine-part-2-bb9c4f9b9385
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Autoscaling for VMs and VM Clusters: Optimal Control based approaches. Elasticity controllers for
clusters of virtual machines based on the estimation of the future load managed to reduce the over-allocation
of resources up to 32% and the SLA violation rate up to 2.1 times compared to a regression based solu-
tion [12]. Similarly, a hybrid reactive-adaptive controller implementing the horizontal autoscaling of the
VM cluster managed to lower the delayed requests count by a factor of 3 for bursty cluster traces when
compared to a pure reactive controller [59]. Automatic workload classification using K-nearest neighbors
classifier allows to augment the ensembles of elasticity controllers with the ability to switch between them
depending on the workload characteristics such as periodicity and burstiness [60]. In [61], authors design
and evaluate a feedforward controller to predict the resource capacity requirements for VM cluster aug-
mented by a feedback controller to dynamically adjust the parameters of the latter based on the discrepancy
between the average and the reference requests waiting time. An attempt at vertical autoscaling of user-
facing applications based on an inverse relationship between the average response time and the resource
capacity allocated to it in an open and closed feedback control loop models is made in [62]. A dynamic
hybrid memory scaling controller for Xen hypervisor that uses discrepancies both in the application re-
sponse time and in the memory utilization as the measured error for the controller’s input is introduced in
[63]. It allowed authors to achieve memory utilization close to 83%. In [64], they proceed by proposing a
fuzzy controller that dynamically scales both CPU and memory in a coordinated manner. Similarly, [65]
introduces a KPI-agnostic Model Predictive Multiple Input Multiple Output (MIMO) controller to adjust
the CPU and memory allocation to virtual machines hosting the application such that the desired service
level objectives are met. A virtual machine repacking approach proposed in [66] demonstrates 7% – 60%
resource cost saving by finding an optimal VMs count to serve the application with the desired service level
while minimizing the cost.

Autoscaling for VMs and VM Clusters: Pure optimization based approaches. In [67], authors treat
the VM type selection for the horizontally scaled heterogeneous cluster as an optimization problem with a
cost-migration delay trade-off – the problem is then solved using the Lyapunov optimization techniques.

Autoscaling for VMs and VM Clusters: Algorithmic approaches. ElasticSFC is an autoscaling algo-
rithm for scaling the service functions chains (SFC) in the network functions virtualization (NFV) context
that compares average end-to-end latency in SFC as well as the average bandwidth utilization and the aver-
age CPU utilization against the thresholds to devise the scaling actions both for bandwidth and the network
functions [68]. In [69], authors claim more than 50% cost reduction in the Giraph graph processing system
deployments by dynamically repartitioning the VM cluster through merging the virtual machines and mi-
grating the replicas depending on the memory requirements of the application. In [70], authors propose a set
of algorithms unified under the name lightweight scaling that implement the combination of the fine-grained
scaling by modifying VM resource configuration with an automatic reactive scaling.

In contrast to the examined papers, this thesis takes an approach-agnostic stance on autoscaling of VMs and
VM clusters. This is achieved by distilling the common aspects of the autoscaling models and approaches
prevalent in the literature and using them as building blocks for the autoscaling policy. Being agnostic to the
approach allows to synthesize the ad hoc autoscaling policies, i.e. the policies that are most appropriate for
the particular setting and the scaling target.

4.1.3 Autoscaling for Applications and Services

Decoupling application and service autoscaling from VM clusters autoscaling improves the dynamic re-
source capacity allocation. The reason is that some nodes might be able to co-locate multiple service
instances. These instances share the common resources such as CPU and memory, and may also exhibit
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bursting properties, i.e. the sum of the service instances resource requirements is higher than what the host-
ing node can offer. In addition, the co-located services or service instances may share the access to a costly
resource such as GPU. Lastly, for the application owner it is easier to think in terms of application scaling.

Autoscaling for Applications and Services: Machine Learning, Forecasting and Model-based ap-
proaches. Chamulteon adapts the original approach by Chameleon [45] to autoscale the applications con-
sisting of multiple services in a coordinated manner by forecasting the requests arrival rates only at the
user-facing service with Telescope [46] and deriving the scaling action based on the results calculated for
the preceding service [71]. In [72], authors propose to address the issue of DoS attacks by using the combi-
nation of Kalman filter with an OPERA layered queuing network (LQN) model to predict the performance
of a multi-tier cloud application and to adapt it to the upcoming changes in workload. ATOM autoscaler
is also based on an LQN application model – it generates the candidate scaling configurations based on
the genetic algorithm and then searches for the solution that generates the most revenue and minimizes the
total allocated CPU shares [73]. [74] proposes a cost- and profit-aware cloud applications and VM clusters
autonomic management mechanism by solving the corresponding online optimization problem with help of
ML-based performance models and the feedback loop that adapts the application at compute and network
levels. In [75], authors introduce a model to predict the application’s tail response times in case of replication
without canceling. This is achieved by employing the phase-type distributions, Markovian arrival processes,
and the correlated hyper-Erlang (CHE) distributions; the average prediction errors for the 99th percentile
of response times are in the range 4% – 7% on MATLAB and MediaWiki benchmarks. An autoscaling
framework for containerized elastic applications that scales the containerized application in three stages was
proposed in [76]. This framework starts with the reactive scaling, then it predicts the demand for the CPU
utilization using the tuned ARMA model. In turn, this enables the framework to scale the application proac-
tively. MYSE is an architecture proposal for predictive autoscaling of replicated services based on queuing
models and forecasting for requests inter-arrival times (using dense feedforward neural network) as well as
for the service times [77]. PASCAL, an evolution of MYSE, enables predictive horizontal autoscaling of
operators in the streaming applications such as Apache Storm by forecasting the future workload, profiling
the performance of the application services, and combining these results to conduct the scaling actions in
advance [16].

Autoscaling for Applications and Services: Optimal control based approaches. In [78], authors pro-
pose to address the challenge of the SLO-compliant multi-tier applications autoscaling by decomposing the
application-level SLOs into per-tier SLOs and equipping each tier with a dedicated proportional integral
derivative (PID) controller that adapts the count of nodes in the cluster.

Autoscaling for Applications and Services: Pure optimization based approaches. In [79], authors pro-
pose to solve an optimal application deployment problem by predicting application performance with the
Layered Queueing Network (LQN) model that builds on results of solving individual network flow models
(NFM) as linear programming subproblems that ensures the scalability of the approach.

Autoscaling for Applications and Services: Algorithmic approaches. In [80], authors propose to use
the resource deflation of applications that utilize the transient cloud resources to reduce the performance
degradation by up to 2 times compared to the preemption-based approaches via cascading resource reclama-
tion technique. An alternative approach for the application autoscaling to meet SLOs based on the network
bandwidth management in the overlay networks tries to improve the response time by changing the band-
width of the application flows with a greedy hill climbing heuristic [81]. In [82], authors propose to increase
web applications’ fault tolerance with autoscaling policies that take into account multiple resources such as
CPU, memory, network and disk usage and switch between the spot mode and the on-demand mode with
the bidding strategies to improve cost-efficiency and reliability both for the cluster and the application. A
partial replication system sPARE was shown to improve the tail latency of MediaWiki and Solr multi-tier
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applications by a factor of 2.7x and 2.9x, respectively, by using the cross-tier variability-aware coordinated
service replication via iterative search [83] and augmenting the application with a replication-aware arbiter
that uses token-based dispatching of requests [84]. CAUS is an elasticity controller for containerized mi-
croservices that considers contribution by each container to make the horizontal scaling decisions – the scale
down occurs only if the container’s contribution is lower than the specified threshold [85].

As was already emphasized, this thesis takes an approach- and model-agnostic stance on the autoscaling
policies and mechanisms. This applies to the applications and services scaling as well.

4.1.4 Autoscaling for Storage

Elastic storage is a specialized area that received a lot of attention from the autoscaling community recently.
Such attention is caused by the fact that most applications are stateful. As a consequence, autoscaling of the
frontend and of the application logic necessarily means that the storage should be scaled as well, otherwise it
becomes a bottleneck. A special feature of scaling the storage is in the need to ensure the consistency when
scaling it horizontally. In addition, elastic storage exhibits universal asymmetry property – every request
is either read or write. This asymmetry allows to scale the storage differently depending on the kind of
workload.

Autoscaling for Storage: Machine Learning, Forecasting and Model-based approaches. OnlineElast-
Man scales cloud storage services using the weighted majority workload forecast based on ARIMA models
and the regression tree combined with the support vector machines-based VM classification into the service
class based on the intensity of read and write requests and the requested data size [15]. ProRenaTa wraps
the reactive and proactive approaches to cloud storage scaling by combining SLO violation prediction based
on the storage reads/writes with the workload forecasting using the Wiener filter for the stable load, cyclic
behavior and background noise and the autoregressive (AR) model for the periodic peaks [86].

Autoscaling for Storage: Optimal control based approaches. In [87], authors propose to address the
challenge of managing the distributed elastic storage by deriving a state space model for the elastic stor-
age [88] and implementing the combination of the Least Quadratic Regulation (LQR) feedback controller
with the fuzzy controller. ElastMan combines proportional-integral (PI) feedback controller with the binary
classification-based feedforward controller both targeting the 99th percentile read latency to manage the
number of servers for the deployment of a key-value store [14].

Autoscaling for Storage: Algorithmic approaches. Elastic ephemeral storage Pocket demonstrates per-
formance similar to ElastiCache Redis for serverless analytics while reducing the cost by almost 60% via
leveraging user hints to make cost-effective resource allocations when scaling [89]. PAX employs query
sampling and knowledge of the data partitioning across the cluster nodes to adapt the capacity of Cassandra
clusters both in proactive and reactive ways via ensuring that the average node CPU utilization stays in the
defined range [90].

4.2 Service Level & Performance Modeling

The discrepancy between the delivered and the desired service level is commonly perceived as a measure
of an application autoscaler’s efficiency. Such a variable can be used directly as a metric to produce the
scaling action that brings the observed service level towards the desired value. Service level alone, however,
is insufficient to determine the scaling action. In practice, a performance model of the autoscaled system
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should complement the service level. Such model establishes the relation between the managed parameters
of the systems, such as VM count and their types, and the delivered performance, e.g. in terms of service
level metrics such as response time and throughput. Reversing this relation and combining it with the desired
level of service yields parameterization of the scaling actions that has high chances of meeting the service
level objectives. In this section, we focus at the related work that studies the ways to improve the service
level delivered by the cloud applications.

In [91], authors introduce a general autonomic computing framework for data center resource allocation op-
timization towards measurable service and business level objectives. A microservice execution framework
GrandSLAm aiming to improve the throughput of application is introduced in [92]. GrandSLAm improves
the throughput of an application by up to 3 times compared to the baseline by building microservice directed
acyclic graph (DAG), calculating the slack at each level of DAG, and then dynamically batching requests
with reordering. In addition, it forwards the remaining slack down the microservices chain. A layered queu-
ing network model to capture the relation between the CPU requests and requests rates and the performance
parameters such as throughput, queuing delays and resource utilization is proposed in [93]. This model is
used to solve the optimal resource allocation problem for cloud resource management. In [94], authors de-
compose service level objectives into system level thresholds by solving the constraint satisfaction problem.
The problem is solved with the combinations of equations for system level thresholds constrained by the
high-level application service level objectives. The initial data for solving equations is supplied by the ap-
plication performance model and the performance profiles of individual application components. A generic
performance model for cloud systems is proposed in [95]. This model encompasses 19 metrics divided into
3 abstraction levels: basic performance metrics, cloud capabilities, and cloud productivity. In [96], authors
address the problem of QoS-aware optimization in component-based software systems, which microservice
applications belong to. The types of optimization problems solved are the availability-cost problem and
the three-dimensional availability-performance-cost problem. Terminus is an approach and a tool to mea-
sure the capacity of individual microservices in terms of the requests served per unit of time; it is done by
exploiting the offline profiling with stress-testing the application with increasing load till the service level
objectives are violated [97].

This thesis follows the state of the art in treating the service level metrics and objectives as targets guiding
the autoscaling process.

4.3 Resource Management in Data Centers

Resource management is an overarching research area that encompasses autoscaling. Resource management
is one of the main concerns of a cloud services provider. CSPs aim to maximize the utilization of physical
servers while minimizing violations of the service level agreements (SLA) with their clients [98]. The
majority of concepts and techniques used in autoscaling were borrowed from the DCs resource management
research.

4.3.1 Classical Data Centers Scheduling

Scheduling in data centers is an old problem which was approached by many researchers. There exist many
general-purpose solutions as well as more specialized ones.

Reconsolidating PlaceMent scheduler (RPM) is an example of a classical data center scheduling solu-
tion [99]. It assigns resources to virtual machines and solves the distributed bin packing problem to co-
locate VMs on physical servers. This is achieved by consolidating the VMs in a topology-aware manner,
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and taking into account migration costs, resource contention, and load variability. A Peer-to-Peer (P2P)
resource management framework for data centers is proposed in [100]. This framework maximizes utiliza-
tion of a data center while adhering to the resource constraints of the servers. It uses three heuristics to
select a neighbor which will receive the VM placement request, namely, most-utilized node with sufficient
capacity, least-utilized node with sufficient capacity, and the first-fit that has sufficient capacity (including
self). AdaptiveConfig is a run-time configuration solution for cluster schedulers. It first estimates jobs’
performances under various configurations and scheduling scenarios, and then transforms the cluster-level
search in a large configuration space into a dynamic programming problem solvable at scale [101]. Re-
source Prediction and Provisioning scheme (RPPS) uses time series extrapolation based on ARIMA models
to estimate the required resource provisioning in a data center [102].

4.3.2 Quality of Service-Aware Schedulers

Classical schedulers work on just a single resource abstraction layer and rarely, if ever, use any application-
specific information. However, recent decades witnessed the emergence of scheduling techniques that incor-
porate service level information (aka quality of service) into the scheduling procedure to improve the effects
of scheduling decisions on the experience of end users.

In [103], authors view resource allocation in private cloud as an optimization problem. They propose a
model relating the quality of service to the resources by mapping a given service level and the resource con-
sumption to multiple profit metrics. A hybrid cloud resource manager Hcloud achieved 2.1X service level
improvement compared to the fully on-demand systems and cost reduction by 46% compared to the fully
reserved ones [104]. It did so by dynamically mapping jobs to the resources with the following principles:
1) reserved resources are utilized before on-demand; 2) application that can be accommodated on-demand
should not delay scheduling of interference-sensitive jobs; 3) the system must adjust utilization limits of
reserved instances to respond to the performance degradation. A distributed scheduler Tarcil reduced task
execution time by 41% over a distributed, sampling-based scheduler [105]. These results were achieved by
adjusting the sample size to satisfy statistical guarantees on the quality of allocated resources and backing
off to batch sampling in case of a job requesting multiple cores. A cluster management system Quasar
demonstrated an improvement in the resource utilization of the 200-server AWS EC2 cluster by 47% [106].
Quasar adopts a performance-centric approach by allowing the users of the schedulers integrated in frame-
works, such as Hadoop or Spark, to express the workload performance constraints. The system uses multiple
classification techniques to estimate the impact of a resource allocation on workload performance for the re-
source allocation. An online scalable heterogeneity and interference-aware DC scheduler Paragon enforces
performance guarantees for 91% of applications [107]. Paragon classifies applications with help of collab-
orative filtering techniques that combine a minute’s worth profiling data about the new application with the
data available from previously scheduled applications. A QoS-aware resource manager PARTIES improves
throughput of latency-critical applications such as Memcached and MongoDB on average by 61% [108].
This was made possible by observing the resource fungibility which allows to trade one type of resource
such as CPU for another one such as memory. In [109], authors propose to solve the bin packing problem
when allocating shared resources in a data center by using the Gaussian percentile approximation as a fitting
criterion. The proposed method is evaluated on the Google trace data. In [110], authors propose a heuristic
algorithm that selects an allocation strategy with the smallest number of servers required among the shared
allocation (SA) and the dedicated allocation (DA) strategies. To achieve this, the algorithm considers how
the queue-based performance model of both impacts the service level. A VM QoS-aware allocation con-
troller for overbooked data centers is proposed in [111]. The controller supports two isolation levels, low
QoS and high QoS. It allocates the data center capacity based either on the throughput performance model
or the response time performance model.
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4.3.3 DC-scale Operating Systems

Several years ago, practitioners and researchers proposed to view data centers as warehouse-scale com-
puters and to manage the resource in the same manner as if DC was a workstation. Currently, an active
research direction is devising an operating system that operates at a scale of the whole data center and man-
ages its resources [112]. An example is a single-address space operating system Shinjuku [113]. Shinjuku
demonstrated up to 6.6× throughput improvement and the 88% tail latency reduction for RocksDB server
processing both point and range queries. It did so by preempting the running requests after 5 to 15 mi-
croseconds which is extremely fast compared to the Linux kernel. In addition, Shinjuku supports a single
queue policy that does not differentiate between requests types and a multi queue policy where each queue
is assigned to requests of a particular type read from header.

4.3.4 Scheduling Theory

Scheduling theory is a research area with a long systems formalization and modeling tradition deeply rooted
in operations research field of mathematics. Scheduling theory is often applied to model scheduling deci-
sions in data centers and to derive the theoretical guarantees for various scheduling decisions based on job
shop and other models [114]. In [115], authors address the data center resource management problem for
tasks of multiple types by proposing a side-effects model for co-locating tasks. They formulate a corre-
sponding MinMaxCost with types (MCT) problem for resource allocation. For a constant number of types,
a polynomial time approximation scheme is proposed to solve this NP-hard problem.

This thesis tries to question the fundamental resource management assumptions, models, and approaches
from the point of view of applicability to a particular autoscaling scenario. We do not assume that the
resource utilization is a key metric unlike the majority of the resource management research. Instead, any
metric that is used in an autoscaling policy has to proof its objective superiority when compared to other
metrics under the same conditions.

4.4 Placement

If the application to be scaled breaks topological or resource requirements symmetry in some way, the aspect
of placement becomes prevalent. For instance, placement should be considered when some services express
preferences towards particular types of resources such as VMs with GPUs or towards VMs allocated in a
geographical region that is close to the end user. In addition, asymmetric resource requirements by VMs and
application services point at an opportunity to co-locate entities exhibiting different resource usage patterns
on the same node to maximize the resource utilization. For instance, a service that generates high memory
pressure but consumes not much CPU (e.g. requests cache) can be placed on the same node with a CPU-
intensive task that is not memory-hungry (e.g. computing an optimal path on a map). Such co-locations
often become a subject to the performance interference [116].

REMaP mechanism for the automatic placement of the microservice applications was proposed in [117].
This mechanism is based on solving the bin packing problem on runtime by taking into account microser-
vice affinities expressed as communication paths between the microservices and the resource usage history.
A system for replica placement on heterogeneous unreliable machines in a decentralized context is proposed
in [118]. First, it scores replica placements with a utility function that is proportional to the expected quality
of replicating the data. Second, it maximizes the utility of the currently worst placement via the max-min
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optimization. In [119], authors propose a framework for reasoning about the workload placement on NUMA
machines using the scheduling concern abstraction. This abstraction represents a single hardware resource
or an inseparable set of hardware resources affecting the performance of vCPU placements. To optimize the
placement of containers on NUMA machines, authors propose a policy powered by multi-output Random
Forest-based performance model. This policy is shown to take more optimal vCPUs placement decisions
than the competing conservative, aggressive, and smart-aggressive policies. A process placement solution
for clusters that uses an a posteriori genetic algorithm (MOGA) is proposed in [119]. It generates Pareto
front of possible solutions for a representative workload and then allows the cluster administrator to visually
select the appropriate job placements. The chosen schedules are used to calibrate the weights of the auto-
matic solver. A tail latency-aware autoscaler Voilà integrated into Kubernetes addresses pods placement in
the geo-distributed setting [120]. It does so by detecting the SLO violations and trying to fix them by moving
a replica to another node and backing off to adding new replicas if there are no more free nodes or if the
violation is still present. AsymSched is a thread placement algorithm that takes into account the asymmetry
in NUMA systems’ interconnect and optimizes memory migration with a new Linux system call [121]. The
proposed system call uses different paths for migrations to reduce waiting on locks. An analysis of classifi-
cation schemes for threads with the goal to determine how the threads affect each other when competing for
shared resources is offered in [122]. A cloud bursting management system Seagull demonstrated to reduce
the cloud costs by more than 45% [123]. It does so by placing VMs to maximize the utilization of local
resources, migrating only the applications incurring the smallest cost to the cloud, and by transferring VMs
incremental snapshots to the cloud to reduce the booting time. A threshold-based algorithm to scale the VM
cluster based on whether the service level objectives are violated (scale up) or the utilization is small (scale
down) is proposed in [124]. The algorithm integrates both the application autoscaling and the dynamic VM
allocation. Its key difference from the conventional approaches in algorithmic scaling is in the implemented
topology-awareness – the algorithm tries to place an application entirely within a single rack.

Like load balancing, placement is usually considered as a standalone problem in the research literature.
The thesis incorporates the placement aspect into the autoscaling policy by providing the corresponding
abstraction. This allows to evaluate which placement options support autoscaling policies in reducing the
tail latency.
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Generalized Predictive Autoscaler

5.1 Motivation

Predictive autoscaling aims to utilize the available information about the application and the infrastructure to
model the future state of the environment and to adjust the application capacity and the system resources to
this state. The term "predictive" denotes an adjustment that is made ahead of projected environment change,
e.g. change in the user load. The results of predictive autoscaling can be significantly better than that of its
reactive counterpart. This happens if the predicted future state of the environment either roughly matches or
overestimates the real one.

The discrepancies between the projected state and the real state of the environment can occur in both direc-
tions. If predictive autoscaling overestimates the load increase, the system might end with more capacity
than needed potentially increasing the costs if the VM cluster is scaled out. On the other hand, the over-
estimated load decrease may force the predictive autoscaler to decommission more nodes than appropriate.
This may result in a lower requests processing speed. Since it is impossible to predict the future with the
perfect accuracy, all the predictive autoscalers have to operate in the space of cost/quality of service trade-
off. Despite the inability of predictive autoscalers to fully hold the promise of their name, there are two
basic scenarios, which they are irreplaceable in.

Long-term capacity planning. Since predictive autoscaling makes future projections about the load, the
demand in resources can roughly be estimated using these predictions. In turn, this fulfills two objectives.
First, one can often rely on the accuracy of the user load predictions for the cyclic and seasonal patterns.
This means that most of the capacity provisioned in such a manner will be in demand and that for most of
the users the service level will be appropriate. Second, the long-term load predictions (e.g. half a year and
above) allow to estimate the cost of the required system resources and to plan the budget for cloud services
accordingly. This, however, is only possible if enough historic data about the load was collected (usually,
1-2 years). It is desirable that the application has entered the plateau of the user demand or at least the
demand does not grow exponentially. Such a service is frequently provided by CSPs, e.g. both AWS and
Google extrapolate current bill for cloud services for days and months ahead1.

1 https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-forecast.html
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Cutting the long tail of response times distribution. As was demonstrated in Chapter 3, reactive autoscal-
ing is prone to fail at finding a suitable trade-off between meeting tight SLOs and using as less budget as
possible. Even if the budgeting condition is relaxed, there still remains a possibility of a flash crowd load.
The rapid increase in load in this case usually outpaces the speed at which new virtual machines can be pro-
visioned. In such a scenario, predictive autoscaling can help to improve higher percentiles of response time
by taking into account provisioning times of virtual machines and service instances. Predictive autoscal-
ing is still susceptible to flash crowds that cannot be predicted from the historic data. However, advanced
techniques might be applied to identify the rapid load increase early enough to over-provision the capacity
in a short run. This can be achieved by complementing predictive autoscaling with its reactive counterpart
(which is a common technique known as hybrid autoscaling) or by adopting finer prediction schemes such
as predictions along the request trace in the application. The latter option means that the predictions for an
upstream service are made based on the dynamic information about the requests processed by one of the
previous services.

The two scenarios specified above allow predictive autoscaling to increase its importance for any business
providing its services online. All the predictive autoscaling policies and mechanisms are based on a set
of common design principles. In the following sections we develop the design of a generalized predictive
autoscaler that represents a modular feedback loop-based architecture adaptable to the requirements of
particular deployments and load patterns.

5.2 Key Design Principles of Predictive Autoscaling

The following principles form the foundation of useful predictive autoscaling policies and mechanisms:

• Predictive autoscaling should be organized as a feedback loop. The literature conventionally em-
ploys the MAPE-K framework with a feedback loop at its core for designing the autoscaling solutions
and policies [125]. The metrics characterizing the state of the environment and the system are col-
lected (monitoring, M), then they are analyzed (A), next, the required adaptation to the system is
scheduled (P), and, lastly, the adaptation is executed (E), or enforced, when the time comes. Some
runtime information is persisted in the form of models that capture the regularities in the autoscaling
process (knowledge, K). The new state, that the system ended up in, produces new values of the same
metrics to be fed into the adaptation process again on the next cycle thus closing the system adaptation
loop. The organization of predictive autoscaling naturally fits into this framework. By imposing the
feedback structure on the designed predictive autoscaling policies and mechanisms, one can borrow
the common models (e.g. from queuing theory and control theory) for implementing different stages
of the loop. The adaptation of this feedback structure might turn out to be relatively small and specific
to the use case.

• Predictive autoscaling should be complemented by reactive autoscaling. However accurate during
tests, predictive models will always fail to provide 100% accuracy when predicting the future. Instead
of trying hard to improve the prediction models accuracy by a small margin, a good practice is to
add the reactive autoscaling solution in the loop. Reactive autoscaling should assist when predictive
autoscaling fails to predict some future state (e.g. a load spike). The most complicated part of this
design principle is to organize the cooperation between reactive and predictive autoscaling such that
they do not end up interfering with each other’s scaling decisions. This can be addressed by an
arbitrating mechanism that gives the priority to the more generous configuration of the cluster. The
invocation of the reactive autoscaler might also be postponed until the desired state by the predictive
autoscaler is enforced.
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• Predictive autoscaling should always stay within the limits of the capacity/resources that it is
allowed to allocate. The resource and capacity allocation limits might be set either directly or in-
directly, via budget constraints. Predictive autoscaling is required to stay within the limits such that
extreme allocation scenarios such as scaling down to zero (undeploying the application) and scaling
up to infinity will not be possible. The latter scenario is also related to the next design principle.

• Predictive autoscaling should be prone to attacks stuffing the bill. One of the purposes of au-
toscaling is to keep the service level high even in the face of a huge load inflow. This is done at
the cost of using additional cloud resources. This approach opens up an opportunity for coordinated
attacks on autoscaling that attempt to drive the cloud services bill higher without actually serving any
real users. A certain kind of such an attack, called Yo-Yo attack, causes both the performance degra-
dation and the budget loss. This is done by sending bursts of load causing the autoscaling solution to
constantly switch between the scale up and scale down phases without allowing it to settle [126, 127].
The predictive autoscaling solution should be prone to such attacks by design. Anomaly detection
methods might be employed to recognize malicious requests early on [128]. In addition, the predic-
tive autoscaler might be designed to produce steady desired resource estimate for a longer interval of
time by smoothing the predicted load.

Although it is rare to find all these principles implemented in a predictive autoscaler, designers are usually
aware of them and might choose to drop a few since the use case might not require it or the corresponding
functionality might already be implemented by another service. In the following section we will look at the
design choices made by AWS when designing their predictive autoscaler.

5.3 Production Example: Predictive Scaling for EC2 in AWS

Back in 2018, AWS introduced predictive autoscaling which is based on the machine learning techniques2.
Their predictive autoscaling solution follows the feedback loop organization. It monitors the usage of EC2
instances (virtual machines), refines the ML-based prediction model periodically (e.g. every 24 hours) based
on the new utilization observations, then it produces the scaling plan (schedule) that consists of scaling
actions in the future. Lastly, the actions are enforced changing the composition of the EC2 instances groups.
The feedback loop encloses with the AWS solution continuing to monitor the utilization of the EC2 instances
groups with the changed composition.

Predictive scaling of AWS is complemented by reactive autoscaling, called "dynamic scaling" by AWS.
One is allowed to select either of these or both. The cooperation between predictive and reactive contours
is implemented by allowing the predictive autoscaler to schedule the minimum resource pool and using the
reactive autoscaler to provision additional resources in case of additional demand. Reactive autoscaling is
allowed to adjust the decisions of the predictive autoscaler only in the upwards (scale up) direction. The
reactive mechanism is threshold-based.

AWS ensures that both kinds of autoscalers stay within the desired limits for VMs clusters by providing a
mandatory min/max capacity setting when configuring Auto Scaling Groups of VMs3. By default, both min
and max are set to 1. In addition to the limits provided outside of the autoscalers immediate configuration,
predictive autoscaler of AWS allows to configure its max capacity behavior. This behavior determines
whether the cluster is allowed to scale up above its max limit when the predicted capacity is close to or
exceeds the specified maximum. Several options are offered to the user: to enforce the max capacity setting,

2 https://aws.amazon.com/ru/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
3 https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-capacity-limits.html
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to set the max capacity equal to the predicted capacity, and to increase the max capacity above the predicted
by a specified buffer value.

Despite following a number of previously outlined design principles, predictive autoscaler of AWS does not
address attacks on autoscalers. Although AWS Shield service offers protection against DDoS attacks, it is
aimed at solving the performance issues. The pricing aspect is not taken into account, hence a discussed
Yo-Yo attack can devastate the cluster owner’s budget if the allocation restrictions are too loose.

5.4 Constituents of Predictive Autoscaling

Predictive autoscaling process can be abstracted into the generalized predictive autoscaler architecture pre-
sented in Figure 5.1. This architecture is described in greater detail in the following chapters.

Figure 5.1.: Generalized predictive autoscaler with an explicit feedback loop.

Generalized predictive autoscaler relies on the monitoring APIs to capture various metrics dynamically. In
addition to the common metrics, some monitoring solutions provide observations for the service level as well
as the request traces. Usually, this is done with help of small code snippets introduced into the application
codebase (instrumentation). Majority of cloud providers and resource managers/container orchestrators of-
fers monitoring subsystems, hence monitoring is usually externalized to the predictive autoscaling solution.
Collected metrics are utilized by three analytical processes: load and system metrics forecasting, application
topology analysis, and performance modeling.

Load and System Metrics Forecasting process is included even into the production-grade predictive au-
toscaling solutions such as EC2 Predictive Scaling by AWS. It maintains one or more models to forecast
the metrics represented as time series. These models are actualized periodically based on the accumu-
lated historic data. They are used to continuously forecast future values of the monitoring metrics on some
forecasting horizon. To improve the accuracy, separate models might be derived for different lengths of
forecasting horizons, e.g. short-term (1 hour), mid-term (1 month), or long-term (6 months an more). Fore-
casting models are used to compute the anticipated future value of a metric, e.g. how many requests per
second will arrive in 3 days (load). We discuss forecasting in Chapter 6.

Performance Modeling process is responsible for creating and tuning the performance representation of
the scaled entity, e.g. a VMs cluster. The performance representation, or performance model, provides
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a mapping from the monitored metric, such as utilization or incoming requests per second, to the perfor-
mance measure, e.g. the response time or the task execution time. Performance modeling offers a rich set
of techniques and tools that generally fall into either of two categories: offline and online. Offline perfor-
mance modeling is based on performance traces and metrics collected during the specified time frame by
making several application runs under different load [97]. Online performance modeling does not require
full-fledged application runs in a sandbox environment. Instead, the model is continuously updated using
the real-time measurements of input and performance metrics. The main limitation of online performance
modeling is that it can only use the observations available under the normal conditions which may intro-
duce bias into the model. A deeper insight into performance modeling for predictive autoscaling and its
connection to the resource allocation is provided in Chapter 7.

Application Topology Analysis process is relevant for the distributed applications consisting of multiple
services that are connected through the requests processing chains. Complex application topologies usually
result from adopting the microservice architectural pattern. Since the functions of such applications are
split into tiny maintainable pieces, there are usually many of them – the count can reach thousands in the
industrial applications [129]. Relevant insights from the automated application topology analysis are about
the communication load on the network and the fan-in/fan-out load4 on particular services along the request
traces. Having this information, the decisions taken by the predictive autoscaler can take into account the
cascading effects, i.e. if a particular service along the request’s propagation path got scaled up then the
downstream services should also be scaled up to avoid creating the bottlenecks. Topology analysis for
predictive autoscaling is discussed in Chapter 8.

Scaling Plan Derivation process implements some form of optimization on the provisioned capacity/re-
sources. Capacity/resource provisioning is commonly formulated as a multi-objective constrained opti-
mization problem. Autoscaling represents a subset of this problem, hence all the optimization techniques
and methods are applicable. The main difference is that predictive autoscaling should solve the optimiza-
tion problem for a sequence of future states. This complication is addressed by formulating the optimization
problem for each of these states and taking into account the interval of time between them. Once the optimal
or suboptimal states are found, they are organized in a scaling plan. A scaling plan is a schedule of scaling
actions to be performed in the future. Upon changing the environment conditions (load, faults), it may be
recomputed. For practicality reasons, the discussion of the Scaling Plan Derivation process is mixed into
the Performance Modeling process in Chapter 7. It is not discussed at length due to abundance of literature
on optimization for dynamic resource provisioning.

Lastly, execution of the planned scaling actions is performed by the Scaling Actions Execution process.
Execution of the scaling actions is done by periodically checking the current scaling plan and enforcing the
planned actions when the time comes. The enforcement is done via Capacity / Resource Management
APIs that are provided by the container orchestrators and VMs clusters managers. These APIs differ in the
functionality offered, but they unite in a basic subset of operations. For example, one can find a command
to scale a pod programatically in Kubernetes5 and also a SetDesiredCapacity API call to programatically
change the desired capacity of Auto Scaling Group in AWS6. Execution of any scaling action through the
Capacity / Resource Management APIs changes the state of the application and of the VM cluster resulting
in the workload redistribution and the resource utilization change. Combined with the changes in the user
load, this propels a new round of predictive autoscaling, or, more commonly, state reconciliation.

4 Fan-in means accepting requests from multiple services. Fan-out means sending requests to multiple services.
5 https://kubernetes.io/docs/reference/kubectl/cheatsheet/#scaling-resources
6 https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_SetDesiredCapacity.html
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6
Load and System Metrics Forecasting

6.1 Objective and the Groups of Forecasted Metrics

The objective of load and system metrics forecasting is to estimate the state which the system is anticipated
to be in. Given periodic or cyclic patterns in the load or system metrics, the results might be quite accurate.
Being able to project the future state, one can prepare the system to it by scaling up or down corresponding
to the anticipated change. Although one can forecast different metrics at once, there is a tendency to prefer
either of the following two metrics groups.

Forecasting the user load. The user load is represented with discrete observations of requests per unit of
time aggregated in a relatively small window moving along the time axis, e.g. 1 minute is quite common.
The user load can be forecasted for each endpoint separately. This approach yields more accurate results
since the behavioral patterns differ substantially depending on the intention behind the request.

Forecasting the user load is wide-spread for the interactive cloud applications mostly for two reasons. The
first reason is that the user load is by far the ultimate determinant of the resource utilization in the interactive
application. In contrast, resource utilization in batch data processing applications mostly depends on the
parameters of the submitted job. Moreover, the jobs do not arrive as an unbounded stream. The second
reason is that the user load is an unmanaged parameter. Unlike system-level metrics that can be affected by
the changes in the allocated capacity/resources with the following load redistribution, the user load cannot
be capped or boosted at will of application owner. Hence, autoscalers designers adopt this way of thinking:
forecast what you cannot change and adapt what you control.

Aggregation is an inevitable part of preparing time series for forecasting. First, predictable patterns emerge
only at particular levels of granularity. If the observations are not aggregated, then the time series will most
closely be represented by a random noise with the very limited forecasting opportunities following from it.
On contrary, if the aggregation window is too large, say, 1 month, periodic patterns might be lost, e.g. the
diurnal pattern. Second, the time window-based aggregation of raw observation allows to reduce the volume
required to persist the time series for modeling.

Forecasting the system metrics. System metrics that characterize the resource utilization and the per-
formance are generally represented similarly to the user load. The major difference lies in the mixture of
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different processes underlying the values of these metrics. They depend on the user load, the capacity of
the VMs clusters, the system resources allocated, the performance characteristics of the underlying physical
machines, the scheduling algorithm that the hypervisor uses, the background system tasks performed by
the OS, the technology stack that the services are build upon and whether it supports automatic garbage
collection, etc [130, 131]. With many parameters impacting system-level metrics, the possible patterns are
usually obscured by a significant amount of noise that is almost impossible to reason about. In addition, the
saturation effects in the system may render the results of system metrics forecasting useless. Low variability
of the signal does not allow to fit a useful extrapolation model since all the models require variability to
capture the regularities in the observation sequences.

The following discussion will focus at forecasting the user load since this metric determines the behavior
of interactive transaction-based applications to a large extent. For a more in-depth discussion about the
motivation to forecast the user load, the reader is invited to refer to Chapter 10.

6.2 Common Time Series Forecasting Methods

Linear Regression. Linear regression is one of the simplest models that can produce meaningful results
for the time series data. The regression equation relates the value of a time series variable (e.g. CPU
utilization) at the given point in time to the linear combination of some other values. It may be similar to
the autoregression models when the linear combination consists of past values of the variable. The equation
usually includes an intercept and looks like follows in case of regression on the past values of the same
variable:

zt = α0 +α1 · zt−1 + ...+αh · zt−h (6.1)

Linear regression can be used as a baseline for comparing against more advanced forecasting methods. The
coefficients are adjusted by minimizing the squared distances between the data points and the predicted
result. For time series with a well-expressed trend, linear regression may produce predictions that are on par
even with the most sophisticated models.

Exponential Smoothing. Exponential smoothing approximates time series using the exponential window
function. Exponential functions assign decreasing weights to past observations to reflect higher importance
of the recent observations when computing the predictions. A variation of this method was used by Google
to implement vertical autoscaling in Autopilot [18].

Exponential smoothing is a family of models that differ in type of their components, i.e. trend, seasonality,
and error. A trend could either be absent or could be of one of the following: additive, additive damped, mul-
tiplicative, or multiplicative damped. Seasonal component can either be absent, or additive, or multiplicative.
R. Hyndman et al. propose to use Akaike Information Criterion (AIC) to select the most appropriate expo-
nential smoothing model [132]. Holt’s linear trend method belongs to the family of exponential smoothing
models. This method computes the forecast for h steps in the future by linear equation [133]:

ŷt+h|t = lt +hbt (6.2)

Exponential smoothing is hidden in lt and bt terms which determine the level and the trend, correspondingly.
Holt-Winters extends Holt’s method to support the seasonal patterns in time series [134].

Autoregressive Integrated Moving Average. AutoRegressive Integrated Moving Average (ARIMA) pro-
cess models a time series in a structured way by attempting to capture both the dependence of the variable
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on its past values (autoregressive component) and to model the accumulated randomness that cannot be
explained with the past values (moving average component). ARIMA is a family of models. Among all
others, it includes models to account for the time series seasonality (SARIMA) and for the additional sig-
nals, so-called external regressors (ARIMAX). The generalized SARIMA model for the time series zt is
conventionally represented by the generalized equation [135]:

ΦP(BS)φp(B)∇D
S ∇

dzt = ΘQ(BS)θq(B)at (6.3)

The equation above has two parts. The left hand side represents the autoregressive component, whereas the
right hand side – the moving average component. The autoregressive component establishes the dependence
of zt on its previous values using the backward-shift operator B and the coefficient polynomials ΦP(BS) and
φp(B). When applied to the value zt at time t once, operator B yields the previous (earlier) observation, i.e.
Bzt = zt−1. Multiple applications of this operator, deceivingly denoted as an exponentiation BS, yield values
that are degree, S, steps behind, e.g. BSzt = zt−S. A modification ∇ = 1−B is commonly used to shorten
ARIMA expressions. Random noise at is modeled with the moving average component with coefficients
ΘQ(BS) and θq(B).

The short-hand for the generalized model is ARIMA(p,d,q)× (P,D,Q)S. Seasonal and non-seasonal com-
ponents in Equation 6.3 are captured by the polynomials of B with positive integer degrees p, q, P, Q.
Positive integer parameters d and D indicate how many times should the time series be differentiated in
order to become stationary. ARIMA models are limited in that they require the modeled process to be sta-
tionary, i.e. no unit roots are allowed. Fractionally integrated (ARFIMA) process relaxes the requirement
on differentiation parameters to be integers [136]. With this relaxation, ARFIMA is able to capture longer
dependencies in the time series.

Generalized Autoregressive Conditional Heteroskedasticity. Generalized AutoRegressive Conditional
Heteroskedasticity (GARCH) process relaxes the stationarity requirement to the variance of the error term
which is left of the data after fitting some ARIMA model. GARCH(p,q) complements ARIMA by modeling
only the variance of the error term [137]:
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Variance is modeled as a sum of a constant term with parts describing the autoregressive behavior of the error
term and its randomness (moving average). GARCH augmentation to ARIMA is required to model the time
series that exhibit volatility. In practice, such time series might result from denial of service followed by a
retry wave of user requests. The common way to use GARCH in combination with ARIMA is to first fit
ARIMA to the time series, and then to fit the residuals using GARCH.

Singular Spectrum Analysis. Singular Spectrum Analysis (SSA) is a non-parametric method for time
series decomposition based on the spectral information encoded in the series [138]. It has four steps:

1. embedding of original time series into the vector space of specific dimension,

2. singular value decomposition (SVD) resulting in a set of elementary matrices of rank 1,

3. eigentriple grouping to group the elementary matrices acquired on a previous step,

4. diagonal averaging to get the v of the original time series as a sum of reconstructed subseries.
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SSA method is appropriate for forecasting using the linear homogeneous recurrence relation [139].

Support Vector Regression. Support vector machines (SVM) are the supervised learning models that were
introduced to automate the data classification task. Support vector regression (SVR) is an extension to SVM
proposed by H. Drucker et al. [140] to allow modling of continuous relations. Time series forecasting is a
subclass of such modeling.

SVR does nonlinear mapping of its input into a feature space. The linear regression model in the feature
space is constructed using the supervised learning approach. The linear model in the feature space is de-
scribed with the following equation:

f (x,ω) =
m

∑
j=1

ω jg j(x)+b (6.5)

To fit the model coefficients, SVR employs optimization techniques adjusted by several meta-parameters.
These parameters influence the accuracy of the regression model and the convergence speed. As with other
machine learning models, poorly tuned parameters may result either in underfitting or overfitting.

6.3 Forecasting Model Selection Methodology

6.3.1 Interval Score for Forecasts Evaluation

Interval forecasts are used way more in practice in comparison to the point forecasts. The reason is that it
is impossible to achieve the absolute accuracy when forecasting just a single future from an unlimited set
of possibilities. Interval forecasts are based on the notion of so-called Prediction Interval (PI). This interval
covers future observations with some probability. For instance, 95%-PI means that the predicted value falls
with the probability of 95% into the given interval. The higher is the probability, the larger is the interval.
Large intervals are useless since they fail at providing a reasonably narrow range of future values. Taken to
the extreme, 100% PI spans all the values that the variable might take on.

Scoring provides a single numerical value based on the out-of-sample prediction results. The number di-
rectly relates to the forecast accuracy. Having just a single score per model allows to simplify the compari-
son. A negatively oriented interval score [141] can be used to evaluate the forecasts:

Sint
α (l,u;x) = (u− l)+

2
α
(l− x)1{x < l}+ 2

α
(x−u)1{x > u} (6.6)

Interval score includes a penalty (u− l) for the wide PI. α is the probability of type I error, and 1{y} is an
identity function that translates the result of the logical expression into the numerical space. The lower the
score is, the more favorable the forecasting model is.

6.3.2 Accuracy/Fitting Time Evaluation to Select a Forecasting Method

Selection of a forecasting method to extrapolate metrics for dynamic resource provisioning cannot be based
only on the accuracy measure alone. Model fitting time is another scoring parameter. The reason to consider
this parameter when selecting a forecasting method, is to make the deployed application’s state reconciliation
period as small as possible.
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Accuracy/model fitting time-based forecasting method selection works as follows. First, the given time
series is divided into two sub-sequences. The earlier one is used to fit the parameterized model. The recent
one is held out for the evaluation. The best way to divide the time series is to ensure that the first interval is
the multiple of the evaluation interval (e.g. 3 weeks / 1 week). Since we are interested in extrapolating values
into the future, all the observations in the evaluation sub-sequence should be newer than the observations in
the training sequence. Next, the parameters of the model are tuned to ensure the best results. Usually, this
is done only once, but the tuning might be repeated from time to time to ensure that the changes in patterns
are well-represented. Third, the tuned model is fit to the training sub-sequence. The model fitting time is
evaluated on this step. Lastly, the model with the adjusted coefficients is tested on the withheld evaluation
sub-sequence. As a result, the interval accuracy score is computed. Now, the model/time series pair can be
represented as a point in a two-dimensional space, where one dimension corresponds to the interval accuracy
score and the other – to the model fitting duration.

In the following subsection, we provide the results of evaluating most of the discussed forecasting methods
on the user load data set for the microservice application.

6.4 Load Forecasting for Microservice Apps: Comparison

Data & hardware. The experimental data set for this section was provided by a private company (now
part of IBM) with in-house monitoring solution for applications deployed in the cloud. The anonymized
data set was cleared prior to the experiments resulting in 261 non-zero 4 week-long time series with 673
observations in each. Missing values were interpolated. Each observation represents the aggregated count
of requests per hour. Last week of data was used for evaluation. The evaluation was performed on a laptop
with Intel core i7 processor, 2.7 GHz, and 16 GiB RAM under Archlinux OS (4.12.12-1-Arch).

Comparing the forecasting methods. With 10 forecasting methods evaluated, the result is represented
by 2610 points in the two-dimensional space of interval accuracy score vs model fitting time. Fig. 6.1
shows a zoomed-in version of this space for all the test cases with the evaluation results near the origin
(0,0). The space is divided into 4 subspaces each corresponding to one artificial performance class for the
forecasting methods assessed. These subspaces are determined by two median values: one for the interval
scores acquired in tests (4.5958) – the black vertical line, and one for the model fitting duration (0.8966 s) –
the black horizontal line. Each quadrant represents a single class:

• Class I: appropriate interval score and appropriate model fitting duration;

• Class II: appropriate interval score but non-optimal model fitting duration;

• Class III: appropriate model fitting duration but non-optimal interval score;

• Class IV: worst score and model fitting duration.

The relative attribution of the forecasting methods to the specified classes is depicted in Figure 6.2. This
plot shows how many time series were attributed to one of the four aforementioned classes. Classes I and II
represent the models that are the most appealing for practical use in load forecasting. Rankings inside these
classes are provided in tables 6.1 and 6.2, correspondingly.

Class I has no "best fit for all" method. Both SSA and SARIMA exhibit high interval accuracy and com-
putation efficiency. Both of them can be used to achieve accurate and fast forecasting. Despite low ranks
of the forecasting methods taking outliers into account, they are still irreplaceable when dealing with load
bursts. This is clearly seen in Table 6.2 where these methods have high ranks. This is caused by the presence
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Figure 6.1.: Forecasting models in interval score/fitting duration space (zoomed-in).

Figure 6.2.: Relative presence of the evaluated forecasting methods in each performance class.
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6. Load and System Metrics Forecasting

Table 6.1.: Class I: Appropriate interval score and appropriate model fitting duration.
Rank Method Number of cases % of all the cases

1 SSA 129 49
2 SARIMA 116 44
3 SARIMA with GARCH 99 38
4 Exponential Smoothing 82 31
5 Linear regression 60 23
6 SVR 32 12
7 SARIMA with outliers 30 11

with GARCH
8 SARIMA with outliers 28 11

Table 6.2.: Class II: Appropriate interval score but not optimal model fitting duration.
Rank Method Number of cases % of all the cases

1 SARFIMA with GARCH 156 60
2 SARFIMA 148 57
3 SARIMA with outliers 121 46

with GARCH
4 SARIMA with outliers 118 45
5 SVR 116 44
6 SARIMA with GARCH 45 17
7 SARIMA 25 10

of time series with requests bursts. Due to the inclusion of the terms responsible for capturing the outliers,
these methods get higher accuracy when compared to the methods that do not account for outliers.

The evaluation results reveal that none of the considered forecasting methods is equally accurate and fast.
The selection of forecasting methods should be based on the anticipated usage of the forecasts and on the
characteristics of the forecasted metric. For instance, the user load forecasting method may differ by the
endpoint which the load is directed at. In addition, services may also get their own tailored and fine-tuned
forecasting models to extrapolate the load more accurately/faster.
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7
Performance Modeling and Resource
Allocations Derivation for Autoscaling
the Multilayered Cloud Deployments

7.1 Filling the Gap between the Deployment
and the Service Level

The objective of performance modeling in predictive autoscaling is to quantify the dependence between the
scaling aspects of the deployment, e.g. resource limits for vertical scaling of containers or service instances
count/virtual cluster sizes for horizontal scaling, and the quality metric characterizing the deployment, e.g.
99th percentile response time. Given a performance model, one can estimate by how much does the change
in resource allocation affect the service level delivered to the end user. Without such a relation, it becomes
next to impossible to argue about the desired deployment state to meet the service level objectives.

Let us look at the counterexample of threshold-based resource provisioning which is a default policy in
reactive autoscaling. Does knowing that the virtual cluster’s memory was utilized at 80% for the last 5
minutes indicate that the cluster should be scaled up? It might be a good idea if the cluster is small and
each request consumes some feasible percentage of memory. However, if the cluster is already large (say,
1000 VMs) and the memory consumption does not exhibit much variability, then provisioning another tens
or hundreds of VMs might be unnecessary.

Such static thresholds on low-level metrics, that barely represent the service level, are inaccurate by their
very nature. The reason is in the ratio-based implementation of the provisioning decisions based on static
thresholds. If, say, in our example the cluster with just 3 VMs shows 95% memory utilization and the
threshold is set at 80%, then it may increase by 1 VM using the threshold-based rule (d3 · 95

80e). Adding
1 VM will not result in boosting the bill by a large sum even if there is just a handful of requests coming
in after that. In contrast, a virtual cluster with 1000 VMs with the same utilization and threshold would
grow by 188 VMs (d1000 · 95

80e). This orders of magnitude difference might be justified only in case of
the request rate growth significantly outpacing that of the smaller deployments. This, however, might not
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happen (e.g. the request rate stabilizes after pushing the utilization to this percentage), hence such simplistic
threshold-based rules tend to overprovision the resources for some period of time as the scale down upon
the utilization reduction will take some time. Thus, lacking the performance model is an extreme disservice
to the application owner.

Having the relation between the managed deployment parameters and the service level metrics in a form
of performance model, enables one to solve the reverse task that underlies predictive resource provisioning.
One can use the derived relation to pick the deployment parameters in such a way that the estimated service
level stays lower (response time) or higher (throughput) than the desired threshold. Constrained optimization
techniques serve this goal by attempting to minimize the goal function, i.e. the derived relationship, subject
to some constraints. In the following subsections we concretize this approach for application both for the
vertical and multilayered horizontal autoscaling processes.

7.2 Resource Allocation in Vertical Autoscaling

7.2.1 Deriving SLO-compliant Pod Resource Limits: General Approach

Derivation of resource limits1 for co-located containerized applications to meet SLOs is challenging due to
several reasons. First, both the application logic and the technology stack might produce sporadic artifacts
in the performance data. Second, accurate resource limits might only be identified with trial-and-error on all
the potential deployment settings. Third, the effects of co-location might interfere with the collected service
level indicators (SLI) in unexpected ways. Finally, SLOs should be met in all the co-located applications.
To address these challenges, we use machine learning techniques for performance modeling.

Performance model is determined by two kinds of variables, viz, the target (predicted or output) variables
and the model features (input). As target variables for prediction we select the 99%-tile response time (ms)
and the throughput (requests per second, RPS). In contrast to the target variables, the input features can be
split into three groups. First, unmanageable features representing the user load, denoted as Concurrency_i
for the ith application and measured in RPS. Second, manageable features representing the resource limits
allocated to application pods: mCPUsi for the ith application and measured in millicores (aka mCPUs or
shares of processor time). Third, partially-manageable features representing the SLIs of other co-located
applications (useful for modeling the effects of co-location).

We address the challenges of performance modeling in three steps. First, the anomalies, unexplainable
with the available features, are removed from the data. Second, the prediction models, that relate available
features (resource limits, request rates, and SLIs of other applications) to the SLIs, are learned automatically.
Third, the resource limits are derived by solving a constrained optimization problem to maximize the service
level ensuring that the predefined SLOs are met. The following subsections detail this approach and the
experimental setting that it was developed for.

7.2.2 Dataset and the Experimentation Platform

To evaluate the performance modeling and resource allocation approach upon its design continuously, we
collected 8,864 observations from a private Kubernetes-based cloud. The load was generated by a physical
machine, which was not part of the deployment. It also recorded the SLIs. Multiple configurations of the

1 https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/#requests-and-limits
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deployed applications were repeated 500 times, each time randomly selecting the available CPU resources
and the level of concurrency (number of parallel requests) driving their load.

The cloud was hosted on a single physical machine with an Intel(R) Xeon(R) CPU E5-2670 @ 2.60GHz with
32 virtual cores, 256GB of RAM and running Ubuntu 18.04.1 LTS (Bionic Beaver). A Kubernetes private
cluster with 8 virtual nodes was deployed on it using the Vagrant and Virtual Box script from Oracle2. Each
node was a VMBox Virtual Machine running Ubuntu with 4 VCPUs and 15GB of RAM. The single-site
single-machine configuration of the private cloud reduces the influence of the network effects on the model
for the co-located applications.

Three deployments were started: Nginx, Liberty and Guestbook. Nginx (App1) exposes a Kubernetes
Load Balancer service, which forwards incoming requests to one of the available replicas of an nginx:1.15.6
container. Liberty (App2) exposes a Kubernetes Load Balancer service, which forwards incoming HTTP(s)
requests to one of the available replicas of a websphere-liberty:18.0.0.3-javaee8 Docker container. Its pods
run a more complex stack of applications, i.e. each pod executes the Eclipse OpenJ9 Java Virtual Machine,
which is a runtime for Java. On top of OpenJ9, the Java application Liberty profile is running, which is
a Java EE application server. Guestbook (App3) is a three-tier Kubernetes tutorial application. Its PHP
front-end enables users to view and add comments that are stored in Redis. A Kubernetes Load Balancer
service is exposed to forward incoming requests to replicas of a Guestbook container.

7.2.3 Removing the Anomalies

Variation of observations is usually considered an asset when training a machine learning model [142].
However, if a dataset lacks the features explaining the anomalous samples, then the accuracy of the model
decreases. In the following paragraphs, we assess the impact of anomalous samples in the collected dataset
on predicting the SLIs and envisage an approach to prune the anomalies to improve the performance model.

Preliminary analysis of distributions for the 99%-tile response time and throughput points out anomalies
among the observations of the 99%-tile response time for application 2, Liberty (cf. Figure 7.1). Around
8.2% of all observations of the response time are higher than 1.5s, which in practice means failed requests.
Although observations above 1.5s can be used as a threshold to identify the anomalies, there are also anoma-
lies that might impact the model quality and still be below the threshold.

Figure 7.1.: Distribution of SLI values in the raw dataset; five number summary.

2 https://github.com/oracle/vagrant-boxes
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The influence of anomalies on the accuracy is tracked by removing an increasing fraction of anomalies from
the dataset and calculating the R2 score of the regression model, e.g. Lasso regression. Table 7.1 shows
that the most significant improvement in 10-fold cross-validated R2 scores for the 6-target Lasso prediction
model of order 2 is for a fraction of anomalies between 0.10 and 0.12. Anomalies are identified with the
Isolation Forest algorithm [143]. Setting the fraction of removed anomalies to 0.11 causes the distribution of
the 99%-tile response time for the second application (Liberty) to approach the normality (cf. Figure 7.2).

Fraction of removed Averaged R2 Score R2 Score variance
observations

0.05 0.43 0.0127
0.06 0.51 0.0083
0.07 0.57 0.0054
0.08 0.58 0.0050
0.09 0.59 0.0044
0.10 0.61 0.0036
0.11 0.61 0.0036
0.12 0.61 0.0038
0.13 0.60 0.0037
0.14 0.59 0.0035
0.15 0.59 0.0033

Table 7.1.: Impact of the fraction of removed anomalies on the R2 score of the 6-target Lasso regression.

Figure 7.2.: Distribution of SLI values with 11% of anomalies removed using Isolation Forest.

Anomaly detection resulted in observations of two types being labeled as anomalies: observations with very
low response time for Application 2 and observations with high response time for the same application. In
the dataset, there are 710 observations that took longer than 1,521 ms to complete. This threshold is the
maximal response time after filtering out 11% of anomalies found. The leftover observations cover 72.8%
of all the anomalies. These anomalies are important to model as it is not known whether low response times
that they represent are due to the response being completed with error.
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7.2.4 Prediction Models

The models discussed below were evaluated using the 10-fold cross-validation and max iterations number
of 10,000. The following notation is used: RT, 99% response time; T, throughput; R2, average R2 score;
and V [R2], variance of R2. The evaluation was done on a laptop with Intel Core i7-6700HQ (2.60 GHz) and
16 GB of RAM under 64-bit OS Windows 10 HE. The scripts were run using Jupyter Notebook.

Single App-Single Target Model. This model predicts each SLI individually. Thus, for three applications
with SLI of 99%-tile response time and of throughput there are six such models in total. The advantage of
these models is in their high discriminatory power. The use of these models is limited because they may
lead to diverging results. Let us look at two variaties of these models.

Models without target variables as predictors. Table 7.2 shows that lasso regression models have good
potential for predicting the throughput of some applications. An additional advantage of these models is the
short fitting time: even for the model of degree 3, the fitting time stays below 1 minute.

Application SLI
Degree = 1 Degree = 2 Degree = 3
R2 V [R2] R2 V [R2] R2 V [R2]

Nginx RT 0.43 0.0022 0.56 0.0029 0.57 0.0033
T 0.90 0.0008 0.93 0.0007 0.94 0.0007

Liberty RT 0.60 0.0199 0.60 0.0177 0.61 0.0173
T 0.65 0.0177 0.69 0.0182 0.69 0.0191

Guestbook RT 0.45 0.0035 0.58 0.0037 0.59 0.0045
T 0.92 0.0004 0.95 0.0003 0.96 0.0002

Table 7.2.: Evaluation results for the single app-single target models.

Models that include target variables as predictors. Including target variables as predictors improves the
accuracy of the single app-single target models. Each model includes only those target variables as predictors
that were not used as their own target. The average R2 score of the the degree-2 model does not fall below
0.80 for any target (Table 7.3). Nevertheless, this improvement does not yield consistent resource limits.
Moreover, with the introduction of target variables as predictors, the fitting time increased up to 1 min for
degree 2. This rendered the use of higher-degree models unfeasible for the most of the tasks requiring fast
resource allocation to co-located applications.

Application-wise Models. A single multi-SLI prediction model per application is able to produce resource
allocation that is consistent for all the application SLOs. Such models will still fail in supporting consistent
resource allocation across multiple applications due to not accounting for the other co-located applications
in the model. Nevertheless, the use of such models might be justified since per-application prediction models
can easily scale. Again, let us consider two kinds of such models.

Application SLI
Degree = 1 Degree = 2
R2 V [R2] R2 V [R2]

Nginx Response time 0.80 0.0033 0.80 0.0073
Throughput 0.95 0.0001 0.99 0.0000

Liberty Response time 0.76 0.0037 0.84 0.0021
Throughput 0.89 0.0019 0.91 0.0010

Guestbook Response time 0.80 0.0028 0.81 0.0023
Throughput 0.95 0.0001 0.99 0.0000

Table 7.3.: Evaluation results for the single app-single target models with target variables as predictors.
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Application-wise models without target variables as predictors. Table 7.4 shows that the combined predic-
tion of two SLIs per application loses accuracy of individual predictions for throughput. In essence, each
prediction model’s R2 score is limited by the lowest R2 score of the target SLIs, what can be inferred by
comparing these results with Table 7.2.

Application
Degree = 1 Degree = 2 Degree = 3
R2 V [R2] R2 V [R2] R2 V [R2]

Nginx 0.47 0.0014 0.59 0.0023 0.60 0.0025
Liberty 0.74 0.0093 0.75 0.0087 0.76 0.0081
Guestbook 0.51 0.0025 0.62 0.0028 0.63 0.0033

t = 1.44 min t = 6.44 min t = 68.36 min
Table 7.4.: Evaluation results for the application-wise models.

The joint consideration of R2 scores with the average models fitting times for different degrees (provided at
the bottom of the table) indicates that it does not make sense to increase the degree beyond 2 – the increase
of R2 score by 0.01 is barely worth an additional hour of fitting time.

Application-wise models that include target variables as predictors. Including target variables as predictors
again boosts the predictive power. As shown in Table 7.5, the R2 score stayed above 0.8 for models with
degree of 2. This is never achieved for application-wise models without target variables as predictors, even
though the maximal degree of a model is higher. The average fitting time higher than two hours makes these
models impractical.

Application
Degree = 1 Degree = 2
R2 V [R2] R2 V [R2]

Nginx 0.81 0.0027 0.81 0.0071
Liberty 0.79 0.0046 0.83 0.0032
Guestbook 0.82 0.0021 0.83 0.0017

t = 5.79 min t = 130.91 min
Table 7.5.: Evaluation results for the application-wise models with target variables as predictors.

SLI-wise Models can span multiple applications, hence they can be considered as globally consistent. As
each such model uses only one SLI as a target, the resulting resource allocations (limits) for pods acquired
using these models will be inconsistent for a single application. Such models could scale well for more SLIs
in case other mechanisms to resolve the inconsistency in resource limits are in place.

SLI-wise models without target variables as predictors. Table 7.6 indicates that the 99%-tile response time is
not well-explained by the features; in contrast, throughput is well-described. This follows from the long-tail
distribution of response times in comparison to throughput which is closer to normal.

SLI (target)
Degree = 1 Degree = 2 Degree = 3
R2 V [R2] R2 V [R2] R2 V [R2]

Response time 0.41 0.0056 0.54 0.0079 0.57 0.0066
Throughput 0.83 0.0034 0.86 0.0035 0.87 0.0035

t = 1.62 min t = 6.79 min t = 60.38 min
Table 7.6.: Evaluation results for the SLI-wise models.

SLI-wise models that include target variables as predictors. Inclusion of the target variables as predictors
does not help as is demonstrated by the average R2 score in Table 7.7 being only slightly better than that of
Table 7.6. The significant overhead in fitting time renders the use of such a model impractical.
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SLI (target)
Degree = 1 Degree = 2
R2 V [R2] R2 V [R2]

Response time 0.48 0.0094 0.59 0.0093
Throughput 0.88 0.0013 0.93 0.0008

t = 5.71 min t = 134.70 min
Table 7.7.: Evaluation results for the SLI-wise models with target variables as predictors.

All-targets Model. Although the all-targets model allows to predict all targets at once (both SLIs for all
three applications in our case), it has two significant drawbacks. First, this model scales poorly as new SLIs
and applications will make it more complex and will require longer fitting. Second, its accuracy is sensitive
to the changes even in a single parameter.

As the model under discussion already predicts all the possible target variables, there is only a single case
for its evaluation whose results are presented in the Table 7.8. Poor predictive properties of the model can be
explained by the presence of the 99%-tile response time for all three applications among the target variables.
It was previously shown to be the problematic case for Lasso regression models when considered without
other target variables as predictors.

Degree = 1 Degree = 2 Degree = 3
R2 V [R2] R2 V [R2] R2 V [R2]

0.50 0.0020 0.61 0.0036 0.63 0.0034
t = 2.16 min t = 7.56 min t = 62.57 min

Table 7.8.: Evaluation results for the all-targets model.

Performance Model Selection. Application-wise models with target variables as predictors are the most
well-balanced models for the performance prediction on the collected dataset. All these models simultane-
ously predict both 99%-tile response time and throughput, which makes them both consistent for resource
allocation on the level of the application and scalable. With the small difference in average R2 estimates for
degree 1 and 2 in Table 7.5 as well as a large difference in fitting times, one could consider using the model
of degree 2 while at the same time reducing the number of iterations for the model fit and/or loosening the
termination condition. This type of model was selected for the SLO-compliant resource allocation.

7.2.5 SLO-compliant Resource Allocation

Once we have the performance models that relate the resource allocation and the user load to the SLIs while
being purified of anomalies, the next step is to use these models to acquire resource limits based on the
required SLOs. This step requires to solve a multi-objective constrained optimization problem. It could be
formulated both as an integer programming problem as well as a continuous optimization problem. In what
follows, a corresponding continuous optimization problem is formulated. Its objective function captures the
cumulative deviation of the predicted SLIs (response time, throughput) from their corresponding thresholds.

Consider n co-located applications as well as the throughput SLO (Ti) as Ti ≥ T (SLO)
i and the 99%-tile

response time SLO (RTi) as RTi ≤ RT (SLO)
i of the ith application. The limitation on the available re-

sources: ∑
n
i=1 mCPUsi ≤ ∑

m
j=1 cores j · 1000 where m is the number of hosts (VMs or physical servers)

and cores j is the number of cores available at jth host. The number of cores is normalized to milliC-
PUs by multiplying by 1000 (homogeneous case with hosts equipped with the same cores). Resource
limits on milliCPUs for all the applications under consideration can be grouped into the single vector
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mCPUs = [mCPUs1,mCPUs2, ...mCPUsn]
T . SLI values predicted with the trained Lasso models for the

above vector of resource limits are denoted with R̂Ti(mCPUs) and T̂i(mCPUs) for the 99%-tile response
time and throughput respectively. The following objective functions are formulated for each application:

f (RT )
i (mCPUs) =

R̂Ti(mCPUs)

RT (SLO)
i

(7.1)

f (T )i (mCPUs) =
T̂i(mCPUs)

T (SLO)
i

−1

(7.2)

As we see in Eq. 7.1, the objective function for the response time favors lower predicted response times
when its value is minimized. In contrast, the minimization of object function for throughput (cf. Eq. 7.2)
happens when the predicted troughput increases. We use these simple objective functions to build the multi-
objective cost function for application-wise, SLI-wise, and all-targets options respectively. We do so by
taking a product of their values:

g(App)
i = f (RT )

i (mCPUs) · f (T )i (mCPUs) (7.3)

g(SLI)
j =

n

∏
i=1

f (SLI)
i (mCPUs),SLI ∈ {RT,T} (7.4)

g(All) =
n

∏
i=1

f (RT )
i (mCPUs) · f (T )i (mCPUs) (7.5)

Thus, the problem is formulated as the following multi-objective constrained optimization problem:



mCPUs∗i = argming(App)
i

||mCPUs∗i ||1 ≤ ∑
m
j=1 cores j ·1000

R̂Ti(mCPUs∗i )≤ RT (SLO)
i

T̂i(mCPUs∗i )≥ T (SLO)
i

mCPUsk ≥ 100∀mCPUsk ∈mCPUs∗i

(7.6)

The solution of the optimization problem as specified in Equation 7.6, yields potential discrepancies between
optimal resource allocations acquired for each application. The only multi-objective cost function that would
avoid the discrepancy is g(All), but its use is infeasible due to a linear growth in size the vector mCPUs, and
the poor predictive properties of the all-target model (Table 7.8). Next, we introduce an approach to alleviate
the discrepancy between the solutions provided by application-wise optimization.

Pure Continuous Constrained Optimization. The nonlinear integer programming formulation of the same
problem is NP-hard [144]. The most straightforward and feasible approach to the solution of the optimiza-
tion problem in Equation 7.6 is to solve it as a continuous constrained optimization problem. For that, one
can use trust region-based methods for nonlinear constrained optimization [145]. Due to the dependence
of the form of SLI prediction models on the collected data, the use of the 2-point numerical Jacobian ap-
proximation and symmetric-rank-1 (SR1) Hessian update strategy in optimization is justified. The results of
the continuous constrained optimization acquired for each application are summarized (e.g. averaged) and
rounded or made integer in some other way.

56



7.2. Resource Allocation in Vertical Autoscaling

An initial guess of the parameters to be optimized may severely impact the optimality of the solution.
To overcome this issue, we performed continuous constrained optimization multiple times for random init
values mCPUs0; the final result is a rounded median of the results acquired in these random runs. This
is an adapted version of the Basin-Hopping algorithm [146]. Preliminary tests of continuous optimization
showed that 15 random runs are enough to acquire stable optimization results.

Constrained Optimization with Limited Brute Force. The accuracy of the solution provided by the pure
continuous constrained optimization might be improved with a brute force search over a neighborhood of
the solution. The following parameters can be specified for such an approach: 1) the search step ∆, e.g., 50
mCPUs, 2) the number of search steps φ in the direction of increase and decrease of the proposed solution,
which can be approximated by:

φ =

⌈
∑

m
j=1 cores j ·1000

2 ·n ·∆

⌉
(7.7)

Considering mCPUs∗ as the result of continuous constrained optimization (averaged and rounded over all
applications), the search space is limited by: mCPUs∗± [(φ ·∆)×n].

Evaluation. The baseline for evaluating the optimality of the solutions produced by the described optimiza-
tion approaches is the result of a brute force search with a grid cell size of 10×10×10, BF-10. Brute force
with coarse-grained grid (cell size of 50×50×50), BF-50, was used to highlight the trade-off between the
quality of the acquired parameters’ vector and the running time of brute force search depending on the cell
size. Both brute force cases use a pre-trained all-target model (discussed before) to acquire an SLI predic-
tion for subsequent global optimization. The results acquired with brute force were compared to the results
of the continuous optimization approach, CO, and the continuous optimization with limited coarse-grained
brute force search on top, Hyb.

In evaluation, the following parameters were used: RT (SLO)
i = 800 and T (SLO)

i = 200∀ i ∈ 1,2,3. The joint
limit on CPU was 3000 mCPUs. Concurrencies and SLIs were generated randomly for each test in allowed
boundaries; 10 tests were conducted for both the soft and hard limit cases.

The evaluation results are presented in Table 7.9. The Euclidean distance between the optimization result
for the considered approach and the result of the fine-grained brute force (BF-10) is in the column Distance.
A high execution time of 2–4 minutes of the fine-grained brute force prohibits its use for dynamic recon-
figuration of the co-located applications. The coarse-grained brute force search gives results that are close
to that of the fine-grained approach, but significantly faster (only 1–2 seconds are required). Despite the
observed small duration of the coarse-grained brute force search BF-50, it scales poorly for environments
with a high number of co-located applications (e.g. 50-100).

Methods that are based on continuous optimization using trust regions show similar execution time but sig-
nificantly different quality. Adding subsequent coarse-grained brute force search on a limited neighborhood
improves the accuracy (the distance from the baseline decreased more than 2-fold). The main contributors
to the execution time of 1–1.5 minutes for these methods were the multiple runs of the optimization for
random values of the initial parameter vector.

7.2.6 Validation

Validation Test Design & Settings. Validation of SLO-compliant resource allocation includes two steps.
First, a Preliminary Validation Test (PVT) acquires the SLIs values used as features in application-wise
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Limit Distance (median) Execution Time, s (median)
Type BF-50 CO Hyb BF-10 BF-50 CO Hyb

Soft 56.6 1229.2 515.9 209.2 1.68 69.1 71.4
Hard 40.0 1310.6 515.8 121.8 0.95 44.0 45.2

Table 7.9.: Quality of solutions by the SLO-compliant resource allocation approaches.

prediction models. In a production environment, these values should be collected dynamically and applied
in the scope of a continuous resource allocation process. The test uses fixed request rates and an initial
guess for resource allocation; a load test is repeated 16 times with Apache ab. Second, an Evaluation
Validation Test (EVT) wraps the testing similar to PVT but with the following major changes: 1) SLIs
prediction models are acquired by applying the application-wise lasso regression on the same concurrencies
as in PVT with medians of SLIs values received as a result of PVT; 2) continuous constrained optimization
with limited brute force (Hyb) is applied to the acquired models and the desired SLOs.

Validation test was conducted both for hard and soft pod resource limits on the Kubernetes cluster. The
settings for PVT are given in Table 7.10. The settings for EVT are shown in Table 7.11 (partially acquired
as the results of PVT). The same SLOs were set for all applications during EVT: RT (SLO)

i = 800 ms and
T (SLO)

i = 200 RPS ∀ i ∈ {1,2,3}. These SLOs were selected as realistic values based on the collected
dataset.

Limit Concurrencies Resource Limits
Type App1 App2 App3 App1 App2 App3

Soft 58 61 53 200 550 120
Hard 58 63 75 300 500 100

Table 7.10.: Settings for the Preliminary Validation Test

Limit Concurrencies Resource Limits 99%-tile Response Time Throughput
Type App1 App2 App3 App1 App2 App3 App1 App2 App3 App1 App2 App3

Soft 58 61 53 1250 500 130 414.0 466.0 421.0 266.9 254.3 241.2
Hard 58 63 75 200 550 120 562.0 627.0 571.5 231.1 227.6 292.9

Table 7.11.: Settings for the evaluation validation test. Resource limits result from the proposed approach.

Validation Results. The conducted test proved the validity of the resource allocation approach with at most
two cases out of 16 trials violating SLOs as shown in Table 7.12 (marked as Nv in table). Almost all the
SLO violation cases (9 out of 10) are attributed to the SLO on the 99%-tile response time, which is more
unstable than the throughput. Among these violations, 4 cases were identified for the second application
Liberty data that contained anomalies due to garbage collection invoked periodically, which is also pointed
out by related work [147, 148]. For the selected test environment, soft and hard limits on Kubernetes pods’
resources do not seem to significantly influence the amount of SLO violations.

The conducted test demonstrated the validity of the designed approach to SLO-compliant resource alloca-
tion. The presence of a few SLO violations points out the necessity to include additional features in the SLI
prediction models that should capture unique properties of particular applications and their runtimes, such
as garbage collection delays.
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99%-tile Response Time
App1 App2 App3

Value Nv Value Nv Value Nv

With Soft Limits
524.9±142.7 1 568.8±130.2 2 537.9±149.6 2

With Hard Limits
507.9±108.4 1 705.2±592.8 2 294.5±109.3 1

Throughput
App1 App2 App3

Value Nv Value Nv Value Nv

With Soft Limits
264.6±5.4 0 252.2±4.1 0 237.9±4.6 0

With Hard Limits
231.9±5.3 0 225.1±9.9 1 294.5±7.2 0

Table 7.12.: Results of the validation test.

7.3 Amending Resource Allocation for Horizontal Scaling
of Multilayered Deployments

7.3.1 Comparison to the approach for vertical scaling

To a large extent, devising the count of scaling entities for the purpose of horizontal scaling follows the steps
of the approach laid down for vertical scaling. In particular, it again starts with deriving the performance
model that maps the mix of managed and semi-managed features onto the quality metric. An important
difference to the same step in the vertical scaling scenario is that this time we add the quantity of scaled
virtual entities (e.g. pods or virtual machines) into the features set. This allows to get the count of desired
replicas directly. The next step repeats the one for the resource allocation in the vertical scaling scenario,
i.e. we search for the count of scaled entities that allows to meet the service level objective as predicted by
the performance model.

One important limitation that the attentive reader might notice is that taking VMs count as an input feature
severely limits the validity of the whole approach. The problem with using the VMs count is that it forces
the performance model to use only the VM types that were present in the dataset. To achieve the model
validity, one is either required to present it all the VM types or to build yet another model that can convert
performance results of one VM type into the other. The kind of application and the load pattern should also
be taken into account when devising the performance model. Combined, devising a credible performance
model for the multitude of VMs types and load patterns is a Herculean task. Hence, one needs a more
universal abstraction than a virtual machine to improve on perfomance modeling’s feasibility frontier. We
propose to use an abstraction of service instances to build such a model. In practice, a service instance is
likely to run in a pod replica that is placed either on a virtual or on a physical node, hence we get a credible
unit for horizontal scaling.

Employing another scaling unit does not free us from the need to consider VMs in the multilayered deploy-
ment. To determine the VM count in the cluster, we translate the resource requirements of service instances
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into the desired VM count capable of hosting at least a single instance. This is done by monitoring the av-
erage resource requirements of services and trying to fit them into various VM types given the information
on available VM resources.

7.3.2 Adjusting ML-based performance model for horizontal autoscaling

Horizontal scaling of a microservice application as a whole may result from scaling an arbitrary number of
microservices. Having a performance model that maps replicas counts of all the microservices right into
the delivered service level might appear to be desirable. At a closer look it has many downsides. The first
disadvantage of this approach is that training such a model takes a lot of data and time. Another drawback,
which is an opposite side of such model’s comprehensiveness, is the lack of specificity. Instead of tracking
the impact of each particular service scaling on the overall application performance, the application-wide
model operates on the level of service instances combinations. Hence, instead of scaling on a per-service
basis, the joint application performance model will force one to scale multiple services at the same time.
Lastly, large application-wide model scales poorly when deriving the desired service instances counts for all
the services at the same time with optimization techniques. The challenge is that the dimensionality of the
optimization space grows with the count of services in the application.Having identified these drawbacks,
we decided to pursue horizontal scaling on a per-service basis.

Practical systems, such as Kubernetes, approach autoscaling similarly – scaling is performed on the level of
a service. Additional practical consideration in favor of this approach is that there is no single point of failure
in the application. Even if an autoscaler (embodied in a per-node kubelet of Kubernetes) for a particular
service fails, this does not impact autoscalers for other services. Having decentralized autoscaling is also
beneficial through the reduction in communication. If there is a need for a particularly accurate model, one
can use sandboxing of services to derive accurate per-service performance model which is way more costly
and complicated to achieve for the whole application [97].

We adjust the performance model from the previous section on vertical autoscaling as follows. For each ser-
vice si of a scaled application, we build a performance model that establishes the relation between the service
instances count as well as some other parameters and the response time (cf. Eq. 7.8 for the performance
model for the response time).

R̂T = f (L,nsi ,Memsi ,vCPUsi , ...) (7.8)

The key difference in comparison to the performance models for vertical autoscaling is in the selection of
input parameters. In particular, pod resource allocation limits are substituted by the service instances count,
nsi . We are allowed to make this transition in the features set under the assumption that every service instance
has the same resource allocation limits. We are also adding current resource utilizations to the feature set.
All the other parts of this ML-based model remain the same.

The particular form of function f from Eq. 7.8 only matters for the overall accuracy of the approach and is
discussed in more details in Chapter 10. Similarly to the ML-based models from the previous section, this
function is a regression of several features characterizing the state of the service si (e.g. instances count nsi ,
memory usage by all the instances of this service Memsi , vCPU usage by all the instances of this service
vCPUsi) and variables characterizing the load (e.g. the request rate L, RPS) onto a single application-level
quality metric such as some percentile of the response time, RT . One can model this relation as being linear
or nonlinear, but nonlinear models, e.g. deep learning-based ones, tend to reflect resource saturation effect
better.
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The optimization problem for finding the service instances count that is required to fulfill the service level
objective is similar to that specified in Equation 7.5 for vertical scaling. The difference is in the parameter
that we optimize for, namely, the service instances count, nsi , and in the objective function that is simply
the ratio of the predicted response time to the service level objective (commonly around 100-300 ms) as in
Equation 7.1. The optimization technique used to solve this problem remains the same.

Having devised a method to find the number of service instances (pods) with the same resource allocation
limits, we still need to determine the type and the number of virtual machines needed to house these ser-
vice instances. In the next subsection we propose a simple technique to bridge this gap to autoscaling of
multilayered cloud deployments.

7.3.3 Enabling Resource Allocation for Multilayered Deployments

In order to scale the deployment horizontally on multiple resource abstraction layers (pods with resource
limits and virtual machines), one needs to express the scaling entities on one layer in terms of scaling entities
on another layer. In our multilayered setting, a service instance in a pod replica is considered to be a scaling
entity for the application layer. Virtual machine (a single instance) of some type is, in turn, a scaling entity
on the virtual cluster layer underlying the deployed application.

The point of intersection for these scaling entities is in service instances consuming some amount of virtu-
alized system resources provided by the virtual machine that the service instance is executed on. Resource
utilization itself tends to be rather dynamic and is therefore a poor common ground for considering how
many VMs are required to run the given number of service instances ahead of time. However, one might
notice that the production-grade container orchestration systems such as Kubernetes demand to set the so-
called resource allocation limits for the containers/pods. These limits are expressed in terms of virtual
resources, e.g. the amount of RAM and the amount of vCPU in terms of millicores3. In turn, cloud services
providers size their VM types (flavors) in the same way, i.e. using the values of virtual resources allocated
to VMs instances to distinguish between them. For example, t3.nano by AWS offers 2 vCPUs and 0.5 GiB
memory, whereas t3.2xlarge by the same provider offers ×4 more vCPUs and ×64 more RAM. Thus, one
may express CPU resource limits of a pod with a service instance running in it in terms of vCPUs of a
VM. With rare changes in the nomenclature of VM types, there is quite a limited space of options that one
needs to consider in order to find an optimal resource allocation on the virtual infrastructure layer using the
desired number of service instances and their resource limits as a guidance. Below, we propose a simplified
approach to calculate the number of VMs required to accommodate the desired number of service instances.
A more accurate approach would try to establish the correspondence between the VMs’ sizings and the
pod resource limits empirically. However, we found this path to be really tedious to pursue because of the
multitude of applications and their resource consumption behaviors. Hence, the below approach is rather
straightforward, but it is proven to work just fine in Kubernetes.

Building on top of the above intuition, we can now use the calculated cumulative resource demands by
the number of service instances to determine the number of VM instances based on the amount of virtual
resources that the VM type has to offer. Let’s say that we need to accommodate nsi instances of service si

in pods with vCPU limit set to r(vCPU)
si . To determine the required instance count N j of a VM of type j with

R(vCPU)
j vCPUs allocated to it, we may use the following simple formula:

N j =

⌈
nsi · r

(vCPU)
si

R(vCPU)
j

⌉
(7.9)

3 https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
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Since the ratios of resource limits for different system resources (vCPU, memory, etc) to the VM type’s
resource may differ, we compute the count of VMs for each type of resource, i.e. N(vCPU)

j , N(mem)
j , and so

on. Then, we select the maximal value. Once the similar procedure is done for all the VM types for a given
cloud services provider (or multiple providers), we fix the interval of time, that the deployment is anticipated
to last for, and use the price per unit of time, p j, for each VM type to compute the cost of every allocation
option:

C(T )
j = N j ·T · p j (7.10)

Lastly, the cheapest option is selected for the deployment.

There are multiple other ways to determine the types and the number of virtual machines to accommodate
the desired count of service instances with the given pod resource limits. For instance, one may attempt to
compose a VM cluster of different VM types. This is particularly useful, when a VM in a homogeneous
cluster has spare resources that are not taken by the pod. Then, such a VM might be substituted for another
one with smaller amount of resources given to it. In addition, as a pre-step, one may try to combine several
different services into an allocation group such that they balance the resource requirements of each other,
e.g. a two-service allocation group with one service being CPU-intensive and another one being memory-
bound. When placed on the same VM, these services will make most of the resources allocated to the VM
in the data center. However, such optimizations usually require some additional runtime resource utilization
information.

These and other optimizations for services placement on VMs are vastly discussed in the research literature
and are not given in this thesis due to the page limit. It is only important to remember that the resource
limits set by the application owner/administrator and the desired count of service instances are sufficient to
find the right type and number of VMs to accommodate the application in the multilayered setting.
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Insights into the Microservice Application
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8.1 Topology-Awareness for Improving Predictive Autoscaling

The role of application topology in how the application should be scaled is substantial. Applications with
long request traces are more likely to exhibit unbalanced scaling, i.e. the services along the request path are
scaled unevenly. Even if a service is able to process the incoming load under the strict SLOs, the downstream
service could fail to scale accordingly and thus will not be able to process the output of the previous one. It
is extremely likely that the independent scaling of services will create a structural bottleneck. The study of
application topology helps in identifying such bottlenecks and designing cascading autoscaling schemes that
balance the capacity along the request path. From the scaling prospective, the most important information,
that could be extracted from the application topology, is as follows:

• Presence of the bottlenecks along the request propagation path. The bottleneck service is usually
characterized either by a) insufficient system resources, or b) a high fan-in factor, i.e. a high number
of incoming connections from other services. Without scaling up the bottleneck service, the scale
up for the upstream services becomes useless. The discussion in this section is mostly focused at the
services that become bottlenecks due to a high fan-in factor. The bottlenecks formed by the insufficient
resource allocation in multi-tier applications are extensively studied in the research literature [149,
84]. In addition, the dynamic performance bottlenecks largely depend on the unique conditions that
the application is in, e.g. performance of the underlying physical machines and the optimality of
the business logic implementation. Studying the application topology may reveal such structural
bottlenecks to scale them accordingly to minimize the requests waiting time in services’ buffers.

• Fan-out to fan-in ratio. Application logic determines requests propagation paths. A single incoming
user request may trigger multiple subsequent requests to be processed before issuing the response.
Corresponding requests traces may exhibit high branching factor. The count of incoming service
connections is usually called a fan-in factor. Similarly, the count of outgoing service connections
is called a fan-out factor. The ratio of fan-out to fan-in of a service determines how actively is this
service involved into the communication with other services. The transactional model adopted in the
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interactive applications forces the incoming request to result in at most one request on each outgoing
connection (retries are not taken into account). This means that the static application topology can be
an asset in understanding the runtime requests paths. Fan-out to fan-in ratio is a fundamental indicator
of how the resource consumption and the performance of a service in the request path relates to the
performance and the resource consumption of the connected services.

• Balanced clusters of services that can be scaled as a group. Often, software architects and DevOps
engineers try to balance the deployment to minimize the resource waste. Therefore, a group of services
and its placement may already be composed to even out the differences in the workload on request
processing. Identifying manually tuned service groups may enable coarse-grained autoscaling, when,
instead of scaling a service, a group of services is scaled. Even without manual efforts to designate
such service clusters, the execution-time performance data may be used to detect such groups.

Application topology thus plays an important role in how effective predictive autoscaling will end up being.
For example, if the capacity and performance relations between the services are known, one can provision
the capacity required to process the request in the upstream services while the request has not yet reached
them. This is especially promising when meeting tight millisecond-scale SLOs.

8.2 Network Theory Essentials

Network theory offers a rich mathematical framework to analyze the complexity of real-world distributed
systems like the Internet [150]. A network is a graph with labelled vertices and/or edges.

Network theory offers methods and abstractions to characterize the importance of nodes in the network
(topology). The importance could be denoted differently, but the most common way is to associate the
number of connections with a node’s importance, i.e. the more connections the node has, the more important
it is. The identification of such nodes is addressed by the centrality indices [151]. Degree centrality is one
of the simplest centrality measures and is defined as the number of links incident upon a node v: CD(v) =
deg(v). This measure characterizes an immediate importance of the node.

Degree distribution is a probability distribution of degrees in the network that describes the structural proper-
ties of the whole network in the compressed form. Degree distribution shows the frequency of encountering
the nodes with a particular degree in the network – different degree distributions likely identify different
topologies. For instance, if the degree distribution has a long tail for higher degrees, then the network con-
tains only a few nodes that have connections count to other nodes. This can have significant implications in
such cases as developing a network structure that scales evenly along the request propagation path.

The degree distribution of a network can be approximated with a mathematical model. Such approximations
allow in-depth studies of networks’ properties. For example, one of the most common types of networks is
a scale-free network. It follows the following probability distribution in degrees of its vertices: P(d) ∝ d−α .
Here, the fraction of nodes with d connections is defined as P(d). It drops exponentially with the growth of
the degree (α is usually between 2 and 3).

Various models exist to describe the properties of the networks and to generate new ones. In particular, scale-
free networks are best described by the Barabási-Albert (BA) model that uses a preferential attachment
method to generate networks with a power-like degree distribution [152]. Random graph models such
as Erdős-Rényi (ER) model and Watts-Strogatz (WS) "small world" model generate networks with other
degree distributions. The degree distribution analysis yields valuable insights into the topology of cloud
applications allowing one to design balanced scaling techniques.
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8.3 Dataset

To conduct our study, we collected a dataset of 137 Docker Compose configuration files sampled from 107
Github repositories [153]. The collected configuration files represent a variety of applications, including
web-shops and web-portals, cloud platforms for IoT, technology stacks, etc. These YAML files define the
start up sequence of microservices via special keywords, such as depends_on, links, or external_links1. This
formal specification allows to create a service-dependency graph. To ensure that the analysis reflects the
real-world applications as much as possible, applications with three or fewer connected microservices were
excluded from it. After filtering, 103 Docker Compose configuration files with the total of 826 services
remained with at least 26% of the applications containing more than eight microservices.

8.4 Degree Distribution Analysis Technique for Small Networks

The dataset analysis starts with producing an adjacency matrix representation of the underlying directed
graph for each the Docker Compose configuration file. These matrices are used to identify topological pat-
terns using the degree metric. Preliminary visual inspection pointed at three candidate degree distributions
in the dataset (Nd is the number of nodes/services of degree d):

• Uniform distribution. For degree d in a range [a,b], Nd = const; Nd = 0 otherwise.

• Power law (Pareto) distribution. For a degree d, Nd ∝ d−α .

• Normal distribution. For a degree d, Nd ∝ e−
(d−µ)2

2σ2 .

With a maximum of 24 vertices in the largest microservice application, determining the form of the degree
distributions with statistical tests is prone to be inaccurate [154]. A network may be attributed to several
distribution types. To improve the quality of such tests, a hybrid approach is devised. It combines statistical
tests with the heuristic based on the form of the distribution curve. Preliminary tests on randomly generated
distributions demonstrated high inaccuracy of the statistical tests for applications with a number of services
less than six. Therefore, a fallback heuristic is applied when a graph has fewer than six vertices or when the
corresponding statistical test is inapplicable to the given distribution. The designed heuristics are as follows.

Uniform distribution heuristic. A small number of distinct degrees in graphs makes the direct application
of uniform distribution tests impractical. It is possible to transform the data s.t. the statistical tests would
provide meaningful results. First, the initial degree distribution is transformed into a histogram. Following,
the Pearson’s chi-squared test is applied to test the degree distribution based on a Monte Carlo test with 500
replicates [155]. The value of 500 replicates was determined by conducting multiple tests on randomly gen-
erated distributions. The fallback heuristic for uniform distribution checks the single outcome not covered
by the statistical test: whether all the vertices have the same degree.

Power law distribution heuristic. The Kolmogorov-Smirnov test was used to determine whether the degree
distribution of a graph is close to a power law (Pareto) distribution. Computed parameters of power law
distribution allow to determine if the fallback test should be applied. Usually, it is necessary for borderline
graphs with 6–7 vertices. The fallback heuristic computes the mean degree and checks if the number of
vertices with a degree lower than the computed mean is higher than the number of vertices with a degree
higher than the mean, i.e. whether the following condition holds:

1 https://docs.docker.com/compose/compose-file/#links
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|{vi|d ≤ µ}|− |{v j|d > µ}|> T (8.1)

Based on the threshold T , more or fewer cases can be classified as following the power law; the threshold
values 1 or 2 were found to be appropriate for the dataset.

Normal distribution heuristic. To determine if the degree distribution in a graph is normal, the Shapiro-
Wilk test of normality [156] is used. This test was shown to be more powerful when testing for normality in
comparison to Kolmogorov-Smirnov [157]. Its associated fallback heuristic checks 1) if the most frequent
degree in a graph d f is between the minimal (dm) and maximal (dM) degrees, and 2) if the number of vertices
with degrees higher than the most frequent degree and the number of vertices with degrees lower than the
most frequent degree are almost equal (discrepancy by a threshold T = 1 is allowed). The conditions can be
written as follows:

(
dm < d f < dM

)
∧

(
|{vi|d ≤ d f }|− |{v j|d > d f }| ≤ T

)
(8.2)

8.5 Service Degree Distribution Analysis

In this section, we show the results of fitting the discussed distributions to the samples from the dataset
using the hybrid approach devised in the previous section. Table 8.1 shows the applications that fit in the
corresponding distribution type under the parameters set for heuristic tests. Both the absolute numbers and
the percentages in the dataset are reported. The Total column presents the count of all the applications that
fall into the distribution type specified in the row. The Pure column shows the count of applications that fit
only in single distribution type with their topologies.

Distr. Threshold = 1a Threshold = 2a

Type Totalb Purec Totalb Purec

Skewed 90
(87.4%)

48
(46.6%)

80
(77.7%)

42
(40.8%)

Near-
uniform

43
(41.8%)

11
(10.7%)

43
(41.7%)

14
(13.6%)

Central 20
(19.4%)

0 (0.0%) 20
(19.4%)

0 (0.0%)

Other - (-%) 2 (1.9%) - (-%) 8 (7.8%)
aThreshold is set for the fallback test.
bPositive outcomes for other types are possible.
cOnly negative outcomes for other distribution types.

Table 8.1.: Degree distribution types for microservice applications studied.

The main observation from the table is that microservice applications with the power law degree distribution
of the underlying structure graph prevail in the dataset. The applications with such a degree distribution
cover roughly 87% of the whole data set with a loose threshold of 1 for the fallback heuristic and around
78% with a tighter threshold of 2. The uniform and normal distribution cases amount to only around 42%
and 19% of cases, correspondingly. Considering only the cases associated with a single distribution type, a
similar picture of power law distribution emerges, being the most frequent with around 47% of all the cases,
and followed by the uniform distribution with around a 30%-wide gap. For the small number of unique
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(a) Samples following the proposed distribu-
tions.

(b) Samples not following the proposed distri-
butions.

Figure 8.1.: Examples of application graphs following different degree distributions.

degrees, the uniform degree distribution might be over-represented. Hence, for the examined dataset, the
dominance of the power law-like distribution is even more apparent. Samples of the discussed graphs can
be found in Figure 8.1a.

Table 8.1 indicates presence of several distributions that are different from those tested. The threshold
increase from one to two for the power-law heuristic test yields an increase in the number of unclassified
cases by six, which might be hybrids between the skewed and some other types (cf. sample A in Figure 8.1b).
The two other cases should be quite different from the power law distribution. Indeed, these two examples
show the prevalence of vertices of a higher degree in comparison to vertices of a lower degree. This type of
distribution could be described as N ∝ ed . (cf. sample B in Figure 8.1b).

The main conclusion is that most microservice applications have a structure of a scale-free network [158].
The skewed degree distribution with a long tail implies a presence of services that have significantly more
connections than the others. There are at least several services that exhibit such usage pattern, i.e. Post-
greSQL, Zookeeper, RabbitMQ and Elasticsearch. This is not surprising as they implement common func-
tions, such as logging, configuration management, message brokering, and data storage. This also means
that the microservice applications tend to form bottlenecks and can scale unevenly.
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Figure 8.2.: Random graphs generated using BA-model. Number of nodes: 18.

8.6 Application Topology Generation
to Assess Predictive Autoscaling Topologies

Limited public availability of the large-scale microservice applications precludes one from studying complex
network effects on the autoscaling policies. Our study allows to solve this problem by generating realistic
microservice applications topologies based on the generative random graphs models. In this subsection, we
touch upon the application topology generation using the BA-model which turned out to be overrepresented
in the microservice applications as was shown in the previous section.

We discovered that the change only in two parameters of the BA-model influences how close the generated
graph is to the real topology. These parameters are the power of preferential attachment, α , and the attrac-
tiveness of vertices with no edges, a. According to BA-model generation process, a single vertex is added to
the graph at each time step; a new vertex is attached to old vertices with one or more edges. The probability
of ith vertex to be chosen is given by Pi = dα

i +a, where di is the in-degree of this vertex. Higher values of α

favor vertices with more connections, whereas higher a values give chance to vertices with no connections.

Studying the distributions of parameters α and a for graphs with minimal network distances (details in
[159]) allowed to find two perspective intervals for each parameter: α ∈ [0.01;0.10]∪ [0.80;1.00], a ∈
[0.00;0.05]∪ [3.00;3.50]. For each interval marked either as LOW or HIGH, a value close to its middle
was selected, then four possible combinations of these values were used in generating example random
graphs according to the tuned BA model. Parameter edges to add per time step was set to 1. Generated
samples are shown in Figure 8.2. Visual study shows that sample B corresponds to the applications that
rely on the common logging service, whereas sample C represents an application with several auxiliary
services used, e.g., to maintain configurations. Sample D in that sense is close to applications organized
in the conventional multi-tier fashion. Sample A in Figure 8.2 is reflected in the dataset, since it exhibits
highly-centralized hierarchical architecture with most of the services using the configuration service.

In Chapter 10, we use BA-model and the discovered parameter intervals to generate realistic microservice
application topologies for the assessment of how well do the performance models in predictive autoscaling
policies capture the topological information for better service level.
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of Autoscaling Policies

9.1 Execution Model Identification

9.1.1 Execution Model Motivation and Overview

9.1.1.1 Identifying an execution model

An execution model for a distributed system1 autoscaling is inherently complex. Below we introduce several
key characteristics that shaped the autoscaling execution model introduced later.

First of all, autoscaling for multilayered deployments spans multiple resource abstraction layers. A high-
level overview of such layered representation is provided in Figure 9.1. The topmost layer is an application
layer. There, the system resources are indirectly represented through the requests processing capacity of
a service, i.e. how many requests per unit of time an application service can handle without violating the
SLOs [97]. Underneath, there is a virtual cluster (platform) layer. This layer differs from the application
layer in that it a) offers limited amount of physical machines’ system resources which are usually time
shared, and b) is usually managed by the CSP. The platform layer offers the application layer scalable
clusters of virtual machines. VM clusters can be scaled depending on whether the application needs more or
less system resources to meet the user demand and to reduce the amount billed for using the cloud resources.
At the bottom, there is a physical infrastructure layer. This layer cannot be autoscaled, but the autoscaling
can account for its capabilities and limitations. For instance, service threads might be pinned to particular
sockets s.t. the inter-process communication overhead in NUMA system is reduced.

Second, autoscaling has an inherent time dimension. The autoscaling process is often viewed as a sequence
of application and VM cluster states on a joint timeline. Each state is distinguished by a) the allocated system
resources and requests processing capacity of an application service, and by b) whether this resource/capac-
ity state is already enforced. The latter distinction originates from scaling actions not being instant, i.e.

1 In this thesis, the notion of distributed system encompasses both the application and the cluster of virtual nodes.
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Figure 9.1.: Resource abstraction layers in Infrastructure-as-a-Service (IaaS) cloud.

some time has to pass before the desired state becomes the actual state. This lag is scattered across different
abstractions and exhibits a degree of randomness. Mainly, it depends on the booting/termination time of
virtual machines, on the time required to start and stop the service instance, on the immediate availability
of cluster resources and budget to purchase them, on potential failures on any of the resource abstraction
layers, and on the parameters of autoscaling such as cooldown period.

Third, higher resource abstraction layers are bound by the resources provided lower in the hierarchy. If the
VM cluster size is insufficient to accommodate the desired count of service instances, then the instance may
fail to start or will have to wait until the required resources become available. This dependency is asymmet-
ric. If the cluster node scales down or fails, then all the service instances running on it will disappear.

Fourth, the applications significantly differ by how they utilize system resources and how the request paths
(traces) are formed within the application. The execution model should grasp this diversity without trading
its generalization capabilities. The execution model can address the versatility of request traces by modeling
the application topology and distinguishing between the workloads produced with different requests types.
For example, a request to purchase an item from a web shop is likely to be more "heavy" processing-wise
than a request to just show the product details.

Fifth, there are two constituents to the autoscaling behavior – the policy and the mechanism. The policy part
is responsible for what scaling actions should be performed. In contrast, the mechanism determines how
these actions will be performed. The autoscaling policy determines the scaling trigger, i.e. a condition for
a scaling action to get scheduled. Such triggers may be asymmetric as in Kubernetes Cluster Autoscaler
where scale up and scale down actions have separate pieces of code responsible for each of them. The
autoscaling mechanism is an algorithm that implements the scaling logic including collection of metrics,
their processing, and the enforcement of the desired state.
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The above list is not exhaustive, but these key concerns should be taken into account when devising an
execution model appropriate for analyzing the autoscaling process. In what follows, we present an execution
model for generalized autoscaling that prioritizes meeting SLOs relevant for the end user.

9.1.1.2 Execution model overview

To build an execution model, we first identify its key abstractions:

• Application represents a microservice application that processes the user requests according to the
logic implemented in its services. This abstraction captures the resource utilization introduced by
requests processing and allows to measure service level metrics such as response time.

• Platform represents scalable clusters of nodes that share physical infrastructure. Usually, these clus-
ters are provided by CSPs to the application owner on a pay-as-you-go basis. The reason to decouple
the platform abstraction from the application abstraction is due to the independence of the resource
allocation goals imposed by these two layers. The application prioritizes meeting strict SLOs even
at the expense of additional resources, while the platform-level goal is to reduce the expenses by
minimizing the resource usage. Clearly, these objectives are in conflict.

• Deployment abstraction encapsulates the deployment logic. It incorporates an initial deployment
configuration that includes such high-level parameters as geographical regions, which the application
should be deployed into, the number of service instances as well as the types and counts of VMs to be
allocated initially. Once the deployment phase is over, some parameters are bound to stay the same
unless the application is re-deployed (e.g. regions bindings).

• Load abstraction captures the user load pattern over time allowing for some randomness on load
generation. Load abstraction was added to the execution model since user load serves as a trigger for
the elastic behavior of the distributed system. Having load in the execution model allows to add it into
the list of controllable parameters when doing simulation-based autoscaling policies evaluations.

• Application Scaling Policy encapsulates autoscaling decision making, starting with the collection of
monitoring data and all the way to the enforcement of the new state. Following the separation into the
application and platform, the application scaling policy decides on the desired state of application to
fulfill the service level objectives, whereas the platform follows the best-effort policy to accommodate
this desired state (cf. platform adjustment policy below). The application scaling policy is a variation
of monitoring-analyzing-planning-executing (MAPE) loop [125].

• Platform Adjustment Policy follows the decision taken by the application scaling policy and at-
tempts to devise the platform state that can accommodate all the desired service instances taking into
account their resource limits. At the same time, the adjustment policy is responsible for doing its best
in meeting the platform adjustment goals such as cost minimization as long as the desired applica-
tion state does not suffer. For example, the application owner might be interested in minimizing the
amount billed from her account for the cloud resources, hence the adjustment policy tries to meet this
goal, but only after the primary goal of the application scaling policy is met.

• Scaling Process abstraction is responsible for delaying the scaling actions like in real systems. It
includes service instances and VMs start-up and termination delays. The impact of these delays on
the quality of the autoscaling is substantial [11], hence they get their dedicated abstraction. Often, the
overprovisioning-averse autoscaling policies fail to meet the SLOs imposed by the application owner
precisely because of these delays.
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Figure 9.2.: Execution model for autoscaling of multilayered deployments.

Abstractions comprising the execution model can roughly be categorized into the environment and the au-
toscaling execution model itself. A bird’s-eye view on the execution model is shown in Figure 9.2.

Environment groups the unmanaged aspects that the autoscaling process has to consider either directly or
indirectly. Load is one of the most important such aspects (cf. the red box in Figure 9.2). Depending on load
and the quality of service delivered, both the application and the platform might need to be scaled. Load has
stochastic nature, and the main source of stochasticity is how the count of requests changes over time.

Autoscaling execution model groups scaled entities, i.e. the application and the platform, with the au-
toscaling process representation (cf. the gray area in Figure 9.2). The application and platform abstractions
form the core of the execution model (cf. the white boxes in Figure 9.2). The application abstraction imple-
ments the requests processing logic. Thus, it is partially responsible for the requests processing times. The
platform abstraction bears the leftover responsibility for requests processing times since it provides system
resources such as processor time, network bandwidth, memory, and disk space. Other parts of the execution
model impact requests processing substantially, but indirectly.

The deployment abstraction determines the initial state of both the platform and the application in terms
of capacity and resources that they collectively offer (cf. the blue box in Figure 9.2). In respect to the
application abstraction, deployment pins services to particular geographical or logical regions and indicates
the desired initial capacity in terms of services instance counts and their resource requirements. Similarly,
for the platform abstraction, it provides an estimate of desired initial system resources and their location in
geographical or logical regions. Treating deployment as an independent abstraction is preconditioned by the
set of initial constraints such as the set of regions, which autoscaling can operate in.

An autoscaling aspect in the execution model is represented with an abstractions triad – Scaling Process,
Application Scaling Policy, and Platform Adjusment Policy (cf. green boxes in Figure 9.2).

The application scaling policy abstraction represents the adjustment logic for the application. It determines
the quantitative parameters of the application (e.g. the number of service instances) required to meet the ser-
vice level objectives such as 99th percentile response time being lower than a threshold. Application scaling
policy computes the desired state based on its own parameters and the monitoring data. The monitoring data
includes various metrics, e.g. resource utilization or load volume, and the current state of the application
and the virtual cluster. Once the desired state is calculated, it is passed to the platform adjustment policy.

The platform adjustment policy attempts to derive the platform state such that the desired application state
has enough system resources. It also attempts to meet its own objective, e.g. cost minimization. It can do
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so in various ways, e.g. by placing instances of services with non-conflicting requirements to the resource
kinds on the same virtual machine or by going for other cloud services provider if the offer is cheaper.
Once the desired state of the platform is devised, the scaling process abstraction is used to delay the desired
application and platform states accordingly.

Scaling process captures random booting and termination delays introduced both when scaling the services
and the VM clusters. Naturally, these delays impact the results of the autoscaling process. The desired state
that is devised by the autoscaling policy cannot be enforced immediately due to various delays such as start-
up and termination delays for virtual cluster nodes and application service instances, also network delays
and overbooked clusters. The scaling process abstraction amends the desired states upon their enforcement,
i.e. if the desired state supposes that a new VM instance will start at a particular time, the actual starting
time will be delayed by the scaling model in a stochastic way.

Presented components of the autoscaling execution model are discussed in the following subsections.

9.1.2 Application

The application abstraction is central to the autoscaling execution model. The reason is that scaling a
cluster of virtual nodes in isolation, without considering application characteristics such as the response
time, will likely yield poor user experience [11]. We view each application as something bigger than a
simple collection of services, hence the proposed abstraction determines:

• Interconnection of services in the application. The communication chain is usually split across the
services. A service only knows its immediate neighbors. Such an encapsulation of the communication
path improves application resilience and makes it easy to modify. Any change to the communication
path requires isolated adjustments made at each service. However, modeling the service communica-
tion as-is renders the holistic analysis of the application level autoscaling impossible. Therefore, the
application abstraction offers an aggregate representation of communication chains in a graph form.

• Requests processing characteristics and requests propagation paths. Request-related information
is spread between the load abstraction and the application abstraction. The load abstraction (cf. Sub-
section 9.1.3) represents characteristics of the aggregate user load, e.g. how many requests arrive at
the given endpoint within a second. In contrast, the application abstraction captures the processing
characteristics of incoming requests. Request paths in the application are also represented in the ap-
plication abstraction. Each such path sets a chain of unique relations, including service-to-service,
entry-to-service, and service-to-exit. Any request path is represented as a directed graph.

• State of the application. At any given point in time, the application state is distributed among its
components, i.e. services and service buffers. It is impacted by load, resources available to the ap-
plication services, by logic that these services implement, and by the capacity of service buffers. The
application abstraction represents the state of the modeled application through the requests processing
characteristics and requests propagation paths, including varying requests fan-in and fan-out factors.

An application with multiple tiers is commonly modeled as a queuing network [160]. The rationale behind
this representation is that each application service processes the requests (serves in the terminology of queu-
ing theory) by consuming the limited resources offered to it by the underlying virtual nodes. If the service
resources are saturated s.t. no more incoming requests can be processed at the moment, then the incoming
request ends up in a service buffer. The buffer stores the requests waiting to be processed by one of the
service instances. If the buffer is full, incoming requests are dropped. When the service managed to depart
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Figure 9.3.: An application represented as a queuing network. Each service is shown as a group of ser-
vice instances: SI1, SI2, etc. The downstream communication represents the propagation of
the requests through the services from the user. The upstream communication represents the
propagation of the response through the service to the user.

from the resource saturation point, it takes on the waiting requests. Multiple policies that can be employed
to manage the requests ordering in the service buffer.

Figure 9.3 shows a queuing network example corresponding to an application with three logical tiers, each
having a single service. The first service has four instances, whereas the second service has three instances.
Unlike conventional queuing networks, the entry point corresponds to the exit point. When the user sends a
request to the application, the path of this request in the application is split into two parts.

The first part, called upstream, is the path that starts at the entry point and continues through the predefined
service chain until the last service is reached (usually, a database). Upstream requests spend time in the
dedicated upstream buffers2 waiting until some service instance can process them. The processing may
result in forming additional upstream requests to other services (requests fan-out). For convenience, these
requests are attributed to the original one.

When the last service (e.g. database) is reached, the application should be able to form a response. Re-
sponses take the downstream path, i.e. the second part of the user request path in the application. On a
way back to the user, the response may also need to wait till the service instances can process it. For that
purpose, the Application Model offers the downstream buffers. Hence, each service is equipped with a pair
of buffers: one downstream, one upstream.

9.1.3 Load

The load abstraction represents generation of the user load. The notion of request is central to this abstrac-
tion. Request carries the information relevant for application-level simulation:
2 Queuing theory refers to buffers as ’queues’. In the context of the thesis, this term is considered misleading. The term ’queue’

supposes first-in-first-out (FIFO) queuing discipline, whereas the requests and responses can be taken in different order. This
order is regulated by the adopted service discipline and the practical implications, e.g. when the responses arrive out-of-order,
but are all required to form the next response.
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• Region which the request belongs to. This information enables modeling/simulation of geographi-
cally distributed applications. Load patterns may differ across regions.

• Request type allows to identify the request path and how much resources will it consume on its way
while being processing by the service instance. This is an artificial attribute that simplifies represen-
tation of versatile combinations of endpoints with the user data.

• Upstream/Downstream notifies the application abstraction whether the upstream or the downstream
processing logic should be applied to this specific request.

• Processing time required per service represents the time that the request should spend in the pro-
cessing state for each application service in order to be allowed to proceed to the next service. The
processing time differs by whether the processing is upstream or downstream.

• Entry service is the name of the first service on the request propagation path.

• Timeout. If the cumulative lifetime of the request reaches this value, then the request is dropped.

• Size represents the size of the request in bytes. This parameter is relevant for considering how much
of the network bandwidth is currently occupied by the transmitted requests.

• Request ID is a unique request identifier. It allows to represent multiple requests and responses
generated by the services upon finalizing processing of the initial request. Keeping request ID the
same allows to simplify the representation of the request propagation path as a chain of services that
pass the request from one to another replicating it on fan-out. The answers to the replicated requests
have the same ID. They should be combined to allow the response to proceed.

• Replies expected carries the cumulative number of responses for the fanned out request that are
expected before the downstream processing could proceed.

• Processing time left and the transfer time left are both set before the request is put for processing
by the service or the link (cf. Subsection 9.1.5.3). The request is not allowed to proceed unless these
fields hit zero.

• Stats: cumulative time, network time, buffer time. The per-request statistics of time spent in
different states, such as being transferred over the network or waiting in the buffer, provides detailed
insights into how the request lifetime was distributed. These data allow to evaluate quality of the
adopted scaling policy at a fine granularity which is required to tune the autoscaling policies.

The load abstraction offers a couple of ways to configure load patterns on a per-region basis.

The first way is to set up a seasonal pattern. The seasonal pattern can be defined either by a periodic function
such as sinus or by a set of values repeated with some frequency. In most cases, load patterns do not differ
much day by day. Instead, they do differ between the work day and the weekend. The load abstraction
supports this configuration. Load generation settings can be configured for all months without the need to
write the configuration for each month separately. If either more fine- or coarse-grained measurements are
available for identifying the load pattern, the resolution of the pattern can also be changed. One can configure
the ratio of each request type in the generated load and add some randomness on top of the generated pattern
by setting the type of a probability distribution and its parameters. The probability distribution determines
by how many requests will the load at the given time step be adjusted to account for stochastic user behavior.

The second way to configure the generated load is to use the load trace of a real application or a web-
site [161]. Such traces usually contain an aggregated request rate per some unit of time, e.g. an hour or
a minute. In some cases, anonymized characteristics of individual requests such as size in bytes and the
referenced endpoint may also be available. These parameters can be used to generate the requests that fol-
low a realistic pattern. There are, however, three major limitations to using the real load traces: a) limited
availability of such data, b) the load trace might not be sufficiently fine-granular, c) the load trace represents
just a single turn of events, i.e. it may miss on some corner cases such as sudden load spikes.
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9.1.4 Deployment

The deployment of an application is done only once at the very beginning. Hence, the deployment step is
considered separately from changing the application and the VM clusters with scaling. The reason is that
the deployment sets the initial configuration and thus acts as a bounding box for the forthcoming scaling
actions. An example of such parameters are the regions which the application service instances are deployed
in. The initial assumptions of the application owner about the resource demands are also reflected in the
deployment.

To a large extent, the deployment abstraction acts as a container for the deployment settings. These settings
are transformed into the delta-representation. This representation reflects the desired change to the state of
both the platform and the application. Since simulation starts with no nodes and services, this change always
has a plus sign and takes on values specified in the deployment configuration. The state change produced
has to be delayed via the scaling process abstraction (cf. Subsection 9.1.6).

9.1.5 Platform

9.1.5.1 Main functions

The platform abstraction represents clusters of virtual nodes underlying the application. It holds the current
state of the platform and the sequence of state deltas, both desired and enforced, ordered in time. Upon
reaching the simulation time that corresponds to the timestamp for an enforced state change, the corre-
sponding change is rolled out, i.e. the current state of the platform is updated with this change. Platform
participates in two stages of the autoscaling process:

• Adjustment. During the adjustment stage, the resources offered by the current platform state have to
be adapted to the anticipated application demand. Conceptually, the platform is viewed as a follower
of the application in the context of the autoscaling process. This means that, first, the required state
of the application is determined to accommodate the user load, and, second, the platform is adjusted
correspondingly to fit the resource demands of the to-be-scaled application.

• Placement. The placement stage binds the instances of the application services to the virtual nodes.
Only upon finalizing the placement, will the service instances be available for the requests processing.
This stage operates on the node groups abstractions instead of individual nodes. All the nodes in a
single group have the same resource amount to offer (homogeneous node groups). In special cases,
when the application services require special resources to be available on the node (e.g. a GPU or an
FPGA board), the node groups add another distinguishing feature – label. The labeling mechanism
allows to distinguish between the node groups with non-standard resource types.

The current state of platform is represented by node groups. When scaling, we do not distinguish between
the individual nodes. However, for the purpose of modeling the resource consumption and the placement,
in Subsection 9.1.5.2 we consider a virtual node abstraction. Subsection 9.1.5.3 discusses a link abstraction
to account for the network delays that may have significant impact on the response time [162].

9.1.5.2 Node

The node abstraction captures both the technical and the economical characteristics:
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• Provider represents one of the cloud services providers that offers virtual nodes (VMs). Capturing
this piece of information allows to model/simulate the multi-cloud scaling.

• Type represents a type of the virtual node specific to the provider, e.g. t2.nano for AWS.

• vCPU represents virtual CPUs count granted to the node of this type.

• Memory represents the size of the main memory allocated on the physical server for the node.

• Network bandwidth is a bandwidth that is provided to a single virtual node of the given type.

• Disk is the size of the secondary storage directly available on the virtual node.

• Price per unit time defines how much one will be billed for a unit of time worth of node usage.

• CPU credits per unit time defines how many CPU credits will the cloud services user get for using
burstable performance instances that she can spend for vCPUs at some predefined level of utilization.

• Network latency represents the advertised or the measured network latency for the given CSP and
the virtual node type.

• Labels is a set of strings each of which represent a particular feature of the given node type such as
being equipped with GPUs to enable more precise placement in certain cases.

Both the node abstraction and the characteristics associated with it are not considered in isolation. The main
purpose of this abstraction is to produce an estimate of the resources, consumed by the service instances on
the virtual node. The notion of the consumed resources is thus tied to a particular type of node. To compute
the resource consumption in a node group, the resource consumption for a single node is multiplied by the
count of nodes in that group. When conducting the placement of service instances, it is necessary to test,
whether the service instances can indeed be placed on the node, i.e. whether there are enough resources.
Similarly, before a request is added for processing on the node, it is estimated whether the available resources
will be sufficient for the request to be processed. These tests allow to select a node type that has sufficient
resources upon conducting the adjustment phase of the scaling process.

9.1.5.3 Link

The link abstraction captures network delays when sending the requests from one node group to another
node group. Any link is characterized by its latency and the available throughput. The dynamic state of
the link is characterized by a) the requests that are currently in transfer on this link, and b) the throughput
currently used by the requests in transfer. The dynamic state is updated upon the addition of new requests
or their departure either via being transferred into the buffer (capacity available) or by being dropped if the
timeout was reached. A single link simulation step is shown in Algorithm 1.

Upon performing a simulation step, the link abstraction considers each request r that is currently in transfer.
It first modifies the time left for this request to wait on the link, the time that it spent on the network, and
the cumulative time. The waiting time is initialized with the latency of the link (not shown) upon adding the
request to the link. If the waiting time left for this request has hit zero, it is considered for being pushed into
the service buffer Buf. If the buffer does not have spare capacity to hold the request, then it is dropped. The
request is also dropped if the cumulative time reached the timeout value (this piece of logic is not present
for clarity). If the buffer has spare capacity, then the request is pushed into the buffer. In all of these cases
the used throughput of the link Thru is reduced by its size.
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Algorithm 1. Pseudocode for the link abstraction simulation step.
input : Requests currently in transfer on this link R, used throughput of the link Thru, modeling

step step
output: Requests to be considered for adding into the buffer RBuf

1 for request r in R do
2 RBuf← /0;
3 r.waitingOnLinkLeft← r.waitingOnLinkLeft - step;
4 r.networkTime← r.networkTime + step;
5 r.cumulativeTime← r.cumulativeTime + step;
6 if r.waitingOnLinkLeft ≤ 0 then
7 RBuf← RBuf

⋃
r;

8 Thru← Thru - r.size;
9 R.remove(r);

10 end if
11 end for
12 return RBuf

9.1.6 Scaling Process

The scaling process abstraction defines the part of scaling behavior that depends neither on the scaling policy
nor on the adjustment policy. Particularly, the scaling process abstraction is responsible for introducing the
delays of starting and terminating the node groups and service instances. These delays are stochastic, but
they are rooted in the deterministic processes such as creating a VM on a hypervisor or recreating a container
upon changing its resource allocation. The scaling process abstraction consists of two sub-processes:

• Application scaling sub-process introduces the start-up and termination delays for every service in
the application abstraction. This sub-process can only be used to delay the groups of services. The
delay is issued upon enforcing the desired state of the group.

• Platform scaling sub-process encompasses the start-up and termination delays for every node type of
every provider available. This abstraction introduces the scaling delays for a node group as a whole.
The delay is issued upon enforcing the desired state of a node group.

Both the above sub-processes cooperate to introduce the coordinated delay of scaling actions across multiple
resource abstraction layers. Their cooperation in delaying the scaling actions is represented by an abstraction
that pairs the platform change with the change in the application – generalized delta. Similarly, they delay
the deployment actions as well.

9.1.7 Scaling Policy and Adjustment Policy

9.1.7.1 SPACE process

The abstractions of the scaling policy and the adjustment policy are both responsible for determining the
quantitative parameters and the time structure of the scaling actions on the application and on the platform
levels correspondingly. Both policies are composed of building blocks (discussed later) realizing isolated
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parts of autoscaling-related logic. Combined, application scaling and platform adjustment policies imple-
ment the logic of the autoscaling process. This thesis focuses on autoscaling for multilayered deployments
roughly following SPACE process model, which is introduced in the following paragraphs.

SPACE process model attempts to generalize the internal behavior of coordinated autoscaling solutions such
as those offered by Kubernetes (horizontal or vertical pod autoscaler + cluster autoscaler) or by the managed
Kubernetes services of cloud services providers. We tried not to specialize this model to the features of
particular in-house autoscaling services offerings by CSPs since these a) tend to change over time and b)
do not expose internal algorithms publicly. The SPACE autoscaling process model borrows the letters in its
name from the scaling phases that it unifies:

• Scale. During this phase, the scaling policy has to decide on the desired application state. The
application can shrink and grow by removing the service instances or adding the new ones (horizontal
scaling). In addition, resource allocation for the service instances might also be changed (vertical
scaling). Scale phase is put at the very beginning of the process since, when prioritizing meeting
SLOs, one needs to first determine how the application should be scaled to meet the SLOs. State-
of-practice autoscaling solutions, such as Kubernetes, implement cooperative scaling across layers by
starting with the application. When the desired application state is determined, one may adjust the
platform resources.

• Place. This phase defines a set of placement constraints that determine the placement options for the
service instances in the desired states. Determining the placement constraints takes both static and
dynamic parameters into account. In terms of the static parameters, placement constraints derivation
considers service requirements as experessed by special resources such as GPUs and FPGAs and
filters out only those virtual node types that are equipped with the corresponding special resource.
For example, an image recognition service may profit from being placed on a node with a tensor
processing unit (TPU). Placement constraints derivation takes dynamic parameters, such as observed
resource utilization, into account as well. Knowing the resource utilization by application services
allows to roughly determine which virtual nodes types will be able to cover their resource demands.

• Adjust. The adjustment phase attempts to derive the platform state that will be able to accommodate
the desired application state given the placement options. In addition, this phase tries to minimize the
cost of the final deployment by choosing the cheapest placements. First, this phase checks whether
the existing virtual nodes are sufficient. If there are idle nodes and no new service instances are
expected to appear, these will be terminated. If some service instances are present in the desired state,
then some or all the idle nodes might be spared. In case the existing nodes count is insufficient to
accommodate all the desired service instances, new virtual nodes should be started.

• Co-locate. This phase is not obligatory but might be required by some approaches to the platform
adjustment. For instance, if the platform adjustment stage is concerned with the deployment cost but
at the same time values the application performance, it may attempt to co-locate the desired service in-
stances in such a way that the resource contention is minimized. Minimization of resource contention
by co-location may be achieved in multiple ways. For instance, one may attempt to minimize the net-
work contention by placing intensely-communication services on the same node. Or, if two services
have different resource usage patterns, e.g. one is CPU-bound and another one is memory-bound,
then these could also be co-located to balance the resource utilization on the node, i.e. reducing the
bill with limited harm to performance.

• Enforce. Lastly, the desired adjustments should be enforced when the time comes. Once the adjust-
ments are enforced, there is no way to overwrite them by the subsequent state change. Only issuing
the scaling action of the opposite direction (e.g. scale down for scale up) and the same size in terms
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of node count will be able to cancel the effect of the enforced adjustment. However, the enforced
state will likely to stay for some time until the cancelling change appears and hence will be able to
somehow impact the requests processing. This differs the enforced state from the desired one.

The next sections present the phases Scale, Place, and Adjust. All three are obligatory for the SPACE
process. The Enforce phase is also obligatory but it is too trivial for a dedicated discussion.

9.1.7.2 Scale

The Scale phase is responsible for scaling the application services and is thus fully captured by the scaling
policy of the autoscaling execution model. The computation of the desired change for a service is organized
in a sequence of fine-grained operations that converts the metrics values into the desired change in terms
of service instances. To compute the desired change, one may use one or more metrics. Hence, the opera-
tions split into the per-metric operations and per-metric group operations. The per-metric operations are as
follows:

• Filtering is applied on raw metric values to either substitute some values for other ones or to smooth
it according to some filtering algorithm to get a more pronounced seasonal pattern.

• Aggregation is applied to the filtered metric time series to adapt its resolution by aggregating the
values within the specified moving time window, e.g. one can take a maximal value in the time window
or an average. This operation differs from filtering in that it changes the time series resolution.

• Forecasting extrapolates aggregated metric time series into the future. This operation is performed
with help of an underlying forecasting model. These models may vary in how they function, but
they unite in the predict interface. Forecasting is performed using such approaches as ARIMA, sup-
port vector regression, singular spectrum analysis, long short-term memory (LSTM) recurrent neural
networks, etc (cf. Chapter 6). If the policy is reactive, then the forecasting operation is omitted.

Once the operations from the list above are performed on every metric from a group of metrics considered
for scaling, the scaling phase proceeds to determine the desired state of the application. It does so by
performing the following operations that make use of all the relevant metrics in a group:

• Desired state calculation is a key operation in determining the desired state of an application. All
the metrics from the same metrics group are used in determining the state. If one or more of these
metrics were forecasted, then the desired state will be in the future. The desired state calculation is
done either via some analytical expression or using a black-box modeling technique such as machine
learning. Despite the particular implementation, the calculated desired state should represent either
how many service instances are required (horizontal scaling) or by how much should the resources
allocated to them be changed (vertical scaling). Both approaches can be combined.

• Stabilization minimizes the oscillations in the computed desired scaling aspect using the windowing
function and some aggregation in the window. For instance, in case of horizontal scaling the count
of service instances may be stabilized by taking the 2 minute-wide time intervals and computing the
median of service instances count in such an interval.

• Limiting puts the stabilized scaling aspect values into the predefined interval. Such interval is de-
fined by the minimal and maximal value. For example, in horizontal scaling, one defines the limits
on the count of service instances. The minimal value is then the count of service instances which
the stabilized count cannot fall below. This may be achieved by substituting all the values that are
lower than the minimal limit set by the value of this limit. Similarly, the values that are higher than
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the maximal limit are substituted for it. This mechanism is similar to that of Kubernetes and IaaS
autoscaling solutions of cloud services providers where one sets the min and max counts of replicas
and VM instances correspondingly.

The result of the last operation is a series of desired application states to be fed into the Place/Adjust phases.

9.1.7.3 Place & Adjust

The combination of the Place and Adjust phases of the SPACE autoscaling process finds its representation
in the platform adjustment policy abstraction. The combination of these phases aims at adapting the clusters
of virtual nodes to the resource demands of the desired services state determined at the Scale phase.

The Place phase constructs services placement options for each node type. Each such option represents the
maximal possible allocation of the service instances on the given type of node. Such placements are gen-
erally limited by the resource amount offered by a particular type of node. However, additional placement
hints might be utilized to fulfill specific platform adjustment goals, e.g. balance the consumption of different
kind of resources on a node by co-locating the services with complementary resource utilization patterns.
Once the placement options are devised, they are scored based on some quantitative characteristic, e.g. the
cost of the placement option. The score must adhere to the following property: higher score means better
option.

The Adjust phase makes use of the scored placement options to determine the desired platform state. Over-
all, the Adjust phase gets its work done by proceeding through the following sequence of operations:

1. Determining whether the resources can be freed. This operation evaluates whether the desired
change of the scaling aspect can be performed without adding new virtual nodes. As a result, this step
might scale the virtual cluster down if some idle virtual nodes are available after the desired change is
applied to the services running on the cluster. If there is still an unmet positive change after this step,
then the following two options are considered.

2. Computing the adjustment as expanding the resources of the platform [Option I]. This is one
of two alternatives considered to accommodate the unmet increase in the services count (horizontal
scaling) or resource limits (vertical scaling). This option supposes that the virtual clusters after the
previous operation stay unchanged. It adds the new nodes to these unchanged clusters, hence no
service migration is required.

3. Computing the adjustment as substituting the old platform state [Option II]. This alternative
of expanding the resource allocation on the platform level considers scraping the original virtual
clusters (left after the first operation in the sequence) and substituting them for the better scored
placement options. To avoid the reduction in the application availability, this option does not schedule
the previous platform state for the scale-down unless the new state is ready and all the service instances
from the old state have started there. This means that there is an interval of time during which both
configurations exist in parallel. This results in additional costs for this so-called shadow state. The
duration of this period largely depends on the booting times of the virtual nodes in the new platform
state and the termination times of the virtual nodes in the old state.

4. Choosing the best resource allocation option. The above alternatives for the scale out are com-
pared and the best one is selected. The criteria is the highest score computed as an aggregate of the
placement scores for each option.

5. Adding up the adjustments. The computed changes are aggregated and added to the joint timeline
to be enforced when their time comes.

81



9. Simulation Based Design of Autoscaling Policies

9.1.7.4 Simulating scaling and adjustment policies

Current section introduced the abstract notions of the scaling and adjustment policies responsible for scaling
the application and the underlying platform correspondingly. Combined, they constitute what is known as
an autoscaling policy. The intention behind keeping them as abstract as possible is to leave some room
for their adaptation to particular workloads and platforms. Another motivation is to organize a complex
autoscaling process in a simple manner to enable its comprehensive analysis as well as the study of particular
implementations of these policies.

Specific autoscaling policies can be simulated with the proposed scaling policy and adjustment policy ab-
stractions by instantiating their components in different phases of the SPACE process. Chapter 9 discusses
particular instantiations of these components, whereas Chapter 10 evaluates concrete arrangements of these
building blocks into autoscaling policies.

9.2 Autoscaling Simulation and Experimentation Toolbox

9.2.1 Simulation Toolbox

A comprehensive simulation toolbox is an original contribution of this thesis. It aims at performing the
fine-grained simulations of autoscaling policies. The simulation toolbox is implemented in Python. The
choice of the programming language trades the performance for a higher flexibility in extending the toolbox.
In addition, it enables easier reuse of the policies-specific code backed by Python’s specialized analytics
packages. Python also ensures wider reach of the simulation toolbox due to the language’s popularity3.

The simulation toolbox comprises five tools that enable the simulation-driven design and exploration of
autoscaling policies with limited effort:

• Multiverse is an autoscaling simulator and the core of the toolbox. It simulates autoscaling of mul-
tilayered deployments [11]. Since the contributions in this thesis focus on the response times expe-
rienced by the cloud application user, Multiverse attempts to accurately simulate the application as
a network of services with buffers. In a simulated application, the requests travel from one service
to the other possibly waiting in the buffers till the service instances can process them. Each request
is simulated individually which limits the simulator performance but allows to study the tail latency
effects in detail.

• Stethoscope is a simulation data visualization tool. The tool leverages Python’s matplotlib package
to produce two categories of plots. The first category represents the quality of an autoscaling policy
as experienced both by the user and the application owner. The second category characterizes the
autoscaling behavior, i.e. an impact of an autoscaling policy on the internal deployment state.

• Cruncher is an autoscaling simulation automation tool that leverages the simulation capabilities of
Multiverse and the visualization options offered by Stethoscope. This automation tool arranges
concrete simulations to run based on the alternative configuration files provided to it. Evaluation of
alternatives is allowed for any configuration file, including application, scaling process, and scaling
policy. Each possible combination of provided alternatives is explored by Cruncher by feeding it into
Multiverse and retrieving the results once they are ready. The evaluation results for the alternative
configurations are then combined and fed into Stethoscope to get the comparative plots.

3 https://pypl.github.io/PYPL.html
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• Praxiteles is a tool that generates the sets of configurations files for autoscaling simulations based
on meta-configuration files (aka recipes), cloud provider traces, and application topology model. The
meta-configuration files determine what the generated simulation configuration files would contain.
They also specify either the concrete parameters for these files (e.g. the count of services) or the
probabilistic distributions over the parameter values (e.g. the memory consumption by an application
is uniformly distributed in the range from 100 to 200 MBs). Some of the parameters may be derived
directly from the data, i.e. from the traces that some CSPs make publicly available. These mostly
include load traces and resource utilization traces. Currently, Praxiteles supports only two traces for
Azure cloud that were recently published by Microsoft [31, 30]. Support for new traces may be added
by writing custom classes implementing the same interface. Some simulation aspects can also be
derived from the models. As of now, Praxiteles supports only the model-based application topology
generation [159] and the model-based booting/termination time intervals generation. The tool’s output
is fed either into Cruncher or Multiverse. To sum up, Praxiteles attempts to simplify the tedious
process of manual simulation configurations design when only the high-level aspects of simulation
matter.

• Training Ground is a tool that helps in acquiring the justified results for short simulations that use
online-learning-based models in their autoscaling policy. The challenge for these policies originates
from the insufficient simulation time to achieve model accuracy that is appropriate to be used for
drawing the autoscaling decisions. To overcome this challenge, Training Ground pre-trains the
model by running the simulation over a limited set of load patterns presented to it. These ’training’
simulations are repeated multiple times with each load trace being drawn randomly from the set.
When the achieved accuracy is considered to be sufficient, the path to this model can be supplied as
one of the parameters to the evaluated autoscaling policy. An additional advantage of this tool is that
the models can be directly shipped into the production environment if it happens to use Python, Keras,
and Tensorflow for cloud operations automation.

The following subsections contain the detailed explanation for each tool except for Training Ground.
Training Ground is straightforward in its implementation and is thus not worthwhile to discuss.

9.2.2 Multiverse:
Simulation-driven Autoscaling Policies Design Space Exploration

9.2.2.1 Key design choices

Multiverse is an event-driven autoscaling simulator that acts on the level of individual requests. This fine
granularity allows the simulator to achieve high precision for exploring the tail latency effects. The following
key choices were made in the simulator’s design:

• The simulation step has an order of tens of milliseconds. The value commonly used in the experi-
ments is 10-50 ms. Such a small simulation step allows to better capture the impact of the simulated
autoscaling policy on requests with milliseconds-scale response time targets.

• The simulated behavior, including the autoscaling policy, is governed by the abstractions pre-
sented in Section 9.1. Each discussed abstraction captures a particular aspect of the simulated be-
havior. The application abstraction is at the top level. It is responsible for the requests propagation
through the application services according to the simulated application topology. All the other com-
plementary behaviors are encapsulated by other abstractions.
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• Simulated VMs form node groups that are treated as a collective entity. Large-scale deployments
may involve hundreds of virtual machines [163]. Simulating all these VMs individually would sig-
nificantly delay the simulation results. Thus, in Multiverse, we trade the accuracy in simulating the
resource utilization and other platform-specific effects for the fine-grained simulation of user-level
metrics such as the response time. Each node group consists of nodes of the same type (flavor) of-
fered by the cloud services providers. Multiple node groups with nodes of different types can coexist
in the simulation for a single application.

• For the similar reason as above, we do not simulate the effects of system software and the archi-
tectural characteristics of physical nodes (e.g. caching, NUMA). One may object that these effects
significantly impact the performance of the software running on it. Indeed, the node architecture has
enormous implications for bulk-synchronous workloads such as distributed training of deep networks.
Even a single under-performing node in the cluster (so-called straggler) may delay the training in the
current round [164]. However, this thesis focuses on microservice applications that do not suffer from
the stragglers to such a great extent. In the end, the request may be retried by the client or rerouted
through a lesser loaded service replica.

• Focus on simulating the horizontal scaling. This point follows from the simulation of node groups
instead of individual VMs. Simulating vertical scaling (i.e. in-node scaling) requires to simulate each
virtual node individually to get actionable results. Albeit studying the interplay between horizon-
tal and vertical scaling may be rewarding for better cloud resource management, vertical scaling is
bound to a node and exposes relatively little distributed systems aspects. This design choice may be
considered a limitation of the Multiverse simulator.

• Modularity of the modeled autoscaling policy. First, the autoscaling policy is represented by two
’sub-policies’ defining the scaling behavior on each resource abstraction level, i.e. a service scaling
policy (aka Scaling Policy from Section 9.1) and an infrastructure adjustment policy (aka Adjustment
Policy from Section 9.1). The next level of modularity is that both of them are composed of multiple
building blocks. These building blocks act together to produce the desired state. Obeying the commu-
nication contracts imposed by the abstract interfaces, one can add new building blocks and compose
a custom policy to simulate.

Next, we discuss the representation of the service scaling and infrastructure adjustment policies.

9.2.2.2 Service scaling policy implementation

As was discussed in Section 9.1, the abstraction of the service scaling policy is decentralized, i.e. the au-
toscaling decisions are taken for each service individually. Recalling the discussion from before, a central-
ized autoscaling authority would have been a clear bottleneck and a single point of failure for the distributed
application. A well-designed distributed management system would avoid having such a drawback. For
instance, Kubernetes puts HPA controllers in charge of separate pods, thus relying on the resource head-
room provided to the pods such that it could catch-up with the load change at the next state reconciliation
event. Nevertheless, neither Kubernetes nor the Multiverse simulator necessarily suffers from the ’split-
brain’ problem – one is free to incorporate the metrics from other services (pods) either directly or indirectly
into the scaling management process for another service (pod).

The quantitative information required for scaling a service is provided by a set of metrics groups associated
with the given service. Each metric group implements a sequence of operations to convert the raw time
series data into the desired state of this service. These operations correspond to their abstract counterparts
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described in the Subsection 9.1.7.2 that features the Scale phase of the SPACE process. Some operations
are performed for each individual metric, whereas several final steps are done at a group level.

Metric. Let us start with the scaling-related operations implemented for an individual metric:

• Querying metrics from the related service. This operation allows to support the application topology-
awareness in the otherwise per-service scaling policy. Currently, this operation gets metrics values
from the immediate neighbors of the service on the request path. Querying can be customized to get
the metric values from an arbitrary service if the researcher finds such a customization meaningful.

• Filtering raw metric values both from the current service and from the related services (if any).
Filtering has multiple purposes. First, it removes the undefined values, e.g. if a metric was not sampled
at the particular time. Second, it removes the undesirable values, e.g. outliers. Lastly, it smooths the
time series to reduce the oscillations that may lead to the instability of the desired state. Although
one can again provide her own filter that implements the _internal_filter method, currently, the
implementation of Multiverse has a sufficient number of filters available. These filters are: Default
NA that substitutes the undefined values for a value specified in the configuration, Outliers Remover
that substitutes the outliers for the interpolated values, Simple Exponential Smoother that applies
simple exponential smoothing to the time series, Holt Smoother with just a level and a trend, Holt-
Winters Smoother that extends the Holt smoother by considering the seasonality, and several more
advanced smoothers (Butterworth, Christiano-Fitzgerald, and Hodrick-Prescott).

• Determining the correlation between the metrics. This operation is implemented in a stateful way.
Internally, the correlator component accumulates the filtered metrics values both from the current
service and from the related one. The size of the accumulating buffer is specified in the configuration.
When called to provide the correlation for two signals, it first stores them, then resamples both time
series s.t. they have the common resolution, and, lastly, computes a single correlation value. The
computation of the correlation value is implemented by shifting one of the time series by a lag taken
from a finite interval along the time axis and calculating its correlation with the other unshifted series.
The boundary of this symmetric interval is defined in the correlator configuration. Finally, the lag
with the maximal correlation value is selected. These lags and correlations are computed for multiple
related services if there are more than one and are returned to proceed with scaling. Although the high-
level lagged correlation computation is ’set in stone’, one can customize the correlation computation
by providing a class with own implementation of the _compute_correlation method.

At the moment of writing, several groups of correlation computation are supported. First, there is the
linear Pearson correlation and nonlinear Spearman correlation. Second, there is a family of maximal
information-based nonparametric correlators [165], i.e. Maximal Information Coefficient (MIC) and
its generalized version (GMIC), Maximal Asymmetry Score (MAS), Maximal Edge Value (MEV), and
Total Information Coefficient (TIC). These are provided in the minepy package4. Lastly, there is a
group of estimators that output the distance correlation coefficient which measures both the linear and
nonlinear association [166]: a biased estimator for the distance correlation, a bias-corrected estimator
for the squared distance correlation, and an affinely invariant distance correlation estimator. The
implementations of these estimators are provided by the dcor package5.

• Aggregating the metrics. This operation recasts metrics values into a particular resolution by apply-
ing an aggregation operation in a rolling time window. Aggregation is done directly before forecasting
to expose the time-based patterns in the given metrics (e.g. some patterns may be observed only at

4 https://pypi.org/project/minepy/
5 https://pypi.org/project/dcor/
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particular time resolution, take for instance 1-min vs 1-hour resolution for visits to the web-shop). An-
other less obvious reason is that some forecasting methods tend to preserve a state which is bound on
the time series resolution. Finer time series resolutions (e.g. minutes or seconds) may yield hundreds
of megabytes or even couple of gigabytes of main memory taken to keep the state around. There are
several aggregation operations currently supported by Multiverse: taking minimal or maximal value,
taking average in the time window, and taking the quantile in the given time window with median
being provided separately for easier accessibility. To expand the collection of aggregators, one needs
to implement the aggregate method.

• Forecasting the metric values. This operation is implemented in a stateful manner. Such an imple-
mentation is especially important to the forecasting models that do not allow incremental updates, i.e.
each new additional piece of data requires the model to be fit anew. Since the data accumulation for
fitting a forecasting model might take some time, early in the simulation this operation is performed
using the fallback reactive ’forecasting’ model. The reactive model simply repeats the last observation
of the metric for the whole forecasting horizon which is a parameter to the forecasting model. The
implementation puts the reactive model under the label of ’forecasting’ to ensure uniformity. First
and foremost, the reactive model serves to support the reactive autoscaling policy implementation.

Each forecasting model present in the simulator should implement two methods, namely, _inter-
nal_fit and predict. At the moment of writing, the following forecasting models can be selected
in the simulator: simple Average which averages several last observations and presents the result as
a forecast, the familiar Holt-Winters smoothing that can be extrapolated into the future, the classic
machine learning Support Vector Regression (SVR) [140] model, the single-layer long short-term
memory (LSTM) recurrent neural network (RNN) [167], and the Singular Spectrum Analysis method
of signal decomposition [138, 139]. A common forecasting tool, namely, the ARIMA process is rep-
resented with several members of its family: Autoregressive Integrated Moving Average (ARIMA)
itself, Autoregressive Moving Average (ARMA) process, Autoregressive (AR) process, Moving Aver-
age (MA) process, and the seasonal version of ARIMA (SARIMA). Most of the mentioned forecasting
methods and models were evaluated and discussed at length in Chapter 6. Lastly, one can build an
ensemble of forecasting models. The independent forecasts of models in the ensemble are weighted
based on the model configuration and then averaged.

Although most of the resource management systems allow to leverage arbitrary metrics, in practice, only a
handful of these are ever considered. The Multiverse simulator, in particular, supports the following quan-
titative metrics: resource utilization (vCPU, memory, used network bandwidth, used disk space), response
time, count of requests waiting in service buffers, average time spent by requests waiting, and the user
load. One may suggest numerous other metrics, but they will most likely fall in either of two categories:
application-specific (e.g. count of database threads, DB query parameters count) or platform-specific (e.g.
cache misses, deployment costs). Specialization is indeed a powerful concept in systems optimization, but
it precludes one from discovering solutions for broad classes of applications.

Metric group. An abstraction of a metric group is introduced to enable the use of multiple metrics when
determining the desired count of service instances. Once the forecasted values for every metric in a group
are calculated, the following operations are performed on a group:

• Querying current service instances count. Since horizontal scaling results in changing the count
of service instances (replicas), their current count represents the existing state. This count acts as
a baseline which might or might not end up being changed. The count of service instances may
be generalized to the scaling aspect concept. This concept represents a quantitative measure that is
changed as a result of a scaling action. In vertical scaling, the scaling aspect might be the amount of
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CPU shares allocated to the container running on a node. To not mislead the reader, we will focus on
the count of services as a scaling aspect.

• Calculating the desired count of service instances. The desired count of service instances is cal-
culated in two steps. First, one of the implemented calculators is used to get the desired count of
service instances based on the current count of instances, current metric value and the forecasted met-
ric values. Second, the calculated value is adjusted using a heuristic, e.g. the count is increased or
decreased by some percentage of the calculated number. The second step might appear bogus, but
there is evidence of such heuristics being used in the production resource management and container
orchestration systems (cf. Vertical Pod Autoscaler of Kubernetes). Multiverse supports two kinds of
desired instance count calculators explained in the following paragraphs.

I. Rule-based desired service instances count calculator implements a deterministic rule to compute
the desired count of service instances. Such a rule usually includes a fixed threshold for the metric
or a group of them. The need for the scaling action is derived from the metric crossing this threshold
either from top or from bottom. The current version of the simulator supports only the most prominent
rule, viz, the ratio rule. According to the ratio rule, the desired service instances count is computed
as in Equation 9.1:

desiredServiceInstancesCount =
f orecastedMetricVals

targetMetricVal
· currentServiceInstancesCount (9.1)

II. Learning-based desired service instances count calculator differs considerably from its rule-based
counterpart. As the name suggests, such calculators attempt to learn the model of how the metrics
and the service instances count map onto some quality metrics, e.g. the response time. Having this
performance model allows to use the optimization techniques to find service instances count that will
meet SLOs with given metric values (cf. Subsection 7.3).

Every learning-based calculator is stateful and performs the same sequence of steps. First, upon each
invocation with the data provided, it stores the provided data for micro-batch learning. Next, if there
is enough data, the encapsulated model is updated by performing a training step. If the accuracy
of this model is considered sufficient (as per settings), then it can be used directly in the following
computation, otherwise a fallback calculator is used (e.g. the rule-based one). Assuming that the
mapping model already performs well-enough, it is used by an optimizer to search for an instances
count that allows to meet the quality goal expressed as a nonlinear constraint. The goal function is
specified as a ratio of the quality metric as predicted by the model to the threshold (SLO, e.g. response
time should be not more than 300ms). At the moment of writing, Multiverse supports both linear and
nonlinear mapping models.

The linear class is represented by the Passive-Aggressive [168] and Stochastic Gradient Descent on-
line linear regression techniques. Both can also perform their duty in an offline mode, but this thesis
treats the offline regression models in the context of cloud applications rather sceptically. The rea-
son is two-fold. First, to maintain the reasonable accuracy, an ever increasing amount of data should
be carefully maintained and curated which is infeasible for most practical applications. Second, the
model fitting time grows with the size of the dataset kept.

The nonlinear class of learning models is represented only by a feed-forward fully-connected neural
network of an arbitrary depth. Having just a single model in this class may still be sufficient since any
neural network is a universal nonlinear functions approximator [169] and since the configuration file
allows to specify an arbitrary architecture of the neural network allowed by Keras6.

6 https://keras.io/api/layers/
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• Stabilizing the desired service instances count. Despite the efforts to smooth metrics values during
the filtering operation, the derived service instances count may still exhibit high variability along the
timeline. Frequent scaling actions are considered bad in cloud applications management since they
yield high resource waste. In addition, one cannot hope to account for all the possible load varia-
tions. Hence, some seemingly redundant capacity headroom, that will otherwise be taken away by
a short dip in the future desired service instances count, might prove to be necessary to accommo-
date an unpredicted load spike. As of now, Multiverse supports only two kinds of stabilizers – min
(likely under-provisioning) and max (likely over-provisioning). Both resample the given time series
of desired service instances count at the given resolution and aggregate all the values in the resampled
intervals according to their unique operation.

• Limiting the desired service instances count. In certain situations, it may be meaningful to provide
bounds on the desired service instances count. For instance, the lower bound of 1 service instance
disallows the autoscaler to undeploy the service entirely in the case of low load. Similarly, service
instances count may be forced to stay below a certain level to not run out of budget. These two
cases highlight the purpose of the last operation in the sequence, i.e. limiting the count of service
instances. This operation, however, serves an additional purpose when multiple metric groups are used
to determine the desired service instances counts and their outputs should be sequentially combined.
More on that in the following paragraphs.

Since there could be more than a single metric group, the desired state of a service computed by each group
should be aggregated. It is done either sequentially or in parallel by a scaling aggregation rule.

Sequential aggregation rule leverages the limiting operation of the metric group that was discussed pre-
viously. Metric groups are ordered according to the numeric priority that is assigned to each group in the
configuration file. The computation of the desired service instances count proceeds from the group with the
highest priority to the group with the lowest. Before handling the computation to the next in line, the current
metric group updates the limits set in it based on the desired service instances count computed by itself (cf.
Figure 9.4a). The upper bound corresponds to the max stabilization operation, whereas the lower bound
corresponds to the min stabilization operation. The limits are the time series, not single values. The final
output is produced by the lowest-priority metric group.

Parallel aggregation rule allows every metric group to calculate the desired service instances count inde-
pendently of its peers. Later, these results are aggregated e.g. by taking min or max of the metric groups
outputs which is shown in Figure 9.4b. A new parallel aggregation rule can be added by registering it
with the ScalingEffectAggregationRule base class and overriding the initialization of the parent Paral-
lelScalingEffectAggregationRule class.

9.2.2.3 Infrastructure adjustment policy implementation

Virtual infrastructure adjustment is done after the derivation of the desired services states. The imple-
mentation of the adjustment policy in the Multiverse simulator follows the Place-Score-Optimize process
outlined in the Subsection 9.1.7.3. This process is captured by Desired Platform Adjustment Calculator. It
comprises three components:

• Placer forms in-node service instances placement proposals for each node type. In doing so, placer
follows one of the following strategies.

Use existing mixture of nodes. Placer attempts to use the node types that were specified in the appli-
cation deployment configuration. If no options are produced with this strategy, it proceeds to the next
in line with a bit more relaxed conditions.
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(a) Sequential desired service instances count aggregation as a sequence of service
instances counts band narrowing operations.

(b) Parallel desired service instances count aggregation by taking max value at each
timestamp.

Figure 9.4.: Examples of the desired service instances counts aggregation rules.

Balance the use of the shared nodes. Placer attempts to select the node types that can accommodate a
mixture of service instances with complementary resource requirements. For instance, it is desirable
to put the compute-intensive and memory-intensive service instances on the same node according to
this strategy. If this does not succeed, then Placer tries out simple nodes sharing defined below.

Share nodes between services. Placer attempts to bundle the instances of different services to be
placed on the same node to maximize the resource utilization but without necessarily balancing the
resource usage. If this is not possible due to competing resource requirements of the services, then
’one node-one service’ options are considered.

Place service instances on the specialized nodes. Placer uses the information provided in the labels of
the service to deduct the appropriate node types and tries to pack as many service instances as possible
on such nodes. If this does not work, then placer proceeds to its last resort.

Place one service instance on a single node. Placer selects the least powerful node type that is able to
host a single instance of the given service. This option is considered the least desirable in the whole
placement algorithm, but is added as a fallback scenario s.t. at least one placement option would be
available in the generated proposals.

The placement proposals formed by Placer are passed to Scorer.

• Scorer consumes the placement proposals and evaluates them according the adjustment goal specified
in the policy. Currently only the cost minimization goal is supported by the Multiverse simulator,
although there seems to be much promise in adding the performance maximizing scorer and resource
utilization maximizing scorer. The cost-minimizing scorer assigns a score to each placement option
that is computed as the inverse of the total costs required to keep the placement for the given duration
of time. The scored placements are then handed over to the optimizer.
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• Optimizer is tasked with the selection of a single most appropriate placement option based on scores
set earlier. Multiverse currently implements only a single optimization strategy – the selection of the
placement proposal with the highest score.

Each part of the adjuster discussed above might be substituted for a custom one by implementing the corre-
sponding interface. In case of Placer, the expansion can also be done at a finer level by adding a new placing
strategy and including it into the placing algorithm.

9.2.2.4 Simulation configuration files

Including the two policies discussed in greater detail in the previous subsection, there is a total of 8 manda-
tory JSON configuration files governing the simulation run. Below is the description of each of these files
using its default name:

• confs.json contains paths to the configuration files below.

• application_model.json specifies the services that the simulated application consists of. It also speci-
fies the application topology, the requests types with the resource requirements, and the time intervals
required by services to process the request both in upstream and the downstream mode.

• platform_model.json specifies the resource and pricing configuration of various VM types offered
by cloud services providers.

• load_model.json specifies the patterns of load distribution in time or the actual traces.

• deployment_model.json specifies the regions which the application services are deployed in, cloud
providers, node types, and the initial count of nodes and service instances.

• scaling_model.json specifies booting and termination times both for the services and node types.

• scaling_policy.json specifies the building blocks of the simulated services scaling sub-policy (part of
the simulated autoscaling policy).

• adjustment_policy.json specifies the building blocks of the simulated platform adjustment sub-policy
(part of the simulated autoscaling policy).

9.2.3 Stethoscope:
Understanding Quality and Behavior of Autoscaling Policies

9.2.3.1 Purpose

Stethoscope visualizes the simulation results using the underlying matplotlib package7. The plots pro-
duced by this tool are split into two broad categories. The first characterizes the quality of the simulated
autoscaling policy. The second characterizes the internals of the simulated autoscaling behavior. Let us look
at what plots are provided in each category.

7 https://matplotlib.org/
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9.2.3.2 Plots that characterize quality of an autoscaling policy

Response time is the most important user-centric metric selected to evaluate quality of the simulated au-
toscaling policy for the purpose of this thesis. This metric is captured by two plots. First, the cumulative
distribution of requests by response time, aka CDF plot, that is widely used in the research literature on the
topic. Second, a bit more straightforward histogram of requests by response time. Essentially, both convey
the same information, but differ in how it is presented. The CDF plot better captures the general tendency,
whereas the histogram better highlights behavioral patterns, e.g. when the requests cluster in particular
response time intervals.

Response time based metrics fail to capture how many requests ended up being processed in time. Since
Multiverse adopts dropping the requests once their lifetime crossed the timeout value, it is easy to track
the count of fulfilled requests by comparing the amount of generated requests to the count of responses
recorded at the point of injection. Stethoscope visualizes these data as a barplot with a bar split into two
parts – one for the count (or percentage) of fulfilled requests, and another for the count (or percentage)
of failed requests. A good autoscaling policy would aim both at minimizing the count of failed requests
and at cutting the latency tail. Therefore, this plot and the plots from the previous paragraph provide a
comprehensive picture of how well does the autoscaling policy respond to the user’s expectations.

There are two more parties interested in how well does the autoscaling policy perform, namely, the applica-
tion owner and the cloud services provider. However, these parties have a slightly different notion of what a
good autoscaling policy means.

The aim of an application owner is indeed in maximizing the user satisfaction (which is captured by the
plots discussed above), but she is also interested in minimizing the the deployment costs. Stethoscope thus
provides an additional line graph that captures how the total cost of the cloud deployment amounts over
time. This is an ever increasing value, and the last data point captures the total amount billed. To build
this plot, Multiverse allows to include the costs of virtual nodes per unit of time into the platform model
configuration file.

On the other hand, the cloud service provider perceives the high quality autoscaling as maximizing the
resource utilization of the nodes. Since the simulated nodes are VMs, without the loss of generality we
may assume that CSP offers a FaaS solution. Stethoscope offers line plots for each type of system resource
utilized on deployed virtual nodes. These are the common plots that show the resource utilization over time.

9.2.3.3 Plots that characterize the autoscaling behavior

The autoscaling behavior implemented by the simulated autoscaling policy has many manifestations and
can be captured on both abstract resource levels.

In order to understand how well does the simulated autoscaling policy respond to a particular load, Stetho-
scope offers a line plot that shows the change in the incoming load over time. The plot is broken down by
the request type. Such a plot is able to capture the request rate variability over time and is thus convenient
to track how well does the autoscaling policy respond to a particular load pattern, say, a rapid surge in the
load followed by almost an instant return to the constant level. This plot is complemented by a bar plot that
shows the count of generated requests by type. This visualization allows to better track the load mixture that
the current simulation is being exposed to.

Booting and terminating delays for VMs are captured by plotting how the desired and actual count of nodes
changes over time [11]. Stethoscope offers these line plots as well. The value of these plots is in providing
an opportunity to estimate how different scaling delays impact the quality of the autoscaling as seen by the
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user and how well are these delays addressed by the simulated autoscaling policy. Since the application
services delays are almost non-existent (e.g. 30 ms in case of light containers [11]) and the application
scaling actions map quite accurately onto the changes in the VMs count, the same plot for the services counts
changes is redundant. In contrast, Stethoscope provides several other plots that far better characterize the
autoscaling behavior on the application level.

The first such plot provides a bird’s-eye view on how the requests proceed through the simulated application.
This plot captures the distribution of the request/response lifetime among three states: being processed,
being transferred over network, and waiting in a service buffer. The plot aggregates these results for all the
requests of the same type and draws a bar plot that is similar in its organization to the fulfilled/dropped bar
plot from the previous subsection.

The second application-specific plot gets into more detail by showing how much time did the request of each
type spend waiting in the buffer of each application service. Such plot allows to identify the bottlenecks
under the simulated autoscaling policy. By studying their characteristics, such as the count of connected
services and the resource demands, one can figure out what would be the practical limitations of the designed
autoscaling policy and whether and how it could be improved.

9.2.3.4 Comparative plots

The plots discussed above are provided for a single simulation. Such plots are useful when designing an
autoscaling policy since they provide a rapid feedback on its qualitative and behavioral characteristics in
the given setting (load, platform, application topology, and resource requirements). However, when an
appropriately tuned autoscaling policy is finalized, it might be required to compare it against another tuned
policy or a subversion of itself tuned for another setting. To enable this, Stethoscope offers a comparative
version for three of the discussed plots, namely, response times distribution (CDF), fulfilled vs dropped
requests (percentage only), and the distribution of the request/response lifetime among being processed/in
transfer/waiting states (percentage only). In these comparative plots, the data points for every compared
autoscaling policy are simply added on the same canvas to ease the visual comparison. These plots are
leveraged by the Cruncher autoscaling simulation automation tool which is discussed next.

9.2.4 Cruncher: Evaluation of Autoscaling Policies Alternatives

When multiple alternative service scaling policies and/or platform adjustment policies or their building
blocks are designed, one can use Cruncher to compare those in the same setting which includes the same
application, the same load generation pattern and the same platform offering. In doing so, one is able to
construct a design search space for these policies.

To accomplish its goals, Cruncher offers to distribute the simulation configuration files into two folders.
The first folder contains the fixed configurations that do not change from experiment to experiment. For
instance, such a folder can contain an application model configuration file if the alternatives are evaluated
on the same application. The second folder shelters the alternative policies to be evaluated. This folder has a
distinct structure – it requires one to put the alternative policies into the sub-folders that correspond to their
respected categories, say, scaling_policy or adjustment_policy. Naturally, inside these sub-folders, the
alternatives should have distinct names. This requirement is conveniently imposed by the file system itself.

When the simulation configuration files and the alternatives to be evaluated ended up in the folders, it is
time to write the configuration file. The configuration file for Cruncher consists of two parts. The first part
specifies the simulation configuration such as simulated starting time, simulation step, and the interval of
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time that will be simulated. Thus, all the simulations are exposed to the same timing conditions. The second
part of the file comprises the configuration of the experiments performed by Cruncher. One specifies the
regime, the relative paths to the folders with the constant configurations and the alternative policies to be
evaluated, the number of times the simulation is repeated to get the reliable results, the folder where the
simulation results (plots and the report) will be stored, and whether or not one is willing to keep the final
evaluated configuration mixes which are otherwise automatically deleted.

Cruncher explores all the possible combinations of alternatives by picking one configuration from each
category at a time. Thus, Cruncher explores the Cartesian product of sets corresponding to the files put into
the alternatives folders. This means that the total amount of simulations done can be computed as:

N = r ·
C

∏
i=1

ni (9.2)

In Equation 9.2, r is the number of times each simulation is repeated, C is the count of policies categories
evaluated, and ni is the count of alternative policies in each category. Given this full exploration space looked
at by Cruncher, we would like to discourage the reader from running it over all the possible alternatives on
the policy design stage.

As was mentioned in the previous subsection, Cruncher leverages Stethoscope for building the comparative
plots in several categories. Before doing so, Cruncher prepares the results of the simulations, in particular,
it aggregates them for each alternative evaluated across all the simulation runs. In addition, the data collected
for each simulation run is stored on disk to incrementally expand it upon need to ensure the reliability of the
results at the analysis stage.

Based on the simulation results, Cruncher generates a report summarizing the core quality and behavioral
metrics in the tabular form as shown in Figure 9.5. These metrics are the total cost at the end of the
simulation, the count and percentage of the requests that met the service level objective, the average resource
utilizations by service and by resource type, and the average nodes counts by provider and node type along
with the standard deviation in these counts over time (to estimate the stability). The tabular form of the
report is courtesy of the prettytable package8.

Although the discussion above focused on evaluating the scaling and adjustment sub-policies alternatives,
Cruncher supports the evaluation of alternative models (applications, deployments, loads) in the same way.

9.2.5 Praxiteles: Automatic Generation of Credible
Autoscaling Simulation Configurations based on Traces

9.2.5.1 Recipes and the simulation configurations generation process

The major threat to validity of the autoscaling policy simulation is in the gap between the hand-written
experimental configuration and the real applications and loads. Praxiteles attempts to bridge this gap by
automatically generating some simulation configurations using the published load and resource utilization
traces as well as the generative models that are based on empirical analysis of published applications.

The configuration generation process in Praxiteles is governed by the so-called recipes. Each recipe is a
meta-configuration file that describes how the set of simulation configurations files should be generated. A
recipe comprises two parts.

8 https://pypi.org/project/prettytable/
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Figure 9.5.: Part of a textual report generated by Cruncher for an experiment with two alternative scaling
policies. The results only for the first alternative are shown.

The general part of a recipe is filled with the manually selected parameters of the configuration files to
be generated. There, one specifies either finite sets of parameter values or the interval boundaries if the
parameter can take on any value from an interval uniformly. An example of system requirements recipe
specification may include a list of options for the mean resource utilization as well as for the standard
deviation with a unit (cf. Listing 9.1). If a concrete value is preferred, then it can also be directly specified.
As one might have noticed, instead of simulating the stable resource consumption over time, we sample the
normal distribution of the system resource requirements with the mean and standard deviation parameters.
This allows to simulate the deviations in the resource utilization. Similarly, in the deployment recipe one
may specify an interval, from which the count of the services in a particular region could be sampled as
in Listing 9.2. The numeric parameter 1.0 in the providers and regions parts of the recipe denotes how the
deployed instances will be distributed among the providers and regions.

1 "system_requirements": {
2 "memory": {
3 "mean": [1, 2, 3],
4 "std": [0.1, 0.2, 0.3],
5 "unit": "GB"
6 }
7 }

Listing 9.1: An example of a memory requirements generation excerpt from an application model recipe.

94



9.2. Autoscaling Simulation and Experimentation Toolbox

1 "deployment_recipe": {
2 "providers": {"aws": 1.0},
3 "regions": {"aws":
4 { "eu": 1.0 }
5 },
6 "init_aspects": { "count":
7 {"min": 1, "max": 10}
8 }
9 }

Listing 9.2: An example of a deployment model recipe.

Another valuable component of Praxiteles is Application Structure Generator. It allows to generate a real-
istic application topology based on the results from Chapter 8. Praxiteles was extended with the Barabási-
Albert random graph model (BA-model) with four sets of two parameters’ values that correspond to the
midpoints of intervals discovered in the study. This model allows to generate realistic microservice applica-
tion topologies with an arbitrary number of services. These parameter sets with their names as seen in the
Praxiteles are shown in Table 9.1. The graph generation itself is done using the igraph package9.

Name Power of preferential attachment Appeal of vertex with 0 edges
tiered_with_single_center_a 0.05 0.01

single_center_b 0.9 0.01
tree_with_multiple_centers_c 0.5 3.25

pipeline_with_multiple_centers_d 0.9 3.25

Table 9.1.: Parameter sets of the BA-model for generating realistic application topology graphs. The default
parameter set is in bold.

The specific part of the recipe fed to Praxiteles configures use of the published traces to make the generated
simulation configurations more realistic. The specific part is simply a list of named configurations that
correspond to the classes implementing the same interface. Each such class corresponds to a single dataset
that it processes to extract the parameters that can be used to enrich the original recipe for Praxiteles. At
the moment of writing, only two such datasets are supported. Both are from Microsoft: the first one is Azure
functions [31] that provides insights into the application-level parameters as seen by a FaaS provider, and
the second one is Azure VM resource utilization data v2 with a focus on the CPU utilization [30]. The usage
of both datasets to generate the realistic simulation configurations is discussed in the next subsection.

The realism of the VMs and service instances booting and termination times is ensured by the empirical
observations provided in the research papers. The scaling latencies for service instances for main cloud
services providers were published in [170]. VMs booting and termination times are better researched, and
we used two research papers as sources for the VM booting and termination times estimates [171, 172].

The configuration generation process in Praxiteles is rather straightforward. First, upon discovering non-
mandatory configurations of the trace-based generators, it uses them one by one to enrich the general recipe
according to the logic implemented in these generators. The only requirement to such generators is that they
implement the enrich_experiment_generation_recipe method. The method should not return anything
– it simply enriches the general configuration recipe which is accessed by reference. When this is done,

9 https://igraph.org/python/doc/igraph.GraphBase-class.html
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the generation process continues by parsing the recipe. During this parsing process, the corresponding
simulation configuration files are generated by uniformly sampling one of the offered parameter values
when such an opportunity is offered. However, some parts of the recipe, that are generated using the trace
datasets, allow to sample the parameter values such as mean and the standard deviation from the empirical
distribution. The next subsection discusses how this option is enabled by the Azure datasets.

9.2.5.2 Trace-based generation of realistic simulation configurations

Even though the traces may share the information that they disclose about the application and/or platform
and/or load, one can assign priorities to allow the higher-priority generators to overwrite the results of
the lower-priority ones. Both Azure datasets considered in this subsection have little to no overlap in the
information that they offer. If the datasets are not present on the machine, the generators download and
unpack the files that are specified in the configuration.

Azure Functions (2020) Based Experiment Generator. The Azure Functions dataset [31] is used in
Praxiteles to derive the count of services for the application recipe, the duration of requests processing by
service instances for the requests recipe, and the requests rate and its distribution in time for the load recipe.
Since the dataset is quite large for in-memory processing on a single machine (all the unpacked CSV files
take roughly 2 GBs of disk space), one is allowed to select a subset of files to be used for the trace-based
generation. The high-level applications data in the dataset differs heavily by the amount of invocations
that they get from the end users (requests), hence one is free to specify the quantiles of interest to vary the
scale of the simulated applications. First, a subset of applications is selected based on the invocations count
belonging to the desired quantiles interval. This results in applications sharing common user load properties.
The selected subset of data is then used to derive the parameters mentioned above.

The count of services is set as an α-quantile of the unique HashFunction field which contains hashed
application function identifiers. Parameter α is specified in the generator configuration (cf. Listing 9.3 for
the generator configuration example where α is 0.8).

1 {
2 "name": "azurefunctions",
3 "config" : {
4 "data_path": "./azurefunctions/",
5 "file_id": 1,
6 "consider_applications_with_invocations_quantiles": {
7 "left_quantile": 0.7,
8 "right_quantile": 0.9
9 },

10 "app_size_quantile_among_selected_based_on_invocations": 0.8
11 }
12 }

Listing 9.3: Recipe excerpt for the simulation configs generation using the Azure Functions dataset.

As the timestamps in the dataset are anonymized, the derived application invocation time series with a 1
minute resolution is resampled at a 1 hour resolution for a period of 24 hours and added to the load recipe
for every month and day of the week. This is done to minimize our assumptions about the data and to allow
one to select an arbitrary starting point and the duration of the simulation without caring to catch the right
interval with at least some load.
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Lastly, the requests recipe is enriched with the requests processing duration configuration that is aggre-
gated with the percentiles summary in the dataset. In particular, the dataset offers the following duration
percentiles: 1%, 25%, 50%, 75%, 99%, 100% as well as the min and max values.

Azure VM Traces v2 (2019) Based Experiment Generator. The Azure VM traces dataset v2 [30] is used
in Praxiteles to derive the empirical distributions for vCPU and memory requirements’ means and standard
deviations. These resource requirements distributions are derived both for the requests and the services. The
derivation process is governed by the configuration (cf. Listing 9.4), which, among all else, specifies the
files that should be downloaded and used by the generator. Setting just one or a few ids will dramatically
spare the disk space and the memory since the files in this dataset are big (e.g. one of 195 VM CPU readings
files takes roughly 1.25 GBs on the drive). The large size of the files in the dataset forces to read records
from them in batches of size set by the csv_reading_batch_size parameter in the configuration.

1 {
2 "name": "azure-vms",
3 "config": {
4 "data_path": "./azuredata-resourceutil/",
5 "file_ids": [1],
6 "vm_category": ["Interactive"],
7 "unique_vms_selected_in_each_cpu_readings_file": 200,
8 "percentage_gap_to_be_considered_single_req": 3,
9 "bins_for_empirical_distribution_count": 10,

10 "cpu_to_memory_correlation": 0.9,
11 "rescaling_factor_requests_memory_requirements": 0.1,
12 "csv_reading_batch_size": 100000
13 }
14 }

Listing 9.4: Recipe excerpt for the simulation configs generation using the Azure VM traces v2 dataset.

Microsoft made an initial attempt to classify the VMs into several categories based on the observed resource
usage patterns [30]: delay-insensitive, interactive, and unknown. One can choose any (or all) of these
categories to select the subset of the data. For the purpose of this thesis, the interactive category is the most
appropriate one. The applications in this category are marked that way because they exhibit the diurnal
cycles10 in their behavior.

Large CPU utilization files with 5-min resolution available in the dataset are complemented by a single
vmtable.csv file which contains the general characteristics of the VMs present in the CPU utilization files.
In particular, it identifies artificial timestamps of VM creation and deletion, CPU usage for VM during its
lifetime (max, average, and 95%-tile), its category as described above, the bucket of virtual cores count to
which it belongs to, and the bucket of memory (in GBs). The two last pieces of information are needed to
convert the relative utilization numbers into the actual resource usage using the CPU readings files.

The generator configuration allows to select a subset of VMs from the CPU readings files considered by
specifying the unique_vms_selected_in_each_cpu_readings_file parameter. The selection criteria is
applied to the CPU readings files. The reason is that the user of Praxiteles has no means to know which of
195 CPU ˜1 GB-large readings file contains a particular VM from the vmtable.csv. Therefore, Praxiteles
adopts a workaround – first, the specified count of unique VM ids is selected in the CPU readings files,
and then the records for these VMs are extracted from the vmtable.csv. The derivation of the empirical

10 A pattern recurring every 24 hours due to rotation of the planet Earth.
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distribution for vCPU and memory requirements’ means and standard deviations of services and requests is
done afterwards.

The 5-minutes granularity of CPU readings does not allow to accurately determine the CPU utilization
for functions (read, services) and the requests. Therefore, Praxiteles adopts a heuristic. It considers the
minimal CPU utilization to be the service CPU utilization that does not vary much with the time. Then,
for each VM, a mean and a standard deviation of the minimal CPU utilization is determined. These values
are then multiplied by the cores and memory allocated to the considered VM based on the data from the
vmtable.csv file. Combined, all the means and standard deviations form an empirical distribution with the
count of samples equal to the count of the selected VMs. In a similar manner, Praxiteles approaches deriving
an empirical distribution for CPU utilization by requests. This time, however, the difference between the
maximal and average CPU utilization is used to determine the observations that potentially capture the effect
of just a single request on the resource utilization. To achieve that, Praxiteles compares this difference
with a user-specified value percentage_gap_to_be_considered_single_req from the configuration file.
If the difference is smaller than this bound for an observation, then this observation is included into the
set of observations used to compute the request CPU utilization. Finally, Praxiteles takes the maximal
CPU utilization values of the selected observations and deducts the aggregate mean CPU utilization for the
service. The mean and the standard deviation of the resulting series are then computed, multiplied by the
VM’s core count and memory size, and added to the set that will later on be used to produce an empirical
distribution of means and standard deviations for the requests.

As the memory readings data is not present in the Azure VMs dataset, it is derived from the CPU readings
by using the correlation coefficient of 0.9 which was shared in the Microsoft’s results [30]. When using this
correlation to determine the memory requirements of individual requests, one is at the risk of simulating
the requests that consume large chunks of memory (e.g. 100-500 MBs). To account for this situation, the
generator configuration offers an option to rescale the empirical distribution of the memory requirements
for the requests with a rescaling_factor_requests_memory_requirements parameter.

Once the empirical distributions for the resource requirements are derived, they are added to the recipe.
Then, they are used to sample the parameters of the normal distribution, viz, mean and the standard devi-
ation. With these sampled parameters the simulator can instantiate the requests and the services such that
their simulated resource usage changes randomly according to the normal law.

9.3 Advantages and Limitations of Autoscaling Simulation

9.3.1 Advantages of the Simulation Toolbox

The purpose-built simulation toolbox introduced in the previous section offers several advantages that con-
tribute to its usefulness when designing multilayered autoscaling policies:

• Detailed simulated execution model. The execution model introduced in Section 9.1 represents the
simulated autoscaling process for multilayered deployments very accurately. It does so by capturing
the most important abstraction of application as a network of replicated services running on top of
VM clusters. The accuracy is also ensured by simulating the propagation of each individual request
through the services network. Albeit dramatically increasing the overall simulation time, this design
choice ensures that the simulations results are relevant for what is observed in production.
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• Abundance of tuning knobs borrowed from production-grade autoscaling services. The majority
of tuning knobs made available in the simulator are directly related to ones present in the production-
grade autoscaling solution, e.g. deployment state reconciliation time (aka sync time), cooldown pe-
riod, metrics used for scaling. In addition, the simulated autoscaling policies are composed of multiple
building blocks. One is free to choose one of the ready-available implementations of these building
blocks such as e.g. particular forecasting method (ARIMA, support vector regression, and so on) or
write their own meeting the interface requirements of the corresponding class. Inside, each building
block can also be tuned by setting its specific parameters, e.g. by specifying the architecture and the
count of units in the feedforward neural network used for performance modeling in the simulated
predictive autoscaling policy. The simulator draws a clear line between the tuning knobs available at
the container virtualization layer (application) and at the VM clusters layer.

• Simulations powered by the real-world data. Since the simulator draws on the resource utilization
and load traces made available by cloud services providers such as Azure (cf. Subsection 9.2.5), the
simulated applications demonstrate the realistic resource utilization patterns as well as the realistic
requests processing times. This advantage is especially important in the light of limited availability
both of the real applications and the infrastructure of appropriate scale in the academic community.

• Support for fine-grained simulations. The accuracy of simulations may be increased at the cost of
increased execution time by setting the milliseconds-scale simulation step. Setting small simulation
step makes sense in short simulations up to tens of minutes and for loads of a moderate scale (tens of
RPS at most). Fine-grained simulations might come in handy in assessing how does the autoscaling
policy address a particular short load pattern, e.g. a spike or a relatively short increase followed by a
fall-off.

• What-If analysis without devastating the production deployment. Production deployments of
applications and the management software (including autoscaling solutions) are usually tuned to meet
the demands of the user base most of the time. The application owner would not sacrifice the running
deployment for the perspective of observing how the application would behave under some esoteric
combination of parameters. For example, it might be of value to test the autoscaling behavior under
rapidly surging load, but one would not do that in production due to 1) not willing to sacrifice the
quality of service for the existing users, and 2) high costs of running an application replica of the
same scale for the sole purpose of assessing a rare scenario. In contrast, simulations allow to conduct
a what-if analysis relatively cheaply. When the parameters of scenarios are specified, one may devise
multiple alternative scaling policies to evaluate them under different conditions. Conditioned design
of autoscaling policies might be an extremely powerful tool for production workloads since it would
allow to switch between the policies based on the changes in users’ behavior.

Although the listed advantages may offset the long duration of simulations on certain scenarios of interest,
one still needs to be aware of the performance-related limitations of the Multiverse simulator.

9.3.2 Performance Limitations of the Simulator

Support for the fine-grained simulations with accurate representation of autoscaling behavior inside the
Multiverse simulator comes at a cost of performance. Several parameters may significantly impact the wall
clock time needed to get the simulation results (in order of contribution):

• The simulation step is the most important control parameter that defines the tradeoff between the
accuracy of the simulation and the total simulation time. Naturally, smaller values of the simulation
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step tend to provide more accurate results. On each simulation step, the simulator adds the amount of
time defined by this step to various duration characteristics associated with each request (e.g. waiting
time in buffers, total time spent in system). If the simulation step is larger than the time needed for
the request to change its state, e.g. to pass through the link, then the resulting response time will be
overestimated. Smaller simulation steps, however, tend to increase the total simulation time. This
performance issue is discussed in more detail later in the section.

• The scale of load. If the simulated load is on the scale of tens of requests per second at most, then most
of the simulations run in a feasible time of a few hours at most. However, the simulation of hundreds
to thousands of requests per second becomes prohibitively expensive both in terms of runtime and
system resources required. The reason behind this is that each request is simulated individually, e.g.
on each simulation step we advance all the requests that are currently in the system. An attempt
to reduce the simulation time, e.g. with batching the requests, sacrifices accuracy of the simulation
results for the acceleration. Unfortunately, such changes provably render the simulation results useless
to draw any conclusions from them.

• Autoscaling policy reconciliation/sync period introduces two sorts of delays into the simulation.
First, depending on configuration of the autoscaling policy, the computation of the autoscaling ac-
tion may take some time. For example, straightforward ratio-based resource allocation computation
persistently outperforms feedforward neural networks combined with optimization techniques. With
smaller sync periods, such recomputations are done more frequently and thus the fraction of simu-
lation time spent computing the new state of the system increases. Second, autoscaling actions may
change the count of node groups that the application services run on. Since each node group is sim-
ulated individually, the rise in their quantity naturally leads to higher simulation times. Lower sync
period may result in scaling actions performed more frequently, thus potentially introducing new node
groups to simulation and increasing the total simulation time as a result. From multiple simulation
runs and comparison with built-in/default sync periods, we derived that an appropriate sync period is
in the interval of 15-60 seconds.

• Timeout defines how long does the simulator keep the request in the simulated system before drop-
ping it. Larger timeout values result in requests being present in the system for a longer time, i.e.
those requests that would ordinarily have been dropped because it took too long to process them and
deliver the response are still kept around and the compute and memory resources are being spent on
them. Albeit the fraction of such requests is not large in real systems, setting timeout too large will
result in an increased resource consumption and simulation time.

To highlight the limitations of the fine-grained simulation approach and stress the importance of simula-
tion parameters selection, we assessed the performance of the Multiverse simulator as a function of the
simulation step.

During the performance evaluation, we repeated the same simulation 10 times for each simulation step
evaluated (from 10 to 100 ms with the step of 10 ms). Each simulation used the same configurations
generated by Praxiteles based on the Azure data: the application had 7 services and a tree-like structure with
a single entry service. It was exposed to ˜15.000 requests per hour. The performance evaluation was done
on the MSI GE62 6QF laptop with Intel Core i7-6700HQ CPU (2.6 GHz, 4 cores), 16 GB RAM, under OS
Microsoft Windows 10 HE (version 10.0.19041). To ensure the real-world conditions for the simulations,
the performance evaluation ran in Jupyter Notebook opened in the Google Chrome v87.0.4280.88 web
browser with ˜90 other tabs open at the same time. Other programs like MS Power Point and Atom were
also running to emulate the typical research setting. The notebook used Python v3.7.3 kernel and was started
in the Anaconda distribution with ipython v7.15.0.
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Figure 9.6.: Performance evaluation results for the Multiverse simulator. The simulation step took on val-
ues between 10–100 ms with 10 ms step. Each simulation was repeated 10 times. Each sim-
ulation was set to simulate 10 minutes at roughly 15k requests per hour for an application
generated using Azure traces. The vertical black lines are error bars.

Performance evaluation results of the Multiverse simulator are shown in Figure 9.6. The red horizontal
dashed line on the plot demonstrates the boundary at which one simulated minute takes 30 seconds of the
wall clock time. The lower the bar is under this line, the better it is. Overall, the plot demonstrates the
trend of less wall clock time needed to conduct the simulations at coarser simulation steps. The observa-
tions acquired for the lowest simulations step of 10 ms that shoot almost to 1.4 s of wall clock time for 1
simulated second signal us that such a fine resolution of the simulation step should be used with great care.
In particular, it might be practical to use it to simulate rapid load surges over short intervals of time (e.g.
5-10 minutes) or in the conditions when meeting the tight response time SLO is extremely important for the
autoscaling policy designed, e.g. in real-time gaming applications.

It is clear that the accuracy of the simulation results might get damaged by selecting a large simulation step.
The decrease in accuracy emerges from adding more time to the joint lifetime of the request (or response)
than would have otherwise passed if one would use a finer time stamp. An example of such an inaccuracy
could be an addition of the 50 ms simulation step to the lifetime of the request for passing through the link
whereas the link latency is set to be only 10 ms.

Based on Figure 9.6, we see that the simulation step sizes between 30 and 70 ms might offer a nice compro-
mise between the accuracy of the simulation results and the time required to get them. On the one hand, one
is likely to pay with less than half a second of the wall clock time for a single simulated second. On the other
hand, the resolution is still not that coarse to address the response times SLOs of latency-critical applications
fairly accurately. Increasing the simulation step beyond 70 ms does not offer much of an improvement which
is explained by the diminishing reduction in the simulation steps count when increasing the step duration
by 10 ms each time. For instance, when going from 10 to 20 ms the simulation steps count drops by half,
whereas proceeding from 20 to 30 ms reduces it only by×1.5. We assume that the performance interference
from other programs is responsible for the outliers at 80 and 100 ms since the trials for different simulation
steps were not interleaved.

101



10
Evaluation

10.1 Simulator Validation

10.1.1 Validation Approach

Validating the simulation results is important to ensure that the realistic behavior is simulated. Validated
results bring an immediate practical value to implementing an autoscaling policy. This section discusses the
validity of the Multiverse autoscaling simulator.

The major challenge when validating a complex simulator such as Multiverse is in ensuring that it can
simulate a general-enough behavior for the particular application domain. Since the scope of this thesis is
limited to the transaction-based microservice applications, we do not discuss the validity of Multiverse for
other broad application categories such as batch processing or streaming.

Limiting ourselves to the validation on just a single class of applications still does not allow to start off by
directly comparing the simulation results against the results acquired from the runs of benchmarks and open-
sourced applications. There are three strong concerns against this approach. First, there is no clear threshold
that would indicate whether the simulation results correspond to the results from the real applications well-
enough. Second, even a single application exhibiting a slightly different behavior from that of the simulator
can refute the simulation validity. Since it is neither possible nor meaningful to validate the simulator against
all the existing transaction-based microservice applications, there is no way to guarantee that the simulator
will provide valid results for every such application. In addition, the vague definition of transaction-based
applications allows to easily design and implement a counterexample for the simulation results. Third, many
such applications are closed-source. Most of the available applications are either artificial benchmarks (e.g.
DeathStarBench1, Train Ticket2, TeaStore3) or the toy examples (e.g. SockShop4, Piggy Metrics5). Demon-
strating the validity on these applications in no way guarantees that the simulation validity will also hold

1 https://github.com/delimitrou/DeathStarBench
2 https://github.com/FudanSELab/train-ticket
3 https://github.com/DescartesResearch/TeaStore
4 https://github.com/microservices-demo/microservices-demo
5 https://github.com/sqshq/piggymetrics
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10.1. Simulator Validation

for industry applications. Therefore, this thesis opts for discussing the validity of the Multiverse simulator
from the following perspectives: simulator design perspective, simulations configuration perspective, and
the visual correspondence between the simulation results and the published measurements.

10.1.2 Validation by Simulator Design

Conventionally, simulators adopt a mathematical model of the simulated process. The main validation
question for such simulators is how well do these models reflect the reality. In contrast, the Multiverse
simulator answers this question by adopting a set of abstractions and internal simulation mechanisms that
are borrowed directly from the simulated subject area.

In Multiverse, the application is represented as a set of services that can have multiple replicas and are
hosted on multiple virtual nodes (VMs). On each clock cycle, each service instance consumes a random
quantity of resources that is defined by the normal distribution. The service instances may run on the same
node or on the different nodes depending on the adopted placement strategy. Each request is represented
as an individual object passed from service to service and waiting in service queues if there are not enough
resources to process it upon arrival. Reconciliation of the application and platform state is invoked peri-
odically with help of service scaling and platform adjustment policies, exactly how it is implemented in
Kubernetes. Each request consumes a random amount of resources on each service where it is processed on
each simulation cycle of being there (sampled from a normal distribution). Requests "processing" on VMs
is implemented on the node groups shared between instances of different services. These and other abstrac-
tions discussed in Section 9.1 resulted from our hands-on experience with cloud applications deployment
and resource management on public cloud services providers, in particular, AWS, and from studies of the
source code and of the runtime behavior of Kubernetes.

The simulation mechanism implemented in Multiverse follows the footsteps of the abstractions from Sec-
tion 9.1. First, the application behavior is simulated by the requests being passed from service to service
and delayed there for the processing time specified in the configuration. The absence of capacity to process
these requests (not enough system resources or service instances) results in them being put into a buffer. The
requests are taken from that buffer according to the queuing discipline specified in the configuration (e.g.
FIFO, LIFO, oldest first). Second, the scaling behavior is simulated by modifying the simulated state both
for the application services and for the virtual cluster which the application runs on. The state of the applica-
tion services is modified by increasing or decreasing the count of services deployed on the VM groups (node
groups). The state of the platform is modified by adding, removing, or splitting the node groups according
to the desired state that was derived by the adjustment policy. This mechanism corresponds to how the hor-
izontal autoscaling works in public clouds (e.g. managed Kubernetes service and VM clusters/autoscaling
groups of AWS) and in Kubernetes (combination of HPA and CA, cf. Chapter 2) at a high level. Finer
details of the scaling process such as pulling VM or container images and preparing VM are considered
irrelevant for the simulation and are roughly represented by the delays in the VM and services scaling that
are added to the new state before it is enforced. The magnitude of these delays corresponds to that reported
in the empirical studies [170, 171, 172].

The clear drawback of such simulation mechanism and set of abstractions is in that it demands more re-
sources than the established mathematical models such as queuing networks. However, borrowing the
abstractions and mechanisms from the production-grade resource managers and orchestrators allows the
simulation results to offer higher accuracy in comparison to most of the mathemarical models. This is
especially important when studying the methods to mitigate the ’tail at scale’ effects.
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10.1.3 Validation by Simulations based on Traces and Empirical Data

Simulations configurations generator Praxiteles was introduced not only to simplify the life of a researcher,
but also to enable the generation of the simulation configurations that reflect the operation of applications
and autoscaling in real settings.

First of all, Praxiteles leverages various cloud-related data such as VM utilization traces and FaaS applica-
tions invocations. The appeal of these trace is in that they provide a solid insight into how the production
applications and VM clusters behave. The use of cluster and application traces is widely adopted in design-
ing industry-scale solutions in an academic environment [24, 29]. Recent introduction of the Function-as-
a-Service computing paradigm offered a unique opportunity for the cloud services providers to take a peek
at the applications of their customers. Taking the next step, Microsoft shared the insights into the load for
FaaS applications and their composition in the recent Azure Functions dataset [30]. Praxiteles leverages
these data to generate realistic load patterns, service counts in applications, and requests processing times
by each service. Hence, the use of trace-based simulation configuration generators of Praxiteles allows to
argue about the validity of simulation results backed by the production data.

Despite all the richness of published traces, none of these datasets discloses how the applications are actually
structured. Since the microservices introduced an opportunity of structuring an application in an arbitrary
way as long as it implements the desired functionality, it became evident that the topology will start to
play an increasing role in managing the deployments. Several studies addressed this aspect already for
well-known multi-tier architecture without considering the diverse topologies offered by the microservice
architectural pattern [92, 84, 149]. To fill this gap, we conducted an empirical study of a small sample of
Github repositories [173] of microservice applications [159]. Among all other insights, this study revealed
that the topologies of these applications are often the samples of random graphs generated by the BA-model
with just four parameter sets. Praxiteles simulation configuration generator leverages this parameterized
model to generate the realistic application topologies. Combined with the services counts derived from
the Azure Functi ons dataset [30], it enforces the argument about the validity of the simulation results by
Multiverse from the application perspective.

Thus, configuring the simulation based on production monitoring data improves the validity.

10.1.4 Validation by Visual Inspection of Scaling Behavior

Lastly, we validate the Multiverse simulator on a particular case of autoscaling that we studied in [11].
To make the validation concise, we focus at the multilayered deployment for AWS and an increasing load
pattern. The corresponding load pattern and the count of virtual machines is shown in Figure 10.1. We
focus at the scaling on a virtual cluster level for two main reasons. First, scaling on the virtual cluster layer
follows that on the application layer. This means that similar behavior on the virtual cluster layer means
similar behavior on the application layer. This allows us to keep the discussion focused. The second reason
is that only the scaling on the virtual infrastructure layer impacts the application owner’s bill. In contrast,
scaling service instances does not affect it directly.

To conduct the validation, we ran multiple simulations in Multiverse slightly changing the parameters of
the simulated application and of the scaling policy. This was done to ensure the stability of the simulated
results. The key parameters of simulation were left unchanged. In particular, we did not change the structure
of the application as well as the initial VMs type and count (one t2.small instance) and the scaling threshold
of 20% vCPU utilization which were specified in the paper. To capture the specifics of AWS autoscaling,
we added the default cooldown period of 5 minutes. In Figure 10.2, we provide the simulated load pattern
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Figure 10.1.: Load and VMs scaling pattern for multilayered deployment in AWS [11].

(increase from 0 to 1200 RPS in the interval of 20 minutes) and the node count change for three selected
simulations. The simulation step was 50 ms.

As one can notice from the node count plots in Figure 10.2, the provided patterns do not perfectly match the
corresponding plot for AWS in Figure 10.1. However, what we see in these plots is that the timing of scale-
ups and scale-downs is mostly right. Simulation results in Figure 10.2c even arrived at the correct count of
VM instances, whereas in Figure 10.2b the simulator added one more VM for a short period of time (less
than a minute), but otherwise the count of 3 VMs was reached almost synchronously to that in Figure 10.1.
We assume that the parameters of simulations may be refined to capture more intricate properties both of the
simulated application and infrastructure. However, there is no universal way to correctly set these parameters
since they are based on a multitude of conditions and exhibit quite a large degree of randomness. Overall,
we claim that the provided simulation results are satisfactory enough to claim the relevance of simulations
to the real applications.

10.2 Selecting the Scale of Load for the Simulations

In Subsection 9.3.2, we listed the large scale of load as one of the major causes of long simulation time
and proposed to decrease the scale of load to tens of requests per second at most. The main doubt that the
reader may have is whether the proposed load capping still manages to offer valid simulation results. In the
following paragraphs, we present two main arguments that advocate for the use of small-scale load patterns
in simulations in addition to the feasible simulation time that we otherwise simply do not get.

The first argument for the use of small-scale load is that the majority of the real-world applications do not
really suffer from high load. To back up this argument with the data, we continue examining the Azure
functions dataset [30] to figure out what the majority of the cloud applications actually look like in terms of
load. For the sake of clarity, we dropped all the zero invocations rate cases from the dataset (roughly 13 mil.
data points). We averaged the data only across the provided days (14 days, each day corresponds to a single
file), leaving them on a per-minute basis to minimize the impact of averaging on the end results.

The analysis of the Azure functions dataset discloses that the vast majority of the observed per-minute
requests rates (99%) are below 522 invocations per minute (ipm), or roughly under 9 invocations per second.
The increase in CDF is so steep that we had to supply a zoomed-in version instead of the barely informative
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(a) Increasing load pattern generated by the Multiverse
simulator.

(b) First example of the nodes allocation during the sim-
ulation.

(c) Second example of the nodes allocation during the
simulation.

(d) Third example of the nodes allocation during the
simulation.

Figure 10.2.: Simulated node count changes for the increasing load pattern.
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original plot. Although Figure 10.3 zooms into an interval that is ×79 smaller than the maximal invocation
per minute value from the dataset, the 99th percentile is still achieved roughly in the middle of the zoomed-in
plot. On top of that, 95th percentile is achieved already at less than a tenth of the zoomed-in interval (86 ipm,
or roughly 1.5 invocations per second). Such a steep increase in CDF of invocations rate observations clearly
indicates that mostly the applications are not faced with high load. The applications on the scale of Google
search engine or Amazon web shop (40-100 kRPS according to the sources on the web) are rare exceptions
rather than a rule.

Figure 10.3.: Zoomed-in CDF of function invocations rate observations for the Azure functions dataset.

We conclude the analysis by stating that simulating the load patterns that are capped by 10 requests per
second is enough to cover 99% of the request rates observed in real cloud applications as per Azure cloud
data. Another concern that still remains is whether such small request rate can really trigger autoscaling.
Our second argument addresses it.

In practice, the request rate is far from being the only parameter determining the need for scaling the ap-
plication. Since the purpose of applications varies as well as the individual characteristics of requests (e.g.
SELECT * FROM data vs SELECT * FROM data WHERE name IN ("bob", "sam") and the processing times
that they result in, one might expect that the resources consumed during the processing of requests may vary
both from application to application as well as inside a single application. Thus, two applications facing the
same request rate may in fact exhibit quite different resource utilization patterns and thus will have to be
scaled differently. Since there are no datasets and studies estimating the impact of individual requests on the
system resources consumption, we had to derive these data from the Azure dataset based on observing the
variance in the resource utilization patterns. It turned out that for most of the applications just a handful of
requests was enough to saturate the resources (on the scale of 100 of requests being processed simultane-
ously). Thus, generating just a handful of requests per second should be enough to trigger autoscaling given
the resource utilization patterns available for the derivation from the real-world datasets. In principle, one
could get similar behavior by increasing the number of requests and reducing the resource consumption of
an individual request, however, an increase in the requests count will result in the simulation time increase,
hence we prefer to have requests with larger resource utilization that allows to reduce the rate of requests
generation and still get autoscaling triggered.

10.3 Selecting the Right Metric for Autoscaling
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10.3.1 Metrics Categorization

One of the most important choices in the autoscaling policy design is the selection of an appropriate scaling
metric or a group thereof. Although there is an abundance of quantitative characteristics of applications and
infrastructure, we make an attempt to assign them to several broader categories:

Resource utilization. Metrics in this category appeared on the autoscaling stage first. The reason is that
the cloud services providers were first and foremost interested in maximizing the utilization of their data
centers. Hence, the natural target for scaling would be to maximize the resource usage. First autoscalers
aimed at scaling up only when the resource utilization reached a certain high threshold, usually somewhere
between 70-90%. However, resource utilization was proven to be insufficient for autoscaling since it is not
fully correlated to the service level delivered by the application, especially before the resource saturation
point is reached. The second reason is that the metrics in this category are usually highly volatile, especially
CPU utilization. Lastly, one needs to be aware of what type of system resource does the application rely the
most, e.g. whether it is CPU-bound or memory-bound.

Service level as experienced by the end user. When aiming to satisfy the application users, the intuition
tells us to equalize the end user experience with the autoscaling metric. In case of online shops, one can
consider response time as such a metric. Response time of higher percentiles reflects quite accurately the
quality of service that the user experiences. On the other hand, the satisfaction of the end users en masse
may be characterized by the throughput of the deployed application. For a long time, CSPs did not have
access to the metrics that characterize the service level that the end user experiences. FaaS paradigm allowed
them to finally gain the application-level observability. In turn, this paves the path to extending the existing
FaaS autoscaling mechanisms with the other ones that are based on the end user’s quality of experience.

Load. Similarly to the above category, load in a sense of incoming requests was not observable by CSPs
prior to FaaS. Nevertheless, they could track network bandwidth utilization even under the most restrictive
(in terms of observability) IaaS paradigm. Load serves as a proxy for the end user experience. For instance,
rapid increase in the application load combined with the untimely scale up will likely result in rising response
time. Theoretically, using load as a metric for autoscaling makes a lot of sense from two points of view.
First, load is the only metric that cannot be managed neither by the cloud services provider nor by the
application owner. Second, load is the precursor to all the other metrics, e.g. new users’ requests result in
an increase in memory utilization and in rising response times for other requests getting less processor time
on the shared infrastructure. This means that observing any other metric will essentially lead to lagging
autoscaling decisions by definition.

Internal application behavior. Using the application internal behavior6 as a foundation for autoscaling
decisions is complicated by the diversity of building blocks/services that the application consists of, e.g.
Apache Kafka, RabbitMQ, ZeroMQ, Amazon MQ and others available for the message queuing alone.
Additional challenge is introduced by the custom business logic implemented in the application services.
Since generalizing across applications with different functionality makes little sense, instead, we focus at
the programs that implement routine functionalities such as message passing, storing the data, configuration
management, authentication and so on when discussing the autoscaling decision metrics that are based on
the internal application behavior. Let’s consider a messaging service since the microservice applications
often rely on buffers to store the queries that cannot be processed immediately. Albeit most open source
and commercial solutions differ in their implementation and tuning knobs, there is a common behavioral
characteristic that impacts the observable quality of service. This characteristic is waiting time, i.e. the
time that the message/request spent in the service buffer waiting to be served. By studying this metric, one

6 Internal behavior of an application is a behavior that is not observable by the end users.
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can identify the topological/performance bottlenecks that might be resolved by changing the application
architecture. From the autoscaling point of view, waiting time in these buffers is interesting as a metric that
falls in-between load and response time in its relation to the end user experience.

The offered categorization of metrics aims at ordering them along two axes: the timeliness of availability
and the relevance to the service level as experienced by the end user. We refer to these as timeliness and
QoS-relevance, or simply relevance. An ordering of the discussed metrics categories along the axes of the
timeliness/relevance space is schematically depicted in Figure 10.4.

Figure 10.4.: Categories of autoscaling metrics aligned relatively to two characteristics: timeliness of avail-
ability and relevance to the quality of user experience.

Load category has the lowest relevance to the user experience. The reason is that there is also an application
and infrastructure between the actual load and the quality of service. Despite that, the user load is available
almost instantly upon its arrival at the entry service. If the requirements to the timeliness of the autoscaling
action are high, then the load metric might be useful, although not much accurate if the user experience is
considered a priority when scaling.

Resource utilization metrics come as the second preference when the timeliness of scaling actions is im-
portant. Metrics describing the application behavior were put below the resource utilization in terms of
timeliness since their variability usually follows the saturation of system resources. For example, when
there are not enough hardware threads to process incoming requests, a queue starts to build up thus boosting
the waiting times of requests.

Although most quantitative characteristics describing the application behavior can be acquired on the time
scale that is close to that of resource utilization, still, the resource contention is the major precursor to the
distinctive changes in application metrics. Relevance of metrics in this category to the user experience is
naturally lower than that offered by response time, etc. Unfortunately, quality of service metrics become
available only post factum, i.e. either when the response was delivered or when it hit the timeout.

10.3.2 Studying the impact of metrics on autoscaling

To evaluate the impact of metrics from different categories on the autoscaling actions, we devised four
load patterns. Albeit simple, these load patterns cover the most important cases encountered in practice.
Representations of these patterns in time domain are shown in Figure 10.5.
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The Step-up pattern covers 5 minutes. The load rises from 1 to 3 RPS after the first minute of simulation is
over (cf. Figure 10.5a). In total, 780 requests are generated over these 5 minutes. This load pattern aims to
capture how different metrics handle rapid load surge (in our case, ×3 increase).

Similarly, the Step-down pattern covers 5 minutes. The load drops from 3 to 1 RPS after the first minute
is over (cf. Figure 10.5b). In total, 420 requests are generated over 5 minutes. This load pattern aims to
uncover how well do different metrics respond to the rapid load decrease (×3 decrease), i.e. how good are
they for downscaling the deployed application and thus saving the budget.

Next two patterns represent the ever changing load (oscillations). Both are simulated over the period of 10
minutes. In each case, 1200 requests are generated in total. The Slow oscillations case (cf. Figure 10.5c)
splits the whole simulation interval into two sub-intervals of 5 minutes each. Each sub-interval repeats
the same step-up pattern. Between them, there is a drop to the original level of 1 request per second.
The duration of these dips and spikes is chosen in such a way that it is roughly on the scale of booting
and termination times of VMs simulated. In contrast, the Rapid oscillations pattern (cf. Figure 10.5d) has
higher frequency of spikes and accommodates 5 step-ups in total. Each of them lasts only 2 minutes splitting
this time equally between the dip and the spike. This load pattern helps to understand how well do different
metrics categories adjust to the highly volatile load.

The scaling policy for this experiment is a simple rule-based policy, in which the measured metric is divided
by the threshold to get the count of service instances. The result is adjusted by multiplying it by 1.15
(15% overprovisioning as in Kubernetes’ VPA). The autoscaling period is set to 30 s. Each experiment was
performed 10 times to ensure the reliability of the results. The following four metrics were evaluated:

• Waiting time (application behavior category). This metric represents how much time do the requests
spend in buffers waiting to be processed. The threshold for each service is 50 ms.

• Response time (user-level quality of service category). This metric represents how long does the user
have to wait till the response. The threshold for each service is 200 ms.

• vCPU utilization (resource utilization category). This metric represents how much node groups’
vCPUs are utilized. The threshold for each service is 80%.

• Memory utilization (resource utilization category). This metric represents how much of the node
group’s memory is consumed. The threshold for each service is 80%.

The load metric was not evaluated since it does not encode the state neither of the application nor of the
infrastructure. Hence, this metric alone is useless to argue about the quality of user experience. It requires
additional mapping into the metric that represents quality of user experience, e.g. response time.

To a large extent, the user-centric quality of service can be quantified with just two characteristics: the
amount of timed out/unfulfilled requests and the response time. The timed out requests bear higher sig-
nificance than those that just took much time to be processed, but got the response. In all the conducted
experiments in this section, the time out was set to 10 seconds. Figure 10.6 presents the distribution of
requests between the fulfilled and failed categories.

As one can see from Figure 10.6a (Step-up load pattern), response time as an autoscaling metric in the
reactive scenario demonstrated the highest percentage of fulfilled requests. Response time as a metric was
able to add almost 10% of fulfilled requests when compared to every other metric considered. This supports
the hypothesis that the response time is the best proxy of the service level. Aiming to compensate for
higher response time with more service instances and nodes, an automatic reduction in percentage of failed
requests will occur. Surprisingly, utilization-based metrics are on par with the waiting time. We assume that
this happens since the threshold for scaling with the waiting time was set to 50 ms, which is ×4 lower than

110



10.3. Selecting the Right Metric for Autoscaling

(a) Step-up pattern. 780 requests in total. (b) Step-down pattern. 420 requests in total.

(c) Slow oscillations pattern. 1200 requests in total. (d) Rapid oscillations pattern. 1200 requests in total.

Figure 10.5.: Load patterns used to analyze the impact of metrics category on autoscaling.

the one set for the response time. As the application consists of 7 services (with the longest path being 4
services) and each service has 2 buffers (upstream and downstream), it is very unlikely for the request to
spend that much time in each buffer. The right selection of thresholds demands one to clearly understand
how the application behaves internally.

The Step-down load pattern is served by all the considered metrics almost equally (cf. Figure 10.6b).
The reason for this might be because the 3 RPS load level holds only for the first minute, dropping to
1 RPS thereafter. Since the scaling decision is taken each 30 s and the booting times for VMs are on
the scale of minutes, it becomes impossible for the reactive policy to accommodate the initial level of
3 RPS. This example points at a significant issue with the reactive policies – in absence of instantaneous
VM provisioning, reactive policies cannot accommodate well the changes that demand less time than the
provisioning takes. Nevertheless, this case is not that grim as it appears to be. In the end, the scale-down’s
purpose is not to meet the service level objectives but rather to save the budget of an application owner.
Indeed, here we observe the diversity. Both resource utilization metric-based policies demonstrated lower
total cost of the experiment, 0.01319 and 0.01289 USD7, for memory utilization- and vCPU utilization-
based scaling correspondingly. The costs for the response time- and waiting time-based scaling were slightly
higher, i.e. 0.01331 and 0.01386 correspondingly, which supports the statement about the timeliness of
scaling actions derived based on these metrics (cf. Figure 10.4).

Similarly to the Step-up pattern, response time-based reactive autoscaling shows the best results in terms of
fulfilled requests for the Slow oscillations load pattern (cf. Figure 10.6c). This time, however, the percentage
of fulfilled requests reaches almost 80% (79.1%). This 10% improvement over the simple step-up pattern
could be attributed to the dips in load and to the longer duration of simulations (10 minutes instead of 5)
that recoups the scale-up. The utilization-based reactive scaling lags 12-15% behind in terms of fulfilled
requests (64.4% and 67.8% for memory utilization- and vCPU utilization-based scaling correspondingly).
Again, this might be because of the utilization-based metrics being poor proxies for the end user experience.
Waiting time as a decision metric falls somewhere in-between with 65.5% of fulfilled requests.
7 We use the price per hour for on-demand instances of AWS in these experiments.
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Response time manages to keep its first place as a metric of choice for fulfilling the maximal requests
count also under the Rapid oscillations load pattern (cf. Figure 10.6d). This time, however, the resource
utilization-based metrics come quite close to it demonstrating 69.4% (vCPU) and 71.6% (memory) of ful-
filled requests vs 76.2% for response time. Waiting time still lags behind with 58.2% of fulfilled requests.
Interestingly, all the studied metrics demonstrate the results that are at least not worse than that demonstrated
for the Slow oscillations load pattern, albeit being faced with a higher frequency of changes. Considering
almost identical total costs observed under both load patterns, the most plausible explanation might be that
the short dips are not large enough to trigger the scale-down and thus the reactive policy ends up keeping
VMs around during these dips which allows it to better accommodate the follow-up spikes. This conclusion
motivates the use of stabilizers when computing the desired count of service instances and virtual machines
which were presented in Subsection 9.1.7 as part of the scaling policy.

1)

2)

3)

4)

(a) Percentage of fulfilled/failed requests for the Step-
up load pattern.

1)

2)

3)

4)

(b) Percentage of fulfilled/failed requests for the Step-
down load pattern.

1)

2)

3)

4)

(c) Percentage of fulfilled/failed requests for the Slow
oscillations load pattern.

1)

2)

3)

4)

(d) Percentage of fulfilled/failed requests for the Rapid
oscillations load pattern.

Figure 10.6.: Fulfilled vs failed requests distribution in the metrics evaluation experiment under various load
patterns depicted in Figure 10.5. Bars in order from top to bottom: 1) Application behavior
category (waiting time); 2) Quality of service category (response time); 3) Resource utilization
category (vCPU); 4) Resource utilization category (memory). Joint legend: fulfilled requests
are in blue (left part of each bar), failed requests are in orange (right part of each bar).

Appeal of the response time as a metric of choice for the reactive autoscaling policies increases after dis-
covering that it results in the best response time CDF for all the considered load patterns (cf. the leftmost
(green) curve on all plots of Figure 10.7). Again, as in the case of fulfilled requests quality metric, this is not
a surprise since the response time metric directly represents the quality of service delivered to the end user.
Most of these plots (cf. Figure 10.7a, Figure 10.7c, and Figure 10.7d) show relatively small difference be-
tween the use of waiting time and the memory-based scaling. In contrast, on the same plots, response times
for the vCPU utilization-based reactive autoscaling saturates relatively slowly, after the 60-70th percentile
is passed. This behavior can be attributed to the memory-intensive nature of the application generated for
the simulations based on the Azure Functions data. It is important to keep this observation in mind, since
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we will later use it in exploring the building blocks of predictive autoscaling policies. As we see, vCPU
utilization exhibits the smallest relevance to the scaling decisions.

(a) Response times CDF for the Step-up load pattern.
(b) Response times CDF for the Step-down load pat-

tern.

(c) Response times CDF for the Slow oscillations load
pattern.

(d) Response times CDF for the Rapid oscillations load
pattern.

Figure 10.7.: Response time CDFs in the metrics evaluation experiment under various load patterns de-
picted in Figure 10.5. Joint legend: Quality of Service category (response time), Internal
application behavior category (waiting time), Utilization category (memory), Utilization cat-
egory (vCPU).

10.3.3 Recommendations on Selecting the Decision Metric for Autoscaling

Results discussed in this section demonstrated the superiority of the service level/QoS metric category when
the goal of autoscaling is to maximize the user experience. The use of response time as an autoscaling
decision metric offers better results than the other metrics with lower relevance to the user experience, e.g.
the resource utilization and the internal application behavior metrics. Given that it requires some time for
the response time metric to be accumulated, it might make sense to combine this metric with the other ones.
Upon the deployment, one can let the autoscaler take the decisions based on the utilization metrics until
enough response time observations are accumulated. However, if the load pattern significantly departs from
its steady state, it might be better to opt for the timely utilization metrics again till the steady state of load is
recouped.

Using only the response time as a scaling metric is not enough to gain a significant improvement over
the other metrics. We saw that it demonstrates only 10-15% improvement in terms of fulfilled requests in
comparison to the utilization-based metrics (cf. Figure 10.6). There are two big challenges that hinder it
from achieving better numbers.

The first challenge is that reactive autoscaling fails at capturing the short-lived load surges. If the duration
of such a surge is lower than the combination of the autoscaler state sync period with the booting times of
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VMs, then it has no chance of timely providing necessary resources. Increasing the timeout interval may
help in this case but at the expense of users waiting longer for the responses and the system resources being
taken from the requests that might have otherwise been processed quickly.

The second challenge is that neither the response time nor the other metrics (also load) map directly onto
the system resources. For instance, by setting the threshold in the rule-based metrics, we assume that each
additional instance (e.g. service or VM) bears exactly this quantity of improvement in the original metric
of choice. For example, if the threshold for the response time is set to 200 ms, then it effectively imposes
an assumption that each additional service instance is able to decrease the response time by 200 ms. This is
obviously not true given the nonlinearity of application and infrastructure behavior topped by the unequality
of various requests and services in terms of the system resources used.

The first mentioned challenge can be addressed by forecasting the metric values, i.e. extrapolating current
observations into future and using these to provide the virtual resources ahead of time. Such an approach
will likely result in over-provisioning and won’t help to address the second challenge. To address the second
challenge, one has to introduce some form of mapping of the observed metrics onto the quality metric such
as response time. This can be done differently, e.g. by writing a formula or by training an appropriate neural
network to capture this relation. In the next section we investigate how solving mentioned challenges helps
in building better autoscaling policies.

10.4 Improving Timeliness and Relevance of Scaling Actions
to Enable Predictive Autoscaling

10.4.1 Improving Relevance of Scaling Actions with Machine Learning

The majority of metrics collected from the applications and the infrastructure is not directly related to the
quality of user experience (cf. Figure 10.4). Take resource utilization for instance. First, this metric comes in
many types: CPU utilization, network utilization, memory utilization, etc. Some resource utilization metrics
are less valuable when the associated type of resource is not used that much. For example, computing
Fibonacci numbers might be CPU-intensive, but it is far less likely to make a case for memory utilization
based scaling. Second, resource utilization is not indicative of the user experience. One can assume that
the resource utilization close to 100% results in queuing new requests instead of serving them right away.
However, this could also be a pointer to an accurate capacity planning complemented by the low-variability
load.

As was explained in the previous section, load is the worst metric category in terms of QoS-relevance
(cf. Figure 10.4, where the load category bubble is positioned at the very bottom). The core issue is
that this metric does not reflect the state of deployment at all. Without a doubt, load impacts the service
level delivered since the processing happens on the shared virtual and physical infrastructure. For load, the
challenge is to bridge the wide relevance gap existing between this metric and the quality of service as
experienced by the user. Formally, this gap can be bridged by a function f that maps the load metric onto
the quality of service, e.g. the response time – RT99% = f (L), with the 99%-tile response time represented
as a function of load (request rate per second). One can attempt to make this crude model more accurate
by introducing other parameters such as memory utilization, Umem, and requests waiting time, WT , viz:
RT99% = f (L,Umem,WT ). In essence, this addition does not change the main idea of transforming a group
of metrics into another metric that better represents the quality of service.
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Unfortunately, pure analytical methods fail to offer such a function f for a number of reasons. First, the
number of applications and load patterns is infinite. Even a minor change in the application topology and/or
logic will likely result in a completely different model because of complex nonlinear interrelations between
the structural characteristics of application, its resource consumption and the delivered service level. Second,
the deployments in an uncontrolled environment exhibit highly volatile stochastic behavior. This precludes
one from characterizing their behaviors with deterministic equations. Such sporadic events as the garbage
collection may severely impact the delivered service level [174]. Third, the nonlinear nature of deployments’
behavior and the abundance of parameters that characterize them renders the derivation of an all-in-one
analytical model an extremely tedious task with low applicability to other conditions, viz, different load
pattern, different deployment platform, and so on.

Luckily, machine learning (ML) offers a set of methods that allow to represent the mapping between the load
and the quality of service as a black box. From an ML perspective, discovering the structure of function f is
equivalent to performing a regression. In regression, one quantitative parameter (aka dependent parameter)
is represented as a combination of independent parameters with different weights. Machine learning offers
two broad categories of methods to approach this task.

Linear regression methods. Methods in this category are used to model the linear relations between the
parameters. These methods are the go-to choice when performing an initial data analysis. These methods al-
low to capture the general dependencies and trends, but fail when the system under study exhibits nonlinear
behavior such as e.g. performance saturation effects (cf. Roofline model [175]). Although there is an abun-
dance of linear regression techniques, most of them tackle offline problems, i.e. an incremental adjustment
of such models is not possible by design. This is one of two major limitations of the linear models (along
with their inherent inability to accurately represent nonlinear processes), since one has to fit the model anew
on the whole data set with the new samples added. Over time, the performance penalty will likely outgrow
the accuracy benefit for adding a new sample. Although there are ways to mitigate this effect for the online
models like dropping the old observations or raising the granularity by resampling, there are also more con-
venient online regression techniques such as the stochastic gradient descent (SGD)-based linear regression,
and the passive-aggressive (PA) linear regression.

Nonlinear regression methods. This niche is dominated by the universal nonlinear approximators also
known as neural networks [169]. In essence, neural networks equip one with a Swiss Army knife to devise
a nonlinear model of an extreme complexity without carefully defining the relations between the parameters
and distilling the meaningful features. The appeal of neural networks is in that both the features and the
relations between them and the predicted variable(s) are automatically derived. The most important prereq-
uisite is to provide enough diverse examples during the model training process, i.e. the process of gradual
adjustment of network weights such that the prediction is as close as possible to the observed value. Essen-
tially, one needs to define the input parameters space (e.g. count of service instances, load, and resource
utilization), the output (e.g. response time), and the structure of the neural network. Conventionally, the
structure of a neural network is defined in terms of layers each of which contains some amount of the so-
called neurons. Recent papers rightfully depart from analogies with human brain and refer to these as the
units instead. The count of layers determines the depth of the neural network. Higher number of layers and
units in them means higher representative power of the model. In other words, the equation implemented by
the network should encompass enough parameters to model the general relations between inputs and outputs
of the modeled function f as well as the edge cases. An example of such a behavior is the linear relation
between the response time and the load followed by the constant response time and increased requests drop
rate when the load hits certain threshold [97]. With neural networks, one needs to be alert that ’the more the
better’ formula only holds true to a certain extent. If one continues to increase the representation capacity of
the neural network, it may reach the point at which it will have enough parameters to memorize all the sam-
ples provided to it during the training. Then, when faced with an unobserved example, it will fail to produce
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the accurate results. This problem is known as overfitting. Independent of the type (convolutional, recur-
rent, etc), neural networks can be trained either in offline or in online mode. For the latter, one accumulates
the dynamically collected data in mini-batches that are later fed to the neural network to adjust its weights
incrementally. This characteristic along with the capability to represent complex nonlinear behaviors makes
neural networks way more appealing than the linear regression in autoscaling context. These advantages
come at the expense of increased resource demands and nearly-absent explainability of the model.

Although the ML-based representation of function f does not allow to argue about the origins of the demon-
strated service level accurately, later experiments will show that it fulfills the promise of more or less accurate
prediction of QoS metric. The decision on appropriateness of the accuracy heavily relies on the application
area under consideration. Say, models for the public infrastructure applications such as public transport
ticketing system may require model to either be extremely accurate in its mapping or to err on the side of
underestimating the quality of service to be delivered.

Mapping the low-relevance metrics such as load onto the quality of service alone is insufficient to determine
the amount of resources to be provisioned s.t. the service level objectives are met. Upon having a prediction
of the user-side quality metric, there emerges a need to compare it against an expected level of service, say,
response time should be not higher than 200 ms, and then determine, how the service instances and the
virtual infrastructure should be adapted. To avoid the need to train yet another model representing mapping
function g, we adopt the approach presented in Chapter 7. Below, we recap the steps of the original resource
provisioning process for the horizontal autoscaling as follows:

• Online training of the deep model (neural network) representing the mapping function f . This
step takes a mix of managed deployment parameter (e.g. service instances count) and unmanaged
metrics (e.g. load and resource utilization of some kind) as an input to train the model. The model
output is the user-side quality of service, e.g. 99th percentile response time. Both input and output
values are accumulated till the amount reaches the predefined mini-batch size. Then, the accumulated
values are used to adjust the model weights. Due to the stochastic online nature of the process, the
diversity of load patterns and likely absence of the pre-collected data sets, all the data is used for
training and no validation is performed. This allows one to get an actionable model faster. Inaccuracy
of the model can be compensated by over-provisioning the processing entities (service instances and
VMs) with some coefficient as is done in Kubernetes. The deep model may also be pre-trained on a
representative selection of load patterns and then further refined in production. It is important that the
training setting resembles the production configuration as close as possible. In the evaluation, we use
the pre-trained model that is refined during the simulations.

• Optimizing for the managed deployment parameter using the trained model. An autoscaler is
limited in what it can manage. For example, Horizontal Pod Autoscaler (HPA) of Kubernetes manages
only the count of replicated pods. In contrast, Kubernetes’ Cluster Autoscaler (CA) manages count
of underlying virtual machines based on the requirements determined by e.g. HPA. The quantified
representation of this managed entity (say, pod or VM) is fed as one of the deep model inputs. Since
this thesis broadens its scope by considering the autoscaling of multilayered deployments (achieved
by combining HPA and CA in Kubernetes), we selected the highest level abstract entity, i.e. service
instance8, to train the model. Other inputs characterize the state of the environment (load) and the
deployment (resource utilization) at a particular moment in time. Having the function f that maps this
input to the response time in the form of a deep model and the threshold on the appropriate service
level, we are able to use the optimization techniques to find the count of service instances minimizing
the divergence between the predicted user-level quality metric and the specified threshold. Other

8 Roughly corresponds to a pod replica in Kubernetes’ terminology.
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input parameters are supplied either by the current observations or are extrapolated to get the required
future value. The selection of a particular optimization technique is not important. For instance, the
Multiverse simulator employs slightly tuned Python scipy’s constrained optimization problems solver
with trust-constr method. The application of this optimization method to the resource management
problems was discussed in [174].

The above process only helps to improve the QoS-relevance of scaling actions by tracking the impact of
deployment parameters such as VM and service instances counts on the user-side performance. In other
words, it allows to determine the value of virtual entity (in case of horizontal scaling) in terms of quality
of service improvement. For example, the model may provide an estimate that 5 service instances of a
particular service under 3 RPS load are needed to ensure 150 ms of average response time (or any other
aggregation of this metric). Having a trained model in place, we can set the response time threshold and let
the optimization method search for an appropriate count of service and/or VM instances to meet this goal
given other inputs such as load. Thus, we can monitor metrics with low relevance to the quality of service
but still get an actionable value for the managed parameter to meet the desired SLO. For that, the deep model
has to be trained on a diverse data set that covers as many cases as possible.

Employing ML helps to improve the relevance of scaling actions but fails to improve their timeliness. There
are at least two ways to make up for the lack of improvement on the side of timeliness. The first way is
to expand the deep model s.t. it would be able to account for the order of incoming observations in time.
This approach would effectively result in the deep model solving two tasks at once, viz, 1) extrapolating the
current values of metrics into the future, and 2) predicting response time based on these future values. Albeit
possible, this yields significant complications in the structure of the deep model and its training process by
introducing the recurrent neural network (RNN) part to it. In turn, this results in increased demands for the
training phase both in terms of resources and samples since the model has to wait longer to account for the
time-dependent behavior which may span large intervals of times, e.g. days or months.

The following subsection elaborates on an alternative way of addressing the problem of improving the time-
liness of scaling actions. In particular, we offer to improve timeliness by introducing a separate forecasting
model for metrics used as inputs to the deep model. Forecasting methods were discussed at length in Chap-
ter 6. Below, we connect the forecasting methods to the timeliness property of scaling actions that is critical
to enable the predictive autoscaling.

10.4.2 Improving Timeliness of Scaling Actions with Forecasting

Timeliness of metric collection determines when the autoscaling decision can be taken. As an autoscaling
metric, load offers the best timeliness since it can be collected directly upon arrival at the application’s entry
point, aka frontend service (cf. Section 10.3). Although the use of load as an autoscaling decision metric
can indeed improve timeliness of reactive autoscaling, there still is a limitation brought by the very nature
of the reactive approach. If one wants load to be useful as the scaling metric, the minimal booting time
for the scaled entity (e.g. virtual machine or container/pod, or both) should be way less than the average
desired response time that the uncongested system offers, min(Tbooting) << RTSLO. Naturally, for small
response times on the scale of hundreds of milliseconds, this condition can only be satisfied for the low-
overhead virtual entities such as containers not bloated with libraries and startup scripts. However, if the
virtual cluster hits its capacity under the arriving load, the provisioning of new VMs will likely take orders
of magnitude more than the desired response time, e.g. 1-2 minutes. Thus, it becomes evident that the
reactive paradigm is limited even for the most timely of all metrics – load.

There are certain types of dynamic load patterns (e.g. oscillating load shown in Figures 10.5d and 10.5c)
that can hardly be satisfactory addressed by reactive autoscaling. These patterns are characterized either by
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a) the frequent spikes/dips in load with the duration lower than the minimal virtual resources provisioning
duration or b) the continuous load growth at a rate that outpaces fastest resources provisioning. Assuming
that the reactive policy is well-tuned in terms of mapping the load changes onto the virtual resources, there
still remains the challenge of timely provisioning. Monitoring load does not help to address the described
situations a) and b). At the moment of spotting the load increase, it is already too late to provision additional
resources since SLOs for the requests contributing to this increase will anyway be violated. Response times
will surge since the booting times for many VMs are on order of multiple seconds or minutes. Seconds-scale
sync times for scaling mechanisms (like in Kubernetes) add on top of that. Taking these provisioning limi-
tations into account, the only solution to the challenge of timely resource provisioning becomes to respond
not to the present, but rather to the anticipated future conditions. This can be achieved by extrapolating the
scaling metrics with help of time series forecasting.

Forecasting can improve timeliness of load used as an autoscaling metric. Other metrics represented as
time series (e.g. utilization) can also be forecasted. Nevertheless, this thesis focuses on load as a metric to
forecast since it is not reverse-impacted by the autoscaling process and demonstrates strong seasonal patterns
and trends that make it more predictable. Other metrics categories, such as utilization or response time, are
largely nonlinear and are impacted by the autoscaling decisions. This significantly increases the amount of
cases that the forecasting model should account for. For example, the user load exhibits weekly periodicity
with a trend. It does not depend on whether the provided resources were sufficient or not. Only in the rare
case of a significant load spike such as that on Black Friday experienced by the majority of online retailers,
can the load exhibit its dependence on the amount of provisioned resources. The inability of a webshop to
handle such a spike may result in a ’retry storm’, a pattern described by Netflix9. For load, however, such
dependence on the state of infrastructure and application is rather an exception than the rule, whereas for all
the other metrics categories presented in Section 10.3, it is their intrinsic property.

Although mapping the request rate onto the quality of service metric with the follow-up optimization for the
number of service instances is feasible both for the reactive and proactive (i.e. with forecasting) cases, load
forecasting alone is not sufficient for predictive autoscaling. The reason for that is the same one as for not
using load as a sole metric bundled with the rule-based resource provisioning. Under most of circumstances,
the load alone does not encode any information on whether the deployment is saturated with the requests
or not. Hence, having a fixed threshold does not help since the load can grow unbounded. If, say, there is
a continuous increasing trend in the load and the load grows from 1 RPS to thousands of RPS, the fixed
threshold of 1 RPS will likely result in excessive provisioning of virtual machines since the threshold was
defined incorrectly and the metric itself does not reflect the current state of the application. Therefore, in
the evaluation section we take this asymmetry into account by not considering the option of standalone
forecasting.

There exist multiple options for choosing the forecasting method which were explored in Chapter 6. All
the forecasting methods require prior exposure to the load to be tuned (ARIMA, Holt-Winters) or trained
(LSTM RNN) appropriately. In case of the substantial change in the load pattern, e.g. from oscillations
to oscillations with a trend, a forecasting model might require re-adjustment. Therefore, in production
scenarios, it appears critical to offer a library of pre-tuned/pre-trained forecasting models corresponding to
different load patterns that the autoscaler could choose from depending on the accuracy that they had shown
recently.

9 https://netflixtechblog.com/scryer-netflixs-predictive-auto-scaling-engine-a3f8fc922270
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10.4.3 Further Improvements with Application-specific Tuning

Deployed applications themselves offer a rich set of opportunities to improve the impact of autoscaling
on user experience. Such deterministic optimizations are extensively targeted by systems researchers for
certain application classes [92]. In this section, we suggest the optimizations that might be explored in
conjunction with various predictive autoscaling policies. The proposed optimizations are not the main topic
of the thesis – the goal of introducing them here is to show that complementing the predictive autoscaling
by the application-specific optimizations may in fact increase the service level.

One of the most impactful optimizations for the transaction-based applications is the requests reordering.
Reordering can be done in service buffers where requests wait to be processed. Reordering can be done
according to one of many disciplines, which can vary between different services, to name a few:

• First In-First Out (FIFO) is a requests ordering discipline that orders the requests by the arrival
time into the buffer (aka queue for FIFO). The request that arrived earlier than any other request is
guaranteed to be considered for processing earlier than any other. The processing may still fail in the
case when not all the responses were acquired (downstream processing).

• Last In-First Out (LIFO) is a requests ordering discipline that reverses the order of FIFO, i.e. the lat-
est request will be processed first. This discipline barely has any meaning in the context of transaction-
based application since it makes earlier requests wait for the processing of the latest which by defini-
tion violates the prioritization of processing requests rapidly in accordance with tight SLOs.

• Oldest First (OF) is a request ordering discipline that prioritizes requests that exist for the longest
time, i.e. they have the largest risk of missing the response time SLO.

• Priority-based (PB) is a request ordering discipline that allows to assign priorities to various types
of requests. Requests with the highest priority are taken from the buffer for processing at the earliest
possible time. For instance, the payment transactions may be prioritized over the browsing requests.
The challenge is that one has to carefully craft the prioritization scheme for potentially many different
requests such that no bottlenecks are created by it and the DoS potential is not increased.

Requests can also be batched for processing to increase control over how the resources and the time of the
deployed application are spent. Batching is usually done based on the slack for request processing which
can roughly be defined as the difference between response time SLO and the response time itself (unused
time before the deadline). If slack is positive, requests processing can be delayed till the batch of requests
is filled. Such batch processing can also help improve performance of the applications since, for instance,
lower number of API calls might be issued to databases. Bulk read/write operations are also enabled with
batching which usually improves performance of disk I/O which is usually a bottleneck.

In addition to improving the relevance and the timeliness with deep learning and forecasting, the following
section explores the effect of requests reordering on the quality of service delivered to the end user.

10.4.4 Experiments

10.4.4.1 Assessing the Impact of Timeliness and Relevance on the Service Level

Experiment goal. In this subsection, we evaluate the impact of timeliness and relevance of scaling actions
devised with help of autoscaling policies on the response time.

Experiment configuration. To achieve this goal, we simulate three autoscaling policies:
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• Reactive is a baseline autoscaling policy that provisions service instances and virtual resources based
on the current metrics values compared against a threshold (like in a rule-based approach implemented
in vanilla Kubernetes). The sync period is set to 30 s. We chose the memory utilization as a decision
metric since the evaluated application is memory-intensive (we use the same synthetic application as
in Subsection 10.3.2). The threshold is set at 80% of memory usage which is a conservative default
for reactive autoscaling policies. The resulting number of service instances is increased by 15%
following the heuristic of Kubernetes’ vertical pod autoscaler. The adjustment policy for the VM
clusters optimizes for the cost and allows the co-location of different services.

• Model-based Reactive is a reactive autoscaling policy but with the threshold scaling rule substituted
for the deep learning model (cf. Subsection 10.4.1). The aim of this policy is to investigate the impact
of improving the relevance characteristic of scaling actions on the quality of end user experience as
characterized by the response time. Again, the policy uses 30 s sync period. Model-based Reactive
policy uses a pre-trained 6-layer feedforward neural network that takes service instances count, load,
and memory utilization as input and produces the average response time as the result. The network
was trained on 6 load patterns, 2 of which were randomly chosen at each training repetition. Overall,
roughly 15-20 repetitions were performed for the training. The concrete number is not stated since
the model was allowed to further train during the experiment runs. To determine, whether the model
can be used, the prediction at the current timestamp should be within the range of 75%-125% of the
observed response time. The adjustment policy remains the same as in Reactive.

• Predictive is an autoscaling policy that uses both the deep learning model to improve the QoS-
relevance and forecasting to improve the timeliness of scaling actions. This policy uses the same
pre-trained 6-layer model as the Model-based Reactive policy. It adds a tuned Holt-Winters model
to forecast the load. As such, the selection of a particular forecasting method does not matter from
the standpoint of improving the timeliness of scaling actions. In the end, all the forecasting meth-
ods do the same thing – they extrapolate metric values into the future allowing to estimate the need
in virtual resources and to issue or decommission them in advance. Accuracy of these techniques
varies depending on parameters that are used to tune them, on the data used to fit these models, and
on the forecasting horizon. Since there is no best forecasting method per se [176], we chose one of
the simplest methods both in tuning and interpretation – Holt-Winters with additive trend and peri-
odicity tuned to the load pattern. The sync time was set to 30 s and the forecasting horizon was 2
minutes to factor in the longest time for VM provisioning observed in practice [11]. The adjustment
policy remains the same as in Reactive. A detailed discussion of the Predictive policy is provided in
Appendix A.

The application configuration remained the same as in Section 10.3, but the application was exposed only to
a single load pattern which is shown in Figure 10.8. Request timeout was set to 10 s. The overall duration
of any experiment is 27 simulated minutes with the simulation step of 50 ms. During the first minute, the
application was not exposed to any requests to allow it to finish its deployment. During next 5 minutes it
gets 1 RPS of load constantly. For the next 20 minutes it becomes subject to load oscillating each minute
between the levels of 3 and 1 RPS. In the leftover time the load drops to 0 to allow the application to finish
the requests processing. Only one type of requests was used in the simulation to avoid diluting the focus of
discussion. The experiment was repeated 15 times for each policy to improve the reliability of the results.

For the initial deployment, we’ve used 11 simulated t3.nano VM instances (AWS) and 12 t3.micro VM
instances (AWS) which were randomly spread across 7 services with the instance count varying from 2 to 9.

Analysis of the results. As before, the user-experienced service level is assessed with the percentage of
failed vs succeeded requests (cf. Figure 10.9a) and with the cumulative distribution of requests by response
times (cf. Figure 10.9b). Before proceeding to the analysis, it is utmost important to note that the absolute
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numbers of quality metrics are not conclusive because of two main reasons. First, the simulations step of
50 ms may result in the response time increased by a larger amount than it would otherwise have been if we
used e.g. a 10 ms step. For instance, if the latency on the link is set to 10 ms, then the additional 40 ms
will be added to the cumulative time of request as a result of making a simulation step. Second, the initial
deployment was not fine-tuned for the experimental load which is otherwise expected to be done in the
production environments. Therefore, the below analysis does not allow to argue about one particular policy
being ’superior’ to the others which is neither possible nor useful to the reader anyway. What it shows
though is how the particular predictive components of these policies impact the user-experienced service
level. We argue that this type of analysis yields deeper implications for the design of predictive autoscaling
policies applicable over the broad range of predictive methods.

First thing to notice in Figure 10.9a is the continuous improvement in the percentage of fulfilled requests
from Reactive (3) to Model-based Reactive (2) and then to the Predictive (1) policy. The major improve-
ment of roughly 19% fulfilled requests occurs on adding the deep model and the optimization-based service
instances allocation to the reactive policy. As described previously, this step improves the relevance of scal-
ing actions. In contrast to the memory utilization-based Reactive policy, the Model-based Reactive policy
is aware of the impact that the scaling actions make on the response time. The response time is a proxy for
the fulfilled count of requests since the timeout is set to 10 seconds, meaning that the request is dropped
if the response to it did not arrive in 10 seconds. Improving the timeliness of scaling actions by incorpo-
rating forecasting into the Predictive policy adds roughly 7% in fulfilled requests count on top of what the
Model-based Reactive policy achieves. The improvement provided by adding the forecasting is less than
the one added by introducing the deep model-based service instance allocation. When making conclusions
about the value of forecasting for autoscaling, one needs to factor in the duration of the simulation which
was just 27 minutes. Forecasting tends to pay off on the longer intervals of time, hence we expect fore-
casting to introduce additional improvement when running continuously over prolonged periods of time in
production. Nevertheless, given the results in Figure 10.9a, we may conclude that improving the relevance
outweighs improving the timeliness of the metric by roughly ×2.8. Here, we also need to make a statement
that the load with higher increase rate or higher amplitude of oscillations will likely render the improvement
in timeliness through forecasting more valuable.

In contrast to Figure 10.9a, the CDF plot in Figure 10.9b is less conclusive. Averaging over multiple simu-
lations yields almost identical CDF curves. However, these curves are quite different, when one takes into
account that these are provided only for the fulfilled requests. Hence, the 95th percentile of response time
that appears at roughly 6.5 seconds both for the Model-based Reactive policy and the Predictive policy, cor-
responds to different request counts. For Predictive, it is 1882 (0.7339×0.95×2700) of 2700 requests gen-
erated in the experiment, whereas for the Model-based Reactive policy it is 1708 (0.6662×0.95×2700).
Almost 180 more requests enjoy the response time which is under 6.5 seconds with the Predictive policy
as compared to Model-based Reactive one. Using the same calculation for the Reactive policy, we arrive
at 1228 requests that are served under 6.5 s. This number roughly corresponds to the 68th percentile for
the Model-based Reactive policy and to the 62nd percentile for the Predictive policy. Thus, at the 95th
percentile, we get 480 requests by switching from Reactive to the Model-based Reactive policy, and al-
most another 180 requests by employing the Predictive policy. This result demonstrates the importance of
improving both the relevance and the timeliness properties of scaling actions.

The combined results from figures 10.9a and 10.9b support the hypothesis that the improvements in the
relevance and timeliness of scaling actions yield better user experience in terms of response time. Simula-
tions show that improving the timeliness is less important than improving the relevance of scaling actions
although it still allows to increase the count of timely served requests by roughly further 10%. Since the
intrinsic asymmetry between timeliness and relevance does not allow to use the load metric forecast without
its mapping onto some QoS-relevant metric, we cannot really argue whether the improvement demonstrated

121



10. Evaluation

Figure 10.8.: Lagging oscillating load pattern.

1)

2)

3)

(a) Requests fulfilled/failed by policy: 1) Predictive, 2)
Model-based Reactive, 3) Reactive.

(b) CDF of response time by policy: Reactive, Model-
based Reactive, Predictive

Figure 10.9.: Assessing the relevance/timeliness impact on the service level for three autoscaling policies.
Experiment was repeated 15 times.

by adding forecasting should be attributed purely to it or rather to the interplay between the forecasting
method and the deep model-based service instances allocation. Although CDF plots are almost identical
for the evaluated policies as was seen in Figure 10.9b, accounting for the fact that these plots picture CDFs
only for the fulfilled requests gives quite a different picture. Both the Model-based Reactive policy and
the Predictive policy demonstrate a significant improvement in terms of amount of requests fulfilled until
the deadlines specified by percentiles (e.g. we studied the case of 95th percentile of response time) in com-
parison to the Reactive policy. This nonlinear improvement becomes even clearer on a CDF plot which is
based on numbers normalized by the largest amount of fulfilled requests across all three evaluated policies,
i.e. that of Predictive (cf. Figure 10.10).

Another advantage of the Predictive policy is its better use of resources which manifests itself in the average
cost of 0.0834 USD per simulation, which is a bit lower than 0.0899 USD for the Model-based Reactive
policy. Reactive policy lags behind these two with the average cost of 0.1064 USD per simulation. We
attribute the lowest cost for Predictive policy to its ability to forecast not only the spikes, but also the dips
in load, thus issuing the down-scaling whenever appropriate.

Conclusion. To achieve the superior end user experience, the scaling policy has to improve both relevance
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Figure 10.10.: Normalized CDFs for assessing the relevance/timeliness impact on the service level for three au-
toscaling policies: Reactive, Model-based Reactive, Predictive

and timeliness. We had shown that these improvements can be achieved by introducing forecasting and deep
learning models into the autoscaling process, but there are also other ways to improve these characteristics.
For example, this could be achieved by improving the hypervisor (to reduce the VM provisioning time) or
by organizing the requests processing in a way that is optimal for the given load. The following subsection
assesses the latter optimization opportunity.

10.4.4.2 Assessing the Importance of the Application-specific Optimizations

Experiment goal. Experiment provided in this subsection aims to assess whether the application-specific
optimizations such as requests reordering may complement effectively the predictive autoscaling policies.

Experiment configuration. The experiment configuration is almost entirely identical to the previous one
with several exceptions. First, we do not consider the Reactive policy. Second, each of the Reactive
with Model and Predictive policies gets two versions – one with buffers ordering the requests/responses
according to the first in-first out (FIFO) discipline, and another with buffers ordering the requests/responses
in such a manner that the oldest request/reponse is served first (OF).

Analysis of the results. In Figure 10.11, we observe familiar trend of improving the response time and the
count of fulfilled requests by adding the forecasting to the reactive policy that uses the deep model to map
the metrics to the response time. However, we are interested in another tendency here, viz, that the FIFO
ordering outperforms OF ordering in terms of fulfilled requests by 17.5% in Predictive case and by 17.6% in
Reactive with model case (cf. Figure 10.11a). The same improvement is observed both on non-normalized
(Figure 10.11b) and normalized (Figure 10.12) response time CDF plots.

Apparently weird result for the Oldest-first (OF) policy in comparison to the FIFO policy is in reality well-
explainable. By attempting to propel the oldest requests and responses through the application, we actually
favor those requests that are close to being dropped. One might argue that this was exactly the reason why
this policy should perform better than FIFO. But that is not the case when there are many old requests.
Since we tend to favor them, we are trapped in a situation when an unlucky oldest request gets picked for
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1)

2)

3)

4)

(a) Requests fulfilled/failed by policy: 1) Predictive
(FIFO), 2) Reactive with model (FIFO), 3) Predic-
tive (OF), 4) Reactive with model (OF)

(b) CDF of response time by policy: Predictive (FIFO),
Reactive with model (FIFO), Predictive (OF), Re-
active with model (OF).

Figure 10.11.: Assessing the impact of requests reordering on the service level for four autoscaling policies.
Experiment was repeated 15 times.

the propagation, but still does not make it since its timer is close to expiration. This is especially important
for the propagation of responses since in our application configuration there are several points where the
services have to wait for multiple services to reply in order to proceed. Overall, we observe that the system-
level optimizations can both improve and harm the end user quality of service delivered by the autoscaling
policy.

Conclusion. This experiment demonstrated the importance of accurate application-level optimizations since
a wrong optimization can dwarf all the improvements introduced by predictive autoscaling. However, when
a right optimization is made, it can serve as a multiplier to the effect of predictive autoscaling.

Figure 10.12.: Normalized CDFs for assessing the impact of requests reordering on the service level for four au-
toscaling policies: Predictive (FIFO), Reactive with model (FIFO), Predictive (OF), Reactive with
model (OF).
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10.5 Accountability of the Application Topology for the Success
of Autoscaling

10.5.1 Experiment Motivation

Microservice applications vary in their topology depending both on the business logic and on the need
of supporting services like message queuing and configuration management [159]. Often, the application
topology is not the result of a concerted and well-planned effort from the architect’s side, but it is rather
a by-product of the natural process of application architecture evolution – new services are getting added,
old ones are removed or merged. As long as the application meets both the functional and non-functional
requirements, its topology often falls out of the developer’s field of view.

Third-party services and frameworks play an important role in the topology evolution of the microservice ap-
plication. Being responsible for the common functionality (data storage and access, configuration manage-
ment, message streaming, locking, etc.), these components usually support multiple services implementing
the business logic. With so many services relying on them, the third-party services are naturally ’promoted’
to become the most critical components of the application. In turn, this results in the predominance of
scale-free network topology among the microservice applications [159].

Differences in application topologies may result in different autoscaling behaviors. For instance, if one
adopts the reactive utilization-based autoscaling policy for the microservice application with a structural
bottleneck, it is likely that under the increasing load the resources of the bottleneck service will become
saturated and the request queue will start to build up. When this service is scaled out, however, the problem
is not gone. Now, its upstream services may become new bottlenecks and, again, will have to be scaled out.
Thus, certain application topologies may result in an uneven resource utilization, thus paving the path to the
scaling behavior that differs across the application services conditioned on the application topology.

10.5.2 Experiment

Experiment goal. In this experiment, we aim to explore how the differences in topologies of realistic
applications impact the quality of autoscaling decisions taken under different policies, both predictive and
reactive.

Experiment configuration. To achieve that goal, we used Praxiteles to synthesize four artificial applica-
tions based on Azure traces with each BA-model parameter set from Table 9.1. Each generated topology is
distinguished by the last letter of the parameter set name from the table, i.e. for the set single_center_b
the generate topology name is Topo-B. More discussion on discovering these parameter sets and the model
to generate the application topologies is available in Chapter 8. The generated topologies and the concrete
parameters from the sets used for their generation are shown in Figure 10.13. Each application has only 10
services and one entry point for the user requests (highlighted with a different color). Only one request type
is used to make the conclusions from the experiments tractable.

Visual inspection of the application topologies in Figure 10.13 yields that they are not isomorphic to each
other, and thus they represent a diverse set of topologies.Topo-A is distinguished by its branched structure,
straight at the entry service – 5 edges are connected to it. However, these branches are not equal: 4 of them
contain only one edge, whereas one exhibits a full 4 services in line on one of its subbranches. Topo-B clearly
exhibits the scale-free property since just one of its nodes has way more connections (6) than the others
(mostly 1-2, and an entry node with 3). In this sense, Topo-B is a bit different from Topo-A with the latter
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(a) Topo-A topology. Parameters used for generation:
power of preferential attachment = 0.05, appeal of
vertices with zero edges = 0.01.

(b) Topo-B topology. Parameters used for generation:
power of preferential attachment = 0.9, appeal of
vertices with zero edges = 0.01.

(c) Topo-C topology. Parameters used for generation:
power of preferential attachment = 0.05, appeal of
vertices with zero edges = 3.25.

(d) Topo-D topology. Parameters used for generation:
power of preferential attachment = 0.9, appeal of
vertices with zero edges = 3.25.

Figure 10.13.: Artificially generated topologies for the experiment showing the impact of topology on au-
toscaling. Each application consists of 10 services with a single entry service (highlighted).
Each topology was generated by Praxiteles based on tuned BA-model.
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being more linear. Topo-C distinguishes itself by having a relatively balanced structure – each of 4 branches
connected to the entry service vertex does not have vertices with more than 2 edges. Two of these branches
are equal in length, with further two being shorter by 1 and 2 edges. BA-model parameters used for Topo-D
force this topology to form multiple well-connected vertices which is visible in Figure 10.13d. Introduction
of vertices with more than 1 adjacent edge has an important practical implication for the response times. The
more there are well-connected services with high fan-out, the longer it will usually take for the responses
to be propagated to the user. The reason is that each such service has to wait for all the responses from its
upstream neighbors. This is exactly the case for the synthesized Topo-D application topology.

Analysis of the results: fitting the performance model. As was described previously, we use the feedfor-
ward neural nets to regress the response times on the load and other system metrics. We used the feedforward
network with the same architecture as in Section 10.4 for each service in each application. To train these
models, we used the Training Ground tool introduced earlier. It iterated over two load patterns to train
the model based on the simulation results. The data was added to the minibatch of 10 samples each 3 s of
simulated time, thus the weights update was performed roughly each 30 s of the simulated time. Both load
patterns are based on the SARIMA model with their configurations provided in listings 10.1 and 10.2. The
main difference between these two load patterns is in the presence of trend (constant level vs increasing
trend) and the parameters of the time series generation model. Both patterns are periodic with 2 m period
which is barely observable either due to the increasing pattern or due to the standard deviation in the number
of requests at each second set to 10. The coefficients are selected in such a way that the generated time series
neither fades nor explodes. The samples of the corresponding load patterns are shown in Figure 10.14 with
a 1 s resolution. We do not provide more load patterns since the load pattern sampled from SARIMA will
differ at each simulation run; the load patterns in Figure 10.14 are just two such samples. However, the main
structural properties, such as trend, amplitude, and periodicity, persist across these samples. We use scaled
error as a loss function to dynamically assess the accuracy of predictions delivered by the performance
model. It is computed as follows:

SE =
|RTpredicted−RTcurrent |

max(RTpredicted ,RTcurrent)
(10.1)

The value computed with the above formula reflects the percentage by which the predicted value differs
from the actual one. Smaller values of the scaled error mean higher model accuracy. The advantage of using
this metric is that one can intuitively set a threshold that will determine whether the trained model is ready
to be used. During early stages of training, one can set this threshold in an arbitrary way since the model
anyway needs some time to get to the useful state. From our experience, the values in diapazone 0.15 - 0.4
are the most practical. The seemingly high value of 0.4 is caused by the high dynamics of the system and
serves to account for high variability in response times. By setting such a high value, one puts some trust
into the trained model. Otherwise, if the calculated scaled error is higher than the threshold, the fallback
service instances number calculator is used, e.g. a simple ratio-based calculator.

1 {
2 "load_kind": "leveled",
3 "batch_size": 1,
4 "generation_bucket": { "value": 1, "unit": "s" },
5 "regions_configs": [{
6 "region_name": "eu",
7 "pattern": {
8 "type": "arima",
9 "params": { "head_start": { "value": 1, "unit": "m" },
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10 "cooldown_end": { "value": 3, "unit": "m" },
11 "duration": { "value": 6, "unit": "m" },
12 "resolution": { "value": 1, "unit": "s" },
13 "scale_per_resolution": 15,
14 "model": {"period": {"value": 2, "unit": "m"}, "trend": "c",
15 "parameters": {"p":2, "d":0, "q":1, "P":0, "D":0, "Q":1},
16 "coefficients": [0, .8, .01, .5, .01, .01]}}},
17 "load_configs": [{
18 "request_type": "req-7edf0a24-7e71-11eb-b1d6-d8cb8af1e959",
19 "load_config": {"ratio": 1.0, "sliced_distribution":
20 {"type": "normal", "params": {"sigma": 10}}}}]
21 }]
22 }

Listing 10.1: First load pattern for performance model training in the topology experiment.

1 {
2 "load_kind": "leveled",
3 "batch_size": 1,
4 "generation_bucket": { "value": 1, "unit": "s" },
5 "regions_configs": [{
6 "region_name": "eu",
7 "pattern": {
8 "type": "arima",
9 "params": { "head_start": { "value": 1, "unit": "m"},

10 "cooldown_end": { "value": 3, "unit": "m" },
11 "duration": {"value": 6, "unit": "m"},
12 "resolution": {"value": 1, "unit": "s"},
13 "scale_per_resolution": 15,
14 "model": {"period": {"value": 2, "unit": "m"}, "trend": "ct",
15 "parameters": {"p":2, "d":0, "q":2, "P":0, "D":0, "Q":1},
16 "coefficients": [.001, .001, .75, .05, .5, .01, .01, .01]}}

},
17 "load_configs": [{
18 "request_type": "req-7edf0a24-7e71-11eb-b1d6-d8cb8af1e959",
19 "load_config": {"ratio": 1.0, "sliced_distribution":
20 {"type": "normal", "params": {"sigma": 10}}}}]
21 }]
22 }

Listing 10.2: Second load pattern for performance model training in the topology experiment.

The impact of various application topologies on predictive autoscaling appears already at the performance
modeling phase. Figure 10.15 demonstrates that only the performance models for the simulated applications
with topologies Topo-C and Topo-D were able to demonstrate appropriate accuracy below or around the
selected threshold of 0.25 for the scaled error. Interestingly, despite taking roughly ×30% less iterations to
train the performance model for Topo-C (cf. Figure 10.15d vs Figure 10.15c), we observe that the models
for 9 out of 10 services consistently demonstrate low scaled error at around 0.10-0.15, whereas 1 services
approached the threshold after some detour right at the moment when the learning stopped (this sudden
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(a) Constant load pattern. (b) Increasing load pattern.

Figure 10.14.: Artificially generated load patterns samples to train the performance models for the experi-
ment involving applications with different topologies.

increase in the scaled error is discussed in the following paragraphs). At the other hand, the performance
model accuracy for Topo-D gets consistent early enough, at roughly 3500 iterations (cf. Figure 10.15d),
albeit being lower on average. The amount of iterations spent on training the performance model for Topo-D
dwarfs that of Topo-B (almost×3 more), which is explained by the amount of time spent on each simulation.
Particularly, Topo-B took the longest amount of time for each simulation, whereas Topo-D took the smallest
amount of time, therefore the latter managed to finish more iterations in 10 days. The lowest amount
of training iterations may in fact explain the highest scaled error of the performance model for Topo-B
with a model only for 1 out of 10 services exhibiting consistent downwards trend after 2600 iterations (cf.
Figure 10.15b). Topo-A and Topo-C both fell somewhere in-between accomplishing almost 6000 iterations
of training.

Closer look at the services with the highest scaled error in all four plots in Figure 10.15 reveals that almost
all the services with more than 2 links (i.e. fan-out or fan-in is more than 1) made it into this category. In
particular, we see the highest scaled error achieved for the entrance service in every topology. This certainly
is not a surprise since this service accumulates the dynamics of the whole application being both the entry
and the exit for the whole application. The measured response time at this service is subject to impact from
all the other services that are encountered on the request path. Hence, however complex the topology is,
the performance model for the entry service will be among the most sensitive, since it captures the behavior
of the whole application. Figure 10.15c illustrates this finding in the clearest way by the scaled error for
the entry service being catapulted at around 2000 iterations, whereas scaled error for the remaining services
plummets.

Another important point of performance model error accumulation is in the services that connect to more
than 2 others (i.e. request path branches). These may correspond to the entry service, but not necessarily.
For example, the single such service (aside from the entry) for Topo-A (cf. Figure 10.13a) with one branch
connecting it to the entry and two others connecting to the sequence of 3 services and 1 service correspond-
ingly, consistently demonstrates scaled error above the threshold of 0.25 in Figure 10.15a. We hypothesize
that the difficulties in learning the performance model for this service are connected to the complex dy-
namic behavior that should be captured by the model. In particular, before proceeding with its response, this
service has to wait for the responses from two upstream branches that differ ×3 in the number of services.

The detour in all the scaled error plots of Figure 10.15 observed at around 2000-2500 iterations, was intro-
duced by changing some parameters of the training process. The goal was to check how long would it take
for the training process to recover from that disturbance. With that small change we observe a set of differ-
ent behaviors across the board. Performance models for the simulated applications with topologies Topo-A
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and Topo-B (cf. Figure 10.15a and Figure 10.15b) did not seem to recover during the training process, even
though Topo-A got ×1.53 more iterations than Topo-B. In the case of Topo-A, this might be connected to
the imbalanced structure of the request subpaths already discussed in the previous paragraph. In contrast,
the similar result for Topo-B might be attributed either to the service with the highest number of connections
(6) among all the application topologies studied or to the count of training iterations being lower compared
to the other 3 applications. When looking at the training results for the performance models of applications
with the topologies Topo-C and Topo-D, one may observe that both of them manage to recoup the train-
ing progress after some iterations. However, there is still a substantial difference in the training dynamics
between these two applications after the change is introduced. Particularly, the disturbance impacts the
training dynamics of the majority of services (9 out of 10) for Topo-C positively rather than negatively (cf.
Figure 10.15c). However, it is not the case for the entry service whose scaled error almost doubles in the
scope of 500 iterations. It takes further 3000 iterations for its performance model to get to the 0.25 scaled
error threshold whereas the performance models for all the other services of this application seem to stabi-
lize in their learning progress for the same 3000 iterations. In contrast, in the application with the Topo-D
topology, only one service gets dramatically affected by the change in the training parameters – it increases
2-fold in the interval of 500 iterations (like in Topo-C), but then rapidly regains its scaled error level of 0.25
in the next 500 iterations (cf. Figure 10.15d). Other services for the Topo-D topology do not seem to be
significantly affected by the disturbance. The relative insensitivity to the abrupt change in the experiment
configuration might follow from a realtively well-balanced application structure for Topo-D, viz, the two
branches that are attached to the second center (the first one is the entry service) differ in length only by 1
hop.

Paying more attention to Figure 10.15, one may notice that the scaled errors for different services tend to
form clusters for topologies Topo-A, Topo-B, and Topo-C. However, this a spurious pattern. Identification
of services from the same cluster in topologies depicted in Figure 10.13 reveals that most often the services
that have close scaled error curves may in fact be on different branches in respect to the entry service.
Hence, we conclude that relative groupings of services imposed by the topology have no visible effect on
the training speed trend and its direction.

Despite not having enough evidence on the reasons for the observed training behaviors (due to deep leraning
models being opaque), we can certainly state that the training progress depends on the application topology.
A particular topological feature that appears to matter in the training progress is the count of services with
more than 2 links and the balance in the length of requests paths.

Analysis of the results: evaluating the impact of the application topology on the efficiency of autoscal-
ing. To get the credible simulation results for assessing the impact of topologies on autoscaling with differ-
ent policies, we repeated each experiment 5 times. The load pattern was sampled using the configuration
in Listing 10.1 (cf. Figure 10.14a for the graphical representation). We have used two out of three policies
introduced in Section 10.4, viz, Predictive and Reactive. The main difference is that the load forecasting
model used in the Predictive policy this time was SARIMA with the same parameters as the ones used for
generating the load. Important to note that having the same parameters in no way guarantees the perfect
forecasts due to two key reasons: 1) upon each sampling, we get a different load pattern due to stochasticity
of the SARIMA process; 2) using the SARIMA-generated value as a mean for the normal distribution with
some standard deviation (10 in our experiments) adds another source of stochasticity to the load generation.
Having discussed the adjustments to the autoscaling policies, we would like to stress our argument from
the previous sections – the absolute numbers acquired in the experiment do not matter. In the following
paragraphs, we focus on the difference between the results for the two evaluated policies. This allows us
to draw general conclusions about the role that the application topology plays in autoscaling with different
approaches, i.e. reactive vs predictive.
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(a) Application topology Topo-A. (b) Application topology Topo-B.

(c) Application topology Topo-C. (d) Application topology Topo-D.

Figure 10.15.: Training progress for the feedforward network used in performance modeling of applications
with different topologies.
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1)

2)

(a) Application topology Topo-A.

1)

2)

(b) Application topology Topo-B.

1)

2)

(c) Application topology Topo-C.

1)

2)

(d) Application topology Topo-D.

Figure 10.16.: Fulfilled vs failed requests distribution in the experiment to assess the impact of application
topologies on autoscaling for topologies depicted in Figure 10.13. Bars in order from top
to bottom: 1) Predictive autoscaling policy; 2) Reactive autoscaling policy. Joint legend:
fulfilled requests are in blue (left part), failed requests are in orange (right part).

As in the evaluation in Section 10.4, Predictive autoscaling policy demonstrates the superior results in com-
parison to the Reactive one (cf. Figure 10.6). Nevertheless, the difference between the results for these two
policies across the evaluated application topologies is substantial. In Figure 10.16a, we observe that employ-
ing the Predictive policy gives additional 22.11% of fulfilled requests for the application topology Topo-A.
In stark contrast, the very same Predictive policy gives a mere 2.99% rise in the number of fulfilled requests
for Topo-C (cf. Figure 10.16c). Interestingly, the performance models for both topologies were trained
for the same count of iterations, and overall the per-service performance models for Topo-A demonstrated
worse accuracy on predicting the response times than the ones trained for Topo-C (cf. Figure 10.15a vs
Figure 10.15c). From that alone, we may conclude that the application topology has multiple ways to influ-
ence the autoscaling behavior. Analyzing the impact of topologies on the performance models alone is not
sufficient to draw the conclusions about the overall effect that the topology will have on autoscaling.

Another important observation is that the lowest number of training iterations among all the topologies
did not preclude the Predictive policy for Topo-B to achieve the results on par with that of Topo-A and
Topo-D (cf. Figures 10.16a, 10.16b, 10.16d). Lower number of training iterations still seemingly manifests
itself in the lowest gap between the percentage of fulfilled requests for Predictive vs Reactive policy in
the Topo-B case among these three topologies, viz, 14.28% vs 22.11% for Topo-A and 38.35% for Topo-D.
The latter number is also interesting – the difference of 38.35% in fulfilled requests between the Predictive
and Reactive policies for Topo-D should be attributed not to the Predictive policy being superior to the
Reactive one, but rather to the Reactive policy being surprisingly bad for this particular topology. Thus,
we have another bit of evidence that the impact of topology on autoscaling is not limited to the performance
models.
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(a) Application topology Topo-A. (b) Application topology Topo-B.

(c) Application topology Topo-C. (d) Application topology Topo-D.

Figure 10.17.: Response time CDFs in the experiment to assess the impact of application topologies on
autoscaling for topologies depicted in Figure 10.13. Joint legend: Predictive autoscaling
policy, Reactive autoscaling policy.

Similarly to the plots in Figure 10.16, response time CDFs in Figure 10.17 clearly show differences both
between the policies and between the topologies. In particular, we observe that the Predictive policy demon-
strates better response times distribution for the topologies Topo-A, Topo-B, and Topo-D. Despite this sim-
ilarity, the shape of CDFs differs across the topologies. For instance, Topo-A and Topo-B demonstrate
similar behavior on the first part of the curve – CDFs for both policies on both plots (cf. Figure 10.17a and
Figure 10.17b) rise rapidly without much difference between them. Following, we observe a clear difference
when CDFs saturate – CDF for Topo-A reaches higher percentiles (80th, 90th, 95th) sooner than Topo-B
and in general demonstrates better CDF. CDF for Topo-D is quite different from Topo-A and Topo-B in a
sense that the Reactive policy demonstrates quite a bad CDF up till the 90th percentile where it catches up
with the CDF of the Predictive policy. Similarly to this observation, we already observed the substantial
difference between these policies for Topo-D in Figure 10.16. Lastly, in the case of Topo-C, we observe
better response time CDF for the Reactive autoscaling policy both in the raw and in the normalized form
(cf. Figures 10.17c and 10.18c). Overall, all four CDFs in both forms exhibit clear difference in the amount
of requests that gets served in the same time. For instance, if we take 5 seconds, then the Predictive policy
for the application with the Topo-A topology can serve roughly 50% of requests in that time (the same as in
the Reactive policy for Topo-D), whereas Topo-B is able to take on 25% more in the same time, but fails
at maintaining this dynamics when proceeding to higher percentiles. In stark contrast, Topo-C requires the
same amount of time with the Predictive policy to serve roughly 85% of all the requests; Topo-D is just 5%
lower than this result (cf. Figure 10.17d).

Conclusion. There are two major conclusions that we may draw from the experiment in this section. First,
the application topology indeed impacts autoscaling, including the performance modeling stage and the
service level achieved with the help of the autoscaling policies. Second, the inherently complex system
dynamics imposed by the interplay of the application topology with other parameters of the deployed ap-
plication precludes us from capturing all the influences of application topology in the performance model.
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(a) Application topology Topo-A. (b) Application topology Topo-B.

(c) Application topology Topo-C. (d) Application topology Topo-D.

Figure 10.18.: Normalized response time CDFs in the experiment to assess the impact of application topolo-
gies on autoscaling for topologies depicted in Figure 10.13. Joint legend: Predictive autoscal-
ing policy, Reactive autoscaling policy.

Careful selection of the load patterns combined with the prolonged training of the performance model may
help in improving the generalizability of the performance model. However, one needs to be aware that per-
formance modeling still needs to be done for each application topology anew as its results do not generalize
across applications with different topologies.

10.6 Impact of Resource Limits on VMs Allocation Efficiency in
Predictive Autoscaling for Multilayered Deployments

10.6.1 Experiment Motivation

Scaling multilayered deployments raises concerns on whether the dynamic adaptation of the virtual infras-
tructure layer (VMs) is done efficiently based on the planned scaling actions for the application layer. To
recap, the approach to scaling the multilayered deployments in this thesis is similar to the one implemented
in Kubernetes. First, the autoscaler derives the number of services that are will be needed to process the
load. Second, the autoscaler figures out the cumulative resource requirements of the scaled services using
the resource limits set for them in the configuration. Third, these cumulative resource requirements are com-
pared against what various types of VMs could offer in terms of system resources, and the count of VMs
needed to host these services instances is computed. Lastly, the cost of each placement is computed and the
cheapest one is selected10. Thus, the most important tuning knob that bridges these two abstract resource
provisioning layers is the resource limit.

10 Subsection 7.3.3 provides a bit more details on the whole process
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In this thesis, we treat the resource limits in the reactive sense, i.e. crossing the resource limit is allowed,
but once the violation is observed by the system, it attempts to fix this11. The resource limit might be
set for any type of system resource that is available for the service’s use, e.g. vCPU or memory. For
the convenience of the researcher, the Multiverse simulator supports two options to set the limits in the
application configuration file: 1) resource limit in the units of the resource (e.g. vCPUs); 2) resource limit
as percentage of the mean resource utilization of the given service (e.g. 150% of the mean RAM utilization
of 200 MB, i.e. 300 MB).

Although setting the resource limits as a percentage of the actual mean resource utilization makes designing
the experiments easier, the complex system dynamics still gets in a way of arguing for the appropriateness of
smaller vs larger resource limits. This challenge is best illustrated with an example. If the resource limits are
too large, then it may happen that either most of the VM types would end up not being able to offer enough
resource to place the service instances or the resources will end up being wasted. However, it may also turn
up as a positive thing in that the incoming requests will get enough resources to be processed. If that’s the
case, then the buffers won’t build up and the response times will likely be low. On the other hand, if the
resource limits are large, only a handful of service instances will be allocated, hence limiting the number of
requests that can be processed in parallel. Lower resource limits may help to reduce the resource waste and
thus the overall cost of running the deployment, but this will likely result in a smaller resource headroom
for processing the requests. In turn, this will propel rising response times.

To sum this discussion up, finding the appropriate resource limits to set up for scaling the multilayered
deployment is not an easy task. It depends on many factors, to name a few: a) application owner’s goals,
i.e. balance of the deployment cost vs the end user satisfaction; b) complex internal application’s dynamics
dictated by the resource utilization patterns and the topology; c) variability of load and its resource demands.

This section attempts to highlight the complexity of finding the right resource limits for the application to
make the VMs allocations with the predictive autoscaling policy efficient for the multilayered deployments.

10.6.2 Experiment

Experiment goal. The experiment in this section aims to provide an insight into the complexity of tuning
the resource limits to achieve efficient predictive autoscaling for the multilayered cloud deployments.

Experiment configuration. The base configuration for this experiment is exactly the same as in the previ-
ous section (cf. Section 10.5). This experiment was run with the same four applications with the topologies
provided in Figure 10.13, hence we will refer to them in a similar manner: Topo-A, Topo-B, Topo-C,
and Topo-D. The two major differences in comparison to the previous experiment are as follows: 1) in-
stead of using the same resource limit coefficient (was 150% of mean resource utilization in Section 10.5),
each experiment configuration uses a different percentage of mean resource utilization from this set –
{50%,100%,150%,200%,250%}; 2) the experiment is configured to use only the Predictive autoscaling
policy to keep the focus on the impact of resource limits on the efficiency of predictive autoscaling. We
repeated the experiment for each resource limit 5 times.

Analysis of the results. Comparison of the fulfilled requests percentages across different resource allocation
limits supports the hypothesis that the impact of resource limits on the efficiency of predictive autoscaling
is substantial, although highly nonlinear (cf. Figure 10.19). For example, we observe that setting up the re-
source limits to 250% of the average resource utilization of services has an opposite effect on the percentage
of fulfilled requests for Topo-A (cf. Figure 10.19a) and Topo-B (cf. Figure 10.19b). In the case of the appli-
cation topology Topo-A, setting the resource limits to be ×2.5 higher than the average resource utilization

11 https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/#requests-and-limits
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yields the highest fulfillment ratio of generated requests, whereas the same setting for Topo-B ends up at the
very bottom in terms of fulfilled requests. Broadening our view to the topologies Topo-C and Topo-D yields
similar results. For instance, the resource limit of 200% of the average resource utilization offers the best
requests fulfillment percentage for the topology Topo-C, whereas the same resource limit ends up being next
to worst for Topo-D for the same autoscaling quality metric. The reasons for such a behavior were discussed
in the previous subsection.

Another interesting observation from Figure 10.19 is that the sensitivity of the requests fulfillment quality
metric to the change in resource limits differs substantially across the topologies. Concretely, we observe
that the given range of resource limits does not result in high variance of requests fulfillment ratio for
the topologies Topo-B and Topo-D. In the case of Topo-B, the difference between the best and the worst
resource limits is 7.34%, and for Topo-D it is even lower – 5.22%. These numbers are dwarfed by the
29.28% of difference demonstrated by Topo-A. Overall, the plot for Topo-A (cf. Figure 10.19a) clearly
indicates that the efficiency of predictive autoscaling for the simulated application with the topology Topo-
A is very sensitive even to the the small sample of the resource limits studied. Again, this supports our point
about the relation between the application and virtual resources layers being a significant contributor to the
quality of predictive autoscaling for multilayered cloud deployments. We omit the response time CDFs
from the discussion since they do not provide any additional insights into the impact of resource limits on
the efficiency of predictive autoscaling.

Figure 10.20 demonstrates that the impact of resource limits on the actual resource allocation during the
autoscaling process is also far from being linear. This figure employs the cumulative deployment cost as an
aggregate estimate of cloud resources (VMs) that were allocated during the experiment. First thing to notice
in this plot is that there is no substantial difference in the cost across the resource limits. For the experiment,
all the costs fall in the same interval 0.18 – 0.28 USD. This is especially clear for Topo-A, Topo-B, and Topo-
D, whose cumulative deployment costs have almost no variance across the resource limits studied. Another
important observation is the nonlinarity in the deployment costs for Topo-C. When increasing the resource
limits from 50% to 100% of average resource utilization, the total cost drops a bit, but then it starts to surge
at 150%, peaking at 200%. Surprisingly, at 250% of average resource utilization, the cost drops roughly to
the level observed at 150%. Recalling that each experiment was conducted 5 times, we cannot attribute this
result to any anomaly. In contrast, it represents the complex dynamics of the simulated system. A possible
explanation is that the resource limits of 250% of average resource utilization resulted in allocating larger
amount of resources available for processing the requests. This allowed to respond to the requests faster,
and, in turn, the unneeded resources (expensive t3.large instances) were deallocated later on at a larger scale
than for 200% resource limits. Apparently, 200% resource limits failed to offer the sufficient amount of
resources to keep up with the request pace. All in all, this behavior resulted in a deployment with higher
resource limits consuming less resources than that with lower resource limits. It is hardly possible to come
up with a simple heuristic model that captures the diversity of behaviors induced by predictive autoscaling
on multiple resource virtualization layers of cloud deployments.

Conclusion. This section demonstrated the impact of selecting the resource limits on the efficiency of
predictive autoscaling for multilayered cloud deployments. The revealed nonlinearity in the behavior of
predictive autoscaling when changing the way how the service instances are translated into the VMs, under-
mines the common intuition that the higher resource limits for services mean higher cost. Since the degree
of this nonlinearity highly depends on the application and the load as well, the design of the predictive au-
toscaling policy should be tailored to the particular conditions that the autoscaling policy will be used in.
Otherwise, efficiency of autoscaling might be quite unpredictable.
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Figure 10.19.: Fulfilled vs failed requests distribution in the experiment to assess the impact of resource
limits on the efficiency of predictive autoscaling for multilayered deployments for topologies
depicted in Figure 10.13.

Figure 10.20.: Averaged cost of the deployment in the experiment to assess the impact of resource limits on the
efficiency of predictive autoscaling for multilayered deployments.
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11
Conclusion & Outlook

11.1 Conclusion

This thesis presented a systematic study of predictive autoscaling, a technology that aims to provision and
decommission virtual resources ahead of time to meet the service level objectives and minimize the cost of
deployment. This was achieved by splitting the autoscaling mechanism from the policy and independently
investigating the most significant enablers of predictive autoscaling, viz, load forecasting and model-driven
dynamic resource allocation.

This thesis contributes the architecture of generic predictive autoscaler (cf. Chapter 5) to the body of knowl-
edge on autoscaling. In comparison to the existing works, this framework structures the most important
processes of predictive autoscaling, s.a. forecasting, topology analysis, metrics mapping onto the quality
of service, in a single feedback loop. Second, this thesis distills fundamental abstract entities that consti-
tute the autoscaling process or otherwise relate to it, and their interrelations (cf. Section 9.1). These entities
resulted from the work on Multiverse autoscaling simulator. Third, this thesis explores the topologies of mi-
croservice applications from Github and discovers the random graph model (BA-model) and its parameters
that allow to synthesize applications with realistic topology for the purposes of simulation (cf. Chapter 8).
Lastly, this thesis introduces the notions of timeliness and QoS-relevance for scaling actions and analyzes
how do the building blocks of autoscaling policies allow to improve on them (cf. Chapter 10). By improv-
ing the QoS-relevance and timeliness of scaling actions, an autoscaling policy is able to improve the service
level experienced by the end user, which was shown in the chapter.

This thesis advances the state of practice in predictive autoscaling in multiple ways. First, it showcases
how the reactive autoscaling approach fails to provide an appropriate quality of service for the multilay-
ered scaling for 3 large cloud services providers (cf. Chapter 3). The inherent limitations on timeliness of
scaling actions in reactive approach do not allow it to cope well with the sharp load increases. The second
practical contribution of the thesis is the systematic evaluation of different approaches to load forecasting
on production load patterns (cf. Section 6). The forecasting serves the purpose of mitigating the timeli-
ness limitations of the reactive autoscaling approach as was discussed in Chapter 10. The third practical
contribution establishes an approach to automatic virtual resources allocation based on two steps: 1) estab-
lishing a mapping between the deployment metrics and the delivered quality of service, and 2) searching
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for an optimal amount of virtual resources (service instances or resource shares) by solving an optimization
problem with constraints expressed as SLOs (cf. Chapter 7). As the fourth practical contribution, this thesis
offers an autoscaling simulation and experimentation toolbox comprising autoscaling simulator Multiverse,
simulations results visualization tool Stethoscope, autoscaling simulation automation tool Cruncher, and
data-driven simulations configurations generation tool Praxiteles (cf. Chapter 9). This toolbox allows to
experiment with diverse tuning knobs of autoscaling policies and evaluate them on different resource con-
sumption profiles and load patterns. Most importantly, the toolbox allows to train the models to be used
in predictive autoscaling policies in advance on different load patterns and configurations to enable better
generalization using another purpose-built tool Training Ground. The fifth practical contribution of the
thesis is the sample predictive autoscaling policy that shows how the diverse tuning knobs might be set to
get actionable results (cf. Appendix A).

In addition to these contributions, this thesis aimed to show how empirical techniques can be useful to derive
theoretical knowledge about the studied systems. In that sense, this thesis departs from the conventional
approach of producing a system that solves a concrete problem. With this work, we tried to expand both the
theoretical understanding of the predictive autoscaling technology and to provide a set of tools that can help
both the researchers and the practitioners to dive into the gory details of designing the predictive autoscaling
policies and mechanisms. The diversity of applications, load patterns and platforms did not allow us to
envisage a "one size-fits all" solution. Nevertheless, we humbly believe that the contributions of this thesis
provide a foundation to proceed with designing custom predictive autoscaling policies to fit the needs of
versatile applications.

11.2 Future Outlook

The following autoscaling research directions appear as the most promising for the years to come:

• Automated design of autoscaling policies. A great deal of effort is currently devoted to making the
autoscaling policies "smart" by predicting suitable scaling actions. Unfortunately, this approach often
fails to offer the determinism and robustness, as well as the explainability of the scaling results. We
propose to utilize the same or other related techniques from the domain of artificial intelligence and
deep learning to automate the design of autoscaling policies. The transfer of the stochasticity into the
design process from the policy allows to synthesize deterministic autoscaling policies tailored for the
specific application/load.

• Workload-specific autoscaling policies. Devising application-agnostic autoscaling policies deems
to be a challenging theoretical exercise which tends to produce impractical results. Focus at a par-
ticular type of workload and the user load pattern, i.e. the specialization of autoscaling policies,
can provide more useful scaling actions. With the tendency to compose applications of off-the-shelf
building blocks such as databases and frameworks, one can bring this specialization a step further by
introducing the service-specific autoscaling policies.

• Autoscaling with novel resource abstractions and in novel deployment setting. To a large extent,
research in autoscaling and dynamic resource provisioning focuses on scaling VM clusters. Recently,
the resource abstraction of container/pod paved its path into the autoscaling research. More recent ab-
stractions such as functions (as in FaaS paradigm) are almost absent from the research literature. The
existing body of research predominantly focuses at autoscaling in the centralized setting. However,
with the decrease in the price and increase in the capabilities of embedded devices and single board
computers, federated/distributed elastic applications start to emerge [120, 177].

139



11. Conclusion & Outlook

• Physical infrastructure-assisted autoscaling policies. Autoscaling decisions in non CSP-assisted
scenario are limited by the information provided on the layer of virtual clusters. The architecture
of the physical machine hosting VM or a container, the number and the resource usage of other
tenants, as well as the performance counters are unavailable. Disclosure of this information might
significantly improve the scaling decisions taken regarding the application and the cluster of virtual
nodes. For instance, it was demonstrated that the best quality of reactive autoscaling for multilayered
deployments was achieved by combining the provider-managed autoscaling of Google Cloud with
Kubernetes that is also maintained and to a large extend developed by Google [11]. One can speculate
that such a fruitful cooperation becomes possible only when the physical infrastructures assists the
autoscaling service.

• Increasing the accuracy and reducing the runtime of autoscaling simulations. Simulations of the
autoscaling scenarios for large applications on the scale of Amazon and Google demand a significant
amount of computational resources. Accurate simulations require to push the simulation step as low
as 1-10 ms which increases simulation runtime by a large margin depending on the scale of the appli-
cation. To increase the number of research works in the field as well as their practical value and the
replicability, one needs to improve the design of the autoscaling simulators in two aspects – accuracy
and performance. To a certain extent, compiled languages may assist with both.

• Automatically generating realistic applications and infrastructure configurations. A corollary
to the previous point is that the simulated (or, in general, evaluated) workloads and virtual cluster
configurations should be diversified. At the moment of writing, the set of benchmark microservice
applications is relatively small and does not exhibit the complexity of the real-world applications
that can incorporate as many as hundreds to thousands of microservices [129]. To overcome this
challenge, an effort is required to generate artificial applications with realistic workload patterns and
topologies. Realistic configurations of clusters of virtual nodes should provide an enormous value to
the autoscaling policies research – currently, CSPs prefer not to disclose the physical hardware and
the provisioning logic to anyone, which forces researchers to adopt unvalidated assumptions.

• Multi-cost model & cross-cloud autoscaling. The cloud services cost models other than the typical
pay-per-use are relatively little considered in the autoscaling research literature. Other cost models are
frequently considered in isolation, i.e. no combination of differently-billed cloud services is usually
foreseen. Similarly, the cross-provider autoscaling is a relatively novel area. Although both of these
aspects might deem to be of a negligible theoretical value, they are important in practice.

• Autoscaling for changing applications. Modern cloud applications relatively seldom stay unchanged
for a long time. For instance, otto.de reaches 500 live deployments per week [178]. This means that
the changes to the application logic are rather common, and when devising an autoscaling policy, one
need to take into account that the application logic, its topology, and the resource usage patterns may
change over time. In particular, such changes to the application challenge the "smart" autoscaling
policies the most since they render the data-centric models fully or partially obsolete.

• Comprehensive autoscaling evaluation techniques and metrics. Autoscaling algorithms are eval-
uated either with the common performance metrics such as execution time, resource utilization or
response time or with a set of autoscaling-specific metrics [179]. Although useful insights are usually
collected in such way, still, there is a lack of methodology and models to evaluate the autoscaling
goal improvement provided in relation to the resources consumed by the autoscaling process. The
major challenge here arises from the lack of clarity of which processes should be attributed to the
autoscaling.

• User modeling. A large body of work in predictive autoscaling is devoted to forecasting the user
load [46, 176, 180]. Although this direction is proven to be useful to plan the resource allocations on

140



11.2. Future Outlook

large time intervals, the representation of the user load as time series of requests per unit of time is
too high-level for accurate capacity provisioning at the finer granularity. To become an appropriate
choice for shorter intervals of time, predictive autoscalers might need to consider behavioral models
for individuals or user segments [181, 182, 183, 184]. Integrating methods from the user modeling
research into the user load prediction has a potential for improving the service level and making the
availability and the response time a personalized experience.

Lastly, we would like to bring a point about democratizing the access to the user load and configurations of
real applications. Companies with large data processing and storing infrastructure facilities, such as Google
and Alibaba, aim to boost the innovation in dynamic resource management by offering the physical cluster
traces publicly [185, 186, 24, 29]. However, these efforts are limited to the resource utilization of the data
centers. What the research community currently lacks are the efforts of cloud-native application owners
to disclose the user loads and application topologies/configurations/workload patterns. The advance of the
application autoscaling research substantially relies on the access to such data. Although it is obviously
complicated to provide public access to this information both from the point of trade secret and the orga-
nizational efforts, we would still like to emphasize that the advancement and the practical relevance of the
autoscaling research heavily relies on the open access to the data of real applications. We hope that these
data will be more available in the future.
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APPENDIX A
Example Predictive Autoscaling Policy

The components of an autoscaling policy were presented and discussed in Section 9.1. Here we focus at the
combination and configuration of these components to build the Predictive autoscaling policy.

First, for any autoscaling policy we specify its sync_period and the warm_up time as shown in Listing A.1.
The first parameter is responsible for how often is the desired state recalculated. In this example, the period
is set to 30 s. Usually, this period is in range of seconds (e.g. Kubernetes sets it by default to 15 s) to avoid
frequent changes to the application state but at the same time not to miss a major load change. For the
purpose of experiments conducted in this chapter, the value of 30 s was appropriate. However, it should be
reduced if the frequency of load oscillations gets higher or if the load increase/decrease rate gets higher.

The warm_up parameter allows to skip computing the desired state for the time period specified by it. This
is relevant for cases when the initial deployment is not yet done, hence it does not make sense to scale the
undeployed application. As the reader might recall, we’ve used a delayed load pattern in the experiments
in the previous section to allow some time for the application deployment. The logic behind the warm_up
parameter is the same.

1 "policy": {
2 "sync_period": {
3 "value": 30,
4 "unit": "s"
5 },
6 "warm_up": {
7 "value": 1,
8 "unit": "m"
9 }

10 }

Listing A.1: General settings of an autoscaling policy.

The details of autoscaling process are specified in the application section of the configuration file as shown
in Listing A.2.
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Since scaling is performed on the level of services, one has to specify the configuration of autoscaling for
each service. For the Predictive policy, all the services had the same configuration of autoscaling policy.
To avoid configuration duplication, we used the keyword default instead of a service name (cf. line 4 in
Listing A.2). This will result in using the same autoscaling configuration for every service of an application.

Predictive policy implements horizontal autoscaling which is pointed out by the scaled_aspect_name set
to count (cf. line 5 of Listing A.2). Scaling aspect is a quantifiable value that characterizes the capability of
the deployed application to process the load, e.g. CPU shares or count of service instances. The considered
policy uses maxScale scaling aggregation rule which first prompts every specified metric group to compute
the desired service instances count according to its own data and configuration and then selects the maximal
proposal. This is basically a type of parallel aggregation rule presented in Section 9.2 (cf. Figure 9.4b).

Predictive policy has only one metrics group which is specified in lines 9-35 of Listing A.2. Metric group
is a collection of metrics that are used to calculate the desired state for performing the scaling actions. There
are several group-level configurations that are set in lines 10-13. First, we set the limit on the count of service
instances that this metric group is allowed to propose. The min limit is set to 1 (line 11) to avoid completely
undeploying the service. The max limit is set to 100 (line 10) to allow more room for accommodating larger
loads but without running into a risk of costly useless overprovisioning under concerted DDoS attack [126].
Entry desired_aspect_value_calculator_conf (line 12) configures how exactly is the scaling aspect (in
our case, service instances count) is computed based on the metrics in this group. On the same level, there
is a stabilizer_conf which sets how the computed scaling aspect is stabilized in time to avoid oscilla-
tions in the provisioned resources. The discussion of these two configuration pieces is postponed till later
paragraphs.

1 "application": {
2 "services": [
3 {
4 "service_name": "default",
5 "scaled_aspect_name": "count",
6 "scaling_effect_aggregation_rule_name": "maxScale",
7 "metrics_groups": [
8 {
9 "name": "group1",

10 "initial_max_limit": 100,
11 "initial_min_limit": 1,
12 "desired_aspect_value_calculator_conf": {...},
13 "stabilizer_conf": {...},
14 "metrics": [
15 {
16 "metric_source_name": "Load",
17 "metric_name": "load",
18 "submetric_name": "*",
19 "metric_params": {
20 "sampling_interval": {
21 "value": 1,
22 "unit": "s"
23 }
24 },
25 "values_aggregator_conf": {...},
26 "forecaster_conf": {...}
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27 },
28 {
29 "metric_source_name": "Service",
30 "metric_name": "memory",
31 "values_aggregator_conf": {...},
32 "forecaster_conf": {...}
33 }
34 ],
35 "default_metric_config" : { "values_filter_conf": {...} }
36 }
37 ]
38 }
39 ]
40 }

Listing A.2: High-level settings of metric groups to scale application services.

Section metrics (lines 14-34) lists all the metrics that are used for computing the desired scaling aspect in
this metric group. Predictive policy uses load (lines 16-27) and memory utilization (lines 28-33) for that.
For both metric we specify their source, i.e. the component that is responsible for collecting metric values
(defined in the Multiverse simulator). For load, it is the Load model (denoted as Load), and for memory
it is Service (denoted as Service). In the latter case, we use capitalized keyword Service to refer to the
current service that the metric group is associated with. Otherwise, one can provide an explicit service
identifier if it is desirable to consider the metric of another service to take the scaling decision (in case of
some topology-aware policies). For some metrics, one can also specify the sub-metrics which is shown in
line 18. Here, we specify that all the load should be considered when scaling, regardless of region. For load,
it is also important to specify its sampling_interval (cf. lines 20-23 in Listing A.2). In the considered
policy, we sample the load per second, i.e. getting requests per second value. In general, metric-specific
configurations for collection/representation appear in the metric_params section (cf. line 19).

Each metric gets its own filter, aggregator, and forecaster. In case of considered Predictive policy, the filter
configuration is the same for both metrics, hence it appears in the dedicated default_metric_config section
(line 35). Both the aggregator and the forecaster configuration could also go there, but these components
required customization for the Predictive policy, hence they ended up in the entries of corresponding metrics
under keys values_aggregator_conf and forecaster_conf (lines 25, 31 and lines 26, 32 correspondingly).
The discussion of concrete configurations for these building blocks of Predictive policy follows in the next
paragraphs.

Upon collection of individual metrics, they first need to be filtered. Both metrics of Predictive policy share
the filtering configuration which is shown in Listing A.3. This defaultNA filter simply substitutes every NA
value for 0. When the metric is filtered, we proceed to aggregation according to the policy.

1 "values_filter_conf": {
2 "name": "defaultNA",
3 "config": { "default_value": 0 }
4 }

Listing A.3: Configuration of the filter component for both metrics of the single metric group of Predictive
autoscaling policy.
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As was mentioned earlier, load metric and memory metric have own aggregators. The configuration of the
aggregator for load metric is shown in Listing A.4. This sumAggregator aggregator calculates the sum of
the requests produced in the interval of time windowed according to the specified resolution (1 minute in
our case). Similarly, the medianAggregator for memory utilization metric (cf. Listing A.5) uses a time
window of 1 minute, but instead of summing all the observation in this interval, it takes the median of these
observations.

1 "values_aggregator_conf": {
2 "name": "sumAggregator",
3 "config": { "resolution": { "value": 1, "unit": "m" } }
4 }

Listing A.4: Configuration of the aggregator component for the load metric of Predictive autoscaling
policy.

1 "values_aggregator_conf": {
2 "name": "medianAggregator",
3 "config": { "resolution": { "value": 1, "unit": "m" } }
4 }

Listing A.5: Configuration of the aggregator component for the memory metric of Predictive autoscaling
policy.

Similarly to aggregators, each metric has its own forecaster. In case of memory utilization metric it does
not implement actual forecasting but rather uses the last value available for this metric as in reactive au-
toscaling (cf. Listing A.6). The load metric uses pre-trained Holt-Winters forecasting model under path
specified in the parameter dir_with_pretrained_models in Listing A.7. The folder contains multiple mod-
els, each for the unique combination of service name, region, and metric. This structuring allows high
flexibility in case the forecasting model has to take into account some service/region specifics to devise
more accurate forecasts. Lastly, both forecaster configurations share two quantitative parameters, namely,
forecast_frequency and horizon_in_steps. The first one specifies the resolution at which the forecasts
are provided. The second one specifies how far into the future does the forecaster extrapolate the metric
into in terms of the frequency unit. In both considered listings, the forecast is 2 minutes into the future with
resolution of 1 minute, which means 2 forecasted values. This, however, is not entirely accurate for the
design of the Multiverse simulator. The simulator forecasts double the horizon_in_steps values. These
are then shifted closer to the present moment in time, by one step (equals to 1 minute for Predictive policy).
This is done to force the desired values to appear in advance. Ideally, the size of this shift should roughly
correspond to the booting/termination times of virtual entities (VMs/containers).

1 "forecaster_conf": {
2 "name": "reactive",
3 "forecast_frequency": { "value": 1, "unit": "m" },
4 "horizon_in_steps": 2
5 }

Listing A.6: Configuration of the forecasting component for the memory metric of Predictive autoscaling
policy.

1 "forecaster_conf": {
2 "name": "holt_winters",
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3 "dir_with_pretrained_models": "/home/ubuntu/autoscaling-simulator/trained_models/
forecasting/holtwinters",

4 "do_not_adjust_model": true,
5 "forecast_frequency": { "value": 1, "unit": "m" },
6 "horizon_in_steps": 2
7 }

Listing A.7: Configuration of the pre-trained forecasting component for the load metric of Predictive
autoscaling policy.

To obtain a trained forecasting model for the purpose of experiments in the previous sections, we modi-
fied the scaling policy to allow the forecaster to be dynamically fitted based on the incoming load. The
configuration for it is shown in Listing A.8. In contrast to previous excerpts of forecaster configurations,
the config section in this listing contains the parameters of the Holt-Winters model. One can see that we
specify an additive seasonal component with a period of 2 (minutes) for the Holt-Winters model. Other
parameters set up smoothing for the level and seasonal component. In this setting, the seasonal component
is sharp (1.0) which is to better relate to the generated oscillating load pattern thus both improving the re-
sponse time and reducing the deployment costs. Lastly, the parameters history_data_buffer_size and
fit_model_when_history_amount_reached control the maximal and minimal size of the data used to fit
the model. Here, the buffer can store only last 10 minutes of observations, and the model can first be fit only
when the amount of buffered observations reaches 2 minutes.

1 "forecaster_conf": {
2 "name": "holt_winters",
3 "config": {
4 "seasonal": "add",
5 "smoothing_seasonal": 1.0,
6 "seasonal_periods": 2,
7 "smoothing_level": 0.7
8 },
9 "dir_to_store_models": "/home/ubuntu/autoscaling-simulator/trained_models/forecasting

/holtwinters",
10 "forecast_frequency": { "value": 1, "unit": "m" },
11 "history_data_buffer_size": { "value": 10, "unit": "m" },
12 "fit_model_when_history_amount_reached": { "value": 2, "unit": "m" },
13 "horizon_in_steps": 2
14 }

Listing A.8: Configuration of the forecasting component to train for the load metric of Predictive
autoscaling policy.

In the considered autoscaling policy, the desired scaling aspect value calculator is responsible for calculating
the desired service instances count thus implementing the horizontal autoscaling. The calculator does so
by combining the learned "metrics-to-response time" mapping model with the optimizer that attempts to
find such service instances count that the response time stays under the desired SLO. This approach was
discussed at length in Section 7, here we focus on particular settings that are shown in listings A.9 and A.10.

Listing A.9 presents the configuration of pre-trained ML-based desired scaling aspect value calculator. It
has its category explicitly specified in line 2. Other currently supported option is the calculator in the rule
category. Such calculator implements a deterministic procedure to compute the desired scaling aspect value.
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An example of rule-based calculator’s configuration is present in the same listing as a fallback calculator (cf.
lines 4-13). The fallback calculator is used when the value predicted with the learning-based model is off
from the observed by some predefined factor, in our case it is 25% (cf. lines 28-31 in Listing A.9). Hence,
if for Predictive policy the predicted response time falls out of this 75%-125% band, then the desired count
of instances of ith service is computed as a ratio of the current value of observed memory utilization metric
to the target value specified as 0.8 in line 8 of the listing with added 15% as per adjustment heuristic in lines
9-12. The following formula summarizes the work of the fallback calculator: cntInstancesi = 1.15 · dUmem

0.8 e.
If the requirement on the accuracy of prediction is satisfied, the scaling aspect value calculator will use the
model that is specified in the configuration in section model (lines 15-20).

In case of Predictive policy, we use pre-trained neural networks. This is pointed at by the parameters
specifying the folder where the trained models reside (model_root_folder) and the name of particular
model that is used for mapping metrics onto the response time (model_file_name). We use pre-trained
neural networks since it was proven to be impossible to reach an acceptable accuracy in scope of short
simulation runs that were performed (15-30 simulated minutes).

Although there appears to be just a single model in the scaling policy, in reality, the model section represents
a set of trained neural networks that differ by service, region, and metric group. Each such model resides in a
separate folder. This has to do with how Keras stores the models on disk. The input to the model is specified
by metrics constituting the metric group. The output of the model is specified in the performance_metric
section (lines 21-27). For the considered example of Predictive autoscaling policy, we select the response
time as an output metric, i.e. the model predicts the response time based on the forecasted requests count
and the current memory utilization. The most interesting part that is specified in performance_metric
config part is the threshold parameter (line 26). This parameter is set to 100 ms and is used to solve the
constrained optimization problem to find the service instances count that are needed to meet this goal. Since
the critical path in the simulated application is anyway longer than 100 ms in time equivalent, one can safely
state that the considered policy aims to find the service instances count that simply minimizes the predicted
response time.

Since we’ve discussed the configuration that uses the pre-trained model, let us now switch to the example of
scaling policy that was used to train this model. A relevant excerpt of this policy is shown in Listing A.10. As
one can see, Listing A.10 shows the configuration section under the same model key, but with the contents
substituted for the specific configuration of the model. The model contains 6 layers with the first layer
having 50 units (next to input), the second – 30, the third – 25, the fourth – 15, the fifth – 5, and the sixth
– 1. The configuration of the network was devised as a result of preliminary runs. We intended to keep
it small but at the same time to allow it to learn multiple different behaviors by training it on simulations
with different load patterns. It was observed that smaller number of layers barely copes with that task. To
increase generalization capability of the model, we apply a dropout rate of 0.2 for units in all layers. The
loss function is set to mean_squared_error and the optimizer is set to ADAM, both of which are the go-to
defaults in the ML community.

A purpose-built tool, called Training ground, used this scaling policy to train the model on a selected
sample of load patterns. The tool ran the randomized simulations and collected the observations every 3
seconds. Then, once a batch of 10 observations was filled, the tool used these observations to perform a
training step. This means that a training step corresponds to incorporating another 30 seconds of observa-
tions into the model trained. Figure A.1 shows how the scaled error model accuracy metric improves over
time for all 7 services constituting the synthesized application. Turns out that roughly 450 minutes worth of
simulations data (900× 30× 1

60 ) are sufficient to adequately train the designed 6-layer neural network for
all the services.

1 "desired_aspect_value_calculator_conf": {
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2 "category": "learning",
3 "config": {
4 "fallback_calculator": {
5 "category": "rule",
6 "config": {
7 "name": "ratio",
8 "target": { "metric_name": "memory", "value": 0.8 },
9 "adjustment_heuristic_conf": {

10 "name": "rescale",
11 "scaling_factor": 1.15
12 }
13 }
14 },
15 "model": {
16 "name": "neural_net",
17 "kind": "online",
18 "model_root_folder": "/home/ubuntu/autoscaling-simulator/nn",
19 "model_file_name": "dav_model.mdl"
20 },
21 "performance_metric": {
22 "metric_source_name": "response_stats",
23 "metric_name": "response_time",
24 "submetric_name": "*",
25 "metric_type": "duration",
26 "threshold": { "value": 100, "unit": "ms" }
27 },
28 "model_quality_metric": {
29 "name": "scaled_error",
30 "threshold": 0.25
31 },
32 "minibatch_size": 2,
33 "optimizer_config": {
34 "method": "trust-constr",
35 "jac": "2-point",
36 "hess": "SR1",
37 "verbose": 0,
38 "maxiter": 100,
39 "xtol": 0.1,
40 "initial_tr_radius": 10
41 }
42 }
43 }

Listing A.9: Configuration of the pre-trained desired state calculator component of Predictive autoscaling
policy.

1 "model": {
2 "name": "neural_net",
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A. Example Predictive Autoscaling Policy

3 "layers": [
4 { "type": "Dense", "units": 50 },
5 { "type": "Dropout", "rate": 0.2 },
6 { "type": "Dense", "units": 30 },
7 { "type": "Dropout", "rate": 0.2 },
8 { "type": "Dense", "units": 25 },
9 { "type": "Dropout", "rate": 0.2 },

10 { "type": "Dense", "units": 15 },
11 { "type": "Dropout", "rate": 0.2 },
12 { "type": "Dense", "units": 5 },
13 { "type": "Dropout", "rate": 0.2 },
14 { "type": "Dense", "units": 1 }
15 ],
16 "model_params": {
17 "learning": {
18 "loss": "mean_squared_error",
19 "optimizer": "adam"
20 }
21 }
22 }

Listing A.10: Neural network configuration for training the model of desired service instance count
calculator of Predictive autoscaling policy.

When the desired service instances count was calculated for the future interval, Predictive autoscaling
policy attempts to stabilize this count to avoid frequent changes that are proven to work poorly for minor
spontaneous changes in load [179]. The stabilization happens by slicing the forecasting interval into 2
minute windows and taking the maximal value present in this interval (cf. Listing A.11). This value is then
provided at the very beginning of the interval such that this count of service instances could be used to adjust
the virtual infrastructure in advance.

1 "stabilizer_conf": {
2 "name": "maxStabilizer",
3 "config": { "resolution": { "value": 2, "unit": "m" } }
4 }

Listing A.11: Configuration of the stabilizing component for the computed service instances count of
Predictive autoscaling policy.

After the desired stabilized service instances count is received for each metric group, the maximal proposal
gets selected as was explained earlier. Since Predictive policy only uses one group, its output is effectively
used as the resulting desired services instances count proposal. Next, this proposal will be fed into the virtual
infrastructure adjuster which will attempt to minimize the provisioning of virtual machines by trying to batch
service instances on the same VM. In production setting, this piece of behavior would correspond to the
Cluster Autoscaler (CA) of Kubernetes or to the IaaS autoscaling solutions of cloud services providers. We
do not discuss the adjustment here further since it does not exhibit any advanced predictive characteristics
but simply optimizes for the given goal in deterministic manner.
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Figure A.1.: Improvement in the scaled error quality metric for neural network used for Predictive autoscaling
policy with iterations. Each iteration correspond to roughly 30 simulations seconds worth of data added.
Presented curves are averaged in window of 50 iterations to show the trend clearer. The horizontal line
corresponds to the threshold value of the scaled error quality metric specified in Listing A.9.
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APPENDIX B
Availability

The source code of the simulation toolbox (cf. Chapter 9) is publicly available via the following link:
https://github.com/Remit/autoscaling-simulator.

The source code used for the evaluation of different forecasting methods (cf. Chapter 6) is publicly available
via the following link: https://github.com/Remit/ForecastingMethodsEvaluation.

The data set used for the topology analysis in Chapter 8 is publicly available via the following link: https:
//zenodo.org/record/3573846.

The source code of ScaleX tool used to evaluate the performance of production autoscaling solutions for
multilayered deployments (cf. Chapter 3) is publicly available via the following link: https://github.
com/ansjin/ScaleX.

In case of problems running the code, please, do not hesitate to contact me via v.e.podolskiy@gmail.com.
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Journal publications:

• Vladimir Podolskiy, Anshul Jindal, Michael Gerndt. "Multilayered Autoscaling Performance Eval-
uation: Can Virtual Machines and Containers Co-Scale?" Int. Journal of Applied Mathematics and
Computer Science (AMCS), 2019, Vol. 29, No. 2, pp. 227-244.

Conference publications:
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weakest link: revealing and modeling the architectural patterns of microservice applications. In Pro-
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