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From the translation editor

It is a pleasure to introduce the book “Rank codes” written by an outstanding
Russian scientist, my teacher, Ernst M. Gabidulin. Ernst Mukhamedovich
Gabidulin, Honored Scientist of the Russian Federation, is a Professor at the
Moscow Institute (National Research University) of Physics and Technology.

The book contains the theory and some applications of the rank metric codes
developed by the author and called Gabidulin codes by the scientific community.
The book can be recommended to students and researchers working with rank
metric codes.

A matrix code C is a set of m x n matrices (codewords) of fixed size over a
finite field Iy of order g. The matrix codes are considered in the rank metric
that is defined as follows. The distance between two matrices is the rank of their
difference. The code distance d(C) of a code C is the minimum distance between
different code matrices. Given a metric, the main directions of coding theory
are to design codes with a maximum number of codewords for a fixed code
distance, to obtain the properties of the codes, to construct efficient decoding
algorithms that find a code matrix nearest to a given matrix.

The fundamental results in three mentioned directions were obtained in the
famous paper “Theory of Codes with Maximum Rank Distance” by Gabidulin
[Gab85]. The author introduced a class of IF,m-linear vector (n,k,d) codes,
consisting of vectors of length n over the extension field IF,m. Here £ is the code
dimension and d is the code distance in the rank metric. Every code vector of
length n over IF,m can be represented as an m x n matrix over the base field
IF,, hence a vector code is simultaneously the matrix code endowed by the rank
metric.

The author introduced a subclass of linear vector codes called Rank codes.
These codes reach the upper Singleton bound in the rank metric and therefore
they are called maximum rank distance (MRD) codes. The vector representation
of the linear rank metric codes allowed to the author to propose an efficient
decoding algorithm, which made the rank codes ready for practical applications.



In recognition of the author’s work on rank metric codes, the scientific community
named the Rank codes in [Gab85] Gabidulin codes.

The rank metric codes were independently introduced by Delsarte in [Del78§]
and by Gabidulin in [Gab85], and rediscovered by Roth in [Rot91] (see com-
ments in [GR92]) and by Cooperstein in [Coo97]. Current applications of
rank-metric codes include network coding, code-based cryptography, criss-cross
error correction in memory chips, distributed data storage, space-time codes for
MIMO systems, and digital watermarking.

Further theoretical results and potential applications relating to rank codes
were obtained by Gabidulin alone [Gab92]|, [GA86] and with coauthors, see
e.g., [GPT92| with Paramonov and Tretjakov, [GP04], [GP08|, [GP16], [GP17Db]
with Pilipchuk, [KGO05] with Kshevetskiy, [GB08], [GB09] with Bossert, [GLO§]
with Loidreau, [GOHAO03] with Ourivski, Honary and Ammar, [LGB03] with
Lusina and Bossert. Many of these results are included in this book.

Nowadays, the topic of rank metric codes is a subject on which a great deal of
research in being carried out. An Internet search for “rank metric code” returns
more than 37 millions results. We cannot give an overview of the topic here,
but let us mention some of the publications.

The works of Silva, Kschischang and Kétter [KKO08|, [SKKO08| showed that
subspace codes based on rank metric codes can be used in random linear network
coding. They proposed efficient decoding algorithms correcting errors and
erasures in the rank metric. This greatly increased interest in Gabidulin codes.
In [GY08], Gadouleau and Yan investigated the packing and covering properties
of codes in the rank metric. Augot, Loidreau and Robert [ALR18] generalized
Gabidulin codes to the case of infinite fields, eventually with characteristic zero.
Cyclic codes over skew polynomial rings were considered in [BU09] by Boucher
and Ulmer and in [Marl7] by Martinez-Pefias.

An interesting direction of research is a direct sum of Gabidulin codes also
called interleaved Gabidulin codes. Vertical interleaving was introduced by
Loidreau and Overbeck [LO06]. Horizontal interleaving by Sidorenko, Jiang and
Bossert [SJB11] results in the linear vector codes. An interest in this direction
is due to the fact that both types of interleaving give MRD codes and can
efficiently correct errors of rank almost up to the code distance.

Recent dissertations, defended in Ulm University and Technical University
of Munich, contain interesting results about interleaved Gabidulin codes and
give an overview of the topic. These are dissertations [WZ13] by Wachter-Zeh,
[Lil5] by Li, [Barl7] by Bartz, and [Pucl8] by Puchinger.

Another interesting results can be found in [GX12| by Guruswami and Xing,

vi



in [LSS14] by Li et al., in [PRLS17] by Puchinger, Rosenkilde, et al., in [HTR18§]
by Horlemann-Trautmann and Rosenthal, in [GR18] by Gorla and Ravagnani,
in [MV19] by Mahdavifar and Vardy, and in [Ner20] by Neri.

I am very grateful to Prof. Gerhard Kramer for his support during preparation
and publishing the book.

Vladimir Sidorenko
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Preface

Coding theory studies methods of error correcting that occur during transmission
over a channel with noise. These methods are based on using discrete signals
and on adding artificial redundancy. Discreteness allows us to describe signals in
terms of abstract symbols that are not related to their physical implementation.
Artificial redundancy makes it possible to correct errors using fairly complex
combinatorial signal designs.

In the modern coding theory, one can distinguish several main interrelated
areas, which include

e algebraic coding theory;

e classic questions related to proving the existence of encoding and decoding
methods;

e finding bounds for error correcting ability;
e creating models of networks and communication channels;

e performance evaluation of special code ensembles for communication
channels;

e development of efficient coding and decoding algorithms.

The central place in this theory belongs to the algebraic coding theory, which
uses a wide range of mathematical methods from simple binary arithmetic
to modern algebraic geometry. The main objects of coding theory are vector
spaces with a metric. Subsets of these spaces are called codes. The main task
is to build codes of a given cardinality having the maximum possible pairwise
distance between the elements. The dual task is to build codes of maximum
cardinality for a given minimum pairwise distance.

The most popular metric in coding theory is the Hamming weight of a vector,
defined as the number of its nonzero components. Most results in algebraic



coding theory are obtained for the Hamming metric. Thousands of articles and
books have been dedicated to this metric. However, the Hamming metric does
not always provide a good fit for the characteristics of real channels; therefore,
other metrics are of interest. One such metric is the rank metric, and this book
is devoted to coding theory in this metric. The book considers one of the most
interesting areas of algebraic coding theory, namely codes with distance in rank
metric. Currently, these codes are very popular both from a theoretical point of
view and for applications in communications and cryptography. Many articles
have been written on these topics. But there are almost no books in which the
main ideas and modern results are brought together.

It is worth mentioning two books on rank metric codes. First, “Coding for
radio-electronics” [GA86] by Gabidulin and Afanasyev, which was published
(in Russian) in 1986, i.e., 30 years ago. It needs to be supplemented with new
scientific results obtained in the years since. Second, “Lectures on algebraic
coding” by Gabidulin, 2015, is a brief guide, in which, along with the main
known codes, only one small chapter is devoted to rank codes, where the basic
concepts are introduced and coding and decoding algorithms are given.

This book presents the main scientific results obtained over more than three
decades and provides brief information about the pioneers of this direction in
coding. Most of the results presented here were obtained by the author alone,
while others were co-authored, for which references are given. In the scientific
community, these codes are given the name of the author — Gabidulin codes.

Here is a brief guide for the book.

Chapter 1 is an introduction. Here, definitions of groups, rings, fields, basis,
trace, degree, and so on are given. The main issues related to finite fields are
explained, the Euclidean algorithm is given, and operations with linearized
polynomials are described. This chapter contains the necessary information for
understanding the rest of the book.

Chapter 2 starts the presentation of the material directly related to the theory
of rank coding.

A class of g-cyclic rank codes, which are similar to cyclic codes in the Hamming
metric, is introduced in Chapter 3.

Chapter 4 is devoted to one of the main problems — decoding. Fast decoding
algorithms, i.e., algorithms with a polynomial, rather than an exponential,
complexity of decoding, are considered.

Chapter 5 outlines special constructions of rank codes built on symmetric
matrices. It is shown that such codes allow us to exceed the existing error-
correction bound in certain situations.



Chapters 6, 7, and 8 consider applications of rank codes.

In Chapter 6, rank codes are applied in random network coding. The principles
of constructing subspace codes based on the Gabidulin rank codes proposed by
Kotter, Kschischang, and Silva are considered.

Chapter 7 is devoted to multicomponent subspace codes. It shows the
connection of these codes with random network coding. It gives a description
of the constructions involved, and provides an estimate of the cardinality of the
codes.

Principles for building multicomponent subspace codes using combinatorial
block designs and rank codes are developed in Chapter 8. An iterative decoding
algorithm is proposed for the new codes.

Problems and exercises are given in Chapter 9.

The author believes that for young people who intend to master the theory
of algebraic coding, in particular in the rank metric, this manual will provide
such an opportunity. Specialists in this field can find suggestions for further
developments in the ideas presented here.

The author is very grateful to Vladimir Sidorenko for his enormous efforts to
create the book in English.
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Finite fields, polynomials, vector
spaces

1.1 Metrics

Let us recall the definition of a metric space. Let a set X be an additive group,
i.e., the operations of pairwise addition and subtraction are defined on this set.
Define the norm function N : X — R on X. This function should satisfy the
following axioms:

For all elements x,y € X,

N(x) > 0 (non-negativity);
N(x) = 0<= x=0 (positive definite or point-separating);
N(x+y) < N(x)+N(y) (triangle inequality).

The norm function allows us to define the pairwise distance between elements
X,y € X:

d(x,y) = N(x—-y).

An additive group X equipped with the norm function N : X — R is called a
metric space.



1 Finite fields, polynomials, vector spaces

1.2 Rank metric

The distance between matrices of the same size over a certain field was introduced
by the Chinese mathematician Hua Loo-Keng in 1951 under the name “arithmetic
distance” [Huabl]. Matriz weight (norm) was defined as the standard algebraic
matriz rank. The transition from one matrix to another can be made by
sequentially adding matrices of rank 1 to the original matrix. The distance
is defined as the minimum number of matrices required for such a transition.
It was shown that the distance is equal to the rank of the difference of these
matrices. However, this work did not consider applications of this concept to
coding theory.

The rank distance (or g-distance) in the set of bilinear forms was introduced
in [Del78|. It is defined as the rank of the difference of two rectangular matrices
representing the corresponding bilinear forms. A family of optimal linear matriz
codes (sets of matrices over a finite field) with a given rank distance was proposed
and the number of matrices of a given rank in the code was found.

The rank distance for vector spaces over an extension field was introduced in
[Gab85]. The rank norm of a vector with coordinates from an extension field
is defined as the mazimum number of vector coordinates linearly independent
over the base field. The rank distance between two vectors is defined as the
rank norm of their difference. A rank code in vector representation is a set of
vectors over an extension field, where distance between vectors is measured in
the rank metric. For all admissible parameters, families of optimal vector codes
with a given rank distance were found [Gab85], and fast coding and decoding
algorithms were proposed for these codes.

1.3 Finite field constructions

A discrete message is a sequence of symbols selected from a given finite alphabet.
The error control coding of discrete messages is a transformation of the mes-
sage. The transformation may be linear or nonlinear. Further on we consider
linear transformations. The requirement of one-to-one encoding and one-to-one
decoding in the absence of errors in the channel imposes certain restrictions on
the choice of the final alphabet of symbols and their transformations. The most
significant successes were achieved when the final alphabet is considered as a



1 Finite fields, polynomials, vector spaces

finite field.

A set F'is called an additive group if the following conditions hold.

1. An addition operation is given in which two elements a and b from the set
F are associated with the third element a + b from the same set, called
the sum, and a +b=b+ a.

2. For any three elements from F, the associativity law (a+b)+c¢ = a+ (b+c)
holds.

3. There is a zero element' 0 € F for which the relation a + 0 = a holds for
all a € F.

4. For each element a € F' there is an opposite element, denoted by —a, with
the property: —a 4+ a = 0.

Example 1. The set if integers, including 0, is an additive group.

A set Fis called a multiplicative set if

1. The multiplication operation is given in which two elements a and b from
this set are mapped to the third element, denoted by a - b (or ab), from
the same set and called the product;

2. For any three elements from F the associativity law (ab)e = a(bc) is
fulfilled.

A multiplicative set is called a multiplicative group if it contains an unit
element® 1 for which the relation 1-a = a -1 = @ holds for all @ € F and if
for any element a € F' there exists a multiplicative inverse element, denoted by
a~!, with the property a - a™* Log=1.

A multiplicative group is called abelian (or commutative) if a-b =10 a.

=a

Example 2. All nonzero rational numbers with the identity element 1 form a
multiplicative abelian group.

The set of all integers is not a multiplicative group, since the inverse element
18 not an integer.

Ithe identity element for an additive group
2the identity element for a multiplicative group
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On the same set, the operations of addition and multiplication can be defined
simultaneously. A set that is an additive group with respect to the addition
operation in which all nonzero elements form a multiplicative set with respect
to the multiplication operation is called a ring.

The existence of inverse elements for all nonzero elements of the ring is not
required.

Example 3. All integers form a commutative ring; all even integers form a
ring without unity.

A field is a commutative ring with unity, where each non-zero element has a
multiplicative inverse. All elements of the field, including 0, form an additive
group, and all nonzero elements form a multiplicative group.

Of the above examples, only rational numbers form a field. Fields containing
a finite number of elements are called finite fields or Galois fields (GF). They
are often denoted by F, or by GF'(g), where ¢ is the number of elements in the
field.

Consider some constructions of finite fields.

A prime field F,,, where p is a prime. For example, the field of residues of
integers modulo a prime, where the minimum positive residual A modulo N is
the remainder when A is divided by N.

The operations of addition, subtraction, multiplication on the set of residue
classes can be introduced through operations with integers. Therefore, the set
of residue classes is a commutative ring with zero 0 and one 1. This residue
class ring is also known as a quotient ring or a factor ring.

Theorem 1.1. The ring of residue classes modulo prime p forms a finite field
of order p.

The integers 0,1,...,p — 1 are usually taken as representatives of elements
of the prime field. The operations of addition, subtraction, multiplication in
F, are defined as standard operations with integers followed by calculation of
the residue (remainder) of the operation modulo p. The inverse element a~! is
defined as the solution of the equation a-a~' =1 mod p.

The extension field F,~ is an extension of the prime field of order m. It can
be defined as a vector space of dimension m. Every element a € Fpm is defined
as a linear combination of vectors a; € Fpm

a=agag+ a0 + -+ Qm_10m_1 (1.1)
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with coefficients (coordinates) a; € F,,. Linearly independent vectors
o, X1y ooy Oy —1

form a basis of the vector space. The number of different elements (1.1) is p™.

1.4 Multiplicative structure of a finite field

Let a be a nonzero element of the field F,. Compute sequential powers 1 =
a’,a,a?,...,a",.... Since every power of a is an element of the field, this series
can have at most ¢ — 1 different nonzero elements of IF;. Hence, there exist two
integers i and j such that a® = a'*7 or a/ = 1. The set of different sequential
powers a’ of the element a € F, for i = 0,n — 1 such, that every a’ # 1 except
a® = a™ =1, is called a multiplicative cyclic group of order n of the field F,.
The element a is called a generator of order n or simply an element of order n,

if n is the minimum integer such that ™ =1, n > 0.

An element of order ¢ — 1 is called a primitive element of the field F,.
Let us give the following important theorems without proofs.

Theorem 1.2 (Fermat). Every element b of the field F, satisfies the congruence
relation b? = b.

Theorem 1.3. Every element of the field GF(q) belongs to a cyclic group of
order n, where n divides ¢ — 1.

A field IF; has primitive elements. Indeed, if ¢ — 1 is prime, then in Fg, all
elements except 0 and 1 are primitive, since ¢ — 1 has only two trivial divisors:
land g —1.

Let ¢ — 1 be non-prime. Assume that one primitive element o € I, is known
and the decomposition ¢ — 1 =[], pé" to prime factors p;, where [; are positive
integers, is also known.

Consider the element g = a™. If n divides ¢ — 1 then the order of (3 is at
most @. If n and g — 1 are coprime then there exists an integer N = n~!
(mod ¢ —1). Then the sequence of residuals &k = ni (mod ¢—1) fori=0,1,...,
runs through the full set of residuals from 0 to ¢ — 2, since Nk = Nni = i
(mod ¢ — 1). Hence, the elements § = a™ are primitive if n and ¢ — 1 are
coprime.



1 Finite fields, polynomials, vector spaces

The number of primitive elements of the field Fy, i.e., the number of integers
n which are coprime to ¢ — 1, is given by the Euler function

k

dg—1) =[] @i - 1),

i=1

where ¢ — 1 = Hlepéi.

For practical implementation of a field and algebraic coding methods, at least
one primitive element should be found. The following theorem helps to solve
this problem.

Theorem 1.4. Let g — 1 = Hle péi. The element o € Fy is primitive if it

(g—1
Pq

)
satisfies: a #1,i=1,... k.

It follows from the above theorems that every element of the field F, is a root
of the equation ¢ — x = 0. Elements of order n that divides ¢ — 1 are the roots
of z" —1=0.

It follows from the definition of a primitive element o € IF; that elements
1,a,...,a™ ! form a power basis of the field with operations modulo the
minimal polynomial of the element o.. Also every sequential powers at, o',

.., at™=1 form a basis.

Theorem 1.5. For any elements a and b from Fpm, m > 1, it holds that

(a+b)P =a? +0".

1.5 Polynomial ring over a finite field

A polynomial f(x) in variable = over a finite field F, is the following sum

flx)=>_ fi' (1.2)

1=0

with coefficients f; € F,.

Computation of this sum for x = v is called evaluation of the polynomial at
~ and the result of computation f(v) is called the wvalue of the polynomial at
the point . If v € Fgm, then f(7) belongs to the field Fym or its subfield.
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The degree of the polynomial f(x) is the maximum index of nonzero coefficient.
The degree of polynomial f(x) is denoted by deg(f). In the above definition,
deg(f) =mn, if f, # 0. If f, =1, then the polynomial is called monic.

For any n, all polynomials of degree up to n form an additive abelian group,
for which the sum is

n

h(z) = f(x)+g(x) =Y _(fi + g:)",

=0

where deg(h) < maxz{deg(f),deg(g)}. Commutativity of the polynomial ad-
dition follows from commutativity of addition in F, of the coefficients. The
polynomial with all zero coefficients is the zero in the group.

The product of polynomials of arbitrary degrees is as follows

W) = Fle)g(a) = 3 o', > '

=0
+t k o
= Zf:o a* Zi:o Jigh—i = ZZ:O x*hy,

where hy = > figk—i. The degree of h(x) is s + ¢, if fs # 0 and g # 0.
Commutativity of polynomial multiplication follows from commutativity of
multiplication of their coefficients. Multiplication of polynomials requires at
most: st additions and (s + 1)(¢ + 1) multiplications of the coefficients.

The set of polynomials of finite degree forms a commutative ring with the
unit element e(x) = 1.

Division with remainder on the set of polynomial of any degree is defined by a
division algorithm. Given arbitrary polynomials f(z) and g(x) over Fy, the goal
of a division algorithm is to find two polynomials: the quotient Q(z) and the
remainder R(x) that satisfy f(x) = g(z)Q(z)+ R(z) and deg(R) < deg(g). Any
polynomial of degree s can be written as gs(z° + > g;)x%, where the expression
in the brackets is a monic polynomial. With this, let us give a division algorithm
for a monic divisor.

Input:

t s
fx) =3 fia',g(x) =Y gix',gs =1, fi #0.
i=0 i=0
Begin:

- fi iti=0,1, g, ifi=0,5,
FZ{O,i>t; Gi=90ifi>s
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If t < s, then set

and stop.
If t > s, then use long division, shown by the following two examples.
1. Polynomials having the same degree:

f(@)= fix" + fma" o+ izt fo, g(@) =2'+ g1z 4 4 giz+ go.

Step 1: Divide the leading coefficient of f(z) by the one of g(z), get f;, which
is one coefficient from Q(z).
Step 2. Multiply g(z) by f; and subtract the result from f(x):

R(x) = f(z) = fig(x) = (fio1 = frgrm1)2" ™"+ + (AL = frg)z + (fo — figo)-

The degree of R(x) is less than the degree of g(x) and the algorithm stops after
two steps with results

Q@) =fi, R(@)=(fier = figi—)2"™" + -+ (f1 = frg)z + (o = fugo)-
2. The degree of g(z) is less than the degree of f(z) by 1:
f(@) = fia'+ froaz™ ek fiet fo, g(2) = 2" 4 grox P4+ gra+go

Step 1. Divide the leading coefficient of f(z) by the one of g(x), obtain f;,
which is a coefficient from Q(x).
Step 2. Multiply g(z) by f; and subtract the result from f(z):

fl@) = f(2) = frxg(x) = (fo1 = frge—2)a' ™ +- -+ (fr = feg1)2® + (fo— fego)a.

~

The degree of f(z) equals the degree of g(x). Hence, we have the case of the
first example where the algorithm stops in two steps. The total number of steps
is four in this case.

This algorithm requires at most (¢ — s + 1)s multiplications and the same
number of additions in the field of coefficients. This bound can be replaced by
(t — s + 1)w if the divisor has only w nonzero coefficients.

If the divider g(x) is not monic then one can use the division algorithm
with the monic polynomial g;'g(x). This requires computation of the inverse
element g; ! and s multiplications. Then ¢ — s + 1 multiplications are required
to make corrections of the quotient.
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A ring of residue classes modulo a polynomial of degree m, irreducible over
Fy, is a field of order ¢™. In the general case, any polynomial can be used
as a modulo. For example, the theory of cyclic codes over F, uses modulo
"™ — 1 and its factorization, where n is code length. The set of codewords of a
length n of a cyclic code forms an ideal in the residue class ring modulo =" — 1,
generated by its factor. Every codeword can be written as c(x) = g(z)u(z)(
mod z™ — 1), where u(z) is a polynomial of degree n — deg(g) — 1 representing
encoded message.

1.6 Inverse elements

Every nonzero element of a field has the inverse element satisfying aa=' = 1.
From Fermat’s theorem we get a=! = a%72, where a € F,. In multiplicative
representation we have a~! = o, for some i, where « is a primitive element
of the field.

It is asymptotically faster to compute ¢~ using the Euclidean algorithm,
which for any integers (or polynomials) a and b gives the solution of equation
a@ + bP = d, where d is the greatest common divisor (GCD) of a,b. Consider
the prime field IF,,. For any integer b < p, GCD of (b, p) = 1. From the equation
p@Q +bP =1 we have b~! = P mod p.

In the case of a residual field F» modulo a non-reducible polynomial u(z) of
degree m, for any b(x) over F, of degree less than m, the GCD of (b(x), u(z)) =
v, where v € F,. From the equality p(z)Q(x) + b(z)P(x) = v we obtain
b=Y(z) = v 'P(z)( mod pu(x)), where y~! is the inverse element in the prime
subfield.

1

1.7 Division with remainder for integers and poly-
nomials

For integers and polynomials there are algorithms for division with remainder
(Euclidean algorithms).
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For integers. For any two integers ro and r; there exist unique integers
quotient q; and remainder ro such that

ro = q171 + T2,
where
0 <ry < |T1|.

For polynomials. For any two polynomials ro(x) and 71 (z) over F, there
exist unique polynomials quotient ¢;(x) and remainder ro(x) such that

ro = q1(x)ri(x) + ro(x),
where either ro(2) = 0,
or deg(r(x)) < deg(ri ().

Algorithms computing division with remainder are used to find the greatest
common divisor of two integers or two polynomials.
Let us consider the Euclidean algorithm for polynomials in details.

1.8 Euclidean algorithm for polynomials

For any two polynomials ro(z) and r1(z) over F,, there exists a monic polynomial
d(z) = ged(ro(z),r1(x)), called the greatest common divisor (GCD), which
divides both polynomials ro(z) and 7 (z) and is divisible by any other common
divisor of polynomials ro(z) and r1(z). The Euclidean algorithm allows us to
compute d(z) by using a division algorithm multiple times.

Later on we write f instead of f(x) if it is clear from the context that we
mean a polynomial f(x).

First of all, let us introduce two sequences of auxiliary polynomials a; and b;:

a; = —@;i—10a;—1 + aj_2, | ag =1, a1 =0.
bi=—¢qi—1b;—1+b;_2, | bop=0, by =1

We will assume that deg(rg) > deg(ry).

Step 1. Divide with remainder r¢(z) by r1 (z). Compute auxiliary polynomials
ap(x) and by (x).

1.‘TQZQ1T1+T2,‘a0:1,‘b0:0.

10
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If ro(x) = 0 then stop. In this case, GCD is d(x) = r1(x) normalized to the
monic form.
If ro(x) # 0, then go to the next step.

Step 2. Divide 71 (z) by r2(x), compute a;(x) and by (x).

1. To = q17T1 + Tro, ag = 17 bo =0.

2. | =qro+r3, | a1 =0, | b =1.

If r3(x) = 0 then stop. In this case d(z) = r2(z) normalized to the monic
form.
If r3(x) # 0 then go to the next step.
Step 3. Divide ro(z) by r3(x), compute az(x) and b (x).
1. | ro=qir1 + 72, | ag =1, bo = 0.

2. | ri=gqoro+71s, | a1 =0, by =1.

3. | o= q3r3+ 74, | a2 = —qra1 +ap, | b = —q1b1 + bo.

If r4(x) = 0 then stop. In this case d(z) = r3(z), normalized to the monic
form.

If r4(x) # 0 then go to the next step. Continue until Step s + 1 such that at
the previous step s the remainder r¢y1(xz) # 0 and at step s 4+ 1 the remainder
rsyo(x) =0.

Step s+ 1. Divide rs(x) by rs41(z), compute ag(x) and bs(x).

1|ro= qir1+re, | ap =1, by = 0.
2| r= qoro+rs, | a1 =0, by = 1.
3| re= qzr3+r4, | a2 = —qia1 + ao, by = —q1b1 + bo.
s+1 Ts = (Qs+4+1Ts+1, s = —(Qs—10s5—1 + As—2, bs = _QS—lbs—l + bs—2~

Since the degree deg(r) is finite and deg(r;) is decreasing, the procedure will
stop after a finite number of steps. The GCD of ro(z) and 71 () is

d(z) = ged(ro(x), m(z)) = a_1r5+1(x),

11
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where a is the leading coefficient of the last nonzero remainder rs41(z).
On the way, one can observe that

ri = a;rg + biry, 1=0,1, ....

1.9 Computation of powers and logarithms

Some procedures of algebraic decoding require computation of sequential powers
of a field element. Let us consider two methods to compute b*, where b € F,
and the exponent t is any integer.

1. If t = tyty then b* = (b'1)!2. This method requires at most t; + to
multiplications in IF,.

2. Let t = " 7,2, where 7., = 1, 7; € 0,1, then t = 79 4+ 2(11 + 2(... 7).
Computation using the formula b* = (((b™)?...)%b7™)2b™ requires at most
2(m — 1) multiplications in F,. More precisely, it requires at most (m — 1)
multiplications and (m — 1) squarings.

The second method is convenient for arbitrary ¢, while for a given ¢ it is
convenient to combine these two methods to compute, e.g., an inverse element
of a field.

Computation of a fractional power % of an element is connected with solving
the polynomial equation zt — b = 0.

Logarithm of b € F, base o € I is the exponent in multiplicative representa-
tion of b: log, b = wu, if b = a", u > 0. In general, « is any element of order n
of the field Iy, where n divides ¢ — 1.

1.10 Trace and normal basis

m—1

The trace of an element a € Fpm is the sum Tr(a) = a + a? + a?’ ... +aP
The main properties of the trace function:

1. Tr(a) € Fp;
2. Tr(a+b) =Tr(a)+Tr(b);
3. (Tr(a))? =Tr(aP) = Tr(a);

12
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4. Tr(1) = m( mod p);
5. Tr(0)
6. Tr(B) = fi-17( mod p),

where f(8) =0, f(z) = 22:0 fiz® is the minimal polynomial of the element 3;
t divides m. The trace over any subfield F, is defined similarly.

There are many applications of the trace function. The most important are:
solving polynomial equations, building Galois fields, construction of sequences
over [F,, with good correlation properties.

A basis of a vector space is not unique. The most frequently used are
polynomial basis and normal basis. A normal basis is as follows: ~,~? 77”2,

Ty e F,m. An important property of a normal basis is Tr(y) # 0.
For every field F,m there exists a normal basis.

0;

1.11 Ring of linearized polynomials

Denote [i] = ¢{* ™4™} Let ¢ be a prime power. The polynomial

where F; € Fym, 1 =0,1,...,n is called linearized over the field F,m. Denote
by R,,[z] the set of all such linearized polynomials. Let us define operations of
addition and multiplication on this set.

1. Addition is defined in the same way as for ordinary polynomials: if
F(z)=> Fizll, G(z) =) G20,
=0 i=0

then

n

C(z)=F(2)+G(z) = Z(Fl + G;)2l (1.3)
=0

The sum of linearized polynomials is a linearized polynomial.

13
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2. The operation of symbolic multiplication, denoted by x, differs from

multiplication of ordinary polynomials. If F(z) = 21: Fizll and G(z) =
i=0

22: Gpz¥], then
k=0

) ="% Ol = P(z) = G(2) = F(G(2))

ny =0 nitns ) (1.4)
— Fi(G(z))[i] = 3 ( 2 FiGE) Slitk]

=0 §=0 \itk=j

Thus, the product C(z) of linearized polynomials is also a linearized polynomial

with coefficients C; = F'iGE:+k]. In contrast to ordinary multiplication,
itk=j

the symbolic multiplication is a non-commutative operation: F(z) x G(z) #

G(z) * F(z) in general. However the symbolic multiplication is associative:

The defined operations are also distributive:

(F(2)+ G(2)x H(z) = F(2) * H(z) + G(z) * H(z),

H(z)x (F(2)+G(2)) = H(z) *x F(2) + H(2) * G(z2).

Hence, the set of linearized polynomials R,,[z] with the operations of addition
and (symbolic) multiplication is a non-commutative ring. The unit of the
ring R,,[z] is the linearized polynomial e(z) = z. Indeed, for any polynomial
F(z) € Ry[2] it holds that z x F(z) = F(z) x 2 = F(2).

The g-degree of the polynomial F(z) =", F;zl1, denoted by qdeg(F), is the
maximum index 4 for which F; # 0. This coefficient F; is called the leading
coefficient. If F((z) # 0 and G(z) # 0, then qdeg(F * G) > qdeg(F).

1.11.1 Left and right Euclidean algorithms

There are Euclidean algorithms for left and right divisions in the ring R,,[2]. Let
us start with the left division. Let Fy(z) = > ", F1;2 be any polynomial of

14
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g-degree gdeg(Fy) = n and Fy(2) = >, Forz[¥] be any polynomial of g-degree
qdeg(Fy) = m > n. Subtract from Fy(z) the polynomial FO,,LF[” mlym—n
Fi(z). Then the g-degree of the difference D(z) will be less than m. If the
gdeg(D) is at least m, then the leading coefficient of D(z) can be removed
by subtracting correct left multiple of the polynomial F;(z). By continuing
this procedure, at the end we have Fy(z) = G1(2) * F1(z) + F»(z) where the
remainder Fy(z) is either the all zero polynomial or the polynomial of g-degree
less than n, i.e., gdeg(Fz) < qdeg(Fy).

The right division algorithm can be obtained by subtracting the right multiples
of the polynomial Fy(z): Fy(z) = Fi(2) * Q(2) + f2(2), where either fo(z) =0,
or gdeg(f2) < gdeg(F1).

Let us consider the left division in details. The right division is similar. Let
us write the sequence of equalities:

Fo(2) = Gi(z) x Fi(2) + F2(2), qdeg(F2) < gdeg(F1);
Ga(2) * Fo(z) + F3(2), qdeg(F3) < qdeg(F3);

no
—~
N

Here, the last nonzero remainder Fs;1(z) is the right symbolic GCD of the
polynomials Fy(z) and Fy(z). If GCD is cz with ¢ € Fym, then the polynomials
Fy(z) and Fy(z) are called coprime.

Let us recurrently define polynomials U;(z), 4;(z), Vi(z), B;(z), for i > 1:

Ui(z) =Ui—1(2) * Gi(2) + Ui—a(2), Up(z) =2, U_1(2) =0,
Ai(2) = Gi(z) * Ai—1(2) + A;—2(2), Ao(z) =2, A_1(2) =0, (1.6)
Vi(z) =Vic1(2) * Gi(2) + Via(2),  Vo(2) =0, V_1(z) = 2, ’
Bi(z) = Gi(2) * Bi—1(2) + Bi—2(2), DBo(z) =0, B_1(z) = z.
Then
Fo(z) = Ul(z) * FZ(Z) + Ui,1(2) * FZ+1(Z)7 (1 7)
Fi(2) = Vi(2) * Fi(2) + Vi—1(2) * Fipa1(2), '
and
Fi(z) = (=1)"(Bi—1(2) x Fo(z) — Ai—1(z) x F1(2)) (1.8)

15
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1.11.2 Factor ring of linearized polynomials

Together with the ring R,,[z] defined above let us consider its factor ring modulo
polynomial zI™ — z consisting of the right residue classes. The elements of the
factor ring can be identified with linearized polynomials of g-degree at most
[m—1] =q¢™".

Let F(2) = >, fizl! € R, [2]. Then

F[l](z) = f,[rllllz[o] + f([)l]z[l] +..+ fg]fzz[m*”.

Hence, g-powering of a polynomial in the ring R,, is equivalent to g-powering
of its coefficients followed by the right cyclic shift of the coefficients. We call
this operation a g-cyclic shift. Every ideal in the ring R,,[z] is the main ideal
generated by a polynomial G(z), which satisfies 2™ — 2 = H(z) * G(2), i.e.,
G(z) is the right divisor of the polynomial zIml — 2. Notice, if the leading
coefficient of G(z) is 1, then polynomials G(z) and H(z) commute. The ideal
{GY} is invariant with respect to g-cyclic shift, i.e., if g € {G}, then ¢[!l € {G}
as well.

The two-sided ideal in the ring R,,[2], generated by zI™ — 2, splits R,,[z]
into the set of residue classes modulo polynomial z["™ — z, isomorphic to the
facror ring R,,[2]/(2™ — 2). Denote this factor ring by L,,[2]. Elements of
L,,[z] can be identified with all possible linearized polynomials over the field
Fym with g-degree at most m — 1.

To do this, addition and multiplication of polynomials F(z) = Z F;2l1 and

m—1

G(z) = Y. G;zl1 from the ring L,,[2] should be defined as follows
i=0
m—1
F(z)+G(z) = Z (F; + G;)2l (1.9)
i=0
F(z)®G(z) = F(2)*G(z) mod 2" — 2. (1.10)

The ring Ly,[2] is a finite non-commutative ring which consists of ¢™ linearized
polynomials. The Euclidean division algorithms in this ring are induced by the
correspondent algorithms in R,,[z]. Hence all ideals in L,,[z] are main.
Consider the structure of a left ideal in details. Any such ideal is defined by
a generator polynomial G(z), where G(2) is a divisor of 2"} — 2. Elements of

16
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the ideal {G} are all possible polynomials of the form
g9(z) = c(z) ® G(z), (1.11)

where ¢(z) is any polynomial from L,,[z].

If the generator polynomial has g-degree r, then the dimension of the ideal
equals k =m —r.

Another way to define the ideal {G} uses the polynomial H(z) satisfying
2[m — 2 = G(2) » H(2) as follows. A polynomial g(z) belongs to the ideal {G}
if and only if

g(z) ® H(z) = 0. (1.12)

Indeed, if g(z) is the same as in (1.11), then
g(2)® H(z) = c(2) ® G(2) ® H(z) = c(2) ® (2™ — 2) = 0. (1.13)
Inversely, if (1.12) holds, then
g(2) % H(2) = ¢(2) * (2™ — 2) = ¢(2) * G(2) * H(z). (1.14)
Hence, g(z) = c(z) ® G(2).
Consider the polynomial
9(2) = goz + g1z + -+ 4 g0z 4 g2 (1.15)
Recall that g-cyclic shift of the polynomial is
g(z) = g,[i]_lz + g([)l]z[l] + ggl]z[Z] o gzt (1.16)
If g(z) € {G(2)} then 21 ® g(2) € {G(2)}. Hence, 21 @ g(z) = g(x)!

mod (2™ — 2) = §(2) € {G(2)}. Thus, if a polynomial belongs to the ideal,
then all its g-cyclic shifts also belong to the same ideal.

17






Rank metric codes

Introduction

Denote by F, a finite field consisting of ¢ elements, where ¢ is a prime power.
Later on, this field is called the base field. The extension of the field of degree
m consists of ¢ elements and is denoted by Fym.

There are two representations of codes in rank metric: matriz representation
and wector representation.

Matrix representation uses the space {IF;”X”} of rectangular m xn matrices
over the base field ;. Dimension of the space is mn.

The norm N(M) of a matrix M € F;**™ is its algebraic rank over the field
Fq, (M) = Rkg, (M).

The rank distance between two matrices My, My € ]FZ”X” is defined as the
norm of their difference: d,.(M;, M) = Rkg, (M — M>).

The matriz code M is a subset of the space {IF;**"} of matrices.

The rank code distance d, is the minimum rank distance between two different
code matrices:

d, = min{Rqu(Mi — M]) : ]\/[i7Mj eM, i 75 j}

A matrix code M with code distance d, is Fy-linear if the code is a k-
dimensional subspace of the space Fy**", where k € {1,...,mn}. The code is
named [m x n, k, d.]-code.

19
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The cardinality of any matrix code M with m > n and code distance d,
satisfies the Singleton bound:

|M‘ < qm(n—dm-i-l).

The dimension k of a Fy-linear [m x n, k, d,]-code satisfies: k < m(n —d, +1).
If a matrix code M reaches the Singleton bound, i.e.

M| = g,

or for a linear code
kE=m(n—d, +1),

then the code is called the mazimum rank distance (MRD) code.

For the vector representation, the ambient space is the space Fg.. of
vectors of length n over the extension field Fym.
Norm of a vector v € Fp.. is the column rank of the vector

N(v) = Rkg, (v),

which is defined as the mazimum number of the vector components linearly
independent over the base field F,.

The rank distance between two vectors vq, vy is defined as the norm of their
difference: d,.(vi, v2) = Rkp, (v1 — Vva).

The vector code V is any subset of the vector space {IF.. }.

The rank code distance d, is the minimum rank distance between two different
code vectors:

d, = min{Rkg, (v; —v;) :v;,v; € M, i # j}.

A vector code V with rank code distance d, is Fym-linear if the code V is
a k-dimensional subspace, k € {1, 2, ...,n}, of the vector space Fim, where
scalars are elements of the extension field Fym. The code is named [n, k, d,]-code.
Fg-linear vector codes can also be defined, where codewords are elements of
Fym and the scalars are elements of the base field F.

The cardinality |V| of any vector code with code distance d, and with m > n
satisfies the Singleton bound:

‘V| < qm(nfd,«Jrl)'

For any Fgm-linear vector [n, k, d,]-code holds k <n —d, + 1.

20
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If a code reaches a Singleton bound then it is called an MRD code.

There exists close connection between vector and matriz codes. Let 2 =
{w1,wa,...,wn} be a basis of the extension field F m considered as a vector
space over Fy. Take a vector v = (v1,v2,...,0;,...,0p), Vj € Fgm. Every its
component can be uniquely written as

Uj = 015w+ G2 jWe e G Wit G W,

where the coefficients a; ; are taken from the base field Fy. As a result, the
vector v of length n over the extension field Fym can be written as the m x n
matrix over the base field IF, by replacing every component v; by the column
vector (aj,j,a2j,...,am )’ using a fixed basis € of the extension field. Inverse
mapping is also possible.

2.1 Delsarte matrix codes in rank metric

Delsate proposed codes in rank metric in the space of bi-linear forms. Let us

describe these codes as matrix codes in the space of rectangular m x n matrices
m—1

{F;an}’ n < m. The function Tr(z) = qu, x € Fgm, is the trace function
l

=0
from the extension field F,m to the base field IF,.
The Delsarte code is a Fg-linear [m x n, k, d,] MRD matrix code of dimension
k =m(n —d, +1). The code is defined by the following parameters:

1. the rank code distance d,., 1 < d, < n,
2. the length k =n — d, + 1 of message vectors
u= [uo U ... un_dr] € F;L;drﬂ,
3. the subspace, spanned by elements N = {vy,vs,...,v,} from the exten-
sion field Fym linearly independent over I,
4. a basis Q = {w1,wa, ..., wy} of the extension field Fym.

The code M is a set of m x n matrices. Every code matrix is defined by a
message vector u

M={M(u): ueF",
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where elements M, j(u), ¢=1,2,...,m, j=1,2,...,n,of the matrix M (u)

are given by
n—d, )
M;j(u) =Tr <wi USV]{I‘> .

S

3

The code distance d,. of the code M reaches the Singleton bound. Hence the
Delsarte code is an MRD matrix code. General decoding methods for these
codes are not described in existing publications in this field.

2.2 Dual bases

Recall, that for z € Fym the map o(x) = 27 is called the Frobenius automor-
phism. This map preserves the base field: ¢(F;) =F,. The map for vectors x
and for matrices (M;;) is defined element-vise as follows:

o(x) =x?=o0(x1,22,...,2,) = (x¥, 2%, ..., 29)
for x = (z1,22,...,2,) € Fym and
o((Miz)) = (M).

To construct MRD vector codes we need some of the properties of dual bases.
Let components of the vector A = ()\1 Ay ... )xm) form a basis of the
extension field Fym. The Moore matrix [Moo96] for this basis is

A M Aa o A
A A DY A A
2 2 2
A7 A Y Y
A: = m
- A
x AT X
A1 A A A

This matrix is nonsingular [LN83].
There is a unique dual basis p = (Ml Lo ... um) such that the transpose
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of its Moore matrix

o 1 H2 Hom
pi 0] 13 [y
2 2 e 2
M= ©n _ 1231 125) Hom
2 To mio 2
" T Hin
m— m— m— m—1
I ,U(f ,Ug RN S

is inverse to the matrix A:

A
pY
bXa T T
T T m—2 m—1
A = (T () () ) =
Aq771.72
Aq‘l’nrfl
A1 Ao el Am
q q q m—2 m—1
)\qlz Aq% A;g N S
_ Al Ay o AD g pdoopd I _I,.
el o ... e e
T S S ANty S A 1
A A coo AL
or equivalently for s =1,2,...,m holds
; T, 1. ifi=q
q . q’ — q . q _ , 117 73
A (“ ) X_;As Hs {0, i . (21)

2.3 MRD Gabidulin vector codes

Below we consider Fym-linear maximum rank distance (MRD) vector codes over
the extension field Fym of maximal possible length m. Shorter codes of length
n < m can be obtained by deleting m — n columns from the generator or from
the check matrix.
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The rank metric [m, k, d,-] vector code V can be defined by a full rank generator
k x m matrix Gy, over the extension field Fym. Code vectors are all possible
Fym-linear combinations of rows of the matrix.

Equivalently, this code can be defined by a full rank check (m — k) x m matrix
H,,_j over the extension field Fym. The matrices should satisfy GkH;L_ =0,
where 0 is the all-zero k x (m — k) matrix. A vector code is an MRD code if
d, = m — k + 1. The following lemma allows us to verify this property.

Lemma 2.1 ([Gab85]). Let H,,_j, € F,%fk)xn be a check matrixz of the code

V. The code V is an MRD code if and only if
Rkp .. (YH) _,)=m—k
for every matriz Y € Fflm_k)xm over the base field with rank Rg, (Y) =m — k.

Another test is based on the known property [Gab85] that the dual code V+
is also an MRD code with code distance d;* = k + 1 and the generator matrix of
the dual code V* coincides with the check matrix H,,,_j; of the code V. Hence
the following lemma is true:

Lemma 2.2. Let Gy € IF‘];X” be a generator matriz of the code V. The code V
is an MRD code if and only if

Rkr,.. (YG]) =k

for any matriz Y € IF’;X"‘ over the base field of rank Rkp, (Y) = k.

2.3.1 Vector codes based on dual bases

Theorem 2.3 ([Gab85]). Given dual bases X and p, the code V with generator
and check matrices

A o
! e
qu l‘l’q a
'~7 qm—2
A2 12
Aqk—l //l}qm,fl
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2 Rank metric codes

is an MRD code, i.e., it has cardinality ¢™* and code distance d, =m — k + 1.

Indeed, both matrices are of full rank. From bases duality and from (2.1) it
follows that Gy, H;_k = 0. Using Lemma 2.1 one can prove that the distance
of the code Visd, —1=m — k.

2.3.2 Generalized vector codes

The following theorem shows another class of vector codes.

Theorem 2.4 ([KGO05]). Let s be a positive integer co-prime with the extension
degree of the field, gcd(s,m) = 1. Then the code V with the following generator
and check matrices

ks
A7 w
) q(k+1)s
b
Gy = y Hpop = :
(m—2)s
Aq(k72)s q
(m—1)s
Aq(k—l)s q

is an MRD code.

These codes are called generalized vector codes.
The codes introduced in Theorems 2.3 and 2.4 are Fym-linear vector codes
with the maximum rank distance, i.e., MRD-codes.

2.3.3 Vector codes based on linearized polynomials

Another way to construct rank metric vector codes is to use linearized polyno-
mials. A linearized polynomial is a sum
1

u(x) = uox + ura? + uga:qz 44 uk,lqu , (2.3)

where coeflicients u; belong to the field Fym.
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2 Rank metric codes

Let us use the polynomial (2.3) to construct a vector code V. In order to do
this, select a basis A = ()\1 Ao ... )\m) and evaluate the polynomial (2.3)
“at the point” z = A. In this way we obtain the following vector u(A)

A
¢
u(A) = (uo Uy uk,l) . ,
=
which is a code vector of the code V. Here, one can see the message vector
u= (uo UL ... uk_l) and the generator matrix Gy of the vector MRD
code.

By evaluation all linearized polynomials of degree at most ¢*~! at the point
x = X we obtain all code vectors of the code V in Theorem 2.3.

For many years, the only known MRD matrix codes were those of Delsarte
[Del78] and the vector MRD codes described in Theorems 2.3 and 2.4. Recently,
new classes of vector MRD codes were suggested. In [Shel6], codes are defined
using another type of linearized polynomials:

u(z) = uz + wy % + usx? + o +up_jz?  + nughqu, (2.4)

where u; € Fgm, ¢ =0,1,...,k and the coefficients u; belong to the field
Fgm. The coefficient n also belong to Fgm, with the restriction that its norm
N (n) satisfies

qm—1

N(m)=n+T #1 (2.5)

For a basis A = ()\1 Ao ... /\m) let us compute the vector

u(A) = upA + ug AT + uQ)\qz 4+ 4+ uk,lx\qkf1 + nugh)\qk.

This is one of the code vectors. By considering polynomials (2.4) with all
possible message coefficients {ug, u1, ..., ug—1} we obtain all the code vectors
u(A) of the new code. The cardinality of the code is ¢™* and the rank code
distance is d. = m — k + 1, i.e., the new code is an MRD code.
The code construction based on the polynomial (2.4) gives Fym-linear vector
codes if the parameter h = 0. Otherwise, if h > 1 it gives F,-linear vector codes.
These codes are called twisted codes.
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2 Rank metric codes

Remark 2.5. This construction can’t be used if ¢ = 2, since any nonzero
element n € Fam has norm 1.

Another class of MDR codes obtained using the linearized polynomials

s 2s (k—1)s h ks
u(z) = wor +urz? +ugz? +---Fup_12? +rud 2, u; € Fgm (2.6)
is described in the papers [Shel6, LTZ18]. Here s is a positive integer such
that ged(s,m) =1 and the parameter 7 satisfies (2.5). These codes are called
generalized twisted codes.
The generator and check matrices of Fym-linear twisted codes [Shel6| are as
follows

A+ nA? k
)\Z nt —np
) qu+l
- A ~
G, = : , H,,_ = . (27)
q;c R q7n72
A - e
Y K

Similarly, the generator and check matrices of F,m-linear generalized twisted
codes [LTZ18, Shel6] can be written as

ks
A+ T]g\q qus B
)\q2 gkt
_ AT _
Gk = : s H, ;= ’ ng(S7m) =1L (28)
Aq(’;_2)s q(rn—Q)s
Aq(k_l)s q(rn—l)s

New generalizations of F,m-linear codes are proposed in the paper [PRS17]. It
is shown that such MRD codes exist for the code length n = 27'm, where [ is
an integer and 2!|m. Explicit code construction uses the polynomials

1+

u(z) = uox+urxi+-- ~+uk_1zqk_1+77u0qu_ “ue Fym,1 <t<s—1. (2.9)

Among other recent constructions of MDR, codes let us mention the codes
described in [0016, O017|. The paper [0016] proposes (independently of
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2 Rank metric codes

[Shel6]) Fy-linear MRD codes for the cases m =3, d, =2 and m =4, d, = 3.
The authors of [0017] suggest a class of MRD codes under the name additive
generalized twisted codes. If the base field is Fy = F,«, where p is prime and
u > 2 is integer, then additive generalized twisted MRD codes are IF,-linear,
but not necessarily Fj- or F,m-linear.

The papers [Shel6, LTZ18, 0016, 0017, PRS17] do not consider any decod-
ing methods to correct errors of restricted rank.
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g-cyclic rank metric codes

In this chapter, we introduce a code class that is similar to cyclic codes in the
Hamming metric.

Definition 1. A code M is called g-cyclic if together with any code vector

g = (gO g1 .- gn,l) it contains the vector g = (95]71 g([]l} 97[12),
obtained from g by the cyclic shift of its components by one position to the right
with raising them to the q-th power.

Later on, we consider only linear g-cyclic rank metric codes. For simplicity,
we will restrict ourselves to the case when n = m, i.e., when the code length n
coincides with the extension degree m of the field Fym.

3.1 qg-cyclic codes as ideals

Denote by L., |z] the ring of linearized polynomials modulo 2ml — 2,

A linear (m, k)-code M is g-cyclic if and only if it is a left ideal of the ring
L., [z]. Since all ideals are principal in this ring, a ¢-cyclic (m, k)-code can be
defined by a generator polynomial G(z) of g-degree r = m — k. The polynomial
G(z) divides 2™ — 2:

H(z) % G(z) = 2™ — 2. (3.1)
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3 g-cyclic rank metric codes

Given the polynomial G(z), all code polynomials ¢g(z) can be obtained using
the rule

k—1 k—1
g9(z) = (Z cl-zm> xG(z) = ZCiG[i] (=), (3.2)
i=0 =0

where the coefficients ¢;, i =0,1,...,k — 1, independently take values from the
field Fym.

3.2 Check polynomials

Another way to define a g-cyclic code is to use a check polynomial H(z) =
Hoz + -+ Hyz™| Hj, =1, obtained from (3.1). Code polynomials g(z) are
all the solutions in the ring L,,[z] of the equation

g(z)® H(z) =0. (3.3)

Encoding using the check polynomial is based on the relation (3.3), which can
be rewritten as

m—k—1
( > gizm> ® H(z) = —(
1=0

The g-degree of the polynomial in the left part of the equation is at most
m — 1. Hence, the operation of multiplication ® in the ring L.,,(z) can be
replaced by the operation of multiplication  in the ring R,,(2).

2_: giz[i]> x H(z2). (3.4)
=m—k

2

The encoding algorithm is as follows. We right multiply the “information
part” of a code polynomial

Go(z) = G 2™ g2
by H(z) in the ring L,, (), i.e., we reduce the product modulo z[™ — 2. Having

obtained the polynomial we left divide by H (z) in the ring R,,(z). The remainder
gives “the check” part goz+g1 2!+ - -—|—g[m_k_1]z[m*k’1] of the code polynomial.

30



3 q-cyclic rank metric codes

3.3 Defining g-cyclic codes by roots

Let {on, g, ..., a,} be a set of Fy-linear independent elements of the field Fym.
A g-cyclic code can be defined by these elements as follows.

The polynomial g(z) belongs to a g-cyclic (m, k)-code if and only if the roots
of the polynomial are all linear combinations uyaq + usas + - -+ + ura,. with
coefficients u; from Fy:

g(urag +ugas + -+ -+ ura) = 0. (3.5)
In fact, it is enough to require that
glas) =0, s=1,2,...r (3.6)

since the polynomial g(z) is linearized and hence g(ujcy + usag + - - - + upay.) =
> ugg(ag) for ug € Fy. So, if g(2) = goz+-- +gm_12""1 is a code polynomial,
s=1
then
m—1
Y giall=0, s=12...r (3.7)
i=0

From here it follows that a check matrix of the g-cyclic code defined by the
roots can be written as

a[lo] 04[11] S
[0] (1] [m—1]
o o RO
H=|7 7 o (3.8)
oz[ro] aLl] .. oz[rm_l]

In this case, the generator polynomial G(z) is the linearized polynomial of
minimal g-degree that has {a;,as,...,a,} as the roots.

Example 4. Let r = 2. Let oy = 7,00 = 1, where v is an element of a
normal basis of the field Fym. Then

1] [m—2] [m—1]
H Yo s Y

The code defined by the check matrix H has distance 3 in rank metric.
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3 g-cyclic rank metric codes

3.4 Generator matrices

In coordinate vector representation, a g-cyclic code can be defined by a generator
matrix G. Denote by ¢ = (cg, c1,..., cg—1) a vector of information symbols.
Then the correspondent code vector g is

g = cG. (3.9)

Sometimes it is convenient to have a systematic encoding, where components
of the information vector ¢ can be found at fixed positions of the code vector.
In a g-cyclic code, the information symbols can be placed at any k sequential
position. It is convenient to place the information symbols to k leading positions
m—1, m—2,..., m—k. In this case, the generator matrix can be obtained as
follows. Divide in the ring R,,[2] the monomial 2zl by the generator polynomial

G(z):

20 = Q(2) * G(2) + Ri(2). (3.10)
Then 4

20— Ri(2) = Qi(2) * G(2) (3.11)
are code polynomials. For i = {m — 1, m — 2, ..., m — k}, these polynomials

and correspondent vectors are linearly independent. These vectors form the
rows of the generator matrix:

G=(-RI). (3.12)

Here I}, is the identity matrix of order k, and R is the k£ x (m — k) matrix in
which 4-th row is the remainder R,,_;(z) in the vector representation.

This encoding of a g-cyclic code can be implemented using the Euclidean
algorithm as follows. Denote the information symbols

Cr—1 = 09m-1, Ck—2 = Gm—2,---, €0 = Im—k
and the polynomial
Go(2) = gm_12"" U 4 gp_pzm 2 44 g 24
Using right division of this polynomial by the generator polynomial G(z) obtain
Go(z) = Q(2) * G(z) + F(z), qdeg(F) < qdeg(G) =m — k. (3.13)

32



3 q-cyclic rank metric codes

Then the coefficients g,,—;, i =k + 1, ..., m of the remainder F(z) give the
remaining (check) symbols of the code vector:

g = <907 g1, -+-+y Gm—-k—15, Gm—k, --+» gm—l) .

3.5 Check matrices

k
The check matrix H is defined by the check polynomial H(z) = . H;z! and
i=0
has the form

He HY, Y 0 0

" 0o H g w0 o
. S

0 0 0 H][; —1] H(grn —1]
(3.14)

hi hi—1 ho 0 0

I O N A
: o

r—1 r—1

0 0 o art plr=1]

where we denote h; = Hi[kfi] 1=0,1,...,k.
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Fast algorithms for decoding rank
codes

4.1 Error correction in rank metric

Codes with check matrix (2.2) allows error correction using the algorithms
similar to decoding algorithms for generalized Reed—Solomon codes.

Let g = (g1,-..,9n) be a code vector, e = (ey,...,e,) an error vector, and
y = g + e the received vector. Compute the syndrome

s =(50,51,...,84_2) = yH! = eH’. (4.1)

The task of the decoder: given the syndrome s find an error vector. Let the
rank norm of the error vector be t. Then it can be written as

e=EY = (Ey,....E)Y, (4.2)

where Ey,. .., E; are linearly independent over Fy, and Y = (Y};) is an (¢ x n)-
matrix of rank ¢ with elements from F,. Then (4.1) can be rewritten as

s=EYH’ = EX, (4.3)

35



4 Fast algorithms for decoding rank codes

where the matrix X = YH? has the form

1 x[ll] [1d72}
2o ] [d—2]
X = |*2 2 2 ,
o 551[51] £d—2}
where .
2y =Y Yyihjp=1,...t, (4.4)
j=1
are linearly independent over F,. Equation (4.1) is equivalent to the following
system of equations with unknowns F1, ..., Ey,x1,To, ..., T¢:
t
S Eal =5, p=01,....d-2 (4.5)
i=1

Let a solution of the system be found. Then from (4.4) a matrix Y can be

calculated, and from (4.2) an error vector e can be obtained. Note that the
system (4.5) for a given ¢ has many solutions, however for ¢t < @
lead to the same vector e.

So, the decoding problem is reduced to solving system (4.5) for the minimal
t.

Define the polynomial S(z) = E 0 2520 Let A(z) = Z;:o APl A =1,
denote a polynomial that has all pos&ble Fg-linear combinations of Eq, Fa, .. ., E;
as roots. Let F(z) = Y120 Fizl) where F; = 3 Apsgli]p, i=0,1,...,t — 1.

Lemma 4.1. The following equality holds

all solutions

p=0

F(z) = A(z) *S(z) mod 241, (4.6)
Indeed,
¢ t+d—2
= ZAP(S(z))[p] = Z At Z Apsg'p]
p=0 =0 ptj=i

For t <i <d— 2 we have

o\ [P
Zp-‘,—] zA Sp] 72 Aps[p Zp OA (Z] 1E]’r_[jj p])

=y aAE) =0
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4 Fast algorithms for decoding rank codes

since A(E;) =0, j=1,1,... ¢t

If the coefficients of F'(z) are known, then the coefficients of the polynomial
A(z) can be found recurrently as follows. Let s = ... =s;_1 =0, s; # 0. Then

F.
A0 = 77,

. (4.7)

(FH,) - Aisglﬂ,i)
- (] )
J

Ap

p=12...,t,

S

where for j +p >t we set Fj, =0.
Now assume that Fq,..., E; and the polynomial A, are known. Consider
the “shortened” system of equations

t
S Bl =5, p=01,...,t -1 (4.8)

Jj=1

with unknowns x1, xo, ..., ;.

Let us solve (4.8) by sequential exclusion of variables. Denote A;; =
E;, Q1p = sp. Multiply the (p + 1)-th equation of the system by A'{l_l, take the
root of order g and subtract it from p-th equation. As a result, obtain a system
without x1:

p
S Agal” = Qo p=0,1,...,m -2, (4.9)
j=2

where
NS
A2j:A1j_(7]) A, =2,
(4.10)

Q1p+1 [_1]
QQ;D:QI;D_(TH) Ay, p=0,1,...,t—2.

By repeating this procedure ¢t — 1 times and leaving the first equations in
the system at every step we get a system of linear equations with a triangular
matrix of coefficients:

t
S Aijry = Qio, i = 1,2, 1, (4.11)
j=1
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4 Fast algorithms for decoding rank codes

where
Alj :Ejvj:]-vm
0, Jj <it,
Aij = Ay \TY o
Ai_l’j_(A7> Ai—l,i—h pZO,...,t—Z7’L:2,...,t.
i—1,i—1

leZSPap:O7"'at_1a
. (—1] o
Qip = Qi—1p — (%) Aiqic,p=0,1,...t—i,i=2,...,t

System (4.11) can be solved using the following recurrent formulas
7= A
(4.14)
—7,0— t, i A—i j .
Tp—i = (Q-so Efi‘,’;“ 'J), i=1,...,t—1
The decoding algorithm is as follows.
I. Compute the syndrome vector s = (sg,...,S4—2) and obtain correspondent

polynomial S(z) = Y02 s, 211,

I Set Fy(z) = 2[i=1 Fy(2) = S(z), and apply the Euclidean algorithm until
Fi11(z) is such that
d—1
qdeg(Fy(2)) 2 q = . (4.15)
Then
A(z) = yA(2),
(4.16)
F(2) = (=1)" Fiya(2),

where ~y is selected such that the coefficient A; is equal to 1.

Indeed, if the number of rank errors is at most (dgl), then equalities (4.16)
follow from (1.8) and from Lemma 4.1. The uniqueness of polynomials F(z)
and A(z) can be proved in the same way as in the case of standard generalized
Reed—Solomon codes.

The polynomial A(z) can be found either by the first formula in (4.16), if
the polynomials A;(z), i =1,2,..., have been computed using the Euclidean
algorithm, or using (4.7), where the coefficients of remainders F),,1(z), com-
puted with the algorithm, are required. Then any F,-linearly independent roots
Eq, ..., E,, of the polynomial A(z) can be found.
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4 Fast algorithms for decoding rank codes

ITI. Using (4.11)-(4.14) and known Ej, ..., E; compute z1,...,x;. Find the
matrix Y from decomposition (4.4). Finally, compute the error vector e from
(4.2).

As an example, consider the case d = 3, ¢ = 2. Here we can correct single
rank errors in a field of characteristic 2.

1. Compute the syndrome s = (s, s1). If s = 0 and s; = 0 then conclude
that there were no errors.

2. If sg # 0 and s; # 0 then the Euclidean algorithm gives the polynomial
1
A(z) = —(22)z + 211, Conclude that it was a single error and find E as

S[)
[
a nonzero root of the equation A(z) =0, i.e., E = (%) In this case, the
system (4.10) has a single equation and gives z = L = y1h1 +ysho +... +

Ynhn, where y; = 0 or 1. The error vector is € = (y1 E, 4o F, ...,y E).

3. If s =0, 81 #%0or sg #0, s; =0, then conclude that the error has a
rank at least 2 since the Euclidean algorithm would give the polynomials
A(z) = 2" and A(z) = 2], which have no roots.

4.2 Error and erasure correction by MRD codes

Assume we need to correct errors and also erasures of columns and rows up
to the theoretical bound. If there have been no erasures then the decoding
algorithm from Section 4.1 will correct rank errors.

Later we will show that in general the variables corresponding to row erasures
can be excluded from the (first) system of syndrome equations, giving the second
system, and the decoding problem will be reduced to error and column erasure
correction. In turn, the column erasures can be excluded from the second
system of syndrome equations in a similar way, and the decoding problem will
be reduced to error correction only. After error correction we will return to
column erasure correction and then to row erasures. As a result, we will correct
all three types of distortions: errors and erasures of both columns and rows.

Before we describe the general decoding algorithm let us recall the construction
of the rank distance (n, k, d)-code, where n is the code length, k is the number
of information symbols, and d is the code distance.
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4 Fast algorithms for decoding rank codes

The rank of a vector x = (vg,21,...,2,1), ¥; € Fgn, denoted by Rkp, (x),
is the maximum number of components that are linearly independent over F,.
Let the vector

g= (gOaglv"'agTL—l) (417)

give a basis of the extension Fyn» of the base field Fy, i.e., components g; €
Fgn, j=0,...,n—1, are linearly independent over the base field F,. Then any
n-vector x € . can be uniquely represented as

X = (anxlv cee 7l'n_1) = (gOaglv 7gn—1)A(X) = gA(X)7 (418)

where A(x) is a n X n matrix over the base field F,.
Equivalently, the rank of a vector x can be defined as the standard algebraic
rank of the matrix A(x), i.e., Rkg, (x) = Rk(A(x)).

A code in vector representation (vector code) with rank distance d is defined
as a set V' C I of vectors x; € Fy. such that Iggl Rkp, (x; —x;) = d.

The same code in matriz form (matrix code) is the set of corresponding
matrices A(x;), j=1,...,V.

An Fn-linear code with rank distance d having V = (¢™)* code vectors we
denote by (n, k,d)-code. An (n,k,d)-code is called the maximum rank distance
(MRD) code if d =n —k + 1.

An MRD (n,k,d = n — k + 1) code in vector form can be defined by a

generator matrix. The standard form of a generator matrix is:

90 g1 cer Gn—1
g[l] g[l] g[l]
Gk: 0 1 T _1 b) (4'19)
k—1 k—1 k—1
R O

: i mod n
where gj[.l] =g] .

The first row of the generator matrix is the vector

g = (90,91’ "'7gn—1)7

over the extension field Fy», where the components g; € Fgn, 7 =0,...,n—1,
are linearly independent over the base field IF,. Hence, the vector g is a basis of
the extension field Fy» over the base field F,. Every next row of the generator
matrix is the Frobenius power of the previous row.

40



4 Fast algorithms for decoding rank codes

Denote by u = (ug, u1,...,ur—1) the information vector, which has informa-
tion symbols, u; € Fgn, j =0,1,...,k —1 as components. Then the code vector
g(u) corresponding to the information vector u can be obtained as

g(u) = uGy. (4.20)

The rank norm of any nonzero code vector is at least n — k + 1, hence the code
distance isd=n —k + 1.
Known fast decoding algorithms use the following check matrix

h,o hl cee hn—l
(1] (1] (1]
H,_, —H,  — ho hy U ’ (4.21)
hgn7k+1] h[lnkarl] o hg:kﬂ]
where elements hg, b, ..., h,—1 are linearly independent over the base field F,.

The generator and the check matrices satisfy

G.H , =0 (4.22)

4.3 Rank errors and rank erasures

Rank metric codes can be used for telecommunication as follows.

Select an MRD (n, k, d)-code in vector form. The vector form is convenient
for coding and decoding. A code word g(u) to be transmitted is converted
using (4.18) to a square g-ary matrix of order n. For definiteness assume that
the first row of the generator matrix Gy is the basis of the extension field.

The code matrix is transmitted over a system of n parallel channels. Ele-
ments of the i-th row enter the i-th channel. Elements of the j-th column are
transmitted during the j-th time interval.

The code matrix can be distorted during the transmission by adding a noise
matrix of order n. Consider three types of distortions.

1. The noise matrix F is added to the code matrix and the receiver does
not know which columns or rows are distorted. The received matrix is
transformed to a vector using (4.18). Hence, the decoder should process
the received vector

y =g(u) te.
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4 Fast algorithms for decoding rank codes

42

We say that there is an error of rank m, or m rank errors, if Rky,_(e) = m.
To be corrected, the error of rank m is written as

e= (e, ea,...,en)U, (4.23)

where the unknown elements e; € Fgn, are Fy-linearly independent and U
is a g-ary m X n matrix

U1,1 U1,2 . Ul,n
U211 u2,2 . U2.n

U= . . . (4.24)
Um,1 Um,2 oo Umn

with unknown elements.

. The noise matrix F,. is added to the code matrix and the receiver knows

the side information that the rows i1,19,...,%, can be distorted. The
received matrix is transformed to a vector using (4.18). If only the i-th
row R of E,. is nonzero then the code vector is distorted by ¢;R, where
g; is a known basis element. Hence, the decoder should work with the
vector
Yy = g(ll) + €row,

where

€row = (gll yGiny - ,giv)Rrow' (425)

Here the elements g;; are known, while the g-ary v x n matrix

1,1 T1,2 oo T1n
2,1 T22 . T2n

Rrow = . . . (426)
Tv,l Tv2 .- Tyn

is unknown. We say that the vector e, defines an erasure of v rows.

. The noise matrix F. is added to the code matrix and the receiver knows

the side information that the columns ji, jo, ..., j, can be distorted. The
received matrix is transformed to a vector using (4.18). If only the j-th
column of E is nonzero then Fc, will be transformed to the vector w;c,
where w; € Fyn is an unknown while c is a known g-ary n-vector that
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has the j-th component 1 and all the rest are zeros. Hence, the decoder
should work with the vector

Yy = g(“) + €col,

where
€col = (Wj,, Wy, ..., w5, ) Cool. (4.27)

Here wj, are unknown while the g-ary r x n matrix

0 0 C1,5, = 1 0 N 0
_ 0 0 C2 5, = 1 0
Ccol = 0 ) . 0 (428>
0 0 CT‘,jr =1

1s known. We say that the vector e.. defines erasure of r columns.

In the general case, rank errors and erasures can occur simultaneously and a
decoder should process the received vector

y =g(u) + e + erow + €col (4.29)
where the error vectors are given in (4.23), (4.25) and (4.27).

Lemma 4.2. An MRD (n,k,d = n—k+1) code corrects simultaneously erasures
of v rows, r columns and errors of rank m if

2m+v+r<d-1 (4.30)

Proof. Consider all the code matrices of order n. Delete v rows and r columns
in all these matrices. We obtain a new code of (n — v) X (n — r) matrices with
rank distance at least d = d — v — r. Hence, this code corrects errors of rank m

iftm<(d—v—r—1)/2, or
2m+v+r <d-—1.
|

Simultaneous error and erasure correction is considered in the next section
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4 Fast algorithms for decoding rank codes

4.4 Simultaneous error and erasure correction

Consider an algorithm for error and erasure correction. The algebraic decoding
starts with computation of the syndrome vector s = (sg, s1,...,84-2). For a
received vector y, given by (4.29), we have

50
T 51 T
s =1 . =Hg 1y
Sd—
-2 (4.31)
€1 9i, Wy,
€9 gi ]
=H, U7 | o [ +HeaRL [T [ HHCh |
€m Yi, W,
Using (4.24), (4.26) and (4.28) we can rewrite the syndrome as follows
%0 e f’f ] hff]
1 1
81 m xy, v fi r h;
ST: : :Z (7% +Zng . +ijk : "
: k=1 : k=1 : k=1 :
Sd—2 de_Q] ,Ld_Q] hgi_Q]
(4.32)

Here xy, = >0 hpqukp, k=1,...,m, fo =320 hyarky, k=1,... 0.
Without loss of generality we can assume that the elements of each of the
following sets

{xlw"7:Em7f17'"af’u7hj17"'7hj7-}
and (4.33)

{el7~'~7eﬂ’L7gi1a"'7giv7wj17"'7wjr}

are linearly independent over F,. Otherwise the number of unknowns can
be decreased. The decoding can be done using the syndrome (4.32) and its
modifications.
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4 Fast algorithms for decoding rank codes

Together with the syndrome s let us use the modified syndrome sp,0q:

[n]

S0
[n—1]
S
S;od = !
' n—d+2
3&1—2 ]
el ol ol
m eLnfl] v [n—l] r wf‘nfl]
=D w| . O +2 b |
k=1 3[ 242 k=1 : : | k=1 :
n—d+2 n—d+2 n—d+2
€k iy, wj[k !

(4.34)

The decoder should solve system of equations (4.32) or (4.34) and find
unknowns {zg, f, ex, wj, }. After this, rank errors e and rank erasures eow, €col
should be corrected.

Let us show that it is possible if conditions of Lemma 4.2 are satisfied. The
idea is as follows.

First assume that there were no erasures, i.e., ;0w = €c01 = 0 and only rank
errors should be corrected. In this case, the syndrome (4.32) contains unknowns
{zk, ex} only. Existing standard algorithms allow rank error correction if the
rank m satisfies 2m < d — 1.

Let us show that in the general case, the unknowns {f;}, that define row
erasures, can be excluded from the system of equations (4.32). The problem
will be reduced to correction of rank errors and column erasures. In turn, the
column erasures also can be excluded and we only need to correct errors.

4.4.1 Exclusion of row erasures

Row erasures are included in in the syndrome as:

fr
1
v f,£ ]
Z iy, : )
h=1 d—2]
fr
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4 Fast algorithms for decoding rank codes

where the elements g;,, k = 1,...,v, are known while fi, Kk = 1,...,v, are
unknown.

Define the linearized polynomial

T(z) =Y Tizll, (4.35)
=0

that has all F,-linear combinations of ¢;,, k =1,...,v, as roots. In particular,
T(g;,) =0, k=1,2,...,0. (4.36)

The coefficients T; are used to exclude unknowns fi, £k = 1,...,v, and to
modify the syndrome. Denote the modified syndrome by § = (59 §1 ... S4-2-4).

It has dimension d — 1 — v and can be computed as follows:

5 Sy sLlll e 5[1”_1] sg)} T,
5 Sut1 s 5[21)71] S[lv] T
st = = : : :
S:d—S—v Sd—3 8514 AN Sgujéflv 8[;;1371) Tv—l
Sd=2-v [1] -1 ] Lo
Sd—2 Sq—3 -+ Sg—3—v Sd—2—v ( )
4.37
Denote:
5 . ~ _ .l _ )
er = T(er); Tp=x,; k=12,...,m;
0, =T(w;); hj, =h"; k=1,2 (4.38)
Wiy, Wiy, ) Jk Ik y Ly ey T
Lemma 4.3. The modified syndrome s can be written as:
) Ty, %jk
3 m 5561] r 7l
5= => @ . D . (4.39)
~ k=1 ’ k=1 B
Sd—o—u %Efd727'u] hg.(i727v]

46



4 Fast algorithms for decoding rank codes

Proof. From (4.32) and (4.37) we get

S = svpilo+ SLlj-j—lTl +- gill]T -1+ S[U]T =
(Z ekx[ ] + Z Gir J i, ] + Z Wiy, ]1;+j ) To +
k=1

[1] v+ (1] ¢[v+ [v+4]
Sl e Sl Sulif )

MS

gl Z gl plo+al 4 Z [v]h[vﬂ])

Jk Ik

Tlen)af + 35 rgi +k§1T<wjk>h§ifﬂ)

T(ey, ) [v+] _|_kz_: T(w;,) El;-‘rj]) —

1
el + 3w, §]>.
k=1

£
Il
—

K-MS

2

—

]

[\gE

k=1
Here conditions (4.36) and notations (4.38) were used. |

From (4.39) it follows that row erasures are temporary excluded. The decoder
should correct errors of rank m and column erasures of rank r. The next step
is to exclude column erasures.
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4 Fast algorithms for decoding rank codes

4.4.2 Exclusion of column erasures

Continue modifications of syndrome equations. Let us modify (4.39) similar to
(4.34):

~ ~[n]
iO,mod 5o L
~T _ S$1,mod . g[ln— ]
Smod = -
gd—Q—v,mod g{d”;‘ﬁf*”]
n] _In] (4.40)
- i
mo__ = 5 Wiy
= > Ik + 2 hi |
k=1 : k=1 :
~n—d+2+v] ~[n—d+2+v
2 wj[k )
Elements ﬁjk, k=1,2,...,r, are known. Define the linearized polynomial
L(z) = L, (4.41)
i=0
that has all F,-linear combinations of ?ija k=1,2,...,r asroots. In particular,
L(h;) =0, k=1,2,...,n (4.42)
Coefficients L; are used to exclude unknowns wj, ,k = 1,...,r, and modify the
syndrome (4.39). Denote the final syndrome by S = (59 81 ... Sg—3—y—r Sd—2-v)-

It has dimension d — 1 — v — r and can be computed as follows:

~T ~ ~ ~ ~ T

S = ( S0 S1 cee Sd—3—v—r Sd—2—v—r )
= 1] ~ir)
50,mod Sl,mod e Sr,mod
3 S il Lo

1,mod 2,mod ce r+1,mod Ly

5 1] ] :
S8d—3—v—rmod 84 2_y_rmod '* Sd—3—v,mod L,
5 1] ]
Sd—2—v—r,mod Sd*lfvf'r',mod e Sd727v,rrlod

(4.43)
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Lemma 4.4. The final syndrome s can be written as:

51 m ~n—1]

T _ | . N | *

5T — : — % ) , (4.44)
~ k= .
/s\dfgfvfr ! ~[n—d+24v+r]
Sd—2—v—r Ly

where )

er, = L(xg);, k=1,2,...,m;
C/C\k gk; k= 1,2,...,m. (445>

Proof. From (4.40) (4.43) we get

:S\j = :Svj modLo + 5{;4].1 modL1 +o Tt ’\j[;:‘r'f'l] 1 modLT*1 + '8‘{7”] Ly =

j—+r,mod
(Z el 4 Z oyl ﬂ) I

gl a]+ Z A= a]) I

+

I/—\
‘T
+ +

sy« S Al ),

Jk

- Ll )
k=1

NN
NE
:
S -
ol
S
4
+ 7
™
=
QD“

=

NE
=~ L

(

=
Il
[
=
=
~—
]
|

T
§>
8)
=y

=

Here we use conditions (4.42) and notations (4.45). |

Equations (4.44) allow us to compute errors of rank m if 2m <d—1—v —r.

4.4.3 Short description of the algorithm correcting errors
and erasures simultaneously

The basic steps of the algorithm are as follows.
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4 Fast algorithms for decoding rank codes

1. Input: the received matrix Y and side information about row and column
erasures:

Compute the corresponding linearized polynomials T'(z) and L(z).

2. Transform the received matrix Y to the vector y and compute the syn-
drome (4.31).

3. Compute the final syndrome (4.43) and find {€, 7}
4. Find {€y, Tx} from (4.45) and compute w;, from (4.39).
5. Find {ex, z, w;, } from (4.38) and compute {fi} from (4.32).

6. Correct the received vector by removing all errors found.

4.4.4 Correction of erasures only

The above algorithm can be simplified if only erasures occur during transmission
and there are no errors. In this case, the syndrome is as follows:

So fk hjk

v (1] r pl

T 51 k Jk
' =1 d—2] =1 L [d—2]

Sd-2 K R

If there are erasures of columns only, then (4.46) is a system with d — 1 linear
equations with unknowns {wj,, kK =1,2,...,r}, which can be solved using a
standard method.

If there are erasures of rows only, then (4.34) is a system of d — 1 linear
equations with unknowns {fx, £k =1,2,...,v}, which can be solved in a similar
way.

In the general case with row and column erasures, the modified syndrome
(4.39) is a system of (d — 1 — v) linear equations with unknowns {w;,, k =
1,2,...,7}. Unknowns {fx, k =1,2,...,v} can be found using another linear
system of equations.
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4 Fast algorithms for decoding rank codes

4.5 Examples

As an example let us consider a MRD (5, 1,5)-code over Fos. with the generator
matrix
G = (aa a8 o a?).

A check matrix is :

a2 a2 o ot o
ot a??l Qo 28 18

Hy=Hy 1= a8 a? a0 o2 b : (4-47)
ol Q15 49 g9 o

These matrices are connected by the equation: GH;‘r =0.
If the information symbol u = 1 then the code vector is

( 30 18 7 20)

g(u) = (aa™aa'a

The corresponding code matrix M (u) is

M((u) =

o OO = O
_ o O = O
eNeNel
_= O = OO
O = = OO

Let us consider some variants of errors and erasures.

Variant 1: 1 error and 2 erasures
Let the noise matrix be

=

I
=0 = O
O = = O
(oo Nel S
SO OO
S oo o -
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4 Fast algorithms for decoding rank codes

Here we assume that the first row and the first column are erased, and the rest
is an error. The received matrix is

Y =M(u)+E=

= =0 OO
== -0 O
OO O = O
[ e Y S S Y
O R Rk O

Transform the received matrix Y to the vector y:

y = (0421 a13aa22 0418).

Compute the syndrome

17
22
17
15

\
S 2 0 0

Extract the known variables g;, = 1, hj, = ho = o®. Compute the linearized
polynomials

T(z) = 2% + 2, To=1, Ty=1.
L(z) =2(z4+ ho) = 2(z + h2) = 22 + a*z, Lo=ot, Ly =1

Compute the syndromes

- S1 5% al
So TO
ST = S1 = S9 S% ( Tl ) = ()[23 ,
S
2 S3 S% O[26
~ So a3
. S$0,mod
S _ iy _ 316 _ 27
Smod = $1,mod - 51 - Q@
$2,mod gg a22

>y 2 16
/S\T . ( /3\0 ) o < 50,mod Sl,mod ) ( LO ) _ ( « >
3 = ) 14 |
! 51,mod 32,mod Ll «
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4 Fast algorithms for decoding rank codes

Find é\l ,i‘\l :

[0} ’f%G
é\l ./73\1 = 0416 y
é\l"x\%ﬁ — Oé14

é\l — a12,

5’5\1 = 0&4.

To find errors we solve the following equations:

5% + 0(4%1 = = al? — T, = a's.

16 8

4 —r T = Q.

51:%\1:@, 51:.%?:(1

glze%Jrel:o/l — e =o'

(ug ug uz ug us)(a® a® a® a**a®)T = 2y —
(ul UQU3U4U,5) = (1 1000) —
e = (a'?a'2000)
To find column erasures we solve the following equations:
go = OLB = ’51%1 + alho = 0440416 + a41ﬂ1 — 1171 = oz29.
wf—kwl =w; = — w =a*2

el = (@220000)

To find row erasures we solve the following equations:

so=a’ =ex1 +gifi Fwiho=0a2®+1-fi+a220® — fL=a
(@?a® a® ) (rirorsrars) = fi —
(rirersrars) = (10111) —
Crow = (10111)

The total error vector is

_ _ 9 12
€iotal _g—’_gcol +§row - (Oé ) & 71a 171)

19
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4 Fast algorithms for decoding rank codes

The decoding result:
Yy + €total =

(a2, a3, a,a22,0%) + (0, a!2,1,1,1) = (o, 0%, a8, a7, a20) =

g(u).
Variant 2: Column erasures
Let the noise matrix be
0 0 0 01
00 01O
E=]10 01 00
01 0 0 O
0 000 O

where 4 columns 2, 3,4, 5 are erased. The noise vector is: € = (0,03, a2, a, 1).
The received matrix is

Y=M+FE=

[N eNoll Nl
== O = O
OO~ = =
= =)
O = = O

Transform the received matrix Y to the vector y = (aa” o' o®® o®).

First, compute the syndrome

17
28
4

25

Q. L2 o0

Since we have the case of column erasures only, using (4.46) we get the system
of equations for unknowns wy, k =1, 4:

So = h1w1—|— h2w2+ h3w3+ h4w4;
S1 = h%w1+ h%U)Q+ h§w3+ hiw4,
4 4 4 4 (448)
s = hjwi+ hwe+ hiws+  hjwg;
S3 = hffwl—i— hgwg—l— hgwg—l— h§w4,

54
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with by = a®®,he = a®, hg = a'* hy = a%,50 = a7, 51 = a?8,590 = a?,s3 =

a?5. Hence, we have the system

al” = a29w1+ a5w2—|— a14w3+ a9w4;
a8 = a27w1+ a10w2+ a28w3+ a18w4;
P - a23w1—|— a20w2—|— a25w3—|— a5w4; (4-49)
a?® = aBu+ QCws+ a19w3+ aOwy

3wy = a?, w3 = o, ws = 1. Accordingly, the noise vector

with solution: w; = «
ise= (0,03, 0% a,1.)

To find the transmitted information vector u subtract from the received
vector y = (aa’all a®® a®) the noise vector € = (0,a3,a%,a,1) and get

u= (a,7)430,a18,a7,a20).

Variant 3: Column and row erasures. Consider the case of 2 row erasures
and 2 column erasures. Let the noise matrix be the same as in Variant 2

0000 1
000710

E=(0010 0|, (4.50)
01000
00000

but here we assume that the 1-st and the 4-th rows as well as the 3-rd and 4-th
columns are erased. The noise vector is again € = (0,3, a2, a, 1), the received
matrix is again

Y=M+FE=

coor O
_ oo
O O - =
—_ O = = O
O = = O =

and the received vector is again y = (aa? a'! a8 a®).

The syndrome is again

17
28

1]
Il
o
<
—
Il
QR L0
=

25
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In this variant of mixed erasures we need the linearized polynomial
v
T(z) =Y Tzl = Tyz + T12° + Toz* (4.51)
i=0
that has all F,-linear combinations of g;,, kK = 1,2, as roots. In particular,
T(g;,) =0, k=12. (4.52)

In this case, the elements 1, a3, 0, (14 «?) are all the roots of the polynomial
T(z), hence

T(z) = (= 0)(z = 1)(z = a’)(z = 1 = a®) = az + a'%* + 2*

with coefficients Ty = o, T1 = '8, Th = 1.

We use the coefficients T; to exclude the unknowns fj, k = 1,2, and to obtain
the modified syndrome § = (5051). It has dimension d — 3 = 2 and is computed
as follows

3 Sy S S
3T = ( S0 ) - 11 02 |, (4.53)
a7 s\

17 6 28 25 4 8

where s9 = a7, st = ab, 51 = a®®, 57 = o, sy = o, 53 = b, s3 =
a® Ty =a, Ty = a'®, Ty = 1. From (4.53) we obtain the modified syndrome
go = 1, §1 = 0419.

Now we use (4.39) to remove items that correspond to errors and to keep
items with unknowns wj,

S0 = Wshs + Waha;
= Wshs +Waha (4.54)
51 = wsh3 +wahy,

where hy = hi = a0, hy = h? = a25. The solution of the system is @3 =
o, wy = a?h.

Taking into account notations (4.38) and using ws, Wy, we solve the following
system of equations to find wj,, ji = 3,4,

4 18,2

ot = w3+ aCws + qws;
4.
wi + alng + awy. (4.55)

The solution is w3 = a2, ws = a.
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Substitute obtained w3 = a2, wy = « into (4.34), where we remove items
that include errors, and find unknowns fi, k =1,2,:

[n] ]
Sr—rrlod: ( [n—1] ) ka< n 1] >+Zh]k< n 1] ) (456)

Using the values n = 5, s = a'7, s = a®®, g1, = 1, gs, = a3, w3, =

a?, wy, = a gives the following system of equations for fi,, fi,:

o= fi, + A’ fy, +a” +a'

0114 — f11 + O[17f42 + 046 + a30. (457)

with the solution fi, = o, fa, = a9,

Express f1,, fi, using elements of the first and the fourth rows of the error
matrix f;, = 22:1 hp—1Tkp, k=1,2, i =1, 4. Using the additive form of the
field elements for powers greater than 4, yields

A +at+a at(rig +715) + 3(rig + 114 + 115)

+  &®(ri1 + 713+ 714) + aris 4 (ri2 + 7113+ 714); (4.58)
o’ +1 = a4(r41 + 7“45) + a3(r42 + 744 + 7“45) ’
+  @?(ra1 + 7z +raa) + aras + (Tag + a3 + r44).

Equating coefficients of the same powers of « in the first equation gives the
system of linear equations for 7, k=1, p=1,5,

1 = ru+ 155

1 = ri+ rg+rs;

0 = riu+ riz+ri; (4.59)
1 = s

0 = riot+ 7m3+7T14

with the solution
rip=riz=ri3 =714 =0; 7115 =1.

To find ry ,, k=4, p=1,5, we use the second equation of (4.58) in the same
way which yields the system

0 = ryt T45;

1 = 1o+ ryq+145;

0 = ra+ 743+ Ta4; (4.60)
0 = 7145

1 = ra+ raz+ra
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with solution T41 = T43 = T44 = T45 = O; T4 = 1.

Using the elements of the third and the fourth columns of the noise matrix
w3 = &?, wy = o, which were obtained earlier, and obtained values Thps k=
1, 4, p = 1,5, we obtain the following noise matrix:

0 0

|
I
coocoo

0
0
1
0

o o = O
[l lell =]
OO OO

Comparison with the given noise matrix (4.50) shows that both matrices coincide.
Hence the decoding is correct.

4.6 Error correction in the Hamming metric

A vector MRD code is simultaneously a Maximum Distance Separable (MDS)
code in the Hamming metric, which reaches the Singleton bound. Hence, it is
natural to ask the question: What is the Hamming norm for the error vectors
corrected by the decoding algorithm proposed above?

First of all, of course, all error vectors of Hamming weight at most ¢ = % will
be corrected. In case of ordinary MDS codes, the Berlekamp-Massey algorithm
or its modifications corrects these error vectors only. The decoding algorithm

for MRD codes corrects many more (N;) error vectors, where

Ni=3) Li(n) =) [ ! ] @ =D —q) ... (" =g, (461)

2
=1 i=1

and L;(n) is the number of n-vectors over F,~ with rank norm ¢.

Let us count the number of error vectors with Hamming norm s that are
corrected by our algorithm. Denote by A, (s,) the number of vectors of length
n with rank norm 4 and Hamming norm s. For s < i, set A,,(s,7) = 0.

Lemma 4.5. For A,(s,7) holds

An(s,i) =C8 i(—l)k“CfLi(k). (4.62)
k=0
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Indeed, A, (s,i) = C:As(s,4). In addition, for all i < s<mn
D An(s,i) =Y CiA(s,i) = Li(n). (4.63)
i=1 s=i

By inverting the system (4.63) we obtain (4.62).
From Lemma 4.5 follows

Theorem 4.6. The proposed above decoding algorithm for MRD codes corrects

5 t s
My =Y An(s,i) =C3 Y > (~D)FCFLi(k), s =1,2,...,n,  (4.64)
i=1

i=1 k=i
error vectors of Hamming norm s.

It can be shown that for s < ¢ holds: M, = C2 (¢ — 1)° .

As an illustration consider codes over Fon with n = N and d = 3. In this
case t = 1 and according to (4.61) the total number of correctable error vectors
is Ny = (2 — 1)2. Out of this number, M; = C§ (2" — 1) error vectors have
Hamming norm 1 and My = C%,(2" — 1) vectors have Hamming norm 2, i.e.,
double errors. The fraction of correctable double errors is (21\,7171) The norm of
other correctable errors is at least 3.

A slight modification of the decoding algorithm allows us also to interpret
these error vectors as double errors. Assume that our decoding algorithm
outputs the error vector (E,E,...,E,0,...,0), with rank norm 1 and with
Hamming norm s > 3. Let us solve the system

Xhy+Yhy=FE(hy+hy+ ...+ hy),

(4.65)

xul vl = el 4 a4 nl,
where hy, ho, ..., hy are the elements of the first row of the check matrix. Then
the vector (X,Y,0,...,0) has Hamming norm 2 and belongs to the same coset as

the vector (E,E,...,FE,0,...,0). Thus, in the Hamming metric, the modified
algorithm gets closer to the full decoding algorithm. The full algorithm corrects
22N _ 1 error vectors of Hamming norms 1 and 2. The modified algorithm
corrects only (2 — 1)2 error vectors of norms 1 and 2, i.e., it does not correct
2N+1 2 double errors in comparison with the full algorithm.

Similar modifications are possible for codes with a larger distance as well,
however the complexity of the additional part of the algorithm grows fast with
the Hamming norm of correctable errors.
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Symmetric rank codes

5.1 Introduction

Rank metric codes can be described using either the matriz or the vector form.
We recall it here again since we are going to introduce a new class of rank metric
codes called symmetric rank codes.

Let F, be a field consisting of ¢ elements and Fy» be its extension of order n.
In this chapter we consider square code matrices only.

To obtain the matriz description consider a normed ring M, (F,) of n x n
square matrices over the base field Fy. The norm of a matrix G is its rank,
rank(G), and the rank distance d(G1, G2) between matrices G, G is the rank of
their difference, d(G1, G2) = rank(G1 — G2). Any subset M C M, (F;) is called
a code. The code distance d(M) = d is the minimum pairwise distance between
code matrices, d = min{rank(G; — G3) : G1,G2 € M;G; # Ga}. A code is
called FF4-linear, if any linear combination of code matrices with coefficients
from F, also belongs to the code. The code obtained by transposing matrices
of M is called the transposed code MT. The codes M and M” have the same
number of code matrices and the same code distance. If M is F,-linear then
M is F-linear as well.

To get the vector description consider the normed space Fy. of n-vectors over
the extension field Fyn. The norm or the rank of a vector g is the maximum
number r(g) of its components that are linearly independent over the base field
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F,. The rank distance d(gi1,g2) between vectors g1, g2 is the norm of their
difference, d(g1,g2) = r(g1 — g2). A code V C Ty, is a subset of vectors Fy...
The code distance d(V) = d is the minimum pairwise distance between code
vectors, d = min{r(g; — g2) : 1,82 € V; g1 # g2}. The code V is F-linear if
any linear combination of code vectors with coefficients from [, also belongs to
the code. The code V is Fyn-linear if any linear combination of code vectors
with coeflicients from F,~» also belongs to the code, i.e., if V is a linear subspace
of the space Fj.. Fy-linearity follows from Fg»-linearity, however, the inverse
statement is not true. For k = 1,2,...,n there are known Fy» linear (n, k, d)-
codes with maximum possible rank distance (MRD) d = n — k + 1. These codes
are k-dimensional subspaces of the space Fy.

Let 2 = {w1,w2,...,w,} be a basis of the extension field F,» over the base
field ;. Let o1 Fgn = [y be the isomorphism from the field Fy» to the space
of column n-vectors over IFy. Elements of the basis are transformed to the linear
independent columns by, by, ..., b, € F}, where b; = 07 (w;), j =1,2,...,n

Let 0 : F} = Fyn be the inverse transform 6(b) = . Applying it to each
column of the matrix M € M, (F,) we obtain one to one mapping © : M, (F,) =
K} of the space of (n x n)-matrices over I, to the space of n-vectors over Fn.
Obviously, the rank of matrix M after the transform ©(M) = g coincides with
the rank of the vector g, i.e., rank(M) = r(g).

The transform © is isometric. Given a matrix code M the transform allows
us to get the vector code using V = ©(M). And vice versa, given a vector code
V, we get the matrix code M = ©~1(V) with the same distance properties.

Vector form is more convenient to describe rank metric codes and fast decoding
algorithms. Matrix form is useful in the systems with coded modulation, e.g.
in the theory of space-time codes.

Using a known rank metric code one can design a new code with the same
cardinality and code distance as follows. Given a code V in vector form, two
transforms 6 and 9 and also connected with them transforms © and ©. We
obtain a new code VT using the following chain of transforms

VO M — MT O )T, (5.1)

The code VT we call the transposed code in vector form. Note that transforms
f and 6 may be different.

The code VT has the same volume and the same rank-weight distribution
as the code V. However, if the code V is Fyn-linear (e.g. an MRD (n,k,d=n-
k+1)-code), then the code VT is not necessarily Fyn-linear, despite it remaining
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Fy-linear. This is a drawback of the construction, since fast decoding meth-
ods for such codes are not known. One can decode the corrupted code vec-
tor y =w+e, w € VI transforming it using (5.1) to the corrupted vector
z=v+e, v eV, and use a standard method for decoding V. However, in
this case the question arises: Why should we use the code V7 at all? Another
disadvantage of IF -linear codes is an increase in the size of a generator matrix
in comparison with IF;m-linear codes.

Let us demonstrate this with the following example.

Example 1. Let ¢ = 2. For the code V we take the following one dimensional
Fyn-linear (n,1,n)-code, n = 3.

V P—
{(0,0,0), (1, a, a?), (o, a2, a3), (a2, a®, a?),
5 4 o 5

(a3,a4,a ),(Oé , A7, 6 ,(Oé 7a671>7(a6717a)}a

where « is a root of the primitive polynomial f(\) = A3 + A2 + 1. The generator
matrix of the code consists of a single row G = (1, a, a?), u = (u), u € Fys, is an
one dimensional information vector, the code vectors are v = uG = (u, uc, ua?).

Let 0! be defined by 0 <> (0,0,0)7,1 < (1,0,0)7,a « (0,1,0)7, o? «
(0,0,1)T. Then the code M is the following set of (3 x 3)-matrices:

00 0 100 00 1 01 1
My={0 0o o|l,Mpi=]0 1 o|,Mo=[1 0 0o),M3=10 0 1],
00 0 00 1 01 1 11 1
11 1 110 101 01 0
My=(0 1 1|, Ms=(1 1 1|, Ms=[1 1 o], M;=(1 0 1
110 101 010 100

The transposed code in vector form using 6 is
VT =
{(07070)’ (1,&7@2 (a2717a6)7(a67027a4)’

)
(a47a67a3)’ Oésﬁa47a3)7(a37a57a)7(a’a37 1)}'

The code V7T is Fg-linear, but it is not a linear space, i.e., it is not Fyn-linear.
A generator matrix of the code is
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an information vector is u = (u1, ug,u3), u1,us,uz € Fo. Code vectors are
w =uG = (u; +usa? + uzab, ura + us + uza?, u1a? + usa® + uzat).

The finite field Fg» can be described in terms of (n x n)-matrices A over the
field F, such that powers Al i=1,2,...,¢" — 1, correspond to all nonzero
elements of Fy». In this chapter, we will show that for fields Fy» of characteristic
2 one can select a symmetric matrix A. We will show constructions of symmetric
matrices representing a field. Together with all-zero matrix these matrices form
a Fyn-linear code with maximum distance d = n and with maximum possible
volume ¢" for this distance. These codes are called symmetric rank codes. In
vector form, they are MRD (n,1,n)-codes with maximum rank distance and
can be decoded using known methods of error correction in rank metric. For
the symmetric codes, we will suggest a method for erasure symmetrization that
allows for decreasing decoding complexity substantially in comparison with
standard approaches.

We will also show that a linear (n,k,d = n —k + 1) MRD code V), that
includes the previously mentioned one-dimensional symmetric code as a subcode
has the following property: corresponding transposed code is Fyn-linear. Such
codes have increased capability to correct symmetric errors and erasures.

Given a linear (n,k,d =n —k+ 1) MRD code V in vector form, can we find

transforms © and © (if they exist) such that the transposed code VT in vector
form is also a linear (n,k,d =n —k + 1) MRD code?

A positive answer will be given for a special case (n,1,d = n) MRD codes
and for fields F,» of characteristic 2, i.e., ¢ = 2". From(5.1) it is easy to see:
if the set M consists of symmetric matrices, then M = M7 and for © = 5)
we obtain V = VT. A linear (n,1,d = n) MRD code V can be defined by a
single-row generator matrix

G = (91792,'~'agn)a

where elements g; € Fg», j = 1,2,...,n, are linearly independent over F,.
In this case, the code consists of the all zero vector 0 and vectors a*G, s =
0,1,...,9" — 2. We will show that there exist a single-row matrix G and a
transform © such that ©~!(a*G) = A%, where A is a symmetric matrix.
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5.2 Matrix and vector representations of exten-
sion finite fields

Let A € M, (F,).

Definition 2. A matriz A represents the field Fon if the algebra of polynomials
F,[A] is isomorphic to Fyn.

We say that the matrix A gives a primitive representation of the field if all
matrices A%, s = 1,2,...,¢"™ — 1, are different. The following lemma gives a
characterization of such matrices.

Lemma 5.1. A matriz A € M, (F,) gives a primitive representation of the
field Fyn if and only if its characteristic polynomial det(AI, — A) is a primitive
polynomial f(X) over Fy of degree n,

SO =N+ st A" fasA" 2+ iX A o (5.2)

Recall the definition: A non-reducible over F, polynomial f()) of degree n is
called primitive if f()\) divides the binomial A?" ~' — 1, but does not divide the
binomials \* =1, 1 < s < q¢" — 2.

Proof. Let det(A, — A) = f(A), where f()) is primitive. Then f(A) = O,,
where O,, is the n x n all zero matrix. Since the polynomial f(A) divides
X"~1 — 1, but does not divide the binomials \* — 1, 1 < s < ¢" — 2, we
have A?"~! = [, and all the matrices A%, s = 1,2,...,¢" — 1, are different.
Moreover, all the matrices A° can be written as linear combinations of matrices
I,,A A% . A" P using A" = —f, 1 A" — f, 0 AP2 — . — fLA — fol,.
Hence, the algebra of matrix polynomials F,»[A] is isomorphic to the field Fyn
obtained by joining a root « of the primitive polynomial f(X) to the field F,.
Thus, the matrix A gives primitive representation of the field Fn.

The inverse is also true. Let the matrix A give primitive representation of
the field Fyn. Then the minimal polynomials of A and « are the same and they
coincide with a primitive polynomial f(X). Since the characteristic polynomial
is divisible by the minimal polynomial and has the same degree and the same
leading coefficient, we get det(Al,, — A) = f(\). |
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Corollary 5.2. All the matrices A that represent the field Fon are similar to
the matriz

0 0 0 —f
10 0 —f
c=1|- - .. . . ,
00 ... 0 —fro
00 ... 1 —fos

i.e., A=QCQ™!, where Q € M, (F,) is a nonsingular matriz and fo, f1,..., fa-1
are coefficients of a monic primitive polynomial

f(/\) =\"+ fn—l)\n_1 + fn_g/\n_2 + ...+ fl/\l + fO-

Proof. Characteristic polynomials of similar matrices coincide. We have

det( M, —C) = A"+ fr A"t fo oA 2+ o+ fi1A 4+ fo = f(\). Let A be
an n X n matrix with a characteristic polynomial det(A\l,, — A) = f()\). Since
f(A) is primitive, the sets of invariant polynomials of the matrices AI,, — A
and AI, — C are the same: f(\),1,...,1. Hence, according to the necessary
and sufficient condition [Gan67], the matrix A is similar to the matrix C, i.e.,
A=QCQ™!, where Q is a non-singular matrix over the base field F,,. |

Let M[j] denote the j—th column of a matrix M. Let A be a matrix that gives
primitive representation of the field Fyn. Define induced vector representation
of the field Fy» as follows

671(0)  =0n[1],  0(Oa[1)) =0,
0~ (a®) = A°[1], (A1) =a® s=0,1,...,4" — 2. (5.3)
We say that this representation is agreed with the matrix A.
Lemma 5.3. Let c € Fyn then
6~ (ac) = A0 (c),
where « is a primitive element of Fyn.
Proof. Since ¢ = o for some s, then 07 (ac) = 07 (alt®) = AM3[1] =
AA%[1] = A0~ L(e). |
Recall: given a vector ¢ = (c1,¢a,...,¢,) € Fyn, we define
07 c)= (0" c1), 07 (ca), ..., 07 (cn)). (5.4)
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Thus, ©~!(c) = M is an (n x n)-matrix over the field F,.
Clearly
07 (ac) = 407 (c) = AM,

and in general case
0 1 (a’c) = A0 (c) = A°M, s =1,2,.... (5.5)
The inverse also holds:
O(A°M) = a’O(M) = o’c.
In addition, if ¢ € Fyn and R is an (n X m)-matrix over the field F,, then

O !(cR)=0"c)R = MR.

5.3 Symmetric matrices representing a field

Let us show that the matrix A representing the field Fi», ¢ = 2", of characteristic
2 can be selected to be symmetrict. The first such construction was suggested
in [GP02] for fields of characteristic 2, and it uses 2n — 1 free parameters. Here
we describe a simpler construction with n free parameters only [GP04, GP06].

5.3.1 Auxiliary matrices and determinants

All operations are in a field F of characteristic 2.
Let D, () be the tridiagonal A—matrix of order n, with A on the main

1Examples show that for n = 2,3 one can find symmetric matrices representing the field of
arbitrary characteristic p. For example, the matrix A = (i (1)) represents the field Fg2.

However, a general construction is not known. The fields of characteristic 0 cannot be
represented by symmetric matrices.
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diagonal and 1 in the neighboring positions

A1 0 ... 000
1 A1 ... 00 O
0O 1 Xx ... 00 O
Dp(A\)=1|: Lo (5.6)
0 0 O 1 0
0 0 O 1 X 1
0 0 0 1 A

The determinant of this matrix is denoted by d, ()).
Let H, () be the tridiagonal A—matrix of order n, where the last element of
the main diagonal is A + 1:

A1 0 0 O 0
1 1 0 0 0
0 1 X\ 0 0 0
H,(AN)=|[: + & : (5.7)
0O 0 0 ... M1 0
0O 0 0 ... 1 A 1
0O 00 ... 01 X+1

Denote the determinant of this matrix by h,(A). Let us define d_;(\) =
0, do(A) =1, ho1(A) =1, ho(A) = 1. It is easy to see that di(A\) = A, by (A) =
A+ 1

The determinants d,(A) and h,(\) can be computed recurrently

dn(N) = dy (N dn_1(N) + dn_s(N), n > 2;

hn (V) = dy (M b1 (V) + hn2(A), n > 2. (58)
Further, using (5.8) repeatedly, we get for s > 1
dn(N) = ds(N)dn—s(N) +ds—1(N)dn—s—1(A), n > 2; (5.9)
hn(A) = ds(A)hn—s(A) + ds—1 (M) hn—s—1(A), n > 2. .

5.3.2 The main construction

In fields of characteristic 2, every element is a square of another. Select
the elements a,_1,a,_2 = b%72,an,3 = bi{g,...,ao = bg € IF. Let b =
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(bp—2,bn—3,...,bp). Consider the following bordered symmetric matrix:
an-1 bpn—2 bp-3 bn_s by b1 bo
bn—2 0 1 0 0 0 O
bn—3 1 0 1 0 0 O
Ap—1 b bn74 0 1 0 0 0 0
4= ( b” Hn—1<0>> N S
b 0 0 0 0 1 0
b1 0 0 0 1 1
bo 0 0 0 0O 1 1
(5.10)
Let
g(\) = A" + gn—l/\nil + gn—3)\”72 +...+ g1)\1 + 90 (5.11)

be an arbitrary monic polynomial of degree n over F.

Theorem 5.4. There exists a matriz (5.10) with a characteristic polynomial
9(A)-

Proof. Let us compute the characteristic polynomial of A

Xn(A) = det( AL, + A) = det (A tan b )

bl H,_1())

At Gp-1 bp2 bp_3z bp_a by by bo
bp—o A 1 0 0 O 0
by 1 A1 0 0 0 (5.12)
by—a 0 1 A 0 0 0
= det . . . .
by 0 0 0 A1 0
by 0 0 0 .1 A 1
bo 0 0 0 ... 0 1 X+1

By decomposing the determinant using elements of the first row, and then
decomposing the determinants obtained using elements of the first column, after
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simplifications we obtain

Xn(/\) = (/\ + an_l)hn_l(/\) + bi—2hn—2(/\) + b%_g)dl ()\)hn_g(/\) + ...
+bidn—3(\)hi(A) + bidn—2(N)
= ()\ —+ anfl)hnfl()\) + an,th,Q(A) + anfgdl()\)hn,3(>\) + ...
+a1dn—3(A)h1(A) + agdn—2(N),
(5.13)
where polynomials h;(\) and d;(\) are defined by (5.8).
The relation (5.13) shows that the characteristic polynomial y,,()\) is a linear
combination of polynomials

(An—1(A), one1(A); hne2(A), dr (M) ha—s(A), - . ., dn—3(A) h1(A), dn—2(A))
(5.14)
with coefficients

(1,an_1,an_2,...,a1,a0). (515)

Let us show that the polynomials (5.14) are linearly independent over F. The
polynomial Ah,,_1(A) has degree n, the polynomial h,,_1(\) has degree n — 1,
and the rest of the polynomials

(a0 s (N3N s(WNh1 (V) dn () (5.16)

have degree n — 2. It is suflicient to show the linear independency of polynomials
(5.16). Let us add the polynomial h,,_2(X) in the system (5.16) to all the other
polynomials dg(A)hy,—2_5s(A), s =1,2,...,n — 2. Using (5.9), we get hyp_2(\) +
ds(MNhp—2-s(A) = ds—1(A\)hp—_3-5(A\), where the degrees of polynomials
ds—1(A)hn—3-s(\) are n — 4. As a result, the system of polynomials (5.16) is
transformed to the system

(hn—2()‘); hn—4()\)a dl(A)hn—5()‘)7 s 7dn—5()‘)hl(>‘), dn—4(A)a dn—3(>‘))
(5.17)
The first polynomial h,_2(\) of the system has degree n — 2, the last one,
dp—3(A), has degree n — 3, the remaining polynomials

(hnea V), dy (N5 (N, « - d—s (W) RN, dp—a(N))

have degree n — 4 and are similar to (5.16). By iterative continuation of this
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procedure, we reduce the system (5.16) to the system

(hn—2(A), hp—a(N), hp—g(N), ..., ha(N), ho(A),d1(A),d3s(N), ..., dn—3(X))
for even n, and
(hn—2(N), Ap—a(A)y hn—6(A), . .y A1 (X)), do(N), da(N), da(N), .. .y dp—3(N))
for odd n.
(5.18)
All the polynomials in this system have different degrees and hence they are
linearly independent over F.
We proved that the system of polynomials (5.14) is linearly independent.
Hence, there exists a nonsingular matrix M,, of order n with elements 0 and 1,
such that

()\hn 1), o1 (N), B2 (A), d1 (Ao - 3(N); -y dnms(Nhi(N), dn—2(N)T
M, (Am A=t an=20 0\ )T
(5.19)
The rows of the matrix M,, are formed by coefficients of the corresponding
polynomials from the left part of (5.19).
Thus, for a given polynomial (5.11), elements of the symmetric matrix (5.10)
with this characteristic polynomial can be obtained by

(Lan—la Ap—2,y. .. 7a17a0) =
_ 5.20
(17977,717971727'“aglagO)Mn1 ( )

and taking the square root of as, s =1,2,...,n — 1, defined earlier. |

In particular, if the polynomial (5.11) coincides with the primitive polynomial
(5.2) then the matrix A represents the field Fyn

Example 5. Let q=4,F, =F;, n =2, Fp2 = Fi¢. Let t be a primitive element

of the field Fy, i.e, t* +t+1 = 0. The polynomial f(A) = N2+ X(t+ 1)+ (t +1)
is primitive over Fy. The symmetric matric

()

represents the field F 2 = F16 since it has the characteristic polynomial f(\).

Example 6. Let ¢ = 2, F; = Fy, n = 4, Fja = Fi6. The polynomial f(\) =
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A+ X3 + 1 over F, is primitive. The symmetric matriz

—_ 0 O
[l e Ne)
=
_ = O

has the characteristic polynomial f(\) and hence A represents the field Fyg.

5.3.3 Other constructions

Let n = ms. Then the field F;» can be defined by an irreducible over Fgm
primitive polynomial or degree s. Let a symmetric matrix A € My(IFym ) of order
s represent the field Fgn. In turn, let a symmetric matrix B € M, (Fys) of order
m represent the field Fym. Let us replace every element of the matrix A by
corresponding symmetric matrix of order m. As a result we obtain a symmetric
matrix D of order ms = n with elements from F,. The characteristic polynomial
of the matrix will be irreducible. If it is also irreducible then D represents
F4n. Otherwise, one can consider a linear combination of powers of the matrix
D that has a primitive characteristic polynomial (frequently it is sufficient to
consider the matrix D + I,,).

(1) 1) represents the field Fq. We replace

elements in the matriz A of Example 5 by corresponding powers of the matrix
B:

Example 7. The matric B =

s
I
7N\
~ o+
— -
N—
I
= O = O
— ===
O~ = O

= O = =

The characteristic polynomial of the matriz D is A* + X+ 1, hence D represents
the field GF(16), since the characteristic polynomial is primitive over Fy.
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5.4 Codes based on symmetric matrices

Let a symmetric matrix A € M,,(F,) primitively represent the field F,». Consider
the matrix code M that consists of ¢" matrices

M = {On,In,A,AQ,...,A‘I"—Q}. (5.21)

Lemma 5.5. The code M is an Fy—linear MRD code with rank code distance
d=n.

Proof. Since A represents Fg», an F;—linear combination of matrices from M
belongs to M. The difference of any two different matrices from M is a nonzero
matrix from M and has rank n. The code volume is maximum possible for
the code distance d = n, since the code parameters reach the Singleton bound.
Volume M of the code is maximum possible for the distance d = n, since any
code with cardinality more than ¢" has a pair of matrices, such that their
difference has all-zero row, hence the distance between them is less than n. W

Let us transform the matrix code M to the vector code V; using a vector
representation of the field (5.3) agreed with the matrix A.

Lemma 5.6. The vector code Vy is Fyn-linear (n,1,n) MRD code.
Proof. Take the vector O(I},)

g0 = (91,92,---,9n) = O(I) (5.22)

as the only row of the generator matrix. Fyn-linear (n,1,n) MRD code Vi,
generated by this matrix, consists of the vectors

ng()vag()7a2g07' .- ’aqn—2g0. (523)
According to (5.5) we have: O~ (ago) = AO~1(gg) = AL, = A and similarly
O~ Ha*gy) = A°07Y(gy) = A°I, = A%, s =2,...,¢" — 2. This proves that the

vector linear code (5.23) is the preimage of the matrix code (5.21). |

Obviously, the transposed code V{ coincides with V; and hence is linear too.
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5.5 Erasure correction

It is appropriate to explain rank erasures for the matriz form of a code. For
general MRD codes joint error and erasure correction was considered in Chapter
4.

In applications, a code vector should be converted to a matrix form, and
every element of the matrix is transmitted over a channel. The receiver makes a
hard decision about every element. Only after this, is the matrix converted to a
vector to be used by an algebraic decoder. The received matrix is Y = M + E,
where M is a code matrix and F is an error matrix, which will also be called
a rank error. If rank(E) < (d — 1)/2, then the algebraic decoder corrects this
error.

Sometimes, while making the hard decision the unreliability of every symbol
can be estimated. Then the matrix of unreliabilities Z can be used for decoding
together with the matrix Y. An element z;; of the matrix Z shows the unrelia-
bility of the element y;; of the matrix Y. We consider an idealized case where
the matrix Z consists of zeroes and ones only. The value z;; = 0 shows that the
decision about y;; is correct. The value z;; = 1 means that the decision about
¥i; can be wrong. In this case, we assume that the symbol was erased, despite,
in fact, some decision about the symbol having been made. In this case, we call
the matrix F rank erasure. The decoder obtains the matrix ¥ and the matrix
Z of reliabilities, and hence it knows the error free positions. The matrix F has
zeros at these positions, known to the decoder. We say that such a matrix F is
agreed with the matrix of unreliabilities Z.

The rank of erasure is the rank of the matrix . Consider all the matrices F
agreed with the matrix Z. Let rpnax(Z) denote the maximum possible rank of
the matrix E. Obviously, a code with rank distance d corrects rank erasure F
agreed with the matrix Z if ry.(Z) < d— 1.

To estimate ryax(Z) it is convenient to use the concept of the term rank of a
matrix from combinatorics.

The term rank of a matrix A, denoted by termrank(A), is the maximum
number ¢ of nonzero elements in the matrix such that no two of them belong to
one line (row or column).

Lemma 5.7. The term rank of a (0,1)-matriz Z is the minimum number t of
lines (rows and columns) that contain all nonzero elements of the matriz Z.

Using this lemma we obtain
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Lemma 5.8. 7p,(z) = termrank(7).

Proof. We have rank(E) < termrank(FE). For any matrix F, agreed with the
matrix Z, it holds that termrank(E) < termrank(Z). Hence, on the one hand
it follows that

Tmax(Z) < termrank(Z7).

On the other hand, let termrank(Z) = t. Then there are ¢ positions with
nonzero elements in Z such that no two of them belong to one line. Take a
matrix F agreed with Z that has nonzero elements at these positions and zeros
elsewhere. The rank of F is t, hence

Tmax(Z) > termrank(Z)

and the statement of the lemma follows. | |

Consider erasure correction using the code Vy, defined by (5.21) and (5.22).

Denote [j] = ¢/ if j > 0 and [j] = ¢"*7 if j < 0. The expression gl = g7’
is called j-th Frobenius power of the element g. In particular, gi") = g¢" = g.
Frobenius power of a vector is computed componentwise.

For decoding we will use the following check matrix H,,_1 = (hg.i]), i =
0,1,...,m—2,7=1,2,...,n, such that ggHZ , = 0.
Let y = a®*G+e be the received signal in vector form where e = (e, €9, ..., €,)

denotes the vector form of the rank erasure F. Calculation of the syndrome
gives the system of n — 1 equations over the field Fyn:

Since the positions of possible errors in the matrix E are known, the system
can be rewritten as a system with n(n — 1) linear equations over the base field,
considering possible errors as unknowns. The number of unknowns depends on
the configuration of the matrix E. If the rank of erasure is n — 1 and errors are
inn — 1 rows or in n — 1 columns, then the number of unknowns is maximal
and equals n(n — 1). In this case the complexity to obtain a solution is maximal.
If the rank of erasure is n — 1 and errors are in |n/2] rows and in |(n —1)/2]
columns, then the number of unknowns s is s = n(n — 1) — [n/2||(n — 1)/2],
i.e., it is decreased by approximately a quarter. Thus, the syndrome decoding
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of erasures can be reduced to solving a system of n(n — 1) linear equations
with n(n — 1) unknowns at most. The complexity decreases with decreasing
the number of unknowns.

In the case of symmetric rank codes, the number of unknowns can be sub-
stantially decreased using a trick that we call symmetrization of rank erasures

Let Y = M + E be a received signal in matrix form and F be a rank erasure.
Additional information about errors can be obtained by computing the matrix
Q=Y+YT = M+MT+E+ET. Since for symmetric codes M = MT, M € M,
we have for fields of characteristic 2: M + MT = O,,, therefore we know

Q=Y +Y'=FE+E".

The matrix of unreliabilities Z shows the positions of zeroes in the matrix
E. This allows us, during analysis of the matrix F + ET, to obtain part of the
errors directly and obtain additional information for another part.

Let us show the possible situations by the following example.

Example 5. Let n = 4, d = 4 and let the matrix of unreliabilities be

OO ==
OO ==
OO~ =
— ==

This means that the matrix of errors is

ay a2 a3 Qa4
as aeg ay as
0 0 0 a9’
0 0 0 aio

FE =

and it has the rank d — 1 = 3 at most. In total, the matrix has ten binary
unknowns a; at known positions. Then we have

0 as+as as ay
+ a2 0 a7 as
—E4+ET=|"®
Q + as az 0 ag
a4 as Qg 0

From this matrix, we immediately obtain the error values as, a4, a7, as, ag. We
also know the sum as + a5 = b. However, the matrix ) has no information
about “diagonal” errors a1, ag, a1g-
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Let us modify the received matrix Y by adding the upper triangular known
matrix

0 b az Qa4
. 0 0 ary as
R = 0 0 0 ag
00 0 O
We obtain
Yimoda =Y + R=M+ E+ R= M + Eno,
where
a1 Qs 0 0
_ as Qg 0 0
Emod =g o o o
0 0 0 aio

is a symmetric error matrix, which has only four unknown error values at known
positions. We call this procedure symmetrization of erasures.

The matrix Y04 can be decoded using the syndrome correction of erasures.
The preliminary symmetrization decreased the number of unknowns from 10 to
4.

Remark. In the class of codes under consideration, any line (row or column)
of a code matrix is an information set. If for every known line we precompute
the rest of the code matrix, then the decoding can be simplified when one of
lines in the received matrix is error free. In Example 5, after symmetrization
we have the error matrix that has zero lines (the third row or column), hence
the syndrome decoding can be avoided.

In the general case, the symmetrization decreases the number of unknowns
by at least half. For the case where erasure rank is d — 1 = n — 1 and all errors
are in n — 1 rows, the symmetrization decreases the number of unknowns to
n(n —1)/2 in comparison with n(n — 1) without symmetrization.

Let n = 2s + 1. If the erasure rank is n — 1 and the errors are in the first

s rows and the last s columns then after the symmetrization the number of
(3n?—2n—1) o (n?—1)
1 1

unknowns decreases from
three times smaller.

, i.e., making it approximately
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5 Symmetric rank codes

5.6 Codes with subcodes of symmetric matrices

Consider the Fgn-linear rank (n,k,d = n — k + 1) MRD code V; with the
generator matrix

g1 g2 dn
g[l] 9[1] . g[l]
G, = 1 2 n . (5.24)
k— k— k—
g gl

As the first row of this matrix we take the vector gy from (5.22).

A code Vg is based on symmetric matrices if it contains a one-dimensional
subcode V; of symmetric matrices.

Let the transposed code V] be obtained using the transforms © and ©~!
defined by (5.3) and (5.4). We will show that the code VI is also Fqa-linear and
it is based on symmetric matrices. Moreover, the joint use of codes V; and V,CT
allows us to correct symmetric errors (erasures) beyond the bound |(d — 1)/2]
( d — 1 respectively).

Auxiliary results. Denote by

g = (ggl]vgg]vvgr[z])a [ :071a27"'an_ ]-7

the vectors obtained by Frobenius powers of the vector go = (91,92, -, 9n)-
These vectors are linearly independent over Fy.

The components of every vector g; form a basis of the field Fqn over Fy.
Hence, there exists a nonsingular matrix D € M, (F,) such that g; = goD.
From here it follows that g; = goD?. Besides, D? # I,, if i < n—1, but D" = I,,,
since g, = goD" = (ggn],ggn}, . ,gL"]) = (91,92, -+,9n) = o. In matrix form,
the vectors g; are as follows

G;=0"'(g) = D" (5.25)
Recall that A is a symmetric matrix representing the field.

Lemma 5.9. The following relations hold

goA = ago, (5.26)
g14 = algy, (5.27)
DA = AD, (5.28)
D'A* =AD", r=0,1,...,n—1, s=0,1,...,¢" — 2. (5.29)
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5 Symmetric rank codes

Proof. To prove (5.26) we apply to its both parts the transform ©~!:
O 1(gpAd) = ©71(go)A = I,A = A. On the other hand according to (5.5) we
obtain ©~!(agy) = A0~ (gy) = AL, = A.

The relation (5.27) follows from (5.26) if we raise both parts of (5.26) to the
first Frobenius power and take into account that A € M, (F,). We obtain (5.28)
if we apply the transform © to both parts of (5.27).

The relation (5.29) follows from (5.28) if we separate factors DA in the left
part of (5.29) and use (5.28). |

Lemma 5.10. The matrices D and DT are connected by the relation
DT = Ampn—t (5.30)
where m is an integer.

Proof. Transpose matrices in (5.28) and take into account that A is a symmetric
matrix, then we obtain DT A? = ADT. Left multiply both parts of (5.28) by
the matrix DT and obtain DT DA = DT A1D = ADT D. It follows from here
that the matrix DT D commutes with the matrix A. Since all eigenvalues of the
matrix A (in some field extension) are different, the matrix DT D can only be a
polynomial in A and hence it is a power m of A [Gan67]. [ |

Matrix form of the code V. A generator matrix of the code Vi consists of
the first £ vectors g;, 7 =0,1,...,k—1. Write components of an information vec-
tor u = (ug, U1, ..., up—1) as powers of o, i.e., u = (g0®, g1, ... ep_1 1),
Here the coefficients €; equal zero if u; = 0 and equal 1 if u; # 0. Then the
code vector corresponding to the information vector u is

k—1
g(u) = > eag;.
=0
Let us convert this vector to the matrix M (u) using (5.5) and (5.25):
k—1
M(u) =0""(g(u) =Y £A%DI. (5.31)
=0

The set of matrices M = {M(u)} from (5.31) for the all possible information
vectors u define the code V} in matrix form.
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5 Symmetric rank codes

Matrix and vector forms of the transposed code. Let us obtain the
transposed matrix code MT = {M }:

k—
Z D] TASJ
7=0

Using (5.30) and (5.29) and changing the order of summation we obtain

n
M(u)T = Z en_iA™ D?,
i1=n—k+1

where
mi = sp—iq’ +m(¢T + ¢+ "),
i=n—k+1n—k+2,....,n—1, m, = soq".

Let us obtain the transposed code in vector form using the transform O:

n

guw) =0Mw") = Y O iA™D) = > e, ia™g. (532)

1=n—k+1 i=n—k+1

The vector (5.32) can be considered as a code vector of the Fyn-linear [n,k,d=n-
k+1] MRD code V[ with the generator matrix

[n k+1] [n—k+1] [n—k+41]
k g2 k ... gn k
+2 —k+42 —k+2
Gp = [” e
g%"] gl glf]
and with the information vector u = (gx_1a™°, 2™, ..., goa™*~1). This

code contains one dimensional subcode V; defined by the last row of CN?rk and
consisting of symmetric matrices.

Thus, we have proved that the transposed code VI is also Fys-linear and it
is based on symmetric matrices.

Joint decoding using both V; and V{. Let a check matrix of the code
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Vi be written as follows

ha ho b,
h[ll] h[;] . hg]
H, = h[lg] h[22] .opl2 (5.33)
_ h[ld—Z] h[2d—2] . pla- _

It can be shown that a check matrix of the code VkT can be written as follows

ro[d d d T
A P A
d+1 d+1 d+1
N h[l ] h[2 +11 hL+ ]
Hn—k; == h[1d+2] h[2d+2] o h’[r:i+2] . (534)
I h[lzd—z] h[22d—2] hgd—m |

First, consider correction of rank errors. Let y = g(u) + e be a received signal

in vector form, where e = (e, ea,...,e,) is the error in vector form. Let E be
the same error in matrix form.
For the transposed code we have y = g(u) + €, where € = (€1, ¢, ...,¢,) is

the error vector, the matrix form of which is £ = ENT. For decoding we compute
two syndromes r = nyﬁk = eHZﬁ,c andr =y Hgfk = EHsz- Using both
syndromes does not give any advantage in comparison with standard decoding
methods in general. One of these syndromes is sufficient for decoding. If the
rank of an error is at most ¢t = (d — 1)/2 then it will be corrected using the
syndrome r.

However, to correct errors of a special class, it can be useful to use both
syndromes. One class of such errors is the class of symmetric errors, i.e., errors
having symmetric matrix: £ = E = ET, or equivalently e = €. In this case, one
can use the joint syndrome

R =(r1)= (eHZ—kagﬁZ—k) = (eHZ—kaeﬁg—k)'

The syndrome R can be considered as the syndrome of the code that has a
check matrix consisting of different rows of both matrices (5.33) and (5.34).
Depending on the code rate, there are two cases:
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5 Symmetric rank codes

1. Let 2d — 2 < n, i.e., R=k/n > 1/2. Then all rows of both matrices are
different. The corresponding code can have a distance up to D = 2d — 1,
hence, symmetric errors of rank up to (D —1)/2 = d — 1 can be corrected
using the syndrome R.

2. Let 2d —2 > n, i.e., R = k/n < 1/2. Then the number of different rows in
both matrices is n — 1. The corresponding code has the distance D = n,
and symmetric errors of rank up to (n — 1)/2 can be corrected using the
syndrome R.

Similar results hold for correction of symmetric rank erasures. If R =k/n >
1/2 then for some codes, symmetric erasures of rank up to D — 1 = 2d — 2 can
be corrected using the syndrome R. If R = k/n < 1/2 then symmetric erasures
of rank up to n — 1 can be corrected using the syndrome R.

5.7 Conclusions

We have shown that finite fields of characteristic 2 can be defined by symmetric
matrices, and we have presented a matrix code with maximum possible distance
and volume.
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6.1 Principles of network coding

Network coding is a relatively new research field. It is based on modification of
information flow in a ordinary network. Formally, a communication network can
be described as a finite directed graph, where vertices (nodes) can be connected
by more than one edge. A vertex without input edges is called a source node.

Consider the following model. A communication network consists of vertices
connected by communication channels (lines). Information is transmitted over
each channel without distortions with a rate up to the channel capacity. Data
from a source vertex should be transmitted to a set of fixed destination nodes.
The natural question is: Given the restrictions above on the communication
channels, can this problem be solved and how can it be done efficiently?

Existing computer networks transmit messages (packets) from a source to
destinations using a number of intermediate nodes working on the principle
“receive and forward”. An intermediate node receives a packet from an input line,
stores it in a buffer, and then sends copies of the packet via output lines that
can deliver the packet to destinations possibly using other intermediate nodes.
No other processing of packets at intermediate nodes is assumed. The optimal
routing problem should be solved for this traditional approach. A simple model
of a traditional network consists of one source, one destination, and a number
of intermediate nodes.
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6 Rank metric codes in network coding

The concept “network coding” was introduced in 2000 [ANLY00]. The authors
consider packets as vectors over finite fields and assume that intermediate nodes
can compute linear combinations of received packets. In the new model, an
intermediate node is responsible for the following operations:

e receive packets;
e store them in a buffer;
e compute linear combinations of received packets;

e send the linear combinations to a next node.

Transmission of linear combinations of packets makes it possible to increase the
network capacity: the maximum number of packets that can be transmitted to a
destination per time unit. In the case of multiple destinations, the transmission
time is the minimum time until all the destinations have received all the
transmitted packets. The authors of [ANLY00] were the first to show by an
example that network coding can increase the capacity of a network.

The possibility of increasing network capacity aroused considerable interest
among researchers. In a number of publications, linear combinations of packets
were considered with both random and deterministic coefficients. It was shown
that the problems of network coding intersect with problems of error correcting
codes and with general information theory. The first publications assumed that
network coding should depend on the known topology of a network. This was
not convenient for both theory and practice.

A new approach based on the subspace metric was suggested in 2007 by
Kotter and Kschischang [KK08]. Soon after this, Silva, a PhD student of
Kschischang,joined the research team. In their research, Silva, Koétter, and
Kschischang [SKKO08| considered linear combinations of packets with random
coefficients. Such network coding was called random network coding. Later it
was also called non-coherent coding. Network coding with known coefficients
was called non-coherent. Silva, Kétter, and Kschischang show that problems of
subspace coding can be reduced to problems of algebraic coding, such as design-
ing codes in a given metric, obtaining bounds for optimal codes, constructing
coding and decoding algorithms. They used Gabidulin rank metric codes for
error correction in networks.
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6.2 Spaces and subspaces

Before we describe subspace network codes let us recall main definitions con-
nected with spaces and subspaces [Sagl0].

6.2.1 Linear vector spaces

A linear vector space over the finite field F, is a set of vectors V' that satisfies
the following conditions.

e The set V is an abelian additive group.
e For any v € F; and v € V it holds that yv € V.

e Axioms of distributivity are satisfied: if v € F, and v,u € V, then
v(u+v) =yu+yv; if y,A € Fy and v € V, then (v + A)v = yv + Av.

e Associativity of multiplication: (yA\)v = y(\v).

Elements «, A € I, are called scalars.

The maximum number of linearly independent vectors of a space is called its
dimension, and a set of such vectors is called a basis of the space.

A subset of a space is called a subspace if this subset satisfies the conditions
of a space.

Denote by Wy 4 a fixed N-dimensional vector space over the finite field I,
and by P(Wx 4) denote the set of all subspaces in Wy 4.

The dimension of an element V' € P(Wy 4) is denoted by dim(V'). There are
subspaces of dimensions 0,1, ..., N. The subspace O of dimension 0 consists
of a single all zero N-vector. An m-dimensional subspace V consists of ¢
vectors of length NV over the field IF,. It can be viewed as a row space of an
n x N matrix M (V) of rank m over F,, where n > m. The matrix M (V) is
called a generator matrix of m-dimensional subspace V' and it is not unique.
Let T' be a nonsingular square matrix of order n over the field F,, then the
row space of the matrix TM (V') coincides with the subspace V. Hence, the
matrix TM (V) is a generator matrix of the subspace V as well. Obviously, the
dimension of the subspace and the rank of a generator matrix are equal, i.e.,
dim(V) = Rk(M(V)), where Rk(A) denotes the rank of matrix A. If n = m,
then the matrix M (V') is called a basic generator matrix.
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6.2.2 Subspace metric

Let us define two operations on the set P(Wy ).

The sum of two subspaces U,V € P(Wy ) is defined as a unique subspace
C € P(Wn,q) of minimum dimension containing both subspaces U and V. The
sum is denoted by C = U W V. If U and V are given by their generator matrices
M(U) and M(V), then the subspace C = U WV coincides with the row space
of the following block matrix

_ |M(U)
M(C) = {M(V)} .

The dimension dim(C) of the sum can be computed as rank of the block matrix

dim(C) = Rk(M(C)) = Rk ([%E‘%D .

The product also called the intersection of two subspaces U,V € P(Wy 4)
is defined as a unique subspace C' € P(Wy 4) of mazimum dimension that is
contained simultaneously in both subspaces U and V. The product is denoted
by C=UnNV.

Kotter and Kschischang [KKO08| use the following metric on the set P(Wi ).
The subspace distance between subspaces U and V' is defined as

d(U,V) = dim(U & V) — dim(U N V). (6.1)
Since dim(U W V) = dim(U) + dim (V) — dim(U N V), the following equalities

hold
d(U,V) = dim(U)+ dim(V) — 2dim(U NV),

(6.2)
AU, V) = 2dimU V) —dim(U) — dim(V).
If M(U) and M(V') are generator matrices of subspaces U and V, then
d(U,V) = Rk(M(U))+Rk(M(V))—-2dim(UNYV),
(6.3)

d(U, V)

9Rk ({%E%D — RK(M(U)) = RR(M(V)).

The function of distance has values {0,1,2,..., N}.
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It should be noted that implicitly this metric can be obtained from the
papers of Delsarte [Del76], [Del78], or from Ceccherini [Cec84], and also from
the paper by Barg and Nogin [BN06]|, however, these papers do not mention
communication networks.

Notice that the subspace distance is not invariant with respect to the sum of
subspaces. For example, the distance between O and Wy 4 is d(O, Wx 4) = N.
Let Z € P(Wn 4) be a subspace of a positive dimension. Add it to O and to
Wnyg Weget OWZ =7, Wy oW Z =Wy, Hence, dOWZ, Wy oW 2Z) =
d(Z,Wn4) =N —dim(Z) < d(O,Wy,4) = N. In the general case

AU, V) > dUWwZ,V e Z).

6.2.3 Grassmannian

The set of all I-dimensional sub-spaces of N-dimensional vector space P(Wy 4)
over the field F, is called the Grassmannian G;(N,q). The cardinality of a
Grassmannian is given by Gaussian binomial coefficients [1}/ ]q defined for

[=0,1,...,N as follows

{N] 1, if | =0; (6.4)
=\ @@ Y :
ar Tty T1SISN.

The Gaussian binomial coefficients satisfy

[N N

l :|:N_l:| 7l:07...,N7

L7 1gq q

[N N =1 n N -1

L7 dg q q

o], <[], <[]
N .

0], L1, 1511,

The cardinality of the Grassmannian G;(N, q) is given by the [-th Gaussian
coefficient

Gi(N,q)| = m (6.6)
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The space P(Wy,4) can be written as

P(Wiq) = [J Gi(N, ).

The cardinality of P(Wyq) is

6.3 Subspace codes

Let us consider the set P(Wy 4) as a code alphabet or as a signal space.

A nonempty subset of C C P(Wy 4) is called a code. Code cardinality |C| is
the number of elements (codewords), which is the number of subspaces in this
case. The minimum distance of the code C is d(C) = min  d(U,V). The

UVEC:UAV

maximum dimension of code elements is {(C) = maxdim(V), (V € C), where
lo C
o
The main problem of coding theory for this metric is to design codes with a
given distance. In [SKKO08|, some code classes for subspace metric are proposed,
including codes with distance 2 (not optimal), and also code constructions that
are similar to Reed-Solomon codes in rank metric. The two last constructions
are essentially the same. In all these codes, every codeword (subspace) has the
same dimension.

dim V' is dimension of the subspace V. The code rate is defined as R =

6.3.1 Kotter-Kschischang model

Consider a network with one source and one destination. The source should
transmit n row vectors (packets) X (1),..., X (n) of length n + m over the field
F,, and forms an n x (n + m) matrix X having these packets as rows. In the
Kotter-Kschischang model, a message is a row space of the matrix X. Hence,
the matrix X is a generator matrix of the message subspace.
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Each intermediate node in the network computes a random F,-linear com-
bination of input packets, where every packet is considered as an element of
the finite field Fyn+m, and sends the linear combination via an outgoing line.
The destination node collects n, received packets Y (1),...,Y (n,) of length
n+m over F, and make an n, X (n +m) matrix Y using the packets as rows.
The number n, of received packets can differ from the number of transmitted
packets n, n,. can be equal to n, or can be more or less than n.

The task is to recover transmitted packets X (1),...,X(n), i.e., to recover
the matrix X, using the received matrix Y.

The channel can be described by the following equation

Y = AX + E 1, (6.8)

where A — n, x n is the matrix over F, that corresponds to all the linear
combinations of packets computed at intermediate nodes. The relation (6.8)
is a basic channel model for random network coding. In the general case, the
matrix A creates internal distortions of the transmitted matrix X and E,,;
is an outer n, x (n + m) matrix over I, of errors. The rows of E,,,; disturb
the rows of the matrix AX. For example, such disturbances can be created by
so called Byzantine intruders inside the network that create erroneous packets

21,...,%p of length n + m. These packets can be seen as rows of [ x (n + m)
matrix Z, | = p, over F,;. Then, on the way to the destination, these packets
21,...,%p undergo their linear transformations, which are described by an n, xp

matrix B. The outer error matrix of rank p can be written as E,,; = BZ. In
wireless networks, the matrix E,,; appears because of a source of noise outside
the network. If the rank of the matrix is p, it can be written again as BZ like
in the Byzantine model.

6.3.2 Lifting construction of network codes

Let us consider the construction of network codes by Silva, Kotter, and Kschis-
chang (SKK codes) proposed in 2008 [SKKO08].

Let M be a matrix code consisting of n x m matrices M. A lifting code X is
the set of generator matrices X

X={X:X=[I, M],MeM},

where I,, is the identity matrix of order n.
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The authors of [SKKO08] use a rank code in matrix form as M.

6.3.3 Matrix rank codes in network coding

Since a matrix rank metric code is a component of a subspace lifting code,
let us recall the main definitions. The rank norm of a matrix X is defined as
Nrx = Rk(X), the rank distance between matrix X and Y of the same size is
the rank of their difference drx(X,Y) = Rk(X —Y).

Denote by F, the finite field consisting of ¢ elements and by F,~ denote its
extension of order m. If « is a primitive element of Fym, then every nonzero
element § from Fyn is a power of o, i.e., § = a®. For integers r # s there exists
an integer k, such that a” — a® = a¥. Let A be a nonsingular square matrix
of order m over the base field I, representing the field Fgm. This means that
all matrices A7, j =0,1,...,¢™ — 2, are different and for integers » # s there
exists an integer k, such that A” — A = A*. A matrix A represents the field
Fmif and only if its characteristic polynomial has degree m and coincides with
a monic primitive polynomial over the field F, .

For any matrix A representing the field Fym define the set A; of m x m square
matrices

A1 = {Om, In, A, A% AT 72 (6.9)

where O,, is the all-zero matrix and I, is the identity matrix. This set will be
used later to design some block matrices.

Simultaneously, the set A; can be seen as a matrix code in rank metric with
maximum possible code distance dry (A1) = m and with cardinality |4;]| = ¢™.

Let A5P°™ be a punctured code obtained from A; by puncturing m — n rows
and columns in every code matrix. The code A is a punctured code of
rectangular matrices of size n X m or m X n, n < m, with a maximum distance
drx = n for a rank code of this size. The code cardinality is |A§h°rt| =q™.

In the general case, there exists a matrix D such that the set of matrices

k—1
A = {Z €A% D g, €{0,1},0< 5, < g™ — 2} (6.10)

=0

is a code with rank distance dry(Ai) = m — k + 1 and with cardinality |Ax| =
mk
qmr.
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Let A5t be a shortened punctured code of rectangular matrices of size
n X m or m X n, n < m, obtained from Ay by puncturing m — n rows and
columns in every code matrix. The code A3 has cardinality |A?Ch°rt| = qmk
and maximum rank code distance drx =n — k + 1.

Assume that the source uses SKK code X and transmits the matrix
X =1, M].
Using the channel model (6.8), the destination node receives the matrix Y
Y = AX + Egys.
Let us write matrices AX and E,, = BZ as

AX=[A AM],
Eout = [El EQ} ’

where E; and E5 are matrices of sizes n,, X n and n,. X m respectively. Then
Y=[A+E AM+E;]=[Y; Y3, (6.11)

where

Y, =A+E;, Y,=AM+E,, (6.12)

We can assume that rank of matrices B, Z, and BZ is p.

Given the received matrix Y or equivalently Y; and Yo, the task is to recover
the matrix M.

Since linearly dependent packets can be discarded by the receiver, later on
we assume w.l.o.g. that the received matrix Y has full rank, i.e.,

RE(Y) = n,. (6.13)
Denote Rk(Y1) = r < min{n,,n} and recall that Rk(Eout) = p.
6.3.4 Preliminary linear transformations
Using A =Y; — E; rewrite (6.11) as

Y=[Y, YM-EM+E;]. (6.14)
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Let us apply Gaussian elimination to the matrix Y to obtain the reduced row
echelon form of the matrix Y;. There exists a unique nonsingular (n, X n,.)
matrix S that transforms the matrix Y to the reduced row echelon form:

SY; = {(O}} , (6.15)

where G is an r X n matrix with leading coefficients “1” in every row and O is
((n, —r) x n) all zero matrix. Left multiply both sides of (6.14) by the matrix

S:
SY =[SY; SY;M-SEM + SE;]

G GM+S,(—E/M+E,)
0 Sy-EM+Ey) ] ) (6.16)
¢ R

0 C

where S; and S, are the upper and the lower blocks of the matrix S respectively:

S1
- [2]
The matrix S; consists of r first rows of the matrix S. The matrix S, consists of
(n,—r) last rows of the matrix S. After these transformations, the receiver knows

the matrix GM+8S; (—E;M+E;) denoted by R and the matrix So(—E;M+E5)
denoted by C. By (6.13) rank Rk(C) = n, —r.

Lemma 6.1. The following inequality holds
ny —r < p. (6.17)
Proof. We have
Rk(C) =n, —r = Rk(Sz(—E1M + Es))
< min{Rk(S3), Rk(—E;M + E5)}.
From Rk(S3) = n, — r it follows that

Rk(S) < Rk(—E;M + E,) < p.
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Recall that we write
E,. = BZ, (6.18)

where B is an n, X p matrix of rank p and a Z is p X (n + m) matrix of rank p.
Such decomposition is not unique. Indeed, if V is an invertible square matrix
of order p, then we have E,y = BZ, where B=BV and Z = V~!Z.

Lemma 6.2. There exist a decomposition (6.18) with a matriz B = [Bl Bg} ,
where By is the n, X (n,. —r) submatriz of rank n, —r, Bo is the n,. X (p—n,.+71)
submatriz of rank p — n, + r, such that the square matriz T = SoB1 of order
n, —r 18 invertible.

Proof. Matrix SoB has size (n, —r) X p and should have rank n,. —r. Otherwise
the rank of matrix C would be less than n, — r. Hence, there exist n, — r
linearly independent columns L = [bj1 b;, ... bjnr_r] of the matrix B
such that S;L is an invertible matrix. We can shift these columns to the first
n, — r positions by selecting a proper matrix V. Thus, By = L and T = S;B;
is an invertible matrix. |

We have also E; = BZ;,, E; = BZ,, where Z = [Z1 Zg]. Rewrite the
matrix (-E;M + Ey) as

—EfM+E; =B(-Z M+ Z,)

_ W,
= [B1 By [Wg]
=BiW; +ByW,

G R
SY = o C]
_ (G GM +8S:B;W; +8S,B,W, (6.19)
- _O SoB1W; + S;BaW, '
. G GM + SlBlelTwl + S1BaW,
o _O TW; + SoByW, ’
Since TW; = C — S3By W, we get
R=GM+S;(B;T 1)C—-S;(B;T!S; —S;)B.W,. (6.20)
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The matrix R consists of 7 rows. If r < n let us include all-zero rows to get
n rows as follows. If the matrix G has a gap between two rows with leading
“17s, and the value of gap is a, then a allzero rows are inserted between these
two rows. Let, for example, the leading element “1” be in the first column of
the first row and in the 6-th column of the second row. The gap equals 4, and
4 all-zero rows are inserted between the first and the second rows. Denote this
operation by “hat”. Thus, e.g. matrix R after including all-zero rows is denoted

by R. We use the same notation for other matrices as well. We have
R=GM+S,B;T'C—8;(B,T 'S, — $1)BaW,. (6.21)

Write (n x n) matrix G as

G=1I,+L,
where L has exactly (n — r) nonzero columns. Denote D = S:B;T! and
Eiest = —S1(B1 TSy — S1)BoW,. Rank of D is at most Rk(B1) = (n, — 7).
Rank of E,¢ is at most Rk(B3) = (p — n, + ). We can write

R =M + LM + DC + E,c, (6.22)
where
Rk(L) <n-—r, (6.23)
Rk(C) =n, —, (6.24)
Rk(Erest) <p—np + 7 (6.25)

Thus, the decoding of SKK subspace codes is reduced to decoding rank codes
with errors and generalized erasures.

6.4 Decoding of rank codes

6.4.1 When errors and generalized erasures will be cor-
rected

Let us analyze (6.22). The item R can be considered as a received matrix
of the rank code that consists of four items shown in the right part of the
equation. The first item M is the transmitted matrix of the rank code. The
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second item LM, where the matrix L is known, corresponds to a generalized
row erasure of rank at most n — r. The third item DC, where the matrix C
is known, corresponds to a generalized column erasure of rank at most n, —r
(since matrix D in product DC can have rank at most n, — ). The fourth item
E,est corresponds to a random rank error of rank at most p — n, +r.

The matrix M can be successfully recovered if the following condition is
satisfied

(n=r)+n,—7r)+2(p—nr+r)=2p+n—n, <d, — 1. (6.26)

Simultaneous correction of rank errors and some types of erasures of columns and
rows was described in 1992 by Gabidulin, Paramonov and Tretjakov [GPT92], by
Gabidulin and Pilipchuk [GP08] in 2008, and by Silva, Kschischang, and Kétter
[SKKO08] in 2008. In [GPT92| rank erasures of exactly v rows or I columns with
known positions are described.

The results in [GP08] can be applied unchanged to correct generalized rank
erasures of rows and columns. If the receiver knows the generalized erasures,
then column erasures and then row erasures can be excluded. As a result,
the length of the modified syndrome becomes (d — 1 — v —[). If the modified
syndrome is a nonzero vector then there are also rank random errors and they
can be corrected using fast decoding algorithms if the rank ¢ of the error satisfies
(2t <d—1—v—1). Asit shown in [GP08|, generalized erasures can be corrected
after correction of random errors. In the example of Section 6.5 this decoding
algorithm is shown in detail.

6.4.2 Possible variants of errors and erasures

Let us consider different scenarios arising during decoding. Parameters n, n,., r
as well as matrices S, Sy, So, L, C are known to the decoder after preliminary
computations. Parameter p is not known but can be estimated during decoding.
To obtain conditions for parameters n, n,, r, p, so that the receiver has
different combinations of errors and erasures, let us analyze (6.22). There
are three different events: random rank errors, generalized row erasures and
generalized column erasures. These events can happen in different combinations:
separately, or combinations of two events, or all three events together. In total,
there are seven combinations of the events, which will be considered below.
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Random error and generalized rank erasures of rows and columns

There are random errors if the rank of the matrix E,.q; is greater than zero, i.e.
p —n, +r > 0, where p is the rank of the outer error Eqy¢, n, is the number of
rows in the received matrix Y1, r is the rank of its submatrix Y;. Row erasures
occur if the rank of matrix L is greater than 0, i.e., when n — r > 0, where n
is the number of rows in the transmitted matrix. Column erasures take place
if the rank of the matrix C is greater than 0, i.e., when n, —r > 0. Values
of r, n, n, are known to the decoder, parameter p can be lower bounded by
n, —r < p using Lemma 6.1.

For this combination of events, any relations between n and n, are possible:
it can be that n, > n, or n,. < n, or n,, = n. But in every case the rank p of the
outer error Eq . is greater than 0 and all the following conditions are satisfied
simultaneously:

r<n, r<ng n,—r<p. (6.27)

Generalized erasures of rows and columns

We start the consideration of combinations of two events by analyzing the case
of simultaneous erasures of rows and columns. Hence the first two conditions in
(6.27) are satisfied and the third one is replaced by p = n,. — r. Indeed, it was
shown that rank of the error matrix Rk(E,est) = p — n,- + r For the rank equal
to zero we get p = n, — r. However, it should be p = n,, — r > 0 since when
p =n, —r = 0 there are no column erasures. Thus we get the relations

r<n, r<mng., p=n.—1r>0. (6.28)

For this combinations of erasures any relations between n and n,: n, > n, or
n, < n, or n,, = n are also possible. The rank p of outer-error-matrix Eq,y is
equal to the rank of matrix C, which describes column erasures, and is greater
then zero.

Random rank errors and generalized row erasures

Random errors occur if p > n,. — r. Row erasures take place if n —r > 0. There
are no column erasures if n,, — r = 0. Hence, we get the following relations

n.<n, n.=mr, p>0. (6.29)

Thus, for this combination of errors and erasures, the number of rows of the
transmitted matrix is larger than the number of rows of the received matrix,
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which is equal to rank of the submatrix Y of the matrix Y. There is an outer
matrix Equt with unknown rank p > 0.

Random rank errors and generalized column erasures

Random errors occur if p > n,. — r. Column erasures take place if n,, —r > 0.
There are no row erasures if n — r = 0. Hence, we get the following relations

n=r<ng., n<n., p>n.,—7r>0. (6.30)

Thus, for this combination of errors and erasures, the number of rows of the
transmitted matrix is less than the number of rows of the received matrix and
is equal to the rank of the submatrix Y. The number of rows in the received
matrix is larger than the rank of Y;. The rank of the matrix E,,; is larger
than the difference between the number of rows in the received matrix and the
rank of the matrix Y.

Let us consider now single events.

Random rank errors

Random errors occur if p > n, — r. There are no row erasures if n —r = 0.
There are no column erasures if n,, —r = 0. It means that the relations between
parameters are

r=n=n,,p>0. (6.31)
The transmitted and the received matrices have the same number of rows that

is equal to the rank of the matrix Y. The rank of the outer error matrix Eqy,
is strictly positive.

Generalized row erasures

In this case, there are no errors and no column erasures. There are no column
erasures if n,, —r = 0. No errors if p = n, — r, i.e., in this case rank of matrix
of outer error Eg, equals p = 0. Since there were row erasures, the relation
n —r > 0 should be satisfied. Hence, we have the relations:

r<n,r=n.,p=0. (6.32)

The transmitted matrix has more rows than the received matrix. The number
of rows of the received matrix is equal to rank of the matrix Y;. The rank of
the matrix of outer error Eq, equals 0.
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Generalized column erasures

In this case, there are no errors and no row erasures, but there are column
erasures. There are no row erasures if n — r = 0. There are column erasures
if n, —r > 0. There are no errors if p = n,, — r. It means that the relations
between parameters are:

=n<n,p=n,—1r>0. (6.33)
The transmitted matrix has fewer rows than the received matrix.

The number of rows of the received matrix is more than the rank of matrix
Y. The rank p of the outer error matrix E,; is strictly positive.

The results of the above analysis are shown in the following table.

Table 6.1: Parameters for seven combinations of errors and erasures

1 Errors only nr=n=r,p>0

2 Row erasures only r=n,<n, p=20

3 Errors and row erasures r=n,<mn, p>0

4 Column erasures only r=n<nNg, p=ny —T

5 Errors and column erasures r=n<ng, p>ny—Tr1

6 Erasures of rows and columns n>rn.>r p=np,—r

7 | Errors and erasures of rows and columns | n>r,n, >7r, p>n, —r >0

6.5 An example

Let us give an example of simultaneous correction of errors and erasures of rows
and columns.

6.5.1 Code, channel, received matrix

For ¢ = 2 let us design a (5,1, d,, = 5) MRD code using nonreducible polynomial
f(A) = A%+ A2 + 1 with a primitive element . We take the generator matrix
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G = (a0, 0%, 0!8 a”, a?%) then a check matrix is

Select code vector

2 a® o ot of
_— o a2l al0 28 18 (6.34)
4 o a® a2 o2 of :
al6 Q15 o9 Q19 10
v=[a o o o o). (6.35)

Using the table of powers of o we write the code vector in matrix form:

OO OO

_ o O~ O

S o O ==

_ O = O O

O R = OO

my
ma
ms| ,
my
ms

(6.36)

where m;, i = 1,5 denote rows of the matrix. Using the lifting construction we
obtain the matrix of subspace code to be transmitted:

OO O O
OO = O

0

SO = O

o= O OO

= O O OO

0

oo o

The channel from source to destination we describe by the matrices

[EEE e I R

0

) le

O = O OO
_ o O OO

0
1
1
0

O = O =

The received matrix is

Y =[Y; Y

OO O

—_ 0o =)o

SO = O =

O = =

R O R R~k O

—__ 0 -

OO R R

O = ==

SO = O

—_0 = O

0100
1100
00 1 1 (6.37)
000 1
1010
1 1100
11110
,BZ,=|1 11 0 0
11110
00010
11000
00010
11111
00100
01100
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where
1 1 0 1 1 1 1.0 00
1 01 10 00 0 1 0
Y =A+BZ,=1{0 1 1 1 1|,Y,=AM+BZ,=1|1 1 1 1 1
00 0 0O 00 1 0 0
001 0O 01 1 0 0
(6.38)

The transmitted and the received matrices have the same number of rows:
n = n, = 5. In this example, all three types of errors occur.

6.5.2 Preliminary transformations

The matrix S of Gaussian eliminations that brings the matrix Y to the reduced
echelon form and its blocks Sq, Ss are

1 01 0 1
S 1 1 0 0 1
s:[sl]=00001,
2 1 1100
0 0 01O
where
1 01 0 1
1 1 0 0 1
Si=1y 00 0 1| S2=[0 00 1 0.
1 11 0 0
The reduced row echelon form is:
1 00 0 O
01 0 0 1
Sle[(O;}:OOlOO,
0 0 0 1 0
00 0 0 O
where
1 0 0 0 O
01 0 0 1
G—OO100,0—[00000]7
0 0 01O
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hence, the parameter r = Rk(Y;) = Rk(SY;) = Rk(G) = 4. Next,

where

R =

oo
— o

0 0

= = O

1

1
1
0

0

OO =

1

OO o= O

OO = O

e =)

SO O ==

(6.39)

O = O O

,C=[0 0 1 0 0.

For decoding we need to obtain the equation like (6.22). For this, we should
add an all-zero row to the 4 x 5 matrix G, to obtain a square matrix. Leading
elements “1” in the matrix G are it positions i1 = 1, iy = 2, i3 = 3, iy = 4,
hence, before rows 1...4 we can not insert the all zero row. So, we insert
n—14 =5 —4 =1 all zero row after the last row and obtain:

é—:

Write G = Is + L and obtain

Rank of the matrix L is 1.

OO OO

o O o oo

0

oS o o+

OO O OO

0

oo = O

OO O OO

o= O OO

o oo oo

0

OO O

= o O~ O

(6.40)

Similarly, we obtain the matrix R by adding one all-zero row after the last

row of the matrix R:

j=e)

O OO = O

SO = O

O~ Rk Rk O

OO O~

O = O O

(6.41)
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For rank decoding we obtain the equation
R=M+LM+DC + E, (6.42)

wher R, L, C are defined by (6.42), (6.40), (6.39). Since the rank of the matrix
L is 1, and rank of C is 1, it is necessary to correct single row and single column
erasures.

6.5.3 Syndrome computation

Transform the matrix R to the vector y:
y=la o® a2 o' o¥]. (6.43)
Compute the syndrome s:
s :yHI = [so S1  So 53] = [a5 a?® o O] . (6.44)

Since the code distance is d,, = n = 5, the rank of row erasure is 1, and rank
of column erasures is 1, we can correct an error of rank 1: 1+1+2=d, — 1.
An error and its components we write in the vector form:

e = (erand + €row + ecol)

where e;,nq = €1u; is a random error of rank 1, ey is an element of the extension
field Fos, uy; = [u11 w1 w1z w14 ugs) is a vector with 5 components from the
base (binary in our case) field. The element e; and the vector u; are unknown.
€row = ar, where a = o0 is a known element of the field Fys, defined by the
matrix L, ry = [r11 712 r13 714 715) is an unknown vector over the base field.
€col = w1C = w1[0 0 1 0 0], where w; is unknown element of the field Fys.
Let us find the parts of the syndrome due to components of the error. The
part of the syndrome due to the random error:

Srand = e;w H{ = e[z1 27 27 2¥), (6.45)

where
2 29 5 14 9
r1 = a“u + auis + @’us + o Cug + augs. (6.46)
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The part of the syndrome due to row erasures
Srow = 020111 712 713 714 T15)HS = 06, 62 67 65), (6.47)

where

2

01 =a“ry + 01297’12 + Oé57’13 + a147"14 + 0197"15. (648)

Part of the syndrome due to column erasures
Scol = w1[0 010 0JH, = w;[a® ' a® %] = wi[y1 77 71 Y], (6.49)

where v; = o®. By equating corresponding syndrome components we obtain
the system of syndrome equations

a® = ez + 00 + wi;

a®® = e12? + 002 + win?; (6.50)
o? = erxt + 00} + wind; |

300?

0 = e1a§ + 3005 + wi9f.

6.5.4 Exclusion of column erasures

Let us define a linearized polynomial I'(z) = [gx + I'12? with roots vy, and
0. Consider the equation I'(y;) = Toy1 + I'19? = 0. Set 'y = 1, and find
'y = 1 = o®. Build the matrix

Ipb 0 0 a® 0 0
r_|Fr T3 0F _ |1 o 0
|0 I3 gl o 1 o
0 o0 If 0 0 1

As the first modification we multiply the syndrome and its components by
the matrix I'

s =sI' = [ay1 a3 aas] =[S0 1 2], (6.51)
Sranal = €1[71 71° 71, (6.52)

where x7 = T'(z1).
St = a[0, 6, 0,7, (6.53)
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where 6; = T'(6;).
SeotT = [0 0 0]. (6.54)

By equating components of the modified syndrome we obtain:

S0 = a't = e 71 + a0y,
~2
~ —~2
51=a3 =e77" +a%00, (6.55)

~ 4 ~4
S50 = a® =e1z1 + 00, .

6.5.5 Exclusion of row erasures

Let us make the second (intermediate) modification of the syndrome to avoid
powers of #; higher than 1. The first component of the modified syndrome we
raise to the power 2" = 2° = 32, we raise the second component to the power
27—l = 24 = 16, and the third component to power 2772 = 23 = 8:

32

~ ~& 16 22 8 29
S0mod = S .

:allvglmod:§1 =, S5 =«

For the third modification of the syndrome we use the linearized polynomial
A(z) = Aoz + A2? with roots a = o®® and 0. Set A; = 1 in the equation
Apa® + A1a?® = 0 and obtain Ay = &30, Similar to the previous modification,
we build the matrix

A6 0 1 0
A=Al A3 =[a® 1
0 AB 0 a2

As the third modification we multiply the syndrome and its component due to
the random error by the matrix A:

§=3A = [a® 0¥ =[5 5]

Tiles el® S]A = 7[6:2 &) (6.56)

where €1 = (A(e;))®. By equating the components of the modified syndrome we
obtain the following system of two equations with two unknowns z7, €;

~ 8 —~~2
Sop = = T1€1 ,

8 (6.57)

51 =a" =1x1€e;

with solution 77 = o®, €1 = 1.
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6.5.6 Correction of random error

Trying all field elements we solve the equation

8

71 =a® = 2% + o’z

12

There are two solutions: z; = a'? or 21 = 7. Similarly we solve

3 8

€1 =1=(a%%e; +e2)8.

5 or e; = a?S.
12 and e; = o®. Given z1, let us find

There are two solutions: e; = «
Let us use the first solutions: z1 = «
the components of the vector u; using

T = al? = CMQUH + CK29’LL12 + a5u13 + a14u14 + a9u15 (658)
we obtain a solution uy =[010 1 1].
Write the random error in the vector form: €.ang = e1uy = a5[0 101 1].
Transform the random error to the matrix form:

Eiana = (01 01 1]=

OO = O =
OO O oo
SO = O
S oo oo
OO~ O
OO = O =

6.5.7 Erasure correction

Her =a® 21 = af, a = a0 to the

Substitute the known values of o = «
first equation of the system (6.55). Solving the equation
all =aa® + 043051.

we obtain 51 and obtain solutions 6; = a7 or 6; = o10.

We use (6.48) for ; and substitute the solution #; = a7. Solve the equation

7 2 29 5 14 9
a''=a‘r+aregt+a'rist+ariy +a’rs
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and obtain: r; = [0 1 0 1 0]. The vector of row erasures is €,y = @°[0 1 0 1 0],
i.e., in matrix form

0 000 00O
1 01 010
Eow=|0|[0 1 01 0]=[000 00
0 0 0 0 00O
1 01010
To find w; we substitute to first equation of the main system (6.50):

sp = e1x1 + %0, + aPwy = o,

the known values z1 = a2, e1 = o®, 6; = a”. We obtain w; = a®. The column

erasures in vector form are e.,; = a®[0 0 1 0 0], and in matrix form

1 001 00

0
Eoq=|1|[0 0 10 0]=
1
0

o o oo
o O oo
o O oo
o O oo

0
1
1
0
The error vector is
€ = €rand 1 €row T €col
=[0a°0a®a®]+[0a°°0a% 0]+[00a®00] (6.59)
_ [0 Oz% aS a26 a5]-
Let us check the solution. Subtract from the received vector y (6.43) the error
vector (6.59):
y+e =[aa®al?a®a?+[0a2 a a? o

=[(a+0) (a®+a?®) (o' +a®) (a'® +a?%) (a? +a”)] (6.60)
= [a a3 a8 a7 o],
Comparing the solution with the transmitted code vector (6.35), we see that
they coincide.
In matrix form the error is

E= Erand + Erow + Ecol = (661)

oS o oo o
— O = =
O = = O =
—_ O = ==
SO R O
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The rank of the error matrix is 4. R
The difference of the received matrix R and error matrix E (6.61) is

01 011 01111 0 01 0O
R 1 01 10 01 010 11100
R+E=|/0 1 1 0 0/|+]0 1 1 1 1|=(0 0011 =M
0 01 01 0 01 0O 0 0 0 01
0 0 0 0O 01 010 01 010

(6.62)
The solution is correct since the code matrix M was transmitted.

6.6 Conclusions

We have considered the principles suggested by Kotter, Kschischang, Silva for
designing subspace codes based on rank Gabidulin codes. The code matrices
consist of the identity matrix and a matrix of the rank code. This construction is
called the lifting of rank codes. The network channel forms linear combinations
of rows of a code matrix and adds outer errors. The decoding algorithm consists
of two steps: first obtain the distorted matrix of the rank code using Gaussian
elimination and then use a standard algorithm for decoding rank codes.
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Multicomponent prefix codes

In this chapter, we introduce a class of codes that is called multicomponent prefix
codes. These codes generalize the codes of Silva-Kotter-Kschischang (SKK). A
multicomponent code is a union of different component codes that are SKK
codes with a fixed code distance, and the minimum subspace distances between
the code components are not less than the code distance of the components.

7.1 Gabidulin—Bossert subspace codes

Subspace codes with maximum code distance were proposed by Gabidulin and
Bossert in [GBO0S].

Lemma 7.1. Let U and V be subspaces of N-dimensional vector space. The
subspace distance between them is d(U, V) = N, if and only if

1. Subspaces U and V intersect trivially, i.e., the intersection is the subspace
of dimension zero.

2. The dimension of the union is dim(U) + dim(V) = N.

Proof. If both conditions are satisfied then from (6.2) it follows that d(U, V') =
dim(U) + dim(V) — 2dim(U N V) = N since dim(U NV) = 0.
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Assume now that d(U,V) = N. Denote Z =U NV. We have

d(U,V) = dim(U) + dim(V) — 2dim(Z) = N,
dim(U W V) = dim(U) + dim(V) — dim(Z) < N, (7.1)
dim(Z) > 0.

The system of equations (7.1) has a unique solution dim(Z) = 0. This means
that the subspaces U and V intersect trivially and dim(U) + dim(V)=N. R

Let C be a code with maximum subspace distance d(C) = N.

Theorem 7.2. If N is odd, then the cardinality of any code C with subspace
distance N is |C| = 2. Such a code consists of two subspaces C = {U,V'}, where
U andV intersect trivially and

dim(U) + dim(V) = N. (7.2)

Proof. The code C has at most 2 subspaces. Otherwise, at least two subspaces
would have dimensions of the same parity and an even distance d < N between
them. The second part of the theorem follows from Lemma 7.1. |

The situation changes drastically if N is even, N = 2m.

Lemma 7.3. If the code C with the mazimum (even) distance N consists of
|C| > 3 subspaces, then the subspaces pairwise intersect trivially and have equal
dimension N/2 = m.

Proof. Let a code C consist, for example, of 3 subspaces Uy, Us, Us. By Lemma
7.1, any pair of subspaces intersect trivially. In addition to this dim(U;) +
dim(Uz) = 2m, dim(U1) + dim(Us) = 2m, dim(Us) + dim(Uz) = 2m. Hence,

Lemma 7.4. The cardinality of a code C with mazimum even distance N = 2m
satisfies the bound

C] < g™ +1. (7.3)

Proof. Every m-dimensional subspace has ¢"* — 1 nonzero vectors from N-
dimensional vector space. The number of nonzero vectors in C equals |C|(¢"™ —1),
since the subspaces of the code C intersect trivially. The relation |C|(¢g"™ — 1) <
¢V —1=¢*" —1 holds, and we have, |C| < ¢™ + 1.
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Theorem 7.5. There exists a code C with maximum even distance N = 2m
and with maximum cardinality

Cl=q™ +1. (7.4)

Proof. Represent m-dimensional subspace by m x 2m basis matrices of full rank
[C D], where C and D are square matrices of order m. Let A be a matrix of

order m that represents the field Fgm (6.9). Define the set of m-dimensional
subspaces in C by the following basis matrices:

(I Ol I I, [T Al -+ [T AT 2], [On L), (7.5)

The number of matrices in this set is ¢"* + 1. Each matrix has full rank m.
Hence, the corresponding subspaces have rank m each. Let us show that these
subspaces pairwise intersect trivially. Denote by S the subspace generated
by the matrix M(S) = [I,, On], by V;,j = 0,...,¢™ — 2 denote subspaces
generated by the matrices M (V;) = I, AJ], and by R the subspace generated
by the matrix M(R) = [O,, I;,]. Then we have

T

dim(smfj)qu %Dm = dim(SNV;) =0,

=)

dim(SLtJR)sz([ ?mDZQm ~ dim(SNR) =0,

QS
3

dim(V; ¥ V;) = Rk (

33
B
N——
|
o
3
4

dim(V; N'V;) = 0,

dim(V; & R) = Rk ([ = dim(V;NR) =0.

S
e
N~
|
[N}
3

Hence, the code defined by (7.5) is an optimal code with distance N =2m. W

7.2 Multicomponent Gabidulin-Bossert subspace
codes

New subspace codes based on rank codes were proposed by Gabidulin and

Bossert [GB09] and were called multicomponent prefix codes. Let us consider
constructions of these codes.
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Write N = my + mg + --- + my, where m; > mg > --- > my. We will
design a code X as the union of component codes X = &3 U X, U --- U Xj.
Pairwise intersection of the component codes should be empty. Let us define
the component codes as follows:

X ={X:X=[ly, =]|z1€M}
Xo={X:X=[0" I, x2]|a2€ Ms}
: (7.6)

X1 = {X X = [Oz;i“erk*Z I, 4 xk_l} | zp—1 € Mk_l}
X = {X:X = [ONm 1]

Here

e M, is a rank code consisting of m; x (N — m;) matrices over Fy with
rank code distance d,1 < min{my, N —mg};

e My is a rank code consisting of my X (N —mq — mg) matrices over F,
with rank code distance do < min{ms, N —m; —ma};

[ ]

e M4 is a rank code consisting of my_1 X (N —mj —- - —my_1) matrices
over [y with rank code distance d,. (r,—1) < min{my_1, N —m; —--- —
mk_l}.

Obviously, X; N X; = @, i # j.
The code has the following characteristics:

e cardinality
k

xX=lc=)_lcil,
i=1

e subspace distance

d(¥) = min{min(m; +m;), min {2d-:}}.
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7.3 Decoding codes with maximum distance

First consider the subspace code of length N consisting of two subspaces: the
first is generated by rows of the identity matrix X; = Iy, the second by rows
of all zero matrix X5 = Oyp.

If the matrix X; has been transmitted, then the received matrix is

Y=AX,+BZ=A+ BZ,
if X9 was transmitted, then the received matrix is
Y =AX,+ BZ =BZ.

The decoder computes rank Rk(Y") of the received matrix ¥ and the distance
between the subspace (Y) and (X;) and (X5) respectively:

dy = d((Y), (X1)) = 2Rk ([};D — Rk(Y) — Rk(Iy) = N — Rk(Y)

and

dy = d((Y), (X»)) = 2Rk <[0}ij — RK(Y) — RK(Ow)

= 2RKk(Y) — Rk(Y) = Rk(Y).

If di < do, ie., Rk(Y) > N/2, then the decoder makes a decision X; = Iy,
otherwise the decision is Xo = Op.

For N = 2m, the code X with maximum subspace distance 2m can be seen
as the union of two subcodes X = X} U X5, where

X ={X:X=[L, z],zeC}

is the code of cardinality ¢ having a single m X m code matrix x of the rank
code, and
Xo={X:X=[0n I.]}

is the code of cardinality 1.
Let the received matrix be

Y =AX+BZ=[A 4.

113
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Decoding consists of two steps. In the first step, the decoder tries to determine
whether the received subspace (Y') corresponds to the transmitted matrix X;

or X,. This is equivalent to finding whether the subspace (A) originates from
(Im) or from (O,,). It was shown above that the solution is based on the rank

-~

of the matrix Rk(A):

-~

o If Rk(A) < m/2, then the subspace (Y) originates from Xo. Then we go
to the second step: consider the matrix [Om Im] as the decoding result.

-~

o If Rk(A) > m/2, then the subspace (Y) originates from &;. Go to
the second step: run SKK decoder, extract the matrix x € C and get
X = [Im J}] as the decoding result.

7.4 Decoding multicomponent prefix codes

Let us generalize the approach we considered for decoding multicomponent
codes. Let Y be a received matrix

Y=AX+BZ

and X belongs to one of the component codes (7.6). Write Y as
Y = [21 E2 21%1 Yyl

where A7 is an n, X m; matrix, As is an n, X me matrix, ..., Ag_q is an
Ny X Mp_1 matrix.

e The decoder should solve the following problem: does the received subspace
(Y') originate from the subcode Xjor from Xp U --- U X7 Instead, the

decoder solves an equivalent problem: does the subspace <g1> originate
from the subspace (I,,,,) or from (O,,,)? To find the solution, the decoder
computes the rank of A;: 1 = Rk(4;).

1. If r; > mq/2, then the decision is: (Y) originates from X;. Using
the SKK decoder, find 1 € M;. The decoder outputs the matrix
X = [Im1 xl] as the decoding result.
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7 Multicomponent prefix codes

2. If 11 < my/2, then the decision is: (Y') originates from the subcode
Xy U---UAXj. The decoder goes to the next step.

e The decoder should solve the following problem: does the received subspace
(Y) Xy or from the subcode A5 U --- U X7 Instead, the decoder solves an

equivalent problem: does the subspace <{gl ﬁz} > originate from the
subspace ([0l In,]) or from ([O1 Op,])? To find the solution,
the decoder computes the rank ro = Rk ([ﬁl A\z] )

1. If r9 > mgy/2, then the desicion is: (Y') originates from the subcode
Xs5. Using the SKK decoder to find x5 € Ms. The matrix X =
[Omy I, 3] is the decoding result.

2. If 7o < mg2/2, then the decision is: (Y') originates from the subcode
X3 U---UXg. The decoder goes to the next step.

e The algorithm is running until the final decision is found. The number of
required steps is k at most.

7.5 Cardinality of MZP codes

The multicomponent codes with zero prefix (MZP) were presented in 2008 by
Gabidulin and Bossert [GB08]. They were based on the lifted rank codes by
Kotter, Kschischang, Silva [KKO08], [SKKO08]. Let n = m+7rd+ s be code length,
where m is the dimension, r is an integer, r > 1,0 < s < ¢§ — 1.

The first component is the SKK-code. It consists of a set of matrices

Cskk = {( I, M ) |M1 EMl}, (77)

where I, is the identity matrix of order m, while M; is a code matrix of size
m X (n —m) of the rank matrix code M; with rank distance d;anx = § [Gab85].
The subspace distance of the code Cekk is more than twice the rank distance of
the matrix code M1: dsub(Cskk) = 2drank(Mi) = 24.

The cardinality of a subspace code is a very important characteristic. There
are many works which estimate this characteristic and compare it with upper
bounds (see, for example, [GP17b|, [GP17al) .
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The cardinality |Cqxx| of SKK-code is equal to the size of the rank code with
rank distance d,ankx = ¢ and code length (n —m) :

|Cskk| _ q(nfm)(mfﬁJrl)’ (78)
where § < m,n > 2m.
For i =2,...,r, the (i)-th component consists of matrices of the form
Conzpi = (05, ... 05 I, M )|MeM},

where the first i — 1 block matrices are the all-zero matrices 03, of size m x 4.
I,, is the identity matrix, M; is a code matrix of size m x (n —m — (i — 1)9)
of the rank matrix code M; with rank distance §. The cardinality of the ith
component is as follows:

| _ q(nfmf(ifl)é)(m75+1)

|szpi = qni(m76+1)’ (79)

where n;, = n —m — (i — 1)¢ is the code length of the rank code. The last
component is the concatenation of all-zero matrix of size m x (n — m), the
identity matrix Ips, and a matrix A, of size m x s which may have a rank less
than or equal to s < 6 — 1. Hence the last component delivers only one code
matrix. The total number of components is equal to [ + 1. The cardinality of
the MZP code is the sum of the cardinalities of all components because the
components do not intersect:

l
Mmzp = |szp| = Z q((nim)i(iil)é)(miﬁrl) + 1. (710)

i=1

7.6 Additional cardinality

In many articles the most attention is given to SSK codes as subspace codes
obtained by lifting of rank codes. The cardinality of the lifting codes obtained
can differ just by one code word, but this code word is not known. This case
corresponds to our two components code and we use the last word. In matrix
presentation it is the concatenation of zero matrix and the identity matrix.
Here, we show that multicomponent code can increase cardinality by consid-
erably more than one code word. Let us construct the multicomponent code,
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where n is code length, m is dimension, d = 24 is code distance. The cardinality
of each component is the following:

M = My = gm0t n=m),
M, = q(m76+1)(n7m76);
M; = q(m—é-l—l)(n—m—(i—l)é).

Let the total number of components be (i+1), where n —m — (i — 1)d = m, that
isi=1+ %. The last component is a concatenation of the all-zero matrix
of size m x (n — m), the identity matrix I, and a matrix A% .

The total cardinality is
k(nfmfts)qké _ qkm

k(n—m) + q qk(; —

Mmzp:q +1:Mskk+Aa

where Kk =m — 6 + 1 and
qk(nfmfé)qké _ qk:m

A= 0 — 1

+ 1.

A is the number of additional words except words of the first component.
Now, let us estimate the ratio that is the additional cardinality to the first

component cardinality v = M?M.

1 qkm_qk5+1

v= 1 (¢ — D)ghta—m)®

1

Vgiq’f‘s—l

under the condition

qk(nim)>>(qkm7qk5+1qkm,7qk6+1)'

If m =6, k =1, then this condition is the following
qk(n—m) > 17

and it is evident that M, = ¢®*("~™). Let us give numerical examples. They
are shown in Table 7.1.

117



7 Multicomponent prefix codes

Table 7.1: Additional cardinality

v 0.312 | 0.328 | 0.321 0.333 0.143
Mk 16 64 256 | 4194304 | 4096
A 5 21 85 1398101 | 585
n 6 8 10 24 15
m 2 2 2 2 3
4 2 2 2 2 3

7.7 Efficiency of MZP codes with maximal code
distance

From now on we consider MZP-codes with the following parameters: n = mr+s,
d=m,0<s<(m—1). Recall that we call these codes MZP spreads. Let us
calculate their cardinality for different parameters and compare their values with
the existing bounds. Put § = m in (7.10) and obtain the following equation:

r—1 n __ qm+s

_ _ (mr+s—im) _q9 —q "
Minzp = [Cinzp| = Zq +1= 7 —1 + 1. (7.11)

i=1

If s =0 and n = rm are used the cardinality coincides with the upper bound

Miegre = 41 (see, [Seg64], [Beu7s], [DF79], [WXSNO3|, [CW13], [Kurl6],

[HKK18], [Kurl7], [SN17b], [SN17a]).
Now, if n =rm + 1 and s = 1 we have from (7.11)

qn _ qm+1

1.
qm —1 "

Mmzp = |szp| =

This value coincides with the upper bound [Beu75] Mpeyt = ;1:;—:11 — (¢ —1).
If n =rm+ 2 and s = 2 we have from (7.11)

qn _ qm+2

1.
-1

Minzp = [Conzp| =

[DF79] gives the upper bound for spreads with parameter s > 2. Using the
corresponding formula in [GP16| represent it as a sum of two terms: the first
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term is the cardinality of the MZP spread and the second is 71, where 7 is
some quantity.

n m-—+s

—4q

qm =1

Mdr—fr < 1 + 147, (712)
where v1 = (¢° — |0]) — 2, parameter 6 depends on m and s in the following
way:
¢ -1, if 2s <m +2;
0] =< ¢ 1 -2 if 2s =m + 2;
¢l —225m=3 1 if 95 > m + 2.

Let ¢ =2, m =3 and s = 2. Then v; = 1. In this case the cardinality of this
MZP spread does not coincide with the upper bound with difference 1. To
increase cardinality up to the upper bound in the paper [GP16] a subspace code
from the paper [EZJS' 10| was used. It was obtained there for parameters r = 2,
m =3, s = 2, n = 8 by exhaustive search. We used it as the last component
MZP code for n = mr + 8, where m = 3.

Here, for ¢ =2, r > 2, m = 4 and s = 2 we use the upper bound from the
paper [Kurl6]:

24r+2 — 49
15 ’

Applying our formula for cardinality to the MZP spread (7.11) with the same
parameters, one can see that the cardinality of the MZP spread coincides with
this upper bound.

Now we will use the upper bounds from [HKK18|]. In this paper there are
two important theorems. Let us give our interpretation and our designations
for these theorems.

Micurs = (7.13)

Theorem 7.6. If 0 < s < m and m > ¢°, then the mazimal cardinality of
gt gt g1
qm_l -

subspace code is the following: Mykx1 =

Let us compare Mygg1 (7.6) and My, (7.11). One can see that both
formulas for cardinality coincide. That means that the cardinality of the MZP
spread achieves the upper bound if the conditions indicated in the theorem are
satisfied: 0 < s < m and m > ¢°.

If the conditions are not satisfied there is another theorem in the paper
[HKK18|.
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Theorem 7.7. If0 < s<(m—1) and m < q then the mazximal cardinality

q q7n+s +qm —1

of subspace code is the following: My ke = P

it is calculated by means of auxiliary parameters.

~+ v2, where o > 1,

We see that the MZP spread does not coincide with the upper bound at these
conditions.
There are two values v2: v21 > 1 and 22 > 1. We have

o = [27 — L(1 427 m — )3 1

and
1
Yoz = [2° — 5(1 +27%(m - 5))2] ~ 1.

For v, one should select the minimum between v2; and 29.

We would also like to estimate by Drake—Freeman [DF79]. For this purpose
we will use the parameter v1 = (¢° — [#]) — 2. At the chosen parameters we
calculate three values 71, 721 and 792, take the smallest value and add to the
cardinality value of the MZP spread. We consider the value obtained as an
estimation M, of the upper bound at these conditions. The efficiency of the

MZP spread is denoted n = %
up

Table 7.2: Efficiency of MZP spread

i 0.971 | 0.970 | 0.985 | 0.996 | 0.992 | 0.997 | 0.996
Mo zp 33 129 513 513 | 2049 | 2049 | 4097
M, 34 133 521 515 | 2066 | 2055 | 4112

n

m

s

8 11 14 15 17 18 19
3 4 5 6 6 7 7
2 3 4 3 5 4 )
Va2 1 5 11 3 25 7 22
" 1 1 10 3 17 7 19

One can see from Table 7.2 that the efficiency n = ﬂ is about n = 0.99
for all the cases where m < 2°.
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7.8 Dual multicomponent codes

Let a subspace X of dimension m be given by a matrix L of size m x n with
rank m. The orthogonal subspace X of dimension n — m will be given by the
matrix L+ of size (n —m) x n such that

(L)L) =0,

where LT means the transposed matrix L.

Let us construct the dual multicomponent code (DMC). For j =1,...r, the
components of the MZP codes with dimension m and length n = rm + s are
given by matrices of rank m with the following form:

Li=[0pn ... 0, I, Mj].

The matrices consist of the zero matrix prefix of size m x (j — 1)m, the unity
submatrix L, of order m and the submatrix M; of size m x n — jm.
The orthogonal matriijL with rank n — m is the following
LJ_ _ I(j'—l)m 0?}—1)771 O?j_—Jln)lm
J oU—bm  _MT

n—jim

In—jm ’
where 0] is the zero matrix of size [ x v.

DMC code le has dimension n — m and subspace code distance dgy, = 2m.
For the parameters n = mr + s,m = 2,3,s = 0,1 these codes have maximal
cardinality.

7.9 Maximal cardinality MZP and DMC codes

First we consider MZP code. Let the parameters be 6 = m and n = (r + 1)m +
s, s = 0. Then

r—1
Moy = 3 g sstimimm 4 1
i=1

" —1
gm—1

This formula coincides with the upper bound M,y (0) [WXSNO3].
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Now n=(r+1)m+1, s=1, then

q(rJrl)m -1

pro— —(g—1).

Mmzp =q

This formula coincides with the more precise upper bound

q(r+1)m -1

Mmax1: I —
(1)=q pro—

—(g—1).

It means that for m = 2 the MZP codes have the maximal cardinality for any
value of the parameters n, d. If m = 3 the MZP codes have maximal cardinality
at 0 =3 and n=(r+1)m+s, s =0,1. The corresponding dual codes have the
same cardinality at the same parameters except dimension, which is m’ = n—m.

Example 8. Let us construct MZP codes with parametersn = (2 x 3) +1 =
7, d =6 and the corresponding dual code with dimension n —3 = 4. In this case
the MZP code consists of two components.

The first component is concatenation of two matrices I3 of order 3 and
the matrix M of size 3 x 4 of the rank code. The second component is also
concatenation of two matrices. The first matrix is zero matrix 03 of size 3 x 4,
the second matrix is the identity matrix Is of order 3. The cardinality of the
first component is M; = 2%, the cardinality of the second component is My = 1.
The total cardinality is M4, = 17. This value coincides with the upper bound.

The corresponding dual code also consists of two components. The first
component is concatenation of two matrices, where the first matrix is the
transposed 4 x 3 matrix —M7T of the rank code and the initial MZP code has
dimension 3. In this case the code word length is not equal to the double
dimension (2 x m' = 8). Nevertheless, this dual code has maximal cardinality.
This small example shows that construction of dual codes increases the general
number of codes with maximum cardinality.

7.10 ZJSSS codes with maximal cardinality

Now let us use the following parameters: (n = rm + 2) =8, m = 3. In this
case our MZP code has cardinality M = 33, but the upper bound is one word
greater, that is M4, = 34.
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The paper [EZJST10| constructs the code with the parameters indicated above.
The method used is exhaustive search. This code has maximal cardinality 34.
We designated this code ZJSSS using the first letters of author names. Here
code subspaces of dimension m = 3 are given by binary generating matrices of
size 3 x 8. For brevity each 8-bits row is written as a decimal binary number.
The code matrices are the following.

A1=(169, 75, 5)
A4=(130, 72, 20)
A7 = (66,19, 4)

Az = (195, 43,6)
As=(144, 68, 33)
Ag=(140,87,1)

As = (108,29, 3)
Ag = (65,61,2)
Ag=(35,16,9)

Ao = (147,99, 7)
A13=(132,103,12)
A16=(196,34,11)
Ayg = (154,71, 55)
Ago = (134,74, 53)
Az5=(138, 90, 60)
Agg=(171,105,17)
Asy = (129,22, 10)
Asy = (137,91, 44)

Ay = (155,76, 38)
Arq = (152,88, 56)
A17=(167,97,15)
Ago=(145,80, 50)
Asz = (166,18, 8)
Agg = (135,73,27)
A9=(158,79,52)
Asp=(143,83,46)

A12=(69, 40, 24)
A5 = (153,94, 39)
Aig = (159,84, 32)
A21=(131,54,13)
Agy=(164,64,31)
Aoy = (146, 77,37)
Aso = (128,89,47)
Asz3=(205, 36,21)

7.11 Dual ZJSSS code

We designate dual ZJSSS code as DZJSSS.

Af=(135,66, 39,16, 13)
Ax = (128,43,75,12,19)
AfF=(144,68,33,8,4)
A = (128,32,8,67,17)
Ag=(128,64,34,11,4)
Ay = (129,71,35,17,14)
Afz=(141,65,33,16, 3)
Ay = (161,98,19,11,6)
Af,=(138,67,41,16,6)
Afy = (131,98,51,11,5)
Az, =(137,64,43,27,7)
Az = (132,64, 36,22, 1)
Azy=(150,84, 36,14, 1)
Az = (130, 72,41, 18, 5)
Azy=(131,65, 38,21, 10)
Az, = (129,64, 32,20,14)
Azz=(136,72,37,25,2)

Ay = (137,73,40,16,7)
Ay=(130,72,32,20,1)
Ag = (128,69, 36,20, 12)
Ag=(134,66, 32,18, 14)
Afy = (144, 85,53,8, 3)
Af5=(128,65,56,5,2)
A1g = (232,24,4,2,1)
Afs=(132,68,42,16,9)
Afg = (129,69, 20,9, 3)
Agy=(129, 83,34, 8,4)
Az, = (129,71,33,17,15)
Ay, =(133,37,17,9,3)
Ags = (132,67,32,22,13)
Agy=(130, 74,40, 25, 4)
Az, = (67,34,19,9,6)
Az>,=(135,70,35,22,12)
As, = (131,66,36, 18, 13)
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7.12 The family of MZP and combined codes

The algorithm of MZP code construction makes it possible to input ZJSSS code
as two last components in order to increase cardinality of the MZP code.

Example 9. Let n =11. The MZP code consists of 3 components.

The first component is SKK . Let us substitute the last two components of
MZP code for the code ZJSSS, where we add zero prefix matrix 03 of order 3.
The cardinality of this ZJSSS code is 34 which is maximal for chosen parameters
n =8 and d = 2m = 6. We have obtained a two component combined [11, 6, 3]
MZP-ZJSSS code with maximal cardinality 290.

Table 7.3: Cardinality of MZP and MZP-ZJSSS codes

N | Mpax | Mmsp | Mmax — Mg
8 34 33
11 290 289
14 | 2338 | 2337
17 | 18722 | 18721

T | W N3

Use the same method and set parameters n = 3(r—1)+8 = 3(r+1)+2, m = 3,
d = 6. We will obtain a family of subspace codes with maximal cardinality. First
of all, we construct an MZP-ZJSSS code with code word length n =3 x r + 2,
where 7 is an integer. For example r = 2, 3,4, 5, n = 8, 11, 14, 17. Let us
calculate the cardinality of MZP and MZP-ZJSSS codes. We put this data in
the Table 7.3.

Example 10. Two component combined MZP-ZJSSS code). Using combined
MZP-ZJSSS code with parameters n = 11, m = 3, d = 6, we construct a
combined dual two component code and designate it by CD2C.

The first component is given by the matrix:
[ M7 I ]

The second component is given by the matrix:

I; 08
08 7zt |
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where Z1 is a DZJSSS code matrix with size 5 x 8. The matrix with size
8 x 11 is a concatenation of two submatrices, where the first submatrix M7 is
a transposed rank code matrix of size 3 x 8, and the second submatrix is the
identity matrix Ig of order 8. The second component is the dual ZJSSS code in
the form of the general matrix of size 8 x 11. The general matrix consists of
four submatrices: the identity matrix I3 of order 3 is located in the left upper
corner, the zero matrix 0§ with size 3 x 8 is located in the right upper corner,
the zero matrix 03 of size 5 x 3 is located in the left down corner, the matrix of
size 5 x 8 is located in the right down corner. This matrix is orthogonal to the
7JSSS code matrix of size 3 x 8.

Example 11. Three component combined MZP-ZJSSS code.

We construct a three component combined MZP-ZJSSS code with maximal
cardinality with the following parameters: code word length n = 14, dimension
m' =mn—m = 14 — 3 = 11. The matrix of the first component is in the
form [I5 My1 Mis Mis Ma4], where the rank code matrix M; is written as the
concatenation of four matrices My = [M11 M12M13M14], where the size of each
of the first three matrices is 3 x 3, the size of the fourth matrix is 3 x 2. The

corresponding first component of the dual code is in the form:

ML I3 03 0% 02
ML 0® I, 0 02
ML 03 0® Iy 02
ML 02 00 03 I

The second component of the MZP code is the following [O§ I3 Moy Moo M23] ,
where the rank code matrix M5 is in the form of concatenation of three matrices
My = [Ms1 Mas Mas]. The size of each of the first three matrices is 3 x 3, the
size of the fourth matrix is 3 x 2. The corresponding second component of the

dual code is

I 03 0 0 02
03 M} Iz 0% 0°
03 ML 0° Iy 0°
0 ML 0° 0° I,

The third component of the combined three component code is presented as
the concatenation of two zero matrices with size 3 x 3 and the matrix of the
ZJSSS code with size 3 x 8:

[03 05 2],
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where Z is a matrix of the ZJSSS code. The corresponding third component of
the dual code is the following:

Iy 03 0%
03 I3 03|,
03 03 27

where Z7' is a transposed matrix with size 5 x 8 of the ZJSSS code.

7.13 MZP codes with dimension m > 4 and dual
codes

In [Kurl7] it is shown that the upper bound is equal to M,,q, = 2™F2 +1 if the
parameters are the following n = 2m + 2, m > 4, d = 2m. Our two component
MZP code has this cardinality.

Let m =4, n =10, d = 8. The first component is SKK code with the matrix
[I4 My Mjs] and the cardinality M; = 2m*2 = 64, the second component is
the identity matrix with zero prefix which is a zero matrix with size 4 x 6. The
cardinality of the second component is one code word.

The corresponding dual code also consists of two components. The first
component is

M{ 1, 03
M{, 03 IL]°

The second component is

I 0j 03

{O% 03 IJ ’
The new dimension is m' =n —m = 10 — 4 = 6. As one can see the double
value of dimension 2m’ = 12 does not coincide with the code distance d = 8.
Let n =3m + 2 =14, m = 4, d = 8. The initial three component code is

Iy, My Mias Mg

0 ILi My My
0f 0 02 I

i

where each matrix row is the corresponding component, each of the matrices
M1, Mio, Mo has size 4 x 4, the size of each matrices M3 and My is 4 x 2
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The first component of the dual code is in the form
_Mlzl Ii 03 0421_
Ml,zg 03 Ii 04 5
_M 13 03 03 I 2]
The second component of the dual code is in the form
(1, 0} 0} 0?]
0;,{ M2T71 Ii 03
105 My, 05 I

The third component of the dual code is in the form

I, 0% 0% 02
ot 1, of o
0l 0f 0i I,

7.14 Conclusions

This chapter is devoted to multicomponent subspace codes. We have shown
the place of these codes in random network coding. We have described the
constructions and have estimated the cardinality of the codes. The efficiency
of the MZP codes is defined as ratio of its cardinality to the upper bound at
the same parameters. At maximum code distance, the efficiency is maximum,
i.e., it is equal to 1 or near 1. It depends on the dimension. We have also
demonstrated the iterative decoding algorithm.
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Multicomponent codes based on
combinatorial block designs

8.1 Introduction

A code cardinality, i.e., the number of codewords, is an important code pa-
rameter. Therefore, researches try to design multicomponent codes with large
cardinality and distance d as a union of several codes having the same distance
d. The cardinality of a multicomponent code is usually equal to the sum of
the cardinalities of its components. Etzion and Silbershtein [ES09] show that
projective spaces can be used to design multicomponent codes.

In this chapter, we will show multicomponent subspace codes, based on
rank metric codes and combinatorial block designs [Hal67]. Examples of some
multicomponent subspace codes will be given. Special rank metric codes with
restrictions for these constructions will be considered. We also will pay attention
to the decoding of multicomponent subspace codes in networks.
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8.2 Reduced row echelon form of matrices

Recall that an SKK-code for network coding is a set of k x n matrices over the
base field I,

c={[I. M]}, (8.1)

where [ is the identity matrix of order k, and matrix M € M is a code
matrix of the code M that consists of k x (n — k) matrices over the base field
F,. Let d,.(M) be rank distance of the code, then subspace code distance is
d(C) = 2d,.(M).

Because of the identity matrix I, the code matrices can be seen as a particular
case of matrices in reduced row echelon form. Let us consider a general case of
such matrices.

Let X be a matrix of size k x n and rank k. Apply Gaussian elimination to
X to obtain the matrix in reduced row echelon form, which satisfies:

e the leading element of a row is on the right of the leading element of the
previous row;

e the leading entry in each nonzero row is a 1 (called a leading 1);
e each column containing a leading 1 has zeros in all its other entries.

Thus, a matrix in reduced row echelon form has k ones as leading elements and
a number of neighboring zeroes. All the rest elements are called free parameters.
Denote the set of free parameters by a.

Assume that the leading element of the first row has position i1, the leading
element of the second row has position i3, the leading element of the last
k-th row has position 7. Then 1 < 47 < is < .-+ < i < n. The integers

i1, 2, ..., i and the free parameters a completely define the basis matrix in
reduced row echelon form.
We call the vector i = [i1 i3 ... ix] indicator of reduced row echelon form

and denote it by (I.D). The corresponding (subspace-) basis matrix is denoted
by X (i,a). Let n =6,k =3, ID = [i1 i3 i3] = [1 3 4]. Then the basis matrix
X (i, a) for this indicator is

1 ai 0 0 air2 ai3
X(l,a): 0 0 1 0 aso2 a23
0 0 0 1 a32 Aas;s
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This matrix has 7 free parameters a; ;, which can be selected arbitrarily from
the field F,. Hence, there are q" different 3-dimensional subspaces for this
indicator.

In general case, the first row has n — k + 1 — ¢; free parameters, the j-th
row has n — k 4 j — i, free parameters, j = 1,..., k. The total number of free
parameters is

k

f:Zfi:nk_w—il—iz—H-—ik. (8.2)
=1

From this example one can see that a code matrix of SKK code is a particular
case of a matrix in reduced row echelon form with the identity matrix on the
left part and a rank code matrix on the right. In other cases, columns of the
identity matrix can occupy other positions, and the remaining positions can
be occupied by columns of a rank code. Keep in mind that some elements of
these remaining positions must be zero, the other elements, denoted by a in the
example, are free.

8.3 Rank codes with restrictions

Consider a vector MRD [n, k, d]-code with generator matrix G. Let the infor-
mation vector be u = (uy, ..., ux), then the code vector is g(u) = uG,
and gives code matrix

a1 ai2 e A1n

a1 as9 e a9n
M(uG) =

ani1y Aang2 ... Qnp

A code matrix is called a matriz with restrictions if a;; = 0 for fixed positions.
Rank code with such matrices is called rank code with restrictions.

Problem: Given a rank distance, design the rank code with restrictions.

Let us solve the problem as follows: find the restrictions on the information
vectors u, design a vector code with these restrictions and transform it to the
matrix form.
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8.4 Singleton bound

First we give the Singleton bound for standard rank codes, then we derive a
bound for the rank metric codes with restrictions.

Let a rank metric code in matrix form consist of |M| matrices of size N X n,
n < N, with rank distance d.

Let us obtain an upper bound for |M|. Every code matrix we write as [4;,
Bi], i = 1,|M]|, where matrices A; have size N x (d — 1), and matrices B;
have size N x (n —d + 1)). All matrices B; are different, otherwise, if say
B;=DB5 then the code matrix [A; — A3, 0] has rank at most d — 1. For the code
without restrictions, every matrix B; has N x (n —d + 1) elements. Hence,
the number of code words is upper bounded by ¢¥*(*=4+1)  the number of
different matrices B;. Thus, the Singleton upper bound for a rank metric code
is log, [M| < N x (n —d+1). The rank codes we considered before reach this
bound.

Let us obtain an upper bound for the cardinality of a rank metric code
with distance d and with restrictions, i.e., there are fixed positions in the code
matrices that are always zero. Let us select d — 1 columns with maximum
number of free elements, move these columns to the left part of the matrix
and call the submatrix A. The remaining columns we order in a way that the
number of free elements decreases from left to right and denote this submatrix
by B.

Denote the number of free elements in columns of A by Ny, No,..., Ng_1,
and for the matrix B by Ny, Ng41,...,N,. We will use the same derivation
as in the case without restrictions. The number of different matrices B is
gNatNatit+Nn  Hence, the Singleton type bound for a code with restrictions
depends on the restrictions and has the form |M| < gNatNatite +Nn,

Let us show by an example how to compute the bound and design a code
that reaches this bound. Code parameters: ¢ =2, n =3, k=2, d =2. The
primitive polynomial to generate the field is a® 4+ a? + 1 = 0. The generator
matrix of the rank [3,2,2] code is

1 a o?
L a2 ot (8.3)
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A code matrix with restrictions is
Mestrict (GG) = 0 ag2 Q23| . (84)

To obtain the bound we transpose the matrix. The matrix A has the first
column (of the transposed matrix) that has Ny = 3 free elements. The matrix
B has other two columns with Ny + N,, = 2 + 2 = 4 free elements. Hence,
M| < 2% = 16.

Let us show that the [3,2,2] code with restricted information symbols reaches
the Singleton bound. We take 1, a, o? as the basis of the field Fys. Transform a
code matrix into the vector form b = (by, ba, bs),

b= ((a11-1—|—a21-a—|—a31~02), (a12-1+a22-oz+a32~a2), (a13-1+a23-a+a33-a2)).

Here a1 = ag1 = 0, hence, by = aq1.
For the information vector (uj,us) we get the code vector (by, ba, b3)

(&% O(Q

1
(u1,u2) = ((u1 + u2), (ura + u20?), (u10” + uza*)),
1 o2 ot

where by = a11 = (u1 + ua) , us = ug + aq1. Let the information symbol u; be
equal to one of 23 = 8 field elements of Fos. Since aq; can be 0 or 1 only, the
information symbol uy = u; + a1 takes only 2 values for fixed u;. Thus with
the restrictions on information symbols we have 2 x 23 = 16 codewords, and
the restricted code reaches the Singleton type bound.

Now consider the case d = 3. We will use [3,1,3] rank code with generator
matrix

G=[1 a o?. (8.5)

The matrix A has d — 1 = 2 columns, where all elements are free. The matrix
B has one column, which contains one free element a1 and two zero elements,
and we obtain the bound |[M| < 2! = 2.

The information vector of length 1 is (u1). The corresponding code vector is
b= (u1)G = (u1,urc, uya?) = (by, b, b3). From the restriction (8.4) we have
restriction for the information symbol u; = a1; € Fo. Hence, there are two code
words in the restricted code, and the Singleton type bound is reached.
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8.5 Combinatorial block designs

To construct multicomponent subspace codes we will use basis matrices of the
subspaces in reduced row echelon form and rank metric codes with restrictions.
The multicomponent code is a union of subcodes that are called components of
the code. To guarantee a fixed subspace distance between code components, we
will use combinatorial block designs [Hal67].

In combinatorial analysis, one of the problems is: place in a special way some
elements in given sets. The i-th element should appear r; times in the sets
such that the j-th set contains k; elements, and also pairs, triples and other
combinations of elements should appear a fixed number of times. Such placement
is called an incidence structure or tactical configuration. A particular type of
such placements is balanced incomplete block designs. By definition, balanced
incomplete block design is a placement of v different elements in b blocks, such
that every block contains exactly K different elements, every element appears in
r different blocks, and every pair of different elements a;, a; appears in exactly
A blocks. In combinatorics, balanced incomplete block designs can be called
simply block designs or designs. We will mostly use the name combinatorial
block designs.

Given the finite set A = {1,2,...,n} and integers K,r, A > 1, we will build
a design, called 2 B-block, as a set of subsets consisting of K elements from
N. The following conditions should be satisfied: the number r of blocks that
contain ¢ € N does not depend on ¢, and the number X of blocks that contain
different pairs 4, j € A also does not depend on 4, j. Here:

1. m is the number of elements in N\/;

2. b is the number of blocks;

3. r is the number of blocks containing a given element from A/;

4. K is the number of elements in every block;

5. A is the number of blocks that contain a given pair of different elements.

Such designs are defined by parameters (n, K, A), or equivalently by
(n,b,r, K, \). Tt is shown in [Hal67] that these parameters are connected as
follows: bK = vr and (K — 1) = A(v — 1).

Construction of a code with 7 components
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Let K =3, n =17, d. = 2. We construct subspace code will consist of 7
components and will have subspace code distance 2d,, = 4. We use b = 7 blocks
of block design as the following indicators of reduced echelon forms of code

matrices

T
736:

By =

(8.6)

(Every two blocks have in common exactly A = 1 components.)
The corresponding structures of code matrices of 7 components are:

By

By

1
2| —
3

QU =

Oy U W

| E—

1

~N O~

~N Ot N

|
S|

D =N

- W

i

+

1l 1

il

1
T T — P e oo —

o O = O O =

0

1
0

OO coo @92 ocoo

0
0
1
a1

0
0

co g

o O =

OO0 oo SO

ai
as
ag

az
0
0

S
=

o O = o O

O O =

a4
as
a2

a4
ae
as

o

=
=
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where a; denotes free parameters.

Here we used a balanced incomplete block design with parameters n = v =
b=7r =K =3, A =1. The blocks B; of the design above serve as the
indicators for the 7 base matrices for the 7 components. Next, we will fill
columns of matrices with free elements by columns of restricted rank code. This
allows us to construct the required subspace code with subspace distance 4 as a
union of the 7 component codes of cardinalities 256, 16, 1, 16, 2, 4, 2 respectively.

The rank code distance of every component code will be at least d,. = 2, since
we use restricted rank metric mother code with d,, = 2. Hence, the subspace
code distance of every component code will be at least 2d,. = 4. The minimum
subspace distance between components of the code will be 4. As a result, the
multicomponent code has subspace distance 4 and 297 code words, which is
16% more than the cardinality of the first component.

Below we will show code matrices of the first two components of the code.

8.5.1 Matrices of the first and the second components

Matrices of the first component code. In the example above, the first
component of the multicomponent code coincides with the SKK code. Let us
construct a code matrix of the subspace code for a given information vector.
The parameters of the rank code are g =2, d, =2, k=n—d,+1=3-241=
2.
To design the extension field select the primitive polynomial f(\) = A* + X+ 1.
The generator matrix of the rank code is

1 a o?
G_[l a? oz4]

For information vector (ui,us) compute the code vector

(8.7)

g = (u1,u2)G = ((u1 + ug), (w1 + uza?), (u10® + uza)) = (91,92, 93)-
Let the information symbols be u; = «o,us = o?. Then the code vector is
g = (a®,a? a?) and the code matrix is

0

M, =

O~ =
o = O O

1
1
0
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with the transposed matrix
01 1 0
MIf=1{1 110
0 010

Using lifting we obtain the basis of the code subspace as rows of the matrix
Xy =[I3 M{]

10
X, = 10
10

o O =

0 0 0
1 01
010

e

The first component has 28 = 256 code matrices.

Matrices of the second component code. The code parameters and
the generator matrix are the same for all components: ¢ = 2, d, = 2, k =
n—d.-+1=3-24+1=2.

The indicator for the second component is

By=[1 4 5] (8.8)
and the code matrices of the second component have the following structure

1 a1 a2 0 0 a3 ayy
X2 = 0 0 0 1 0 23 A24 y (89)
0 0 0 0 1 azs as4

hence, the structure of a code matrix of the restricted rank code is

a1 0 0
M = @2 00 (8.10)
a1z ag3 ass

a14 A24 Aa34

Here we have 8 free elements a1, a12, 13, @14, @23, G24, 33, a34. Four positions
are filled by zeros as; = 0,a22 = 0,a31 = 0, a3z = 0. These are restrictions. Let
us design all the code matrices and all the allowed information vectors.

We use 1, o, 02, @3 as a basis of the extension field. Transform the second
and the third columns of the matrix into elements g2 and g3 of the extension
field. Using, G, we obtain for information symbols w1, us the following system

of equations
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0-14+0 a+aa?+ayua® =ua+ ua?;
0-140-a+asza?+ a0’ =uia? + usa?,
from which we get

U = a33a11 + a34a12 + a23a13 + a24a14

Ug = a33a10 + a34a11 + a23a11 + a24a12.

We see that four binary elements of the matrix define the information vector
and, hence, the code word. Thus, there are 16 allowed information vectors out of
256 defined by 4 bits ass, as4, ass, az4, which can be considered as 4 information
bits. Three out of the 16 allowed information vectors and corresponding 16

code matrices are listed below.

1. Let ag3 = agq = as3 = as4 = 0. The information vector is all-zero

0 0 0
0 0 O
Mi=19 0 0
0 0 0
2. Let a93 — Q94 — A33 — 070,34 = 1. Then Uy = a12, U = Ozll and

g1 =u +us =1, go = w1« + usa? =0, gs = ur0? + usa* = a3. The
code vector is g = (1 0 o) and the code matrix of the rank code is

My

(=l el el
o o oo
— o O o

3. Let as3 = 1,004 = 1,a33 = 1,a34 = 1. Then u; = a'® + o' + o't +
a2 = a8 uy = ol +a'? + % + ol = a® and g1 = uy + uz = al?,
go = wa + uga® = ab, g5 = uia® + usa* = ab. The code vector is

13 .6

g = (a'? ab a®) and the code matrix

Mg =

= = O
= =0 O
= —_0 O

138



8 Multicomponent codes based on combinatorial block designs

8.6 Decoding a restricted rank code

Let us consider the decoding of the restricted rank code used in the second
component. Since the restricted code is a subcode of the mother rank code, we
can decode the received word by decoding the mother code using any known
decoding algorithm.

Assume the code matrix Mig has been transmitted over a noisy channel that
adds the following noise matrix of rank 1

M, =

== O O
= -0 O
= =0 O

The received corrupted matrix is

SO O
o o oo
o o oo

To start decoding we transform the received matrix to the vector form y = (10 0).
Using the generator matrix (8.3), let us compute a check matrix

hy
H= ho
hs

Since the generator matrix is orthogonal to a check matrix we write GHT = 0

as
h
1 a o? ! 0
( 1 o2 ot ) hy | = < 0 ) (8.11)
h3

and obtain the system of equations for elements of the matrix H
hi + ahs + 042h3 =0, hi+ OéZhQ + Oé4h3 =0. (812)

Setting k1 = 1 we find ho = a? and hsy = a'2.
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The syndrome of the received vector is S = yH”, i.e.,

1

S=(100)[ o | =1 (8.13)
C¥12

Since the syndrome is nonzero we can detect an error during the transmission.
The restricted code has code distance d,, = 2 like the mother code, and can
detect errors but cannot correct them.

8.7 Decoding subspace code

Let us use the following matrix of restricted rank code

Mg =

= O
= —_= 0 O
= =0 O

to build the code matrix X4 of the second component, having the indicator
B=1[145]:

11000 1 1
Xg=[0001011]. (8.14)
0000111

Assume that the rows of the matrix X4 were transmitted as packets via a
network with linear random network coding and the matrix received is

Y = AXyg. (8.15)

Let the matrix A in our example be the singular matrix

101
A=[0 1 0 (8.16)
111
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then the received matrix is

1 0 1 1 100 01 1
Y = AX6 = 01 0 0 001 011 =
1 1 1 000 01 11
110 01 00 (8.17)
0001 011
1101111
Transform the matrix Y to the reduced row echelon form
_ 110 01 00
Y=10 0 01 0 1 1. (8.18)
000 0 OO 0DTUO

The positions of leading elements in the first two rows of the matrix Y allow us
to find two columns of the identity matrix: the first and the forth. The fifth
column can be found using indicators. As a result, we have the positions of
indicators 1,4, 5. Fixing the positions 1,4,5 of the component indicators, allows
us to find the channel matrix A from Y. Let us write A = I + L, where

L =

o O O
o O O

1

0 1. (8.19)
1

The unindexed columns of the matrix ¥ form the matrix A]\Ajm

N 1000
AMig=Mg+LMig=| 0 0 1 1 |. (8.20)
0000

Write the transposed matrices

100
000
M+ ML = 01 0 (8.21)
010
and
000
LT=10 0 0 (8.22)
101
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Transform the matrix M7 into a vector, denoted by (m; mg m3). Multiply the
vector by the matrix LT: (mq ma m3)LT = (m3 0 m3). Write the syndrome
using the unknown ms as

Si=m3(101)[ o | =ms(1+a'?) =masall. (8.23)
a12

Transform the matrix M into the vector y = (1 a® 0) and compute the
syndrome

1
1a%0)| o® | =1+a®=0% (8.24)
ol2
By equating the expressions for the syndrome we obtain msa'! = o2, i.e.,
ms3 = ab. Error in vector form is e = (m3 0 m3) = (a® 0 a%). The transmitted

vector is y + e = (1 +a® a® a®) = (a? a® a®) and corresponding decoded

matrix is

Mg = (8.25)

_ = O
_ -0 O
_= -0 O

The decoding was correct.

Construction of a code with 13 components

Let us use a block design with parameters n=v=0=13,r=K =4, A=1
from Table 1 in [Hal67] to construct a multicomponent subspace code with
subspace distance 2d, = 6, where code binary matrices have size n x r. The
rows of the following table, which are blocks of the code design, will be used as
indicators for 13 components. Here every row and every column has 4 different
positions.

Table of indicators (rows) of 13 components
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11234
1 51617
1 819110
1 11 | 12 | 13
2 ) 8 11
2 6 9 12
2 7 10 13
3 5 9 13
3 6 10 | 11
3 718 12
415 10 12
4 6 8 13
4 7 9 11

As an example let us show structures of code matrices of the second and the
thirteens components of the subspace code.
A code matrix of the second component has the following structure

1 a a a 00 0 a a a a a a
00001 00 a aaaa a
00 00O 01 0 a aaa a a
00 0 0001 aaaa a a

A code matrix of the 13-th component has the following structure

0001 a a 0 a 0 a 0 a a
000 0001 aOwaO0Oa aa
0O 00O O OO0OO0OT1 a0 aa
0O 00O O OOO0OUO0OUO0OT1aa

Symbols a denote free elements. These free positions can be filled by elements
of a code word of the restricted [13,11, 3] rank metric code over the extension
field Faa.

The number of code words in this subspace code with 13 components and
subspace distance 6 is 218 4212426420426 4 94192193 1 94 4 954 93194195 —
266501. Using this multicomponent construction we increase the cardinality of
the first component, which is the SKK code of cardinality 2'® = 262144, by less
than 2%. However, the multicomponent code has 4357 additional code words.
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8.8 Conclusions

We have developed the principles for building multicomponent subspace codes
using combinatorial block designs and rank codes. The required parameters
have been selected in such a way that the minimum subspace distances between
the code components are not less than the code distance of the components.
We have also elaborated the rank codes with restriction, which are required for
the multicomponent codes.
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Problems

9.1 Subgroups

Problem 1.

1.

Find all subgroups of the additive group of the ring Zso. Specify which
subgroups are cyclic and give generator elements for them.

Find the maximal multiplicative group of the ring Zszy and give all sub-
groups of the group.

Solution

1. An operation of addition in additive group of the ring Zsq is the addition

modulo 30. The group is cyclic and consists of elements {0, 1,2, ...,28,29}
with the generator element 1. The order of the group is 30. Orders of
subgroups should divide 30, i.e., the orders are 1, 2, 3, 5, 6, 10, 15, 30.
The subgroup of order 1 consists of one element 0. The subgroup of order 2
(which is cyclic with the generator element 15) consists of elements {0, 15}.
The subgroup of order 3 (which is cyclic with the generator element 10)
consists of elements {0, 10,20}. The subgroup of order 5 (which is cyclic
with the generator element 6) consists of elements {0,6,12,18,24}. The
subgroup of order 6 (which is cyclic with the generator element 5) consists
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of elements {0, 5, 10, 15,20, 25}. The subgroup of order 10 (which is cyclic
with the generator element 3) consists of elements {0, 3,6, 9, 12,15, 20, 25}.
The subgroup of order 15 (which is cyclic with the generator element 2)
consists of elements {0,2,2,4,6,8,10,12, 14, 16, 18, 20, 22, 24, 26, 28}.

An operation of multiplication in the ring Zsq is the multiplication modulo
30. The maximal multiplicative group consists of all elements that are
co-prime with the module 30. These are {1,7,11,13,17,19,23,29}. The
order of the group is 8. The group is not cyclic. Orders of subgroups
should divide 8, i.e., the orders are {1,2,4,8}. The subgroup of order
1 consists of one element 1. There are 3 different subgroups of order 2.
These are: the cyclic subgroup {1,11} with the generator element 11; the
cyclic subgroup {1, 19} with the generator element 19; the cyclic subgroup
{1,29} with the generator element 29. The are 3 different subgroups of
order 4. These are: the cyclic subgroup {1,7,19, 13} with the generator
element 7; the cyclic subgroup {1, 17,19, 23} with the generator element
17; the subgroup {1,11,19,29} (which is the product of two different
subgroups of order 2 with the generator elements 11 and 19).

Problem 2.

1. Find all subgroups of the additive group of the ring Z;9 and specify the

generator elements for the subgroups.

2. Show that the maximal multiplicative group of the ring Z9 is cyclic and

find all the generator elements. Give all subgroups of the group.

Solution
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1. An operation of addition in the additive group of the ring Z9 is the

addition modulo 19. The group is cyclic and consists of the elements
{0,1,2,...,17,18}. A generator element is any nonzero element of the
group. Since the order 19 of the group is prime, there are two subgroups:
the group itself and {0}.

. The operation of multiplication in the ring Z;¢ is the multiplication

modulo 19. The maximal multiplicative group consists of all elements
that are co-prime with the module 19. These are all nonzero elements
{1,2,3,...,17,18}. The order of the group is 18. The order of the sub-
group {18,9,6,3,2,1} divides 18. The maximal group of order 18 is cyclic.
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A generator element is, e.g., 2. Indeed, all 18 powers 2,22,23,...,217 218
are different modulo 18. Other generator elements are 3,10, 13,14, 15.
The subgroup of order 9 is cyclic with the generator element 4. The
subgroup of order 6 is cyclic with the generator element 8. The subgroup
of order 3 is cyclic with the generator element 7. The subgroup of order
2 is cyclic and consists of elements {18,1}. The subgroup of order 1 has
only one element 1.

Problem 3.
Find the greatest common divisor of the polynomials r1(x) and ro(x) in the
ring GF(2)[x].
ri(x) =" + 25 + 2t + 23 +
ro(x) =2t + 212 + 28 + 28 + 25 + 2t + 1.

Solution
r(x) =22+ o+ 1.
Problem 4.
Find the greatest common divisor of the polynomials r1(z) and ro(z) in the
ring GF(2)[x]|, where
ri(z) =20 + 2% + 27 + 28 + 2® + 22+ 1,
ro(z) = 210 + 2 + 2 + 213 + 212 4 2% 4 28 + 2t + 22+ o+ L.
Solution
r(x) =23 + 22 + 1.

9.2 Rank codes

Problem 1.

Consider linearized polynomials r; = az + o*22, 7, = o’z + o822 over
the field GF(2%), generated by the irreducible polynomial 2* + 23 + 1. Find
linearized polynomials 1 4+ 79,71 * 79,79 * 71.

2
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Problem 2.
The check matrix of the rank code of length n = 3 with code distance d = 3
over GF(23) is
2
H— [1 a o« } 7

1 o2 ot

where « is a root of the polynomial ¢(z) = 23+ 2% + 1. Find a generator matrix
of the code.
Let a code word matriz V has been transmitted. Decode the received matrix

0 1 1
Y=V+E=]|1 0 0
1 01

assuming that the error matrix F has rank 1.

Solution

1. Build the table of the field generted by z3 + z2 + 1:

2l o | o | a
2

[0]1=0"| o]
‘1—1—042 ‘ 14+ a+a? ‘ 1+a‘a—|—o¢2 ‘

a P | o |
[0 1 TJafa

2. Find a generator matrix G = [g1 g2 g3 using the equation
GH'™ =0.
Let g1 = 1, then g3 = o, g3 = o?, and
G= [1 ol a4] .

3. Transform the matrix Y into the vector form:

01 1
Y=V+E=|(1 0 O :>y:v+e:[a6 1 043].
1 0 1

4. The error vector of rank 1 can be written as
e—=e; [ul Uo U3] =e U,

where e; € GF(23), u; € GF(2).
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5. Compute the syndrome vector yH ' = (v+e)H' =eH':

yH—r = [so 51] = [a?’ aﬁ]
=e [1~u1 + aug + fus 1
= eq[ry 23]

2. uy + oz?uQ + a4u3}

6. Get the system of equations
a® = ey,

e1 3.

Q
I

Herexlzgza,elz—ozl.

7. Find
xl:a3:1-1+a~0+a2-1:1-u1+a-u2—|—a2~U3.
The error vector is
e:el[ul Uo U3]:1'[1 0 1]:[1 0 1].
The output of decoding is the code vector
V:y—i-e:[aﬁ—i—l 140 a4+a3+1]:[a4 1 a}.

Problem 3.
The check matrix of the rank code of length n = 3 with code distance d = 3
over GF(23) is
1 a o
H = [1 Oé2 044:| )

where « is a root of the polynomial p(z) = 2® + 2%+ 1. Find a generator matrix
of the code.

A code vector v has been transmitted. Decode y = v +e = [a5 0 oz6]
assuming that rank af the error vector e is 1.

Solution

1. Build the table of the field generated by z3 + =2 + 1:

2l o | o | a
2

0]1=a"|a]
‘1—|—a2 ‘ 1+ a+a? ‘ 1+a‘a+a2 ‘

a P | o |
[0 1 Tfafa
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2. Find a generator matrix G = [g1 g2 g3 using the equation
GH' =0.
Let g1 = 1, then g3 = o, g3 = o?, and
G= [1 o’ a4] .
3. Write the error vector of rank 1 as
e=e¢; [ul Uo Ug] =e U,

where e; € GF(23), u; € GF(2).

4. Compute the syndrome yH' = (v+e)H' ==eH ':
yHT = [so 51] = [1 046]

=€ [l-ul + aus + «
= e[z 23).

2us 12wy + oPus + a4u3]

5. We obtain the system of equations

1 = €17y,
ab = el
Here 1 = & =ab, e = 52 = ¢
S0 Tl
6. Find

a:1:a6=1-O+a-1+a2-1=1~u1+au2+aQU3.

The error vector is
e=¢ [ul U2 u?,] :a[O 1 1} = [0 a 00[}.
The output of the decoder is the code vector

V:y+e:[a5+0 0+« a6+a]:[a5 @ ag].
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Problem 4.
The check matrix of the rank code of length n = 3 with code distance d = 3
over GF(23) is
1 a o
H = |:1 042 014:| ’

where « is a root of the polynomial ¢(z) = 23 + 2%+ 1. Find a generator matrix
of the code.

A code vector v has been transmitted.
Decode y =v+e = [a3 1 O] assuming that the rank of error vector e is 1.

Solution
1. Build the table of the field generated by z3 + 2 + 1:

‘O‘lzao‘a‘

o2 3 4 5 | af
o] 1 Jafe?

| o | o' | o a® |
‘1+a2‘1+a+a2‘1+a‘a+a2"

2. Find a generator matrix G = [gl g2 gg] using the equation
GH' =0.
Let g; = 1, then g5 = a3, g3 = o*, and
G= [1 al a4] .
3. The error vector of rank 1 write as
e=¢ [ul Uo U3] =e U,

where e; € GF(23), u; € GF(2).

4. Compute the syndrome yH' = (v+e)H' =eH":

yHT = [so 51] = [1 a6]
=e1 [l u1+auy +«
= e[z 23]

2us 12 ug + aPus + a4u‘3}

5. Obtain the system of equations

I = eu,
ab = el
Here 21 = & =af, ey = &2 = ¢
o] 1

151



9 Problems

6. Find

T :Oée':1‘0+Oé'1+042'].:1‘U1+CK1L2+042’U,3.
The error vector is
e=e¢ [u1 Uo ug] :a[O 1 1} = [0 « Oa}.
The output of the decoder is the code vector

V:y—|—e:[a5+0 0+« a6+a]:[a5 o a2].

9.3 g-cyclic codes

Problem 1.

Let ¢ =2, m = 3. Consider the ring of linearized polynomials over the field
F,m = Fs. Let a be a primitive element of the field that satisfies a3 + a+1 = 0.

Let us write the binomial 2% — z as 27 — z = H, ® Gy, where Hy(z) =
29+ az, Gi(z) = 29 + a9 + abz. Factorize the binomial 21/ — z as follows

g =@ —2)® @’ —2)® (27 —2)® (27 — )
=HeoGIH GIoH G ® H ®G)
=HiGIOHIGIH 9 HL G ®Gy
=H®G,

where

H=H ®G ®H ©G ® H ® Hy,
G=0G,2G =29 +az? +27 +aPri+asz.

Build a g-cyclic code of length 12, then a 3-shortened g¢-cyclic code. Using
this code build a 6-shortened g-cyclic code that is also a pseudo-cyclic code.

Solution
Let us build a g-cyclic code of length 4m = 12 using the polynomial G(x). A
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generator matrix of the code is as follows

a® a® 1 a 1 o 0O O 0 0 0 0

0 &> &> 1 &> 1 0 0 0 0 0 O

0 0 a% o5 1 o* 1 0 0 0 0 O

G- 0 0 0 & o« 1 o 1 0 0 0 O
o 0 0 0 0 o> o®* 1 o2 1 0 0 0

0 0 0 0 0 o a8 1 o* 1 0 0

0 0 0 0 0 0 o a® 1 a 1 0

0 0 0 0 0 0 0 o > 1 % 1

By deleting the last three rows and the last three columns in the matrix G we
obtain a generator matrix Gy of 3-shortened ¢-cyclic code of length 3m = 9:

a®a® 1 a 1 00 00
0 a®a®> 1 a> 1 000
Gi= 0 0 a®a% 1 a*1 0 0
0 0 0a®a®1 aloO
0 0 0 0 a®a®1a?1l

This code is also a pseudo-g-cyclic code of length 3m = 9, generated by the
same polynomial G(x) in the factor-ring L., (f1(x))[z] = R[]/ f1(x), where

fl@) = (@7-2)@ @ —2) 0 (27 1)
= g6 40 g,

By deleting the last three rows and the last three columns in the matrix Gy we
obtain a generator matrix G of a 6-shortened g-cyclic code of length 6:

G_a5a51a10
2700 o a1 a2 1)

This code is also a pseudo-g-cyclic code of length 2m = 6, generated by the
same polynomial G(x) in the factor-ring L., (f2(x))[z] = Ry [z]/ f2(x), where

folz) = (@ —2)® @ —x)
= zl0 4z

This code is a g-cyclic code of length 6. In this problem, we analyzed sm-
shortened g-cyclic codes for ¢ =2, m =3, s =4, s = 1,2. However, if the
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shortening is not a multiple of m, then we can not obtain shortened cyclic or
pseudo-g-cyclic codes. Remark. Consider, e.g., an 8-shortened g-cyclic code of
length 5 and dimension 1. It has a generator matrix

G3=(0a" & 1 a 1).

This code of length 5 is neither a g-cyclic nor a pseudo-g-cyclic code.

9.4 Fast decoding algorithms

Problem 1.
The check matrix of a rank code is

a o2 of o8 alb 32 o84

a2 ot o alf o032 %
H, = ot ad ol a2 % 4 a2 |

o8 al® a32 o o o ot

where « is a root of an irreducible polynomial of degree 7.
Let the received matrix be

~
Il
T = e T = S S
== = = O
= e e e
e N o S SO SN
= e e e e
= e e e e
[ = i ST

Find the error matrix and the transmitted matrix assuming that the rank of
the error matrix is at most 2.
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9.5 Symmetric rank codes

Problem 1.
Find symmetric matrices that generate the fields For and Fos.

9.6 Rank codes in network coding

Problem 1.
A subspace code X is defined by the set of base matrices

X={X:X=[1, M},

where I,, is the identity matrix of order n, and M is an n X m matrix of a
matrix code M with a rank distance d. Find the subspace distance of the code
X.

9.7 Codes based on combinatorial block designs

Problem 1.

Let the parameters of the block design be v =9, n=b=12, r =4, K =
3, A = 1. The ¢-th row of Table 9.1 gives indicators of the i-th component of
the code. Design these 12 components and find their cardinalities.
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Table 9.1: Table of indicators of 12 components

1123
415 |6
7189
1 4 7
2 5 8
3 6 9
1 5 9
2 6 |7
3| 4 8
1 6 8
2 4 9
3 5 7

Problem 2.
Let the parameters of the block design ben=v=0=13,r =K =4, A= 1.
The i-th row of Table 9.2 gives indicators of the i-th component of the code.

Table 9.2: Table of indicators of 13 components

1(12]3)|4
1 5|16 |7
1 819 | 10
1 11 | 12 | 13
2 5 8 11
2 [§ 9 12
2 7 10 13
3 5 9 13
3 [§ 10 | 11
3 7|8 12
415 10 12
4 6 8 13
4 7 9 11

Design these 13 components and find their cardinalities.
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Epilogue

This monograph presents the main results related to rank metric codes, obtained
so far by the author of the book and by other authors. It is shown that rank
codes can be successfully applied in multichannel communication systems, in
network coding and for information protection against unauthorized use. The
work of the following authors deserves special attention: Kotter (Germany),
Kschischang (Canada), and Silva (Brazil). Their joint works [KK08], [SKKO§]
in 2007-2008 created new subspace codes for random network coding. They use
the so-called lifting principle, where an identity matrix is concatenated with a
matrix of a rank code as if the former matrix had lifted the letter up. Because
of this principle, these codes are sometimes called lifted codes. The merit of
creating these new codes, which are characterized by high cardinality, belongs
entirely to these three authors. Following these authors, the works of Bossert
and Gabidulin [GBO08], [GB09] increased the power of these codes and brought
them to the upper limit. Over a series of papers, these authors introduced and
elaborated the concept of subspace multicomponent codes. Here, these results
are presented.

The theory of rank codes is developing successfully. New designs are being
created. The constructions of Kshevetskiy-Gabidulin [KG05] are among them.
New rank codes have been published by Irish scientist Sheekey [Shel6]. Research
in this area is being carried out in Germany, Turkey, Switzerland and other
countries. It is generally agreed that the new codes can be used in cryptosystems
to increase security.

The development of rank coding theory is also reflected in a series of papers
by Sidorenko with coauthors [SIJB11], [LSS14], where the new codes are called
interleaved rank metric codes. They improve the correcting ability of Gabidulin
codes.
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