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Abstract—The recent trend of Industry 4.0 promotes the
concepts of “’industrial internet and digital factory”, which
requires the transformation of local industrial networks, as well
as wide area networks carrying industrial traffic. Softwarized
network architectures, i.e., Software Defined Networking (SDN)
and Network Function Virtualization (NFV), can aid this transi-
tion by providing a fine grained network traffic control and high
degree of programmability, with open standards and protocol
stack. While first studies and prototypes have demonstrated the
feasibility of SDN/NFV based networks, a comprehensive study
of dependability of softwarized networks is still missing in state
of the art literature. Recent studies on reliability in softwarzed
network have focused mainly on the network failures, while
the reliability of software functions has been widely overlooked
or oversimplified. OQur research aims to close this gap, by
providing the contribution in three following areas: i) Evaluation
and forecasting of the reliability of control plane functions, ii)
Characterization of failure dynamics between control and data
plane, and iii) Design of robust wide area networks in the
presence of software and network failures.

I. RESEARCH OVERVIEW

The recent trends of Industry 4.0, including Cyber Physical
Systems (CPS) and Internet of Things (IoT), require high
degree of automation of industrial systems, their tighter cou-
pling and an efficient coordination. Industrial communication
networks, which in the past have been developed as closed
systems, rely on the proprietary protocol stacks, are not yet
prepared for a seamless integration, due to the the lack of
mechanisms for automated and secure exchange of informa-
tion. Furthermore, the existing wide area networks have been
tailored for the human-centric communication, and are not
optimized for the M2M traffic requirements.

The recent concepts of network softwarization, i.e., Soft-
ware Defined Networking (SDN) and Network Function Vir-
tualization (NFV), enable a fine grained per-flow QoS control
and high degree of programmability with open and extendible
protocol stack. With SDN, the distributed control plane logic
of forwarding devices, i.e., switches and routers, is moved
to a software entity called SDN controller, effectively de-
coupling the control plane (e.g., path computation and traffic
engineering) from data plane functions (i.e., switching). In
NFV higher layer network functions, such as firewalls or
intrusion detection systems, which are traditionally imple-
mented in a specialized hardware, are replaced with modular
software components deployed on commodity hardware. Such
modular network functions can be further chained to provide

fine grained traffic control, offering much greater flexibility.
First field trials have shown the feasibility of the SDN/NFV
based networks in operational industrial environment [[1]. The
contemporary performance evaluations typically focus on the
scalability and response times, while the reliability, which is
the key requirement for the wide spread adoption in industrial
domains is overlooked or oversimplified. We aim to close this
gap by providing answers to the following research questions:
« RQ1: Forecasting and evaluation of the reliability of con-
trol and management functions in softwarized networks
o RQ2: Characterization of failure dynamics between con-
trol and data plane in softwarized networks
e RQ3: Design of robust wide area networks in the pres-
ence of software and network failures

The rest of the paper is organized as following. Section II
presents a brief summary of related work. In Section III we
define the research problems, describe the proposed solution
and present our contributions, open research questions and
threats to validity, as well as the the status and planned timeline
for the remainder of the PhD thesis. Section IV concludes
the paper with summary of the presented ideas and expected
impact for the software reliability community.

II. RELATED WORKS

In this section we present a brief overview of the relevant
studies on dependability of softwarized networks.

Dependability of control plane elements: The existing
studies in the state of the art literature [2]-[6] provided first
insights on the control plane dependability. Majority of these
studies model the controller reliability based on the similar
systems, rather than empirical data from real life deploy-
ments or tesbed measurements, which led to some overly
simplifying assumptions, such as the perfect synchronization
between distributed controller replicas. Ros et al. [2] model
the controller reliability as a static random Weibull variable,
while the studies in [3]], [4] treat software failures as a Poisson
process. Impact of the controller workload on software failure
rate was studied by Longo et al. [5], which is modelled with
phase-type distribution. Sakic et al. [7]] provide a more realistic
model of RAFT consensus algorithms under different failure
modes, complementing it with the measurements from an
OpenDaylight testbed, showing that maintaining the consis-
tency between distributed control plane elements is indeed a
challenge. Another important deployment aspect that is not



addressed by the existing studies, is that the controller is
needed only while serving a request, e.g., planning of the
path for unknown packets. The arrival and serving rates of
the particular service have a detrimental impact on the user
perceived service availability [8]. Our goal is i) to provide
models to evaluate and forecast the risk of the controller
software outages and ii) a framework to characterize the
impact of control plane outages on data plane services based
on real controller platforms and realistic use case scenarios.

Design of reliable softwarized networks: Design and
optimization problems in the context of softwarized networks
combine several NP-hard problems, e.g., facility location prob-
lem, generalized assignment problem, knapsack, etc [9]. Dif-
ferent techniques for solving such combinatorial optimization
problems have been proposed, such as Integer Linear Program-
ming, greedy heuristic, meta-heuristic (e.g., Pareto Simulated
Annealing), and game theory [10]-[12]. The main drawback of
state of the art approaches to QoS-aware design of softwarized
networks is that they either ignore completely or offer a very
limited support for service availability differentiation. Our
goal is to propose a comprehensive service availability model
including software, hardware and network failures, as well
as the adaptive service availability-aware network design and
optimization strategies.

IITI. RESEARCH QUESTIONS

A. Reliability of control plane elements (RQI)

1) Problem definition: In softwarized networks the critical
control plane tasks, e.g., network monitoring, route planning,
installation of the flow rules, are outsourced to a software,
i.e., SDN controller. The SDN controller assumes the role of
network operating system, providing an integrated interface
towards diverse set of networks and forwarding devices. The
heterogeneity of the services and the speed of evolution of
SDN controllers lead them be rather complex software com-
ponents, which are inherently prone to bugs. The triggering
of controller bugs can have catastrophic consequences for
operational networks, as documented in post-mortem reports in
SDN-based Google networks [13]. Despite the ubiquity of the
software failure, the state-of-the art literature is still missing
the models to accurately evaluate and estimate the risk of the
software failures for operational SDN controllers.

2) Methodology and proposed solution: Software Relia-
bility Growth Modelling (SRGM) is a statistical framework,
used to model, evaluate and predict the reliability of the
software components in the operational environment, based on
the bug manifestation reports from the testing phase [[14]. We
leverage the fact that the majority of today’s commercial SDN
controllers is based on the open source platforms, ONOS and
OpenDaylight, whose bug repositories are publicly available,
and contain all the information required by SRGM. Once the
best model to describe the stochastic behaviour of bug mani-
festation and bug removal processes is found and parametrized,
it can be used to estimate how the software reliability metrics,
such as the residual bug content, the expected failure intensity

and conditional software reliability, change over time as the
software matures.

3) Status and contributions: The results on the assessment
of software maturity of SDN controllers with SRGM was
published in an article [[15], extending the results of the
conference paper [16]. Our contribution presented in these
studies can be summarized in the following:

o Data collection and preprocessing: We gather the em-
pirical data from bug repositories of the two largest
open source SDN platforms, and provide the high level
statistics, e.g., fault densities, and distributions of the
times to detect and resolve a bug.

o Model selection (1): We find the best SRGM to describe
the bug detection processes. We have found that all 3-
parameter S-shaped models provide a good approxima-
tion of stochastic behaviour of bug detection.

o Model selection (2): We also show that the bug resolution
process for the first releases of ONOS controller can
be described well with combination of the simple Non-
Homogeneous Poisson Process (NHPP) models. More
recent releases showed anomalies, e.g., sudden changes
in debugging effort, that require more complex models,
whose parameters are difficult to estimate in compara-
tively small data sets.

« Evaluation of controller software reliability: We used
these stochastic models to estimate the optimal software
release and software adoption time based on reliability
and cost criteria, which is a well known application of
SRGM framework. We show that at day of the official
release of the recent ONOS controller, the residual bug
content and failure intensity were relatively high, and that
in order to achieve the reliability of 0.90 the software
adoption time had to be postponed 4 months.

« Early prediction of software reliability: We propose
the novel approach to improve the accuracy of early
prediction of SRGM model parameters, based on the ex-
trapolation of the behaviour of the consecutive controller
releases.

o Software maturity metrics: We propose the software
maturity metric, which is a scaled version of the expected
software failure intensity. The proposed software maturity
metrics can be used for the comparison of two alternative
controller solutions, when the software reliability is the
main criteria.

4) Open research questions: The parametric SRGM models
have the problem of prediction accuracy in the early phase
of the software life cycle. However, predicting the software
reliability parameters at the end of the software lifecycle does
not have much practical value. We foresee that the further
research on improving the early predictability of the SRGM
considering the non-parametric methods, e.g. artificial neural
networks is an interesting research direction.

5) Threats to validity: The model parameters are derived
from the empirical data found in the public issue trackers.
However, the completeness and accuracy of such public repos-
itory is not guaranteed. The second limitation comes from the



inherent assumptions of SRGM, which assume independent
times between the consecutive fault reports, and that every
undetected fault contributes the same to the fault manifestation
rate, in order to obtain analytically tractable results.

B. Failure dynamics between control and data plane (RQ2)

1) Problem definition: In softwarized networks, the simple
redundancy of the control plane elements is not an efficient
way to improve the reliability of the control plane, as it can
only provide the environmental diversity counteracting some
of the transient failures, while deterministic failures, such as
error in the path computation module are shared between the
replicas. Different failure modes of the SDN controllers occur
different frequencies, have different recovery times, as well
as different impact on the network applications and services
provided and end users.

Our goal is to provide a comprehensive study of the failure
dynamics between control and data plane in SDN, taking
into account realistic interaction between controller and the
services, as well as the more accurate model parameters based
on the empirical data and testbed measurements.

2) Methodology and proposed solution: We have modelled
the dynamics between the controller and network applications
and services in the formalism of Stochastic Reward Nets
(SRN). SRN are a stochastic extension of Petri Nets, and
represent a powerful tool for dependability modelling [17]. In
SRN modelling framework, the combination of markings in
the places represents model states, the system state is changed
upon the firing of the activities, and every state is associated
with the corresponding reward. For simpler small size prob-
lems with Poisson and instantaneous transitions closed form
solution can be derived. The large problem instances with
general transition time distributions are solved using numerical
approximations or discrete event simulation.

The parameters of the models will be derived from the
empirical data, e.g., failure rates and impact on the controller
downtimes, as well as the testbed measurements. The models
of interaction between the controller, its environment and
services will be derived from the real flow charts and sequence
diagrams.

3) Status and contributions: The first concept on char-
acterization of failure dynamics in SDN was presented in
the conference paper [18]]. The proposed model captured
the effects of software reliability growth, software ageing,
different software failure modes, as well as the external failures
of the operating system (OS) and the computing hardware
(HW), which have not been considered so far in the state-of-
the art literature. We presented a case study to demonstrate the
impact of different failure modes on the controller availability.
Current contributions can be summarized in the following:

o We have shown that a single controller instance is not
sufficient to achieve the availability of ”5-nines”. The
analysis of the downtime distribution has shown that
more than 80% of the failures have a downtime below
10 minutes, and the median is 3.6 minutes.

e The study has shown big differences in the frequency
and the impact on downtime of the different failure
modes considered in the model. We have observed that
the software accounts for 84% of all the failures, but
contribute to only one third of the controller’s downtime.

o Sensitivity analysis has been performed to identify the
most critical controller parameters w.r.t. its availability.
We identified the hardware repair rate and the controller
reload (the longest software recovery) to be the most
important parameters, followed by the hardware failure
and software ageing failure rates.

o Software ageing has been identified as one of the most
important, and yet most uncertain factor in the con-
troller’s availability. We have studied how the relationship
between the ageing rate and software ageing failures
influences the impact factor of the ageing, and show in
which operational range it has a non-negligible impact
on software reliability.

Further extensions of this model are planned, to account
for the imperfect synchronization process between controller
replicas, and model the services with different arrival and
serving rates. Once the models of the control plane and
its services are finalized, we plan to perform a case study
based the actual SDN controllers. The models will be used to
compare different control plane designs, as well as to evaluate
relevant dependability metrics, such as user perceived service
availability and reliability.

4) Open research questions: The main challenge we faced
has been the time consuming classification of the bug reports,
which also requires profound expert knowledge to infer the
problem nature, root cause or the resolution strategy based on
the scarce free text descriptions. At the moment of writing,
more than 7k bugs from development and deployment phase
are recorded in the OpenDaylight bug repository. The recent
study [19] has prosed an alternative approach for an automatic
classification and the knowledge extraction from network
incident reports based on Natural Language Processing (NLP).

5) Threats to validity: The threats to validity of the pro-
posed approach are the reliability of estimated model pa-
rameters, selected level of model abstraction, as well as the
representativeness of the use case scenarios.

C. Design of the robust wide area softwarized networks (RQ3)

1) Motivation and problem definition: The traffic between
geo-distributed industrial sites typically operates over the com-
mercial wide area networks, which provide the probabilistic
guarantees on minimum guaranteed bit rate, maximum delay
and connection availability, formalized in terms of Service
Level Agreements (SLA). The existing work focused on bit
rate and delay, while service availability in the context of
wide area networks received little attention. The goal of this
study is to devise adaptive service availability-aware resource
management strategies for the fair coexistence of industrial
and human-centric traffic.

2) Methodology and proposed solution: Our proposed solu-
tion consists of three steps. First we propose a comprehensive



SLA model for softwarized networks, including software,
hardware and network failures. Then we propose a set of
tunable heuristic algorithms that have a very good performance
in a limited problem subspace. Finally, we design machine
learning approach based on ensemble learning techniques
for an automated configuration and selection of low level
heuristics, to ensure the adaptive resource management.

3) Status and contributions: The first concept of QoS-
driven network design reducing expenditures in softwarized
wide area networks was presented in [20]]. The service avail-
ability model accounting for the failures of network function
software, supporting hardware, as well as the failures of un-
derlying communication network. Two QoS-aware placement
strategies are presented, an optimal solution based on the
Integer Linear Programming (ILP) and an efficient heuristic to
obtain near optimal solution for a particular case of German
core network. The next study will focus on design and
evaluation of machine learning based service composition in
the context of softwarized networks.

D. Proposed timeline

The student is currently finishing the third year of her
PhD studies. The study on reliability assessment of control
plane elements (RQ1) was completed in March 2018 [15],
[16]. The concept and models for characterization of failure
dynamics between control and data plane (RQ2) have been
presented in [18]], and the final evaluation is expected by the
end of 2018. The first results of strategies for network design
and optimization of wide area softwarized networks (RQ3)
have been published in [20]. The further development and
extensions are planned for the first half of 2019. Submission
of the dissertation and a defence is expected in the second half
of 2019.

IV. CONCLUSIONS

Network softwarization is the necessary step in the evo-
Iution towards the next generation industrial networks, and
dependability is the key feature for the industrial applications.
Hence, it is of the utmost importance to develop the framework
to accurately estimate the dependability of all of layers in
softwarized networks. The main goal of this thesis is to
advance the state of the art understanding of dependability
of softwarized networks for industrial applications. However,
“network in a software” is not just a novel use case for the
software reliability community, but it also opens several new
research questions: i) how to improve the early predictability
of software reliability, ii) how to automate the classification
and analyze the large corpus of software bugs with a network
domain specific vocabulary and iii) how to model the interplay
between the physical and software network components.
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