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Abstract

Quantum information theory is a new field that has a strong impact on both quantum
computing and the laws of quantum mechanics. It unifies information theory with
quantum mechanics, generalizing classical information theory to the quantum world.
This dissertation analyzes quantum channels which are subject to multiple attacks at
the same time.

The first part of this work describes quantum compound wiretap channels. A quan-
tum compound wiretap channel is defined as a pair of double indexed finite set of
density operators. The first family represents the communication link to the legiti-
mate receiver while the output of the latter is under control of the wiretapper. In the
model of classical compound quantum wiretapper channel, the receiver uses classical
channels while the wiretapper uses classical-quantum channels. In the model of clas-
sical quantum compound wiretapper channel, the receiver and the wiretapper both use
classical-quantum channels.

In the first part of this dissertation the secrecy capacity of the compound channel
with quantum wiretapper and with channel state information at the transmitter and
the secrecy capacity of the compound classical-quantum wiretap channel with channel
state information at the encoder are determined. A lower bound on the secrecy capacity
of compound channel with quantum wiretapper and without channel state information
is delivered as well. The set of the states may be finite or infinite.

These results are used to derive a lower bound on the entanglement generating
capacity for the compound quantum channels and the entanglement generating capacity
of the compound quantum channels with channel state information at the encoder.

The second part of this work is on quantum arbitrarily varying wiretap channels.
The model of quantum arbitrarily varying wiretap channel is subject to two attacks at
the same time: one passive (eavesdropping), and one active (jamming).

The Ahlswede dichotomy for arbitrarily varying classical-quantum wiretap chan-
nels is established. According to this dichotomy, either the deterministic secrecy ca-
pacity of the channel is zero or it equals its randomness-assisted secrecy capacity. An
example is given in which the deterministic secrecy capacity of an arbitrarily vary-
ing classical-quantum wiretap channel is not equal to its randomness-assisted secrecy
capacity. Thus both cases of the Ahlswede dichotomy for arbitrarily varying classical-
quantum wiretap channels actually occur.

A phenomenon called “super-activation” is a direct consequence of the Ahlswede
dichotomy for arbitrarily varying classical-quantum wiretap channels, i.e., two arbi-
trarily varying classical-quantum wiretap channels, both with zero deterministic se-
crecy capacity, if used together allow perfect secure transmission. The sufficient and
necessary conditions for the continuity and for the occurrence of super-activation are
given.

Furthermore, in the second part of this dissertation the secrecy capacity of these
channels when the sender and the receiver use various resources is analyzed. It turns
out that randomness, common randomness, and correlation are very helpful resources
for achieving a positive secrecy capacity. The secrecy capacity under common ran-
domness assisted coding of arbitrarily varying classical-quantum wiretap channels is
given. The determination of the capacity formula follows ideas of [16] and [65] in
the classical cases. This entails: At first considering a mixed channel model which
is compound from the sender to the legitimate receiver and varies arbitrarily from the
sender to the eavesdropper. Together with Ahlswede dichotomy, this secrecy capacity
formula yields the formula for deterministic secrecy capacity of the arbitrarily vary-



ing classical-quantum wiretap channel and hence a full description of the arbitrarily
varying classical-quantum wiretap channels.

An application of this secrecy capacity formula is the conditions under which the
secrecy capacity is a continuous function of system parameters. In other words, when
small variations in the underlying model change dramatically the effect of the jammer’s
actions and when not. Sharing resource is very helpful for the channel stability in the
sense that it provides continuity of secrecy capacities.

The strong code concept closes the loop for secrecy capacity of arbitrarily vary-
ing classical-quantum wiretap channels. The strategy for robustness and secrecy is to
build a two-part code word, which consists of a deterministic secure code word and
a common randomness assisted secure code word. The first part is used to create the
common randomness for the sender and the legal receiver, and the second part is used
to transmit the message to the legal receiver. To determinate the capacity formula un-
der strong code concept the secrecy capacity of a mixed channel model for arbitrarily
varying wiretap channels is delivered. Here the wiretap channels are quantum channels
while the legal transmission channels are classical channels. The strong code concept
grants entire security.
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1 Introduction

In the last few years the developments in modern communication systems produced
many results in a short amount of time. Quantum communication systems especially,
allow us to exploit new possibilities while at the same time imposing fundamental
limitations.

In this realm, a particle is described by its state, encompassing all of the information
such as position, polarization, spin, or momentum. Laws of quantum mechanics often
make fundamental distinctions between quantum information theory and that of the
classical. The unit of quantum information is called the “qubit”, the quantum analogue
of the classical “bit”. Unlike a bit, which is either “0” or 717, a qubit can be in a



6 1 INTRODUCTION

“superposition”, i.e. both states at the same time. This is a fundamental tool in quantum
information and computing.

A quantum channel is a communication channel which can transmit quantum in-
formation. In general, there are two ways to represent a quantum channel with linear
algebraic tools (cf. e.g. Section 3.4), either as a sum of several transformations, or as a
single unitary transformation which explicitly includes the unobserved environment.

Quantum channels can transmit both classical and quantum information. We con-
sider the capacity of quantum channels carrying classical information. This is equiv-
alent to considering the capacity of classical-quantum channels, where the classical-
quantum channels are quantum channels whose sender’s inputs are classical variables.
The classical capacity of quantum channels has been determined in [42], [57], and [58].

Quantum information processing systems provide huge theoretical advantages over
their classical counterparts. One of the most prominent ones being secure quantum
information transmission using quantum key distributions (see [14] and [13] for two
well-known examples). Good one-shot results for quantum channels with a wiretapper
who is limited in his actions have been obtained.

However, our goal is to have a more general theory for channel robustness and se-
curity in quantum information theory, where message transmission is secure against
every possible kind of jamming and eavesdropping. Channel robustness and security
are two very desirable features for an information processing system, since many mod-
ern communication systems are often not perfect, but are vulnerable to jamming and
eavesdropping. Furthermore, we are interested in asymptotic behavior of secret com-
munication where we deliver a large volume of messages by many channel uses.

Therefore, we consider a new paradigm for the design of quantum channel sys-
tems, which is referred to as embedded security. Instead of the standard approach in
secret communication, where a successful transmission of messages is ensured before
the implementation of a cryptographic protocol, here, we embed protocols with a guar-
anteed security right from the start into the physical layer, which is the bottom layer
of the model of communication systems. This concept covers both secure message
transmission and secure key generation.

Since we allow every possible kind of eavesdropping, we use the Holevo x quan-
tity, also simply referred to as the Holevo quantity, as our security criterion (cf. (9)).
According to [42] and [58] the wiretapper can never obtain more information asymp-
totically than the Holevo x quantity, no matter which strategy the wiretapper uses.
Another widely used security criterion is the variational distance between pp% and
pA%. Here pZ is the joint probability describing the sender’s random variable and
the wiretapper’s random variable. p and p? are the marginal probabilities describing
the sender’s random variable and the wiretapper’s random variable, respectively. The
Holevo x quantity using a strong condition for the security criterion (c.f. Remark 2.23)
is stronger than the variational distance between p“p? and p“Z in the sense that if the
Holevo x quantity between p“ and the wiretap channel’s output (using strong condi-
tion) goes to zero, then the variational distance between pp? and pA% goes to zero as
well (cf. [35] and [22]).

This work concentrates on the secure message transmission of two quantum chan-
nel models: the model of compound wiretap channel and the model of arbitrarily vary-
ing wiretap channel.

Our first goal is to analyze information transmission over a set of indexed channels,
which is called a compound channel. The indices are referred to as channel states.



Only one channel in this set is actually used for the information transmission, but the
users cannot control which channel in the set will be used.

The compound channel describes channel uncertainty. We envision a communica-
tion scenario as follows. The sender and the receiver use a fiber-optic cable for mes-
sage transmission. Here we assume that the transmitters can, using powerful shielding,
gather perfect protection against any environment’s interference. However due to mea-
surement inaccuracy they do not have the full information about the actual parameters
of the fiber-optic cable. The only knowledge that can be assumed is that these pa-
rameters take place in a known set. The task for the transmitters is to build a robust
code which works despite the measurement inaccuracies. The capacity of the classical
compound channel was determined in [19].

A quantum channel with channel uncertainty is called a compound quantum chan-
nel. The classical capacity of the compound quantum channel was determined in [15],
[40], and [51].

In the model of a wiretap channel, we consider communication with security. This
was first introduced in [68] for classical channels (in this work we consider a security
criterion which is stronger than the security criterion used in[68], cf. Remark 2.23).
The relation between the different security criteria is discussed, e.g. in [22] with some
generality and in [65] with respect to arbitrarily varying channels.

A quantum wiretap channel is described by a map /N which maps the set of den-
sity operators on a system G to the set of density operators on a composite system
G™®3. Here, G* is the the system of the sender, G is the system observed by the legal
receiver, and G is the system observed by the wiretapper. A classical-quantum chan-
nel with an eavesdropper is called a classical-quantum wiretap channel. The secrecy
capacity of classical-quantum wiretap channel has been determined in [34] and [31].

A compound channel with an eavesdropper is called a compound wiretap channel.
The transmitters have to solve two main problems. First, the message (a secret key
or a secure message) has to be encoded robustly, i.e. such that the legal receiver can
be decoded the message correctly despite channel uncertainty. Secondly, the message
has to be encoded in such a way that the wiretapper’s knowledge of the transmitted
classical message can be kept arbitrarily small.

We define a compound wiretap channel as a family of pairs of channels {(W,, V;) :
t =1,...,T} with a common input alphabet and possibly different output alphabets,
connecting a sender with two receivers, a legal one and a wiretapper, where ¢ stands for
the state of the channel pair (W, V). The legitimate receiver accesses the output of the
first channel W, in the pair (W¢, V), while the wiretapper observes the output of the
second part V, in the pair (W, V;), where a state ¢ governs the channel. A code for the
channel conveys information to the legal receiver such that the wiretapper’s knowledge
of the transmitted information can be kept arbitrarily small. This is a generalization
of Wyner’s classical wiretap channel (cf. [68]) to a case of multiple channel states. In
[68], the author required that the wiretapper cannot detect the message using a weak
security criterion (cf. Remark 2.23). For the achievable secrecy rate, we use the worst-
case interpretation, i.e. we consider that the general secrecy rate is upper bounded by
the secrecy rate when the destination has the worst channel state.

We deal with two communication scenarios. In the first one, only the sender is
informed about the index ¢, or in other words, has CSI, where CSI is an abbreviation
for “channel state information”. In the second scenario, neither sender nor receiver has
any information about that index at all.

The classical compound wiretap channels were introduced in [47]. A lower bound
on the classical secrecy capacity was obtained under the condition that the sender does
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not have CSI. In [47], the authors required that the receiver’s average error goes to
zero and that the wiretapper is not able to detect the message, with respect to the same
security criterion as in [68]. The result of [47] was improved in [18] by using a stronger
condition for the limit of the legitimate receiver’s error, i.e. the maximal error should
go to zero, as well as a stronger condition for the security criterion (c.f. Remark 2.23).
Furthermore, the secrecy capacity was determined for the case in which the sender had
CSIL

In this work, we analyze two variants of compound wiretap quantum channels. The
first variant is called the classical compound channel with quantum wiretapper. In this
channel model, we assume that the wiretap channels are quantum channels, while the
legal transmission channels are classical channels. The second variant is called the
compound classical-quantum wiretap channel. In this channel model, we assume that
both families of channels are quantum channels, while the sender transmits classical
information.

Our results are summarized as follows. Under the condition that the sender has
knowledge about the CSI, the secrecy capacity for these two channel models is de-
rived. Additionally, when the sender does not have any knowledge about the CSI, we
determine the secrecy capacity of the compound classical-quantum wiretap channel,
and give a lower bound for the secrecy capacity of the classical compound channel
with quantum wiretapper.

The determination of entanglement generating capacity is an application of the re-
sults on quantum channels. This capacity describes the maximal amount of entangle-
ment that we can generate or transmit over a given quantum channel. For the sender
and the receiver, the objective is to share a nearly maximally entangled state on a
(27 x 2n)_dimensional Hilbert space by using n instances of the compound quantum
channel, where n is a large number. In [11] it is shown how to send a large amount of
entangled quantum states through a noisy quantum channel such that the channel does
not modify the entanglement. However, the study of entanglement generation allows
a noisy quantum channel to modify the entanglement, as long as the transmitters can
use a recovery algorithm to restore the entanglement. The entanglement generating ca-
pacity of a quantum channel has been determined in [34] and [49]. The entanglement
generating capacities of a compound quantum channel with and without CSI have been
determined in [17].

In our paper we derive a lower bound on the entanglement generating capacity of
the compound quantum channel by using an alternative technique to the method in [17]
(cf. Section 3.4). Furthermore, we derive the entanglement generating capacity of the
compound quantum channel with CSI at the encoder using an alternative technique.

Our next goal is to investigate communication that takes place over a quantum
channel which is, in addition to noise from the environment, subject to the action of a
jammer who actively manipulates the states. The messages should also be kept secret
from an eavesdropper.

In the model of an arbitrarily varying channel, we consider a channel which is not
stationary, but can change with every use of the channel. We interpret it as the attack of
a jammer. It is understood that the sender and the receiver have to select their coding
scheme first. After that, the jammer makes his choice of the channel state to sabotage
the message transmission. However, due to the physical properties, we consider that
the jammer’s changes only take place in a known set.

The arbitrarily varying channel was first introduced in [20]. [2] showed a surprising
result which is now known as the Ahlswede Dichotomy: The capacity of an arbitrarily



varying channel is either zero or equal to its shared randomness assisted capacity. After
that discovery, the question of when exactly the deterministic capacity is positive has
remained open. In [36] a sufficient condition for that has been given, and in [33] it
is proven that this condition is also necessary. In [1], it also has been shown that the
capacity of certain arbitrarily varying channels can be equated to the zero-error capacity
of related discrete memoryless channels. The idea to show the Ahlswede Dichotomy is
to build a two-part code word, the first part is used to create the common randomness
for the sender and the legal receiver, the second is used to transmit the message to
the legal receiver. The Ahlswede Dichotomy demonstrates the importance of shared
randomness for communication in a very clear form.

An arbitrarily varying classical-quantum channel is a classical-quantum channel
under control of a malicious third party, where the jammer may change his input in
every channel use and is not restricted to use a repetitive probabilistic strategy. In [6]
the capacity of arbitrarily varying classical-quantum channels is analyzed. A lower
bound of the capacity has been given. An alternative proof of [6]’s result and a proof of
the strong converse are given in [16]. In [5] the Ahlswede Dichotomy for the arbitrar-
ily varying classical-quantum channels is established, and a sufficient and necessary
condition for the zero deterministic capacity is given. In [28] a simplification of this
condition for the arbitrarily varying classical-quantum channels is given. A classical-
quantum channel with an eavesdropper is called a classical-quantum wiretap channel.
The secrecy capacity of classical-quantum wiretap channel has been determined in [34]
and [31].

In this work, we bring two aspects together, namely we investigate the transmission
of secret messages from a sending to a receiving party. The messages ought to be
kept secret from an eavesdropper. Communication takes place over a quantum channel
which is, in addition to noise from the environment, subjected to the action of a jammer
which actively manipulates the states.

In the model of an arbitrarily varying wiretap channel, we consider transmission
with both a jammer and an eavesdropper. The secrecy capacity of classical arbitrarily
varying wiretap channel has been analyzed in [18]. A lower bound of the randomness-
assisted secrecy capacity has been given.

In this work we analyze classical-quantum channel with both a jammer and an
eavesdropper, which is referred to as an arbitrarily varying classical-quantum wire-
tap channel. It is defined as a family of pairs of indexed channels {(W;,V;) : t =
1,...,T} with a common input alphabet and possible different output systems, con-
necting a sender with two receivers, a legal one and a wiretapper, where ¢ determines
the channel state of the channel pair. The legitimate receiver and the wiretapper ac-
cesses the output of the first part of the pair, i.e. the first channel W; in the pair, and
the output of the second part, i.e. V;, respectively. A channel state ¢, which varies from
symbol to symbol in an arbitrary manner, governs both the legal receiver’s channel and
the wiretap channel. This is a generalization of compound classical-quantum wiretap
channels when the channel states are not stationary, but can change over time.

We are interested in the role that different forms of shared randomness play for the
arbitrarily varying classical-quantum wiretap channel. To this end we will distinguish
between two kinds of shared randomness: common randomness and correlation. As
mentioned already, the former has been used as a method of proof in [2] and much of
the follow-up works for the determination of the random capacity.

Randomness is the strongest resource available in communication tasks: It requires
a perfect copy of the outcome of a random experiment, and thus we should assume
an additional perfect channel. Moreover, the outcomes of said experiment have to be
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distributed uniformly. For this reason the authors of the works [7] and [28] investi-
gate a variant where the randomness is replaced by correlation, which in some sense
completely opposites the randomness: It is the weakest resource available in commu-
nication tasks.

Assume that a bipartite source, modeled by an i.i.d. random variable (X,Y") with
values in a finite product set X x Y, is observed by the sender and (legal) receiver.
The sender has access to the random variable X, and the receiver to Y. We call (X,Y)
correlated shared randomness whenever the mutual information between X and Y sat-
isfies I(X;Y) > 0.

The authors of the work [28] also put emphasis on the quantification of the dif-
ferences between correlation and common randomness. It can be shown that common
randomness is a stronger resource than correlation in the following sense: An example
has been given when not even a finite amount of common randomness can be extracted
from a given correlation. On the contrary, a sufficiently large amount of common ran-
domness allows the sender and receiver to asymptotically simulate the statistics of any
correlation.

It has been shown in [7] that correlated shared randomness is a helpful resource for
information transmission through an arbitrarily varying classical channel: The use of
mere correlation does allow one to transmit messages at any rate that would be achiev-
able using any form of shared randomness. The capacity of an arbitrarily varying quan-
tum channel assisted by correlated shared randomness as resource has been discussed
in [28], where equivalent results were found. In this work, we extend the concept of
correlation-assisted coding to the arbitrarily varying classical-quantum wiretap chan-
nel.

In this work, we establish the Ahlswede dichotomy for the arbitrarily varying
classical-quantum wiretap channels, i.e., either the deterministic secrecy capacity of an
arbitrarily varying classical-quantum wiretap channel is zero, or it equals its randomness-
assisted secrecy capacity. Furthermorere, we deliver a capacity formula for secure in-
formation transmission through an arbitrarily varying classical-quantum wiretap chan-
nel using correlation as a resource. Together with the Ahlswede dichotomy for the
arbitrarily varying classical-quantum wiretap channels, it yields a formula for deter-
ministic secrecy capacity of the arbitrarily varying classical-quantum wiretap channel.

This formula for deterministic secrecy capacity is shown, as aforementioned, by
building two-part deterministic codes. A code word of this code concept is a composi-
tion of a public code word to synchronize the second part and a common randomness
assisted code word to transmit the message. We only require security for the last part.
However this code concept still leaves something to be desired because we have to
reduce the generality of the code concept when we explicitly allowe a small part of
the code word to be non-secure. As we will show in Corollary 4.15, when the jam-
mer has access to the first part, it will be rendered completely useless. Thus the code
concept only works when the jammer is limited in his action, e.g. we have to assume
that the eavesdropper cannot send messages towards the jammer. Thus we consider in
this work additionally a more general code concept when we construct a code in such
a way that every part of it is secure. We show that when the legal channel is not sym-
metrizabel, the sender can send a small number of secure transmissions which push the
secure capacity to the maximally attainable value. Thus, entire security is granted. We
call it the strong code concept. This completes our analysis of the arbitrarily varying
classical-quantum wiretap channel.

The code concept with weak criterion can be, nevertheless, useful when a small
number of public messages are desired, e.g. when the receiver uses it to estimate the
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channels.

We also put a focus on the analysis of different forms of shared randomness and
their impact on the robustness and security. As a direct consequence of our capacity
formula, we show in this paper that a sharing resource is very helpful for the channel
stability in the sense that it provides continuity of secrecy capacities.

As an application of our results, we turn to the question: when the secrecy capacity
is a continuous function of the system parameters? The analysis of the continuity of ca-
pacities of quantum channels was raised from the question of whether small changes in
the channel system are able to cause dramatic losses in the performance. The continu-
ity of the message- and entanglement transmission capacity of a stationary memoryless
quantum channel was listed as an open problem in [69] and has been solved in [46].
Especially considering channels with active jamming faces new difficulties. The rea-
son is that the capacity in this case is, in general, not specified by entropic quantities.
In [29] it has been shown under which conditions the message transmission capacity
of an arbitrarily varying quantum channels is continuous. The condition for continuity
of message transmission capacity of a classical arbitrarily varying wiretap channel has
been given in [65].

We also present a new discovery for the arbitrarily varying classical-quantum wire-
tap channels which is a consequence of the Ahlswede dichotomy for the arbitrar-
ily varying classical-quantum wiretap channels. This phenomenon is called “super-
activation”, i.e., two arbitrarily varying classical-quantum wiretap channels, both with
zero deterministic secrecy capacity, if used together allow perfect secure transmission.

2 Preliminaries

2.1 Basic Definitions and Communication Scenarios

For a finite set A we denote the set of probability distributions on A by P(A). Let p;
and po be Hermitian operators on a finite-dimensional complex Hilbert space G. We
say p1 > pg and py < py if p; — po is positive-semidefinite. For a finite-dimensional
complex Hilbert space G, we denote the (convex) space of density operators on G by

S(G) :={p € L(G) : pis Hermitian, p > O¢ , tr(p) = 1},

where L£(G) is the set of linear operators on G, and O is the null matrix on G. Note
that any operator in S(G) is bounded.

For finite sets A and B, we define a (discrete) classical channel V: A — P(B),
P(A) 3 z — V(x) € P(B) 10 be a system characterized by a probability transition
matrix V(-|-). For x € A and y € B, V(y|z) expresses the probability of the output
symbol y when we send the symbol x through the channel. The channel is said to
be memoryless if the probability distribution of the output depends only on the input
at that time and is conditionally independent of previous channel inputs and outputs.
Further, we can extend this definition when we define a classical channel to a map V:
P(A) — P(B) by denoting V(y|p) := > ,c o P(x)V(yl2).

Let n € N. We define the n-th memoryless extension of the stochastic matrix \/ by
V", ie. fora™ = (x1,...,2,) € A" and y" = (Y1,...,yn) € B", V*(y"|z") =
[T Vi),

For finite-dimensional complex Hilbert spaces G and G’ a quantum channel N:
S(G) = S(G"), S(G) 3 p — N(p) € S(G') is represented by a completely positive
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trace-preserving map which accepts input quantum states in S(G) and produces output
quantum states in S(G").

If the sender wants to transmit a classical message of a finite set A to the re-
ceiver using a quantum channel N, his encoding procedure will include a classical-
to-quantum encoder to prepare a quantum message state p € S (G) suitable as an
input for the channel. If the sender’s encoding is restricted to transmit an indexed
finite set of quantum states {p, : v € A} C S(Q), then we can consider the
choice of the signal quantum states p, as a component of the channel. Thus, we
obtain a channel o, = N(p,) with classical inputs © € A and quantum outputs,
which we call a classical-quantum channel. This is a map N: A — S(G'), A >
x — N(z) € S(G') which is represented by the set of |A| possible output quantum
states {0, = N(z) := N(p;) : ® € A} C S(G’), meaning that each classical input
of © € A leads to a distinct quantum output o, € S(G'). In view of this, we have the
following definition.

Let H be a finite-dimensional complex Hilbert space. A classical-quantum chan-
nel is a linear map W : P(A) — S(H), P(A) 3 P - W(P) € S(H). Leta € A.
1 ifd =a;

Fe P, € P(A), defined by P,(a') =
or a (A), defined by P,(a’) 0 i 4a

, we write W (a) instead of

W (P,).
Remark 2.1. In many literature a classical-quantum channel is defined as a map A —

S(H), A >a— W(a) € S(H). This is a special case when the input is limited on
the set {P, : a € A}.

For any finite set A, any finite-dimensional complex Hilbert space H, and n € N,
we define A™ = {(al, cean)ia; € AVie{L, .- ,n}} and H®™ = Span{m@

e Quy v € HYi € {1, ,n}} We also write a™ for the elements of A™.

Letn € N. Following [66] we define the n-th memoryless extension of the stochas-
tic matrix V by V", ie. for " = (z1,...,2,) € A" and y" = (y1,...,yn) € B™,
Ve (y"la") = ITimy V(yilzi)-

Following [66], we define the n-th extension of classical-quantum channel W as
follows. Associated with W is the channel map on the n-block W®™: P(A"™) —
S(H®™), such that W& (P") = W(P,) ® --- ® W(P,) if P* € P(A™) can be
written as (Py,--- , P,).

Let 0 := {1,--- ,T} be a finite set. Let {Wt 1t € 9} be a set of classical-

quantum channels. For t" = (t1,--- ,tp), t; € 0 we define the n-block Wy such
that for Win (P™) = Wy, (P1) @ - @ Wy (Py) if P™ € P(A™) can be written as
(Pla"’ 7Pn)

Let B and Q be quantum systems, denote the Hilbert space of B3 and Q by H¥ and
H?2, respectively. We denote the space of density operators on H¥ and H? by S(H¥)
and S(H2), respectively. A quantum channel N: S(H¥) — S(H2), S(H¥) >
p — N(p) € S(HR) is represented by a completely positive trace-preserving map,
which accepts input quantum states in S(H*¥) and produces output quantum states in
S(H2).

Associated with N is the channel maps on the n-block N®": S(H* ®n) — S(Hn®n)
such that N®™(p™) = N(p1)®@--- @ N(p,) for p" = p1 -+ Qp, € S(H‘B@m). For
t" = (t1,- -+ ,tn), t; € 0 we define the n-block Nyn such that for p™ = p1 Q-+ Qpy, €
8(Hq3®n) we have Nin (p™) = N, (p1) @ -+ @ Ny (pn)-
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We denote the identity operator on a space H by idg and the symmetric group on
{1,--- ,n} by S,.

For a probability distribution P on a finite set A and a positive constant §, we
denote the set of typical sequences by

< iVa’ EA} ,

mn n n 1 n
TEs = {a €A :‘nN(a’|a )— P(d)| < Al

where N (a' | a™) is the number of occurrences of the symbol o in the sequence a™.
For a discrete random variable X on a finite set A and a discrete random variable
Y on a finite set B we denote the Shannon entropy of X by H(X) = — ) _ A p(x)log p(x)

and the mutual information between X andY by I(X;Y) =37 o 3,5 P(7,y)log (pz(’g;@) )

Here p(x,y) is the joint probability distribution function of X and Y, and p(x) and
p(y) are the marginal probability distribution functions of X and Y respectively, and
“log” means logarithm to base 2.

For a quantum state p € S(H) we denote the von Neumann entropy of p by

S(p) = —tr(plogp),

where “log” means logarithm to base 2.

Let P and 9 be quantum systems. We denote the Hilbert space of B and Q by G¥
and G2, respectively. Let ¢*2 be a bipartite quantum state in S(G*2). We denote
the partial trace over G¥ by

trp(@¥7) =D (Upd¥ )y,

l

where {|l)qs : I} is an orthonormal basis of G*.
We denote the conditional entropy by

SB[ Q) = 5(6¥7) — 5(67).

The quantum mutual information is denoted by
I(B;Q)p = S(¢F) + 5(¢7) — S(677) .

Here ¢2 = tros (¢¥*9) and ¢% = trq(¢¥2).
LetV: A — S(G) be a classical-quantum channel. Following [8], for P € P(A)
the conditional entropy of the channel for V with input distribution P is denoted by

S(P) =3 P(2)S(V(x)) .

reEA

For quantum states p and o € S(QG), we denote the fidelity of p and o by

F(p.0) = l/pVal

where || - ||1 stands for the trace norm.

A quantum state represented by a ensemble € S(G) of rank 1 is called a pure state.
A quantum state which is not a pure state is called a mixed state.

Let A be a finite set and G, H be finite-dimensional complex Hilbert spaces. A
purification of a quantum state p € S(G) in S(G® H) is a |) € G ® H such that

2
1>
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try (J0)(W|) = p. We also say |¢) (] is a purification of p. Notice that when dim H
> dim G rthere exists for every quantum state in S(G) a purification in S(G ® H) (cf.
[52]).

For a quantum state p € S(G) and a quantum channel V: S(G) — S(H) the
coherent information is defined as

Io(p, V) = S(V(p)) — S ((ida @ V)([¢)(¥])) ,

where () (1| is an arbitrary purification of p in S(G ® G).
Let ® := {p, : © € A} be a set of quantum states labeled by elements of A. For a
probability distribution QQ on A, the Holevo x quantity is defined as

X(Q; @) :=S (Z Q(@m) - > Q@)S (px) -

z€A z€EA

Note that we can always associate a state p*¥ =" Q(z)|z)(z| ® p, to (Q; P) such
that x(Q; ®) = I(X;Y) holds for the quantum mutual information.

For a set A and a Hilbert space G let V: A — S(G) be a classical-quantum
channel. For a probability distribution P on A the Holevo x quantity of the channel
for V with input distribution P is defined as

X(P; @) := S(V(P)) = S(VIP) .

Let G be a finite-dimensional complex Hilbert space. Letn € N and o > 0. We
suppose p € S(G) has the spectral decomposition p = ), P(x)|x)(x|, its a-typical
subspace is the subspace spanned by {|z"),z" € Th o} where |x™) = @7 |x;).
The orthogonal subspace projector which projects onto the typical subspace is

Hp7a = Z |xn><xn| .

xn€TE

Similarly let A be a finite set, and G be a finite-dimensional complex Hilbert space.
LetV: A — S(G) be a classical-quantum channel. For a € A suppose V(a) has the
spectral decomposition V(a) = 3.V (jla)|j){j| for a stochastic matrix V(-|-). The
a-conditional typical subspace of V for a typical sequence a” is the subspace spanned

by {®aEA [71a), 41a € T\;((l~|a)7<5}' Here 1, :={i € {1,---,n} : a; = a} is an
indicator set that selects the indices i in the sequence a™ = (ay,--- ,ay) for which
the i-th symbol a; is equal to a € A. The subspace is often referred to as the a-
conditional typical subspace of the state V" (a™). The orthogonal subspace projector
which projects onto it is defined as

Myo(@) =@ > )"

a€A jigcTla

V(-la™),

The typical subspace has following properties:
For o € S(G®™) and o > 0 there are positive constants B(a), v(«), and §(«),
depending on o such that

tr(ollyq) > 1 — 278 (1)
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on(S(e)=d(a)) <tr(Il,q) < on(S(a)+4é(a)) , )

oSO+ | < TI, oI, o < 27 S@=rle 3)

For a™ € T, there are positive constants B(a)', y()', and 6(c)’, depending on
o such that

tr (V®"(a”)ﬂv7a(a")) >1 -2 @) “4)

2—7L(S(V\P)+’Y(0¢)/)Hv a(a”) <Ily a(an)V@m(an)HV a(an)
< 2—n(s(v|P)—’y(Oé)’)Hv «(a™), &)

on(S(V|P)—d(e)") < tr (Ty o (a™)) < on(S(V|P)+d(a)’) 6)

For the classical-quantum channel V : P(A) — S(G) and a probability distribu-
tion P on A we define a quantum state PV := V(P) on S(G). For a > 0 we define an
orthogonal subspace projector Upy o fulfilling (1), (2), and (3). Let 2™ € Tp,,. For
I py o there is a positive constant B(a)” such that following inequality holds:

tr (VO™ (2") - Mpyq) > 1 — 270" (7)
We give here a sketch of the proof. For a detailed proof please see [66].

Proof. (1) holds because tr (011,,0) = tr (Il5 o 01l; o) = P"(T},,). (2) holds because
tr(Ily,0) = |7'1_3;fa|. (3) holds because 2 "(S(@)+7(e) < pr(zn) < 2=(S(7)=7(@)) for
z € Tp,, and a positive v(a). (4), (5), and (6) can be obtained in a similar way. (7)
follows from the permutation-invariance of Il py 4.

Definition 2.2. Let B and Q be quantum systems. We denote the Hilbert space of 33
and Q by H¥ and HR, respectively. Let 6 := {1,...,T} be a finite set. For every
t € 0 let Ny be a quantum channel S(H¥) — S(H?2).

We call the set of the quantum channel {(N;) : t € 6} a quantum compound
channel. When the channel state is t and the sender inputs a quantum state p¥ €

S(H™) into the channel, the receiver receives an output quantum state Ny(p¥) €
S(H9).

Definition 2.3. Let A, B, and C be finite sets. Let 0 := {1,...,T} be a finite set.
For every t € 0 let W, be a classical channel P(A) — P(B) and V; be a classical
channel P(A) — P(C).

We call the set of the classical channel pairs {(W:,V;) : t € 0} a (classical)
compound wiretap channel. When the channel state is t, and the sender inputs
p € P(A) into the channel, the receiver receives the output y € B with probabil-
ity Y. p(x)W,(y|z), while the wiretapper receives the output z € Z with probability

2 e P(@)Vi(2T).
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Definition 2.4. Let A and B be finite sets and H be a complex Hilbert space. Let 0 :=
{1,...,T} bea finite set. Foreveryt € 6 let\W, be a classical channel P(A) — P(B)
and Vi be a classical-quantum channel P(A) — S(H).
We call the set of the classical channel and classical-quantum channel pairs {(W¢, V) :

t € 0} a compound channel with quantum wiretapper. When the channel state is

t and the sender inputs p € P(A) into the channel, the receiver receives the output

y € B with probability )" p(x)W(y|x), while the wiretapper receives an output
quantum state Y p(z)Vy" (z) € S(H).

Definition 2.5. Let H, H', and H" be complex Hilbert spaces. Let 0 := {1,...,T}
be a finite set. For every t € 0 let Wy be a quantum channel S(H') — S(H") and V,
be a quantum channel S(H') — S(H).

We call the set of the quantum channel pairs (Wy, V;)icp a quantum compound
wiretap channel. When the channel state is t and the sender inputs a quantum state
p € S(H') into the channel, the receiver receives an output quantum state Wy(p) €
S(H"), while the wiretapper receives an output quantum state V;(p) € S(H).

We distinguish two different scenarios according to the sender’s knowledge of the
channel state:

e the sender has the CSI, i.e. he knows which t the channel state actually is,
e the sender does not have any CSI.

In both cases we assume that the receiver does not have any CSI, but the wiretapper
always has the full knowledge of the CSI. Of course we also have the case where both
the sender and the receiver have the CSI, but this case is equivalent to the case when
we only have one pair of channels (Wy,Vy), instead of a family of pairs of channels
{(We, V) :t=1,...,T}

Definition 2.6. Let A and B be finite sets and 0 := {1,...,T} be a finite set. For
every t € 0, let W, be a classical channel P(A) — P(B). We call the set of the
classical channels {W; : t € 6} an arbitrarily varying channel when the channel
state t varies from symbol to symbol in an arbitrary manner.

Definition 2.7. Let A be a finite set. Let H be a finite-dimensional complex Hilbert
space, and 0 := {1,--- T} be a finite set. For every t € 0, let Wy be a classical-
quantum channel P(A) — S(H). The set of the classical-quantum channels {W, :
t € 0} defines an arbitrarily varying classical-quantum channel when the channel
state t varies from symbol to symbol in an arbitrary manner.

Strictly speaking, the set {W; : t € 0} generates the arbitrarily varying classical-
quantum channel {Wyn : t" € 6™}. When the sender inputs a P" € P(A™) into the
channel, the receiver receives the output Win (P™) € S(H®™), where t" = (t1,t2, - ,tn) €
0" is the channel state of Wn.

Definition 2.8. We say that the arbitrarily varying channel {W, : t € 0} is sym-
metrizable if there exists a parametrized set of distributions {7(- | a) : a € A} on 6
such that for all a, o’ € A, andb € B

Sort| a)We(b|a') = 7t | a)Wi(b|a).

ted teo
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We say that the arbitrarily varying classical-quantum channel {W, : t € 0} is
symmetrizable if there exists a parametrized set of distributions {7(- | a) : a € A}
on 0 such that for all a, a’ € A,

ZT(t | a)Wi(a') = Zr(t | ' YWi(a).

tco ted
Definition 2.9. Let P and Q be quantum systems, denote the Hilbert Space of 3 and
by H¥ and H®, respectively, and let 0 := {1,--- , T} be a finite set. For everyt € 0,
let W'y be a quantum channel S(H¥) — S(H®R). We call the set of the quantum
channels {W’'; : t € 0} an arbitrarily varying quantum channel when the state t
varies from symbol to symbol in an arbitrary manner. We denote the set of arbitrarily
varying quantum channels S(H¥) — S(H2) by C(H¥, H?).

Definition 2.10. Let A be a finite set. Let H and H' be finite-dimensional complex
Hilbert spaces. Let 0 := {1,--- T} be a finite set. For every t € 0, let W; be a
classical-quantum channel P(A) — S(H) and V; be a classical-quantum channel
P(A) — S(H'). We call the set of the classical-quantum channel pairs {(W;, V;) :
t € 6} an arbitrarily varying classical-quantum wiretap channel, the legitimate
receiver accesses the output of the first channel, i.e. Wy in the pair (Wy,V;), and the
wiretapper observes the output of the second channel, i.e. Vy in the pair (W, V3),
respectively, when the state t varies from symbol to symbol in an arbitrary manner.

Bt

{ sender ] { receiver ]

e
Zt
G G

t

Figure 1: Arbitrarily varying classical-quantum wiretap channel

Definition 2.11. Let A be a finite set. Let H and H' be finite-dimensional complex
Hilbert spaces. Let 0 := {1,2,---} and § := {1,2, - - - } be index sets. For every s € 0
let W ¢ be a classical-quantum channel P(A) — S(H). For everyt € 0 let V; be a
classical-quantum channel P(A) — S(H'). We call the set of the classical-quantum
channel pairs {(W,,V;) : s € 0,t € 6} a compound-arbitrarily varying wiretap
classical-quantum channel when the channel state s remains constant over time, but
the legitimate users cannot control which s in the set 0 will be used and the state t
varies from symbol to symbol in an arbitrary manner, while the legal receiver accesses
the output of the first channel, i.e. W  in the pair (W 5, V;) and the wiretapper observes
the output of the second channel, i.e. V; in the pair (W 4, V), respectively.

When the sender inputs a sequence o™ € A" into the channel, the receiver receives
the output Wyn (a™) € S(H®™), where t™ = (t1,ta, -+ ,t,) € 0™ is the channel state,
while the wiretapper receives an output quantum state Vin (a™) € S(H'®™).
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Definition 2.12. Let A and B be finite sets, and H be a finite-dimensional complex
Hilbert space. Let 0 :={1,2, - -- } be an index set. For everyt € 0 let W be a classical
channel P(A) — P(B) and V; be a classical-quantum channel P(A) — S(H). We
call the set of the classical/classical-quantum channel pairs {(W;,V;) : t € 0} a
classical arbitrarily varying quantum wiretap channel when the state t varies from
symbol to symbol in an arbitrary manner, while the legitimate receiver accesses the
output of the first channel, i.e. W, in the pair (Wy, V;) and the wiretapper observes the
output of the second channel, i.e. Vy in the pair (W, V;), respectively.

2.2 Code Concepts and Resources
2.2.1 Compound Wiretap Channel

Definition 2.13. An (n, J,,) code for the compound channel with quantum wiretapper
{(W¢, V) = t € 0} consists of a stochastic encoder E : {1,... J,} — P(A"™),
specified by a matrix of conditional probabilities E(-|-), and a collection of mutually
disjoint sets {D; C B" : j € {1,..., J,}} (decoding sets).

Definition 2.14. A non-negative number R is an achievable secrecy rate for the com-
pound channel with quantum wiretapper {(Wy, V;) : t € 6} having CSI at the encoder,
if for every positive g, §, every t € 0, and a sufficiently large n, there is an (n, J,,) code
(Ee,{Dj :j=1,...,Jn}) such that +log J, > R — 6, and

Ey(a™|j)W}(DS|z™) < e, 8

g, X BN
Xuni;Zn S ’

max x( i) <e ©)

where we denote the complement of a set = by =°. Here R,,; is a random variable
uniformly distributed on {1, ..., J,} and Z}* are the resulting quantum states at the
output of wiretap channels V7.

A non-negative number R is an achievable secrecy rate for the compound channel
with quantum wiretapper {(W;,V;) : t € 6} having no CSI at the encoder, if for
every positive €, § and a sufficiently large n, there is an (n, Jy,) code (E,{D; : j =
1,...,Jn}) such that % log J, > R — 9, and

max max g E(x™|))WP(DS|z") < e, 10
te% je{l,?.,Jn}zneqn WL ]‘x )= e 1o
unis I <_ . 11

mteaexx(R ZM <e (11)

Definition 2.15. An (n, J,) code carrying classical information for the compound

quantum wiretap channel {(W;,V;) : t € 0} consists of a family of quantum states

{fw(G) : j =1,...,J,} € S(H'®) and a collection of positive-semidefinite op-

erators {Dj : j € {1,...,J,}} on S(H"®™) which is a partition of the identity, i.e.
In .

Zj:l Dj = ldH//®n.

Definition 2.16. A non-negative number R is an achievable secrecy rate with classi-
cal input for the compound quantum wiretap channel {(Wy,V;) : t € 0} having CSI at
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the encoder with average error, if for every positive ¢, 6§, every t € 0, and a sufficiently
large n, there is an (n, J,,) code carrying classical information ({w¢(j) : j},{D; : j})
such that % log J, > R — 9, and

J,
1< w
max - jz:l tr ((idguon — D)WE™ (wi(4))) < e, (12)
r?e%xx(Rum, ZM) <e (13)

A non-negative number R is an achievable secrecy rate with classical input for
the compound quantum wiretap channel (Wy, V;)icq having no CSI at the encoder, if
Sor every positive € and §, and a sufficiently large n, there is an (n, J,,) code carrying
classical information ({w(j) : j},{D; : j}) such that L log J,, > R — 6, and

i "Rn — ] ®n ] <
B e iy (e = PN (D) 2
S 7M < g, 1
I?&XX(Ruma i) <e 15)

Instead of “achievable secrecy rate with classical input for the compound quantum
wiretap channel ”, we say R is an achievable secrecy rate for the compound classical-
quantum wiretap channel (W, Vi) ico-

Definition 2.17. An (n, J,,) code carrying quantum information for the compound
quantum channel {(Nt® ") : t € 0} consists of a Hilbert spaces H* such that diim H* =
Jn, and a general decoding quantum operation D, i.e. a completely positive, trace-
preserving map D : S(H2") — S(H™), where H™ is a Hilbert space such that
dim H™ = J,. The code can be used for entanglement generation in the follow-
ing way. The sender prepares a pure bipartite quantum state |z/1>mq3n, defined on
H2QH®", and sends the 3" portion of it through the channel NZ". The receiver per-
forms the general decoding quantum operation on the channel output D : S(H Qn) —
S(H™). The sender and the receiver share the resulting quantum state

Q™ 1= [1d® @ (D o NP™)] (Ju) (™) . (16)

Definition 2.18. A non-negative number R is an achievable entanglement generating
rate for the compound quantum channel { (Nt®") : t € 0} if for every positive €, §, and
a sufficiently large n, there is an (n, J,,) code carrying quantum information (H & D)
such that % log J, > R— 6, and

min F (P |2 ) (P |*) > 1 — €, (17)
S

where
T &
D)3 =\ [ S
n j=1

which is the standard maximally entangled state shared by the sender and the receiver.
{152} and {|)™} are orthonormal bases for H* and H™, respectively.
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Definition 2.19. Let {(Wy,V;) : t € 0} be a classical compound wiretap channel.

The supremum on achievable secrecy rates of {(W¢, Vi) : t € 0} having CSI at the
encoder is called the secrecy capacity of {(Wy, V) : t € 0} having CSI at the encoder,
denoted by Cs,cs1({ (W4, Ve) 1 t € 0}).

The supremum on achievable secrecy rates of {(Wy, V) : t € 0} is called the secrecy
capacity of {(W¢, V) : t € 0}, denoted by Cs({(W,, Vy) : t € 0}).

Let {(Wy,V}) : t € 0} be a compound quantum wiretap channel.

The supremum on achievable secrecy rates of {(Wy, Vi) : t € 0} having CSI at the
encoder is called the secrecy capacity of {(Wy, V;) : t € 0} having CSI at the encoder,
denoted by C's csr({(Wy, Vi) : t € 6}).

The supremum on achievable secrecy rates of {(Wy, V4) : t € 0} is called the secrecy
capacity of {(Wy, V4) : t € 0}, denoted by Cs({(Wy, Vi) : t € 0}).

Let {(N2") : t € 6} be a compound quantum channel.

The supremum on achievable entanglement generating rates for {(Nt®”) it € 0}
is called the entanglement generating capacity of {(N?") : t € 0}, denoted by
A({(NE™) -t e o)),

2.2.2 Arbitrarily Varying Classical-Quantum Wiretap Channel

Our goal is to see what the effects on the secrecy capacities of an arbitrarily varying
classical-quantum wiretap channel are if the sender and the legal receiver have the
possibility to use various kinds of resources. We also want to investigate what amount
of randomness is necessary for the robust and secure message transmission through
an arbitrarily varying classical-quantum wiretap channel. Hence, we consider various
kinds of resources, each of them requiring a different amount of randomness, and we
consider different codes, each of them requiring a different kind of resource.

Definition 2.20. An (n, J,,) (deterministic) code C for the arbitrarily varying classical-
quantum wiretap channel {(Wy,V;) : t € 0} consists of a stochastic encoder E :
{1,---,Jn} = P(A™), j — E(:|§), specified by a matrix of conditional probabili-
ties E(-|-), and a collection of positive-semidefinite operators {D; : j € {1,--- ,Jp}}
on H®", which is a partition of the identity, i.e. Z}]; D; = idgen. We call these
operators the decoder operators.

A code is created by the sender and the legal receiver before the message transmission
starts. The sender uses the encoder to encode the message that he wants to send,
while the legal receiver uses the decoder operators on the channel output to decode the
message.

Remark 2.21. An (n, J,,) deterministic code C with deterministic encoder consists of
a family of n-length strings of symbols (Cj)je{1,~~- € (A")J” and a collection of
positive-semidefinite operators {D; : j € {1,---,J,}} on H®™ which is a partition
of the identity.

The deterministic encoder is a special case of the stochastic encoder when we re-
quire that for every j € {1,--- | J,}, there is a sequence a™ € A™ chosen with prob-
ability 1. The standard technique for message transmission over a channel and robust
message transmission over an arbitrarily varying channel is to use the deterministic
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encoder (cf. [5] and [28]). However, we use the stochastic encoder, since it is a tool
for secure message transmission over wiretap channels (cf. [21] and [6]).

Definition 2.22. A non-negative number R is an achievable (deterministic) secrecy
rate for the arbitrarily varying classical-quantum wiretap channel {(Wy,V;) : t € 6}
if for every e > 0, 6 > 0, ¢ > 0 and sufficiently large n there exists an (n,J,,) code
C= (E,{D;L IS 1,--~Jn}) suchthat% > R — 9, and

max P " 1
tnggxn e(C.t") <e, (18)
max X (Runi; Zin) < C, (19)
tnegn

where Ryy,; is the uniform distribution on {1,---J,}. Here P.(C,t"™) (the average
probability of the decoding error of a deterministic code C, when the channel state
of the arbitrarily varying classical-quantum wiretap channel {(Wy,V;) : t € 6} is
t" = (t1,te, - ,tn)), is defined as

Jn
PACH™) =1~ 1 (Wi (B(1j)Dy)
n ]:1

and Zin = {V;n (E(]9) :ee{L,---, Jn}} is the set of the resulting quantum state
at the output of the wiretap channel when the channel state of {(W;, Vi) : t € 0} is t™.

Remark 2.23. A weaker and widely used security criterion is obtained if we replace
(19) with max;cp %X (Runi; Zen) < C.

Remark 2.24. When we defined Wy as A — S(H), then P.(C,t") is defined as 1—
JIn n|; n
7o 2t Xanean B(a"j)tr(Win(a™)D;).

When deterministic encoder is used, then P.(C,t") is defined as 1— 5
tr(Win (c;) D).

JIn
Jj=1

Definition 2.25. A non-negative number R is an enhanced achievable secrecy rate
for the compound-arbitrarily varying wiretap classical-quantum channel {(W ;,V;) :
s€0,t€0)ifforeverye > 0,08 >0, > 0 and sufficiently large n there exists an
(n,Jn) code C = (E",{D} : j =1,---J,}) such that % > R — 9, and

max P(C,s,n) <, (20)
s€l
[nax max x (Runi; Zinx) < Q. 2D

where R.y; is the uniform distribution on {1,---J,}. Here P.(C,s,n) is defined as
follows

J,
1 - O n . n
Pe(casan) ::17Jinjzzltr(ws (E (|]))Dj)’

and Zpn x = { Lanean B (w(@) )V (1(@)), Ty car E"(w(@) 2V (r(a")),
 Panean B (w(@)| J)V (n(a) }.
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Definition 2.26. An (n, J,,) code C for the classical arbitrarily varying quantum wire-
tap channel {(W;, V) : t € 0} consists of a stochastic encoder E : {1,--- | J,} —
P(A™), j — E(:|j), specified by a matrix of conditional probabilities E(-|-), and a
collection of mutually disjoint sets {D; C B" : j € {1,...,J,}} (decoding sets).

Definition 2.27. A non-negative number R is an achievable secrecy rate for the clas-
sical arbitrarily varying quantum wiretap channel {(W;,V;) : t € 0} if for every
€>0,8 >0, ¢ > 0and sufficiently large n there exists an (n, J,,) code C = (E,{D; :

j:1,--~Jn}) suchthat%>R—§,and

glggje{I;}éfJ?L}W?(DﬂE(~|j)) <e, (22)
and
max X (Ryni; Zin) < C. (23)
tneon

Now we will define some further coding schemes, where the sender and the receiver
use correlation as a resource. We will later show that these coding schemes are very
helpful for the robust and secure message transmission over an arbitrarily varying
wiretap channel.

C,
(Y

sender Bt receiver
/

Figure 2: Arbitrarily varying classical-quantum wiretap channel with assistance by
shared randomness

Definition 2.28. Let X and Y be finite sets. Let (X,Y) be a random variable dis-
tributed according to a probability distribution p € P(X x Y).

n (X,Y)-correlation assisted (n, J,,) code C(X,Y") for the arbitrarily varying
classical-quantum wiretap channel {(W;,V;) : t € 0} consists of a set of stochas-
tic encoders {Exn : {1,---,J,} — P(A"™) : x™ € X"}, and a set of collections of
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positive-semidefinite operators {{D§y7L) g =1, Jp} ry" € Y”} on H®"
which fulfills Z;-]ZI Dﬁ.yn) = idgen for everyy™ € Y™.

Definition 2.29. Let X and Y be finite sets, and let (X,Y) be a random variable
distributed according to a joint probability distributionp € P(X x Y).

A non-negative number R is an achievable m — a — (X,Y’) secrecy rate (mes-
sage transmission under the average error criterion using (X,Y )-correlation assisted
(n, Jn) codes) for the arbitrarily varying classical-quantum wiretap channel {( Wy, V;) :
t € 0} if for every e > 0, § > 0, ¢ > 0 and sufficiently large n there exists an (X,Y)-

correlation assisted (n, J,,) code C(X,Y) = {(Exn, {D§yn) cje{1,--- 7Jn}}) :

x"e X", y" e Y”} such that % > R -6, and

mac 33 "y PCH Y ) <€,
xneXnyneyn

max x (Runm Ztn’xn ‘ X) < C y
tmeon

where P.(C(x™,y™),t") is defined as

J
1 & i
P(C(x",y"), ") == 1 — J—Ztr(th(Exn( ))D),

X (Runza Zt”7x" ‘ X) = Z p(xn’ yn)X (Runi; Zt’hx”) s
y’!LGY’IL

and Zn xn = {th (BExn(8):ie{1,--- ,Jn}}, p(x™,y") =ITi_, p(xs,y:). Here

we allowed Zn x», the resulting quantum state of the wiretapper, to be dependent on
x", this means that we do not require (X,Y") to be secure against eavesdropping.

Remark 2.30. Here we follow [28] and use the definition “m — a — (X,Y) secrecy
rate” because it is important to point out that here the average error criterion is used.
Please see [28] for more discussions on the value of message transmission under the
average error criterion and message transmission under the maximum error criterion.

Definition 2.31. Let {Cv — {(BV,D)) i j=1,...,Ju} i v € A} be the the set of
(n, Jy,) deterministic codes, labeled by a set A.

An (n, J,,) randomness assisted quantum code for the arbitrarily varying classical-
quantum wiretap channel {(W,V;) : t € 0} is a distribution G on (A, 0), where
o is a sigma-algebra, so chosen such that the functions v — P.(C7,t") and v —

X (Runi; Zev 4n) are both G-measurable with respect to o for every t" € 6", here for
t" € 0" and C" = {(w(j)™",D}):j=1,...,Jn}

Zerin = (Vi (W(1)™), Vi (w(2)™), ... Vi (w0(n) ")} .
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Remark 2.32. The randomness assisted code technique is not to be confused with the
random encoding technique. For the random encoding technique, only the sender, but
not the receiver, randomly chooses a code word in A™ to encode a message j according
to a probability distribution. The receiver should be able to decode j even when he only
knows the probability distribution, but not which code word is actually chosen by the
sender. For the randomness assisted code technique, the sender randomly chooses a
stochastic encoder E7, and the receiver chooses a set of the decoder operators {D;/ :
j=1,---,Jn}. The receiver can decode the message if and only if v =+, i.e. when
he knows the sender’s randomization.

Definition 2.33. Let A and C7, v € A, be defined as in Definition 2.31. An (n,J,)
common randomness assisted quantum code for the arbitrarily varying classical-

quantum wiretap channel {(Wy, Vi) = t € 0} is a finite subset {CV = {(E", D) :

j=1,-,Jn}:vE€ F} of the set of (n, J,,) deterministic codes, labeled by a finite
set I

Definition 2.34. A non-negative number R is an achievable secrecy rate for the arbi-
trarily varying classical-quantum wiretap channel {(W;,V;) : t € 0} under random-
ness assisted coding if for every § > 0, ¢ > 0, and € > 0, if n is sufficiently large,
there is an (n, J,,) randomness assisted quantum code ({C” : v € A}, G) such that
% > R — 6, and

tneon

max / P.(C7,t")dG(y) < €
A

max / X Runis Zen ) dG(y) < €.
A

tnegn

Here we allow Zc~ 4, the wiretapper’s resulting quantum state, to be dependent on C.
This means that we do not require randomness to be secure against eavesdropping.

tGSOu,.
@

sender recelver

) eavesd ropper
t

Figure 3: Arbitrarily varying classical-quantum wiretap channel with assistance by
shared randomness that is known by the jammer
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Definition 2.35. A non-negative number R is an achievable secrecy rate for the ar-
bitrarily varying classical-quantum wiretap channel {(Wy,V;) : t € 6} under non-
secure randomness assisted coding if for every 6 > 0, ( > 0, and e > 0, if n is
sufficiently large, there is an s a distribution G on (A, o) such that logTJ > R—4, and

v 4n
Atrgleaa)iP(C LM dG(y) < e,

/Atgleagftx uni7ZC"’,t")dG(rY) < <

Here o is a sigma-algebra, so chosen such that the functions v — maxynegn P.(C7,t™)
and vy — maxnegn X (Runi; Zev i) are both G-measurable with respect to o.

Definition 2.36. A non-negative number R is an achievable secrecy rate for the arbi-
trarily varying classical-quantum wiretap channel {(W;,V;) : t € 6} under common
randomness assisted quantum coding if for every 6 > 0, ( > 0, and € > 0, if n
is sufficiently large, there is an (n, J,) common randomness assisted quantum code
({C7 : v € T'}) such that % > R — 9, and

T

P n
B2 T 2 Z €t

tgleab)i X (Runi> Ze gn ‘ F) <<

where

7|
1
X (Runza ZC"V tm | F |F| Z X uniy ZC“’ t") .

This means that we do not require the common randomness to be secure against
eavesdropping.

We may consider the deterministic code, the (X, Y )-correlation assisted code, the
((X,Y), r)-correlation assisted code, the (X,Y)-correlation assisted (n,J,) code,
and the common randomness assisted quantum code as special cases of the randomness
assisted quantum code. This means that randomness is a stronger resource than both
common randomness and the (X,Y )-correlation, in the sense that it requires more
randomness than common randomness and the (X,Y )-correlation. Randomness is
therefore a more “costly” resource.
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c
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Figure 4: Arbitrarily varying classical-quantum wiretap channel with assistance by
shared randomness that is not known by the eavesdropper

Definition 2.37. A non-negative number R is an achievable secrecy rate for the arbi-
trarily varying classical-quantum wiretap channel {(Wy,V;) : t € 0} under common
randomness assisted quantum coding using an amount g,, of secret common ran-
domness, where g, is a non-negative number depending on n, if for every § > 0,
¢ >0, € > 0, and sufficiently large n, there is an (n, J,,) common randomness assisted
quantum code ({C7 : v € T'y}) such that L log |T',| = gn, % > R — 9, and

2774771/

1
"{ n
nax oo Zl P.(C"t") <,
y=

where Ry is the uniform distribution on {1, - - - J,, }.

Unlike in Definition 2.33 we require here that the randomness should be secure against
eavesdropping.

The code concept for arbitrarily varying classical-quantum wiretap channels is
similar to the code concept for arbitrarily varying classical-quantum channels in [6].
We build a two-part code word, the first part is used to create the common randomness
for the sender and the legal receiver, the second is used to transmit the message to the
legal receiver. We call it the weak code concept when the first part to synchronize the
second part is public, and strong code concept when the first part is secure.

Definition 2.38. Let {(W;, V) : t € 6} be an arbitrarily varying classical-quantum
wiretap channel.

The supremum on achievable (deterministic) secrecy rates of {(W;, V;) : t € 0} under
strong code concept is called the (deterministic) secrecy capacity of {(Wy, V;) : t € 0},
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denoted by Cs({(Wy, V) = t € 6}).

The supremum on achievable secrecy rates of {(Wy,V;) : t € 0} under weak code
concept is called the (deterministic) secrecy capacity of {(Wy, Vi) : t € 0} under weak
code concept, denoted by Cs,.({(We, V1) 1 t € 0}).

The supremum on achievable m — a — (X,Y") secrecy rates of {(Wy,V;) : t € 0}
is called the m — a — (X,Y) secrecy capacity, denoted by Cs({(W,V;) : t €
0}; corr(X,Y)).

The supremum on achievable secrecy rates under random assisted quantum coding of
{(W, V2) : t € 8} is called the random assisted secrecy capacity of {(Wy, V) : t € 0},
denoted by Cs({(Wi, Vi) : t € 0}; 7).

The supremum on achievable secrecy rates for the {(\Wy, V1) : t € 0} under non-secure
randomness assisted coding is called the non-secure randomness assisted secrecy ca-
pacity of {(W, V;) : t € 0} denoted by Cs({(W, V) : t € 0}, 1rps).

The supremum on achievable secrecy rates under common randomness assisted quan-
tum coding of {(Wy,V;) : t € 0} is called the common randomness assisted secrecy
capacity of {(W,Vy) : t € 0}, denoted by Cs({(Wy, Vi) : t € 0};er).

The supremum on achievable secrecy rates under random assisted quantum coding us-
ing an amount gy, of common randomness of {(Wy,V;) : t € 0} is called the secret
random assisted secrecy capacity of { (W, V;) : t € 0}, denoted by Chey({(Wy, V4) :

t € 0}; gn).

Let {Ws, Vi) : s € 0,t € 0} be a compound-arbitrarily varying wiretap classical-
quantum channel.

The supremum on the enhanced achievable secrecy rates of {(W,& Vi) :s€0,teb}
is called the enhanced secrecy capacity of {(Ws,V;) : s € 0,t € 0}, denoted by
Cs({(Ws,Vy) :s€6,t€0}).

Let {(W¢, V4) : t € 0} be a classical arbitrarily varying quantum wiretap channel.

The supremum on achievable secrecy (deterministic) rates of {(Wy, Vi) : t € 0} is
called the (deterministic) secrecy capacity of {(Wy, Vz) : t € 0}, denoted by Cs({(Wy, V2) :
teb}).

For an arbitrarily varying classical-quantum wiretap channel {(W;,V;) : t € 6}
and random variable (X, Y") distributed on finite sets X and Y, the following facts are
obvious and follow from the definitions.

Cs({(W, V) : t € 6})

< Cou({(We, V3) s t € 60})

< Cs((Wi, Vi)eep; corr(X,Y))

SC({(Wy, Vi) st € O05r) (24)

Cs({(Wy, V) : t € 0})
< Cou({(Wi, Vi) it € 6})
< Cs(We, V)iegs er)
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S C({(We, Vi)t € 0)ir) . (25)

Definition 2.39. We say super-activation occurs to two arbitrarily varying classical-
quantum wiretap channels {(W,V;) : t € 0} and {(W',V'y) : t € 0} when the
following hold:

Co({(Wy, V) :t€6}) =0,

Cs*({(W/t, V/t) it e 9}) =0,

and
Co (W, @ W'y, V,@V'y it 1 €0}) > 0.

Similar to the entanglement generating capacity of a compound quantum channel
we can define the entanglement generating capacity of a given arbitrarily varying quan-
tum channel {V; : t € 6}, which we denote by A({N; : t € 0}).

The entanglement generating capacity of the arbitrarily varying quantum channels
has been analyzed in [5]. The authors of [5] made the following Conjecture 2.40, which
is still unsolved.

Conjecture 2.40. The entanglement generating capacity of an arbitrarily varying quan-
tum channel is equal to the entanglement generating capacity of an arbitrarily varying
quantum channel under shared randomness assisted quantum coding.

3 Secrecy Capacities of Compound Quantum Wiretap
Channels

The results in this section was published in [24].

3.1 Compound Channels with Quantum Wiretapper

In this section we discuss the classical compound channel with a quantum wiretapper.
For the case when the sender has the full knowledge about the CSI, we derive the
secrecy capacity. For the case when the sender does not know the CSI, we give a lower
bound for the secrecy capacity. In this channel model, the wiretapper uses classical-
quantum channels.

Let A, B, H, 6, and {(W;, V) : t € 0} be defined as in Section 2.

Theorem 3.1. The secrecy capacity of the compound channel with quantum wiretap-
per {(Wy, V) : t € 0} in the case with CSI at the transmitter is given by

1
: = mi : — i — 7).
Cs.osr{We, Ve) st € 0}) =min ~ max =~ (I(py; Bi) = limsup - x(pu; Z;'))
(26)

The maximum is taken over all random variables that satisfy the Markov chain rela-
tionships: U — A — (BZ);. Here By are the resulting random variables at the
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output of legal receiver channels, and Z, are the resulting random quantum states at
the output of wiretap channels. U is a random variable taking values on some finite set
U with probability distribution py;.

Respectively, in the case without CSI, the secrecy capacity of the compound channel
with quantum wiretapper {(W,;,V;) : t € 0} is lower bounded as follows

1
W I(py: B lim sup — - ZM).
Cs({(Wy,Vy) : t€0}) > uﬁﬁémt(rp&? (pu; B) — max lﬂb;ian(pU’ )
(27)

Remark 3.2. We have only the multi-letter formulas (26) and (27), since we do not
have a single-letter formula even for a quantum channel which is neither compound
nor has wiretappers.

Proof. i) Lower Bound for Case With CSI

py (™)
Forevery t € 0, fix a probability distribution p; on A™. Let p} (™) := { PE(Tpye)
0 s
and X { }je{l,m’Jn},le{L___’LM} be a family of random matrices whose en-

tries are selected 1.i.d. according to p}, where Ly, ; is a natural number, which will be
specified later.
It was shown in [18] that for any positive w, if we set
Jn _ LG(minteg(l(ptgwt)fi log Ln:t*“)J
where p is a positive constant which does not depend on j, ¢, and can be arbitrarily

small when w goes to 0, the following statement is valid. There are such {D; : j =
.,Jn} thatforallt € 6 and forall L, , € N

c (t) —nw/2
P D X t2
" 36{1 J }Z L ) > Vi

.....

< Vi mer? (28)

Since only the error of the legitimate receiver is analyzed, for the result (28) just the
channels W, but not those of the wiretapper, are regarded. For every j € {1,...,J,},

le{l,....,Ly}.andt € 0, W,?(D]?\XJ(.’?) is a random variable taking values in |0, 1,

which depends on X;tl), since we defined X J(fl) as a random variable with value in A™.

Let

Qt(.’l?") = HPtVtvaHV;@"(;c"),a . V't®n(;pn) . HV?"(;K"),@HP‘V“O‘ .

where o will be defined later.

Lemma 3.3 (Tender Operator, cf. [67] and [54]). Let p be a quantum state and X be
a positive operator with X < idand 1 —tr(pX) < A < 1. Then

lp— VXpVX |1 < V2X. (29)

1 n n
if x™ € 7;%75,

else ,
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Tender Operator was first introduced in [67], where it has been shown that ||p —
VX pV/X|l1 < V8. In [54], the result of [67] has been improved, and (29) has been
proved.

In view of the fact that IT,, y, ./ and Ily, o(2™) are both projection matrices, by
(4), (7), and Lemma 3.3 for any ¢ and x™, it holds that

1Qe(z™) — VE™ (&™)||1 < V/2-nB(e)/+1 4 2-nB(a)"+1 (30)

We set ©; = 3 e Py (27)Qi(x"). For given 2" and ¢, (2"'|©,]2") is the
Pt
expected value of (2"|Q¢(z")[2") under the condition 2" € 7" ;.

The following Lemma was first given in [8]. Here we cite the lemma as it was
formulated in [66],

Lemma 3.4 (Covering Lemma). Let V be a finite-dimensional Hilbert space. Let M
be a finite set. Suppose we have an ensemble {p,, : m € M} C S(V) of quantum
states. Let p be a probability distribution on M. We define p :== " p(m)pm.

Suppose a total subspace projector 11 and codeword subspace projectors {11, :
m € MY} exist which project onto subspaces of the Hilbert space in which the states
exist, and for all m € M there are positive constants € €]0,1[, D, d such that the
following conditions hold:

tr(ppIl) > 1 —¢,

tr(pmIly,) > 1 —¢,
tr(Il) < D,

1
m, p, 10, < ~TI,, .
p d

We define a sequence of i.i.d. random variables X1, . .., X1, taking values in { p,,
m € M}. IfL>> &, then

L
Pr <||LIZH-Hm~Xi~Hm'H—p <e+4ﬁ+24\%>

i=1

3L
>1—2Dexp <_2€ln2dD> . (31

By (2) we have
tr(Il,,v,.0) < on(S(Vi(p:))+6(a)) (32)

By (6), for all 2™ it holds that

< 9—n(S(Ve|pe)+8(a) )T

(z7),00 =

Iyen VE (a") - Tyen vennya - (33)

"),
Let A = €. By applying Lemma 3.4 if n is sufficiently large we have
Lt

1
Pr Y. +—Qu(X;1) — Ol > e +4ve + 24/

=1 Ln,t
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< on(S(Vi(pi))+6(a)) (34)

3
. L
€xp ( n,t 21n
— Qn(S(Vt(m))H(a))

A2~ S<vf<pf>>>+6(a>+6<a>)

3
2In2
< exp (—Ln,t . 2_n(X(Pt§Zt)+<)) , (35)

-exp (_Ln,t - 2”(—X(pt;Zt))+5(a)+5(a)’)

where ( is some suitable positive constant which does not depend on j, ¢, and can be
arbitrarily small when ¢ is close to 0. The equality holds since

S(Vi(pe)) — S(Vilpe)

=9 Zpt Z V®n<X(f))
- Zpt (Z I e Xj,z ))

= x(pt; Z) -

Let L,, ; = [2"(x(Pi2)+20)7 "and n be large enough, then by (35) for all 5 it holds
that

Ln,t

1
1y TtQt(X;f}) — Oy > e+ 4ve+24¥e | <exp(=27¢)  (36)
=1 "™

and

Pr ”ZTQt Jl — O] < eVtVj

—1-Pr UU{||Z—QtX(t) — O] > €+ 4v/e + 24/e}
J

>1-TJ, eXp(—Q"C)
>1— T2n(mintee(1(pt;Wt)—% log Ln,¢) exp(—?nq)
>1-27"", (37

where v is some suitable positive constant which does not depend on j and .

Remark 3.5. Since exp(—2"¢) converges to zero double exponentially quickly, the in-
equality (37) remains true even if T' depends on n and is exponentially large over n,
i.e. we can still achieve an exponentially small error.

From (28) and (37) it follows: For any € > 0, if n is large enough then the event

rLt

W (D5(2) [ X 1) <
O je{]" 7"]"} Z Ln t )| j,l ) o 8
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N ||Z—Qt — Oy <eVtvj

has a positive probability. This means that we can find a realization x;tl) of X](fl) with a
positive probability such that forallt € @ and j € {1,..., J,}, we have

Ly,

oy
> Wi DSl <. (38)
=1 ™t

and
IIZTQt 2 — el <e. (39)

For an arbitrary v > 0 let

1
R:: 1 I B —1 Z - .
B - R, P03 P) ~ W X Z00) =

Choose pu < 37, then forevery ¢ € 6, thereis an (n, J,,) code (( ;fl))j:]_7“.7jn7l LiLno D517 =1,.. .,Jn})
such that .

~logJ, >R, (40)

n

— W(D¢|z) =
J:H;o%lsﬁje{?%}i Wi Dila) =0 @b

Choose a suitable « in (30) such that for all 4, it holds ||V{" (xgtl)) —Qi(x;
For any given j' € {1, ..., J,}, (30) and (39) yield

IIZ V®” HOREH
Ln t

1 ¢
<||Z TG »—ZL—tQt(x;,?l)n

=1 ™

+ ||Z 7Qt — O

<Z |v®" 2) = Qu(a)

Jr||2: KQt( ) O

< 2e , (42)

Lven(@l)) — e <

and || Y277, 7= 30

nt
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Lemma 3.6 (Fannes-Audenaert Ineq., cf. [37], [10]). Let & and ¥ be two quantum
states in a d-dimensional complex Hilbert space and ||® — V| < p < L, then

19(®) — S(¥)| < plog(d — 1) + h(p), 43)
where h(v) := —vlogv — (1 — v)log(1 —v) for v € [0, 1].
The Fannes Inequality was first introduced in [37], where it has been shown that

|S(X%) — S(Q)| < plogd — plog p. In [10] the result of [37] has been improved, and
(43) has been proved.

By Lemma 3.6 and the inequality (42), for a uniformly distributed distributed ran-
dom variable R,,,,; with value in {1,..., J,,}, we have

X(Runi; Z;L)

JIn 1 Lyt 1
_ ®n,.(t)
=5 Z Tn L, tVt (xj,l)
j=1 =1 ’
J Lyt
~ 1 1
®n,.(t)
_ J—nS I tVt (z;1)
j=1 =1 ’

t il
—1 =1 Lo ’
In o Ry
1800 =3 55 | X v
j=1 =1 ™

<elog(d—1) —eloge — (1 — €)log(1 —¢)

J n t
=1 @n(4(0))
™ Tn Z L V 1)
j=1
< 3elog(d — 1) —eloge — (1 —€)log(1 — €) — 2elog 2¢ . (44)

By (44), for any positive A if n is sufficiently large, we have

maXX(Runi; ZZ’L) S A (45)

ted

For every t € 6 we define an (n, J,,) code (E;,{D; : j =1,...,J,}), where E, is
built such that Pr (Et( ) = fg) = ;L forl € {1,..., Ly}. Combining (41) and
(45) we obtain '

1
> — .

Cs,cst({(Wy, V) 1t € 0}) > I?GI(?UA;PE(XBZ) (I(pu; By) hflsiip x(pu; Zy))
(46)

Thus, we have shown the “>" part of (26).
ii) Upper Bound for Case With CSI
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Let (C,,) be a sequence of (n, J,,) codes such that

Y E("[j)WP(DS|z") =: €1, 47

rffléa@XjE{rlr}.a.Ji{Jn}rneAn (x |J) ' ( j|x ) * “n
1 Z0) =: €9, 4

r?eagcx(J, 1) =:en, (48)

where lim,, ;o €1,, = 0 and lim,,_,, €2 , = 0. J denotes the random variable which
is uniformly distributed on the message set {1,...,J,}.

We denote the security capacity of the wiretap channel (W;, V) in the sense of [66]
by C'(W¢, Vy). Choose t' € 6 such that C(Wy, V) = mingeg C'(Wy, Vy).

We denote a new random variable by X with values in {1,...,J,} determined by
the Markov chain R,,,; - A — By — X , where the first transition is governed by
the sender’s encoding strategy, the second by W,., and the last by the legal receiver’s
decoding strategy. Then we have from the data processing inequality

log J,, = H(Runi)
< I(Runi, BY) + H(Rymi | X) .

Using Fano’s inequality we have
H(Runi ‘ X) S 1 +€1,n10an .

Thus log J,, < I(Ryni, By) + 1 + €1, log J,,. Applying the standard technique for
single letter formula in classical information theory we have

log J,, < nI(Ryni, By) + 1+ €1,,logJy, . (49)

1L log J,, cannot be greater than

m

Thus for any € > 0, if n is sufficiently large

1 1
I(Ryni; By) + — + —e1nlog Jp
n o n

€1

no 1
— + —log J,, + =
n on

M
n

S [I(Run'w Bt’) - X(Runw Z})] +

— 3|~

S [I(Run'w Bt’) - 7X(Runi; ﬁ)] + €. (50)

3

We cannot exceed the secrecy capacity of the worst wiretap channel, since we have
to guarantee that the legal receiver can decode the message in the worst case (cf. (9)).
Thus, we have

1
: < mi ; —1i — 3 Z)0) .
Csosr({(We, Vi) s t€0}) <min  max  (I(pu; Br) —limsup - x(pu; Z1'))
(5D

Combining (51) and (46) we obtain (26).
iii) Lower Bound for Case Without CSI
Fix a probability distribution p on A™. For any w > 0, we define

Jyy = [2n(mineeo (1piWo) ~+ log Lu—p)|

bl
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where p is a positive constant which does not depend on j and ¢, and can be arbitrarily

) ifan e T
small when w goes to 0. Let p/(z") := { 7" 7sls) p:o
0 else .

and X" := {X;1},eq1,....J, }.1€{1,....L.}» Where L,,, a natural number, will be specified
later, be a family of random matrices whose components are selected i.i.d. according
to p’.

There are {D; : j =1,...,J,} such that for all ¢ € § and for all L,, € N

......

< VT2 (52)

For a positive o, we define
Qe(x"™) := Ty, oyally, o) - VP (@) - Ty, o (2" )y, ova
and O, := Zmne’l’p"s P (™) Qi (z™).

For any positive 0 let L,, = [2™a%¢ X(PiZ')+19] and 1 be large enough, in the same
way as our proof of (37) for the case with CSI at the encoder, there is a positive constant
v so that

(llZL Qux) @t||<e\7tvj> >1-27", (53)

For any positive ¢ we choose a suitable «, by (52) and (53) there is a realization
x;,; of X;; with a positive probability such that: Forallt € f#and all j € {1,...J,},

we have
L 1
> Wi (D) < ¢

L

<1
||Z th(xj,l) -6 <e.
=1 "
For any v > 0 let
R- I(po: Br) — max ~x(pu; Z7)
= max mln max — ; — .
U A Bz), \tes | U e 7

Then there is an (n,J,) code (E,{D;:j=1,...,J,}), where E is so built that
Pr(E(j) =z;,) = LL for I € {1,..., Ly}, such that liminf, o +logJ,, > R,

and
Ly,

. 1 n C
R 54

In the same way as our proof of (45) for the case with CSI at the encoder,

ntaeaexx(Rum,Zt ) <e, (55)
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for any uniformly distributed random variable R,,; with value in {1,...,J,}.

Combining (54) and (55) we obtain

1
W : > inI(py: B;) — li - - ZM) .
Cs({(W¢, V) tee})—mfljfsz%(r?el? (pu; Bt) max lnrn_ilian(pU, )
O

3.2 Compound Classical-Quantum Wiretap Channel

In this section, we derive the secrecy capacity of the compound classical-quantum wire-
tap channel with CSI. In this model, both the receiver and the wiretapper use classical-
quantum channels and the set of the channel states may be finite or infinite.

Let A, H, H', H", 0, and {(W;, ;) : t € 0} be defined as in Section 2.

Theorem 3.7. The secrecy capacity of the compound classical-quantum wiretap chan-
nel {(Wy, Vi) : t € 0} in the case with CSI is given by

o 1 0 on
Cs.ost{(We, Vi) 1 € 0}) = lim min max —(x(Pinp; B') = X(Pinp; Z'))
(56)

where By are the resulting random quantum states at the output of legal receiver chan-
nels and Z; are the resulting random quantum states at the output of wiretap channels.
The maximum is taken over all probability distributions P;,, on the input quantum
states wy.

Assume that the sender’s encoding is restricted to transmitting an indexed finite set
of orthogonal quantum states {p, : © € A} C S(H'®™), then the secrecy capacity
of the compound classical-quantum wiretap channel in the case with no CSI at the
encoder is given by

. i . n . on
Cs({(W, Vi) st € 0}) = lim Y k) T (rpelgx(pu, Bi") — max x(pu; Z; )) :
(57)

Proof. At first we are going to prove (56). Our idea is to send the information in two
parts. First, we send the channel state information with finite blocks of finite bits with
a code (' to the receiver, and then, depending on ¢, we send the message with a code

C’Q(t) in the second part.

i.1) Sending Channel State Information with Finite Bits

We do not require that the first part should be secure against the wiretapper, since
we assume that the wiretapper already has the full knowledge of the CSI.

By ignoring the security against the wiretapper, we consider only the compound
channel (W})¢co. Let W = (W}); be a compound classical-quantum channel. Then,
by [40] and [51], for each A € (0, 1), the A capacity C(W, \) equals

C(W,A) = pmax  min X(Pinp; W) - (58)

If maxp,

inp

ming x(Pinp; W) > 0 holds, then the sender can build a code C4 such that

the CSI can be sent to the legal receiver with a block with length < — el -
ming ma,xpi"p X(Pmp 7Wt)
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€. Here T' < oo is the size of 0, as we defined in Section 2. If maxp,,  ming X (Pinp; We) =
0 holds, we cannot build a code C7 such that the CSI can be sent to the legal receiver.
But, this does not cause any problem, since when for every ¢ € 0 there is a P;,;, such

that x (Pjnp; W:) > O then for every ¢ there are xgt) and 23 € A such that Wt(xgt))

#+ W, (xét)). In this case min; x (Pyni; W) > 0, where P;,,,, is the uniform distribution
over A. This means that if maxp,, min; x(Pjnp; W;) = 0, the right-hand side of (56)
is also zero.

i.2) Message Transformation When Both the Sender and the Legal Receiver Know CSI
If both the sender and the legal receiver have the full knowledge of ¢, then we only
have to look at the single wiretap channel (IW;, V;).
In [31] and [34] it was shown that if n is sufficiently large, there exists an (n, J,)
code for the quantum wiretap channel (W, V') with

IOan = Imax (X(Pinp;Bn) 7X(Pinp§Zn)) — €, (59)

inp,W

for any positive € and positive §, where B is the resulting random variable at the output
of legal receiver’s channel and Z the output of the wiretap channel.
When the sender and the legal receiver both know ¢, they can build an (n, J;, ;)

code Cz(t) where

log Jpt = max (X(Pinp; Bl') — X(Pinp; Z')) — €. (60)

inp,Wt

Thus,

1
. > 1 : - R > LA .. 7n
Cs.osi({(Wi, V) 11 € 6}) = lim min nax, = O(Pinp3 BYY) = x(Pinp3 Z1')) -
(61)

Remark 3.8. For the construction of the second part of our code, we use random cod-
ing and request that the randomization can be sent (cf. [31]). However, it was shown
in [18] that the randomization could not always be sent if we require that we use one
unique code which is secure against the wiretapper and suitable for every channel state,
i.e. it does not depend on t. This is not a counterexample to our results above, neither
to the construction of C1 nor to the construction of C. (t), because of the following facts.

The first part of our code does not need to be secure. For our second part, the legal
transmitters can use the following strategy: At first they build a code C1 = (E,{D; :
t=1,...,|0]}) and a code Cét) = (EW, {Dj(-t) cj=1,...,J,}) foreveryt € 0. If
the sender wants to send the CSIt' € 0 and the message j, he encodes t' with E and
J with E®), then he sends both parts together through the channel. After receiving
both parts, the legal receiver decodes the first part with {D, : t}, and chooses the

right decoders {Dj(.t/) NS {{D§t) (j)ite 0} to decode the second part. With this

strategy, we can avoid using one unique code which is suitable for every channel state.

i.3) Upper Bound for the Case CSI at the Encoder

Forany € > 0, we choose ' € 6 such that C's c.gr(Wy, Vi) < inficg Cs.cs1(We, Vi)+



383 SECRECY CAPACITIES OF COMPOUND QUANTUM WIRETAP CHANNELS

From [31] and [34] we know that the secrecy capacity of the quantum wiretap
channel (W}, V) cannot be greater than

: 1 n n
lim max —(X(Pinp; By) — X(Pinp; Z1)) -

n—00 Pipp,wy M

Since we cannot exceed the capacity of the worst wiretap channel, we have

. . 1 n n
Cs.cst({(W, Vi) 1t € 0}) < lim min max —(X(Pinp; BY) — X(Pinp; Z1))-
(62)

n—00 t€h Pinp,wi N
This together with (61) completes the proof of (56).

Remark 3.9. In [64] it was shown that if for a given t and any n € N,
X(Pinp§ B?) > X(Pinp; ZZL)
holds for all P;,,, € P(A) and {w,(j) : j =1,...,J,} C S(H®"), then

lim max —(X(Pinp; Bi") — X(Pinp; Z}'))

n—00 Pipp,w T

= nax (X(Pinp§ Bt) - X(Pinp; Zt)) .

Thus if for everyt € 0 and n € N,
X(Pinp: BY') 2 X(Pinp; Z{')
holds for all Pi,,, € P(A) and {w(j) : j =1,...,J,} C S(H®"), we have

Cs,csr = Iglein max (X(Pinp: Bt) — X(Pinp; Zt)) -

Pinp,wt

Now we are going to prove (57).

ii.1) Lower Bound for Case Without CSI
Fix a probability distribution p on A™. Let

J, = |_2mint60 x(p;B{")—max;co x(p;ZZ‘)—QnuJ ,

L, = [2mexex(BiZi)+nu] |

and let p’ and X™ = {X;; : j,I} be defined as in Section 3.1. Since J, - L,, <
Qming X(p?B?)*”", in [40] and [51] it was shown that if n is sufficiently large, there
exist a collection of quantum states {p,» : =" € A"} € S(H'®"), a collection of
positive-semidefinite operators { D, : ™ € A"}, and a positive constant 3, such that
forany (j,1) € {1,...,J,} x {1,..., L, } it holds

Pr [tr (Wt”(p’;(jyl)DXjJ >1- 2*”ﬂ >1-92718 (63)

and for any realization {x;; : j,{} of {X; : j,{} it holds that

Jn Ln

YN b, <id.

ted j=11=1



3.2 COMPOUND CLASSICAL-QUANTUM WIRETAP CHANNEL 39

We define
Qt(par) :=Tpy, oIy, o (") - V2™ (pon) - My, (™) Dy, 0 »
and O := 3 nern, " (@) Qi (pan ).

Choosing n sufficiently large, in the same way as our proof of (37) for the classical
compound channel with quantum wiretapper, there is a positive constant v such that

L
" q ' -
Pr <|Z th(PX(tg)—@t\‘ §6VtVJ> >1-27". (64)
l:l n Js

We choose a suitable «.. If n is sufficiently large, we can find a realization x;; of
X1 with a positive probability such that for all j € {1,...J,}, we have

: n( . n . >1_9"nB
miptr (W7 05, ) Ds, ) 212
and

L
~ 1
— ) = <e.
ng\lg - Qulpr,) — Ol <€

Ly JIn JIn L,
We define Dj := 3 e 10y Day o then 350 Dy =305 3050 337 Dayy <
id. Furthermore, forallt’ € @ and I’ € {1,..., L,,} we have

or (Wi (o2, ,)Ds )

= Z itr ( tT/L(PZj,l/)Drj,l)

teh =1
> tr (Wi(p2, ,)Ds, )
>1-2""7,

the inequality in the third line holds because for two positive-semidefinite matrices M;
and My, we always have tr (M Ms) = tr (\/MlMQ\/Ml) > 0.

For any v > 0 let

1
R := — |mi s BiY) — 20—y
U%znffm)tn[f?g;w@ 0) — maxx(p tﬂ 7

Then for any positive A, there is an (n, J,, A) code <{w(]) = ZzL:"i Linp;?j’l D j =
L., Do, 1 {Dj:j=1,..., Jn}), such that lim inf,,_, o, %log Jn > R,

i "Hn — D ®TL 1 <
r?ggje{rgafJn}tr((ldH ® DWE (w(f)) <A, (65)

and in the same way as our proof of (45) for the classical compound channel with
quantum wiretapper,

max X (Runi; Z{') < A, (66)

ted
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for any uniformly distributed random variable R,,; with value in {1,...,J,}.
Combining (65) and (66) we obtain

1
Cg > li — i ; BY) — VAL 67
o2 tim e (oo B —maeou 7)) 60

ii.2) Upper Bound for Case Without CSI
Let (C,) = ({p\" : 7}, {D\™ : j}) be a sequence of (n, J,, A,) code such that
n 7 . bl J N yYmny '

mae e o (= DI (o)) < . )
max X(Runi; Z7') =: €20, (69)

where lim,, o0 A, = 0 and lim,, o0 €2, = 0. R,y; denotes the random variable
which is uniformly distributed on the message set {1, ..., J,}.

We denote the classical capacity of the quantum channel W in the sense of [66] by
C(W3). Choose ¢’ € 0 such that C(Wy) = mingcg C(Wy).

Itis known (cf. Section 3.1 ii)and [52]) that C'(WW;,) cannot exceed X (Ruyn;; By )+£
for any constant £ > 0. Since the secrecy capacity of a compound wiretap channel
cannot exceed the capacity of the worst channel without wiretapper, for any € > 0
choose £ = %e, if n is large enough, the secrecy rate of (C,,) cannot be greater than

1 n

1
min nx( P)+ &

1 1 1
S min 7X(Runi; B?) — max 7X(Runz7 Ztn) + g + 762,’”
n

ted n ted n
1

< = i Ryni; BY) — Ryni; Z7 . 70

< 2 (o s B) = (s 2 ) - a0)

Thus
Cs < i L (min v (por: BY) (prs Z7) (71)
1m max — | min 5 — max ] .
S S e U A By, n \tes XU T teg X\PUs 2t

O
Combining (71) and (67) we obtain (57).

So far, we assumed that |0|, the number of the channels, is finite, therefore we can
send the CSI with finite bits to the receiver in the case where the sender has CSI. Now
we look at the case where || can be arbitrary. We of course are not allowed to send the
CSI with finite bits if |#| = oo, but in this case, we may use a “finite approximation” to
obtain the following corollary.

Corollary 3.10. For an arbitrary set 8 we have

o 1 n n
Cs.osi{(We, Vo) : t € 03) = lim inf max - (x(Pinp; BY) = X(Pinp; Z7)) -
(72)
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Proof. Let W : S(H') — S(H") be a linear map, then let

W id, ® W)(a)||1 . 73

Wl s=sup _max _(ids © W)(a)s 3)

It is known [56] that this norm is multiplicative, i.e. |[WW'||s = [[W o [|W'|lc-
A 7-net in the space of the completely positive trace-preserving maps S(H') —

S(H") is a finite set (W(k)) , of completely positive trace-preserving maps S(H') —
S(H") with the property that for each completely positive trace-preserving map W :
S(H') — S(H"), there is at least one k € {1,..., K} with [|[IW — W®)||, < .

Lemma 3.11 (7 —net [50]). Let H' and H" be finite-dimensional complex Hilbert spaces.

For any T € (0, 1], there is a T-net of quantum channels (VV(’“))?=1

completely positive trace-preserving maps S(H') — S(H") with K < (%)2‘1/4, where
d =dim H'.

in the space of the

If |0] is arbitrary, then for any E>0lett = By Lemma 3.11 there exists

logE
a finite set 6 with [0'] < (2)2¢ " and 7-nets (W) egrs (Vi) cgr such that for every
t € 0 wecanfindat € 6 with Wy — Wyll, < 7and |[V; — Vi, < 7. Forevery

t' € #', the legal transmitters build a code C’ét/) = {wy,{Dj : j}}. Since by [31], the

error probability of the code Cz(t/) decreases exponentially with its length, there is an
N = O(—log &) such that for all ¢ € 6’ it holds

1 JN
> (W e () D) 2 1A €, 74
=1

X(Runis Z)') < €. (75)

Then, if the sender obtains the channel state information “t” , he chooses a “t'”
€ ¢ such that [|W; — Wy ||, < 7 and ||V, — Vy/||, < 7. He can send “t'” to the legal

receiver in the first part with finite bits, and then they build a code C’Q(t/) that fulfills
(74) and (75) to transmit the message.
For every ¢’ and j let |1y (§)) (¢y (j)] € S(H'®N @ H'®™) be an arbitrary purifica-

tion of the quantum state wy (§), then tr [(W2N — WEN) (wy (4))] = tr (trH@N [id?}f\[@@
(WY = W) (e ()] ). We have

o [(WP = WPY) (wee (5))]

= tr (trgow 105 @ (WY = WEN) (160 (1) (e ()] )
i © (W2 = WEN) (1o (D) (e (7))

i © WEY = WEN) (e (1)) (e G,

< WEY = WEN o - 111w () (e (DDl
< NT.

=tr

The second equality follows from the definition of trace. The second inequality follows
by the definition of || - ||. The third inequality follows from the facts that || (|1¢ (5)) (we (5)]) |1 =
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landHWt®N ||<>* sz 1 ®k 1W®N k(Wt*Wt/)
since || - ||¢ is multlphcatlve and Wiy = [Well, = 1.

| = NIWe = W

It follows that

’Ztr WEN (wy (4)) Dy)

IA
|
7
=
=

®
z
|
=
&
=
g
<
5

IN
=

R

=
=
®
e
=
~®
=
5
S

IA
|~
=
=
\]

=Nt. (76)

N can be arbitrarily small when £ is close to zero, since N = O(—log&).

Let Ry,; be a random variable uniformly distributed on {1,..., Jx}, and {p(j) :
j =1,...,J,} be a set of quantum states labeled by elements of {1,...,.J,}. We
have

|X(Rum'§ Vt) - X(Runi§ ‘/t’)|
JN

<|s Z%Vt(p(y‘)) -5 Z%Vt’(ﬂ(j))

j=1 j=1 N

JN JN

FX S M) S 5 (Velo(3)

j=1 N =1 7N
<7log(d—1)—71logT — (1 —7)log(1 —17), (77)
where d = dim H. The inequality in the last line holds by Lemma 3.6 and because
Vi(p) = Vir(p)ll, < 7 forall p € S(H) when [[V; — Vir||,, < 7.
By (76) and (77) we have

JN

1
sup—Ztr W (wt/(j))Dj)Zl—)\—f—NT,
teo Nj .

X(Rum;ZtN) <&+7log(d—1)—7logr — (1 —7)log(l — 7).

Since £ + N7 and 7 log(d — 1) can be arbitrarily small, when £ is close to zero, we

have
JN

1
sup — tr W® Wy D:)>1-\,
up NZ (we () D;) >
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teo

The bits that the sender uses to transform the CSI are large but constant, so it is still
negligible compared to the second part. We obtain

.. 1
Cs.csi({(W, Vi) :t € 6})) > lim inf max —(X(Pinp; BY') — X(Pinp; Z7)) -

n—00t€0 Pinp,we N

(78)
The proof of the converse is similar to those given in the proof of Theorem 3.7,
where we consider a worst t'. O

Remark 3.12. In (56) and Corollary 3.10 we have only required that the legal receiver
can decode the correct message with a high probability if n is sufficiently large. We
have not specified how fast the error probability tends to zero when the code length
goes to infinity. If we analyze the relation between the error probability € and the code
length, then we have the following facts.

In the case of finite 0, let £1 denote the error probability of the first part of the code
(i.e. the legal receiver does not decode the correct CSI), and let €5 denote the error
probability of the second part of the code (i.e. the legal receiver decodes the correct
CSI, but does not decode the message). Since the length of the first part of the code is
l-logc-c = O(logey), we have e7* is Oexp(l - log ¢ - ¢')) = O(exp(n)), where
n stands for the length of the first part of the code. For the second part of the code,
€9 decreased exponentially with the length of the second part, as proven in [31]. Thus,
the error probability ¢ = max{e1,e2} decreases exponentially with the code length in
the case of finite 6.

If 0 is infinite, let 1 denote the error probability of the first part of the code proba-
bility. Here we have to build two T-nets for a suitable T, each contains O((%ﬁm)’wd)
channels. If we want to send the CSI of these T-nets, the length of first part | will be
O(=2d"" -1og(e1 log £1)), which means here €7 will be O(exp(g3m)) = O(exp(n)).
Thus we can still achieve that the error probability decreases exponentially with the
code length in case of infinite 0.

3.3 Entanglement Generation over Compound Quantum Channels

The entanglement generating capacity of a given quantum channel describes the maxi-
mal amount of entanglement that we can generate or transmit over the channel. A code
for the secure message transmission over a classical-quantum wiretap channel can be
used to build a code for the entanglement transmission over a quantum channel (cf.
[34]). Our technique for entanglement generation over compound quantum channels
is similar to the proof of entanglement generating capacity over quantum channels in
[34]. The difference between our technique and the proofs in [34] is that we have to
consider the channel uncertainty (c.f. the discussion in Section 3.4).

Let B, Q, H¥, H2, ¢, and {(N") : t € 0} be defined as in Section 2 (i.e. we
assume that @ is finite).

We denote dim H¥ by a, and denote X := {1,...,a}. Consider the eigen-
decomposition of p¥ into the orthonormal pure quantum state ensemble {p(x), |¢,)F :
x e X},

Z p(x)|¢z><¢z|q3 = pq3 .
reX
The distribution p defines a random variable X .
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Theorem 3.13. The entanglement generating capacity of {(N;) : t € 0} is bounded
as follows

A({(Ny) :t€0}) > max (rgleiglx(p; Q) — rglgexx(p; Et)) , (79)

where Q) stands for the quantum outputs that the receiver observes at the channel state
t, and E, the quantum outputs at the environment.

(Theorem 3.13 is weaker than the result in [17], the reason is that we use for our
proof a different quantum channel representation. For details and the result in [17] cf.
Section 3.4.)

Proof. Let p¥ — Up,p*U ~, be a isometric transformation which represents IV (cf.
Section 3.4), where U, is a linear operator S(H¥) — S(H9%), and € is the quantum
system of the environment. Fix a p* with eigen-decomposition Y _ 1 p()|¢2)* (¢4 [*.
If the channel state is ¢, the local output density matrix seen by the receiver is

tre (Zp YUN, |62} (6| U;‘vt>,

and the local output density matrix seen by the environment (which we interpret as the

wiretapper) is
tro (Zp YUN, |62) %WUM) :

Therefore (Nt)t <o defines a quantum compound wiretap channel (Whn,, VN, )teo, Where
Wy, : H¥ = H3, 30 o p(2)]62) (0¥ — tre (X, p()Un, |¢2) (2| ¥ U, ), and
Vi, : H¥ = H3, 5 3 0(2)]62)(02|F — tre (3, p(2)Un, [62) (0[P UR, ).

i) Building the Encoder and the First Part of the Decoding Operator

Let
Jn — |‘2n[mint x(X;Q+)—maxy X(X;Et)—26]‘| ,

and
Ln _ |'2n(maxt X(X;Et)+§)‘| )

For the compound classical-quantum wiretap channel (W, , Vi, )1eg, since

‘{(Jvl) jzla»JnalzlaaLn}‘
=J, L, < o ming [} (X;Q¢)—0] |

if n is large enough, by Theorem 3.7, [40], and [51], the following holds. There is a
collection of quantum states {p?%_"l cj=1,...,Jpl=1,...,L,} € S(H¥"), a

collection of positive-semidefinite operators {D; ; := Dy :te0,j=1,...,Jp, 1=
1,...,Ly,}, a positive constant 3, and a quantum state £&" on H®", such that
tr (D2, @1 Uy, o2 Ux, ) = 1-27"5, (80)
and
lwiy — & Il <e, (81

an o L Ln q}n *
where wi, 1= 737" tran (Uthwj,lUNt .
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Now the quantum state p‘fjnl may be pure or mixed. Assume p?fjnl is a mixed quan-
tum state >, p’ﬂ(z)mgj),)(}\lgfj)l |*", then

> (D2 @)Uy, N0 ) (D, ¥ U, )
=1

i=1

. (w;?;; 10 WU (3 (DN ) ‘B"m)

>1-2""8

Thus, for all i such that p'; (i) > 1327?’; it must hold

tr ((D;?jf; ©1d®")Un, IR ) (RO B Uj{,t) >1 -9,

If n is large enough, then there is at least one 7; ; € {1,...,n} such that p’; (i1 ;) >

2 "’ By Theorem 3.7, there is a §t@" on H%", such that

1—2-nF"

L
1 = i s i1, [ n
I = > tran (U RO P UR, ) 68 < e
=1

n

Thus,
(1RE YR " 2,03 DD, 2,0, 1})

is a code with the same security rate as
({/)33_,: G ADY t}) .

When some pgiﬂl are mixed quantum states we may replace them with |X 55}; ) ) (NS]’L]) Ra
B
Hence we may assume that every p3  is a pure quantum state.

Assume p‘fﬁ = N )(R;;|¥". Let H™ be a J,,-dimensional Hilbert space with
an orthonormal basis {|j)™ : j = 1,...,J,}, H* be a L,,-dimensional Hilbert space
with an orthonormal basis {|I)* : 1 = 1,..., L, }, and H? be a |¢|-dimensional Hilbert
space with an orthonormal basis {|t)? : ¢+ € 6}. Let |0)™|0)*|0)? be the ancillas on
H™ H*, and H?, respectively, that the receiver adds. We can (cf. [52]) define a
unitary matrix V"0 on FR"MLO gych that for any given quantum state p2 €
S(H?") we have

VDTLEIREQ (an ® |0> <0|zm ® |O><O|2 ® |0><0|9> (VQ"DJIEG)*
=S (D) @GP A e
t 7 L

We denote

OQTETMLO
P>

= (10 @ VA" (U @ ia” ) [R0) (%"
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® 10)0™ © [0)(0]* @ [0)(0)’| (U @ id™*")
(iden ® VQ"sm;:e)* ’
in view of (80), we have

F (tranen (W ™) 1NGIT @ 10U @ 16)(t1)
>1—c¢. (82)

By Uhlmann’s theorem (cf. e.g. [66]) we can find a \CjJ,t)Qn@n on H2"¢" such that
(UNt ® idm")
(1% @ va"ME0) ¢ 2" )T ) =)y

<1/);3ﬂ EMMLE ) (G2

(01(0[=(0]™ (R

)G © DA ® ) <t|9)

>1 . (83)

ii) Building the Second Part of the Decoding Operator
We define
Jaj ) ¥ P = Ry ) (0)™]0)%10)

and
[bj) ¥ = (UNt ® id”’m") (id@" ® Vﬂ"fmw)
G2 )T

For every j, I, and ¢, we have (aj7l|bjylyt>q3"fm£9 >1—c¢

We define
L
la PUINLO . 1 - —2mil{= |\ promes
J7k> T \/f Ze " |a‘],l> ’
=1
Ly
|{,,kt>‘43"97t£9 .7 1 Ze—2ml—|b L >‘13"'fmse
Jiks =T >
Ly =1
and

0]
‘by,kyn el |9| Z |b] kt ‘13 el

Forevery j € {1,...,J,}, by (83) it holds
Ly

1 n
. a]7k|b q3 MLo
" k=1
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10l Ln

\(9\ L, ZZ ;oo e,0) *

t=1 k=1
|9‘ L’Vl
‘Q‘L ZZ“NV)JH
" t=1 =1
>1—ce. (84)

Hence there is at least one k; € {1, ..., L, } such that for every j, we have

1—ce€
<e —isk; <ajk |bjk >‘,]3"93T29

10|

1 _; . A n
= m Z e " <aj,k?j |bj,kj,t>qs el 4
t=1

for a suitable phase sy,,. Since for all ¢ it holds ‘ TR (g, by ) ¥ TV < 1, we
have

min e "% (@ k,|bj e, 0)

teo

DUl 97126‘ —1fle .

Therefore, there is a suitable phase 7, such that for all ¢ € 0,
1—10le

= ‘e ks <a3k |bjk >q3"£m20

=e <a]k |bjk )

—m“k <Z e—27r1l L,, l|€]3"9ﬁ£9>
n ok n
<Z e_Q‘MZﬁ ‘bj,l,t>q3 93?20) ) (85)

=1

BMLO

For every t € 6, we set

L
ngn /1 N ok ngn
|wj,t>D eng — fze 2m(lL"+rkj)|<j,l’t>D ¢ ® |l>£
=1
and
Ly ‘
9, )2 e /Li Ze—Qm‘l% [idén © Vgngnge]
"o=1

(URIN;)F)]0)™|0)[0)°

Forallt € fand j € {1,... J,} it holds by (85)

F (10301030

MLo
)
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(5052 @ ) (G ® t><t|f’)

= |02 g ) 2 ) M gy 0|

1 Ly,
— (Z 6_27”an <CL l|‘;3"9ﬁ£0>
Ly
(Z e 27rzl— zrkj |b_j,l7t>q3nm£0>
>

=1
1— (0. (86)

Furthermore, since (81) holds there is a quantum state ft@n

, which does not depend
on j and [, on H%" such that

& = tran (Un R W3 ® U, )| < e (87)

By monotonicity of fidelity, forany [ € {1,...,L,}

tnzn(Cﬁw\NmO<NmHmnlﬁﬁ)‘—tran 04¢u0<§¢adnnen>H
<2|1-— F(trQn (UNt|Nj7l><Nj7l|q3nU;,t) R
1
anen | 2
tran (610:G02"") )]
[ (¢ T e N (Gl

1) ™ ® Il ® t><t|9)} 2
<o,

1

(88)

the first inequality holds because for two quantum states ¢ and , we have [ o—n|l1 <

1L —F(o,m).
By (87) and (88)

trane (|wj,t><wj,t|ﬂ"““) ¢

3 S (auiiane) e

Ly
Li Z trgn (UNthj,l><Nj,l|q3n Uf*vt)

—tran (|Cj,l,t>< Q"en)
1

+ H&f — trgn (UNt|Nj,z><Nj,1|wvat)

’ 1
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<2Vete, (89)

holds forall ¢ € fand j € {1,...,J,}.

In [59] (cf. also [34]) it was shown that when (89) holds, for every ¢t € 6 we can

find a unitary operator U (% ML such that if we set

5,375t (t)

(1) (a2 @ 4™ ) (U™ @),

XQ"e"smz (UQ”sms ® id@n)

then
F(le) &2 e i) (Mg s ™) 2 1-de— 4. (90)

where |£,)2"¢" € is chosen so that |&;)(£;|2"¢"* is a purification of £&" on H2"¢" %,

iii) Defining the Code
We can now define our entanglement generating code. Let ¢’ be arbitrary in 6. The
sender prepares the quantum state

J,

~

1 1 = li n,o,
T Do eI )P )
O\ j=11=1
Jn Ln
Ze 27T7,l* ]|Ql ' , (91)
j=11=1

keeps the system 2(, and sends the system ‘3" through the channel Nf?", i.e. the
resulting quantum state is

~

11 Ju Ln .
12 n —omil = . n
Jn Ln (ld ®UN,,,) [ eI ) AR )P

j=11=1

o kj *
I 1R )| (10 0 0, )
Jn

Jj=1

Jn [ Ln s
(Zemw AU ) ) G

The receiver subsequently applies the decoding operator

(Z U(% me ® |t <t|9> VD"SDLLG

ted

L,
)™ (Z UL R )
=1

TQn — tI'Q'Vng

(Tﬂ" @ 0)(0]™ ©10)(0]* @ [0) <0|9)

teo
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to his outcome.

iii.1) The Resulting Quantum State after Performing the Decoding Operator
We define
AQ"E"MLY
Lyr

= (Z U(%"DJIE ® idQ[&‘” ® |t> <t9> (VQ"DJH)O ® id?l@")

teo
11 Jn Ly,
(J L |2 (ZB‘Q’”WUN,mm )
=1 =1
Ju [ Ln .
(Ze_ZmlL”<Nj7l|P (U&,)*> G
j=1 \i=1

® [0)(0™ @ [0)(0]* ® |0><0|") (VR g g ey

(Z U e @id @ |t><t0>

teo

(Z UG @id™ @) <t|9>

teh
J
Z'J Ql|19]’ Q"G"DJUJG Z lQ"G"D’ﬂ29<J|QI)
n j=1 J

=1

3

(Z UG id @ |t><t9> , (93)
teo

then the resulting quantum state after performing the decoding operatoris trqnen g (L AQTETMEG)

iii.2) The Fidelity of - Z‘]" Z “ X;};/e;ms @ ) GI* @ [t')(t'|° and the Actual
Quantum State

(Z UG @id*" @ ) <t|9>

teo

(Z UG @id® @ |t><t|9>

ted

=i @ Y UF U ) @ )t
teo

_ idQ[Q"G"DﬁEO

>ieo U(%”mm ®id®" @ [t)(t|? is unitary.
Because of this unitarity and by (86)

In JIn
YoxXHE TN @ )’
j=1j'=1

ngn 1
all 5 R
Lt’Q 7
In
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J Jn
( Z ‘2(‘19 Q" "917120)(2@9% o) 971290\2[)7

j=1 j=1

—_

7f§]mfﬂeL®u>®uW>

<

n

OouMme JW®@WWQ€£W?WQW>

j=1
1]/ o
_ 7 <Z<19j1t,|21 ¢ 93?20)
n =1
JIn
E]WﬂDW"®u>®tWﬂ
> 1 |fe. 94)

iii.3) The Fidelity of -~ 371 Y0 X208 ™ ®15)(j'[* @ [t') (¢'| and the Standard
Maximally Entanglement State
By (90) we have

J J
1 &K & noen o
F( KEIE @ 110 @) (52

m ® |tl>6)

Kl‘)—l
M=
o
B

(‘B
=
&
E
®
<

Dt o G o (" o (1))

> 1 —de — 4y/c. (95)

iii.4) The Fidelity of the Actual Quantum State and the Standard Maximally Entangle-
ment State
Since for two quantum states p and 7, it holds

1
L= VF(e.n) < glle =nlh < V1= F(e,n)?
for three quantum states o, 1, and v, we have

F(o,m)
>1- 2ol
=z B 0 — N1
1 1
> 1 llo— vl — 5o~ 7l

>1—+/1-F(p,v) —+/1—-F(v
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Combining (94) and (95), for all t' € 6 we have

F (tl‘gn @"29( 2[9”(’3”93?29)’

JIn
O @)™ ZJIQl J|m)

j=1 j=1
1 &
> P(B0em, (37 ) 0 ) 0 ™ 5 1))

In
Q}@wa®wﬂ®mm®wm)

Jj=1

>1—+/2|0le — [0]?¢2 — \/8\/2716627326\/E786 (96)
>1—/210]Ve - V8Ve. 7

This means that if n is large enough, then for any positive J and e, there is an

(n, 1/2|0]/€ + v/8+/€) code with rate
mtinx(X; Q) — m?xx(X; E,)—26. O

Proposition 3.14. The entanglement generating capacity of {(N;) : t € 0} with CSI
at the encoder is

. 1 . Xn
Acsi{(Ni) i1 € 6}) = m Zmin | max_ To(p Ni™). (98)

Proof. As the authors of [23] showed, after receiving a dummy code word as the first
block, the receiver also can have CSI. Then we have the case where both the sender
and the receiver have CSI. But this case is equivalent to the case where we only have
one channel (V;) instead of a family of channels {(IV;) : ¢ = 1,..., ||}, and we may
assume it is the worst channel. The bits that we use to detect the CSI are large but
constant, so it is negligible compared to the rest. By [34], the entanglement generating
capacity of the quantum channel NV, is

1
lim = max Io(p; N®").
n%oonpegS(H))(ﬂ” c(ps N&™)

The proof of the converse is similar to those given in the proof of Theorem 3.7,
where we consider a worst ¢'. O

Proposition 3.15. The entanglement generating capacity of (Ny),., with feedback is
bounded as follows

1
Afcca{(Ny) :t€6})> lim —min max Ic(p; Nt®”). (99)

n—oo N t€0 peS(H)Q
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Proof. As the authors of [23] showed, the receiver can detect the channel state ¢ cor-
rectly after receiving a dummy word as the first block. Then he can send ¢ back to the
sender via feedback. O

Remark 3.16. Feedback can improve the channel capacity of quantum channels in
some cases (c.f. [45]). Thus it can be possible that the lower bound in Proposition
3.15 is not tight. For a one-way entanglement distillation protocol using secret key, cf.
[35].

3.4 Further Notes

In this section we will discuss the proof of our result of the previous section.

Let3, Q, H B and H2 be defined as in Section 2. Let N be a quantum channel
S(H¥) — S(H2). In general, there are two ways to represent a quantum channel, i.
e. a completely positive trace-preserving map H¥ — H2, with linear algebraic tools.

1. Operator Sum Decomposition (Kraus Representation)
K
N(p) =Y AipAi*, (100)
i=1

where A1, ..., Ax (Kraus operators) are linear operators S(H¥) — S(H?) (cf.[44],
[12], and [52]). They satisfy the completeness relation ZZK:1 A;*A; = idgs. The rep-
resentation of a quantum channel IV according to (100) is not unique. Let A1, ..., Ax
and By, ..., Bk be two sets of Kraus operators (by appending zero operators to the
shorter list of operation elements we may ensure that K/ = K). Suppose A1, ..., Ax
represents NV, then By, ..., Bi also represents N if and only if there exists a K x K
unitary matrix (u; ;) K such that for all ¢ we have A; = Zjil u; ; Bj (cf. [52]).

2. Isometric Extension (Stinespring Dilation)
N(p) = tre (UnpUy) , (101)

where Uy is a linear operator S(H¥) — S(H2¢) such that U}, Uy = idgw, and
€ is the quantum system of the environment (cf. [60], [12], and also cf. [63] for a
more general Stinespring Dilation Theorem). H® can be chosen such that dim H¢ <
(dim H¥)2. The isometric extension of a quantum channel N according to (101) is not
unique either. Let U and U’ be two linear operators S(H¥) — S(HR%). Suppose U
represents IV, then U’ also represents N if and only if U and U’ are unitarily equivalent.

ij=1,..

It is well known that we can reduce each of these two representations of the quan-
tum channel from the other one. Let A1, ..., Ax be a set of Kraus operators which rep-
resents N. Let {|7)€ : j = 1,..., K} be an orthonormal system on H¢. Then Uy =

Z;il A;®|7)¢ is an isometric extension which represents IV, since (Z]K:l A;®|j >@)

K * K * K ae)* (K
P (Zk:l Ar ® |k>e) = Zj:l AjpA;” and (ijl 4;® |J>6> (Zk:l Ar ® |k>e>
= Z;il A;*A;. For the other way around, every isometric extension Uy that rep-

resents N can be written in the form Uy = Z;il Aj ® [4)¢, ie. if the sender

sends p, and if the environment’s measurement gives \z)e the receiver’s outcome will
be A;pA;*. Here Ai,..., Ak is a set of Kraus operators which represents N, and
{|7)¢ :j =1,..., K} is an orthonormal system on H ¢.



544 CLASSICAL-QUANTUM ARBITRARILY VARYING WIRETAP CHANNEL AND RESOURCES

Using either of both methods to represent a quantum channel, one can show that
(cf. [34]) the entanglement generating capacity of a quantum channel N is

A(N) = lim 1 max_ Ic(p; N®™). (102)

n—00 N peS(H)2"™

The Kraus representation describes the dynamics of the principal system without
having to explicitly consider properties of the environment, whose dynamics are often
unimportant. All that we need to know is the system of the receiver alone; this simpli-
fies calculations. In [43], an explicit construction of a quantum error correction code
(both perfect and approximate information recovery) with the Kraus operators is given.
In the Stinespring dilation, we have a natural interpretation of the system of the envi-
ronment. From the Stinespring dilation, we can conclude that the receiver can detect
almost all quantum information if and only if the channel releases almost no informa-
tion to the environment. In [59], an alternative way to build a quantum error correction
code (both perfect and approximate information recovery) is given using this fact. The
disadvantage is that we suppose it is suboptimal for calculating the entanglement gen-
erating capacity of a compound quantum channel without CSI at the encoder.

In [17], the entanglement generating capacity for the compound quantum channel
is determined, using a quantum error correction code of [43], which is built by Kraus
operators. Their result is the following. The entanglement generating capacity of a
quantum wiretap channel N' = (Ny), ., is

1
= i — 3 . ®n
A(N) = nh_{n - peé??l}fﬂn rtnelgllc(p, N7 (103)

This result is stronger than our result in Theorem 3.13. This is due to the fact that we
use for our proof a quantum error correction code of [59], which is based upon the
Stinespring dilation. If we use the Kraus operators to represent a compound quantum
channel, we have a bipartite system, and for calculating the entanglement generating
capacity of a compound quantum channel, we can use the technique which is similar
to the case of a single quantum channel. However, if we use the Stinespring dilation
to represent a compound quantum channel, we have a tripartite system which includes
the sender, the receiver, and in addition, the environment. Unlike in the case of a
single quantum channel, for compound quantum channel we have to deal with uncer-
tainty at the environment. If the sender knows the CSI, the transmitters can build an
(n, €) code for entanglement generating with rate min; [x(X; Q;) — x(X; Ey)] — 0 =
mingeg Io(p; Ni) — § (Proposition 3.14) for any positive ¢ and e. This result is opti-
mal (cf. [17]). But if the sender does not know the CSI, he has to build an encoding
operator by considering every possible channel state for the environment. Therefore
the maximal rate that we can achieve is min; x(X;Q;) — max; x(X; E;), but not
mingeg Io(p; Ni) = ming [x(X; Q) — x(X; Ep)]. This is only a lower bound of the
entanglement generating capacity. It is unknown if we can achieve the stronger result
(103) using the Stinespring dilation.

4 Classical-Quantum Arbitrarily Varying Wiretap Chan-
nel and Resources

The results in this section was published in [25], [26], and [27].
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4.1 Ahlswede Dichotomy for Arbitrarily Varying Classical-Quantum
Wiretap Channels

In this section we analyze the secrecy capacities of various coding schemes with re-
source assistance. Our goal is to see what the effects are on the secrecy capacities of
an arbitrarily varying classical-quantum wiretap channel if we use deterministic code,
randomness assisted code, or common randomness assisted code.

Theorem 4.1 (Ahlswede dichotomy). Let {(W,,V;) : t € 0} be an arbitrarily vary-
ing classical-quantum wiretap channel.

1. (a) If the arbitrarily varying classical-quantum channel {W, : t € 0} is not
symmetrizable, then

Cs({(We, Vi) it € 0}) = Cs({(W3, Vi) st € O}5) . (104)

(b) If {W; : t € 0} is symmetrizable,

C({(Wy, V) st € 0}) =0. (105)

Cs({W, Vi) it € 0Y;er) = Cs({(Wy, V) s t € 0};7). (106)

Proof. Our proof is similar to the proof of Ahlswede Dichotomy for arbitrarily varying
classical-quantum channels in [6]. The difference between our proof and the proofs in
[6] is that we have to additionally consider the security.

i) Proof of Theorem 4.1. 2

At first we use random encoding technique to show the existence of a common
randomness assisted code.

Choose arbitrary positive € and . Assume we have an (n, .J,,) randomness assisted
code ({C7 : v € A}, G) for {(Wy,V;) : ¢ € 0} such that

max / P.(C7,t")dG(y) < ¢,
A

tneon

max / X (Runm ZC’Y’tn) dG('}/) < €.
A

tregn

Consider now n® independent and identically distributed random variables C1,Ca, - - - , Cyys
with values in {C” : v € A} such that Pr(C; = C) = G(C) forallC € {C7 : v € A}
and foralli € {1,--- ,n3}. For a fixed t" € 6™ we have

’I’LS
Pr ZX (Rum;, Z@,t”) > n3A
i=1
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713

1 1
= Pr | exp Z E2X (Rum, Z@-,w) > eXp(EQTLS)\)
i=1

n3
< exp (—2n2/\) H Eg exp (:LZX (Runi7 ZQ,tﬂ))

i=1
n3

= exp (—2712)\) Eq exp Z %2)( (Runi7 Zgi’tn)

i=1

o 2 1 (Runis Zg, 10 )
< exp (72712)\) H Eg |1+ Z Al =
i=1 k=1 ’

n3
[ © 2k%[EGX (Runi7 Zf. n)
=exp (—2n°)) |1+ Z o Cot
k=1 ’

9 [ =, 2ke "
§exp(—2n )\) 1+Z%
L k=1 :

3

_ ) "
= exp (—2n2/\) 1+ € exp 2} , (107)

the second inequality holds because the right side is part of the Taylor series.
We fix n € N and define

1
hn(x) :=nlog(l + gezx) —x.

We have h,,(0) = 0 and

ho (@)
1 1

= n7127 2 _ 1

1+ etxn
_ ne? 1
ez 4n ’

2 2 2
Zatn — Lis positive if 2 < £ gln, thus if ¢ < ¢ e’ln, hy () is strictly mono-

tonically increasing in the interval |0,¢]. Thus h,(z) is positive for 0 < z < é
For every positive ¢, ¢ < Le_ln holds if n > —%5¢. Thus for any positive e,
e < nlog(1l+ Leexp?2)if n is large enough. Choose A > 2e and let n be sufficiently
large, we have A > log(1 + %e exp 2), therefore

3

exp (—2)\n2) [1 + %eexp 2]

1
= exp (—An?) exp (n2(—)\ +nlog(l+ —eexp 2)))
n

< exp (—)\nQ) . (108)
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By (107) and (108)

Zx( wnis Zg, tn) > And Vi € g

< |0]™ exp(—An?)
= exp(nlog|f] — An?)
= exp(—nA). (109)

In a similar way as (107), choose A > 2¢, we can show that
n3
S PCit") > PVt € 0" | < e (110)
i=1

Let A := max{2e¢, 2¢}, we have

P.(C;,t") > An® or X | Runi, W) > st e o
Z Z (Runis Ze, 10

< 2e A"

We denote the event

n = {017027"' n3 ecl SZP Clatn

3
1 n
and ﬁ E X(Rum, ZCf,,t”) S )\} .
i=1

If n is large enough, then P(E,,) is positive. This means E,, is not the empty set, since
P(() = 0 by definition. Thus there exist codes C; = (E!", {D;LZ ti=1,...,Jn})
€ C! fori € {1,...,n3}, with a positive probability such that

n3

3

1 3 1 Z”
E Pe(Ci7tn) < )\andﬁ X(Runi,ZCi}tn) S A (111)

i=1

i=1

By (111), for any n € N and positive ), if there is an (n, J,,) randomness assisted
code ({C7 : v € A}, G) for {(Wy,V;) : ¢ € 6} such that

max / P.(C7,t")dG(v) < X,
A

tnegn

s [ X (RunisZe.0)AG(0) < .
A

tregn

there is also an (n, J,,) common randomness assisted code {C1,Cs, - - - ,Cy,3} such that

max —ZP (Ci, t™) <

treon n3



584 CLASSICAL-QUANTUM ARBITRARILY VARYING WIRETAP CHANNEL AND RESOURCES

1

71,3

max—z Ruyni, Ze, 4n) < X

ineon 77/3, 1X( unty C“t)
1=

Therefore we have

Cs({W, Vi)t € 0} 0r) = Cs({(We, Vi) st € O};7)
This and the fact that

Cs({W, Vi)t € O} 0r) < Cs({(Wh, Vi) st € O0}5r),

prove Theorem 4.1. 2.
ii) Proof of Theorem 4.1. la

Now we are going to use Theorem 4.1. 2 to prove Theorem 4.1. la.

To show the lower bound in Theorem 4.1. la, we build a two-part code word,
which consists of a non-secure code word and a common randomness assisted secure
code word. The non-secure one is used to create the common randomness for the
sender and the legal receiver. The common randomness assisted secure code word is
used to transmit the message to the legal receiver.

Choose arbitrary positive € and (. Assume we have an (n, J,,) randomness assisted
code ({C7 : v € A}, G) for {(Wy,V;) : t € 0} such that

vy n
tgléaa}i/APC(c LM dG(y) <€,

max / X (Run'w ZC"/,t”) dG('y) < C N
A

tneon
by Theorem 4.1. 2, there is also an (n, J,,) common randomness assisted code {C1,Ca, -+ ,Cp3}
such that
3
1 n
— D FPe(Ci,t") <X, 112
B o5 2 PGt < 112
1 &
max — Zl X (Runi» Ze, ) < A (113)

where A := max{2¢, 2(}.

If the arbitrarily varying classical-quantum channel {W; : = € X} is not sym-
metrizable, then by [6], the capacity for message transmission of {W; : x € X} is
positive. By Remark 2.21 we may assume that the capacity for message transmission
of {W; : x € X} using deterministic encoder is positive. This means for any pos-

itive 9, if n is sufficiently large, there is a code <(cf(")) { y {Dit(n) Cie
i€{l,--,n

{1,--- ,n3}}) with deterministic encoder of length y(n), where 24(") = o(n) such

that

3
1 n N .
1‘@2“(%(0?( HDry <. (114)
=1
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We now can construct a code C%t = [ pr(n)+n, {D;‘(”H" cji=1,--- ,Jn}),

where for (M1 = (g1 gn) € AR +n

B (gp)n ) — LEp(an]j) if et = ™
0 else ’
and
oS o,
It is a composition of the code (cﬁt(")> ¥ {DM™ i =1,-.. n3}) and the
i=1,--,n

code C; = (B}, {D}'; : j =1, ,J,}. This is a code of length u(n) +n
iii) This Code Is Secure Against Eavesdropping

We are going to show that the two-part code word is secure when the common
randomness assisted part is secure. Since the two-part code can be seen as a function
of its common randomness assisted part the idea is similar to applying the quantum
data processing inequality (cf. [66]) when we consider quantum mutual information as
security criterion.

For any i € {1,---,n3} let
3i,tu(n)+n

B {V () @ Vin (B (1)) s Vi (™) @ Vi (B2( | Jn>>} ‘

For any t#(M+7 = (¢#(") ¢") we have

X (Runiv Biﬂtu(n)ﬁ-n )

J,
1 - n L(n
=9 72 D B )V (el ™) @ Vin(a™)
j=1 €A™

s( > Ea" | )Vanen (¢ ”)@W(a"))
€An

<

1 n
Jn1

=5 (Vtum)( ”(n))) *Z Z EMa™ | j)Vin(a™) | — 8 (V'Mn)( L(n)))

.
Il

j=lamncAn
1 JIn
. S( > EPa" Ij)th(a")>
Jj=1 an€eA™
1 n 1 In
=S| =D Ve (BM(19) | = S Vn (BF (1)) (115)
=1 " j=1
=X (Runi, Ze; 4n) - (116)

By definition we have

chet’tu(n)Jrn
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- {Vt“("H" (BHOFR (1), Vitwen (BFH(| Jn))}

(LSS e 0 (20

i=1ancAn

w3 3 i (@)
i=1 ancAn
LzZ:EIE””Ilex D) & Vin (@),

i=1 a”€A"
3

Z Z E(a™ | Jn)Vium (C?(n)) ® Vin (a")}

i=1 an€An

w"_‘

n

3
1 « N
{5 X Ve ) @ Vin (B2 1)
=1
1
23 2 Vi () 9 Vin B2 1) |
i=1

By (113) and (116) for any t#(™)+7 = (¢#(")¢") we have

X (Rum'a chEt"tH(n)+n)

3
1 n
S X (Runu ZCdetﬂgu(n)-Fn) - E Z X (Runu ZCi,t'") + >\
i=1
1 &
=X (Run27 chetvtu(n)+n) - ﬁ Z X (Runzy Biyt#(")Jr") + A
i=1
713
1 1 & 1(n)
=S| 752D Vuw ™) @ Vi (B (] 1))
nj=14=1
J n?
1§ 1 ji(n) el
~ 308 S Vi () @ Vie (B2 (] )
=1 i=1
1 & 1 &
=525 | 5 D Vi () @ Vin (B (] )
i=1 noj=1
11 I
t7 3 ZS(%Mm(cf("))@W(E?(|j))) +A. (117)
n j=11i=1

Let H® be a n3-dimensional Hilbert space, spanned by an orthonormal basis {|) :
i=1,---,n%}. Let HY be a J,,-dimensional Hilbert space, spanned by an orthonormal
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basis {|j) : j =1, -+, J,}. We define

JIn n®

p(n)+n L(n n .
PIPHIT ZZ\J )l @ 1) (i @ Vien (™) @ Vi (BE(| 5)) -
j=11i=1
We have
11 &
w(n)+n w(n)+n N n .
P = g (O ) = 1) (5] © Vi (™) @ Vin (B2 (1 5))
T j=1d=1
11 &
w(n)+n u(n)+n N n .
PP = trg (O] = [3)(i] ® Vi (™) @ Vin (B (] 7))
n j=114=1
n3
Hr(n)+n 3.6H"L<n)+n 11 In )
= trg (4 )= 52D Ve () @ Vin (B2 (] 5))
n j=11i=1
Furthermore,
S((p"]Hu(an)
Jn n?
ZZU (1 ® Vi (™) @ Vi (B (] )
J 1:=1
JIn 1 n3
— H(Runi) Zs EZW,L(M(Cg(n))@th(E;L(| Nl

(n)4+n
S

_3 i%zz\ (il ® Vi () @ Vi (B2(| )

= HYuni) + Z zv @ Vi (E(15) ]

~ e ppi(n)dn
S

n3

JIn
11 . .
T?ZZ N1 18) (8] @ Vie () © Ven (B (| 5)

TLS

Jn
= H(Runi) + H (Yo }%ZZ (Viweo (&27) @ Ver (22(1 1))
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By strong subadditivity of von Neumann entropy it holds S(3# pim )+S(p2H pmen )

> S(H" Y 4 S (I H ™) Thus by (117) we have

X (Runis Zeaet gumrin) <. (118)

iv) The Legal Receiver Is Able To Decode the Message

We now use Theorem 4.1. 2 to show that the legal receiver’s average error goes to
ZEero.

For any t#(")+7 ¢ gu(n)+n by (112) and (113),
P, (Cdet’ tu(n)+n)

T n’
_1—n;tr( T‘lgz—let“(”) ) @ Ui (E. ZDH >
1 (18
S t(n > Ui (™) @ Ui (BE(1 )] - | DE™ DM)
13 (18
X 0 9] (AT P CREEN )
j=1 =1
3
=1-— Z(tr {Utu(")( ”(n) Dﬂ(n)} Ztr Uen (E{'(] 7)) Dy J]>
3 31
— 1 53 (b [V 0L (- Pt t")))
1
<1-(1 —L 9= N)
=A+7, (119)
the second inequality holds because for non-negative numbers {al, Bii=1,--- , M}

such that - Zl Lo <Yand £ Zl 1BZ§AwehaveMZz 1(17041)(1751)_
1-9— )\

For any n € N and positive ), if there is an (n,J,) randomness assisted code
({C7 : v € A}, G) for {(W,,V;) : t € 0} such that

max / P.(C7,t")dG(y) < €
A

treon
max / X (Runis Zev n) dG(y) < ¢
tnedn
choose 6 = max{2¢,2¢} + ¥, by (119) and (118), we can find a (u(n) + n, Jy,)
deterministic code C%¢t = (E"("H", {D?(n”n cj=1,-- ,Jn}) such that such

that

max P(cdet prmny < 5
tr(n)+ncpu(n)+n

max Royni, Z, <9J.
tu(n)Jrnegu(n)JrnX( unts Cdeti#(n)#»n)
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We know that 2#(") = o(n). For any positive ¢, if n is large enough we have
% log J,, — logﬁ log J,, < €. Therefore, if the arbitrarily varying classical-quantum
channel {W; : x € X'} is not symmetrizable, we have

Cs({(W, Vi) st € OFser) > Cs({(Wh, Vi) st € 0)57) — €. (120)
This and the fact that
Cs({(Wy, Vi) s t € 0} 0r) < Cs({(Wi, Vi) =t € 0}57)
prove Theorem 4.1. 1a (c.f. [6] for Ahlswede dichotomy for arbitrarily varying classical-
quantum channel Channels).

v) The Proof of Theorem 4.1. 1b

If {W; : ¢t € 0} is symmetrizable, the deterministic capacity of {W; : t € 6}
using a deterministic encoder is equal to zero by [6]. Now we have to check whether
Cs({(Wy, V) : t € 0}) using stochastic encoder remains equal to zero. The proof
is rather standard. Readers with experiences in information theory may pass over this
subsection.

Foranyn € Nand J, € N\ {1} letC = <E”,{D}1 17 € {1, ~~Jn}}> be an
(n, Jp,) deterministic code with a random encoder. We denote the set of all determin-
istic encoders by F,, := { fo {1l Jn} — A”}. Since the deterministic capacity

of {W; : t € 0} using deterministic encoder is zero, there is a positive ¢ such that for
any n € N we have

J
1 & -

For any t" € ", we have

1—c¢

T
== > JTE"Ualk) k)

fn€F, k=1

In 1 In
238 | CUACIEES il UATAOER
n J:I

fn€Fn k=1

J,
1 ~ n N n
=+ E E E"(a™ | j)tr (th(a”)Dj’)
" =1 anecAn

Jn

1
Dt (th (E™(| j))D;) : (122)
n j:1

the first equation holds because

Jn
> TLE (50 1)

fn€F, j=1
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Jn
=2 > ( ( (Z > (Z > HE"(fn(j)lj)))“'»
am fu()=a™ *a™ f,(2)=a" a” fo(Jp—1)=am *a™ fn(Jp)=am™ j=1
Jn—1
Y EE(E T (TrewIFanm))-))
am fa(l)=a™ *a™ fn(2)=a" a” fn(Jn—1)=a™ *am Jj=1
Jn—1
=2 2 ( > > Ierenm
" fn(l)=am " fn(2)=an am f,(J,—1)=an j=1
Jn—1
:Z Z Z Z ZETL n“]’fb HEnfn
a™ fu(l)=am \ a" fn(2)=a" an
=Y > E'IY
an f,(1)=an
= E'a"|1)
=1,
the second equation holds because because for any j € {1,--- , J,, }, we have
> HE” fu(k) | K) tr(Wtw(fn( ))D")
Fn€F, k=1
=2 X @ ) (T 00 10 ) (w0005 )
a" fo(j)=an ki

-2 % Ee iu(we )0

a™ fn(j)=am™

=> E"(a" | j)tr (th (a”)D}‘) :

amn

By (122), forany n € N, J,, € N\ {1}, let C be any (n, J,,) deterministic code
with a random encoder, if {W; : ¢ € 0} is symmetrizable, we have

e e >

Thus the only achievable deterministic secrecy capacity of {(Wy, V;) : t € 6} is
logl = 0. Thus Cs({(W:, Vi) : ¢t € 6}) = 0. (Actually, (122) shows that if
{W; : ¢t € 0} is symmetrizable, even the deterministic capacity for message trans-
mission of {(W, ;) : t € 6} with random encoding technique is equal to zero. Since
the deterministic secrecy capacity C({(Wy, V;) : ¢ € 8}) cannot exceed the determin-
istic capacity for message transmission, we have Cs({(Ws, ;) : t € 6}) = 0). This
completes the proof of Theorem 4.1. 1b. O
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4.2 Secrecy Capacity under Common Randomness Assisted Quan-
tum Coding

In this Section we determine the secrecy capacities under common randomness assisted
coding of arbitrarily varying classical-quantum wiretap channels.

4.2.1 Compound-Arbitrarily Varying Wiretap Classical-Quantum Channel

Let A, B, H,0,0,and {(W,,V;) : s € 0,t € 0} be defined as in Section 2.
Following the idea of [65], we first prove the following Theorem.

Theorem 4.2. Let 0 := {1,---,T} and 0 := {1,--- , T} be finite index sets. Let
{Ws, Vi) : s € 0,t € 0} be a compound-arbitrarily varying wiretap classical-
quantum channel. We have

Co{(W4, V) :s€0,t €0}

— lim © max (min x(pus BE™) — max x(pu; Zin)) . (123)

n—=00 N Uy An 3 {BO™ Zyn:s,t,} \ s€0 treon
where By are the resulting quantum states at the output of the legal receiver’s channels.
Zn are the resulting quantum states at the output of wiretap channels. The maximum
is taken over all random variables that satisfy the Markov chain relationships: U —
A" — B®"Z,. for every s € 0 and t™ € 0. A is here a random variable taking
values on A, U a random variable taking values on some finite set U with probability
distribution py.

Proof. We fix a probability distribution p € P(A). Let

Jn _ \-Qn min, g x(p;Bs)—log Ln—2n/1,J

p" (") . ie.om n
Letp'(z") := P (T55) ° ita € Tyl
0, else.
Let X" := {Xj:}jeq1,....J,},0€{1,....L,,} be a family of random variables taking

value according to p', i.e. with the uniform distribution over 74 ;. Here L,, is a natural
number which will be specified later.

We fix a t™ € 6™ and define amap V : P(0) x P(A) — S(H) by
V(t,p) := Vi(p) .
For t € 0 we define ¢(t) := w t™ is trivially a typical sequence of q. For
p € P(A),V definesamap V(-,p) : P(0) - S(H).
Let

Qt" (xn) = HV(~,p),a(tn)HV,a(tna xn) : ‘/t'" (xn) : HV,a(tna xn)HV(-,p),a(tn) .

In view of the fact that ITy (. ;) o (t") and Iy  (t", ™) are both projection matrices,
by (1), (7), and Lemma 3.3 for any ¢ and «™, it holds that

1Qen (&™) — Vin (@™)[l1 < V/277B() 4 2-nB()" (124)

For our result, we use an alternative Covering Lemma
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Lemma 4.3. Let V be a finite-dimensional Hilbert space. Let M and M’ C M be
finite sets. Suppose we have an ensemble {p,, : m € M} C S(V) of quantum states.
Let p be a probability distribution on M.

Suppose a total subspace projector 11 and codeword subspace projectors {11, :
m € M} exist, which project onto subspaces of the Hilbert space in which the states
exist and for all m € M there are positive constants € €]0,1[, D, d such that the
following conditions hold:

tr(ppIl) > 1 —¢,

tr(pmIly,) > 1—¢,

tr(Il) < D,
and )
1Ly, pr Il < aHm .
We denote w := ", r (M) pm. Notice that w is not a density operator in general.
We define a sequence of i.i.d. random variables X1, ..., X, taking values in {p,, :

me M} IfL> %, then

L
PT(lL_IZH'HXi X Iy, - I —wly

i=1
<1—p(M')+4y/1—p(M) +42\8/E>
3Ld
>1— _ n L .
>1 2DeXp( p(M)21n2D> (125)

Proof. We define a function Iy : M — M’ U {0V} by

Pm, ifmeM
I (o) = v i g

where 0Y is the zero operator on V, i.e. (j|0Y|j) = 0 for all j € V. Notice that 0V is
not a density operator.

We have

tr ( > plm)lm (Pm)>

meM

meM’
= 3 plm)tr (o)
meM’

=p(M’). (126)

Let IT be the projector onto the subspace spanned by the eigenvectors of ) g, p(1m) 1L, pr 11, 1T
whose corresponding eigenvalues are greater than p(M') 5.
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The following three inequalities can be shown by the same arguments as in the
proof of Lemma 3.4 in [66]:

> p(m)d - Ty, D ()L, TIIT > p(M’)%ﬂ : (127)
meM

H Z p(m)H 1Ly, - 1wy (pm) 1L, - 11 — Z p(m) VY (pm)Hl

meM

meM
S Z p(m)HH : Hmpm : Hm I — pm”l
meM/’
< 3 plm) (2ve+2y/erave)
meM/’

=p(M’) <2ﬁ+2\/e+2ﬁ>
< 2\/e+2v/e+ 2/

< 6+/€.

(128)
The last inequality holds because /€ + 21/ < 2¢/efor0 < e < 1.
When {p1,- -, pr} fulfills
(1=€) > p(m)IT 1Ly, - Ing (pm) - My, - TIIT
meM
L
<L) M0, - (I (pi)) - 0, - TIIT
i=1
<146 Y p(m)I-I0, - Iy (pm) - My, - TIT
meM
(i.e. we assume the event considered in (131) below),
then
L
|L~ S HIT- L, - (L (py)) - 1L, - IO
i=1
— Y p(m)II - Iy, - I (o) - Ty - Ty
meM
<e (129)

i) Application of the Operator Chernoff Bound

For all m € M’ we have

d - TITIIL,, Ly (oo )1, ITIT
= d - TIIIL,,, pp, I, ITTT

<11 (130)
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as a consequence of the inequality ATBA < A’ A which is valid whenever B < id.
By (130) and the fact that d - 0¥ < II we have for all m € M

OV < d- 1ZII_II—I'rn]lM’ (pm)HrmHﬁ < ﬁ .

Now we apply the Operator Chernoff Bound (cf. [66]) on the set of operator
{dlnzy (pm) : m € M} and the subspace spanned by the eigenvectors of ) - ¢, p(m )Ly, pp 111,

whose corresponding eigenvalues are greater than p(M’) 5; here IT acts as the identity
on the subspace.
By (127) we obtain

Pr((l —€) > p(m)IIT - L, - Ing (pm) - Ty - TIIT
meM

L
<Ly MM, - (I (X)) - Ty, - T

1=1
L
< (4oL M-Iy, - (Iye (X5)) - I, - 0T
i=1

= Pr (d(l —€) > p(m)II - Ly, - Ing (pm) - Iy - TIIT
meM

L
<dL™' ) M-I, - (I (X)) - Ty, - T

=1

<d(1+€) Y p(m)IT- T, - Ine (o) - T, ~Hﬁ>
meM

e Ld
>1—2Dexp (—p(M')21n2D> . (131)

it) Upper Bound for ||, . (M) Iy (Pm) = phem p(m)IIIIL,, Ty (P ) T LI

Let ) ; Aq|#)(i| be a spectral decomposition of >y %Hﬂmpmﬂmﬂ. In

view of the fact that II is the projector onto the subspace spanned by the eigenvectors
of the density operator )/ %Hﬂm pm 1L, I whose corresponding eigenvalues
are greater than %, we have

tr ( ]i(liz,))n Ly - Ing (p) - I - H)
meM

~tr p(m,) I - I,y - g (pon) - I, - TI0
meM p(M )
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We apply Lemma 3.3 to obtain

1Y p(m)IT - TLy - Ings (prn) - T - TE—= > p(m)IIT - Ty, - I (prn) - T, - Iy

meM meM
p p(m) - -
M) Z m o I (pm) Ty - T — > (M/)HH~Hm e (o) - Iy, - TITT |
mEM meM
24/ €+ 2v/e
< 43/ . (132)
When {p1,--- , pr} fulfills
(72 ZHH I0; - (In(ps)) - I0; - T
- Z m)III - I, - T (pim) - Iy, - T4
meM
<e€

(i.e. we assume the event considered in (131) occurs and thus (129) holds), then by
(128) and (132) it holds

L
JLS I - (g (o) - T - T — 37

1=1
<e+10v/e
< 11+/e.

m)Ine (pm)l1
meM

(133)

iii) Upper Bound for | L~ 3" T (T (i) )ILIT— L= S22 TIIIL (T (g ) ) T IIEL

When the event considered in (131) is true, i.e. when (133) holds, then by (126)

L
tr <L1 > T -1 - (T (ps)) - T ~Hﬁ>
> p(M/)Z_— 11+/e.

We apply Lemma 3.3 to obtain

L
(12 Zﬁl‘[ AL - (T (i) - 1 - I — L~ ZH I (I (ps)) - T0; - T4

<2\/17 +11\/

i=1

(134)
the last inequality holds because v/a + b < v/a + v/b for positive a and b.
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iv) Upper Bound for | L= 3" TITL p, ILIT — L1 S0F L T (T (02)) T4

In view of the fact that IT and II; are projection matrices for every p; € {p1, - ,pr}
it holds
tr(ILpIL;) < tr(p) =1
and

L

L™ I pILIT)
i=1

L
<tr(L71 Z I pi115)

<1.
When {p1,- -, pr} fulfills
L~ 1211 I - (I (pi) - T - TL= Y p(m) I (o)1
meM
<2y/1—p(M') +20V/e,

i.e. we assume that the event considered in (131) is true, then by (126) and the triangle
inequality we have

tr (I - 1L - (I (pi)) - 10 - IT)

> p(M') = 2¢/1 — p(M’) — 20/e.. (135)
Since
L
L_le-Hi-pi-Hi-H
=1
L
=LY T-T0 - I (ps) - 10 - 11
=1
+L7NY T p - T - (136)
igM/
we have

(P2 N 1 € 1 PR 1 PR
i¢M/

:tr(L_l ZH-Hi~pi-Hi-H>

i¢M/
<1—pM')+2y/1 —p(M’) 4 20/e, (137)

which implies

HNZHHmHH > p(m)Ine (o)l
meM
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<1—pM') +4y/1 — p(M’) + 42+/e . (138)
By (138) we have

L
PT‘(HL_1 Iy, - Xi-Tx, T = Y p(m) - Iae(pm)ln
=1 meM

<1 (M) + 4y/T— (M) + 42%)

3Ld
>1—2Dexp (—p(l\/[');lnw) : (139)

By (2) we have
tr(Ilv (. p).a(t"))
< 9S(V(p)la)+8(e))
— gn(X, a(®V(t.p)+5(@))
— o3, a(®S(Vi(p)+d(a)) (140)

Furthermore, for all ™ holds

Iy o (t", ™) Vin (") 1Ly o (2", 2™)
< 2—n(S(V|r)+6(o¢)')HV a(tn’ xn)
— 97 (s, r(#2)S(V(E2)+8(e) ), ot z") . (141)

We define
¢ :={t€6:nq(t) >/n} .

By properties of classical typical set (cf. [67] ) there is a positive 6 () such that

P/r(x" € {x" eA": (z1,) e T Vvt e 9’}) > (1 — Q—Wﬁ(“))‘el > 12~V
P
(142)
where I; := {i € {1,--- ,n} : t; = ¢} is an indicator set that selects the indices 7 in
the sequence t" = (t1,- -+ ,tp).
We denote the set {z" : (z1,) € 7;:(;’(0 Vt € 0’} C A" by Myn. Forall 2 € Myn,
if n is sufficiently large, we have

> r(ta)S(V(t) =D a(t)S(Vilp)

t,x

<| D rte)S(V(t2) =Y a(t)S(Vilp)

teb x teb’

+1 37 r(t oSVt ) = Y a()S(Vilp)

t¢0’ . x tgo’
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1
<Y Do r(t2)S(V(E, x)) — q()S(Vilp) +2l9|ﬁ0
ted’ | x
6 1
< 2|9|ﬁc+2|9|%0, (143)

where C' := max;cg maxzea (S(V(t, z)) + S(Vi|p)).
We set O == 3 nepg,, P(@")Qen (27). For given 2" € Myn and t" € 07,
(2"|O4n|2™) is the expected value of (2"|Q¢ (z™)|2") under the condition " € M;n.
We choose a positive 3(c) such that S(a) < min(27"#(@) 2-18()") and set
€ := 277 In view of (141) we now apply Lemma 4.3, where we consider the set
M;» C A™: If n is sufficiently large for all j we have

L
" L
Pr <| E i Qin(Xj1) — Opnll1 > 2~ Vnghle) 4 40%)
=1 "

< (S, r(t@)S(V(ta)+5(@))
exp (—Ln 2163 S0- g-Vikh(a)y . gn(T, aSWilm) -3, q<t>s<vt|p>>+6<a>+a(a>'+2e|ic+2|e;;c)
n

— (X, r(t2)S(V(t2))+5(e)

exp <_Ln21€3 5 (- Q—ﬁ;ém))zn(z,,q(t)x(p;zt>+a<a>+5(a)'+2|ezc+2e|;;c>> .
n

(144)

The equality holds since S(Vi(p)) — S(Vi|p) = x(p; Zt).
Furthermore,

L
" - N
Pr <|Z = Qun (X;0) = Oy > 27V 40 e v v;)
=1 "

< T 0] 2 (S rE)S(V(12) (@)

cexp | =Ly, € (1 — 2~ VP3A(@))gn(= T aX(P:Z)+6(a) +0(e) 421613042161 J2C) )
2In2
(145)

Let gb{ be the quantum state at the output of wiretapper’s channel when the channel
state is ¢ and 7 has been sent. We have

> at)x (p; Zi) — x (p; > q(t)Zt>

teh

Jn
=Y a(t)s ;Jlncﬁi -2 Q(t)%ns(dﬂ)

teo

LN Y 1
-5 ZZQ(t)Tn¢§ + 7

teo j=1 j=1
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Let H* be a |f|-dimensional Hilbert space spanned by an orthonormal basis {|t) : t =
1,---,|0|}. Let HY be a J,,-dimensional Hilbert space, spanned by an orthonormal
basis {|j) : j=1,---,J,}. Similar to (118) we define

In
P =SS a0l @ 1) (@ of

" j=1 teo
We have p
Spn n 1 & Y
P = trx ($751) = =30 a @il © 6]

" j=1teo

Thus,

S(@¥™") = H(Runs) + H(Yy) + — Z q<t)s< g’) ’

where Y, is a random variable on § with distribution ¢(¢).
By strong subadditivity of von Neumann entropy it holds S(@3#") + S(o=H") >
S(p"") + S(ITH"), therefore

> alt)x (1 Z) — x <p; ZW)%) >0. (146)

t t

- For an arbitrary { we define L,, = [2‘}“”“" x(piZen H”ﬂ , and choose a suitable a,
B(c), and sufficiently large n such that 63(c) + 26(v) +20(a)’ +2(0]2C +2|9|ﬁ0
< C. By (146), if n is sufficiently large, we have L, > [27(2: 4()x(#:Z:)+0)] and

€ (1 — 2~ VEA(e))gn(= Ty aOx(p320)+3(c)+6(@)+201 5 C+2101 J2C) o 93¢

L,
2In2

When n is sufficiently large for any positive ¥

Jn ‘Q‘nQn(ZfT r(t,x)S(V(t,x))+(x) exp(_2%nC)

and . .
9—Vngh(a) +40¥e < 9~ Vnishla)
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Thus for sufficiently large n we have

L
g - |
Pr(”; ant”' (Xj1) = Ol < 9~ Vnshle) yn Vj)
>1-—2™ (147)

for any positive v.

Now we have J,, - L,, < 2m(mins x(p;Ba)—p),
In [40], [51] and [17], the following was shown (using results of [41]). Let {Xj,l}je{l,...,Jn},le{l,...,Ln}
be a family of random variables taking value according to p € P(A™). If n is suffi-
ciently large, and if .J,, - L,, < 2™ins »(X(5:B:)=1) for an arbitrary positive  there exists
a projection ¢,» on H for every ™ € A™ and positive constants 5 and « such that for
any (s,7,0) € 0 x {1,...,J,} x {1,..., L, } it holds

Pr [tr (W?n (Xj,l)DX

>1— |§|2—”ﬂ >1-927", (148)
p

)
where forj € {1,...,J,},0l € {1,...,L,} we have

[NIE

1
2

DX;‘,L = quj’,l’ 45, ZqX]"*“

j/,l/ j/,l/

Notice that by this definition for any realization {i;, : §,1} of {X;, : j,} it holds that

In L .
Zj:l >l Day, < id
(actually in [23] it was | shown that there exists a collection of positive-semidefinite
operators {D %, S€0,j€ {1,...,J.}, 1 € {1,...,L,}} such that for any s, j,
and [ it holds

Pr o (W (50D, 5, ) 2 1= 2%2778] > 1 - 277,
and for any realization {:;, : j,1} of {X; : j, 1} itholds that 3" _ 5 Z;-Jll ZzL:ni Dy, <
id). '
For any given s € 6 it holds

W) =W W)

S S

1 T n ne \TI7O" n
:<1_P<m>> S @)W @)+ Y pt e WL ().

n n n mn
an€T s a ¢Tp15

Thus we have

1(9).
By Lemma 3.6 for any positive w if n is sufficiently large we have

w (WE" ()~ WE" (™) | < 2P(T5) < 27790 for a positive

‘S (me(p")) -S (W;@”(p’”)ﬂ
< 2710 Jog(d™ — 1) 4 h(27"1(9)
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Furthermore, we have

> s (W) = 3w e)s (W)
an €Ty areTs
=| (1 - P(;J)> ZT p"(@)s (W (@) + ; p ()8 (W, (@)
<2P(T5) max S (W." (")

<w.

for any positive w if n is sufficiently large.

We now have
Ix(p; BZ™) = x (0 BE™)|
<|s (W wm) -5 (W ™)
+| X s (W) = Y P as (W )|

an €T an €T

<2w.

for any positive w if n is sufficiently large.
Thus, when J,, - L,, < 2mins nx(2:Bs) =1 holds, we also have

J,, - L, < 2mins nx(p'sBs)—n (149)

if n is sufficiently large.

By (149) we can apply (148) to X; ;. We have: If n is sufficiently large, the event

—n _
t(W X;)Dx..) >1— (82"
(O {je{rlr}.a.t.},{,]n}le{rlr,l.?zn} ! s (X50) X“) = 10 })
Li 4 )
— 'rlL « n .
n (”Z thn(Xj,l)—@tn||1 < 2 Vnishle) vy Vj)
1=1""

has a positive probability with respect to p’.

This means that for any € > 0 if n is sufficiently large we can find a realization
x;; of X;,; with a positive probability such that for all s € 0, t" € §", 7 € S,,, and
jed{l,...,J,}, we have

3t (Wf?”(zjvl)Drjyl) >1—e, (150)

and

Qe (1) — Opn ||y < 27Vr35A) (151)
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We define for 7w € S,, its permutation matrix on H®" by P,. We have Vin (w(2™))
= PﬂVﬂfl(tn)(x")Pj;. For 7 € S,,, we define O  := Zw"eTp S P (™) Qe (m(z™)).

We have On » = Py <Zmn€7p S p’(x”)Qﬂ_l(tn)(m”)) Pl = PO, 1) P].

We choose suitable a positive «. For any given j' € {1, ..., J,} we have

J,‘]/ l)) — @t”,ﬂ'

1

HM“
i b«‘,_.

L,

1
.177'[ Z th” 337/ l) Hl

=1 "

IIP:ﬂ

1

f

|

Z f m(x501)) = Opn |11
L

Z VRSSO || Qi (o (20,1) P = POy ony Py

Ly
_Jmlp Z 1
=92 \/5166(0‘) + || 7L wal(t")(xj“l) — e‘n'*l(t")Hl
=1 "

< 9 Vi) | \/2—%”/3(6%) 4 9—inB(@)"

< 2*\/55/3(04) , (152)

where the first inequality is an application of the triangle inequality, the second is again
the triangle inequality combined with (124). The following equality follows because
|U- AUty = ||All; forall A € B(H®") and unitary matrices U € B(H®™). At
last, we use (151).

By (152) we have

J L ZZW" m_]l (—)t",ﬂ'Hl

j=11=1
< 9-Vidha)

By Lemma 3.6 and the inequality (152), for a uniformly distributed random variable
Ryn; with valuesin {1,...,J,} and all 7 € S,, and t" € 6™ we have

X(Runi§ Zt",fr)

1 1
=5 (XS Vi)
j=1 """ =1 """
J L
"1 "1
T2 JnS< Lthn(W(%,l))>
j=1 =1
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Tn g Ly, 1
S(O4n,x) —st Zf m(j,))

j=1°"
<2.27V158@ Jog(nd — 1) + 2h(2~ V5 A@) | (153)
By (153), for any positive A if n is sufficiently large, we have

"Zn < . 1 4
trT{lEaQ)i X(Runw t 771') = )\ ( 5 )

For an arbitrary positive § let
Jn — Qnmmseg)((p,B ,)—maxn con X(p;Zyn )—nd )
Now we define a code (E,{D; : j = 1,...,Jn}), by E(a" | j) = - if 2" €
{zj1: le{l Ly}},and E(z™ | j) =0ifx & {z;;, : 1 € {1,...,L,}}, and

Dj - 1 Z 1= Dz, ,. For any positive A and € if n is sufficiently large by (150) and
(154) it holds

J,
1 - n n| TrOn
max—g g a tr(W a"D»)>1—e,
.cO Jn —1aqn n ( |j) 3 ( ) )=
j=lancA
o Lun <e€.
trv{leae)i %%XX (Runi; Zinz) < €

We obtain

Co{W,, Vi) :s€b,te}) > mmx(p,B ) — lim 1 max x(p; Zg) . (155)

s€f n—o0 1 tnefn

The achievability of lim,,_,, £ (minseg X (pu; BE™) — maxnegn X (pus; Ztn)) is
then shown via standard arguments (cf. [34]).

Now we are going to prove the converse.

Let (C,) = (E™, {D§n) : j}) be a sequence of (n, .J,,) code such that

maE(Pe(Cna S,TL) <An,
s€b

max max x (Runi§ Zt”,7r) < €n
tregn wes,

where lim,,_yoo A\, = 0 and lim,,_, . €, = 0, where R,,; is the uniform distribution
on{l,---J,}.

Since the capacity of a compound classical-quantum channel (Ws)S cg cannot ex-
ceed the worst channel in {W, : s € 0}, its capacity is bounded by £ min__5 x(pu; B)
(cf. [67]). For any £ > 0 we choose €, = %5 . The enhanced achievable secrecy rate
for the compound-arbitrarily varying wiretap classical-quantum channel cannot exceed
the capacity without wiretapper, thus , if n is sufficiently large, the secrecy rate of (C,,)
cannot be greater than

. 1 1
min x(Runi; Bs) — — max x(Runi; Zin) — §+ —€p
sch n trehn n
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1
< max (minx(pU;Bg) — nax x(pu; Zin )) — §§ (156)

1
N U—A"—{B®" Zin:s,tn} \ s€b neon O

The inequality holds because R,,; — A" — {B®", Zn : s,t,} is always a Markov
chain.
This and (155) prove Theorem 4.2.

Corollary 4.4. Let 0 := {1,--- , T} be a finite index set. Let 0 be an infinite index set.
Let {(W4,V}) : s € 0,t € 0} be a compound-arbitrarily varying wiretap classical-
quantum channel. We have

L _ 1
Cs({(Ws, Vi) :s€0,t €0}) = lim — max (mf x(pu; BE™)— ax x(pus Zt")) :
}

N0 N U An—{BE™ Zin:s,t,} \s€l reon

Proof. We now consider a § such that || is not finite. We assume there is a series of
positive constants {7, : n € N} such that (= )2d > 27"8/2 and lim,, 00 N7y =

. - 14
0. By Lemma 3.11 there exists a finite set HTn with |6, | < (%)2’1 and Tn—nets

(W )s €0,
HW WS’Ho < Tn.

We assume that the sender’s encoding is restricted to transmitting an indexed finite
set of quantum states {p, : © € A} C S(H'®").

By Theorem 4.2 the legal transmitters build now a code Cy = {E,{D; : j}}. such

that for all s” € fn/, t €6,and 7 € S,, it holds that

(V) g, such that for every ¢ € 0 we can find a s’ € 0, " with

n 3 /
*Z > B |t (W (pen) D} ) 2 1= (Z)*27 21— 27702,
T/n,
j=laxnecAn
(157)
X(Runi; Zi'n) <2770 (158)
Let [thpn) (then| € S(H'®™ @ H'®™) be an arbitrary purification of the quantum
—®n —®n n
state pyn, then tr [ (" = W) (pun)] = tr (tron [ @ (W7 = WI") (an ) ibur )] ).
We have
ni - (579N ——®n
tr| Y B 9) (W =W (par)
ZnEAn
I . 70N F7®n
: ( S B | e 10y © (WS - WS ><|wmn><wmn|>\>
aneAn
noloeye =N 5N
=tr| > B[ @ (W, =Wo") ([den) (Wan)
ZnEAN
n| - 7O =N
= Y B |j) [iafr e (W7 = WE") () e )|
T EAN
®n
< > BE DIV =TS o [(an) Wan Dy

ancAn
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<nr, .

The first inequality follows by the definition of || - ||¢. The second inequality follows

from the facts that || (|t)zn ) (¢zn|) |]1 = 1 and HW?n - W?n ‘<> = HZZ=1 W?’HW?“’“ (Ws—-Wy)

.

=n- HWS — Wy ’<>’ since || - || is multiplicative and HWSHQ = HWS/ o =L
It follows that
1 - n . T n
=3 > B e (W (o) D)
=1 gneAn

L In .

S 23T B e (W () D;L)‘

J=1azncAn

1 & ® ®

<=3 Y Ba )| (W -W") (o) D}
nj—=1gncAn
1 & —on  —®

<+ B | )t [(W" = W) (pan) DY
n j=lzne€An
1 &

<+ B | ) [(W" = W) (pan)]
n j=lzne€An
1

< T Jnty,

=nr,. (159)

®Q

W, " (pan) D;L) >1—X, —n7, .

Thus,

C.{(We Vi) s s €0t € 0}) > lim ~(inf x(p; BS") - max x(p; Zn)) - (160)

n—,oo N s€6
The achievability of lim,,_, %(minseg X(pu; Bs) — maxgnegn X(pus; Ztn)) is

then shown via standard arguments.
The proof of the converse is similar to those given in the proof of Theorem 4.2. []

Corollary 4.5. Let 0 and 0 be finite index sets. Let {(W,,V;) : s € 0,t € 0} be a
compound-arbitrarily varying wiretap classical-quantum channel. The secrecy capac-
ity of {{(Ws, Vi) : s € 0,t € 0} is equal to

1
lim — max (mip X(pu; BE™) — max x(pu; Ztn)) )
n—=00 N U A" {BE™ Zn:s,tn} \ s€b tregn
Proof. The corollary follows immediately from the fact that the enhanced secrecy ca-
pacity of a compound-arbitrarily varying wiretap classical-quantum channel is less or
equal to its secrecy capacity. O
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4.2.2 Secrecy Capacity Formula of Arbitrarily Varying Classical-Quantum Wire-
tap Channel under Common Randomness Assisted Quantum Coding

In this section we use the results of Section 4.2.1 to determine the formula for the
secrecy capacities under common randomness assisted coding of arbitrarily varying
classical-quantum wiretap channels.

Theorem 4.6. Let 0 := {1,--- , T} be a finite index set. Let (Wi, Vi)ico be an arbi-
trarily varying classical-quantum wiretap channel. We have
Cs({(W, V) : t € 0} ¢r)

1
= lim — max ( inf v; B®™) — max U Zgn )
N0 N U A {BE™ Zyn:q,tn} BQGCO"U((Bt)tee)X(p 1 ) t"GQ”X(p ‘ )

(161)
Here Conv((Bt)tco) is the convex hull of {B; : t € 0}.
Proof. i) Achievement

Our idea is similar to the results for classical arbitrarily varying wiretap channel in
[65]: Applying Ahlswede’s robustification technique (cf. [16]), we use the results of
Section 4.2.1 to show the existence of a common randomness assisted quantum code.
Additionally, we have to consider the security.

We denote the set of distribution function on ¢ by P(6). For every ¢ € P(6) we de-
fine a classical-quantum channel W, := > __, q(s)Ws. We now define a compound-
arbitrarily varying wiretap classical-quantum channel by

(W4, Vi)iq € P(9),t €6} .

We fix a probability distribution p € A. We choose arbitrarily ¢ > 0, § > 0, and
¢ > 0. Let

J = I_QinquGCO"’”((Bs)see) x(p;BE™)—maxn con X(P;Zw)*m;J
n — .

By Corollary 4.4 if n is sufficiently large there exists an (n, J,,) code C' = (E™, {D7:
j=1,--+Jy}) such that

max 1— > tr(We(E"(15)D)) <,

max max X (Ryni; Zin x) < (.
t"eenwesnx( unty “t ,Tr) C

Similar to the proofs in [16] we now apply Ahlswede’s robustification technique.
Lemma 4.7 (cf. [3], [4], and [5]). Let S be a finite set and n € N. If a function f :
S™ — [0, 1] satisfies

D F(s™Ma(s1)a(s2) - qlsn) > 1—e,
snesn
forall g € P(0) and a positive € € [0, 1], then
1 n
o > fw(s™) =1 -3(n+1)5e. (162)

" nes,
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We define a function f : 6™ — [0, 1] by
Ztr Wi (E"(15)) D7) -

For every ¢ € P(6) we have

D Faty) - qltn)

tneon

In
- Z Ji Ztr(th (E"(17)D7)a(t1) - q(tn)

tneon T j=1

ztr ( S alt) - qltn) Wan (B |j>>D;?)

tnehn
Jn

Z tr(W,(E"(15))D5)
>1-2" ”5/ 2,
Applying Lemma 4.7 we have

1—3(n+1)/fl2—nh/2

< 3 fem)

TES,

—a T Ztr @ (E"(17)D5)

TEeS,

= Z > EN@j)tr(Wegen(a")D})
7€S, “ " j=1ancAn

= Z Z > EMa|j)tr(Win (x 7" (a™)) PID} Pr) | (163)
7T€S'n, ] lanrcAn

where for m € S,,, Py is its permutation matrix on H®",
We now define our common randomness assisted quantum code by

{(mo E" {P:D}PL,je{1,--+,J,}}) :m€S,} .
P.D? P/ is Hermitian and positive-semidefinite. Furthermore, it holds Zj;l P,TD;?P,T

=" Pridgen P} =idgen.
By (163) and by the fact that

TESH

< max max X (Runi; Zn x)
trefn wes, ’
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<C,
for any positive € when n is sufficiently large it holds that:
1
Cs({(We, V) 1t e b inf ;Bg)— lim — A
(W, V) - her) 2z ECO;&(BS)SGQ)X@ )= lim = max x(p; Zen)—e
(164)

The achievability of lim,, , o, % (mianeConv((Bs)see) x(pu; B((?") — maxnegn X(pu; Zen)
is then shown via standard arguments (cf. [34]).

ii) Converse

Now we are going to prove the converse. Similar to the results for classical arbi-
trarily varying wiretap channel in [65] we limit the amount of common randomness.

Let ({C] : v € T'}) be a sequence of (n, J,,) common randomness assisted codes
such that

r|
Y n
max |F|ZP (C1t") < A s (165)
L I
T iy vn) < n s
gggg|r|;§;xmfann,zc,t) <e (166)

where lim,, o A, = 0 and lim,, ,, €, = 0.

We consider a |I'|-long sequence of outputs (1,--- ,|T'|) has been given by the
common randomness and a n |T'|-long block has been sent. The legal receiver obtains
the quantum states { B : v € T'}. By (165) he is able to decode 2nIl'llog Jn messages.
By [16], for every B, € Conv((Bs)scg) we have

IT
log J, < m qumwm)

and by (166), we have for and every t" € "

Tl

11 .
Z(X(RunuBg@) ) - X(Runzv Z;);)) + €n .

logJ
[T]n

Lemma 4.8 (cf. [26]). Let ¢ > 0. For every ¢ € P(0) and s™ € 0", let a function
Ion : T = [0,¢] be given. Assume these functions satisfy the following: for every
v €T and s™ € 9™
|I,S"() qS”( )|<f()

ifq,q" € P(0) satisfy ||g — ¢'||1 < 6, for some f(0) which tends to 0 as 0 tends to 0.
We write ji(Iq,sn) 1= > cp p(¥)1g,sn (), where pu(7y) is the probability of . Then
for every € > 0 and sufficiently large n, there are L = n? realizations 1, - - - , 7, such
that

L ZIQ s™ le 1 - €)M(Iq,s”) —¢€

for every g € P(0) and s™ € 0™.



4.2 SECRECY CAPACITY UNDER COMMON RANDOMNESS ASSISTED QUANTUM CODING83

For g € Conv({s : s € 0}) we define

Sl= —

I en(7y) = (X(Rum,BA*@”) — X(Runi; Z3n)) -

In [29] the continuity of ¢ — + X(Rum, B7®") has been shown' thus there is a f(J)
such that [Ty o () = Lgr on (7)] £ ot S0 (¢ (Runis BP®™) = 2 S0 (0 (Rumis BL™)
< f(9) for a f(§) that fulfills f( ) -0 when llg —d'l = (5 — 0. By Lemma 4.8
there is a set I'" C T such that |T’| = n? and

11 . /
ﬁ% ZF (X(Rum,BW@) )*X(Rum:;Zgn»
Ie !

. BY® Al
1*5 *mz unzaBg n) 7X(Runi>Zt")) 5
el
where B7 and Z;, are the quantum states at the output of legal receiver channel and
the eretapper s channel, respectively, when the output of the common randomness is

.
Thus

1
—l JIn <
08Jn =17 sn|F’|Z

yer’

uanPY@n) X(Runzazg;) +€n) . (167)

To prove the converse we now consider

1
|F/| Z Runi; B’Y®n) — X(Runi; Zt’yn)) T n (X(Runi; B;@n) — X(Runi Zt"))
761“’

|F’| Z Ryni; ;{®n) - X(Ruml; Z;/"))

'yEF’

1
®n
- unu |F/| Z B) - unu |F/ Z Zgn

n
yelr” yel”

/ Z uma ®n) - uma / Z 'y®n
IF | F ]
~yel ~eI”

1
‘1—‘/‘ Z unza t") + X(Runzy |].—V| Z Z;yn
yel” yel”

Let w{:ﬁ be the quantum state at the output of legal receiver channel when the
channel state is ¢, the output of the common randomness is 7, and j has been sent.
We denote B]n = {W :y €T’} and Byn = {J W” v € T'}. Let Gy be the
uniformly dlstnbuted random variable W1th value in T

We have

|F,| Z unv; - X unza |F,| Z

yel” yel”
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Jn n

1 1 ;
= A I S (g
i Z 72 ) 7 2 s ()
J)Y 1 - 1 JY
- \F’\J ZZU’ _Tn‘ S WZ q"
yel’ j=1 j=1 ~eT”
1 < Jy L1 - J»Y
= |F/| Z S LTZ%" -5 WT Z ZwQ"
yer =1 " yers j=1
Jy 1 = 1 Jy
_bp!] ZZ (q)_j S \F’\qu ]
eI’ j=1 =1 ~eT
1 In ) -
= T X (Gun“B(j}") - X (Gunu q")
=1
1 jJn
S Tn X (Gunian")
j=1
1 &
To &
=2logn. (168)

Let (JS{;? be the quantum state at the output of the wiretapper’s channel when the
channel state is ", the output of the common randomness is -y, and j has been sent.
We have

\T/I 2 X

u’my " - X unzv |F/| Z Zw;y"

yELY yer’
JIn
- 25| Z ) LYY ()
yeI” n j= yeI’ j=1
1 In
IF’\J qub +52.8 |F, Sl . (169)
~eT’ j=1 noi=1 ~yEL’

Let H® be a |I’|-dimensional Hilbert space, spanned by an orthonormal basis

{li) : i = 1,---,|'|}. Let HY be a J,-dimensional Hilbert space, spanned by an
orthonormal basis {|j) : j = 1,--- , J,, }. Similar to (118) we define
pon L T IF’IZZ )G @ i) (]| @ ¢l
Jj=1~el”

By strong subadditivity of von Neumann entropy it holds S(p37") + S(p®7") >
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S(pH") 4 S(pI®H"), therefore

1 1
7 2 X Runit Z0) = | Rt 75 3 2 | 2 0. (170)
yel” yel”

By (168) and (170) we have
Runis By)——x(Runss Zon ) +2log 1 > — L (R B2 Runi; 73,
X( UNL ) q)_£X( UNLy t")+ Ogn_ﬁ,yezr,g(X( uniy Pq )_X( UNT tn)) .

Thus for every B, € Conv((Bs)scg) and every ™ € 6™ we have

1 1 1 1
—log J, < — <X(Rum‘; BSZ’") — X(Runi; Zin) + €5 + 2— log n> . (17D
n 1—en n 0

Similar to the proof of Theorem 4.2 we have % (inqueConv((Bt)tee) X(Runi; B(‘?")

— maX¢neggn X(Runi; Zt")) < % maXU—)A"—}{B?”,Ztn:q,tn} (inqu €Conv((Bt)teo) X(pU; B?n)
—maxynegn X(PU; Zin )) The converse has been shown. (164) and (171) prove The-
orem 4.6.

Corollary 4.9. Let {(W, V) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel.

1) Let X and Y be finite sets. If I(X,Y) > 0 holds for a random variable (X,Y’)
which is distributed to a joint probability distribution p € P(X,Y), then the (X,Y)
correlation assisted secrecy capacity of {(We, V;) : t € 0} is equal to

1
lim — max ( inf : B®™) — max i Zygn ) .
N0 N U An—{BE™, Zin :q,tn} \Ba€ConV((Bt)teo) X(pU ? ) tredn X(pU ! )
2)If the arbitrarily varying classical-quantum channel {W; : t € 0} is not sym-
metrizable, then the deterministic secrecy capacity of {(Wy, Vi) : t € 0} under weak
code concept is equal to

1
lim — max ( inf pu; B®™") — max x(py; Zin ) .
n=00 N Un A {BE™ Zyn:q,t,} \Ba€Conv((Bt)teco) X( 4 ) tnefn X( ¢ )

Proof. 1) follows immediately from Theorem 4.6 and Theorem 4.14.

To show 2) we use a technique similar to the proof of Theorem 4.1: We build a two-
part code word which consists of a non-secure code word and a common randomness
assisted secure code word. The first part is used to create the common randomness for
the sender and the legal receiver. The second part is a common randomness assisted
secure code word transmitting the message to the legal receiver.

We consider the Markov chain U — A" — {B(‘?”, Zn : q,ty}, where we define
the classical channel U — A by Ty;. Let

J. = LGinqueconu«Bs)sEg) X(pu;Bg)—maxin con X(pU§Zt")_n6J
= .



864 CLASSICAL-QUANTUM ARBITRARILY VARYING WIRETAP CHANNEL AND RESOURCES

By Theorem 4.6 for any positive ¢ if n is sufficiently large there is an (n, J,,) code
(E", {D;’ =1, Jn}) for the arbitrarily varying classical-quantum wiretap chan-
nel {(W;oTy,VyoTy) : t € 0} such that

Y Z N B @) (Wen (x (@) PIDPR) > 1 — ¢

TES, j laneAn

and

n, > max x (Runi; Zenr) S €.
TES,

By Theorem 4.1 for any positive A if n is sufficiently large there is an (n, J,,) com-
mon randomness assisted code {C1,Ca, - -+ ,C,3} for the arbitrarily varying classical-
quantum wiretap channel {(W; o Ty, V; o Tyy) : ¢ € 6} such that

max — P.(C;,t")
max — Z :
and

— o) < A

Similar to the proof of Theorem 4.1, for any positive ¢ if {W; : ¢ € 6} is not sym-

metrizable and n is sufficiently large there is a code ((Cf(n)) . oy (D™ e
ie{l n

{1,--- ,n3}}) with deterministic encoder of length ji(n), where 2#(") = o(n) for the
arbitrarily varying classical-quantum wiretap channel {(W;, V) : t € 8} such that
1 LM n
1= = > te(We (™) D) < 0.

n3 4
=1

We now can construct a code C%t = | pr(m)+n {D?(HH" tji=1,--- ,Jn}) , where

for aim+n — (qn(n) qny ¢ An(m)+n

1 n(n|s\ 3 n) __ (n)
E“(”)+”(a”(")+"‘j) _ {n?’Ei (a™|j) if (") = Cf " ,
0 else

and

lt(")“’" . ZDH(") ® D?] )

Similar to the proof of Theorem 4.1 for any positive X if n is sufficiently large we have

max P(Cet trmHny < ),
tr(n)+negu(n)+n

tm)fflfgﬁmﬂ X (R“"i’ ch”’t“("H") <A.
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Remark 4.10. For the proof of Corollary 4.9. 2) it is important to assume that ((cf(n)) . 5y’ {Df(n) :
ie{l,--,n

ied{l,--- ,n3}}> is a code for the channel {(W;,V;) : t € 0} and not for {(W; o

Ty,VioTy) : t € 0}, since it may happen that {W; o Ty : t € 0} is symmetrizable
although {W, : t € 0} is not symmetrizable, as the following example shows:

We assume that {W; : t € 0} :P(A) — S(H) is not symmetrizable, but there is a
subset A' C A such that {W, : t € 0} limited on A’ is symmetrizable. We choose a Ty
such that for every u € U there is a € A’ such that Ty (a | w) = 1, and Ty (a | u) =0
foralla € A\ A’ and w € U. It is clear that {W; o Ty : t € 0} is symmetrizable (cf.
also [53] for an example for classical channels).

4.3 Secrecy Capacity under Strong Code Concept

The code concept of Corollary 4.9 still leaves something to be desired because we had
to reduce the generality of the code concept when we explicitly allowed a small part
of the code word to be non-secure. In light of the importance of shared randomness
for robustness the shared randomness is not allowed to be known by the jammer (cf.
Corollary 4.15). Thus the code concept of Corollary 4.9 does not work when there is
a two-way communication between the jammer and the eavesdropper. Hence, in this
Section we analyze arbitrarily varying classical-quantum wiretap channels with strong
code concept.

For classical arbitrarily varying wiretap channels the authors of [53] developed a
new method to overcome this problem: Applying a technique introduced in [33] they
made the first part secure and used it to send the message instead just the common
randomness. The code they constructed is thus a one-part deterministic secure code.
However, it is technically difficult to extend the random classical code technique intro-
duced in [33] to classical-quantum channels, thus we have to find another way.

4.3.1 Classical Arbitrarily Varying Quantum Wiretap Channel

At first we determine a capacity formula for a mixed channel model, i.e. the secrecy
capacity of the classical arbitrarily varying quantum wiretap channel. This formula
will be used for our result for secrecy capacity of arbitrarily varying classical-quantum
wiretap channels using secretly sent common randomness.

Theorem 4.11. Let t be a finite set and {(W, Vi) : t € 0} be a classical arbitrarily
varying quantum wiretap channel. If {W; : t € 0} is not symmetrizable, then

N 1 N
Cs({(W, V) : t€0}) = lim — ( max min [(py, By) — Jnax x(pu; Ztn)> .
negn

n—=00 N \ U—An—{B®" ,Zn:q,t"} 4€P(0)

Here By are the resulting classical random variables at the output of the legitimate
receiver’s channels and Z» are the resulting quantum states at the output of wiretap
channels. The maximum is taken over all random variables that satisfy the Markov
chain relationships: U — A" — {BZ", Zin : q,t"} for every B, € Conv((By)ico)
and t € 0. A is here a random variable taking values on A, U a random variable
taking values on some finite set U with probability distribution py;.
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Proof. We fix a probability distribution p € P(A) and choose an arbitrarily positive .
Let

J = |—2inqu€Conv((Bt/)t/Ee) I(p?B;")fmaXt"ES” X(p§Zt"")7n5J
n =

s

and
L, = |'2maxtne9n(x(p;Z,,n)+m5)-‘ .
p"(z™) ifan e Tm -
Let p/(wn) = pn(Ts) p,d °

0 else
and X" := {X;,}jeq1, J,}.0€{1,- ,L,,} be a family of random matrices whose com-
ponents are i.i.d. according to p’.
We fix at™ € 6™ and define amap V : P(0) x P(A) — S(H) by

V(t,p) := Vi(p) .

For t € 6 we define ¢(t) := % t™ is trivially a typical sequence of g. For
p € P(A), V definesamap V(-,p) : P(0) = S(H).

Let

Qtn ((En) = Hv(,vp)ﬁa(tn)ﬂv’a(tn, :En) . V;;n ([L’n) . Hv’a(tn, xn)Hv(,,p)@(tn) .

In view of the fact that ITy (. ;) o (t") and Iy (", 2™) are both projection matrices,
by (1), (7), and Lemma 3.3 for any ¢ and x™, it holds that

1Qn () = Vin (™)1 < V/271B(0) 4 2-nB(e)” | (172)

Now we are going to apply Lemma 4.3 on V.
By (2) we have

tr(Iy(. py,a (™))

< 271(S(V('1P)|Q)+6(0‘))

— 9n(X, a()V(t.p)+5(a))

— (X, a®)S(Vi(p)+3(a)) (173)

Furthermore, by (5) for all ™ it holds that

Iv,a(t", 2")Vin (2")y,o (", 2™)
< 27n(S(V\1‘)+5(a)')HV a(tn’ xn)
— 27n(zt,1 T(t7z)S(V(t7w))+5(a)/)HV a(tn7 .’L‘”) (174)

where r is a probability distribution on 6 x A such that r(¢,z) = ¢(t) - p(x).

We define
0" :={t €6:nq(t) >/n} .
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By properties of classical typical set (cf. [67] ) there is a positive B () such that

. 10| .
Pr<x" S {x" € A" : (x1,) € 7;’%1“) Vt € 0’}) > (1 — 27‘/ﬁﬁ(°‘)) > 1—2-Vnzhla) ,
p/ v k]

(175)
where I; :={i € {1,--- ,n} : t; = t} is an indicator set that selects the indices ¢ in
the sequence t" = (t1,- - ,t,). Here Pr is the probability according to p’.

p/

We denote the set {z" : (71,) € 7;73@) Vt € '} C A" by M. For all 2" € Myn,
if n is sufficiently large, we have

> r(tx) )= > a(t)S(Vilp)

t,x t

IN

Y r(ta)S(V(te) = Y a()S(Vilp)

= teo’

+1 37 r(t2)S(V(t ) = Y a()S(Vilp)

t¢0 x 0’

1
< 3 St SOV a) — SVl | +20]=C
ted’ | x
< 2\9\%0+ 2|a|%c (176)

where C' := max;eg maxzeA(S(V(t z))+S(Vi|p)). Weset Zpn := >, 2 My p(x™)Qn (z™).
For any 2" € My and t" € 67, (2™|=4n|2"™) is the expected value of (2™|Q (z™)]2™)
under the condition ™ € M;x.

We choose a positive 3() such that f(a) < min(B(a),3(a)’), and set € :=
2-7P(®) 1In view of (174) we now apply Lemma 4.3, where we consider the set M;»
C A", If n is sufficiently large, for all j we have

L
noq A
Pr <||Z LiQt" (Xj1) = EinllL > 2~ Vigha) 4 40%)
=1 "
< U T(12) S(V(E2))+0(a))
3 3 ’
- exp <_L"21€I12(1 - zfﬁéﬁ(a)) (e a(O)S(Va(p) =2, a()S(Velp)) +6 () +6(e) +2|egc+2e|ﬁc>

— on(X, . r(t,2)S(V(t,))+5(e)

exp € (1 — o~ VAEA@)gn(- TealOXpiZ) 8@ +5(a) 4261502001 J0) )
"2In2
(177)

The equality holds since S(Vi(p)) — S(Vz|p) = x(p; Zt).
Furthermore, application of a union bound gives

L
" q ) |
Pr <||Z L*Qtn (X;0) — Egn|l1 > 27VP50() 40 ¢/e vt™ V])
=1 "
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< T 0] 2" (S rE)S(V(52) +o(@)

cexp [ —Ln ¢ (1 — 2~ VP3A(@))gn(= T aX(@:Z)+6(a) +0(e) 421613042161 J2C) )
2In2

(178)

We denote the quantum state at the output of the wiretapper’s channel when the
channel state is ¢ and j has been sent by ¢7. We have

> aO)x (p; Zi) — x (p; > Q(t)Zt>

teo t

Jn JIn
=S oats (Yo 5ot | - 3> a5 (41)

teo j=1°" teo j=1

LS +Z S(Z W)

™ teo j=1 teo

Let H* be a |#|-dimensional Hilbert space spanned by an orthonormal basis {|t) : t =
,10]}. Let HY be a J,,-dimensional Hilbert space spanned by an orthonormal
basis {|j) : j=1,---,J,}. We define

J,
I
P = a(t)|j) (| ® [£)(t| ® &7 .
=1 teo
‘We have
J,
n n 1 =
P = oz (751 ) = 30 a @il @ 6] :
" j=1teo
J.
. . 1 &
P =ty ($¥51) = =SS et @ ¢
" =1 teo
1 Jn
1 ol =722 ab)el
" j=1teo
Thus,

j= teo
1 JIn
S = HY,) + > a0S | Y 6|
teo " j=1
1 & :
S(@") = H(Rupi) + HYy) + 5 Y a0 (1) «
" j=1 tco

where Y}, is a random variable on ¢ with distribution g(t).
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By strong subadditivity of von Neumann entropy, it holds that S(3# " )4-S(p*H")
> S(pf") + S(TH"), therefore

> at)x (p:Z) — x ( ;Zq(t)Zt> >0. (179)

t t

~ For an arbitrary ¢, we define L,, = [2m#xe" x(p +Zim)+nC] and choose a suitable o,
B(a), and sufficiently large n such that 65(«) + 26(a) +26 ()’ +2|9|%C +2|0|ﬁ0
< ¢. By (179), if n is sufficiently large, we have L,, > [27(2: 40x(#iZ)+0)7 and

€ (1 — 2~ VA3A())gn(= T aOXBZ)+5(2)+5(2) +2001 £ C+2001 JC) o odnC

L,——
2In2
When n is sufficiently large for any positive ¢ it holds that
Jp|0]" 2 ke T (B2)SV(E:2))43(2) gy (—937C)
< 2—7119
and . .
9~ Vnsh@) 4 4o¢e < 27 Vrishle)

Thus for sufficiently large n we have

L
" 7
PT(H; ant"(Xj7l) — By < 27VRTA@) Vtw])
>1-2" (180)
for any positive p.

In [33] , the following was shown: Let { X} cq1,...,7,}.0€{1,....L,,} be a family
of random variables that are distributed according to according to p’. We assume
{W; : t € 6} is not symmetrizable. If n is sufficiently large, and if J,, - L, <

2" econu((Bi,eq) TPIBI)=1) gor an arbitrary positive p, there exists a set of mu-
tually disjoint sets {D,; : j € {1,--- ,J,},l € {1,---,L,}} on B” such that for all
positive €, t" € ", and j € {1,...,J,},

Pr [tr (th (Xj’l)Dj,l) >1— 2—”5} S1-27"7 (181)

By (180) and (181), when {Wt : t € 0} is not symmetrizable we can find with
positive probability a realization z;; of X;; and a set of mutually disjoint sets {D ; :
je{1l,---,Jn}, 0l € {1,---,Ly,}} such that for all positive ¢, t" € 6™, and j €
{1,...,Jn}

T&X—ZWH DS |wj0) <e, (182)

and
Ly

1
HZ th"(xj,l)_Et"|‘1 <e. (183)
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Here we define E(z" | j) = ﬁ ifa" e{z;;:1e{1,...,L,}}.
We choose a suitable positive o. For any given 5 € {1,...,.J,}, by (172) and
(183) we have

L’VL

1 _
Z f%n (xj’,l) — Zy¢n
=1 " 1
Ln 1 L’Vl 1
<IN - Venlaya) = Y Qe ()l
l:1 n l:1 n

L
n 1 _
1D Q) = vl
=1 "

< 9-vAtsia) | \/Qf%n/s(a) 4 9—inB(a)"
< 9~ Vagsha) (184)

Notice that by (184) we have || —— Zj;l Zle"l Vin(2j1) — Zen |1 < 2-Vngzh(a),

By Lemma 3.6 and the inequality (184), for a uniformly distributed random variable
R,p; with values in {1,...,J,} aand t" € 6™, we have

X(Runi; Zt")

JIn 1 Ly 1
+ S(Etn) — TS <Z L‘/;gn(l'j’l)>

=1
<2.27Vr@B@ Jog(nd — 1) + 2h(2- VI A@) (185)

By (185), for any positive A if n is sufficiently large, we have

L—ln ifa" e{z;;:1e{l,...,Lp}};

Oife & {x;;:le{l,...,L,}}.

(U, Dj,i- By (183) and (186), when {Wt : t € 0} is not symmetrizable the deterministic

secrecy capacity of {(W;, V;) : t € 6} is larger or equal to

We define E(z™ | j) = { and D; :=

(5 B2 — max x(p: zm) —.. a8y

inf X
n—00 N, \ By€Conv((By)srcq) tneon

N

The achievability of lim,, o + MAX[; v, (BE Z,0q,67) (inquEConv((B,/)t/eg) I(pu; BY)
— maxynegn X(pu; Zin)) and the converse are shown by the standard arguments (cf.
[34] and [15]). O
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4.3.2 The Secure Message Transmission With Strong Code Concept

Now we are going to prove the secrecy capacity formula for arbitrarily varying classical-
quantum wiretap channels using secretly sent common randomness. In Corollary 4.9
we determined the secrecy capacity formula for arbitrarily varying classical-quantum
wiretap channels. Our strategy is to build a two-part code word, which consists of
a non-secure code word and a common randomness-assisted secure code word. The
non-secure one is used to create the common randomness for the sender and the legal
receiver. The common randomness-assisted secure code word is used to transmit the
message to the legal receiver.

We build a code in such a way that the transmission of both the message and the
randomization is secure. Since the technique introduced in [33] for classical channels
cannot be easily transferred into quantum channels, our idea is to construct a classical
arbitrarily varying quantum wiretap channel and apply Theorem 4.11. In [6], a tech-
nique has been introduced to construct a classical arbitrarily varying channel by means
of an arbitrarily varying classical-quantum channel. However this technique does not
work for the classical arbitrarily varying quantum wiretap channel since it cannot pro-
vide security. We have to find a more sophisticated way.

Theorem 4.12. If the arbitrarily varying classical-quantum channel {W; : t € 0} is
not symmetrizable, then

1
Cs({(Wy, V) :t€6}) = lim — max ( inf
n—oo 1 U%ATL%{B(?n,Ztn:q,t”} ByeConv((Bt)teo)

x(pu; BE™)
(188)
when we use a two-part code word where both parts are secure.

Here By are the resulting quantum states at the output of the legitimate receiver’s
channels. Zin are the resulting quantum states at the output of wiretap channels. The
maximum is taken over all random variables that satisfy the Markov chain relation-
ships: U — A" — ByZ; for every By € Conv((By)icg) and t € 0. Here A is
a random variable taking values on A, U a random variable taking values on some

finite set U with probability distribution py.

Proof. Since the security of both the message and the randomization implies the secu-
rity of only the message, the secrecy capacity of {(W;, V;) : t € 6} for the message and

the randomization transmission cannot exceed lim,, oo +  maxy, , 4n_, (BE™ Zyn:q,n}
q -q,

inf 5, eConv((Bi)ies) X(PU; Bg@”) —maxnegn X(PU; Ztn)), which is the secrecy ca-

pacity of {(W;,V;) : t € 0} for only the message transmission (cf. Theorem 4.6).
Thus the converse is trivial.
For the achievability, we at first assume that for all p € P(U) we have lim,, %

MAXy; , An 5 (BE™ Z,n:q,tn} (infBQEConU((Bt)tEB) x(pu; BE™) — maxgncon X (pus Zim ))
< 0. In this case the secrecy capacity of {(W;, V;) : ¢ € 6} for only the message trans-
mission is also zero and there is nothing to prove. Now let us assume that {W; : ¢t € 0}

is not symmetrizable and for all sufficiently large n and a positive €

1
— max inf pu; BE™) — max x(p; Zin ) > 2¢
N U A" {B®" Zn:q,t} (BQGConv((Bt),EQ)X( U g ) tneon X( t )

(189)

—max x(pu; Zn)

tnegn

).
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holds.
i) Construction of a Channel with Random Pre-coding That is Not Symmetrizable

We consider the Markov chain U — A™ — {BZ", Zin : q,t"}, where we define
the classical channel P(U) — P(A) by Ty . It may happen that {W; o Ty : ¢ € 0} is
symmetrizable although {W; : ¢ € 6} is not symmetrizable, as the following example
shows:

We assume that {W, : ¢t € 6} :P(A) — S(H) is not symmetrizable, but that
there is a subset A’ C A such that {W; : ¢ € 0} limited on A’ is symmetrizable. We
choose a Ty such that for every u € U there is a € A’ such that Ty (a | u) = 1, and
Ty(a|u) =0foralla € A\ A’ and v € U. Itis clear that {IWW; o Ty : ¢t € 0} is
symmetrizable (cf. also [53] for an example for classical channels).

We now use a technique introduced in [53] to overcome this: Without loss of gener-
ality we may assume that | A™| = |U] in the optimizations carried out in (188). Further-
more, without loss of generality we may assume that A = U by relabeling the symbols.
For every n € N\ {1} we define a new classical channel 77} : P(A™) — P(A™) by
setting T{} = qu X ida,ie.,

Tg(ala e 7an71»an) = Tg(ala e aanfl) . 5an .
We have
Win 0 T (ar, ++ , an—1,an) = Winn_1 0 Tjj (a1, -+, an_1)We, (an) . (190)

where for t" = (1, ,t,_1,1,) we denote tn= = (t1, -+ ,tp_1). Since {W; : t €
6} is not symmetrizable, {Wi» o T}} : t € 0} is not symmetrizable. Furthermore, for
any positive J sufficiently large n we have

CUWimoTd it € 0};1) < C({Wpn10Ti it € 0};7) 46 < C({WimoTg ™ it € 0};7) 40 .
For every n > 1 and t" € t"n we define W : P(U") — P(A™) by
Win := Wyn o TJ . (191)

This shows that, if for a channel {W; : ¢ € 6} that is not symmetrizable we have
(189), then

1 .
— max inf puv; B®") — max p;Zn>>6
N U AN —{BE" Zn:q,tm} (BqGCOn’U((Bt)tee)X U7 ) tnetn X( ¢ )

192)

holds, where B;» are the resulting quantum states at the output of W;» as defined in
(191).

ii) Definition of a Classical Arbitrarily Varying Channel which is not Symmetriz-
able

We denote m := |logn| and define V; := V; o Ty, for all t € #. Now we con-
sider the arbitrarily varying wiretap classical-quantum channel {(W;,V;);t € 0}. We
choose an arbitrary > 0. By (192), if m is sufficiently large we may assume that for
at least one p € P(U)

9 < 9me < \_QminquECO"U((Bt/)tleg) xX(p; Bg) —max;m com X(p;Z,,m)—m(”
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By Theorem 4.2, if m is sufficiently large we can find a (m, 2) code (Em, {D7
j € {1,2}}) and positive ), ¢ such that for all ¢ € P(6)

2
1
5 Z (Wem(E™(15))D7) =1 —27m"" A (193)
and for all ™ € ™ and 7 € 11,
[Vim (x(E™(15))) = Egm]l1 < 27V (194)

fora Z4m € S(H™) which is independent of j. Here, for 7 € S,;,, we define its matrix
representation on on H®™ by P,.

Notice that (E™, {DJ" : j € {1,2}}) is a deterministic code for a mixed channel
model called compound-arbitrarily varying wiretap classical-quantum channel which
we introduced in Section 4.2.1.

We now combine a technique introduced in [6] with the concept of the superposi-
tion code to define a set of classical channels.
We choose d™? 4 1 Hermitian operators L; > 0, i = 1,---,d™* + 1 which

span the space of Hermitian operators on H™ and fulﬁll Zl 1 41 L; = idgm by
the technique introduced in [6]: We choose arbitrarily d™? Hermitian operators L; >

0,7 =1,---,d™* which span the space of Hermitian operators on H™ and denote
m2 — —
the trace of Zle L; by X'. Now we define L; := 5 L; fori € {1, ,d™?} and
d77L2

Ldm2+1 = ’LdH'm — Zi:l Li.
Now we defined the classical arbitrarily varying channel {W;m : t™ € 6™} :
P(U™) = P({1,-,d™* + 3}) by

Won (i | p7) : {étr (Wi (p™)Dy") fori € {1,2]

g 195
1tr (Wym (p™)Li—s) fori =3, ,dm? 43 (155

Since 3 Z] D7+ 5 ZZ 1 CHUL, = idpe we have

dnL2+3

Z Wi (i|p™) =
i=1

for all p™ € P(U™). Thus the definition in (195) is valid.

When {W;m : t"™ € §™} is symmetrizable then there is a {7(- | ™) : ™ € U™}
on 0™ such that

St famWin(i|d™) = > (™ | "YW (i | a™)

tmegm tmegm

foralli e {1,--- . dm? 4+ 3} and all a™,a’™ € U™. This implies that

5 2 T [ (W (@™)L) = 5 3 0" [ (Win (0™ L)

tmeom tmepm

foralli € {1,---,d™*+ 1} and all a™,a’™ € U™,
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Since {L; : i =1,--- ,dmz} span the space of Hermitian operators on H™, and
all a™,a’™ € U™ we have

St oMW (@™) = > r(t™ | ") Wi (a™) .
t'rn egnL t?rL Gevn

This is a contradiction to our assumption that {W;m : t™ € 6™} is not symmetrizable,
therefore {Wym : t™ € 6™} is not symmetrizable.

iii) The Deterministic Secrecy Capacity of {(Wym,Vim) : t™ € 0™} is Positive
By (193) for all ¢ € P(6) and j € {1, 2} we have

N . m . 1 1 _ml/16
WG 1E™(-17)) 2 5 = 52 o (196)
and forall ¢ € P(f) and j # ¢ € {1,2}
5 1
Wo(i | E™(-|1)) < 52‘7”1/1” . (197)

We denote the uniform distribution on {1,2} by R’. For any positive ', if m is
sufficiently large by (196) and (197), for all ¢ € P(f) we have

min [ (Em(. | R'),Bq)

qeEP(t™)
1 1 1/16 1 1 1/16 ) 1 1 1/16 1 1 1/16 ,
S 29N jgg(Z — Zomm — (= + 227N og(= 4 —2m -

> (3 — 52 ™ M loa(g — 227N - (44 g2 Mlog( + 127 ¢
1

25—2C', (198)

where Bq is the resulting distribution at the output of Wq.

Applying the Lemma 3.6 and (194), if m is sufficiently large for any n’ € N, posi-

tiVCCI, andforautm,n’ _ ( in,’ o 7tZ',) = (tl, ce. 7tm7tm+17 - ,t2mat2m+1, A ,tmn’)
€ 0™ we have
1 ®n/ ~,
" (R’ ;Ztmnf>
1 1 ~ m\®n’ . 1 v, m\®n' ]
— L5 X V@) | g XS (e (BT 1)
jE{LQ}"/ j€{172}n/
1 1 m\Rn =
<—8lgw 2 Ve (BEMEC1D) ) = 8 Epmnr)
je{1,23"
1 _ 1 > m\®n' -
+ = IS Eo) = 5 > s (Vtmn,/((E ) (- IJ)))
je{1,23
1 n' 1 ¥ m : =
=28 22 V(B ) =S (Er)
i=1 je{1,2}

n

(5@ 3 X ST BN 19)

=1 Jje{1,2}
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<2.27VmCog(d™ — 1) 4+ 2- h(27V™)
<, (199)

where Ztmn/ is the resulting quantum state at the output of V... .

We choose ¢’ < Tls and a sufficiently large m such that (198) and (199) hold. Since
{Wym : t™ € 0™} is not symmetrizable, by Theorem 4.11 the deterministic secrecy
capacity of {(Wym, Vim) : t™ € 0™} is equal to

1 - .
limsup — max min I(p,B”)— max i L mnt ) >
n’—)oop n' peP(U™) geP(t"m) (p 1 ) tmn’ cgmn’ X(p t )

iv) The Secure Transmission of the Randomization Index with a Deterministic Code

We define r(n) := | (logn)?3|. Since (logn)? > 3log(n?) for sufficiently large n,
we can build a (| (logn)2 ], n®) code (E™™ {S7™ : i € {1,--- n3}}) such that

1_— . . N o <~r(n) Er(n) y ) < 200
tr(nr}lelélr(m z‘e{g}-l-nw}wt( (S (1) =e (200
and
max || Vieen (ETW | i)) CEpm| <e 01)
() fr(n)

for a Z,r(m) € S(H"(™) which is independent of ;.
We define D; := L; o forj € {3,--- ,d™ +3}. Fori € {1,--- ,n%} we define

Arn) L ,
D" = > Djm.
jmedrm

Here for j™ = (j1, -+, jm) we set Djm = Dj, ® --- ® D, . Since 27:31 Dy

= %ijG{l dm2+3}m Djm = ide, {D:(n) NS {17 R ,n3}} is a valid set of
decoding operators.

(Er™ (D™ i e{1,--- n3}})isa (r(n),n3) code which fulfills

. 1
min —

n
¥ ~r(n . ~r(n —nl/16
Lo S (W (BT () D) = 1 -2 o)
i=1

v) The Secure Transmission of Both the Message and the Randomization Index

We choose an arbitrary positive §. Let

1
g, = inf X(pu; BY") = max x(pu; Zt”)>> —0.

— max i
N \U—=A"—{Br,Zin:q,t"} \ Bq€Conv((Bt)tco)

By the results of Section 4.2.2 if n is sufficiently large there is a (n, J,,) common ran-
domness assisted quantum code { (7 o E", {P D} P} : j € {1,--- ,J}}) : € S, }
such that for all ¢ € 6"

11

Jn
—T SN tr (Wi (B"(r (1)) P-DIPY) > 1 — g—n'/1x (203)
n!J,

€S, j=1
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and forallt™ € 0, j € {1,--- ,J,}andall T € S,
[Vir (w(E"(-5))) = PrEp-r(em Pl1 < 27V (204)

where Z;» is defined as in Section 4.3.1.
Using the technique in Section 4.1 to reduce the amount of common randomness if
n is sufficiently large, we can find a set {7y, ,m,3} C S, such that

n N n —nl/
tneenngJZZtr W (mi( B (1)) Pr Dy PL) 2 1 =227 (205)

1=15=1

and
[Vin (mi(E™(15))) = Pr.Zpmr gy PhIIL < 2-27V7 (206)
Furthermore, for any € S,, we have Vyn (m(2™)) = PrVy-1(n)(z™) Pf. Thus

PrE 1y Pl

=P, Z P (@) Qr-1(4my (") | Pl

" €Tp,5

S P ")Qe (™)

" €Tp.s

= Y Y@ EE).

w(x™)ETp,s

Since {m(z™) € Tp5} ={z" € Tp,5} we have

Epn = PrEr(my Pl (207)
forall w € S,,.
Now we can construct a (r(n)+n,nJ,,) code (E"(m+n, {Dr(" "ii=1,--,n3 j=
Er(n)-',-n(ar(n)—i—n i, §) = Er(n)(ar(n)‘i) E™(mi(a™)]f) (208)

for every a”(M+n = (a"™ ") € Ur(M+n and

Dt = DY @ (P, DIPL) . (209)

0.
By (202) and (205), for every t"(M+m = (¢7(") ¢} € 9747 \we have

T Zntf(Wth TR () D))

1=15=1
n3 Jn

e zztr<[wﬂ<n> (B (i) ® (W (mi( B (1) [Dz‘(")@(PmD;LP;)})

ll]l
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n

n? J.
=,33Zu([mm@“"w-z‘))ﬁ:“‘)} ® }nZ(th(m(E"(-lj)))) Py, D} P}, )

n3 J.
1 i I A Hrin L i n( s n
- n3 Z <tr (Wﬂ(n) (ET(")('ll))Di( )) tr A (Wt” (ﬂ'z(E (|J)))) Pij P; )
i=1 =1
A —nt/16)
Zl_n1/162 —-2-2
>1—c¢

(210)

for any positive € when n is sufficiently large.
By (201) and (206), for every t"(M+m = (¢7() ) € g7+ and i € {1,--- ,n3}
andj € {1,---,J,}, we have

[Virenyn (BT (14, 5)) — Egreny @ Egn |1
= Vercor (B (-1 8)) @ Vi ((E" (1)) = Epriwr @ Eanl

1
< %% +2.27VnC, 211)

Let R,,s be the uniform distribution on {1,--- ,n3}. We define a random variable

Ry ypiontheset {1,--- ,n3} x {1,--+ , Ry} by Rps uni := Ry3 X Ryn;. Applying
Lemma 3.6 we obtain

max X (Rn3,.]n; Zt'f'(n)+n)

tr(n)+nggr(n)+n

<  max R,3; Zirn)
s tr(n)egr(n) X( n3; 4y +n)

s Z 5 (Runi Vi (B0 (1)) © Zon 1,

S

B tr(7g1€ae)'("(n) (S ’I’L3 J Z %T(n)+7l +n(' | 7’7.]))

<| 11 n° Jn
< max S| —— E Vtr(n)+n (Er(n)+n(' | ’L,])) —Eirn) @ Epn
T yr(n) r(n) 3 )
t €l ns Jy =1 j=1
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n3 Jn
1 1 .
+ ._4tr(n) ® SZgn — 3 E S T g r(nH»n Er(n)-‘rn( ‘ Z,j)) ')
i=1

ZVM (B (1)) ® (Vi (i (B (1)) | = Varew (BT (i) @ Zon

+ max 75
tned™ n

J
¥ n . - 1 - ) r(n . v n( |
+ Vo (B"M(]i) @ Egn — J—ZS(WW(E () ® (Vin (mi(E (~|a)))))D
ng:l
1 1
< (—=2° 4227V log(d"™ — 1) 4 h(—=2¢ + 227V
(f ) log( ) (\/ﬁ )
+2.27 VP og(d" — 1) 4 h(2-27V™)

| /\

212)

for any positive € when n is sufficiently large. Here Z; 4» is the resulting quantum state
at Vin afteri € {1,--- ,n3} has been sent with E"("),

For any positive 9, 1f n is sufficiently large, we have + ~log J, — m log J,, <
. Thus the secrecy rate of {(W;,V;) : t € 6} to transmlt both the message and the
randomization index is larger than

; (
max inf x(po; B®™) — max x(py; Zin ) —-20.
nU—)A"—>{B \Zyn:q,tn} \Bq€Conv((By)tes) ( 1 ) treon ( ! )

O

Corollary 4.13 (Ahlswede Dichotomy under strong code concept). Let 6 be a finite
set and {(Wy,V;) : t € 0} be an arbitrarily varying classical-quantum wiretap chan-
nel.

1) Ifthe arbitrarily varying classical-quantum channel {W; : t € 0} is not symmetriz-
able, then

Cs({(W,Vy) it € 8}) = Cs({(W, Vi) st € 0)5m) . (213)

2) If {W, : t € 0} is symmetrizable,

Cs({(We, Vi) 1t €6}) =0. (214)

Proof. 1) follows immediately from Theorem 4.12 and Theorem 4.6.

Let us assume that {WW; : t € 0} is symmetrizable. By the Theorem 4.1, the secrecy
capacity of {(W,;, V;) : t € 0} for only the message transmission is zero. The secrecy
capacity for the message and the randomization transmission cannot exceed the secrecy
capacity for only the message transmission, thus 2) holds. O
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4.4 Communication with Resources

As we learn from Example 4.23, there are indeed arbitrarily varying classical-quantum
wiretap channels which have zero deterministic secrecy capacity and positive random
secrecy capacity. Therefore, as Theorem 1 shows, randomness is indeed a very helpful
resource for the secure message transmission through an arbitrarily varying classical-
quantum wiretap channel. But the problem is: how should the sender and the receiver
know which code is used in the particular transmission?

Theorem 2 shows that common randomness assisted secrecy capacity is always
equal to the random secrecy capacity, even for the arbitrarily varying classical-quantum
wiretap channels of Example 4.23. Therefore, common randomness is an equally
helpful resource for the secure message transmission through an arbitrarily varying
classical-quantum wiretap channel. However, as [28] showed, common randomness is
a very “costly” resource. As Theorem 4.1 shows, for the transmission of common ran-
domness we have to require that the deterministic capacity for message transmission of
the sender’s and legal receiver’s channel is positive. In Section 4.4.1, we will see that
the much “cheaper” resource, the m —a — (X, Y") correlation, is also an equally helpful
resource for the message transmission through an arbitrarily varying classical-quantum
channel. The advantage here is that we do not have to require that the deterministic ca-
pacity for message transmission of the sender’s and legal receiver’s channel is positive.

4.4.1 Arbitrarily Varying Classical-Quantum Wiretap Channel with Correla-
tion Assistance

In this section we consider the m — a — (X, Y") correlation assisted secrecy capacity of
an arbitrarily varying classical-quantum wiretap channel.

Theorem 2 shows that common randomness is a helpful resource for the secure
message transmission through an arbitrarily varying classical-quantum wiretap chan-
nel. The m — a — (X,Y") correlation is a weaker resource than common randomness
(cf. [28]). We can simulate any m — a — (X,Y") correlation by common randomness
asymptotically, but there exists a class of sequences of bipartite distributions which can-
not model common randomness (cf. Lemma 1 of [28]). However, the results of [28]
show that the “cheaper” m — a — (X,Y") correlation is nevertheless a helpful resource
for message transmission through an arbitrarily varying classical-quantum channel.
Our following Theorem 4.14 shows that also in case of secure message transmission
through an arbitrarily varying classical-quantum wiretap channel, the m —a — (X,Y)
correlation assistance is an equally helpful resource as common randomness.

Theorem 4.14. Let {(W;,V;) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel. Let X and Y be finite sets. If I(X,Y) > 0 holds for a random
variable (X,Y) which is distributed according to a joint probability distribution p €
P(XxY), then the randomness assisted secrecy capacity is equal to the n—a—(X,Y)
correlation assisted secrecy capacity.

Proof. Our proof is similar to the capacity results of arbitrarily varying channels with
correlation assistance in [7] and [28].

i) When the Randomness Assisted Code Has Positive Secrecy Capacity

If the randomness assisted secrecy capacity of (W, V;);ep is positive, we can build
a new arbitrarily varying classical-quantum channel {U; : ¢ € 6} to create common
randomness for the sender and the legal receiver. We show that this channel does
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not have to be secure to be useful for a secure code for the original arbitrarily varying
classical-quantum wiretap channel. Then, similar to our proof of Theorem 1, the sender
and the legal receiver can build two-part code words, which consist of a non-secure
code words for {f]t : t € 0} to pass the index and common randomness assisted secure
code words to transmit the message.

At first we assume that the m —a— (X, Y) secrecy capacity of {(W;, V;) : t € 6} is
positive, then the m —a — (X, Y") capacity of the arbitrarily varying classical-quantum
channel {W; : t € 0} is positive. For the definition of the capacity of an arbitrarily
varying classical-quantum channel please see [28].

By Theorem 2, the randomness assisted secrecy capacity is equal to the common

randomness assisted secrecy capacity. Let 6 > 0, ( > 0, and ¢ > 0, and {C? =

(E,’YL7 {Dy;jed1, Jn}}) iy € F} be an (n, J,,) common randomness assisted

quantum code such that % > Cs((Wi, Vi)teg, ) — 9, and

I
1
Y (A
B T 2 FelCh ) < e
y=1
L I

T RuniaZ RN .
Jnax m;m cran) <€

We denote § := {f : fisafunction X — A}. Let Hy be a Hilbert space of
dimension |Y| and {%, : y € Y} be a set of pairwise orthogonal and pure states on
Hvy . Foreveryt € 0,

Ui(f) = p(xy)ky @ W, (f(x)) (215)

defines a classical-quantum channel
Ut33:*>S(H®HY).

{U; : t € 0} defines an arbitrarily varying classical-quantum channel § — S(H) ®
Hy.

In [28] (see also [7] for a classicg] version), it was shown that if I(X,Y") is pos-
itive, the deterministic capacity of (U;)ieq is equal to the m — a — (X,Y) capacity
of {[/Vt : t € 0}. By Remark 2.21, we may assume that the deterministic capacity
of (Uy)tcp using deterministic encoder is positive. This means that the sender and the
receiver can build a code ((f;j(”)) . ADE™ sy =1, \F|}) with de-
y=1,,
terministic encoder for (U;);cq of length v(n), where 2¥(™) is in polynomial order of

n and f’IYj(n) (Xy(n)) = (f%l(xl)v ) f'y,u(n) (Xu(n))> for xV(n) = (Xh t axu(n))7
such that the following statement is valid. For any positive 9, if n is large enough, we
have

1-9
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|
1 ~
= in = )t vy (F2) P ()
= e T ; r(Ut o (S DY

IT|

tVW)eeV(n) ﬁtr (Z Z Z p(xu(n)’yu(n))

y=1 xv(n) cXv(n) yv(n) cyv(n)

) |:/\%/y" © Wit (f’;/(n)(xl/(n)))} ny/(n)>

|

v(n) v(n) . v(n)
tu(n) Egu(n) |F| Z Z Z p(x Y ) tr (Wty(”) (Cx"(”)a“f)

=1 xv(n) eXv(n) yr(n) cyv(n)

v(n)
D(yum)m) : (216)

where forevery v € T xv(n) — (Xl, c. ,Xy(n)) S XV(n), and yl/(n) = (YL R ,yu(n)) S
YV, we set p(XV(n), yu(n)) = Hi,j p(xq, y]‘)»

cu(n) = fs(n)(xu(n)) e Al/(n) ,

xv(M)

and
D(D)EZL(),,L)),’Y = tI‘HYu(n) <(I\%y1/(n) & idH®,,(n))Ds(n)) .

The last equation of (216) holds because

tr (Wtu(n) (C;E,T(l)l) ,'y)trHYV(n) ((/?Ly,,(n) ® idgevn) )Dz(@))
=1tr ([idHYU(") ® Wiwn) (c;(ﬂ)ﬁ)} [Rjyu(n) ® idH®U(1L):| Ds(n))

= tr([lviyu(n) ® Wiwny (C;,(,T(Lz)ﬁ)} D;’(")) .

r v(n T v . v(n v
Since Z‘ | D(}Ey()n)) - Z‘ | tI"HYVm) ((Iiyu(n) ®1dH®u<n))DPY( )) :trHYV(”) ((iju(n)®

idgrewm) ) ZLF:H 1’,(")> = idgevn), we can define an (X,Y)-correlation assisted

(v(n), |T']) code (this is a code with deterministic encoder) by <<cy(ﬂz> ) )
x " 76{17"'7‘1—"}

(D[ 7€ (LT ).
Now we can construct an (X, Y')-correlation assisted (v(n)+n, J,,) code C(X,Y) =
{(Exu(n)+w,7{D3, 1] € {1, s JIn }}) xv(n)+n c Xv(n)+n yl’(")+" c

Yl/(n)+n}’ where for Xl/(n)+n _ (Xu(n)’ Xn)’ yu(n)Jrn _ (yu(n)’ yn) and au(n)Jrn _

v(n)+n

(au(n)7a}n) c Av(n)+n

1 n

LB (a"5) if av™ = &™)

B (nytn (a”(")+”|j) — ¢ Il ( 7) if a = Cprtn) 0 ,
0 else
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and
1|

R v(n) n
= Z D yuinyy, @ D55 -
7=1

yu(n)+n

Forany v € {1,---, ||} let
Sv)tu(n)ﬁ—n)xu(n)%—n

{VtV(" ( x(u(r)n ’y) ® Vin (Ey(a"[1)),---,
Vi (¢42,,) & Vir (B (a1}

Similar to (116), for any x*(™M+" ¢ X¥(M+n ~ ¢ T, and t*(M+7 = (/")) we
have

X (Runiy 37’tv(ﬂr)+n7x1/(n)+n) =X (Runi7 ZC’Y,t") . (217)
By definition we have

Ztu(n)+n xv(n)+n (=
|

{ \F| ZW”W x(u<lrr)b>,y) @ Vin (Ey (1)), ,

|F\

1 vin

3 Vi (5 0 Vin B 1))}
=1

Similar to (117) let A := max{2¢, 2(}, for any prn)tn — (tu(n), "), xv(n)+n —
(Xy(n)7 x") and yr(mtn — (y"(”), y") we have

Z Z p(xu(n)—&-n’ yu(n)—i-n)X (Runza Zt'/(n)+n7x1'(n)+n)

x¥(M)+ncXv(n)+n yr(n)+ncyvin)+n

Z Z p(XV(n)—HL, yu(n)+n)X (Rum, Ztu(yl)+n7x,,(n)+7l)

xu(n)+n yu(n)+n
|
1

=X Ry O S (R Zen ) +
=1

xv(n)+n yr(n)tn

Z Z p(xu(n)—}—n) yy(n)+n)x (Runzy Zt"(")Jrn’xV(”)Jrn)

xv(n)+n yV(n)+n
IT'|
Z Z xVmEn, |F| ZX (Runis 3¢ prntn svmyin) + A
x¥()+n yr(n)+n
Jn T

Z Z <V n)+n V(n)+n J |F| Z Z V;SV(" x"(7)L) ,y) ® W”( ( |j))

xv(71)+77 v(n)+n j=11:=1

J,L T
mZVW iy o) ® Ver (B (1)

_ 1
Jn

Jj=1
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IT|

J.
1 = v(n -
|F| E S Tn E Vtv(n)(CX,(,(Z)ﬁ)(@V;S"(E’Y( |.7))
=

Jn T

g o 08 (Ve (€l ) @ Vie 2, 19) | +

j=11i=1
<. (218)

+ A

By (216), for any t*(M+7 ¢ grin)+n,
Z Z p(xu(n)-‘rn, yu(n)-i-n)Pe (C(Xu(n)-‘rn’ yl/(n)—i-’n)7 tu(n)-‘rn)
x¥ () +n yu(n)+n

Jn

1 |7
Xl/(n)+n v(n)+n
SRR (L5

xv(n)+n yv(n)+n

|
Vi (€, ) @ Vin (E ] Z D, @D, )
Jn |
Z Z p(xu(n)—&-n’ yu(n)+n Z <F| Z
xv(n)+n yu(n)+n =1
(Vi (82, ) @ Vin (B (19)] - [ DY, @ D%—])

Jn |
1o 2 Sy S (g

xv(0) yr(n) " j=1 =1
Vi 45,102, © Wi B, )02,

IT|

=1-> > p(x" " IF\ Ztr (V;Mn) Coer ’Y)D(V;ZL()M)”Y)

xv(n) yv(n)

In
Jin >t (Vn (B, (1) D)

i=
< A+9. (219)

We now combine (219) and (218) and obtain the following result.

If I(X,Y) and the m — a — (X, Y) secrecy capacity of {(W;,V;) : ¢t € 0} are
positive, we define A := max{2¢,2¢} + ¢ and the following statement is valid. For
any n € N and positive ), if there is an (n, J,,) randomness assisted code ({C7 : v €
A}, G) for {(Wy, V;) : t € 0} such that

vy 4n
trT{?e)i/APe(C LM AG(y) < e

and

max / X (Runi, ZC"r’tn) dG(’y) < C .
tned™ Ja
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then there is also a (v(n) + n,J,) common randomness assisted code C(X,Y) =
(EXVW)M,D]Y"(””") LG {1, Ty}, xV R @ Xpmnyrn)tn ¢ Yu<n>+n}
such that

v(n)+n  v(n)+n
L D D ST p(r i yretn
xv(n)+necXv(n)+n yu(n)+n€Yu(n)+n
- P (O(xv (Mt yrin)tny grln)tny oy (220)
and
max X (Run“ Zty(n)+n7xu(n)+n ‘ X) <A\, (221)

tr(n)tncgr(n)+n
(220) and (221) mean that

1 1
Cs({(We, Vi) it € 6} X, Y) > Cs({(W, V) : t € 8};r)——-log J,+——— log J,, .
(LW i) £ € 0);corn(X,Y)) 2 Cul{(We, V) € 0):r)— log Jut s lon

We know that 2¥(") is in polynomial order of n. For any positive ¢, if n is large enough
we have L log J,, — ]Ogn+n log J,, < e. Therefore, if I(X,Y) and Cs({(W, V;) : t €
0}; corr(X,Y)) are both positive, we have

Cs({(Wi, Vi) st € 0} corr(X,Y)) = Co({(Wi, Vi) s t € O 7) —
This and the fact that

Cs({(Wy, V) st € 0};corr(X,Y)) < Cs({(Wy, Vi) st € 0}57) (222)
prove Theorem 4.14 for the case that Cs (W3, V;)ieg; corr(X,Y)) is positive.

ii) When the Randomness Assisted Code Has Zero Secrecy Capacity

If the randomness assisted secrecy capacity of (W, V;)icq is equal to zero, with a
similar technique as the techniques in [7] and [28] we show that the (X, Y") correlation
assisted secrecy capacity of (W, V})¢cp is also equal to zero.

Now we assume that the m — a — (X, Y) secrecy capacity of {(W;, V;) : t € 0} is
equal to zero. If Cs({(Ws, Vi) : t € 0};7) is also equal to zero, then there is nothing
to prove. Thus let us assume that Cs({(W;, V;) : ¢ € 0};7) is positive.

Assume that there is an (n, J,,) randomness assisted code ({C” : v € A}, G) for
{(W, V) : t € 8} such that

max / P.(C7,t™)dG(y) < A
tn een A
max / X (Runi, Zev n) dG(y) < A
treon
We denote § and the arbitrarily varying classical- -quantum channel (Ut)teg T —
S(H™Y!) as above. If the deterministic capacity of (U; ), is positive, we can build, as

yrm+n

above, a (v(n)+n, J,,) common randomness assisted code C(X,Y") = { (Exy(mm, {Dy

j c {1’ J }}) u(n +n Xu(n)+n’yu(n)+n c Yu(n)+n} such that

Z p(xu(n)+n’yu(n)+n)

max
tv(n)+ngcgr(n)+n
xr(m+neXv(n)+n yr(n)+ncyvin)+n
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. Pg(c(xu(n)—i-n’yu(n)-&-n)’tu(n)—i-n) <e,

v(in)+n v(in)+n .
( )+ma9X( " E p(X ) Y () )X (Run7.7 Zt”(n)Jrn,xV(n)Jrn) < C .
t € yv(nm+ngyv(n)+n

But this would mean
Cs({(W, V) st € 0};corr(X,Y)) = Cs({(We, Vi) s t € 0};7)

and there is nothing to prove.

Thus we may assume that the the deterministic capacity of (U +)teo is equal to zero.
This implies that (U ):cq is symmetrizable (cf. [6]), i.e. there is a parametrized set of
distributions {7(- | f) : f € §} on 6 such that for all f, f’ € § we have

ZT(tIf’)ZZP(XxY)FEy@Wt(f(X)) S rt]f) ZZPXxYant(f( )

teo teo
=D 7t f) ZPXxY We(f() = _7(t|f) ZPXxY)Wt(f( )
teo teo
(223)
forally € Y.
Our approach is similar to the technique of [7]. Let A = {0,1,---,|A| — 1},

X =Y = {0,1}. We define functions ¢g* and g; € §F fori = 1,--- ,a — 1 such that
g*(0) = ¢g*(1) = 0 and g;(u) := i + u mod |A| for u € {0,1}. Since (U});cp is
symmetrizable, by (223) there is a parametrized set of distributions {7(¢ | f) : f € §}
on 6 such that for all @ € A, the following two equalities are valid

S p(0.0)7(t | g7)Wia)

teh

+3 p(1,0)7(t | g*)Wi(a + 1 mod |A])
tel

=> p(0,0)7(t| g:)Wi(a)

teo

+ 3 p(1,0)7(t | ) Wi(a)

ted

= 3" 7(t | g)Wila)

teo

> p(0,1)r(t| g*)Wi(a)

teo
+3 p(1,1)7(t | g")Wi(a + 1 mod [A)
teo
= p(0,1)7(t | g:)Wi(a)
teol

+ > p(1L,1)7(t | gi)Wi(a)
teo
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=37t ] g)Wila)

ted

If we choose an arbitrary orthonormal basis on H to write the following quantum
states in form of matrices

(Mb)p g1, dim e = ZT(t | 9" )Wi(a)

ted

(m/k,l)k’lzly... dimH — ZT(t ‘ g*)Wt(a + 1 mod |A|) s
teo

(m*k,l)k’lzl,... dimH — ZT(t | gi)Wt(a) >

teh
forall k,l € {1,--- ,dim H} we have

p(0,0)my; +p(1,0)m i = mokg, ,

PO, V)mye + p(L, 1)m' sy = moxg
Since I(X,Y) is positive, p(0,0) # p(1,0) and p(0,1) # p(1,1), therefore
p(0,0) (1, )> ’ :
det 0. Thusmy; = m',; = mxyforallk,l € {1,--- ,dim H},
(o) b)) # b = T = TR t f
this means

Zrt|g We(a ZT(ﬂg*)Wt(a—i-lmod |Al)
tco teo

foralla € A.
Therefore, for any n € N and any given (n,.J,) code C? = (EV, {Dj :j =

, Jn}), the following statement is valid. Let o’ be an arbitrary sequence in A",
we have

> T g )P )

tneon
=Zﬂﬂm1~{ymn D)
tneon In j=1
- .
= ZT(tn|g*) TZ Z EY(a"]5)tr(Win (a )DV)
tnegn i Dlancan
JIn
N JLZ Z (a” )t ( > "] 9*)th(a”)DJ7>
" j=laneAn tneon
In
- JLZ Z (a”[7)t (Z T(t”lg*)th(a’”)Dy>
j=lancAn treon
J,

}i(z wmw<wﬁ

tneon
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Tn
JLZTt"|g tr [ Win ( ’"Z

3

1 n
= 727t|g )tr (Wi (a'™))

n tnegn
oL (224)
= Jn s

where 7(t" | g*) :=7(t1 | g*)7(t2 | g*) - 7(tn | g*) for t™ = (t1,t2,--- ,t,). The
second and the fifth equations hold because the trace function and matrices’ multiplica-
tion are linear. The first, the fourth, and the last equations hold because 7, gn 7(£" |
9*) = gnean E7(a]j) = tr (Win(a’™)) = 1forall g*, j, and a’". The sixth equa-
tion holds because Zj;l D} =id.

Thus for any n € N, any J,, € N\ {1}, and any (n, J,,) randomness assisted
quantum code ({C" : v € A}, G) we have

J—l

/Z (" | g)P.(CY, ") dG (7)

tneon

=Y ) / P.(C,")dG(7)

tneon

—E ( / PACV&")dG(v)) , (225)
A
where T" is a random variable on 6™ such that Pr(T" = t") = 7(t" | g*) for all
th e 0.

By (225) for any n € N, any J,, € N\ {1} and any (n, J,) random assisted
quantum code ({C7 : v € A}, G), there exists at least one ™ € 6™ such that

/ P.(C7,t")dG(y) > Jn—1 ) (226)
A In

By (226) for any n € N, any J,, > 1, there is no (n, J,,) randomness assisted code
({C7: v € A}, G) for {(Wy, V) : t € 6} such that

b}

max / PL(C7,£")dG () <

tneon Jo

N =

therefore if the m — a — (X, Y") secrecy capacity of { (W, V;) : t € 0} is equal to zero
and I(X,Y) is positive, the randomness assisted secrecy capacity of {(W;,V;) : t € 6}
is equal to log 1 = 0. But this is a contradiction to our assumption that Cs({ (W, V4) :
t € 0};r) is positive.

This result and the result for the case when the m — a — (X,Y) secrecy capacity
of {(Wy, V;) : t € 0} is positive complete our proof for Theorem 4.14. O

Theorem 4.14 shows that the correlation is a very helpful resource for the secure
message transmission through an arbitrarily varying classical-quantum wiretap chan-
nel. As Example 4.23 shows, there are indeed arbitrarily varying classical-quantum
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wiretap channels which have zero deterministic secrecy capacity, but at the same time
positive random secrecy capacity. Theorem 4.14 shows that if we haveam—a—(X,Y)
correlation as a resource, even when it is insecure and very weak (i.e. I(X,Y") needs
only to be slightly larger than zero), these channels will have a positive m —a — (X, Y)
secrecy capacity.

4.4.2 Further Notes on Resources

In Section 4.6.1 we gave an example when the deterministic capacity of an arbitrarily
varying classical-quantum wiretap channel is not equal to its randomness-assisted ca-
pacity. Thus having resources is very helpful for achieving a positive secrecy capacity.
For the proofs in Section 4.2 and Section 4.4.1 we did not allow the jammer to have
access to the shared randomness.

Now we consider the case when the shared randomness is not secure, i.e. when the
jammer can have access to the shared randomness (cf. Figure 3).

Corollary 4.15. Let {(Wy,V;) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel. We have

Cs({W, V) 1t € 0}) = C({(We, Vi) 1 £ € O}y7s) (227)

Proof. LetC = (E,{D} : j=1,---J,}) bean (n,J,) code such

max P.(C,t") < e,

tnegn

and

Rynis Zin) < (.
terEaQ)s‘X( UuUn t) C

We define a G’ such that G'({C}) = 1, it holds

v 4n /
Atrglgg)gP(C , M) dG (v) < e,

/ max X (Runi, Zev 4n ) dG'(7) < €.

tregn

Thus every achievable secrecy rate for { (W, V;) : t € 6} is also an achievable secrecy
rate for {(W;, V;) : ¢t € 0} under non-secure randomness assisted coding.
Now we assume that there is a G” such that

Atrflgg}gbp . (CY,t™)dG" (v) < e,

/ trrpeag)fz X Ruynis ZC‘*,t") dGH(’Y) < C .
A

Then for any s™ € 6" we have

/ PCY, s)dG"(v) < [ max Po(C7,1")dG" () < e,
A A trefn

/AX (Runi7 ZCW,S" G// /Atrﬂneae}i X unia ZC’Y,t”) dG”(fY) < C .
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Thus every achievable secrecy rate for {(W;,V;) : t € 0} under non-secure random-
ness assisted coding is also an achievable secrecy rate for {(W;, V;) : t € 6} under
randomness assisted coding.

Therefore,

Cs({Wy, V) :t € 0}) < Co({(Wy, Vi) st € 0}sms) < Cs({(Wi, Vi) 1t € 0};7) .
(228)

At first let us assume that {W; : ¢ € 0} is not symmetrizable. By Theorem 4.1 when
{W; : t € 0} is not symmetrizable it holds Cs({(W;, V;) : t € 0}) = Cs({(Wy, Vi) =
t € 0};r). Thus when {W, : t € 0} is not symmetrizable we have

Cs({(W, V) it €0}) = Cs({(W, V) 1 t € OF57ps) -

Now let us assume that {W; : t € 0} is symmetrizable. When {W; : ¢t € 0} is
symmetrizable and J,, > 1 holds then by Section 4.1, for any (n, J,,) code C there is a
t" € 6™ and a positive c such that

PC,t") > c.

Thus, when {W, : ¢t € 0} is symmetrizable, for any G we have

Y o4n
Atrypeagg P.(C7,t")dG(y) > ¢,

which implies we can only have [, maxnegn P.(C7,t")dG(y) < ¢ when J,, is less
or equal to 1. This means

Cs({(Wy,Vy) :t € 0};1ps) =logl =0.

By Theorem 4.1 when {WW; : ¢ € 6} is symmetrizable it holds Cs({(W;, V) : t €
0}) = 0 and therefore when {W; : t € 0} is symmetrizable we have

Cs({(Wy, Vi) it €0}) = Cs({(Wy, Va) 1 t € 0}57ps) - O

Theorem 4.1 shows that an arbitrarily varying classical-quantum channel with zero
deterministic secrecy capacity allows secure transmission if the sender and the legal
receiver has the possibility to use shared randomness, as long as the shared randomness
is kept secret against the jammer. Corollary 4.15 shows that when the jammer is able
have access to the outcomes of the shared random experiment we can only achieve
the rate as when we do not use any shared randomness at all. This means the shared
randomness will be completely useless when it is known by the jammer.

Applying Theorem 4.12 we can now determine the random assisted secrecy capac-
ity with the strongest code concept for shared randomness, i.e., the randomness which
is secure against both the jammer and eavesdropping (cf. Figure 4).

Corollary 4.16. Let 0 := {1,--- , T} be a finite index set. Let {(Wy,V;) : t € 0} be
an arbitrarily varying classical-quantum wiretap channel.
When {W, : t € 0} is not symmetrizable, we have

Ckey({(Wt7 Vvt) HEAS 9}7971)
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1
= min| lim > max inf 7B®n — Inax 7Z " ) + n
(TL—)OC n UHAW’*){B,?H7Z¢1 q,tn} (quconv((Bt)tee) X<pU ) tnegn X(pU t ) g
max inf By ) - (229)
U—sAn—{B®":q} Bg€Conv((Bt)teo) x(pu q ))

Here we use the strong code concept.

Remark 4.17. When g,, is positive and independent of n, (229) always holds and we
do not have to assume that {W; : t € 0} is not symmetrizable.

Proof. We define I, := {1, - {IF 71} Itholds n! > IT7, x T'y| > n3. Notice that

when g, is positive and independent of n we always have have n! > 2"9» > n3 for
sufficiently large n and thus I}, := {1}.
We fix a probability distribution p € P(A). Let

i

J,, = min (I_Qn min g x(p;Bs)—log L,,,+ng,z—2n,uj , L2n min g X(p;BS)—QTL[LJ)

Ln — max (|‘2maxtn X(p;Ztn)—719n~i~2n('|7 1) ,

p"(z") A=

and p/(z") = { P10 PO Let X=X, e {1,...,Ju},l €
0, else .

{1,...,L,}} be a family of random variables taking value according to p’.

It holds J, L, < 2" min, 5 x(PiBs) apd [729n > omaxen x(PiZem) - Similar to the
proof of Theorem 4.2 and the proof of Theorem 4.14, with a positive probability there
is a realization {x;; : 5,1} of {X,; :j,i} andaset {my : vy € I}, xI',,} C S, with
the following properties:

There exits a set of decoding operators {D;; : j = 1,--- ,J,,l = 1,---, Ly, }
such that for every t" € 0™ ¢ > 0, ¢ > 0, and sufficiently large n,

JIL L?L |F X F |

11
"~ Jn L I, xr |ZZ > tr(Wt" Hwj0) Pl Dszﬂ)

j=1j=1 ~=1
and
11 n T2 XDy
X RunmJ L |F/ XF ‘jz:ljzl ; ‘/tn Ijl)) <C.

When |T | > 1 holds, we use the strategy of Theorem 4.12 by building a two-part
secure code word, the first part is used to send 4" € I", the second is used to transmit
the message to the legal receiver.

Thus,

Ckey({(Wt; Vvt) (te e}agn)

®

1
> . 1 - . f B ny __ ,Z n n,
= (nggo n (quCorgl((Bt)tee)X(p’ a") inon x(pi Z )) 9

ma inf :B®") ) .
pXqu(,*om;((B,,)teg)X(p q )>
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The achievability of lim,, . %(minq X(pu; Bg) — max X (pus; Ztn)) +g¢, and
Inf B, conv((By)ieo) X(PU; B(‘?”) is then shown via standard arguments.

Now we are going to prove the converse.

Chre Wi, Vi) it € 0};9n) < max inf p;B®"
* U({( e ign) U—Ar—{B™:q} Bg€Conv((Bt)teo) x(p e )
(230)

holds trivially.

Let (B (™), {Dz’(") : j}) be a sequence of (n, J,,) code such that for every t" €
0774

Jp 27970
_ ,(n) 7,(n)
! Jn 2ngnzzltr(wtn (E™ n())Dj )<€
=1~
and
J” 2n9n
X anEV(”) G| < ¢,

unza J 2ngn
j=1 v=1
where lim,,_,, €, = 0 and lim,,_,, {;, = 0. It is known that for sufficiently large n

we have
2n9n

> X (Runss BY®™) = X (Runiy Zin) - (231)
y=1

Let ¢37€m = WE™(E7(™)(j)). We denote BI®" := {WE™(EM(j)) : v €
T} and BY™ := {-WE(E™(j)) : v € Tn}. Let Gun; be the uniformly dis-
tributed random variable with value in I',,.

We have

log J,,

2”g

2"911/

2nlgn > X (Runis B]®™) = x Runi 5o Z 7®n>

7=1

1 2% 1 1 138 .
= ongn Z S Tn Zwéﬂ@n " 9ongn Tn Z Z S (wéﬁ@m)
j=1 "

v=1

2mIn 1 gnon
_ [ T Z quj,"/@n 7 S 2ngn Z wJ7V®TL>]

"yl]l

3
<.
I
—_

1 JIn ‘ 2n9n J,

j=1 =1 j=1
2mInJ, n 1 JIn 2nem .

JIn

S ( W,BJ®”) s (Gun Bg@”)

_ 1
In

=

Jj=
JIn

<3 (6 i)

Jj=

—
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= NGn - (232)
By (230), (231), and (232) we have
Crey({(W, Vi) i t € 0} 9n)

1
< lim — max ( inf x(pu; BE™)
N0 N U Ar 5 {BE™ Zn:q,tn} \Bq€Conv((Bt)tco)

— 'Zn n - D
max x(pu; Z¢ )) +y9

4.5 Investigation of Secrecy Capacity’s Continuity

In this section we show that the secrecy capacity of an arbitrarily varying classical-
quantum wiretap channel under common randomness assisted quantum coding is con-
tinuous in the following sense:

Corollary 4.18. For an arbitrarily varying classical-quantum wiretap channel {(W;, V) :
t € 0}, where Wy : P(A) — S(H) and V, : P(A) — S(H'), and a positive 6 let C;

be the set of all arbitrarily varying classical-quantum wiretap channels {(W';, V') :

t € 0}, where W'y : P(A) — S(H) and V'y : P(A) — S(H'), such that

_ !
max [Wi(a) = W'i(a)ll <6

and
‘7 ‘rl
Ianea}(! [Vi(a) = V'i(a)lly <6

forallt € 0.
For any positive € there is a positive 6 such that for all {(W',V';) : t € 6} € C;
we have

ICs({(W, Vi) st € O}s0r) = Cs({(W'e, V'y) st € O}ser)| < e (233)

Proof. By Theorem 4.11 the secrecy capacity of {(W;,V;) : t € 0} is

1
lim — max ( inf : B®™) — max 1 Zgn ) ,
n—oon U—>A"—>{B§9",Zm;q,tn} ByeConv((Bt)teo) X(pU 1 ) treon X(pU i )
and for every {(W';, V') : t € 8} € C; the secrecy capacity of {(W'y, V',) : t € 0}
is

1
lim — max

inf v B'2™) = max x(pu; Z'4n ),
n_)oonU%A”%{B?"’,Ztn:q,tn}(B'qEConv((B't)tEQ)X(p g ) x(pu; Z'en)

tn 697"

where B’; is the resulting quantum state at the output of W’ and Z’, is the resulting
quantum state at the output of V’;.

To analyze |x(p; Zin) — x(p; Z’tn)| we use the technique introduced in [46] and
apply the following lemma given in [9].
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Lemma 4.19 (Alicki-Fannes Inequality). Suppose we have a composite system BQ
with components S and Q. Let G¥ and G2 be Hilbert space of 3 and Q, respectively.
Suppose we have two bipartite quantum states ¢*2 and %2 in S(G¥9) such that
|62 — 62|y = € < 1, it holds

SR 1) =SB Q)s < 4elog(d — 1) — 2h(e) , (234)
where d is the dimension of G¥ and h(¢) is defined as in Lemma 3.6.

The difference to [9] is we consider here classical-quantum channels instead of
quantum-quantum channels.
We fix ann € Nand at”™ = (t1,---t,) € 0. For any a™ € A" we have

S (Vin(a™)) = S (Vn(a™))]

= Z S (V(tl,'“tk—l) ® V/(tkw"'tn)(an)) -5 (V(tl,“'tk) ® V/(tk+1v“tn)(an))’

S (Vi t) @V (1) (@) = 8 (Vi o) © V’(tk+1,~~~tn)(an))’ :

Forak e {1,--- ,n}and a™ = (a1, --a,) € A™ by Lemma 4.19 we have

‘S <‘/(t1""tk+1) ® Vl(tlw )(an)) -5 (V(tl»“'tk+1) ® V/(tk+1v“tn)(an))‘

- S (‘/(tl,“'tk) (24 Vl(tk+1,~"tn)(an)) + S (‘/(tl,"'tkfl) & V/(tk+1,"'tyb)((a17 k-1, ak+1) T

=S (Ve (ar) | Viy ot ) @ V' iy oty (@1, a1, g, - @)

-5 (Vtk (ak) | ‘/(tl,---tk_l) & V/(tk+1,--~tn)((a1a Q1 Q41,0 an)))
< 46log(dg — 1) —2- h(d),

where d is the dimension of H¢.

Thus
|S (Vin(a™)) — S (V'in(a™))] < 4ndlog(dp — 1) — 2n - h(J) . (235)
For any probability distribution p € P(A), n € N, and " € 0™ we have
X(p; Zen) = x(p; Z'en )l

’S Zp )Vin(a Zp S(Vin(a
=S _p(a)V'in(a)) + S( Zp i ’
< ‘S(ZP( Vt" ZP t" ‘

=|S (Vv(tl’...tk) & Vl(tky...tn)(an)) -5 (‘/(tl,-utk,l) & Vl(tk+1,~~-tn)((a17 Q-1 Q41,7

an)))

an)))
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+ | p@)S(V i Zp V4o (a))

< 8ndlog(dg — 1) — 4n - h(é) . (236)

We fix a probability distribution ¢ on 6, a probability distribution p € P(A), and
ann € N. By Lemma 3.6 we have

Ix(p; Bg) — x(p; B'y)|

\; Zp )Wia ZZ Wi(a))
= S W) + S0 Fat >>\

< 88log(ds — 1) —4-h(s), 237)
where dj is the dimension of H®.

Thus for any probability distribution ¢ on 6, n € N, p € P(A), t" € 6™ we have
forall {(W';, V') :t € 0} € C;

1 1
(Oc(ps Bg) = —x(p3 Zen)) = (x(p3 Bq) = —x(p3 Z'tn))
< 80log(dp — 1) +8dlog(dg — 1) — 8- h(J) . (238)
For any positive ¢ we can find a positive ¢ such that 86 log(dg—1) + 80 log(dg—1)
—8-h(d) <e

Thus for all n € N and any positive € we can find a positive d such that for all
{(W',V'y) : t €0} € Cs

f 5 B — Z n
(mZ?XB ECmilrJl((Bt)tee)X(p’ q) tr"nEa@X X(p’ t ))
1
f B) -~ z',
(mz?x B GC'orgl((B’t),,eg)X(py ) n ineon X(p: Zen)
<e. (239)

When inf,c pg) X (p; Bg) — maxgnecgn X(p; Z¢n) achieves its maximum in p, and
when inf ¢ pg) X(; B'¢') — £ maxyncgn X(B; Z'4n) achieves its maximum in p a
p € P(A), the following inequality holds.

Forall n € N and any positive e we can find a positive ¢ such that for all { (W', V';) :
tef}eCs

(m;mq Elgfa)x(p,B a) = jnax x(p; Zi))

1
- f B'y) -~ Z' n
(mgquélllj (e)x(p, - max X(B; Z' 1))
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< 3¢, (240)
since else we would have
inf x(p; B'y) — 1 max x(p; Z'¢n) > inf x(p;B'y) — 1 max x(p; Z'¢nr) .
4€P(0) Y mehn ¢ EP(6) K n tn/eon
(240) shows Corollary 4.18. O

Corollary 4.20. The deterministic secrecy capacity of an arbitrarily varying classical-
quantum wiretap channel is in general not continuous.

Proof. We show Corollary 4.20 by giving an example.

Letf := {1,2}. Let A ={0,1}. Let H® = C°. Let {|0)®, [1)®,]2)F, |3)%,[4) ¥}
be a set of orthonormal vectors on H®. Let A be € [0, 1].

For r € [0, 1] let P, be the probability distribution on A such that P.(0) = r and
P.(1) = 1 — r. We define a channel W} : P(A) — S(H®) by

Wi (Pr) = (1= A)r(0)(0]® + (1= A)(1 = r)[1)(1[* + A3) (3,
and a channel W2 : P(A) — S(H®) by
W3 (Pr) = (1= A1) (1% + (1= A)(1 = 7)[2)(2[® + A4) (4] .
In other words:
W7 (0) = (1= N)[0)(0]* + A[3)(3[*,

W(1) = (1= 2))A* + AB)E[P

W3'(0) = (1= N)[L)(L* + A[4)(4[*
W3 (1) = (1= N)[2)(2® + Al4)(4[® .
@Let H® =C5. Let {|0)%,1)%,]2)%,[3)¢, |4)® be a set of orthonormal vectors on
" We define a channel V) P(A) — S(H®) by
VN (Pr) = Arj0)(0]® + A1 =) [1)(1[F + (1= N)[3)(3[
and a channel V3 : P(A) — S(H®) by
V3N (Pr) = ML) (L]® + A1 —)[2)(2]F + (1= N)[4) (4] .

In other words:
VA(0) = A0)(0® + (1= N)[3)(3|°,

V(1) = A1)(L® + (1= A)[3)(3[¢,

V3(0) = A1)(LI® + (1= A)[4)(4[¢,
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V3 (1) = A|2)(2€ + (1= A\)4)(4]¢.

For every a € A and ¢ € 6 we have

WP (a) — Wa)llh
= |At+a—1)t+a—1" = At +2)({t+2/%|,
=2\

and

IV (@) = V(o)
== At+a—1){t+a—1+\t+2){+2|%|
=2X\.
{(W2, V) i t € 0} defines an arbitrarily varying classical-quantum wiretap chan-
nel for every A € [0, 1].
At first, we consider {(W?, V) : t € 6}.
i) The Deterministic Secrecy Capacity of {(W?, V) : t € 8} Is Equal to Zero
We set
7(1]0)=0; 7(2]0)=1;
(1|1)=1; 7(2]1)=0.
It holds
DT OWP() = AT = ([ HWP(0),
teo ted
and of course for every a € A

dYortlaWl@) =) 7(t|a)W(a) .

ted teo

{(W?) : t € 6} is therefore symmetrizable. By Corollary 4.13 we have

C;({W2, v :teh})=0. (241)

ii) The Secrecy Capacity of {(W2, V) : t € 0} Under Common Randomness
Assisted Quantum Coding Is Positive

We denote by p’ € P(A) the distribution on A such that p/(1) = p/(2) = 3. Let
q € [0,1]. We define Q(1) = ¢, Q(2) = 1 — q. We have
X (1, {Wg(a) 1 a € A})
1

1 11 1 1
=—5¢log 50+ 5(1-q)log (1 —¢) —Slog

+qlogq+ (1 —q)log(l—q).
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When we differentiate this term by ¢ we obtain

1 1 1 1 1 1 1
Clogzq— =+ :log=(1—q)+ > +1 1—log(1—¢q)—1
loge( 5108 54 2+2 ng( q)+2+ ogq+ og(1—q) >

— log g — log(1 — q)) .
21Oge(ogq og(1—q))

log ¢ — log(1 — q) is equal to zero if and only if ¢ = % By further calculation, one
can show that x (p/, {Wg(a) : a € A}) achieves its minimum when ¢ = 5. This
minimum is equal to —1 log 1 + 3 log + = 1 > 0. Thus

N =

max mqin x (p, Bg) >

For all t € 6 it holds V,2(0) = V;°(1); therefore for all " € 0" and any p" €
P(A™) we have
X(p; Zi)
=SV ™) = Y p*(aM)S(Va(a™)

ancAn

=SVRO") = > pr@)SVAaom)
a”EA™
=0.

Thus

1
C{WR, V) it €6}, er) > 5 —0>0. (242)
Now we consider { (W}, V}) : t € §} when X\ # 0.

iii) When X\ # 0 the Deterministic Secrecy Capacity of {(W}, V) : t € 0} Is
Equal to Its Secrecy Capacity Under Common Randomness Assisted Quantum Coding

We suppose that for any a, a’ € A there are two distributions 7(- | a) and 7(- | a')
on 6 such that

dortld) Wi a) =) r(t|a)- W)(d)

teo teb

= 1=N)> 7tla)t+a—-1){t+a—1" +Ar(1]|d)3)3]® + (2| a)[4)(4]®
tel

=(1-X) Zr(t la)|t +a’ —1)(t+a — 1" + Ar(1 ] a)3)(3|® + A\1(2 | a)|4)(4]® .
teo

(243)

Since |t +a— 1)t +a—1% € {|0><0|%, 11)(1], |2><2\%} for all ¢ and a, if A # 0
(243) implies that
T(t|ad)=1(t]a)

for all £ € 6. This means we have a distribution p on 6 such that p(t) = 7(¢ | a) for all
a €A
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But there is clearly no such distribution g such that 3, ., p(t) W (0) = 3, o, BE)W (1),
because then we would have

BL)[0)(0]® +p(2)[1)(1[®
= )T +p(2)[2)(2]* .

This would mean (1) = $(2) = 0, which obviously cannot be true. Thus (W));cg is
not symmetrizable.
By Corollary 4.13,if A # 0

Cs({W V) st e 0)) = Cs({(W V) st € 0} er) (244)

When A \ 0 forevery a € A and t € 6 we have |W?(a) — W (a)|l1 = ||V(a) —
VAMa)[l =22\ 0.

By Corollary 4.18 the secrecy capacity of {(W},V;}) : ¢ € 6} under common
randomness assisted quantum coding is continues. Thus for any positive ¢ there is a §
such that for all A €]0, 6] we have

Co{(WA VA st e 0)) > Co({(WO, V) it € 0),er) — & > % o (45)

In other words, when A # 0 tends to zero, the deterministic secrecy capacity of
{(W}, V}) : t € 0} tends to the secrecy capacity of {(W?, V%) : t € 6} under
common randomness assisted quantum coding, which is positive, but the deterministic
secrecy capacity of {(W2, V%) : t € 6} is equal to zero. Hence the deterministic
secrecy capacity of {(W*, V) : t € 6} is not continues at zero. O

Corollary 4.20 shows that small errors in the description of an arbitrarily vary-
ing classical-quantum wiretap channel may have severe consequences on the secrecy
capacity. Corollary 4.18 shows that resources are very helpful to protect these conse-
quences.

Now we are going to deliver the sufficient and necessary conditions for the continu-
ity of the capacity function of arbitrarily varying classical-quantum wiretap channels.

Corollary 4.21. For an arbitrarily varying classical-quantum channel {W; : ¢t € 6}
we define

F(We:1y):=_min, max

YTt a)Wi(d) =Y r(t|a)Wila)

teo teb

5

1

where C(0 | A) the set of parametrized distributions sets {T(- | a) : a € A} on 0. The
statement F({W : t}) = 0 is equivalent to {W; : t € 0} being symmetrizable.

For an arbitrarily varying classical-quantum wiretap channel {(Wy,V;) : t € 6},
where Wy : P(A) — S(H) and V, : P(A) — S(H'), and a positive § let Cs be
defined as in Corollary 4.18.

Cs({(Wy, Vy) : t}), the deterministic secrecy capacity of arbitrarily varying classical-
quantum wiretap channel is discontinuous at {(Wy,V;) : t € 0} if and only if the fol-
lowing hold:

1) the secrecy capacity of {(Wy,V;) : t € 0} under common randomness assisted
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quantum coding is positive;
2) F({W; : t}) = 0 but for every positive 0 there is a {(W',V'y) : t € 0} € C; such
that F({W'; : t}) > 0.

Proof. At first we assume that the secrecy capacity of {(W;, V;) : t € 6} under com-
mon randomness assisted quantum coding is positive and F({W; : t}) = 0. We
choose a positive € such that Cs({ (W4, V4) : t};cr) —e := C > 0. By Corollary 4.18
the secrecy capacity under common randomness assisted quantum coding is continu-
ous. Thus there exists a positive § such that the for all {(W';, V';) : t € 6} € Cs we
have

Cs {(W', V') it €0};0r) > Cs {(We, Vi) i t}0r) — €.

Now we assume that there is a {(W";, V") : t € 6} € Cs such that F({W", :
t}) > 0. This means that {W", : ¢t} is not symmetrizable. By Corollary 4.13 it holds

Cs (W', V") it €0}) =Cs ({(W',V"y) i t}ier) > C > 0.
Since F({W; : t}) = 0, {W; : t} is symmetrizable. By Corollary 4.13,
Cs({(Wy, V) :t€6})=0.

Therefore the deterministic secrecy capacity is discontinuous at {(W;, V) : ¢t € 6}
when 1) and 2) hold.

Now let us consider the case when the deterministic secrecy capacity is discontin-
uous at {(W, V;) : t € 6}.
We fixar € C(0| A) and a, ' € A. The map

{We, Vi) it e 0} — | r(t| a)Wila) =Y 7(t | ' )Wi(a)

ted ted

1

is continuous in the following sense: When ||, .o 7(t | a)Wy(a') — >, 7(¢ | a’)Wt(a)H1
= C holds, then for every positive § and any {(W';,V';) : t € 0} € Cs we have

1Y -7t [a)W'e(d) =D r(t| YW i(a)| ~ C

teo teh

<26.

Thus if fora 7 € C(6 | A) we have ||, 7(t | a)Wi(a') — > ,c 7(t | a’)I/Vt(a)H1
=(C > 0foralla,a’ € A, we also have

>C—26.
1

S rt [a)Wi(a) =Y 7(t]a)Wi(a)

ted teh

This means that when F'({W; : ¢t}) > 0 holds we can find a positive ¢ such that
F({W'; :t}) > 0holds for all {(W’;,V’;) : t € 6} € Cs. By Corollary 4.13 it holds

Oy ({W', V') it € 0)) = O ({(W/e, V') i thier) > C > 0.

By Corollary 4.18, Cs ({ (W', V';) : t}; cr) is continuous.
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Therefore, when the deterministic secrecy capacity is discontinuous at {(W;, V}) :
t € 0}, F({W; : t}) cannot be positive.

We consider now that F'({W; : t}) = 0 holds. By Corollary 4.13,
Cs({(W,Vy) : t €6} =0.

When for every {(W'¢,V'y) : t € 0} € Cs we have F({W', : t}) = 0, then by
Corollary 4.13
CS({(W/t, V/t) 1t e 9}) =0

and the deterministic secrecy capacity is thus continuous at { (W, V;) : t € 6}.

Therefore, when the deterministic secrecy capacity is discontinuous at { (W, ;) :
t € 0}, for every positive ¢ there is a {(W',, V') : t € 0} € C; such that F({W'; :
t}) > 0.

When for every positive 0 there is a {(W';, V’;) : t € 0} € C; such that F({W’; :
t}) > 0and Cs({(W:, Vi) : t € 8}, cr) = 0 holds, then by Corollary 4.13 we have

Cs({(W', V'y) it € 6}) = Cs({(W', V') s t € 0}, er)

and the deterministic secrecy capacity is continuous at { (W, V;) : t € 6}.

Therefore, when the deterministic secrecy capacity is discontinuous at { (W, V) :
t €0}, Cs({(W, V4) : t € 6}, cr) must be positive. O

Corollary 4.22. Let {(Wy,V;) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel. When the secrecy capacity of {(Wy, V) : t € 0} is positive, then
there is a 0 such that for all {(W',,V';) : t € 0} € Cs we have

Cs ({(W’t, V/t) :te 9}) >0.

Proof. Suppose we have Cs({(Wy, V;) : t € 6}) > 0. Then {W; : t € 0} is not
symmetrizable, which means that F'({W, : t}) is positive. In the proof of Corollary
4.21 we show that F is continuous. Thus there is a positive ¢’ such that F'({W"’; : t})
> 0 for all {(W';,V’,):t € 0} € Csy . When {W, : t € 6} is not symmetrizable
then we have Cs({(W;, ;) : t € 0}, cr) = Cs({(We, V2) : t € 6}) > 0. By Corollary
4.18, the secrecy capacity under common randomness assisted quantum coding is con-
tinuous. Thus there is a positive " such that Cs({(W';,V'y) : t € 6}, cr) > 0 for all
{(W',,V'y) : t € 0} € Corr . We define § := min(d’, ") and the Corollary is shown.]

4.6 Applications and Further Notes

In Subsection 4.6.1 we will discuss the importance of the Ahlswede Dichotomy for
arbitrarily varying classical-quantum wiretap channels. We will show that it can oc-
cur that the deterministic capacity of an arbitrarily varying classical-quantum wiretap
channel is not equal to its randomness assisted capacity.

In Subsection 4.6.2 we will show that the research in quantum channels not only
sets limitations, but also offers new fascinating possibilities. Applying the Ahlswede
Dichotomy, we can prove that two arbitrarily varying classical-quantum wiretap chan-
nels, both with zero security capacity, allow perfect secure transmission, if we use them
together. This is a phenomenon called “super-activation” which appears in quantum in-
formation theory (cf. [48]).
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4.6.1 Further Notes on Ahlswede Dichotomy
In this subsection we give some notes on resource theory and the Ahlswede Dichotomy.

The Ahlswede Dichotomy states that either the deterministic security capacity of
an arbitrarily varying classical-quantum wiretap channel is zero or it equals its random-
ness assisted security capacity. There are actually arbitrarily varying classical-quantum
wiretap channels which have zero deterministic security capacity, but achieve a positive
security capacity if the sender and the legal receiver can use a resource, as the following
example shows. This shows that the Ahlswede Dichotomy is indeed a “dichotomy”,
and how helpful it a resource can be for the robust and secure message transmission.

Example 4.23. Let {(W;,V;) : t € 0} be an arbitrarily varying classical-quantum
wiretap channel. By Theorem 1, Cs({(We,V;) : t € 0}) is equal to Cs({(We, V) -
t € O0kr)if {W, : t € 0} is not symmetrizable, and equal to zero if {W; : t €
0} is symmetrizable. If {W; : t € 0} is symmetrizable, it can actually occur that
Cs({(W, V) = t € 0}) is zero, but Cs({(Wi, Vi) : t € 0};7) is positive, as following
example shows (c.f. [6] for the case arbitrarily varying classical-quantum channel
without wiretap).

Let 0 := {1,2}. Let A = {0,1}. Let H® = C®. Let {|0)%,[1)®,(2)® be a set of
orthonormal vectors on H™.

Forr € [0,1] let P, be the probability distribution on A such that P,.(0) = r and
P.(1) = 1 — 7. We define a channel Wy : P(A) — S(H™®) by

Wi(P;) = r|0)(0[® + (1= r)[1){1]*,
and a channel W : P(A) — S(H™) by
Wi(Py) = r1)(1[® + (1 —7)|2)(2[* .
In other word
W1(0) = [0){0[*,
Wi(1) = [1)(1]®,
Wa(0) = [1)(1[*,
Wa(1) = [2)(2[* .
Let H® = C2. Let {|3)¢, |4)¢ be a set of orthonormal vectors on HE.
We define a channel V; : P(A) — S(H®) by
Vi(Pr) = 13)(3]¢.
and a channel Vy : P(A) — S(H®) by

Vi(Pr) = [4)(4]%.

{(W, V) : t € 0} defines an arbitrarily varying classical-quantum wiretap chan-
nel.
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We set
7(1]0)=0; 7(2]0)=1;
7(11]1) ; 7(2]1)=0
It holds
DT 0OW(0) = ([ 0)We(0), D 7(t | HDWi(1) =D r(t| HWi(1),
teo teo teo teo
and

YT O)Wi(1) = [1)(1€ =) 7(t | HW(0).

ted teo

{(W) : t € 0} is therefore symmetrizable. By Theorem I we have

Co({(Wh, V) 1t € 0}) = 0. (246)

By [21], for any arbitrarily varying classical-quantum wiretap channel {(W;, V) :
t € 0}, we have

Cs({(Wy, Vy) st € 0}57)

> i P {U? : A
I}glgg(énelgx( {U%(a) s a € A})

— lim max lX(P", {Vin(a™) : a™ € A"})) , (247)

n—oo tnefnr n

where P is the set of distributions on A, Q is the set of distributions on 0, and Ue (a) =

> teo Q)Wi(a) for Q € Q.
Foralln € N, t" € 0", and P" € P™ we have x(P",{Vin(a™) : a™ € A"}) =
llog1 — 1log1 = 0, therefore

Cs({(W, V) it € 0}s1) > r}glea%(éneirglx (P,{U%(a):a € A}) .

We denote by p' € P(A) the distribution on A such that p'(1) = p/(2) = 3. Let
q € [0,1]. We define Q(1) = q, Q(2) = 1 — q. We have

X (P, {W4(a) s a € AY})

1 11 1 1. 1
=—5¢log5a+5(1-q)log (1 —¢) ~Slog
+qlogq+ (1 —q)log(1—q).

By the differentiation by q, we obtain

1 1.1 1 1. 1 1
—“log —q— = + =log =(1 — | 1—log(l—q)—1
10g6< slogsa—5+3 og2( q)+2+ 0gq+ og(1—q) )

— log g — log(1 — q)) .
21Oge(ogq og(1—q))
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This term is equal to zero if and only if ¢ = % By further calculation, one can show
that x (p/, {(Wi(a):ac A}) achieves its minimum when q = 5. This minimum is
equal to f% log% + %log% = % > 0. Thus

N | =

; 0
m;tx InqulX (p, Bq) >

For all t € 0 it holds V2(0) = V,°(1), therefore for all t™ € O™ and any p" €
P(A™) we have

X(p; Zih)

=SWVA(E™M) = > p"(a")S(VA(am))
aﬂ,eA‘n,

—0.

By (247),

C.({WR2, V) 1t €6}, cr) z%—o>o. (248)

This shows an example of an arbitrarily varying classical-quantum channel such
that its deterministic capacity is zero, but its random capacity is positive.

Thus, a “useless” arbitrarily varying classical-quantum channel, i.e. with zero de-
terministic secrecy capacity, allows secure transmission if the sender and the legal re-
ceiver have the possibility to use a resource, either randomness, common randomness,
or even a “cheap”, insecure, and weak correlation. Here we say “cheap” and “weak” in
the sense of the discussion in Section 4.4.1.

4.6.2 Super-Activation

One of the properties of classical channels is that in the majority of cases, if we have a
channel system where two sub-channels are used together, the capacity of this channel
system is the sum of the two sub-channels’ capacities. Particularly, a system consisting
of two orthogonal classical channels, where both are “useless” in the sense that they
both have zero capacity for message transmission, the capacity for message transmis-
sion of the whole system is zero as well (“O + 0 = 0”). For the definition of “two
orthogonal channels” in classical systems please see [38].

In contrast to the classical information theory, it is known that the capacities of
quantum channels can be super-additive, i.e., there are cases in which the capacity of
the product W; ® Ws of two quantum channels W; and W5 are larger than the sum of
the capacity of W and the capacity of W5 (cf. [48] and [39]). “The whole is greater
than the sum of its parts” - Aristotle.

Particularly in quantum information theory, there are examples of two quantum
channels, W; and W, with zero capacity, which allow perfect transmission if they are
used together, i.e., the capacity of their product W1 @ W is positive, (cf. [62], [61], [55]
and also [30] for a rare case result when this phenomenon occurs using two classical
arbitrarily varying wiretap channels). This is due to the fact that there are different
reasons why a quantum channel can have zero capacity. If we have two channels which
have zero capacity for different reasons, they can “remove” their weaknesses from
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each other, or in other words, “activate” each other. We call this phenomenon “super-
activation” (“0 + 0 > 07).

It is known that arbitrarily varying classical-quantum wiretap channels with posi-
tive secrecy capacities are super-additive. This means that the product W; @ W5 of two
arbitrarily varying classical-quantum wiretap channels W; and W5, both with positive
secrecy capacities, can have a capacity which is larger than the sum of the capacity of
W1 and the capacity of Wy (cf. [48]).

Using Theorem 4.1, we can demonstrate the following Theorem,

Theorem 4.24. Super-activation occurs for arbitrarily varying classical-quantum wire-
tap channels.

Note that the results of [48] (super-additivity of arbitrarily varying classical-quantum
wiretap channels with positive secrecy capacities) do not imply super-activation of ar-
bitrarily varying classical-quantum wiretap channels, since here we consider channels
with zero secrecy capacity.

We will prove Theorem 4.24 by giving an example (Example 4.25) in which two
arbitrarily varying classical-quantum wiretap channels, which are themselves “useless”
in the sense that they have both zero secrecy capacity, acquire positive secrecy capacity
when used together. This is due the following.

Suppose we have an arbitrarily varying classical-quantum wiretap channel with
positive randomness assisted secrecy capacity. By Theorem 2, the randomness assisted
secrecy capacity is equal to the common randomness assisted secrecy capacity. But the
problem for the sender and the legal receiver is that each party does not know which
code is used in the particular transmission if the channel that connects them has zero
deterministic capacity for message transmission. However, suppose we have another
arbitrarily varying classical-quantum wiretap channel which has a positive determin-
istic capacity for message transmission. Then the sender and the legal receiver can
use it to transmit which code is used in the particular transmission. This is possible
even when the second arbitrarily varying classical-quantum wiretap channel has zero
randomness assisted secrecy capacity, since we allow the wiretapper to know which
specific code is used.

We may see it in the following way. If we have two arbitrarily varying classical-
quantum wiretap channels, one of them is relatively secure, but not very robust against
jamming, while the other one is relatively robust, but not very secure against eaves-
dropping. We can achieve that they “remove” their weaknesses from each other, or in
other words, “activate” each other.

We now give an example of super-activation for arbitrarily varying classical-quantum
wiretap channels.

Example 4.25. Let 6, A, H® and H¢ be defined as in Example 4.23. We define
{(We, Vi) 1 t € 0} as in Example 4.23.
Forr € [0, 1] let P, be the probability distribution on A such that P.(0) = r and
P.(1) = 1 — r. We define a channel W'y : P(A) — S(H™®) by
3

WA(B) = SOOI + 20— Dl + 12,

and a channel W'y : P(A) — S(H™) by

W'a(Py) = Sr0)0]® + 20— r)[1)(1f® + F[2)(2®
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In other words

WL(0) = 2 J0)0[ + 712)(2/”

4
W) = S P + 12 el
W'a(0) = 2 [0)(0[ + 1[2)(2/”
Wia1) = S (% + 7122l 249

We define a channel V', : P(A) — S(HE) by
V1 (Pr) = r[0)(0]€ + (1 = 7)[1)(1[¢,
and a channel V' : P(A) — S(H€) by
V'2(Py) = r]0) (0] + (1= r)[1)(1[¢.

In other words

V'1(0) = [0)(0[*
V(1) = [1)(1]¢
V'5(0) = [0){0[
V'5(1) = [1)(1]¢. (250)

{(W',V'y) = t € 0} defines an arbitrarily varying classical-quantum wiretap
channel.

We denote the uniform distribution on A by P. We have P(0) = P(1)
capacity of {W', : t € 0} is larger or equal to mingeg x (P, {U%(a) :
=log3—1>0.

However, for all (n,J,) code (E”,{D;-I :j = 1,---Jy}) the wiretapper can
define a set of decoding operators {D}\,; cap * 7 = 1,0 Jn} by D} pirerap =
S E™ (@™ | 5) (®; ai)®) (Q,{as|®). For any probability distribution Q™ on A™,
denote the wiretapper’s random output using {D? ;. c1op © 3 = 1, Jn} at channel
state t" by Cyn, then x(Q™, Zin) > I(Q™, Cin) = H(Q™), where I(-,+) is the mutual
information, and H () is the Shannon entropy (please see [32] for the definitions of
the mutual information and the Shannon entropy for classical random variables). If
X(Runi, Zin) < % holds, we also have log J,, = H(Ryni) < %, but this implies

Jn = 1. Thus

o
M NI=

The
})

Cs*({(W/t, Vlt) 1t e 9}) =0. (251)

Let us now consider the arbitrarily varying classical-quantum wiretap channel
{(th QWh, Vi, ® V’tz) (t1,t0) € 92}, where {(th ® W’tZ): (t1,t2) € 92}
is an arbitrarily varying classical-quantum channel {(00), (01), (10), (11)} — H®?,
(a,a') = Wi, (a) @ Wi, (d'), and {(V}l ® V’tg): (t1,t2) € 92} is an arbitrar-

ily varying classical-quantum channel {(00), (01), (10), (11)} — HY, (a,a") —
Vi, (@) @ V', (@), if the channel state is (t1,ts).
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We have
1
Cy ({(th QW',, Vi, ® V/tg) :(ty,t2) € 92};7’> > 3 >0. (252)

Assume § (W, @ W'y, ): (ti,t2) € 02} is symmetrizable, then there exists a
1 2

parametrized set of distributions {7(- | (a,a’)) : (a,a’) € {(00), (01), (10), (11)}} on
02 such that for all (a,a’), (b,b') € {(00), (01), (10), (11)} it holds

o Tt te) | (0, 0)Wi (@@W'y (@) = Y 7((t,ta) | (a,d)) W, (0)@W 1, ().
(t1,t2)€62 (t1,t2)€62

(253)
(253) implies that

Do (b t2) [(0,0)W (0) @ Wy (1) = > 7((t1t2) | (0,1) Wi, (0) © Wiy (0)

(t1,t2)€062 (t1,t2)€0?

= (71,1 0,0)+ 7(1:2) | 0.0) )01 o (Fa1® + {12212
+(2 D] 0.0)+ (22 | 00N P e (e + jper)
= (7((1.1) [ 0.1)+7((1,2) | D) 00 o (F0)01® + 712021 )
(@ D) 0. +7(2:2) | 00 o (3o + )
(F((1,1) | (0,0)) + 7((1,2) | (0,0)))[0)(0f% & [1)(1]*
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Therefore { (th ® W’tQ): (t1,t2) € 92} is not symmetrizable, and by Theorem
1,

Cix ({(th X W/tz,‘/tl ® V/t2) : (tl,tg) € 92}>

= Cs ({(th ® W/t27‘/tl ® V/t2) . (tl,tg) S 92},7’)
>0. (255)

This example shows that although both {(W;,V;) : ¢ € 6} and {(W',, V'y) i t €
0} are themselves useless, they allow secure transmission using together (“040 > 07).
Thus Theorem 4.24 is proven. This shows that the research in quantum channels with
channel uncertainty and eavesdropping can lead to some promising applications.

Corollary 4.26. Let {(W,,V,) : t € 8} and {(W',V',) : t € 0} be two arbitrarily
varying classical-quantum wiretap channels.

DIfCo ({(W, Vi) st € 0}) = Corx {(W', V') it € 0}) = 0 then Cs, (W ®
W'y, Ve @ V' 2 t,t € 0}) is positive if and only if {W,; @ W'y = t,t' € 0} is not
symmetrizable and Cs({Wy @ W', V, @ V' ¢, € 0}, er) is positive.

2) If the secrecy capacity under common randomness assisted quantum coding
shows no super-activation for {(Wy, V) : t € 0} and {(W';,V'y) : t € 0} then
the secrecy capacity can only show super-activation for {(W,V;) : t € 0} and
{W', V') : t € 0} if one of {(Wy,V;) : ¢t € 0} and {(W'y,V'y) : t € 0} has
positive secrecy capacity under common randomness assisted quantum coding and a
symmetrizable legal channel while the other one has zero secrecy capacity under com-
mon randomness assisted quantum coding and a non-symmetrizable legal channel.

Proof. By Theorem 4.1, C, ({W, @ W'y, Vi @ V' t,t' € 0}) is equal to Cs({W; ®
Wiy, Ve @ V' 2 t,t' € 0}, cr) when {W; @ W'y @ ¢,/ € 0} is not symmetrizable
and to zero when {W; ® W'y, : t,t' € 6} is symmetrizable. Thus 1) holds.

When {W, : ¢t € 8} and {W’; : t € 0} are both symmetrizable then there exists
two parametrized set of distributions {7(- | a) : a € A}, {7'(- | a) : a € A} on 0
such that for all a, ' € A, we have >, ., 7(t | a)Wi(a') = D ,co7(t | a')Wi(a),
Do T (| a)W'i(a') = > o7 (t | a')W'i(a). We can set 7((¢,t) | (a,a’)) :=
7(t | a)7’'(t' | @) and obtain

Yo Tt t) [ (a1, d)))Wilaz)eW w(ay) = Y 7((t,1) | (a2, ah))Wea)@W v (ay)
(t,t')efx6 (t,t")€lx0

for all (a1,a}), (az,a}) € A x A, which means that {W; @ W', : ¢,t' € 0} is
symmetrizable and super-activation does not occur because of 1).

When {W; : t € 0} and {W'; : t € 0} are both not symmetrizable then their
secrecy capacities are equal to their secrecy capacities under common randomness as-
sisted quantum coding. When Cs({(W3,V4) : t € 0},cr) = Co({(W',V'y) 1 t €
0}, cr) = 0. Because of our assumption, Cs({W; @ W'y, V, @ V' @ t,t' € 0}, ¢cr)
= 0. By 1), super-activation cannot occur.

When one of {W; : ¢ € 8} and {W’, : ¢ € 0}, say {W, : t € 6}, is not symmetriz-
able while the other one is symmetrizable, then the assumption that Cs, ({(W;, V) :
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t € 0}) = 0 indicating that Cs({(We, V;) : ¢t € 6},¢er) = 0. When Cs({(W',V'y) :
t € 6}, cr) is also zero, then by our assumption, super-activation cannot occur. Thus
2) holds. O
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