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Abstract—Strategic users in a wireless network cannot be
assumed to follow the network algorithms blindly. Moreover,
some of these users could be controlled by powerful Botnets,
which aim to use their knowledge about network algorithms to
maliciously gain more resources and also to create interference
to other users. We consider a scenario; in which a mechanism
designer and legitimate users together, in a wireless network,
gather probabilistic information about the presence of malicious
users and modify their actions accordingly. The probabilistic
information is gathered by observing the network over a long time
period. We study Bayesian mechanisms, both pricing schemes
and auctions, and obtain the Nash Equilibrium (NE) points of
the underlying Bayesian games. The NE points provide conditions
indicating when it is better for users to to hide or reveal their
nature(types). The prices and allocations in the mechanisms are
later modiﬁed using the Bayesian information about the type
of the users. The numerical studies show the NE points and
illustrate the results.

I. I NTRODUCTION
There has been a shift in focus in wireless network research
over the past few years, on decision making and incentives in
the presence of malicious users, who create inefﬁciencies in
allocation of network resources or even disrupt them ( [1],
[2]). Wireless devices are getting highly capable, but at the
same time prone more to security threats from increasingly
sophisticated attacks.
In addition to well known jamming or denial-of-service
attacks, an emerging scenario is when the mobile devices
such as tablets or smart phones are used as botnets by a
malicious agent(botmaster). Botnets [3] are software programs
which compromise the networked devices (bots) and carry out
Distributed Denial of Service (DDoS) attacks in the network.
DDoS attacks use the network bandwidth and resources of the
bots, that way deny the legitimate access to the resources. The
high interconnectivity of the wireless network with the Internet
makes these networks highly vulnerable to botnet attacks. In
[4], an attack by botnets composed entirely of mobile phones
using selected service request of user location in the network is
studied. Through measurement, simulation and analysis, they
have demonstrated in [4], the ability of a botnet composed
of as few as 11,750 compromised mobile phones to degrade
service to area-code sized regions by 93 percent. A related
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case where femtocells are compromised as bots is analyzed
in [5]. In [6], a Bayesian detection using the Domain Name
System (DNS) trafﬁc similarity to the known bots belonging
to the same botnet is studied.
In this paper, we model botnets, in which compromised
devices, known as bots, act like regular users accepting the
mechanism rules determined by the network (designer). By
accepting the price and allocation rules, they avoid immediate
detection and continue having access to resources such as
transmission power and rate. The legitimate (regular) users
and the designer know only the probability with which a
mobile device could be a bot or not and we study the effect
of this scenario on the wireless network (mechanism). The
observation of the network over a long period of time gives
the designer and the regular users probabilistic information
about malicious behavior of some of the users.
We study in this paper the conditions, under which malicious users decide to hide or reveal their identity. The
boundary conditions are based on the system parameters. We
analyze Bayesian mechanisms [7] which comprise a designer
who designs allocation and prices based on information which
is expressed as a probabilistic distribution over the types of
the users. The impact of the malicious behavior is quantiﬁed
within a Bayesian framework and malicious behavior resistant
mechanisms are designed. In the mechanisms we consider, the
users are uncertain about the nature of other users, i.e. whether
others are regular users or botnets (jammers). We extend
the work in [8] to an incomplete information case where
the malicious users are countered without explicit detection
or learning. We assume only that the designer knows the
probability of malicious users’ existence and he counters them
by updating the prices using the probabilistic information.
In [9], Bayesian jamming games are considered and the
Nash Equilibrium (NE) points for different jamming scenarios
are obtained. Unlike the work in [9], we consider pricing
mechanisms and auctions [10] in the presence of malicious
users and also modify them to counter malicious behavior.
Our model captures the fact that, in addition to the resource
allocation, the malicious users affect the regular users through
the prices charged to the regular users. We also use a different
model of the malicious behavior in this paper compared to the
one in [9]. The new model is proposed in our prior work in [8],
where the malicious user is interested in his own utility and
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has a degree of maliciousness. Our aim is to obtain prices in a
Kelly-type mechanism [11], for interference coupled networks
in the presence of malicious users. In the scenario considered,
botnets or jammers hide among the crowd of regular users
accepting the prices and allocations, but they overuse resources
for their purpose and harm others this way.
II. M ODEL
The model and assumptions which we present in this section
are based on our earlier paper, [8], and is partially repeated
here for completeness. At the center of the mechanism design
model is the designer D who inﬂuences N users, denoted
by the set A. The N users are participating in a strategic
(noncooperative) game [12]. These users are autonomous and
rational decision makers, who share and compete for limited
resources of the network under the constraints particular to the
network. Let us deﬁne an N -player strategic game, G, where
each player i ∈ A has a respective decision variable xi such
that
x = [x1 , . . . , xN ] ∈ X
where X is the decision space of all users. Let
x−i = [x1 , . . . , xi−1 , xi+1 , . . . xN ] ∈ X−i ,
th

be the proﬁle of decision variable of users other than i
user and X−i is the respective decision space. The strategy
space X ⊂ RN . We make the following assumption which is
necessary for the existence of NE.
Assumption II.1. This paper assumes that the strategy space
X has scalar decision variables, is compact, convex and has a
nonempty interior.
The preferences of the users are captured by utility functions
Ui (x) : X → R, ∀i ∈ A.
Assumption II.2. The utility function of the ith user, Ui (x), is
jointly continuous in all its arguments and twice continuously
differentiable, nondecreasing and strictly concave in xi .
The modiﬁed utility function can be obtained by a convex
combination of user utility functions

Uk (x),
(1)
Uim (x) = Ui (x) + θi

Let Ci (x) is the total payment by the ith user to the mechanism
and Qi (x) be the received power allocation to the ith user.
Assumption II.3. The payment function of the ith user, Ci (x),
is jointly continuous in all its arguments and twice continuously differentiable, non-decreasing and convex in xi .
We consider a CDMA system, for which received SINR of
a user is given by
Qi
,
(2)
1
2
Q
+
σ
j
L j=i
where L is the processing gain and σ 2 denotes noise power.
The individual transmission power of the users will be,
Qi
, where, hi ∀i, are the channel gains. The utility functions
hi
we consider are functions of SINR, i.e., Ui (γi (Qi , Q−i )). To
quantify the effect of the malicious behavior a metric, P oM ,
was proposed in [8] which is deﬁned as,
γi (Q) =

Deﬁnition II.4. The metric Price of Malice(PoM) of a mechanism M is deﬁned as:


∗

j∈S Uj (Qj (x )) −
j∈S Uj (Qj (x ))

,
P oM (M) :=
∗
j∈S Uj (Qj (x ))
where x∗ is the Nash equilibrium when none of the users are
malicious and x is the Nash equilibrium in the presence of
malicious users.
III. BAYESIAN P RICING M ECHANISMS
In pricing mechanisms, the users choose their allocation
as their strategy or action. Pricing mechanisms [10] do not
have explicit allocation rule, i.e., xi = Qi , ∀i. The pricing
mechanisms are more appropriate for modeling distributed
systems where we cannot expect a central authority to allocate
resource to the users. Let x be the receiver power vector and
P be the price vector per received power such that Ci = Pi xi .
The prices which are proposed in [13] for social optimum
point in the N user case, modiﬁed with the energy cost B, are
obtained by the matrix equation,
A · P = D · L − B1,
where

k=i

where θi is the parameter between -1 and 1 which captures the
range of behavior of a user, from malicious to altruistic. We
assume that malicious users do not gain anything by interfering
each other. For a malicious user, the variable θ is negative and
is called degree of maliciousness.
Let user j be a jammer with a probability of ψj . The Jammer
spends an energy B m for transmission per unit of power which
is usually different compared to the energy B s spent by the
regular users.
The designer D devises a mechanism M, which is represented by the mapping M : X → RN , by introducing
incentives in the form of allocation rules and prices to users.

⎛

1
⎜−γ1
⎜
A := ⎜ .
⎝ ..

−γ2
1

···
···
..
.

−γ1

−γ2

···

⎛
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⎜ ..
⎜
⎝
0

0
1
h2
0
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−γN
−γN ⎟
⎟
.. ⎟ ,
. ⎠
1

···

0
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1
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(4)

⎞

⎟
⎟
⎟
⎟
⎟,
⎟
⎟
⎟
1 ⎠
hN

(5)

L = [λ1 , . . . , λN , μ]T , 1 = [1, . . . , 1]T and λ1 , . . . , λN and μ
are the Lagrange multipliers for the following designer prob-
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lem. The designer solves the global optimization problem,
 xi

Ui (γi (x)), s. t.
≤ Xt , xi ≥ 0∀i. (6)
max
x
hi
i
i
The SINR values γ1 , . . . , γN are measured at the receiver and
are side information which depends on the utility functions of
the users.
For the two users case the prices for User 1 turn out to be
1
P1 =
1 − γ1 γ2

γ2 (λ1 + μ) (λ2 + μ)
+
B γ1 γ2 +
h1
h2
s

, (7)

and xm
2 given by solution of
⎛
⎜
2
m⎜
xm
2 + x2 ⎝

xi
⎟
⎠.
1
2
x
+
σ
j
L j=i
The cost function of all regular users will be,
xi
Ji (x) = Pi xi + B s − ψj log γi (x−j , xm
j )
hi
− (1 − ψj ) log γi (x−j , xsj ) , ∀i
⎜
Ui (x) = log (γi (x)) = log ⎝

(8)

xsj
− log γj (xsj , x−j ) ,
hj

=
−

xm
m j
Pj xm
− log γj (xm
j +B
j , x−j )
hj

log γi (x−j , xm
θi
j )

which gives (12) and is same for User 1. In a similar way,
(14) can be obtained from the malicious user cost function in
(11).
We could observe that the uncertainty on the nature of User
2 does not affect the strategy of the regular User 1. This is
due to the particular choice of the logarithmic utility function.
Therefore, it does not make any difference if the regular and
user of unknown nature hides or reveals its utility.
Let us consider the case of linear SINR utility function

(9)

(10)

(11)

User j minimize Jjs or Jjm depending on the type, subject to
s
xm
j , xj ≥ 0.
The NE points can be obtained from the BR and results are
given below for N = 2.
Proposition III.1. The power strategies of the Regular user
and the User of Unknown Type at the Bayesian NE point for a
game between two users of logarithmic utility function given
in (8) are given by,

x1 =

1
P2 +
1

,

(12)

s ,

(13)

Bs
h2

B
P1 +
h1

(16)

Proposition III.2. The power strategies of the Regular user
and the User of Unknown Type at the BNE point for a game
between two users of linear utility function given in (16) are
given by,

+
1
h2
2
x1 =
−σ
(17)
h 1 P1 + B s
⎡
⎤+

⎢
−θ2 x1
σ2 ⎥
⎢
⎥
xm
−
(18)
m
2 = ⎣

B
1
h2 ⎦
P2 +
−
h2
x1 + σ 2
⎡
⎤+

k=i

xs2 =

(15)

For this case the Bayesian NE (BNE) is given below for two
users case.

The cost function of user j if it is malicious is,
Jjm (x)

Bs
λs
− xs2 +
= 0 and xs2 λs = 0
h2
h2

Ui (γi ) = γi (x).

where xsj and xm
j are the powers of user j when it is regular
and jammer respectively. Note that the price is on the received
power but the energy cost is on the transmitted power. Regular
users minimize Ji subject to xi ≥ 0, ∀i. The cost function of
User j if it is regular is,
Jjs (x) = Pj xsj + B s

(14)

Proof: The KKT conditions for the BR of the regular user
are given by,

and similarly for User 2.
Let N − 1 users have regular selﬁsh behavior and have
only probabilistic information about user j whose nature is
unknown. Let xi be the received power at the base station for
regular user i, who has the utility function
⎞
⎛

⎟
Lσ 2
2
− (1 − θ2 )⎟
⎠ − Lσ = 0,
Bm
P2 +
h2

where the prices P1 and P2 follow from (7).

P2 +

A. Case of Only 1 User of Unknown Type

⎞

xs2 =

1 ⎢
⎢
h2 ⎣

⎥
h1 (1 − ψ2 )
− σ2 ⎥
⎦
ψ2 h1
P2 + B s −
m
h2 x 2 + σ 2

(19)

where the prices P1 and P2 follow from (7).
The proof follows similar to the proof of Proposition III.1.
Assume that the User 2 is inherently regular. Then the power
it would use if it reveals its nature is

+
1
h1
2
−σ
.
x2 =
h 2 P2 + B s
The condition under which it is proﬁtable for User 2 to hide
its nature is given by
h1
2
> h2 xm
2 +σ ,
P2 + B s

(20)

so that xs2 is greater than x2 . We could see that when User
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2 sees that the opponent (User 1) has high channel gain, h1 ,
and there is low price of transmission P2 , it is good for to him
to hide his nature. Therefore, a higher price for all the users
will force all of them further to reveal their type. Similarly,
we could also obtain the condition for which an inherently
malicious user will hide his type from (18) but which depends
on θ2 but not on ψ2 .
Consider the case where, the designer has only probabilistic
information about User 2 and needs to modify the prices
according to this information. Let us analyze how the designer
can modify the pricing using this limited information. The
designer adds the utility of the User 2 only if that user is
regular. Let ψ2 be the probability belief with which another
user is a jammer for the designer assuming it has the better
level of information than a regular user. The new global
objective of the designer is,
U1 + (1 − ψ2 )U2 .

and of the regular user is the solution of
x2s (Ps + B s hs ) + xs σ 2 (Ps + B s hs ) − ψj − σ 2 = 0 (24)
Proof:
In the two users case, the cost function of the user s if it is
regular is given by,
xs
− (1 − ψj )Uss (xs , xs )
J s = Ps x s + B s
hs
(25)
− ψj Usm (xs , xm )
where Uss is the utility of selﬁsh user when the other user
is also selﬁsh and Usm is the utility of selﬁsh user when the
other user is malicious. For log utility given in (8),
xs
− (1 − ψj ) log(γs (xs , xs ))
J s = Ps x s + B s
hs
− ψj log(γs (xs , xm )).
(26)
The cost function of the malicious node m is given by,
xm
J m = Pm x m + B m
+ (1 − ψjm )θj Ums (xm , xs )
hm
(27)
− ψjm Umm (xm , xm )

(21)

and it should update the prices according to this new objective.
Proposition III.3. For the two users case with designer having
only Bayesian information, the prices for User 2 of unknown
type will be,

and for log utility
xm
hm

γ2 (λ1 + μ) λ2 + μ
+
(1 −
− γ1 γ2 )
h1
h2
(22)
and for User 1 it will be same as in (7).

J m = Pm x m

Proof: The prices are obtained as the same way of
alignment of user and designer objective through prices as
in [13] with the modiﬁed designer objective in (21).
Therefore, we could see that the user with uncertain user
type receives higher price and this motivate the user to reveal
its type. These are the prices in a Kelly-type mechanism [11]
for interference coupled networks in the presence of malicious
users.

From the KKT conditions of the BR using these cost functions,
we could obtain the BNE point.
When there are more number of users in the network, the
power strategies will be similar but involve combination.
When both users are of unknown type, the global objective
of the designer changes as,
 xi

(1 − ψi )Ui (γi (x)) s. t.
≤ Xt , xi ≥ 0∀i.
max
x
hi
i
i
(29)
where ψi is the belief that a user is malicious. For the 2
users case with designer having only Bayesian information,
the prices for all the users will be, given by (22). Therefore,
we could see that the users receive higher price when there is
a higher probability of having malicious users in the network.
We could obtain the P oM using these NE points according
to the Deﬁnition II.4. In the two users case, this is as follows

P2 =

1

B s γ1 γ2 +

ψ2 )(1

B. Case 2: All Users of Unknown User Type
We consider now the case where the users have only
probabilistic information about the nature of other users. The
designer also has only probabilistic information about the type
of all the users. Let ψj and ψjm be the probability belief with
which another user is a jammer for regular and malicious
nodes. If a user is regular, it receives the price Ps and if it
is malicious Pm . Each node assume that other nodes of same
type choose the same strategy. The following proposition gives
the BNE power strategies of the regular user and the malicious
user with logarithmic utilities.
Proposition III.4. In the case of two users, the power strategy
of the malicious user at the BNE point for logarithmic utility
functions when both users have unknown user type are given
by,
⎤+
⎡
⎢
xm = ⎣

−θj (1 − ψjm )

m

B
Pm + m θj (1 − ψjm ) − ψjm
h

⎥
− σ2 ⎦

(23)

+

(1 − ψjm )θj log(γs (xm , xs )) + B m

+

ψjm B m

P oM (M) :=

xm
.
hm

(28)

U1 (γ1 (x1 , xs2 )) − U1 (γ1 (xs , xm ))
,
U1 (γ1 (x1 , xs2 ))

where xs2 by (12),x1 is given by (13) , xs by (23) and xm by
(24).
IV. AUCTIONS WITH M ALICIOUS U SERS
We now consider auction mechanisms in which the designer
(base station) makes centralized decisions on the power level
and price for all users, which is the case in the practical
wireless networks and standards now. In auctions, power
allocations Q and prices C are centrally calculated by a
designer and the users respond to them with the bids or
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strategies x. We analyze how the uncertainty about the type
of users change the strategizing in the auction mechanisms.
In [8] an efﬁcient mechanism is proposed in which the
allocation and pricing for social efﬁcient point are,
xi
Xt ,
(30)
Qi (x) = 
x
j j +ω

xj + ω,
(31)
Ci (x) = xi

The pricing is a Bayesian version of the differentiated pricing
given in Section VIII of [8] and it is proven in the line of
proof given in [8], that this will compel the bot to realize that
it has been used by a botnet since it obtained disproportional
higher price than its power usage.
V. S IMULATION

We numerically illustrate the results summarized in the
Propositions presented in the previous sections.
First, we simulate auction given in Section IV with N = 20
where ω is the reserve price.
users
out of which only one user is of uncertain type and
We analyze the equilibrium points which arise when the
others
are regular users. We assume that all regular users have
users take best response to the pricing and allocation set by
same
channel
gains. The NE points are obtained by solving
the base station. For the allocation given in (30), taking ω = 0,
the
BR
obtained
from the cost functions given in equations
the SINR at NE point x∗ is
(33), (34) and (35), but for N users. The system parameters
x∗i Xt L
γi (x∗ ) = 
.
(32) used are ψ = 0.5, ω = 0, σ = 0.1, Xt = 10 and L = 0.01. In
∗
2 ) + x Lσ 2
x
(X
+
Lσ
t
i
Figure 1, the NE points are plotted when the User j who is
j=i j
a
malicious user hides and reveals its nature, as a function of
Consider the two users case with one of the user of uncertain
θ
j . We could see that when θj > −0.42, its better for the User
type and log utility for all the users. The cost function of the
j
to hide its type. The User j should hide its type when there
regular User 1 anticipating that it will receive an SINR given
is
higher ambiguity about its nature, i.e., when θj is close to
in (32) is
0 and should not hide when it is highly malicious, i.e., when
x1
x 1 Xt L
)) θj is closer to -1. It is also observed that for the given system
+ ψ2 (x1 xm
J1 = B s
2 − log( m
h1
x2 (Xt + σ 2 L) + x1 σ 2 L) parameters, it is better for User j to reveal its type if it is
x1 Xt L
inherently regular.
+ (1 − ψ2 )(x1 xs2 − log
(33)
xs2 (Xt + σ 2 L) + x1 σ 2 L
j=i

where xs2 and xm
2 are the powers of User 2 when it is regular
and jammer respectively. User 1 minimize J1 subject to x1 ≥
0. The cost function of user 2 if it is regular is,
xs2 Xt L
.
x1 (Xt + σ 2 L) + xs2 σ 2 L
(34)
The cost function of user 2 if it is malicious is,
J2s (x1 , xs2 ) = x1 xs2 +B s

xm
xm
2
2 Xt L
− log
2
h2
x1 (Xt + σ 2 L) + xm
2 σ L
x 1 Xt L
.
(35)
xm
(X
+
σ 2 L) + x1 σ 2 L
t
2

=

s
x1 xm
2 +B

−

θi log

The strategies of the users can be obtained by solving the
system of equations obtained from the best responses. Since
they are not analytically tractable, the numerical simulation is
given in V.
The designer observing that there is a possibility that
some of the users could be malicious (botnet), modiﬁes the
allocation and pricing rule accordingly. If a user j is expected
to be malicious by designer with probability ψj , the allocation
of that user should be modiﬁed to,
Qj = (1 − ψj ) 
and the pricing as
C j = xj


k=j

xk + ω −

xj
Xt ,
x
k k +ω


ψj (N

− 1)tXt log 1 + 

Variation of NE Points in Auction

0.04

Power of regular users when User j reveals type
Power of User j when it reveals its type
Power of regular users when User j hides type
Power of User j when it hides its type

0.035

0.03
xNE

J2m

xs2
−log
h2

0.025

0.02

0.015
í1

í0.9

í0.8

í0.7

í0.6

θj

í0.5

í0.4

í0.3

í0.2

í0.1

(36)

xj
k=j


.
xk
(37)

Fig. 1. The variation of NE points when the User j who is a malicious user
hides and reveals its nature, as a function of degree of maliciousness θj .
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Next we plot the NE points in pricing when both users have
unknown type, as a function of probability of malicious ψ2 and
the resulting P oM in Figure 2. We observe that the regular
user increases its power, as the probability of malicious user
(ψ2 ) increases, since it takes into account the impact of the
maliciousness more in its utility function. In other words, the
regular user is more anticipating the malicious effect when it
chooses the power. The P oM is observed to be negative for
this case since the regular user has higher utility when the
nature of the other user is unknown. This paradoxical result
is usually referred to as windfall of malice [9].

Variation of NE point and PoM with the malicious probability

2

Power at NE and PoM

0

í2

Power of malicious user
Power of regular user
PoM

í4

í6

í8

í10
0

0.1

0.2

0.3

0.4
0.5
0.6
0.7
Probability of being malicious (ψ2)

0.8

0.9

1

Fig. 2. The variation of NE points when both users have unknown type, as a
function of probability of malicious ψ2 and the resulting P oM .

VI. C ONCLUSION

suggests the users when to hide and reveal the type, depending
on the wireless network physical layer parameters. We have
also devised centralized methods to counter wireless network
threats from botnets and jammers using prices and resource
allocation algorithms. We have observed a case of windfall of
malice through numerical results. The possible extension is to
a setting in which users have QoS requirements. Another one
is the analysis of the case where Femto base stations are used
as bots as in [5].
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We have investigated situations where a mechanism designer and legitimate users in a wireless network gather probabilistic information about the presence of malicious users(bots)
by observing the network over a long time period and modify their actions. We have studied Bayesian mechanisms,
both pricing schemes and auctions, and obtained the Nash
Equilibrium (NE) points of the underlying Bayesian games.
The effect of malicious actions is quantiﬁed using the P oM
parameter. We have obtained conditions under which it is
better for the regular or malicious users to reveal their nature
or face increasing costs. The conditions were obtained which
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