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Abstract—We determine the capacity of the classical compound
quantum wiretapper channel with channel state information
at the transmitter. Moreover we derive a lower bound on the
capacity of this channel without channel state information and
determine the capacity of the classical quantum compound
wiretap channel with channel state information at the transmitter.

I. INTRODUCTION

The compound channel models transmission over a channel
that may take a number of states, its capacity was determined
by [5]. A compound channel with an eavesdropper is called a
compound wiretap channel. It is defined as a family of pairs
of channels {(W;,V}) : t = 1,---,T} with common input
alphabet and possibly different output alphabets, connecting a
sender with two receivers, one legal and one wiretapper, where
t is called a state of the channel pair (W, V;). The legitimate
receiver accesses the output of the first channel W, in the pair
(W4, Vi), and the wiretapper observes the output of the second
part V; in the pair (W, V;), respectively, when a state ¢ governs
the channel. A code for the channel conveys information to the
legal receiver such that the wiretapper knows nothing about the
transmitted information. This is a generalization of Wyner’s
wiretap channel [14] to the case of multiple channel states.

We will be dealing with two communication scenarios. In
the first one only the transmitter is informed about the index
t (channel state information (CSI) at the transmitter), while in
the second, the legitimate users have no information about that
index at all (no CSI). The compound wiretap channels were
recently introduced in [8]. An upper bound on the capacity
under the condition that the average error goes to zero and the
sender has no knowledge about CSI is obtained. The result of
[8] was improved in [4] by using the stronger condition that
the maximal error should go to zero. Furthermore, the capacity
for the case with CSI was derived.

This paper is organized as follows. In Section II we present
some known results for classical compound wiretap channel.
In Section III we derive the capacity of the classical compound
quantum wiretap channel with CSI and give a lower bound of
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the capacity without CSI. In this channel model the wiretapper
uses classical quantum channels. In Section IV we derive the
capacity of the classical quantum compound wiretap channel
with CSI. In this model both the receiver and the wiretapper
use classical quantum channels, and the set of the states can
be both finite or infinite.

II. CLASSICAL COMPOUND WIRETAP CHANNELS

Let A, B, and C be finite sets, P(A4), P(B), and P(C)
be the sets of probability distributions on A, B, and C,
respectively. Let 6 := {1,--- ,T}. For every t € 0 let W, be a
channel A — P(B) and V; be a channel A — P(C). We call
(Vi, Wi)ieo a compound wiretap channel. W)* and V;"* stand
for the n-th memoryless extensions of stochastic matrices W;
and V;. Here the first family represents the communication link
to the legitimate receiver while the output of the latter is under
control of the wiretapper. An (n, J,,) code for the compound
wiretap channel (V;, W}):cp consists of stochastic encoders
{E} : {1,---,J,} — P(A™) and a collection of mutually
disjoint sets {D; C B":j € {1,---,J,}} (decoding sets).
A non-negative number R is an achievable secrecy rate for
the compound wiretap channel (W, V;) in the case with
CSI if there is a collection of (n,J,) codes ({E; : t =
1,---,T},{D; : j € 6}) such that liminf, , = logJ, >
R, limy, 0o max; max; » e an Bie(2”|)WH(DG[2") =0,
lim,, oo max; I(J; Z*) = 0, where J is an uniformly
distributed random variable with value in {1,---,J,}. Z7
are the resulting random variables at the output of wire-
tap channels V;*. I(-,-) stands for the mutual informa-
tion. A non-negative number R is an achievable secrecy
rate for the compound wiretap channel (W, V;) in the
case without CSI if there is a collection of (n,.J,) codes
(E,{D, j € 0}) such that liminf, % log J, >
R, limy, o0 max; max; - e 40 E(2"[j)W(DS|z™) =0,
lim,, —, oo max; I(J; Z{*) = 0. For P € P(A), § > 0 we denote

by 775 s the set of typical sequences in the sense of [12]. In
’ py (") : n n
= if " e T
the case with CSI, let p}(z") := < 7% Tsi.6) ped
0, else

and X .= {Xj(fl)}je{l,...7‘]”,}716{1,..‘_,%7,,} be a family of
random matrices whose entries are i.i.d. according to pj. For
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any w > 0, if we set J,, = |2n(mintco(I(pe.Ve) =3 log Lnt)—p |
where ( is a positive constant which does not depend on j or
t, and can be arbitrarily small when w goes to 0, then there

are such {D; : j=1,---,J,} that for all t € 6
(S L3 L wg v
j=1 In
< fz—"“/Q ) 1)

Since here only the error of the legitimate receiver is analyzed,
for the result above just the channels V;, but not those of
the wiretapper, are regarded. It was shown in [4] that by (1),
the largest achievable rate, called capacity, of the compound
wiretap channel with CSI at the transmitter Cs csy, is given
by

= min max

I(V,B;) —
teb V—>A—>(BZ)t( (V. By)

Cs,csr IV,z,)), @
where B, are the resulting random variables at the output
of legal receiver channels. Z; are the resulting random vari-
ables at the output of wiretapper’s channels. Analogously,

in case without CSI, theyide;La is similar to the case with

prlel)ifan e
CSI: Let p/(z") = { P75 * and X" =
0 else

{Xji}jeq1, . gntie{1, L,y be a family of random matrices
whose components are i.i.d. accordlng to p’. For any w > 0
define J, = [2n(minceo(I(pe.Ve) =5 log La) =4 | with some suit-
able positive constant ¢ which does not depend on j, ¢, we
can find such {D;} that for all ¢t € 6

ZZW”

< fz*”wﬂ . 3)

In view of (3) the capacity of the compound wiretap channel
without CSI at the transmitter Cg is lower bounded by (see

[41),

Cg >

) |le > f2—nw/2

max  (minI(V, B;) —

VA (BZ), teb m?XI(V’ Z). @

ITII. CLASSICAL COMPOUND QUANTUM WIRETAP
CHANNELS

Let A and B be finite sets, and let H be a finite-dimensional
complex Hilbert space. Let P(A) and P(B) be the sets of
probability distributions on A and B, respectively, and S(H)
be the space of self-adjoint, positive-semidefinite bounded
linear operators with trace 1 on H. Let 6 := {1,--- ,T}.
For every ¢t € 6 let W; be a channel A — P(B) and V;
be a classical quantum channel, i.e., a map A — S(H):
A >z — Vi(z) € S(H). We define (V,Wy)ico as a
classical compound quantum wiretap channel. Associate to
V; is the channel map on n-block V;*": A" — S(H®V)
with V2" (2") = Vi(z1) ® -+ @ Vi(z,). S(-) denotes
the von Neumann entropy and x(-,-) denotes the Holevo x
quantity. An (n, J,,) code for the classical compound quantum

wiretap channel (V;, W}):cp consists of stochastic encoders
{E} : {1,--+,Jn} — P(A™) and a collection of mutually
disjoint sets {D; C B": j=1,---,J,} (decoding sets). A
non-negative number R is an achievable secrecy rate for
the classical compound quantum wiretap channel (W, V;)icq
with CSI if there is an (n,J,) code ({E; : t € 6},{D; :
i = ,Jn}) such that liminfn%ooilog J, > R,
limy, 0o MaX; Max; Y o e gn Er(a"|7)WH(D§|z™) = 0, and
lim,, oo max; x(J; Z2™) = 0, where J is an uniformly
distributed random variable with value in {1,---,J,}. Z;
are the resulting random states at the output of V;. A non-
negative number R is an achievable secrecy rate for the
classical compound quantum wiretap channel (Wi, V;)icq
without CSI if there is an (n,J,) code (E,{D;
j = ,Jn}) such that liminf, .o tlogJ, > R,
limy, 0o Max; max; » e g0 E(2"[7) Wi (Df[2") = 0 and
lim,, o max; x(J; Z2™) = 0.

Theorem 1: The capacity of the classical compound quan-
tum wiretap channel (W, V;)co in the case with CSI at the
transmitter C's ¢y is given by

= min max

IPB —1li Pz®n
B s, (P B~ Timsup (P Z)

n—oo
(&)
Respectively, in the case without CSI, the capacity of the

classical compound quantum wiretap channel (W, V;)ico Cs
is lower bounded as follows

Cs,csr

Cs> max (minl(P,B;)—

P Z
P—A—B.Z; tco mtaXX( s t)) s (6)

where B; are the resulting random variables at the output of
legal receiver channels. Z; are the resulting random states at
the output of wiretap channels.

Proof: Let p;, X ®), and D; be defined like in classical
case. Then (1) still holds since the sender transmits through
a classical channel to the legitimate receiver. We abbreviate
X = {X® .t c 0}. (Analogously, in the case without CSI,
let p/, X™, and D; be defined like in classical case, then (3)
still holds.)

For p € S(H), and o > 0 there exists an orthogonal
subspace projector II, , commuting with p®™ and satisfying
(see [12])

d
tr (p" p0) 2 1= — (7)
tr (Hp,a) S 2nS(p)+Kda\/ﬁ , (8)
M, p®"-10,, <2 nSEHKdavar 9)

where a = #{A}, d := dimH, and K is a positive
constant. For P € P(A), @ > 0 and 2™ € T# there exists
an orthogonal subspace projector Iy ,(z™) commuting with
V3" and satisfying (see [12])

d
tr (V®n($n)ﬂv}a($")) >1— % , (10)
tr (HV,a(xn)) < 2nS(V\P)+Kada\/ﬁ , (11)

727



Iy o (") - Ve (g . Iy o (2™)
S 27nS(V|P)+KadO¢\/HHV7a(xn) , (12)
®n/ m ad
tr (VE (@) - Tpyaya) 2 1- =3, (13)
Let
Qi(z") == HPVt,OL\/EHVt,Oé(xn).‘/t®n(xn).HVt»a(xn)HPVt,a\/a

where o will be defined later. Let p be a state, and X be
a positive operator with X < id (the identity matrix) and
1 —tr(pX) < A <1.1Itis sown in [13] that

lp— VX pVXI|| < VBX. (14)
It follows from (14), (7), (13), and the fact that IIpy, ./ and

IIy, o (z™) are both projection matrices, that for any ¢ and z"
n nom 8(ad + d
Qi) — ven ) < YR )

We set O, := ZI,LGTH /1 (2™)Q¢(x™). For given 2™ and ¢,

(2™]©¢]z™) is the expected value of (2™|Q;(x™)|z"™) under the
condition z™ € T ;.

Lemma 1 (see [2]): Let V be a finite dimensional Hilbert
space, X1,---, X, be a sequence of i.i.d. random variables
with values in S(V) such that X; < p - idy for all ¢ €
{1,---,L}, and € € (0,1). Let p be a probability distribution
on {Xy,---, Xz}, p:= >, p(X;)X; be the expected value
of X;, and H;’  be the projector onto the subspace spanned
by the eigenvectors of p whose corresponding eigenvalues are
greater than Then

A
dim V"
L
r <||L1 S OXi—I - p 1| > e)
1=1

. €\

Let V be the image of IIp, 5. By (8) we have dimV <
onS(P)+Kdovan Eyrthermore, by (12)

Qt(xn) S 27TL~S(V}|P)+KadOc\/ﬁ . Zdv . (17)
Thus, by (16) and (17)
Ly,
<1 ) ) 1
Pr HZ ., 0,01, »\|| > 5¢
=1 ™"
. n(=x(P,Z¢))+Kdoy/n(va—1)
exp( Lnt81 2)\ 2 ),
since S(P) — S(Vt|P) x(P, Zt)
Notice that [|©; —ITg, \O;1Tg, 4[| < A Let A := e and n
large enough, then
Pr ||Z L A
< exp <_Lm . 2—n<x<P,zt>+<>> , (18)

where ( is some suitable positive constant, which does not
depend on j, ¢, and can be arbitrarily small when e goes to
0. Let L, ; = 2"x(F220)+20) and n be large enough, then by
(18) for all 5 the following holds,

HHZL XJ) =il > ¢ | <exp(=27) ., (19)
and
Pr HZ L X — Oy <eVt]| >1-2"", (20)

where v is some suitable positive constant which does not
depend on j and t. (Analogously in the case without CSI, let
L, = 2nmaxi(x(P.Z:)+9) and n be large enough, then we can
find some positive constant v such that

re(135
for all j.)

From (1) and (20), it follows: For any given € > 0, if n is
large enough then the event

mznzn

— O <e Vt) —27™ (21)

(X)X <e

)t

(N x0)

j vt

Gt” < €Vt

has a positive probability. This means that we can find a
realization xEl) of X, ( l) with a positive probability such that

for all ¢t € 0, we have

77f

Z Ziwn DC|.%‘ )
1 JIn n,t

and

Lut

130 Q) — el < e v

=1 ™
Let R := minteg maxpa—p,z, (I(P,Bt) — x(P, Z:)) + v
for any v > 0, we have

1
liminf —logJ, > R (22)

n—o0 nN

lim max max E E(x

n—oo

"W (Dfla") =0, (23)

aneAn

where E, is the random outputs of (XJ( )) Choose a suffi-
ciently large but ﬁxed « in (15) such that for all j it holds

IV (a j,z) Qi(x j,l)” < €. In this case for any given
i e{l,---,J,} we have
L, 1
1> TV{@”( L) =6 < 2 (24)
=1 n,t
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and ||E; Zl T V®"( (t)) — 0|l < € for any probability
distribution umformly dlstrlbuted on {1,---,J,}.

Lemma 2 (Fannes inequality [13]): Let X and ) be two
states in a d-dimensional complex Hilbert space and ||X —
Y| < p< ¢, then

[S(%X) —S()| < plogd — plog i . (25)

If J is a probability distribution uniformly distributed on

{1,---,J,}, then from the inequality (24) and Lemma 2 we

have x(J; ZZ™) < 3elogd — elog ¢ — 2¢log 2¢. We have
lim rnaxx(J Z¥) =0.

n—oo

(26)

(Analogously there is a reahzanon :17] 1 of X ; with a positive
probability such that Z] T S = WH(DS ) < € for
all t € 0 and lim,, .., max;cy X(J, Zt ™) = 0.) Combining
(1) and (26) we obtain the results:

Cs.os1 > mm max (I(V,B;) —x(V,Z)) ,

€l V—A—B Z;

respectively

Cs > max (minl(P, By)—

P Z)) .
P—A—B,Z, teh mtaxx( =0)

Consider a sequence of an (n,J,) code (C,) such that
SUPyey 7= 30571 Lgnean E(@"[))W(D5la") =: €1, and
sup,eg X(J; Z2™) =t €2, where lim, ,oc€1,, = 0 and
lim;,—, o0 €2,n, = 0. Let C(V;, W}) denote the secretey capacity
of the wiretap channel (V;, W;) in the sense of [12]. Choose
t' € 6 such that C'(Vy, Wy ) = mingeg C(Vi, Wy). Tt is well-
known, in information theory, that even in the case without
wiretapper (we have only one classical channel W;/), the
capacity cannot exceed I(J; By) + £ for any constant £ > 0.
Thus, the capacity of a quantum wiretap channel (W, V)
cannot be greater than

1
I(J; By) + & < [I(J; By) — limsup — X(J; Z3M)] + €
n— oo

for any € > 0. Since we cannot exceed the capacity of the
worst wiretap channel we have

(I(V, B;) —lim sup — X(V ZE™) .

n—o0

C <min max
5,051 ted V—-A—BiZ;

IV. CLASSICAL QUANTUM COMPOUND WIRETAP
CHANNEL WITH CSI

Let H be a finite-dimensional complex Hilbert space.
Let S(H) be the space of self-adjoint, positive-semidefinite
bounded linear operators on H with trace 1. For every
t € 6 let W, respectively V; be quantum channels, i.e.,
completely positive trace preserving maps S(H) — S(H).
An (n,J,,\) code for the classical quantum compound
wiretap channel (W;,V;).co consists of a family of vectors
{w(G) : j = ,Jn} C S(H®N) and a collection
of positive semi-definite operators {D; : j € {1,- J,L}} -
S(H®N) which is a partition of the identity, i.e. Z Jn
idye~. A non-negative number R is an achlevable secrecy

rate for the classical quantum compound wiretap channel
(W4, Vi)teo with CSI if there is an (n,J,,\) code ({w; :
t € 0},{D; y}) such that liminf, ,o +logJ, >
R, lim,_,o max J Z motr (WE™ (we(§) Dy) > 1— X,
lim,, oo max; x(J; Z®”) = 0, where J is an uniformly
distributed random variable with value in {1,--- ,.J,}. Z; are
the resulting random states at the output of wiretap channels.
Theorem 2: The capacity of the classical quantum com-
pound wiretap channel in the case with CSI is given by

1
C = lim minmax P, B®") —
OS5I = n—oo tch P,w; n( ( e )

x(P, ZE™)), @7

where B; are the resulting random states at the output of legal
receiver channels. Z; are the resulting random states at the
output of wiretap channels.

Proof: Our idea is to send the information in two parts,
firstly, we send the state information with finite blocks of finite
bits with a code C; to the receiver, and then, depending on ¢,
we send the message with a code Cét) in the second part. We
don’t require that the first part should be secure against the
wiretapper, since we assume that the wiretapper already has
full knowledge of the CSI. By ignoring the security against the
wiretapper, we have only to consider the compound channel
(Wy)ieo. Let W = (W), be an arbitrary compound classical-
quantum-channel. Then by [3], for each A € (0,1) the A-
capacity C(W, \) equals

C(W,A) = inf maxx(p, W) - (28)
If min, max,, x(p, W;) > 0, then for any required upper bound
A > 0, the sender may send the state to the legal receiver by a
code of sufficiently large but constant length such that with the
probability at least 1—% the legal receiver decodes correctly. In
case min; max, x(p, Wi) = 0, we need to do nothing because
in this case the right hand side of (27) is zero. The first part
is of length O(1), which is negligible compared to the second
part.

If both the sender and the legal receiver have the full
knowledge of ¢, then we only have to consider the single
wiretap channel (W, V;). In [6] and [7] it is shown that there
exists an (n,J,,A) code for the quantum wiretap channel
(W, V) with

log J,, = rgax(x(P, B®™) —

, W

X(P,Z5") =€, (29
for any € > 0, where B is the resulting random state at the
output of legal receiver channel. Z is the output of the wiretap
channel. When the sender and the legal receiver both know ¢,

they can build an (n, J, 4+, A) code Cz(t) where
log Ju = max(x(V, Bf™") = x(V, ZF™) =€ (30)
Thus,
Ccsr > lim minmaxl(x(P, BP™) —x(P,ZZ™)) . (31)

n—oo tefd Pw: N

For any € > 0 choose ¢ € 6 such that C'(Vy, W) <
inficg C(Vy, Wy) + €. From [6] and [7], we know that the
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capacity of the quantum wiretap channel (W}, V;) cannot be
greater than lim,, o maxp.,, =(x(P, BZ") — x(P, ZZ")).
Since we cannot exceed the capacity of the worst wiretap
channel, we have

1
C < lim minmax —(y(P, B®") —
sl = n—oo tef P,w: n(X( Tt )

X(P, ZE™)). (32)
This together with (31) completes the proof of Theorem 2. B

If for every t € 6 and n € N, I(P,BP") > I(P,ZZ")
for all P € P(A) and {wy(j) : 7 = 1,---,Jn} C S(H"),
we have Cosyr = mingep maxp.q,, (X(P, By) — x(P, Z)) (see
[11]).

So far, |0 was finite. Now we consider the case when |0
can be arbitrary.

Theorem 3: For an arbitrary set § we have

1
Cogy = lim inf Z(x(P, B®™) —
cs1 ninéo?ég%l,i’fn(’(( , B™)

) — S(H

x(P,ZE) . (33)

Proof: Let W : S(H ) be a linear map, then let

[Wllo := sup II(id

’VL®W a y
nENa€S(C”®H) llall1=1 )( )”1

(34)

where || - ||; stands for the trace norm. It is well known (see
[10]) that [[W @ W[lo = [Wlo - [W']lo-

A T-net in the space of the co Bletely positive trace pre-
serving maps is a finite set (W(’“)) ., With the property that
for each W thereisa k € {1,--- , K} with [[W—-W®)||, < 7.

Lemma 3 (T—net [9]): Forany 7 € (0, 1] there is a 7-net of

quantum-channels (Wt(k)) in the space of the completely

positive trace preserving maps with K < (%)2514, where d =

dim H.

If |6| is arbitrary, then for any & > 0 let 7 = 1<£)g 3 By
Lemma 3 there exists a finite set ' with 0’| < (E)Qd and

T-nets (W), cgrr (Vir)p o such that for every ¢ € 6§ we can
find a t' € 0 with |[W; — Wy||, <7 and ||V} — Vt/||<> < T.
For every t' € ¢ the legal transmitters build a code C’

{wy,{Dy; : j}}. Since by [6], the error of the code C’Q(t)
decreases exponentially to its length, we can find an N =

O(—1log&) such that for all ¢’ € ¢’ it holds
1 &
— > "t (WY (we(§) Dy g) 21-A—€.  (35)
In =
x(J; ZiN) < €. (36)

The sender sends “t”” if obtaining the state information “t”, we
have tr [(WZN — WEN) (wy(5))] < NT, because we can
purificat wy (j) in H®Y x H®N and then use the definition
of || - |l¢. Therefore,

(we (4)) Dy 5))

(37

ZtrW

7(21\] tr(Wt®N(wt/( Dt/ i

< Nt.

For any probability distribution J uniformly distributed on
{1,-++,Jn}, by Lemma 2 we have

lIx(J, V) = x(J, V)|l < 27logd — 27 log T,

since | Vi(p) — Vi (p)|| < 7forall p € S(H) if ||V; —
7. From (37) and (38) we obtain

(38)
V;‘/HQ S

JN
I .
max =3t (Wi (e () D) 2 1= A= € = N7
=1

x(J; Z2N) < €+ 27logd — 27 log T .

Since N7 and 27 log d both tend to zero when £ goes to zero,
we have lim,,_, -, max; J%L Zj;l tr (Wt®n (we (7)) Dt’J) 2
1=, limy, 00 X(J; ZZ™) = 0. The bits that the sender uses to
transform the CSI is large but constant, so it is still negligible
compared to the second part. we have

1
Ceosr > lim inf max —(x(P, B®") — x(P, Z2™)) . (39
csr > lim infmax —(x(P, B™) —x(P, Z")) . (39)
For the converse, we consider a worst . ]
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