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Abstract 

Background: Critical Incident Reporting Systems (CIRS) provide a well-proven method to identify clinical risks in hos-
pitals. All professions can report critical incidents anonymously, low-threshold, and without sanctions. Reported cases 
are processed to preventive measures that improve patient and staff safety. Clinical ethics consultations offer support 
for ethical conflicts but are dependent on the interaction with staff and management to be effective. The aim of this 
study was to investigate the rationale of integrating an ethical focus into CIRS.

Methods: A six-step approach combined the analysis of CIRS databases, potential cases, literature on clinical and 
organizational ethics, cases from ethics consultations, and experts’ experience to construct a framework for CIRS cases 
with ethical relevance and map the categories with principles of biomedical ethics.

Results: Four main categories of critical incidents with ethical relevance were derived: (1) patient-related commu-
nication; (2) consent, autonomy, and patient interest; (3) conflicting economic and medical interests; (4) staff com-
munication and corporate culture. Each category was refined with different subcategories and mapped with case 
examples and exemplary related ethical principles to demonstrate ethical relevance.

Conclusion: The developed framework for CIRS cases with its ethical dimensions demonstrates the relevance of 
integrating ethics into the concept of risk-, quality-, and organizational management. It may also support clinical 
ethics consultations’ presence and effectiveness. The proposed enhancement could contribute to hospitals’ ethical 
infrastructure and may increase ethical behavior, patient safety, and employee satisfaction.
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Background
Health care professionals act in complex settings that 
are challenging with a diversity of structures, processes, 
and relations. To provide a high standard of medical 
care, they have to apply a wide variety of continuously 
updated knowledge and skills. However, even if health 
professionals intend to act carefully and responsibly, 
there is an almost constant risk of unintendedly harm 

patients. Therefore, patient safety improvement became 
an increasingly important goal in most healthcare sys-
tems [1]. Within this context, risk management (RM) is 
a methodological framework to systematically identify 
and assess potential risks and threats to prevent and 
minimize potential hazards [2]. Quality management 
(QM) is a complementary bundle of methodologies to 
increase the quality of structures, processes, and assorted 
outcomes [3, 4]. QM and RM have substantial overlaps 
within the organizational setting and are often combined 
in an integrated management system (quality- and risk 
management—QRM). One of the commonly used meth-
ods to deal with risks in the context of healthcare-related 
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RM and QM is the Critical Incident Reporting System 
(CIRS) [5, 6]: CIRS is a reporting system for critical clini-
cal incidents and near misses and is set either for internal 
organizational use (e.g., hospitals) or as a public platform. 
It provides anonymous, low-threshold access to reporting 
issues that employees might feel uncomfortable disclos-
ing personally [7]. Both medical and non-medical staff 
can give input. Patient safety experts assess each case, 
integrate experts, and deduce suggestions to prevent 
recurrence and improve patient, staff, and organizational 
safety. To be successful, a CIRS has to guarantee blame-
free, strictly confidential reporting and an independent 
analysis by experts that give constructive feedback to the 
incident. To obtain sustainable effects, resulting meas-
ures should be compulsory constituted in the QRM sys-
tem [8–10].

Usually, reported incidents are classical clinical prob-
lems, e.g., medication mix-up (look-alike/sound-alike 
medication) and a subsequent measure, e.g., the intro-
duction of patient identification bracelets. However, 
hazards to patients may also include ethical dimensions. 
Examples of this can be found either in the context of 
clinical ethics, e.g., a report of a disputable practice in 
end-of-life care, or in organizational ethics, e.g., a critical 
shortage of staff resulting in increased patient mortality 
[11, 12].

Research goal
Ethics are a relevant aspect of quality, and hence, the risk 
of unethical behavior is also a quality risk. Therefore, we 
postulated that it might be valuable to enhance the classic 
RM tool CIRS by explicitly adding an ethical dimension. 
A classic CIRS supports the improvement of organi-
zational management and clinical quality. An ethically 
enhanced CIRS might foster the improvement of organi-
zational ethics and clinical ethics. Both may contribute 
to the concept of ethics management, an organizational 
framework to support ethical behavior in hospitals and 
other institutions [13, 14].

The objective of this study was to analyze the ethical 
dimensions of both real and possible critical incidents 
to develop a set of categories for potential ethical CIRS 
cases. These categories could help to argue for a consid-
eration of ethical dimensions within CIRS and thereby 
contribute to patient safety and the development of an 
ethics management framework.

 Methods
A six-step approach combining empirical and theoretical 
elements was used to compile a comprehensive frame-
work of categories for potential CIRS cases with ethical 
dimensions. It is based on the evaluation of authentic and 
possible critical incidents. The method for analysis and 

categorization is based on Qualitative Content Analy-
sis [15]. The six steps that were performed included: (1) 
Anonymous CIRS cases from January 2018 to March 
2019 with ethical aspects reported at a German hospi-
tal were identified and analyzed. The selection criterion 
was the attribute “ethical case”, which could be selected 
either actively by the reporting hospital personnel or by 
the analyzing CIRS staff. (2) Cases of clinical ethics coun-
seling within the same period and hospital were analyzed 
concerning organizational ethics, organizational risks, 
and management. (3) Authentic CIRS cases from three 
openly accessible, inter-institutional, German-speaking 
CIRS databases were analyzed systematically regarding 
related ethical aspects [“CIRS medical”, “CIRS Health 
Care”, “Jeder Fehler zählt” (“Every error counts”)1]. (4) 
The resulting examples were complemented with other 
possible cases, based on a literature search and the 
author’s clinical, organizational, and ethical experiences. 
The literature search focused on the related context of 
patient safety, clinical and organizational ethics. (5) The 
collection of identified authentic and possible cases was 
mapped and analyzed to deduce abstracted issues/sub-
categories and generalized main categories for probable 
ethical CIRS cases. In terms of Qualitative Content Anal-
ysis, these main categories are an abstracting reduction 
of the cases eligible for coding. Each subcategory was 
complemented with a typical case example. (6) To fathom 
and demonstrate ethical relevance, each subcategory was 
complemented with the primary affected Principles of 
Biomedical Ethics (i.e., respect for autonomy, non-malef-
icence, beneficence, justice) [16]. The categories were not 
weighted or sequenced. As a cross-check for feasibility, 
real cases were assigned to the framework.

Results
The evaluation of ethical cases from the openly available 
CIRS databases, cases from internal hospital CIRS, and 
ethics consultation combined with the literature search 
and the authors’ experience resulted in a comprehen-
sive set of possible ethical CIRS cases. Four main cat-
egories for ethical critical incidents/cases were derived: 
(1) patient-related communication; (2) consent, auton-
omy, and patient interest; (3) conflicting economic and 
medical interests; (4) staff communication and corpo-
rate culture. The subsidiary subcategories that specify 
potential issues, the exemplary cases, and the poten-
tially related ethical principles are shown in Tables  1, 
2, 3 and 4. Cross-check with real cases showed that an 
assignment to suitable categories is feasible, although 
their multiple facets and complexity sometimes overlap 

1 www.cirsm edica l.de; www.cirs-healt h-care.de; www.jeder -fehle r-zaehl t.de
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between different categories or subcategories. The pri-
marily relevant biomedical principles could be mapped 
roughly to demonstrate ethical relevance, but the cross-
check showed that the ensemble of relevant principles 
often has to be adapted in practice.

Tables  1, 2, 3 and 4 Categories of ethical CIRS-cases 
with primarily involved groups (focus), examples, and 
exemplary related ethical principles. Patients regularly 
include relatives or other patient-related persons. Pos-
sibly related ethical principles are simplified to dem-
onstrate the ethical relevance, notwithstanding that 

in practice, the ethical discussion is often extensively 
complex.

Discussion
The qualitative analysis of ethical aspects of CIRS cases 
shows the variety and significance of possible critical 
incidents that originate in insufficiently handled ethical 
conflicts. It demonstrates the importance of the ethical 
dimension within the clinical and the organizational set-
ting and supports the case to extend the scope of risk and 

Table 1 Categories of ethical CIRS cases: patient-related communication (focus on staff and patients)

Potential issue/subcategory Example Potentially related 
ethical principles

Patient communication of errors or incidents A patient suffers from hypoxic brain injury due to suboptimal resuscitation con-
ducted by insufficiently trained medical staff. The cause of the complication is 
communicated neither to the patient nor her relatives

Autonomy
Non-maleficence
Beneficence

Communication of bad news A physician exaggerates and sugarcoats an end-stage lung cancer patient’s progno-
sis to reduce his stress of breaking bad news

Autonomy
Non-maleficence
Beneficence

Professional/respectful communication A physician informs a patient about a severe diagnosis on a crowded hospital cor-
ridor

Non-maleficence
Beneficence

Table 2 Categories of ethical CIRS cases: consent, autonomy, and patient interest (focus on staff and patients)

Potential issue/subcategory Example Potentially related 
ethical principles

Patient participation and shared decision 
making

A chief physician orders his staff to softly dismiss patient’s questions on risks and 
alternative options before elective surgery

Autonomy
Non-maleficence
Beneficence

Impaired/reduced consciousness; incapacity 
to give consent

At an intensive-care ward, a septic patient in artificial coma is getting dialysis and 
several antibiotic therapy cycles, although her patient’s provision states a limita-
tion of life-prolonging measures

Autonomy
Non-maleficence
Beneficence

Conflicts between well-being and autonomy; 
physical restraint

Patients at a geriatric ward are regularly put under physical and medical restraint to 
reduce nursing staff’s care requirements

Autonomy
Non-maleficence
Beneficence

Withhold/withdraw treatment; end of life 
decisions; assisted dying; advance health-
care directives

A physician puts pressure on the wife of a patient with severe Alzheimer’s disease 
to consent to a feeding tube, although she argues it would not be in his interest

Autonomy
Non-maleficence
Beneficence

Intercultural conflicts A Muslima denies a gynecologic surgery that would be performed by a male physi-
cian but does not dare to name the reasons

Autonomy
Non-maleficence

Table 3 Categories of ethical CIRS cases: conflicting economic and medical interests (focus on organization, staff and patients)

Potential issue/subcategory Example Potentially related 
ethical principles

Economic incentives on medical decisions The management of a hospital pays a bonus to senior physicians if they perform 
enough surgeries. Several patients have spine surgery because of lower back pain 
without preceding alternative conservative options

Non-maleficence
Justice

Allocation decisions, spatial and staff 
resources

The management of a hospital puts the scarce staff resources to the department 
with the best financial return of investment. Other departments are understaffed, 
although they have to provide care for patients with even higher needs

Justice
Beneficence
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quality management by adding an ethical perspective to 
CIRS.

A framework for critical ethical incidents
The proposed categories are a first attempt to map pos-
sible ethical CIRS cases in the clinical context. It may 
provide risk managers with a helpful framework to ana-
lyze reported cases and to sensitize staff for respective 
reporting. For this purpose, the framework is simplified, 
and real-life cases may routinely match more than one 
category or subcategory. The assigned principles of bio-
medical ethics are also generalized and simplified. They 
are not meant to cover the complexity of real-life issues 
but to demonstrate the ethical impact of potential CIRS 
cases. Therefore, the discussion of ethical conflicts in 
real CIRS cases underlies the same challenge as other 
structured reflections on clinical and organizational 
ethics. The exemplary stated principles have to be com-
plemented with an appropriate individual ethical argu-
mentation that may consider other principles, values, or 
concepts [17–20].

Patient‑related communication
The first category addresses communication problems 
between hospital staff and patients or their relatives. 
Reported incidents range from unprofessional or disre-
spectful communication to deficits in the communication 
of errors or bad news, all connected to frequently occur-
ring situations [21–24]. A communication deficit can 
reduce the patient’s autonomy and cause direct harm [25, 
26]. On the other hand, good communication can con-
tribute to the patient’s well-being—either directly or by 
improving the patient’s possibilities [27, 28]. Sometimes, 
the staff also suffers as the recipient of communication 
or other interaction with patients, often raising conflicts 
between employees’ safety and the patient’s autonomy 
and the right to medical treatment. Such incidents are 
often accompanied by a lack of resources and training 

(associated with category 3) and neglected aftercare 
(associated with category 4) [29].

Consent, autonomy, and patient interest
The second category includes issues that are common 
conflicts of clinical ethics like considerations between 
the autonomy and well-being of patients, assisted dying 
or withholding or withdrawing of therapy, shared deci-
sion making, and others. While autonomy, beneficence, 
and non-maleficence may be the prominently discussed 
principles, arguments on distributive or restorative jus-
tice may be indicated in other constellations. CIRS cases 
in this context appear if the case-immanent conflict is 
not solved properly, leaving patients or members of staff 
with ethical doubts or moral distress. [30–34]. The con-
flicts addressed in this category are also quite common in 
regular clinical ethics consultations [35–37].

Conflicting economic and medical interests
The third category reaches from precarious medical deci-
sions that result in economic benefit for staff or manage-
ment and concurrently potentially harmful consequences 
for patients to situations where difficult allocation deci-
sions in respect to spatial, staff, or other resources are 
solved insufficiently. Economic or financial constraints 
or incentives can lead to a substantial conflict of interest 
between medical treatment quality and financial profit 
or costs. At one extreme, treatment decisions are signifi-
cantly influenced by reimbursement decisions, taking a 
non-indicated medical treatment into account [38, 39]. 
At the other extreme, not enough resources are provided, 
for example, to save expenditures for investment or 
employees. Consequently, the prioritization of relatively 
scarce goods may necessary, tackling the ethical principle 
of distributive justice, beneficence, and non-maleficence 
[40, 41].

Table 4 Categories of ethical CIRS cases: staff communication and corporate culture (focus on staff and organization)

Potential issue/subcategory Example Potentially 
related ethical 
principles

Team communication of errors or incidents Decisions that interns made during night shifts are convicted hard and unfair by 
a senior physician the next morning. As a consequence, only the non-ambigu-
ous cases are presented. Difficult decisions are delayed

Beneficence
Non-maleficence

Critical incident stress debriefing; second victim A resident has confused two medications and does not dare to disclose the error 
because she works in a climate of fear. Consequently, the patient suffers from 
mysterious symptoms (side effects of the wrong medication) and gets many 
futile diagnostics

Beneficence
Non-maleficence

Conflicting interdisciplinary medical objectives Interdisciplinary decisions in a hospital are delayed because of personal conflicts 
between the surgeon and internal medicine specialists

Beneficence
Non-maleficence
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Staff communication and corporate culture
The fourth category subsumes problems related to inter-
nal communication, medical professionalism, and cul-
ture. Insufficient communication between colleagues can 
lead to decreased patient safety and suboptimal medical 
treatment [42]. Depending on the actual content, respect 
for a patient’s autonomy, non-maleficence, or beneficence 
cannot be preserved. Additionally, also constricted jus-
tice or values like honesty or loyalty may be emphasized. 
[20] Employees’ well-being can be harmed by cultural 
deficiencies, missing aftercare following stressful events, 
or second victim situations [43]. Affected medical pro-
fessionalism is often closely connected to patient-related 
categories but may also appear inherently and cause criti-
cal ethical situations that may be reported via CIRS [44, 
45].

It is difficult to distinguish between CIRS cases with 
and without an ethical dimension. CIRS report sub-
optimal situations and conditions in patient care, and 
therefore every incident is potentially harming patients, 
staff, or society. Frequently reported examples are viola-
tions of protocols, i.e., not processed standard-operating 
procedures, missing checklists, or avoidable treatment 
errors [46, 47]. The bottom line is that medical treatment 
and ethics are intrinsically tied to each other: avoidable 
flawed processes, reduced quality, inadequate medical 
care are always unethical, and vice versa, sufficient ethical 
considerations are an immanent aspect of good quality. 
Following this interpretation, every CIRS case has an eth-
ical dimension that cannot be denied. However, in “not 
ethical” CIRS cases, there is no dispute on ethical princi-
ples. For instance, if a patient is harmed because a physi-
cian mixes up the surgery side, the error is indisputably a 
violation of the do-not-harm principle—there is no need 
for an ethical discussion. If the same error is not commu-
nicated adequately, there may be a conflict between the 
patient’s autonomy, beneficence, non-maleficence on the 
one hand, and the physician’s or organization’s interests 
on the other hand. For this work, we focused on the latter 
type of cases, therefore CIRS cases with a possible under-
lying unsolved ethical conflict and a potential increase 
of moral distress among staff or patients [48]. Of course, 
in practice, boundaries between ethical and not-ethical 
incidents are fluid, and precise discrimination is neither 
always possible nor important: the goal is not a unique 
assignment as an “either…or” but an augmentation in 
the sense of a “not only…but also” and thus practically 
emphasizing the ethical reflection and problem-solving.

It may also occur that cases are reported referring to 
situations with a deliberate assault on a patient (asso-
ciated with category 2), bribery (associated with cat-
egory 3), sexual harassment, or mobbing (associated 
with category 4). In theory, these cases would fit into 

the beforementioned categories, but in practice, respec-
tive cases are not in the domain of a CIRS and should 
be assigned to a criminal investigation.2 However, if 
cases with a potential criminal dimension appear in 
CIRS, the handling is difficult because CIRS ought to be 
anonymous and blame-free [49]. Definitely, with their 
relatedness to whistleblowing systems, CIRS offer a low-
threshold medium to report these kinds of cases, impos-
ing other interesting ethical questions [50].

Organizational integration and ethics infrastructure
The standard procedure to process regular CIRS cases 
within hospitals is a stepwise approach: staff has the 
opportunity to report critical cases anonymously (usually 
via an online form) and optionally to attribute character-
istics of the underlying problem (like “interdisciplinary” 
or “communication”). A risk manager renders the case 
anonymous, prepares it for analysis, and assigns it to 
related stakeholders or specialists to further evaluate and 
deduce possible measures (e.g., asking a senior surgeon 
for comment; advice to implement a safety checklist). 
For in-depth analysis of critical clinical incidents, the 
London Protocol provides a broadly consented frame-
work. It emphasizes the management’s responsibility 
to affect the structures and processes regarding seven 
main factors that continuously underly possible inci-
dents: institutional, organizational, work environment, 
team, individual, task-related, and patient factors [49, 51]. 
Eventually, the cases and derived measures are often pre-
sented in an internal database to support crowd learning 
[49].

While the common focus of CIRS is based on the 
medical and organizational perspective of risk and 
quality management, emphasizing additional ethi-
cal perspectives seems important. Therefore, we sug-
gest that attention should be paid to CIRS cases with 
a disputable ethical issue. Employees and risk manag-
ers should be trained to sense critical ethical incidents. 
The cases should be presented to an internal clinical 
ethics committee or specialists for clinical ethical con-
sultations [52]. These ethic experts may push for anal-
ysis and discussions on the appropriate levels to solve 
the specific case, foster referring ethical competency, 
and prevent similar problems.

Therefore, the formal process of the ethical attri-
bution of CIRS cases lowers clinicians’ threshold 
to address corresponding cases and supports a link 
between quality- and risk management and ethical 
instances like an ethics committee or ethics consult-
ants [53].

2 Some organizations assign this domain to a “compliance officer”.
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The ethical instances should be integrated on an 
appropriate organizational level to aim for effective 
ethics management, tightly connected to quality and 
risk management. The concern for clinical and organi-
zational issues that underly ethical conflicts may con-
tribute to a better ethical and organizational culture 
and increase the quality of care [54–57].

The explicit amendment of optional ethical attrib-
utes for CIRS cases, proper handling with ethical 
expertise, and integration into organizational man-
agement contributes to an ethical infrastructure’s for-
mal elements. Additionally, the commitment to ethics 
management also affects the critical informal and cul-
tural ethical development. It is important to keep in 
mind that introducing a formal ethical infrastructure 
(like the ethical attribution of CIRS cases) without 
proper handling of the resulting cases also poses a risk 
to increase unethical behavior. In the worst case, half-
hearted management measures may foster a cultural 
feeling that ethics are just a superficial label without 
real importance and unethical practice is without con-
sequences [58].

Limitations
This study aimed to analyze and discuss possible criti-
cal ethical incidents that may be a relevant subject of 
an ethically augmented CIRS. The framework and cat-
egories that were derived are a first suggestion. It is 
not based on a representative sample but mostly on 
confidential and publicly available CIRS databases, a 
focused literature analysis, and the authors’ personal 
clinical, organizational, and ethical experiences. It is 
important to state that—ultimately—each framework is 
a construction that has to prove its feasibility in prac-
tice. Therefore, the framework is not meant to rigor-
ously categorize real incidents but foster awareness and 
consideration of critical ethical incidents in general. 
Especially the exemplary illustrated ethical principles 
are not universally applicable. Depending on the actual 
case constellation and the related ethical or cultural 
system, other or additional values, beliefs, or ethical 
reasonings have to be considered.

Conclusion
The four categories, patient-related communication, 
patient interest, conflicting interest, and corporate culture 
address potential ethical conflicts in healthcare organi-
zations with a need for ethics consultation. Additional 
empirical research is needed to investigate the ethi-
cal enhanced CIRS’s influence on patient safety, ethical 
behavior, and organizational culture. We would welcome 
a further discussion of the proposed framework and the 

ethical impact. Despite the limitations stated above, this 
article illustrates the rationale, feasibility, and potentially 
positive implications of considering an ethical perspec-
tive within CIRS. The integration of CIRS and a compre-
hensive ethics management framework with an effective 
bond to organizational, risk, and quality management 
may enhance patient safety, ethical behavior, and corpo-
rate culture in hospitals and other healthcare providers.
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