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Abstract: We consider a networked control loop in which the sensors acquire partial state
information and communicate to a remote controller through a lossy communication network.
A scheduler, collocated with the sensors, decides to transmit a locally estimated state to
the controller based on an event-triggered transmission policy with stochastic thresholds.
Assuming that the local estimator either senses the communication channel or receives an ideal
acknowledgment from the remote estimator, then the optimal control law can be shown to be a
linear function of the conditional expectation of the state. However, the probability distribution
of the state conditioned on the information available to the controller based on the mentioned
transmission policy and network is not Gaussian, but rather described by a sum of Gaussians
with an increasing number of terms at every time-step. We show that the optimal LQG control
law can be determined without tracking this probability distribution for finding its expected
value. Moreover, we establish that the stochastic event-triggered scheduler can be appropriately

regulated in order to achieve a desired triggering probability at every time-step.
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1. INTRODUCTION

Event triggered control (ETC) was introduced to decrease
the communication burden of feedback control loops and
the energy consumption of remote wireless sensors in net-
worked control systems (NCS) (Tabuada (2007); Molin
(2014); Han et al. (2013); Dolk et al. (2014); Mamduhi
et al. (2017); Khashooei et al. (2017); Balaghi and An-
tunes (2017); Demirel et al. (2017); Mamduhi and Hirche
(2018)). In recent years, much attention has been devoted
to the design of ETC policies not only guaranteing stabil-
ity, but also preserving a desired control performance for
the system (Antunes and Khashooei (2016)).

The ETC design problem can be approached from an opti-
mal control perspective. A common optimal control formu-
lation of ETC is to jointly design a scheduler, collocated
with the sensors, and a controller, collocated with the
actuators, in order to minimize a cost function, typically
an LQG-type cost. One of the challenges arising is whether
an optimal design of the controller and the event-based
scheduler is tractable. Several works in the literature con-
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sidered this problem from different approaches (e.g. Molin
(2014); Goldenshluger and Mirkin (2017)). In these works,
it is proved that under some assumptions the optimal
controller and event-based scheduler are separable where
the optimal controller for linear systems is the classical
LQG and the optimal event generator is the solution of an
optimal stopping time problem.

However, this statement is valid only when there is an
ideal communication network between the event-based
scheduler and the controller. Within a realistic scenario,
however, when several control loops share a common
communication network, then other phenomena such as
data collision and data loss can affect the optimality of
the designed scheduler and controller. For example, when
the elements of the control loop communicate through
a shared slotted-ALOHA communication network, then
there is always a probability of data collision which results
in data loss. Data loss may also occur due to bit detection
errors in the physical layer, or buffer overflow in the
network layer. Another example is in the context of cyber-
security control in which a jamming signal may try to
interrupt the communication randomly. Therefore, it is
important to investigate whether an optimal design is



possible when data transmission is carried out through a
lossy communication network.

In this work, we approach this problem by fizing a stochas-
tic policy for the scheduler and searching for an optimal
controller. This stochastic policy is similar to the one
proposed in Brunner et al. (2018) for the case of ideal
networks and specifies that transmissions occur when the
error between state measurements and the estimated state
exceeds a stochastic threshold. One of the advantages of
this approach in the context of ideal networks is that
the probability distribution of the state conditioned on
the information available at the controller remains Gaus-
sian. Note that although the optimal scheduling policy
for linear systems should be deterministic just like the
Lebesgue sampling proposed for the first-order stochastic
systems (Bernhardsson and Astrém (1999)), in some of
the situations, it makes more sense to consider stochastic
policies. In fact, for example in the slotted-ALOHA com-
munication protocol data transmission is often governed
by a stochastic policy. Moreover, in the context of cyber-
security the optimal transmission policy can be designed
by using game theory which typically results in stochastic
(or mixed) policies.

We consider a linear time-invariant system with partial
state information (output feedback) and the mentioned
stochastic threshold policy for the scheduler transmitting
data over a lossy network to a remote controller, as de-
picted in Figure 1. We show that, in the absence of an ideal
communication, the probability distribution of the state
conditioned on the information available to the controller
can be described by a sum of Gaussians, rather than a
single Gaussian, that is observed in the case when the
network is ideal. The number of Gaussians needed to repre-
sent this probability distribution in the controller doubles
every time-step after the last successful transmission. Still,
we establish that the optimal policy for the controller does
not need to keep track of these Gaussians and is actually
a linear function of the state estimate running at the
controller side. In other words, one can compute the state
estimate given the information available at the controller
and the control input without keeping track of the Gaus-
sians. Moreover, we show that it is possible to regulate the
triggering rate of the proposed event-based scheduler at
every time-step when the previous transmissions have not
been received by the controller.

The remainder of the paper is organized as follows. In
Section 2 we provide the problem setting. In Section 3 the
optimal linear controller is proposed. We establish how to
regulate the triggering rate of the scheduler in Section 4. In
Section 5 we validate our results by providing numerical
simulation, and we provide some concluding remarks in
Section 6.
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Fig. 1. A schematic view of the ETC loop with lossy
communication network

Notation: f(y|Z) = N(y;4,Y) = det(QWY)_% exp ((y -
y)TY ~(y — )) indicates that conditioned on the infor-
mation set Z, y is a Gaussian random variable with mean
g and covariance Y. Pr(.) denotes the probability of an
event. Let o(A) denote the spectral radius of the square
matrix A and we set Ty, = {0,1,...,k}.

2. PROBLEM SETTING

Consider an LTT system with output feedback modeled by

(1)

where x € R”, ur, € R™ and y; € R™ are, respectively,
the state, the control input and the output vectors at
time-step k& € N U {0}. Moreover, let (wg,ws,...) and
(vo,v1,...) be sequences of i.i.d. Gaussian random vari-
ables with zero means and covariances W = E[w,w]]
and V = E[vgv]], Yk € NU {0}. A scheduler, collocated
with the sensors, decides when to transmit the estimated
state to a remote controller, collocated with the actuators,
over a lossy communication network. The pairs (A, B)
and (A, C) are assumed to be controllable and observable,
respectively.

Tpy1 = Awxy + Bug + wy,
yp = Cxp + g

The communication network is assumed to be lossy due
to collisions, drop-outs or jammed signals. For each time-
step k we define a random variable p, € {0,1} where
pr = 1 indicates successful communication between the
scheduler and the controller of the corresponding control
loop, and p;, = 0 otherwise. Moreover, we assume that py
for k € NU {0} are i.i.d. random variables.

We define a random variable d;, € {0,1} for the scheduler
which has access to the output y; at every time-step k.
It decides whether to transmit the estimated state to the
controller, in which case 0 = 1, or 0 = 0 otherwise.
The binary random variable o = pidx denotes whether a
transmission has been successful at every time-step k. Let

T = {0¢, pes yell € Ti—1} U {yw } (2)
and
jkZ{O'gwETk}U{fg‘AO’g:I,ZETk} (3)
denote the available information sets in the local and
remote estimators, respectively, and &y, = Elzg|Zy],
Ty, = Elz|Jk] are the estimated states in these units.
We assume that the local estimator either senses the
communication channel or receives an acknowledgment
from the remote estimator via an ideal dedicated channel,
therefore, it has access to px_1 at every time-step k. The
control loop performance is evaluated by the following
average LQG cost

T—1
1
J = limsup —=E[ g x] Qxy + uj Ruy) (4)
T—ro00 T k=0

in which @ is a positive semi-definite matrix and R is a
positive definite matrix with appropriate dimensions.

The scheduler of the control loop is fixed to operate based
on the stochastic threshold policy as

o1 1
S = Loif §eZ|k71\Pk|k716k|k—1 =Tk (5)
0, otherwise.



in which r; ~exp(\x) is an exponentially distributed ran-
dom threshold, ejx—1 = Tp|r — Tpx—1 is the state estima-
tion error between the local and remote estimator where
Trjp—1 = E[zr|Tp—1] and Wypp_1 = Elegjp_refy,_, [Zu]. We
will show in Section 4 how to compute Wy, for k € N
in real time. Moreover, the optimal local state estimator

at the scheduler side is the well-known Kalman filter as
£k+1\k = Ai‘k‘k + Buy, (6)
Trie = Thjh—1 + Ly — Cogp—1)

where

L=0C0T(CecT +Vv) ;
O = AGAT + W — AOCT(COCT + V) 'COAT. 0
For simplicity we assume E[(xo — Zojo)(®0 — Zoj0)T] = ©
which implies that E[(zy — L) (Tx — 2x1)T] = O, VEk € N.

2.1 Problem statement

Consider a control loop using a lossy communication
network for the data transmission between the scheduler
and the controller with the fixed scheduling policy (5).
Firstly, the goal is to find the optimal controller for this
transmission configuration for a given sequence of A\g, k €
NU{0}. Secondly, it is desirable to determine the Ay of the
scheduling policy (5) that leads to a desired data triggering
probability (Pr[éy = 1]) at every time-step k.

3. OPTIMAL CONTROLLER

In this section, we propose the optimal controller for
the fixed scheduling policy (5) when the communication
between the scheduler and the controller is carried out
through a lossy communication network.

Theorem 1. Consider the LTI system (1) and an ETC set-
ting in which the communication between the sensor and
the controller is governed based on the stochastic thresh-
old policy (5) through a lossy communication network.
Assume that the sequence {¥,_1|k € N} is uniformly
bounded (U.B.). The optimal control input is then

up = KTy (8)
where
K =—(BTPB+ R)"'BTPA,
P=ATPA+Q - K'(B"PB + R)K,
in which @ and R are given in (4) and
Tk = AZpk + Bug,

- i’k\k? ifop,=1 9)
Tklk = 3 -~ .
Tg|k—1, otherwise.
where 2y, is given in (6). m|

The proof is given in the Appendix. We will later give a
condition under which {Wy;_;|k € N} is guaranteed to
be U.B. for constant triggering rate at all time-steps (see
Assumption 1) when the communication channel is ideal.

As discussed in the proof, the pdf of the state conditioned
on J, can be described by a sum of Gaussians, with
a growing number of terms at every time-step. On the
other hand, due to the structure of the scheduler which
prevents the generation of the control input’s dual effect
in the control loop (Molin (2014)) it is possible to show

that the optimal control policy is KE[zg|Jx]. Having this
said, Theorem 1 facilitates finding the optimal controller
uy without tracking the conditional pdf in order to find
Ty = Elzg|Ti].

4. REGULATION OF THE TRIGGERING RATE

In this section, we show that contrary to the conditioned
state pdf in the remote controller, the number of Gaussian
terms of the state estimation error pdf in the scheduler
f(exjk—1|Zx) doubles only at time instances that a data
loss occurs. Therefore, one can keep track of this pdf for
determining the triggering condition (5) at every time-
step. We first consider a simpler setting in which the
communication network is ideal and there is no data loss,
i.e. pr, = 1 for all time-steps k. Then, we extend the result
to the case when the communication network is lossy.

4.1 Ideal communication network

When the communication network is ideal and the trig-
gered data is not prone to loss, it can be successfully
delivered to the controller at every triggering time-step.
In the following lemma, a recursive Lyapunov equation is
given for determining the covariance of the state estima-
tion error between the local and remote estimators when
the communication network is ideal.
Lemma 1. Consider the aforementioned control loop using
an ideal communication network for data transmission
between the scheduler and the controller. The distribution
of eyp—1 remains Gaussian at every time-step k, i.e.
flerp—11Tk) = N(egjp—1:0, ¥pp—1) with the covariance
matrix evolving as follows:
Wi = AV AT + @,
0, if O = 1
1+ Mg
where & = AOAT — © + W. Moreover, the triggering
probability of the scheduler at every time-step k is

pr =Pr(0, = 1|T;) = 1 — (1 + M)~ .

(10)

otherwise.

Ykk—1,

(11)

O

According to (11), if the parameter A of the random
threshold is set to a constant value X at all time-steps, then
the probability of transmission (11) is always constant.
The following theorem provides the performance of the
control loop operating based on the given event triggering
policy (5) with a constant transmission rate p at all time-
steps. To state the next theorem, we need the following
assumption which holds when A is stable or p is sufficiently
large (Sinopoli et al. (2004)).

Assumption 1. (1 —p)'tao(A)? < 1.

Theorem 2. Consider the aforementioned control loop us-
ing an ideal communication network for the data transmis-
sion between the scheduler and the controller. Moreover,
assume that Ay = A for all time-steps k. Suppose that As-
sumption 1 holds. Then the average covariance of the state

estimation error between the scheduler and the controller
(U = limsup,_, ., E[Wy;|Z;]) satisfies

U = gAVAT 4 go (12)



where g := (1—p)**= forp=1—(1+X)"% is the constant
data triggering rate at every time-step and ® = AQAT —
© + W. Moreover, the control loop performance is

J = tr(PW + (1 — g)OY)

£ g (A (- graoat pwyary) (1Y
=0
where Y = KT(BTPB + R)K. |

4.2 Lossy communication network

Now we consider the condition in which the communica-
tion network is lossy. In Balaghi et al. (2018), it is proved
that the stochastic threshold policy does not preserve
the Gaussianity of the propagated state estimation error
between the scheduler and the controller if there is a
probability of data loss in the communication network.

More specifically, in between every two successive success-
ful transmissions, the distribution of the state estimation
error in the local estimator remains Gaussian until the first
data loss (0 = 1 A pr, = 0). However, a data loss changes
the state estimation error pdf to the sum of Gaussians. In
the following Lemma, we determine the pdf of the updated
state estimation error assuming the pdf of the predicted
state estimation error follows a single Gaussian at time-
step k as

Jerp—11Tr) = N(erjr-1;0, Vijr—1)- (14)
Lemma 2. Assume the pdf of the predicted state estima-
tion error follows (14). Then
pr=1- (14 2) (15)
is the triggering probability of the scheduler at time-step
k and qr = 1 — pi.. Moreover,
flenklor = 0,Zx) = N(exx; 0, Wryr)
and
flenlor =1, pp = 0,Ty)
~ N(enw; 0, Wrir—1) — arN (ern; 0, Urpr)
Pk
where Wy, = Wyjp—1 /(14 Ax), are the pdfs of the updated

state estimation errors in case of no data triggering (d; =
0) and data loss (0 = 1 A py, = 0), respectively. O

Based on Lemma 2, the pdf of the updated state estima-
tion error remains Gaussian up to the time-step before the
first data loss in between every two successive successful
transmissions. However, the first data loss changes the
pdf of the updated state estimation error to the sum of
two Gaussians. Moreover, the triggering probability of the
scheduler is independent of the state estimation error co-
variance up to the first data loss time-step. In the following
Theorem, we derive the propagation pattern for the pdf
of the updated state estimation error after it becomes a
sum of Gaussian terms (after the first data loss time-step).
Assume the pdf of the updated state estimation error at
time-step k — 1 is the sum of Gaussians as follows

hy
flep—1p—11Th) = Zaﬁg/\/(ekq\kq;(), Uy k1) (16)
1=1
in which hy is the number of Gaussian terms at time-step
k. Then the pdf of the predicted state estimation error at
time-step k will be

hy
Flerpk|Zi) =D N (enn-150, Uy (17)
=1

where the covariance of the Gaussian terms of the pre-
dicted state estimation error is determined as

Vi = AT A+ W, VEe {1, g}
Since all the Gaussian terms have zero means, the total
covariance used in the scheduling law (5) is

hk

_ !l
Upik—1 = E Vi p—1-
=1

Theorem 8. Assume that the distribution of the predicted
state estimation error follows (17) and the event-based
scheduling law (5) is determined based on (18), then

(18)

h
pe=1- Z % (19)
=1
is the triggering probability of the scheduler in which
q = agdet(I+ \Wpp Uy ,) 2
for i € {1,..., hy}. Moreover,
hg ql
flenldr =0,Z;) = Z 1 _kpk/\/(ek\k§ 0,y (20)
1=1

and
flexlor =1, px = 0,Iy)

1,
= — ( > AN (e 0, Wy 1) — GhN (erpi; 0, ‘I’i\k))
b N
(21)
are the pdfs of the updated state estimation errors in case
of no data triggering (d; = 0) and data loss (0 = 1, px, =
0), respectively, where

_ ~1
‘I’ic\k = (I + M (Prpp—1) 1‘1’2“@71) ‘1’2|k71~ (22)

0O

Based on Theorem 1, in case of no attempt of data
transmission (0 = 0), the number of Gaussian terms
of the updated state estimation error pdf remains the
same as that for the predicted state estimation error pdf.
However, every data loss in between every two successive
successful transmissions doubles the number of Gaussian
terms of the updated state estimation error pdf. Moreover,
the probability of the data triggering becomes dependent
on the Gaussian terms’ covariance of the predicted state
estimation error pdf. Therefore, the triggering probability
cannot be set to a constant value by using a constant
threshold parameter A\ after the first collision time in-
stance. It is needed to solve the nonlinear equation (19)
at every time-step after the first collision instance based
on the desired triggering probability pg to determine an
appropriate threshold parameter /\z. If one needs to keep
the triggering rate constant at all time-steps, the value
of A\r should become smaller after every data loss time
instance. This is due to an increase in the covariance of
the state estimation error and as a consequence, a decrease
in the left-hand side of the triggering condition in (5).
Therefore, the probability of the right-hand side of the
triggering condition (or equivalently Ax) should also be
decreased in order to keep the triggering rate constant as



the previous time-step. The following Lemma, illustrates
the existence of the solution for this equation.

Lemma 3. For any desired triggering probability p¢, there
exists a real positive threshold parameter (/\‘,é € Rxg) for
the scheduling policy (5) obtained by solving (19). O

5. NUMERICAL SIMULATIONS

In this section, we consider a scalar system in which
A=09, B=1,C =15 W =1and V = 0.5 and take
@ =1 and R = 0.1 as the parameters of the controller.
We assume the network is lossy based on a Bernoulli
distribution where E[p;] = 0.7. The LQG control perfor-
mance is determined using Monte-Carlo simulations when
the scheduler is operating based on a desired constant
probability at all time-steps. We use Matlab’s numerical
methods to regulate the threshold parameter of the event-
based scheduler by solving (19) at every time-step. In
Figure 2, we show the control performance of the stochastic
event-based scheduler is improved in comparison with that
of its non-event-based counterpart in which the scheduler
transmits randomly with the same constant probability at
all time-steps. Moreover, Figure 3 shows the value of A
and the number of Gaussian terms of the state estimation
error pdf in the local estimator (hy) for the mentioned
ETC policy with py = 0.75 for all time-steps over the lossy
network. As it can be seen, at every data loss time instance
in which the number of Gaussian terms of the updated
state estimation error pdf in the scheduler doubles, the
value of A\ is decreased in order to keep the triggering
rate constant.

4.5

= = = Non-event-based
Event-based 7

Fig. 2. Comparison of the average control performance
of the stochastic threshold event-triggered scheduling
and its non-event-based counterpart scheduling poli-
cies in which transmissions occur randomly with the
same constant probability at all time-steps.
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Fig. 3. The value of \; and the number of Gaussian terms
of the state estimation error pdf in the local estimator
(hg) with pr = 0.75 for all time-steps.

6. CONCLUSIONS

This work considers a networked control loop in which
an event-based scheduler decides when to transmit the
estimated state to the controller via a lossy communication
network. The scheduler is fixed to operate based on the
stochastic threshold event-triggered policy. The optimal
controller for this transmission configuration is a linear
function of the conditional expectation of the state which
as established here, can be determined without tracking its
conditional pdf in the controller. Moreover, the scheduler
is adapted to trigger data with a desired probability by
tuning its threshold parameter.

7. APPENDIX
7.1 Proof of Theorem 1

The finite horizon optimal LQG event-based output-
feedback controller for the linear systems has the cer-
tainty equivalent property when the scheduler prevents
the generation of the control input’s dual effect as the
one proposed in (5) (Molin (2014)). The result can be
extended to the average cost problem (4) provided that
the cost is bounded (Molin, 2014, Ch. 6, Sec. 2). This
can be shown under the assumption that {Wy,_,|k € N}
is uniformly bounded and (A, B), (A,C) are controllable
and observable, respectively, following the same steps as in
Brunner et al. (2018). The details are omitted due to space
constraints. It shall be noted that the acknowledgment of
pr—1 to the local estimator at every time-step k provides a
nested information structure for the controller, therefore,
up = KE[z|Jk] where K is determined by (7). In order to
determine 7, = E[zx|Jx], we follow an induction proof.
Without loss of generality assume that at ¢t = 0, o9 = 1,
then the predicted pdf of the state in the remote estimator
at the next time-step is Gaussian, i.e.

f(@1|To, Z110) = N (215210, T'1)0) (23)
where Jy = {op = 1,:&0|0}, ZTij0 = A.CEO‘O + Bug and
I'yjg = AOAT + W. Moreover, the updated pdf is

f(1|Jh) = f(21|To, Z1)0, 01, {Z11]01 = 1}).

If o1 = 1, then f(21]|J0,01 = 1, %1)1, T1)0) = N (215 21)1, O)
in which #;; is the updated state estimation determined
by the Kalman-filter running in the local estimator at

t = 1. However, if 07 = 0, then by using the Bayes law
of conditional probability

f(z1|Jo, Z1j0,01 = 0)

Pr(o1 = 0[J0, T1j0, 71) _ (24)
" Pr(oy = 0|J0, Z10) f@1] o Tajo)-
Moreover,
Pr(o1 = 0[J0,Z1)0, 1) = Pr(61 = 0|Jo, T1j0, 71)
+ Pr(p1 = 0)Pr(01 = 1|Jo, Z1)0, T1)-
(25)

Now consider 21 = x1—121j1, 21 = ¥1—Z1)0, 21 = T11 —Z1)0
where f(21) = N(£1;0,0) and E[z12{|og = 1] = )¢ in
which &;/9 = ATOA — © + V. Then

Pr(é; = 0|jo,$1751|0) = Pr(d1 = 0|Jo, 21)

/ / )\16—)\17" e -1z

det(270©)
z1€R™ 1o,

To s
T drdz;
2




where rg = 12 = %(zl - zl)Tél‘O(zl — %1), then

2% 1|0
Pr(8) = 0| Jo, 21, 31j0) = £ T 07 (26)
where
Ihm::(A1@i347A1¢ﬂ3A1@ﬂ34f@ Hoingeg)
and & = 1/(det()\1<1>ﬂé + ©71) det(©)). Moreover,
Pr(8y = 1|Jo, 21, T1j0) = 1 — &re 271 Map™ (27)

First substitute (26) and (27) into (25) which results in

— —1 -
Pr(o1 = 0[J0,%10,71) =1 —q+ QEleiéyIH”Oyl
where ¢ = Pr(p; = 1), then substitute the result into (24)

1zt lz ZIr
_ 1 — g+ q&e 3™ =35 Tue?
f(x1]|To, Z1)0,01 = 0) =

1—p det(27rI‘1|O)

2
= BiN(@r; T1p0, Ty

i=1

(28)

where Z?:l B = 1. As it is seen, at the first time-
step after the successful transmission the updated state
estimation pdf is the sum of two Gaussian terms with
different covariances. However, their means are equal to
the one obtained at the prediction stage. Therefore,

zy1 = E[z1]Z0)0, 00 = 1,01 = 0] = Zy)o.
Now let us assume that at ¢ = k time-step after the

last successful transmission the pdf of the updated state
estimation is the sum of hj Gaussian terms as follows

hi,
= Z BN
i=1 (29)

where their means are equal and their covariances are
different. Then the predicted state estimation pdf at ¢ =
k+ 1 will be

f(@r|The—1,Tpp—1,06-1 = 0) (mk%fklk—l’FZ\k)

@1 T, Ty T 1; Tt ks D) (30)

n,
) = Z@N(

where
Tpy1p = ATgp—1 + Bug, (31)
F?c+1|k :AF?C“CAT‘FW, Vi € {1,..., ;C}

It is clear if o1 = 1, then the updated state estimate
at t = k + 1 is equal to Zpy1x41 Whose distribution is
N (Tr415 Tig1)k+1, ©). However, if o1 = 0, then by using
the same method as the one used for t = 1 in (24)-(28) w
can prove that

f(@r1|Ths g, o1 = 0) =

2h,

D BN @k Zrgais Thogr i)

i=1
As it is seen, the number of Gaussian terms of the updated
state estimation pdf is twice that of the updated state
estimation at the previous time-step. However, the mean
of all Gaussian terms is equal to the mean of the Gaussian
terms of the predicted state estimation i.e. Tyiijpy1 =
ZTp41)x when opy1 = 0. Therefore, the assumption of
induction is correct and we can conclude that Z, in (9)
is the state conditional expectation given the information
set available for the controller.

(32)
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