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Abstract

Detection of anomalous events is an important problem in data processing. The
anomalies need to be detected not only for the purpose of noise cancellation but also be-
cause they give more information for system diagnostics. For example, security-related
anomalies give us information about potential malicious functionality in a computer
system. These anomalies can very often be effectively detected with a machine learn-
ing approach, where we use available methods ranging from unsupervised learning to
classification-based approaches to construct detection models. Machine learning meth-
ods provide a promising solution for anomaly detection since they enable us to create
predictive statistical models for detection and differentiation of anomalies based on data.
However, these methods do not naturally support optimal functionality for scenarios with
constraints imposed by the environment and limited resources.

Motivated by the lack of such approaches, we investigate scenarios where anomaly de-
tection can be improved for constrained environments. This thesis contains the method-
ology that we developed for these scenarios and the results that we obtained. The
approaches for the particular, primarily IT security-related, scenarios are divided into
multiple chapters. First, we improve the topic-modeling-based malware variant de-
tection with an approach for an environment with a high influx of malware samples.
Our approach includes solutions for constraints on modeling choices where the model
needs to be frequently retrained. In the next chapter, we investigate the robustness of
neural-network-based malware detection using static malware features. These detection
methods need to be applicable in the environment with random and adversarial noise,
because of the variability in the malware code and possible evasion attempts. In the
third scenario, we investigate unsupervised anomaly detection under the limited size
of the parameter set for the purpose of sensor-based authentication on mobile devices.
Furthermore, we investigate the constraints in data collection for sequence-aware behav-
ioral malware analysis. The last chapter introduces the notion of communication-efficient
learning for anomaly detection, where we design and test a model for budget-constrained
learning from multiple experts.






Zusammenfassung

FEin grundlegendes Problem in der Datenverarbeitung ist das Erkennen von ungewohn-
lichen Ereignissen. Anomalien miissen nicht nur zum Zwecke der Rauschunterdriickung
identifiziert werden, sondern auch weil sie umfassende Informationen fiir eine System-
diagnose liefern. Zum Beispiel konnen sicherheitsrelevante Anomalien Informationen
iiber potenziell schédliche Funktionen in einem System darstellen. Solche Anomalien
konnen wirkungsvoll mittels Verfahren des maschinellen Lernens erkannt werden. Ver-
fahren des maschinellen Lernens sind effektive Mafinahmen, weil sie es uns ermoglichen,
vorhersagbare statistische Modelle zur Erkennung und Differenzierung von Anomalien
basierend auf Daten zu nutzen. Jedoch sind diese Verfahren haufig wenig geeignet in
Szenarien, die speziellen Einschrankungen unterliegen, die durch die Umgebung oder
durch beschrankte Ressourcen bestimmt werden.

In dieser Arbeit werden solche Szenarien untersucht, um verbesserte Verfahren zur
Anomalieerkennung fiir den Einsatz in Umgebungen, in welchen Ressourcenbeschrankun-
gen vorherrschen, zu entwickeln. Unsere Losungsansatze sind in erster Linie auf Szenar-
ien aus dem Bereich der I'T-Sicherheit zugeschnitten und werden in verschiedenen Kapiteln
getrennt behandelt. Zunachst verbessern wir Topic-Modelling-basierte Malware-Erkennung
in Umfeldern mit hohem Aufkommen neuer Malware-Exemplare. Hier miissen Ein-
schrankungen beim Bestimmen der Modellparameter hingenommen werden, weil deren
Anpassung kontinuierlich iiber die Lebenszeit des Modells hinweg erfolgen muss. Danach
betrachten wir die Robustheit solcher statischen Malware-Erkennungsverfahren, welche
auf neuronalen Netzwerken beruhen. Diese Erkennungsverfahren miissen aufgrund einer
Vielzahl von unterschiedlichen Malware-Implementierungen und deren Laufzeitumge-
bungen in der Lage sein sowohl mit stochastischem als auch mit bosartig induziertem
Rauschen umzugehen. Des Weiteren untersuchen wir die nicht-tiberwachte Anoma-
lieerkennung fiir sensorbasierte Authentifikation auf mobilen Endgeraten, wobei die
Menge von Modellparametern eingeschrankt bleibt. Dartiber hinaus betrachten wir
Randbedingungen in Bezug auf Datengewinnung bei der Analyse des sequenziellen Ver-
haltens von Malware. Das letzte Kapitel stellt das Konzept des kommunikationseffizien-
ten Lernens zur Anomalieerkennung vor, indem wir ein von mehreren Experten lernendes
Modell mit einem eingeschrankten Budget konzipieren und testen.
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Chapter

Introduction

Anomaly detection is an area of research that encompasses approaches to find patterns
in data that differ from the expected behavior. The detection of anomalous behavior is
important in many scenarios, such as malware or cyberattack detection, fault detection,
surveillance, medical image analysis. Apart from rule-based approaches of examining the
conformance of data against a set of predefined constraints, statistical machine learning
methods have gained importance for solving anomaly detection problems, since they
can be more accurate in a noisy environment. Learning-based methods enable us to
train anomaly detection procedures based on capturing statistically relevant features for
differentiation between expected and outlier data points and structures. While machine
learning-based methods are used in many currently state-of-the-art anomaly detection
systems, in their baseline versions these methods are not adapted to the scenarios where
one needs to leverage the potential of learning from data, but also preserve this func-
tionality and algorithm performance in the presence of various constraints. In this work,
we walk through multiple use case scenarios with various types of constraints imposed
by the conditions where machine learning methods are applied for detecting outlier pat-
terns. We show in these scenarios that anomaly detection can be used under limiting
conditions as well and explain adaptations to machine learning methods that enable
high performance in detection and classification of anomalous events.

1.1 Motivation

There are many application areas where it is useful to detect and analyze anomalies in
data. Outliers in measurements made by industrial system monitoring devices indicate
possible faults or defects, therefore early detection of anomalies is important for system
reliability. Anomalous values produced by a home sensor network can indicate malfunc-
tion of appliances. Outliers in medical analysis data, such as EEG signals and X-ray
images indicate possible health issues. The detection of these outliers is very important
for early detection of various medical problems. Fraud detection in various areas, such
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Figure 1.1: User authentication using an anomaly detection approach

as insurance industry, mobile communication and credit card payment can be improved
by defining and solving these problems as anomaly detection. The area of computer
security has a high potential benefit from anomaly detection, as malicious programs and
cyberattacks can be considered as anomalies with respect to the benign programs and
activity in information systems. The structure of malicious programs is different from
benign programs, since the attackers need to include malicious functionality in their
code. Furthermore, observed behavior of malicious programs is different, since the goal
differs from the benign activity. Anomaly detection methods can also be used for au-
thentication, where we differentiate invalid users, i.e. attackers as anomalies w.r.t. the
valid users. An illustration of an anomaly detection test result is shown on Figure 1.1.
This figure contains an example of measurements for sensor-based authentication on a
mobile device projected to a 2D graph, where measured values for an attacker differ
from the footprint of a valid user.

The earliest systems for detecting anomalies relied on a predefined set of rules that
enabled fast check if the data complies with the expected normal behavior. However,
these systems are not always sufficient in the presence of statistical noise, where it is
difficult to define rules that cover the necessary patterns for anomaly detection. Rigidly
defined systems contain clear properties assumed for regular data, but are not flexible
enough for more complex problems where differentiation between normal and outlier
behavior is more subtle.

Learning-based approaches are an important step to solve this problem. We live in
the age of big data, where it is easier to gather large amounts of measurements that
characterize the functionality of the system under examination. Therefore there is a
need to design statistical methods that leverage the vast amounts of data for modeling
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the behavior of system under examination, in order to better differentiate between usual
and anomalous measurements.

However, training of machine learning algorithms can require vast amount of different
resources and the resulting systems need to operate in a wide range of working condi-
tions. Systems for behavioral monitoring can require storage of measurements for a large
number of events. Nonparametric machine learning methods require a parameter set to
be frequently enlarged and updated. Complex machine learning training algorithms
need vast computational resources for the optimization of model parameters. Data used
to train and test machine learning methods can have limited reliability and even be
manipulated to an extent by an adversary. These and many other constraints impose a
need for adaptation of anomaly detection methods to these conditions.

We consider multiple scenarios where this kind of constraints can appear. These
example scenarios are described in the following subsections.

1.1.1 Malware Detection and Classification

Malware detection is becoming an increasingly important problem, as growing number
and variety of malicious executables is reported by security companies. These companies
currently need to analyze hundreds of thousands of unique malicious samples on a daily
basis, which directly affects their performance. For instance, Virustotal Statistics [4]
reports up to million of malware samples detected per day. Rule-based detection ap-
proaches are not adequate to tackle this problem, as new malware instances integrate
sophisticated techniques to deceive rigid detectors and proceed with their functionality
without being detected. Static rule-based signatures and even heuristics generated by
manual reverse engineering are seriously challenged by the possibility to easily create a
large number of new malware samples and circumvent these detectors.

Antivirus and other security companies can obtain large numbers of malicious and
benign samples. However, accurate analysis and classification can be difficult and time-
consuming. One approach to automate this analysis of a large number of samples and
detect novel malware samples is to use machine learning methods. For instance, Schultz
et al. use n-gram based approach to build a machine learning-based malware detec-
tor [107]. On the other hand, Rieck et al. [97] use data from behavioral monitoring to
create a machine learning model for classification of malware.

Although it has been proven that machine learning provides improvements in detection
and classification of malware, systems that include machine learning are not without
their own problems. For instance, we need to consider issues such as lack of labeled data
for training of supervised models and heterogeneity of input data coming from static
and dynamic malware analysis tools for machine learning models. However, there is also
a problem that we need to cope with various constraints when constructing machine
learning models. For instance, in case of gathering data for dynamic analysis for a
large number of malware samples, we need to take care of resource constraints in data
acquisition. Many times we need to update our model to include the new malware
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variants, which incurs a need for scalable online learning models. Furthermore, we
need to cope with the possibility that adversaries might actively attempt to circumvent
our detection model. An adversary can find a way to circumvent the detection by
repeatedly creating new malware samples and querying our system in order to achieve
desired detection or classification result. We need to evaluate our detector for adversarial
environment and find robust methods that prevent this kind of attacks.

1.1.2 Smartphone User Authentication

Smartphones have become multifunctional communication tools used by a large and
growing amount of people. As the number and sophistication of smartphone applica-
tions grows, users are tempted to store more sensitive information, making security and
privacy an increasingly important issue. While smartphones are easy to carry around,
they are also prone to getting lost or stolen. If a criminal is able to unlock a stolen
phone, he can potentially access a breadth of personal information, such as e-mail ac-
counts, private photos, or credit card information.

There are already authentication methods for smartphones, such as: PINs, swipe
patterns, picture codes, and fingerprint sensors. However, these entry authentication
options can be inconvenient, especially if a user needs to use them repeatedly before
executing short actions, for example to answer messages. As a result, users tend to
prefer weak passwords, choose highly increased lock periods, or leave their phones com-
pletely unlocked. There is also research work that shows existing vulnerabilities of entry
authentication methods. For instance, PINs and swipe patterns are vulnerable to both
smudge attacks [13] and shoulder surfing [105], while fingerprint sensors may be tricked
by fingerprint copies [45].

One approach that was proposed as an alternative is continuous sensor-based authen-
tication. In this type of authentication, we do not only authenticate a user at the start
of his activity. Instead, the user behavior is continuously monitored in order to de-
tect deviations that would indicate activities of an unauthorized user. The idea is to
not interrupt the user unnecessarily, but to do anomaly detection in the background,
while the user is executing the usual activities on the smartphone. If a large deviation
from usual activity or sensor value patterns is found, the smartphone can be locked
and further actions can be taken to secure the phone and the data stored on it. Using
continuous authentication and capturing user-specific patterns we should be able to reli-
ably protect the phone content, as user behavior has been proven difficult to mimic [20].
These behavioral patterns can be detected using machine learning methods. Based on
data gathered from the smartphone user and an anomaly detection approach, we can
continuously protect the device.

However, having such functionality in the background requires more resources, which
could present a problem on devices with limited processing power, memory or battery
capacity. Therefore solving this type of problem would benefit from resource-aware
anomaly detection approaches.



1.2 Problem Statement

1.1.3 Crowdsourcing

Supervised machine learning depends on our ability to gather sufficiently large sets of
labeled data. In a high number of scenarios, we can benefit from labeled data gathered
by querying multiple separate sources with varying reliability and join this data into one
machine learning model. However, many times we are limited in the number of data
sources that we are allowed to use, because of budget constraints, limited processing
power or insufficient communication bandwidth. This causes the need for a framework
that would enable resource-efficient combination of labeled data from multiple sources.

An important fitting scenario to this framework is crowdsourcing. When using crowd-
sourcing systems such as Amazon Mechanical Turk, we can gather labeled data from
multiple annotators. After gathering this training data, we need to join the labeling
decisions and train one machine learning system while leveraging all of the annotations.
Relying on a concept of wisdom of crowds [113], we could assume that if we gather data
from a sufficient number of people, on average most of them will give correct labeling
decision. However, gathering data from a large amount of annotators can be expensive,
as workers on Amazon Mechanical Turk require payment for their work. Therefore we
would benefit from a procedure of prior determination of the annotators’ expertise. In
this case, the joining process can be optimized by estimating the expertise of the anno-
tators, selecting the optimal subset and determining weights of the annotators’ labels.
Moreover, in a rising area of Internet of Things (IoT) we can have similar problems.
In IoT systems, a large number of sensors provide information about the environment.
Communication among multiple sensors can be costly in terms of processing power. Fur-
thermore, this communication can be done among sensors that are limited with power
consumption constraints. In intrusion detection it is useful to use results from multiple
anomaly detection systems. For example, although there are multiple antivirus programs
that can label software as benign or malicious programs of certain type, only a minority
of the programs contain updated labels for newest malware families and classify malware
with high granularity. Therefore it would be useful to find a subset of label sources that
are reliable enough to be used for malware triage purposes.

1.2 Problem Statement

Relying on these scenarios, we define our anomaly detection constraints. Our goal is to
model the constraints imposed by the environment in which the machine learning meth-
ods for anomaly detection are employed and to investigate the possibilities of adapting
these methods for such constrained environment. We take special consideration for prob-
lems that appear in scenarios related to computer security, where anomaly detection can
be helpful to uncover malicious activity. The problems of this type provide a motivation
to design approaches for anomaly detection under constraints.
In particular, we consider the following research problems:
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1. Semi-supervised malware variant detection using adaptive topic models

How to enable nonparameteric topic modeling methods for adaptive classification
of malware samples and detect samples from both predefined and previously un-
known malware families?

2. Detection of malicious binaries in an adversarial environment

How do the methods of detecting malicious binaries based on neural networks work
under constraints of data with adversarial noise?

3. Online mobile user authentication with limited modeling budget

How to construct kernel-based mobile user authentication systems under compu-
tational resource constraints?

4. Communication-efficient learning from multiple annotators

Can we leverage statistical modeling of data labelers during training of machine
learning models to select a small number of reliable labelers, optimize the method
for combining their results during training and reduce communication needed for
the testing phase?

5. Anomaly detection with constraints on data acquisition

Can we use machine learning to select events significant for neural network-based
sequence modeling for anomaly detection and reduce the overhead of large-scale
data collection?

This is not a complete set of constrained anomaly detection problems, as many other
possible constraints, such as energy, data availability, or execution time are not sepa-
rately considered. However, we address many important scenarios and set a foundation
for additional solutions. Solving such particular research questions can give us the di-
rection on how to design anomaly detection methods for constrained environments.

1.3 Organization

Chapter 2 contains an introductory text, consisting of basic information about anomaly
detection approaches, with a survey of concepts and methods from machine learning
that are important to understand the further chapters. In the Chapter 3 we describe
the use of topic models under nonparametric learning and semi-supervised learning ap-
proach for detection and analysis of malicious program behavior. Chapter 4 contains the
analysis of detection of malicious programs using convolutional neural networks under
noisy and adversarial environment. In the Chapter 5 we consider constraints imposed
on behavior-based authentication on mobile devices and we describe our approach using
constrained unsupervised anomaly detection. Chapter 6 contains an approach to include
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data acquisition constraints in the detection model for anomalous system call sequences.
Communication constraints when gathering labels from distributed annotators consti-
tute a central topic of Chapter 7. Finally, Chapter 8 contains final remarks and brings
an outlook for future work in this area.







Chapter

Background

In this chapter we describe basic terms and concepts related to the thesis topic and
broad area where it belongs. The background knowledge from this chapter is crucial for
understanding the content in the later chapters.

2.1 Anomaly Detection

Anomaly detection problem appears in many research and application scenarios. This is
a problem of differentiating between data that is considered "normal” and data that does
not reflect the usual functionality of a system. This problem is related to the problem of
noise canceling. However, there is a significant difference. In case of noise removal, we
want to model the noise and remove it to improve the processing of our measurements.
As opposed to that, in anomaly detection we are interested in detecting outliers in order
to study and analyze them, rather than just to work with normal data. Apart from
anomaly detection, frequently used synonymous terms are outlier detection and novelty
detection. The trained method or system for anomaly detection is also very often called
anomaly detector.

Detection of points that do not conform to normal region imposes various challenges.
Here are some examples:

e it is very difficult to find a model that encompasses all the normal behavior
e definition of normal behavior depends on the application area

e definition of normal behavior is susceptible to change that depends on the evolution
of the system under consideration

e labeled data is not always available, especially for anomalous points

e noise in the data makes it difficult to differentiate between normal points and
outliers
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e results of anomaly detection are prone to malicious adversaries trying to promote

outlier points as part of the normal functioning of the system

e depending on the application, we may not be interested in detecting all the outlying

points, only outlying patterns that offer useful information

Because of the listed problems, it can be difficult to find a general solution to anomaly

detection. Furthermore, there are different types of anomalies to consider [24]:

1. Point anomalies

If an individual data point is not conforming to the distribution of the underlying
data, it is considered a point anomaly. Real life example is a credit card transaction
with an abnormal sum of money transferred to an unusual account number.

. Contextual anomalies

In case a data point is not anomalous by itself, but it appears in an unusual context,
it is assigned as a contextual anomaly. When hunting for contextual anomalies we
need to consider additional context variables, such as time or spatial coordinates.
For example, if there is a peak in network traffic during the night coming from an
office computer, that could indicate an anomaly.

. Collective anomalies

There are cases where, although one point is not considered an anomaly worth
studying, multiple points taken together can bring another view on the underlying
process. In case a group of points constitute a pattern that does not conform to
the previously defined model or rule, we consider this a collective anomaly. One
example scenario is detection of medical anomalies in EEG signals.

There are multiple approaches from preexisting areas of research adapted to detection

of anomalous structures and behavior. According to the survey of Chandola et al. [24],
these are:
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1. Statistics

Statistical methods use the assumption that normal instances should occur in
high probability regions w.r.t a stochastic model. Instances that occur in the low
probability regions are considered to be anomalies. Statistical methods can be used
both with knowledge about the underlying data distribution (parametric methods),
as well as with building this knowledge implicitly through data (non-parametric
methods)
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2. Information Theory

Information-theoretic approaches exploit the fact that anomalies in data induce
irregularities in the entropy patterns of the dataset. This means that we need to
find the data instances whose inclusion introduces high difference in the entropy
of data.

3. Spectral Theory

Spectral techniques contain an approach to make the normal instances and anoma-
lies separable. However, we need to find an embedding to a lower-dimensional
subspace where a clear-cut separation can be made. Multiple algebraic methods,
such as Principal Component Analysis [88] with its robust extensions and Multi-
dimensional Scaling [76] enable us to find these embeddings.

4. Machine Learning

Machine learning methods are motivated by the preexisting statistical approaches
and in these methods we try to map the anomaly detection scenarios to standard
machine learning problems. This enables us to use frameworks offered by well-
known machine learning methods, such as kernel methods or neural networks.
These frameworks also enable us to adapt the standard machine learning ap-
proaches to the conditions imposed by anomaly detection. In this thesis we make
emphasis on this group of methods.

These categories of approaches are not completely distinct, and their differentiation is
mainly in different formulation of problems and solutions, as a consequence of preexisting
development in respective research areas. Although in the following text we focus on
the formalisms and baseline methods of machine learning, some of these methods have
their equivalent formulations in other categories in this list. Furthermore, it’s possible
to use methods from other categories to detect more obvious anomalies, before using the
machine learning-based methods for more sophisticated anomaly detection.

2.2 Machine Learning for Anomaly Detection

In this section, we present a short introduction to machine learning. Since we base
our work on machine learning-based anomaly detection methods in the following chap-
ters, here we give an overview of most important machine learning terminology. When
employing machine learning methods to make predictions about data points, such as
determination of anomalous data regions, we use a training set of points (Dyq4in), set of
parameters (f) and an objective function (loss). The objective function (loss function)
depends on the ground truth outputs and the outputs of the function f(X,#) that repre-
sents the model. We optimize this objective function in order to minimize the difference
between the ground truth output and the output of the function f. This means that our

11
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Figure 2.1: Machine learning pipeline
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function f is able to predict the true outputs. In most standard approaches we assume
a broad family of functions out of which we take f, and we use training algorithms to
find the values of parameters (f) that optimize the defined objective function.

Depending on the availability of the desired outputs for optimization, machine learning
methods are categorized in:

o Supervised learning refers to those learning problems where supervised information
is available directly in the training dataset, such as class labels.

e Unsupervised learning methods estimate parameters of the models based on the
expected structure of the data. For example, clustering methods optimize clus-
ter assignments based on inter-cluster separation and intra-cluster similarity of
training data.

e Reinforcement learning In reinforcement learning the supervision is not given ex-
plicitly by expected outputs. Here the learning methods retrieve rewards as results
of the actions. The assignment is to optimize the rewards by reinforcement learning
techniques, by combining exploration and exploitation.

Another special category of machine learning methods is semi-supervised learning.
The methods belonging to this category combine the strengths of both supervised and
unsupervised approaches. These methods are beneficial in scenarios where labeled data
is valuable, but only a small number of labeled points can be obtained. The next section
contains more information about semi-supervised learning.

In anomaly detection, depending on the availability of labels we can use and extend
machine learning methods from any of these categories to construct our anomaly detec-
tion approach.

Standard machine learning pipeline consists of multiple stages of data processing, also
displayed in Figure 2.1:

e Data preprocessing

12
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Standard machine learning methods process input data in a matrix form. Therefore
we need to convert the data stored in a particular database to numerical matrices.

e Feature extraction and selection

Before training, it is useful to reduce the dimensionality of the data using algebraic
transformations to a lower-dimensional space or select features based on statistical
significance.

e Training

In training we estimate the parameter values that optimize our model with respect
to a predefined objective function. Our objective function reflects the goal that
we want to achieve with our machine learning model.

e Validation

We can use a holdout set of validation data to test our model architecture. In
case of poor performance of our model on this holdout set we can return to the
previous step, change the model architecture and retrain the model.

e Testing

In the testing phase we perform a final evaluation and deployment of our model.
The performance of our model on the test set gives the best estimation of our
success in learning the model from data.

2.3 Machine Learning Paradigms

In this section we describe the machine learning and statistics paradigms used in the
next chapters. In particular, the Section 2.3.1 is important for Chapter 3, information
from Section 2.3.2 is used in Chapters 3 and 5, while the introduction from Section 2.3.3
gives background to the Chapter 5. On the other hand, Section 2.3.4 is important for
Chapter 3, while Section 2.3.5 serves as introduction necessary for Chapter 7.

2.3.1 Semi-Supervised Learning

The lack of proper data labeling has already been defined as an important problem
in malware research [14]. Consequently, one would benefit from a method that offers
maximum utilization of the available set of labels, as well as of unlabeled data. This
setting is known in machine learning as semi-supervised learning and is halfway between
supervised and unsupervised algorithms. While supervised learning is a paradigm that
encompasses machine learning methods where the training data is labeled and the pur-
pose of the algorithm is to optimize the classification of data on the validation and test
datasets, unsupervised learning discovers the underlying structure in the data such as

13
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clusters in the dataset. We use unsupervised learning when we do not have information
about labels in the time of training. Since in semi-supervised setting we do have labeled
data, but it is scarce, we combine the advantages of two separate methods to overcome
this limitation. More specifically, in semi-supervised learning we leverage the property of
data that it forms natural clusters. Even if we only have a small number of labeled data
that identifies the clusters that exist in the dataset, we can propagate these labels in the
neighborhood of the labeled data, by considering the clusters detected in the dataset.
The book of Chapelle et al. [25] contains a breadth of information about methods of
semi-supervised learning.

2.3.2 Nonparametric Learning

In many scenarios the parameter set of machine learning models is predefined and we
only optimize the values of these parameters during training. However, in nonparametric
methods the parameter set itself is adapted to the training data. For example, in kernel
methods using a Gaussian Kernel, such as Kernel Density Estimation, the parameter
matrix can contain new Gaussian parameters for every new training point. This enables
a more precise function that determines classification border or predictions in general.
In cases when we need to process an increasing number of data, it can also be difficult to
predetermine the complexity of the model in terms of the size of the parameter set that
is needed to deliver proper performance. For example, in topic models it is difficult to
predict the number of topics. Nonparameteric methods can help to make more flexible
learning of models from data.

2.3.3 Online Learning

In multiple application scenarios the training data does not appear in a single batch,
but it is collected incrementally, while the system is working. This requires incremen-
tal training, where the model is updated while the system is working, by adding the
information from the new data into the parameter fitting procedure.

In online learning [108], the training of a model is performed as the data arrives. Upon
the arrival of an input data point, a model can provide the output based on this point.
Based on an objective function criterion, such as the difference between the desired and
obtained output, the model is adjusted using the new input data point. This means
that the training of the model is not completed at once after obtaining a training set,
as the training set grows with time. Instead, the training is performed while gathering
the data and during the normal system functionality.

2.3.4 Variational Inference

In Bayesian machine learning methods it can be demanding to compute posterior densi-
ties for large-scale datasets, since we need to sum probabilities for the whole dataset to
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find a normalization value. Variational inference is one of the methods to approximately
compute probability densities. We introduce the techniques of variational inference
needed for understanding the methodology used in the thesis, by summarizing concepts
and using equations described in detail in recent surveys on this topic [18,136].

For a general problem where we have joint density of observations (x) and latent
variables (z) as:

p(z,2) = p(z | 2)p(2) (2.1)

we can retrieve the posterior density of the latent variable using the following equation:

p(z, )
zlr) = +——"— 2.2
pe o) = h 22)
In case that the dataset is too large, we cannot compute the denominator exactly,
because the integral is intractable. Therefore we need to find an approximation ¢(z).
We form the task for finding this approximation as an optimization problem, where we
want to bring the approximation as close as possible to the original density:

q"(z) = argmin D (q(2) || p(z | z)) (2.3)
a(2)C@Q
where () is a family of approximate density functions. The operation Dy, in the formula
is Kullback-Leibler divergence, which indicates how different one probability distribution
is from another distribution. We need to define a family @) that will inherently bring
us close to the original distribution, and then minimize the Dy function output. The
Kullback-Leibler divergence (D) can in our case be defined as:

Dir(q(2) || p(z | x)) = Ellog q(2)] — Eflog p(z, x)] + log p(z) (2.4)

Since computing the Kullback-Leibler divergence includes the value p(x), we cannot
determine it directly. Instead we compute the value of the Fwvidence Lower Bound
(ELBO):

ELBO(q) = E[log p(z, z)] — E[log q(2)] (2.5)

This value is different from negation of KL divergence by a constant w.r.t. ¢(z),
therefore minimizing D, is equivalent to maximizing this lower bound.

An alternative to this method is to use a Markov Chain Monte Carlo approach, where
we iteratively draw random samples of the latent variable, whose distribution would
converge to the real posterior p(z | x). Advantage of this method is that it contains
convergence guarantees for a sufficient number of draws. However, in practice it could
take a large number of draws to achieve this convergence, which is prohibitively expensive
for large datasets [103].
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2.3.4.1 Mean-Field Variational Family

A standardly used family of variational densities is the Mean-Field Variational Family.
Its generic form is:

q(21.m) = H%‘(Zj) (2.6)

This means that there is a separate independent variational parameter for each latent
variable. We can assign different form of the function ¢ for each type of latent variable.
For example, for Bayesian mixture of Gaussians this function is:

q(pt. s) = [T aCuw; mw, o2) T a(si: ) (2.7)
k i

where the variational density is defined in two parts, a Gaussian distribution for each
mixture and a distribution for mixture assignment.

2.3.4.2 Coordinate Ascent Method

One of the basic algorithms for solving mean-field variational inference is using coordi-
nate ascent. In this algorithm, we modify each variational parameter separately, while
holding other parameters constant. When fixing the other variational parameters, opti-
mal value for ¢; can be retrieved using the conditional probability of z; given all other
latent variables and observations:

q;(zj) o< exp(E_;[log p(2; | 2—j, 2])) (2.8)

We can use this or an equivalent expression to iteratively compute variational factors
independently, based on the mean field assumption. The coordinate ascent procedure
converges to a local maximum.

Using these updates, we can define the following steps:

1. Update all g; iteratively
2. Compute FLBO(q)

3. If ELBO(q) has not converged, return to step 1

2.3.4.3 Stochastic Variational Inference

Although we have defined a way to iteratively update variational parameters, we still
need to run the iterative update through the entire dataset. In order to truly avoid this
kind of update, we can introduce a procedure where we use a smaller part of the dataset
at a time. We divide parameters into global variational parameters of the model and local
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Figure 2.2: Graphical model for ground truth estimation from annotator labels [99]

parameters for each point. Then we alternately use global parameters to optimize the
local variational parameters for subsampled data and adjust global parameters according
to the results of this optimization. The optimization can be done by computing gradients
of the ELBO function w.r.t. the global and local parameters.

2.3.5 Learning from Multiple Annotators

The success of supervised learning procedures heavily depends on the quality of obtained
labeled data. In some cases, labels for the input data are not obtained from one reliable
source, but from multiple annotators with variable labeling expertise and reliability.
In that case, we need to find a good method to use the Wisdom of Crowds to obtain
correct labels out of these numerous data sources. For example, in case of Amazon
Mechanical Turk, we could obtain labels for data from thousands of participants in
exchange for money. However, how do we know if the labelers are competent and
dedicated to this task? On the other hand, if we are retrieving labels from a machine,
such as a measurement device, how do we know that this device gives reliable and useful
labels?

Simple approaches to aggregate labels from multiple annotators is to use majority
voting, or some averaging method. In case that most of the annotators are highly
competent and diligent in labeling all of the data, their labels will outnumber the other,
less adequate labelers. However, this may not be the case. Many times the labelers have
variable expertise for different classes, different parts of the input space, and also many
times annotators just give constant or random labels in an automated fashion, in order
to acquire more labeling fees in a smaller amount of time. This motivates the need for
more sophisticated statistical approaches.

In a general probabilistic approach, we are given a set of data points X;,7 = 1../V,
labels Y = y;; from annotators ¢t = 1..T', and possibly ground truth Z;,: = 1..N. Our
goal is to find a way to estimate ground truth from data points and annotations. Basic
probabilistic model is displayed on the Figure 2.2.

The joint probability for annotations (YY) and ground truth labels (Z) for input data
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(X)) can be expressed as:
p(Y,Z | X) = Hp zi | @) H (yir | @3, 2i) (2.9)

In a simplified version, employed by Raykar et al. [94], the annotator labels are just
noisy versions of ground truth labels, i.e. p(y; | ;,2) = p(y; | z;). However, to get a
more realistic model we need to incorporate the dependency on the input features. This
is because each annotator could have different modeling expertise for different data. For
example, we can express this with a Gaussian model [133]:

Wit | iy 2i) = N (Yie | 25, 01(23)) (2.10)

The variance o; here depends on the input features, and can be parameterized de-
pending on the output constraints. Furthermore, we can parameterize the dependency
between ground truth and the input, for example with a logistic regression in order to
get a classification model [133]:

plzi=1]z;) = (1 +exp(—a’z; — B))! (2.11)

The parameters of this kind of model can be estimated using the common maximum
likelihood approach, in case that the ground truth is known in training time. This means
that we search for parameters that maximize the probability of our data conditioned on
the assigned class.

2.4 Baseline Machine Learning Methods

In this section we shortly describe baseline machine learning methods well-known in the
literature, that we use and extend in our work. Knowledge of Section 2.4.1 is important
for Chapter 3. Familiarity with the Section 2.4.2 is important for Chapters 4, 6 and 7,
while Section 2.4.3 is important for Chapter 5.

2.4.1 Topic Modeling

In machine learning, data is very often organized as documents containing a series of
tokens. Most explored examples of this kind of data are audio and video recordings,
genetic sequences, and text documents. For instance, it has been determined that very
often news articles belong to a smaller set of latent topics such as Basketball, Tour
De France, Hollywood, FBI Investigation, etc [83]. On a higher level, topics could be
sports, culture, and finance. Words belong to different topics with different probability,
which is based on their appearance in documents belonging to corresponding topics.
In other words, topics group documents based on the words that are contained in these
documents. If topics have word distributions that are semantically interpretable, created
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model also has a semantic meaning. This means that we can describe these topics based
on the words that belong to them. The topic modeling approach to text modeling
problem and vocabulary can be translated to problems with other types of data, in
order to use the convenient features obtained with this method

Topic modeling methods are mostly constructed and described as generative methods
in literature. In essence, the topics are constructed in such a way that the training
documents can be generated with high probability using just the topics inferred from
the model. If our documents can be confidently described by a smaller set of topics, this
is convenient for document summarization, as well as feature extraction. It is important
to know that the topics do not need to be known in advance, they are inferred from the
set of documents and their contents.

Overall, topic modeling is a method to statistically explain a large set of documents
using a small set of clusters (topics), based on frequency of different words in these
documents. Typically, topic modeling methods are not sequence-aware, as they only
count the appearance of words without taking account of their position. This approach
has been often called bag-of-words.

One of the most adequate stochastic processes used for topic modeling is the Dirichlet
process, where the results of draws are probability distributions. Furthermore, using the
Dirichlet process is important in case that we need a model where only few latent topics
can describe a large set of documents. Although it is not the first method for modeling
structure of text documents, topic models were popularized with the development of
Latent Dirichlet Allocation (LDA) method [19]. In this method the topic structure is
sampled from a Dirichlet distribution as prior, which gives more flexibility in training
the generative model. Although there exist related methods of topic modeling [37], LDA
is the most used regarding document information retrieval because of its flexibility and
modular structure. This method has been further adapted for document classification
as well [93].

2.4.2 Neural Networks

Neural networks are popular machine learning constructs, designed with biological mo-
tivation from the structure of natural neural networks in the human brain [80]. From a
mathematical standpoint, a neural network is a composition of multiple layers of non-
linear input feature transformations. These transformations are parameterized and the
parameter values are determined based on input data during training using a gradient
descent procedure. In feedforward networks the transformation looks like the following;:

M
y = £ wya + w) (2.12)

where w; are parameters of the neural network (weights), and f is a nonlinear function
that adds complexity to the model. Nonlinearity enables neural networks to model more
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complex relationship between input features and final outputs.

Multiple layers can be connected by using the output of one layer as an input to the
next one. In case of classification this series typically ends with a sigmoid function (in
binary classification) or softmaz function (in multiclass classification). These functions
transform activation values of the last layer into vectors of values between 0 and 1. These
vectors indicate the classification labels. On the other hand, the outputs of the last layer
could also be set to have continuous value, which is adequate for regression models.

Apart from supervised learning for classification or regression, neural networks can
be used in unsupervised anomaly detection as well. In this case the architecture of the
neural network is different. The input and output layers have the same dimensionality,
while hidden layers have the same or smaller number of dimensions. This special kind of
networks, called autoencoders, are trained to replicate the input during training, while
compressing the data in the neural network parameters [51]. In case that the hidden
layers have a smaller number of parameters than the input layers, the output of the
hidden layers represent the compressed data representation. In the testing phase, we
measure the difference in the test inputs and the output of the neural network. This
difference is used to measure the ability of the network to replicate the test input. In case
that the network is not able to replicate the test input using its hidden representation,
the corresponding sample is treated as an anomaly. This way we can use autoencoders
for unsupervised anomaly detection.

Neural networks have been studied for decades and many architectures have been
proposed for modeling various types of data. The most common architecture type is
a feedforward neural network, where the connections between layers are only directed
towards the output layer. Some theoretical results show that even the 3-layer network
(with one nonlinear layer) can be a universal approximator for smooth functions [32].
However, in practice, it has been shown that increasing the number of layers further can
improve performance as it enables hierarchical feature extraction [15]. This paradigm
of using a high number of layers has been called deep learning and it brought many
improvements to classification accuracy according to recent publications, for example in
image processing [64] and text classification [57].

2.4.2.1 Convolutional Neural Networks

Many successful approaches in deep learning come from designing neural networks that
contain layers of specific structure, to accommodate the types of patterns expected to be
present in data. For instance, one of the very often used architectures are convolutional
neural networks, known for decades to be useful for image processing [67]. This type of
networks have been successfully used in processing various signals as data - images, audio,
video, as well as in text processing. As in typical feedforward networks, convolutional
networks contain multiple connected layers. However, convolutional networks mostly
consist of multiple layers of convolution and pooling. On the one hand, convolution
layer uses a function to extract features from data samples by moving a parameterized
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convolution filter in a predefined window [66]. In this case, discrete convolution with
filter K in two dimensions (u and v) can be defined with the following transformation
on input I [44]:

(K * I)T‘,S = Z Z Irfu,svau,v (213)

where the filter K is given as a matrix of predefined size.

The output of a convolutional layer consists of a series of feature maps, where each
map is a result of the aforementioned convolution. This kind of maps are computed in
each convolutional layer.

On the other hand, pooling layer takes the results of a convolutional layer as input
and extracts the most salient features using simple reduction functions, such as average
or maximum. This way the pooling layer effectively executes subsampling of results
from the feature maps. A sequence of convolutional and pooling layers alternates feature
extraction and dimension reduction. The parameters of these transformations are trained
using numerical optimization, by executing gradient descent on filter parameters based
on the difference between the expected and retrieved outputs. Gradient is computed
using backpropagation, i.e., by propagating the mentioned difference from the output
layer back to the hidden layers.

In image processing, the convolutional filter can be used to recognize features in the
image, which is very useful for object recognition or image classification. This way the
objects can be detected almost invariant from their position. Apart from processing
images, the convolutional networks have been found useful in other domains as well. In
text processing applications (e.g., sentence classification, search, recommendation) we
can extract information and detect high level features for short texts using the flexible
convolutional filters.

2.4.3 Support Vector Machine

Basic idea of Support Vector Machine [30] is that the optimal hyperplane for separation
of points into two classes can be obtained by optimizing for maximum margin between
the two groups. If the groups of training points for two different classes are linearly
separable, we can optimize the margin by setting the following optimization problem:

%min Jwl|? (2.14)
yi(ziw —b) =1 (2.15)

where y; are the class labels for training points (1 or -1), z; are input points and w
and b define the hyperplane position and orientation. This problem can be solved using
the method of Langrangian multipliers:
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! l
1
Lp:in||2_Zaiyz‘(xiw+b)+2ai, a; >0,Vie N (2.16)
i=1 i=1

An equivalent dual form can also be derived:

1
max L = Z =3 Z Q0 TT (2.17)
7 ,j
subject to

This form is especially convenient in case that the points are not linearly separable.
The reason for this is that it includes the scalar product of pairs of points, which we can
transform using a distance function of our choice. This function is called a kernel and
the most well-known form is the Gaussian Radial Basis Kernel Function (RBF):
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K (2;,2;) = exp (_ i — 2 ”2) (2.19)

2.5 Constraints in Machine Learning

Machine learning approaches to solving problems of anomaly detection have been suc-
cessful in the past. These approaches enable us to leverage a large amount of data
in order to construct a statistical model of normal and anomalous behavior. However,
leveraging such a vast amount of data can be difficult in case that constraints are present.
Some of the main constraints come from limited resources in data and computational
power.

Limitations in computational resources cause problems with scaling the machine learn-
ing systems to datasets that become larger as the availability of data is increased. This
can be solved either by investing in larger computational capabilities of the data process-
ing hardware or adapting the machine learning methods to an environment with resource
constraints. Since many times the application scenario requires resource-constrained en-
vironment (mobile devices, network routers, virtual machines), in these cases it is very
important to find a way for machine learning methods to work under the conditions of
limited memory, CPU and bandwidth.

Another possible problem is that the assumptions we have about the data, reflected
in the train model, can change in time. For example, in case of the data distribution
changes, the parameters of the model need to be updated, i.e. model needs to be
retrained to include those changes. Noise in the data can be increased, caused by
natural changes of the observed process, or attacker’s obfuscation or making deliberate
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misleading manipulation of the input dataset. In order to preserve the reliability of our
machine learning system, we need to detect these changes and adapt our model to these
conditions.

2.5.1 Adversarial Learning

Machine learning methods are constructed to handle random statistical noise. Most of
them use the idea of Gaussian noise in order to examine the ability of the methods
to capture the essential information. However, in their baseline version the standard
methods do not consider possible adversarial contamination of the input data.

While in case of a reliable data source, the Gaussian noise assumption has been proven
as good enough, there are scenarios where a malicious actor can contaminate the data
with a purpose of changing the results, thereby changing the noise distribution. These
adversarial attacks [53] can be divided into:

e Exploratory attacks, where the attacker manipulates the test data in order to
change the classification or regression result

e Causative attacks, where the attacker manipulates a small part of training data
and changes the functionality of the subsequently trained machine learning system.

Furthermore, in examining the vulnerability of machine learning systems we can con-
sider the following attacker knowledge:

e Perfect knowledge, where the attacker knows all the training data and the machine
learning system in detail

e Limited knowledge, where the attacker has some knowledge, such as the architec-
ture of the machine learning method used

e Zero knowledge, where the attacker has no knowledge

In many publications the assumption of perfect knowledge is used, although it is in
many cases unrealistic. However, in many cases we can get close to perfect knowledge,
for example if a standard classifier is used and if we have a good idea of the distribution
of training data. Furthermore, the principle of transferability can apply among machine
learning methods [85]. This means that adversarial modifications made on one machine
learning system in many cases are effective in another, previously unknown system.

Behavior of machine learning methods under data manipulation can provide clues
about what the system really learns and how vulnerable the learning mechanism is for
a particular system and in general when using a certain method.
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2.5.2 Budgeted Learning

Baseline machine learning methods do not contain the option to take account of budget
constraints for feature acquisition in training or test time. Furthermore, they do not
contain the possibility to control the size of the model, which has consequences on the
need for larger computational resources.

This is especially important in online learning, where it is important to find approaches
that limit the model complexity in order to maintain retraining speed. Online learning
methods on a budget limit the number of support vectors in support vector machines
to bind model growth. They are characterized based on their strategy to stay within
budget size limits. Model performance is highly affected by the selection strategy based
on which it is determined which support vector will be removed. Multiple previous works
suggest various strategies:

e stop updating after reaching the support vector budget ( [84])
e remove the oldest support vector ( [23])

e remove a random support vector ( [23])

e remove support vector that increases the loss the most( [31])

In addition, some of the algorithms also tune the weights of the support vectors to
give higher weight to the most recent data.

2.5.3 Communication-Efficient Learning

There are multiple variants of distributed learning where communication constraint is
present. For example, training with a large-scale dataset stored on multiple machines
can be distributed, with a communication between training machines and a parameter
server [71]. This incurs a need for a large bandwidth for communicating the results,
with possibly also frequent synchronization among worker machines, if the model is
sequential.

Another example is federated learning [75], where training is partially done in resource-
constrained clients, and the results are aggregated on a central server on the cloud. Here
the devices where the training is executed could have limited reliability, higher latency
and lower throughput.

2.6 Performance Measures

Measure of performance is a very important part of development of anomaly detection
methods. There are multiple values that need to be taken into account when evaluat-
ing anomaly detection systems. They are defined in terms of true positive (TP), true
negative (TN), false positive (FP) and false negative (FN) points [80]:
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1. Accuracy - proportion of accurately classified data points

TP +TN
Acc =2 (2.20)

all points

2. Precision - number of correctly detected positive examples, relative to all the ex-
amples considered positive

TP
TP+ FP

PR (2.21)

3. Recall - frequency of positive samples that were correctly labeled (true positive
rate)

TP
RC =T FN (2:22)
4. Fi-score - combination of precision and recall
2PR - RC
Fil=— 2.23
'~ PR+ RC (2.23)
5. Specificity (true negative rate)
TN
Sp=——-— 2.24
P=TN+FP (2.24)

6. Area under ROC Curve (AUC)

ROC (Receiver Operating Characteristic) curve is a plot of true positive rate (sen-
sitivity) against false positive rate at various values of threshold parameters, for
example threshold value between an anomaly and a "normal” point. This curve
shows how stable the system is in terms of performance. As a derived quantita-
tive performance measure we compute the area under ROC curve as a sum or an
integral.

While it is not necessary to measure all of these values to have a good idea of the
anomaly detection performance, more performance results give a better illustration of
the functionality for the anomaly detector.
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2.7 Summary

In this chapter we defined the basic terms needed to understand the rest of the thesis
text. First we described the anomaly detection problem and various approaches for
its solution. Next, we in particular presented machine learning as a very popular and
effective approach. We introduced specific concepts and baseline methods from ma-
chine learning that will be used throughout the thesis text. Furthermore, we stated the
constraints that can be imposed on machine learning systems. Finally, we described
the standard performance measures used to evaluate various machine learning systems,
including anomaly detection solutions.

In the next chapters we describe the scenarios where anomaly detection is applied in
constrained environments. Each chapter contains a description of a specific scenario and
our contribution to solving the anomaly detection problems. Furthermore, we explain
how our methods generalize to other similar scenarios as well.
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Chapter

Online Topic Models

This chapter contains the first scenario for anomaly detection with constraints. In
particular, we examine methods for malware variant detection and classification us-
ing behavioral traces consisting of system calls. We evaluate and improve the use of
statistical topic modeling to solve this problem, with taking into account the curse of
dimensionality of long execution sequences and an online learning setting.

Parts of this chapter are published in the paper of Kolosnjaji et al. [62] about adaptive
semantics-aware malware classification.

3.1 Related Work

This section contains the description of the research efforts that precede our work. These
efforts are mostly divided into research dedicated to (i) application of machine learning
methods in malware analysis and (ii) designing systems to support the malware analysis
process. Therefore we explain the evolution and current state of those two groups of
methods separately. Furthermore, we explain how the methodology used in our approach
takes into account the related papers and builds a new approach upon this work.

3.1.1 Machine Learning Methods for Malware Detection

Machine learning has been used in multiple research efforts as a malware detection and
classification method. Various features that characterize program behavior have been
used as input data for the machine learning-based procedures: system calls [126], reg-
istry accesses [50], and network packets [116]. These event sequences are analyzed using
unsupervised (e.g., clustering), semi-supervised, or supervised learning (classification)
methods. Static program code features have also been deployed for malware classifi-
cation [107]. The classification methods can be further divided into one-class anomaly
detection [50], binary classification [90], and multiclass learning [97]. One-class classi-
fication is used in case that we want to create a model for normal behavior (benign
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samples) and detect malware as a deviation from that model. In binary classification we
optimize the classification boundary between benign and malicious samples. Multiclass
classification methods are able to differentiate between different, previously known and
defined classes of malware instead of, or in addition to differentiating between benign
and malicious samples.

Researchers that perform malware detection usually maintain a sample set from dif-
ferent malware families with their static and behavioral patterns, and use them as a
baseline to properly classify the suspicious applications. For instance, in the case of
sequential data, automatic methods for extraction of relevant features can be used to
cope with the possibly noisy and high-dimensional data. An example of this is given by
recent application of statistical topic modeling approaches to the classification of system
call sequences [130]. This approach could be extended by taking system call arguments
as additional information and including memory allocation patterns and other traceable
operations [129]. Support vector machines with string kernels represent another novel
methodology, where a standard classification scheme is augmented to work robustly with
system call sequences of variable length [90]. However, most of these approaches only
consider malware detection, and do not focus on classifying malware samples into fami-
lies. Another example of sequential data is the network traffic. Towards this direction,
the network traffic produced by the analyzed samples can be classified by taking into
account the frequency and length of different types of packets or generating n-gram fea-
tures out of packet payloads. As a matter of fact, researchers have already proposed
various approaches to model the network data and design anomaly detection procedures
for network infrastructures with purpose of network security [41,69,112,135].

Previous works have considered many potential solutions for semantics-aware malware
classification and analysis, including topic modeling. However, they have not dealt with
the typical setting in malware analysis systems where a high number of samples is
acquired online and models must be updated to give an accurate result. Therefore their
methodology is only adequate in a scenario of offline malware analysis.

3.1.2 Big Data Malware Analysis Systems

Since security companies get overwhelmed with hundreds of thousands of malware sam-
ples on a daily basis, the problem of malware classification can be defined as a Big
Data problem. Recently, there have been many efforts to create Big Data platforms
for malware analysis. Examples of such systems are BinaryPig [48], Polonium [26],
BitShred [56], and WINE [38]. BinaryPig is a system for distributed processing of data
obtained by static malware analysis, leveraging the recent advances in tools for Big Data
domain. It uses Hadoop File System, MapReduce, and ElasticSearch as building blocks
for scalable processing of static analysis data. Polonium is another system for large-scale
mining of malware. It leverages graph mining approaches to build a reputation-based
system to identify malware among terabytes of anonymously submitted suspicious files.
BitShred, on the other hand, is an attempt to design and build a scalable malware
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Figure 3.1: Malware classification architecture.

Malware Zoo

analysis system. It focuses on increasing efficiency of similarity analysis with feature
hashing and uses similarity information for clustering. Finally, WINE is an approach
that leverages Big Data and creates a scalable reputation-based security intelligence
system, which also includes intrusion detection for network-based attacks.

These systems use machine learning-based technology and represent advances in scal-
ability of malware detection and feature extraction. However, they do not emphasize on
the development of statistical methods and do not consider semantic interpretability of
the statistical models. Machine learning models very often need tuning and the absence
of semantics can make such efforts extremely difficult for malware analysts. It is very
important for analysts to be able to interpret the model in order to focus their efforts
properly. In our approach, we do not only consider advanced topic modeling method-
ology for semantics-aware modeling, but we also take into account the scenario that a
high influx of malware induces changes in the dataset and requires adaptation of the
classification model. We automate this adaptation in order to maintain topic modeling
feature extraction, using the nonparametric modeling methodology. Furthermore, our
approach joins results of static and dynamic malware analysis and acknowledges the case
where labeled examples are scarce.

3.2 Methodology

We propose a classification scheme based on a topic modeling feature extractor. In
particular, we want to be able to discover semantic features of malware classes, maintain
an adaptive topic model, and maximize the utilization of a semi-labeled dataset from
heterogeneous data sources. To do so, we first emphasize on extracting semantic features
from high-dimensional and noisy data. Second, we optimize the classification mechanism
under the setting where low number of labeled samples is available. To this end, we join
results of static and dynamic malware analysis to unify these different views on properties
of malware samples. Finally, we design an architecture that is adaptive in the online
training setting. In summary, our malware classification architecture complies with the
scheme displayed on Figure 3.1.
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3.2.1 Data Acquisition

The malware samples were collected over multiple months from three primary sources:
Virus Share [98], Maltrieve [74], and private collections. We chose these sources to
provide a large and diverse volume of samples for evaluation.

Data acquisition is done using widely available tools for the static and dynamic mal-
ware analysis. On the one hand, static analysis provides us with features extracted from
the code of the malware samples. For this purpose, we use two sources aimed for static
analysis: PEInfo [29,128] and Yara [8]. We leverage PEInfo to extract entropy, size
of different PE sections, and the collection of imported libraries. Similarly, Yara pro-
vides us with a list of used function calls to the Windows kernel API and other custom
signatures extracted from the code.

On the other hand, dynamic analysis enables us to gather reliable behavioral data
without the need for deobfuscation. There exist various tools that enable tracing the
execution of malware and gather logs of execution sequences [46,68]. We select the
Cuckoo Sandbox, which provides a controlled environment for executing malware. Dur-
ing the execution of malware samples we record calls to the kernel API that we later use
to characterize malware activity. For each sample we obtain a sequence of API calls,
which is preprocessed by removing subsequences where one API call is repeated multiple
times in a row. We cut these subsequences by using only one kernel API call instance
as representative in the resulting sequence. In multiple samples we have noticed the
repetition of one API call; for example, when malware repeatedly tries to open a file.

In addition, we leverage VirusTotal [3] by extracting antivirus signatures from its web
service, for each malware sample we use. Users can upload MDb5 hashes of malware
executables to VirusTotal and retrieve results from multiple antivirus engines through
the VirusTotal API. These engines are signature-based and compare the submitted hash
to the data in their own database. By using the VirusTotal services we access malware
analysis results and signatures, out of which we are mostly interested in retrieving ground
truth labels for our classification. In a lack of other label sources, we use antivirus
signatures in label construction for training and testing our classification scheme. Since
antivirus programs use customized strategies for signature generation, we need to find a
way to extract one numerical training label per unique sample using the diverse antivirus
signatures. We use signature clustering to achieve this goal.

3.2.2 Signature Clustering

To get more confident training and testing labels, we perform a selection process that uses
a simplified version of signature clustering method introduced in VAMO [89]. Specif-
ically, we create signature vectors for every malware sample that contains signatures
given by different antivirus engines. We use boolean features to generate these vectors,
where each feature reveals presence or absence of a certain antivirus signature. Our
assumption is that the malware samples of the same family will have the same or sim-
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ilar boolean feature vector. Next, we use a variant of cosine distance as a measure of
difference among signature vectors for our clustering process. We cluster the samples
using DBSCAN [39], as we do not know their number in advance. Finally, we select ten
clusters with the highest number of members as classes for classification. This way we
cover most of our labeled dataset. Since the classes assigned to our malware resemble the
families defined by antivirus engines, we use the terms class and family interchangeably.

3.2.3 Feature Selection

Static analysis tools provide us with a high number of features. In detail, we retrieve
23,060 features from PEInfo and 3805 features from Yara extracted from the malware
binary files. Using a high number of features makes the classification problem ill-posed
and therefore we choose to utilize feature selection methods to obtain an optimal feature
set. This selection is based on the correlation of features and the ground truth class. We
use univariate feature selection approach and perform a y? test for all training samples.
This way we can extract the features that are most relevant to our classification problem
and reduce the computational effort needed for the training process. For our purpose we
achieve best results by selecting 10,000 features for PEInfo and 1000 features for Yara.

3.2.4 Topic Modeling Algorithms

To extract features from the kernel API call sequences we utilize the topic modeling
approach, which includes a well-developed set of methods already heavily used for au-
tomatic information retrieval from text and image data.

General Approach. As we already mentioned, topic modeling is a method based on
the fact that a collection of tokens (words) from documents can be grouped to a limited
set of topics. More specifically, we apply topic modeling to process data from dynamic
malware analysis, as we consider that a list of API calls can be divided into a smaller
number of latent activities. In our case, documents are malware execution logs and
words are elements of malware execution sequences—calls to the Windows Kernel API.
Additionally, topics are groups of these elements that constitute an elementary operation,
for instance, registry access and modification, file manipulation, process creation and
invocation.

This analogy justifies the attempt to adapt the topic modeling approach for the mal-
ware classification problem. The general topic modeling scheme can be represented with
the following formulas:

G ~ DP(a, H) (3.1)
0;| G~ G (3.2)
25| 0; ~ F(6)) (3.3)
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Figure 3.2: Graphical model for our Hierarchical Dirichlet Process.

where parameter G (a Dirichlet distribution) controls the topics and generates the pa-
rameter §;. Words (z;;) are generated based on this parameter. Dirichlet process is ac-
tually a distribution of distributions. The draws from Dirichlet processes are probability
distributions, which are inferred for the next parameter in the chain. This parameter
controls the word distribution for single topics. Topic modeling based on a Dirichlet
process enables us to define a generative model, where each document is a mixture of a
small number of topics. It is important to note that topics are not known in advance,
but are inferred by the topic modeling methods. This enables us to uncover previously
unknown semantics from the malware execution logs. Parameters are approximately
determined using variational inference and Markov Chain Monte Carlo methods [122],
as exact inference is not tractable. This also enables fast retraining in case of need
for online update of the model. Figure 3.2 contains a graphical model used for topic
inference, where the directed edges show the process of word generation.

Topic models can be essential for classification performance, as important latent struc-
ture is inferred and noise canceling is implicitly executed by extracting the important
topics. However, even more crucial is the possibility of semantic interpretation. Al-
though malware analysts are able to get a rich set of information from the dynamic
malware analysis tools, this information needs to be further analyzed and significant ex-
pert knowledge is required to extract the important information out of the logs retrieved
from these tools. Thus, it would be extremely useful to automate this procedure and to
extract relevant data about the malware activity. This would enable analysts to achieve
their goals faster and with statistically confident results. Therefore, we develop a more
efficient alternative to the cumbersome deterministic manual analysis procedure. Even
if the topics do not have an obvious semantic meaning, comparing the topic structure
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among different malware families can enhance the classification process and provide new
knowledge about the dataset in use.

Previous work demonstrated the utility of topic modeling for extracting semantics
out of kernel API call logs by using LDA, where topic parameters are drawn out of the
Dirichlet distribution [19]. Furthermore, this method was adapted from a bag-of-words
method to a new scheme that takes account of sequential data ordering [129].

In its standard form, LDA uses a bag-of-words assumption, which means that it does
not capture the sequential nature of the document: it only counts words independently.
The LDA method is characterized by the following word generation hierarchy:

6 ~ Dir(«) (3.4)
2, ~ Multinomial(6) (3.5)
w,, ~ Multinomial(z,, ) (3.6)

The parameter 6 is drawn from a Dirichlet distribution, hence the name Latent Dirich-
let Allocation. This parameter determines the process of drawing topic assignments to
different words (z,). In the next level of hierarchy, word is generated from a multino-
mial distribution, depending on the previously drawn topic. At the inference time we
compute the posterior distribution of the hidden variables (¢, z) given the document
contents and hyperparameters.

However, this approach is not scalable on large sets of malware and online learning,
and is sensitive to noisy sequences. It also requires a predefined number of topics, which
would need to be manually updated by the malware analyst as new data is acquired.
In case of an organization that maintains its own malware dataset and receives a high
amount of submissions on a daily basis, this kind of setting may not be satisfactory.

Hierarchical Dirichlet Processes (HDP). Given the limitations of LDA, we take a
different approach, using methods that bring the required improvement to online in-
cremental learning. More precisely, we utilize an adaptive method called Hierarchical
Dirichlet Process (HDP) [117]. In this method the topic distributions are also determined
by Dirichlet processes, yet there exist different processes for each document. These pro-
cesses, however, are not independent. They are drawn from a prior Dirichlet process,
which depends on parameters that control the growth of topics and their distribution as
the dataset grows in time:

Go ~ DP(OJ(), H) (37)
Gj ‘ GO ~ DP(Oéj, Go) (38)

where Dirichlet processes G; are conditioned by the prior Gj.
Overall, the general setting of the topic modeling remains the same: documents be-
long to multiple topics and words depend on topic distributions. HDP is an instance
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of nonparametric machine learning methods. As a difference from parametric methods,
like LDA, nonparametric methods are used when we want the parameter set to change
with the dataset. HDP introduces a more flexible approach, which is also more com-
putationally demanding. Actually, this is the case with all the nonparametric machine
learning methods. Nevertheless, there exist modifications that trade the accuracy of the
method for performance in an online setting [123]. We use these modifications to create
a scalable approach with respect to the computational demand. Our implementation
is based on extending the GenSim library [95], developed for the estimation of text
document similarity.

Semi-Supervised HDP  Semi-supervised learning is an approach where we utilize both
labeled and unlabeled data. We consider two approaches in semi-supervised learning for
our test case. One approach is to use unlabeled data for pretraining our topic models, and
continue further with supervised HDP. Another approach is to include the unlabeled data
into the iterative optimization procedure. In this case, our parameter update procedure
includes labeling the unlabeled documents, as well as changing the label assignments to
labeled documents. Since our proposed model is semi-supervised, where we don’t have
labels for all the documents, we use a downstream approach. This means that we create
a model where we generate labels after the topics are generated.

We denote y as our response variable, also named label or class, which is a distribution
over yi, ..., yo where C' denotes the number of classes. We implemented this distribution
according to [137] with the following softmax function:

i cap(t3)
p(y‘evu) = £ — (39)
Y S exp(pf 0;)

Equation 3.9 shows that the labels are dependent on two variables, u and 6;, u is a new
parameter introduced by [137] for the proposed supervised HDP model. The parameter
6; represents the cumulative topic count and can be approximated as follows:

o N
0; = N Z Z PjtGint (3.10)

n=1 t=1

In the following section we will describe how the latent variables and parameters of
the model are inferred from the observable data.

Inference As we already mentioned, our model is based on the supervised HDP estab-
lished by Zhang et al. [137] and this model is based on the online HDP with variational
inference introduced by Wang et al. [123]. Here we shortly describe the supervised
model, which is important for enabling classification. Given the described model above
it is necessary to compute or estimate all the latent variables in order to infer the latent
topics as well as the labels for the documents. There are multiple latent variables that
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need be to inferred: the word distribution of each topic ¢, the corpus-level sticks ', the
document-level sticks 7/, the indicator variable which maps document-level topics to the
corpus-level topics ¢, the indicator variable which maps document-level topics to words
z, and the softmax parameter p. The inference is done by following the standard mean
field variational steps [123]. We factorize the variables by making an assumption that
the above mentioned latent variables are independent and that they factorize as stated
below:

q(B, 7' e, z,¢0) = q(B)q(r")q(c)q(2)q(9) (3.11)

where according to [137] each factor is computed given certain variational parameters
as described below:

K
Q(ﬁ,) = Hq(ﬁllch)l/ﬁvﬂi‘)a (312)
k=1

g(7) = [T ] a(mselarje, asso), (3.13)

j=1t=1

q(c) = H H q(cjelpje), (3.14)
a(z) = ] T 1T aCnlGn). (3.15)
q(0) = ] [ a(erl o). (3.16)

In Equation 3.12 and 3.13 the variational parameters for the beta distribution are stated,
U1k, Vo (corpus-level) and ayji, agje (document-level). This means that they control the
stick-breaking on the corpus and document-level, thus they also govern the weights.
The two variational parameters for the multinomial distributions which represent the
per-document topic and per-topic word proportions are p;; and (j, and can be found in
Equation 3.14 and 3.15. pj is a multinomial parameter which determines the probabil-
ity to select corpus-level topic k for the j* document’s t"* topic. (j, is a multinomial
parameter as well and it governs the probability to select the #" topic for the j** docu-
ment’s n'" word. In the last Equation 3.16, )\ is the variational parameter for a Dirichlet
distribution. Furthermore, y is the softmax parameter that determines the proportions
of corpus-level topics for each class.

For the labeled data in our case we use the updates, defined by [137], for the following
parameters: p, ¢ and p. However, there is no closed form solution to compute p and
1, therefore we will use the partial derivative and use coordinate descent to update the
variables. For the sake of clarity, we review the partial derivatives for p and pu, and the
update for ¢ as well [137].
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Let

f:
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c N K T K
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where C'is the number of classes, N is the number of words, K is the maximal number
of corpus-level topics and 7' is the maximal number of document-level topics.
The partial derivative for the p update is given below [137]:

0L
Opjtk

n=1
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The partial derivative for the p update is given below [137]:
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(3.20)
¢ update is given below [137]:

1
e = (G (3.21)

Cjnt X exXp (Z p]tkE logp(wjn|¢k)] + E[log ﬂ—jt] + N

k=1

After taking the supervised updates into account we can now define our approach more
precisely. Our model combines the two methods: on the one hand the unsupervised
HDP [123] and on the other hand the supervised HDP [137]. We implemented and
explored two approaches for combining the two methods. In the first approach we
use the unsupervised HDP for pretraining the model and determining the corpus-level
parameters and continue afterwards with the supervised method. On the other hand,
we also attempt the second approach, to combine the semi-supervised and supervised

36



3.2 Methodology

Unlabeled data Labeled data

T
Data Labels
Y

Kernel API Calls Code Properties

Topic Modeling Stzuefei;a;:re
T

Features
l

v
’—{ Semi-supervised Learning J<—

T
New Clusters Results

v

Postprocessing ]

Figure 3.3: Semi-supervised learning scheme.

method in an alternating fashion, similar to expectation-maximization. This means
that we alternate between document-level updates and corpus-level updates. After each
corpus-level update we label the documents using the most probable class:

p(9;) = argmaz,eqr,.. cyp(y;10;, 1) (3.22)

This entire algorithm is repeated until the maximum number of epochs (training
iterations) is reached.

The updates for the unsupervised part can remain the same as they are already
implemented by [95] based on [123], while we implement the supervised algorithms.

Although this algorithm continuously updates both labeled and unlabeled documents,
we got better results with the pretraining approach. Therefore in further text we will
show results obtained with this method.

3.2.5 Semi-Supervised Malware Classification

Accurate malware classification is often difficult due to lack of confident label sources.
We can find proper signatures only for a small subset of malware samples, even by utiliz-
ing services such as VirusTotal. One approach to tackle this problem is to use strategies
from semi-supervised learning, where we influence the usual malware clustering proce-
dure with high-confidence labels. Figure 3.3 displays our semi-supervised classification
scheme. Our system unifies advantages of topic modeling and semi-supervised learn-
ing. To this end, data retrieved from static and dynamic analysis tools are run through
feature extraction and forwarded to the classification stage.
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To achieve an effective semi-supervised learning model, we take two separate ap-
proaches to classify the static and dynamic analysis results. For results retrieved from
static analysis we use label propagation. This method uses labeled data and density-
based clustering to propagate the given labels through the dataset. The propagation of
labels is conditioned by the similarity structure between data samples. In particular, we
use a regularized variant of label propagation, to take account of the possible noise in
labeling [139].

For dynamic analysis results we use another alternative. In a semi-supervised set-
ting we can use unlabeled data for initial pretraining of topic models before using the
actual labeled data or use a fully semi-supervised training approach. To discriminate
between classes of malware, we make use of a mazimum-a-posteriori (MAP) approach.
This approach is used in machine learning very often when estimating distributions and
parameters of a model. As a result, when classifying, we assign the class label to the
data that is inferred with a highest probability.

We create a topic model for every existing class, based on the available logs of API
calls. For each new log we evaluate the likelihood that its API call sequence would be
generated from each topic model (P(D = z | y = ¢;)). We also estimate independent
prior probability of a certain class (P(y = ¢;)) by simply calculating the share of certain
class in the labeled dataset. Using the MAP approach, we evaluate the conditional
probability of a certain sample belonging to the class i:

Ply=c¢|D=1z)= PD=zly=c)Ply=c) (3.23)
2P =z|y=c)Ply=cac)

After computing the conditional probabilities for all classes, we find the most probable
class by maximization:

CLASS(x) = argmax(P(y = ¢; | D = 1)) (3.24)

Malware sample is classified to the class to which it belongs with the highest probability.

Once the separate classification procedures finish for the outputs of available static and

dynamic malware analysis tools, we forward the classification results to the aggregation
and postprocessing stage.

3.2.6 Result Aggregation and Postprocessing

Our semi-supervised learning method returns probabilities of malware belonging to the
predefined classes. These probabilities are results of separate classification using our
three data sources (i.e., PEInfo, Yara, and Cuckoo). We combine these results to get a
reliable class probability estimation. In machine learning-based classification it is often
beneficial to combine multiple data sources and different classifiers to reduce model
overfitting and use advantages of different methods in one system [65]. This approach is
called ensemble learning. Multiple methods of various sophistication exist for combining
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different classifiers. We argue that, since we do not have a large set of classifiers, there
is no need for complicated ensemble learning approaches. In case of a larger number of
data sources, an approach such as mixture of experts can be used, however, we did not
notice any advantage of this approach in our case. For our experiments we use median
and average of probability values, and majority voting of class assignments resulting
from the three data sources. By aggregating the classification results, we get a more
robust classifier. In fact, we combine the advantages of the static and dynamic analysis,
to get a better classification performance. The combination of multiple views on data
makes our results more reliable.

During the online classification procedure our system can detect the appearance of a
new cluster. This can happen in one of the following cases: (i) new data has been put
in the learning algorithm that contains a previously unknown label, or (ii) there is a
new region of high local density that is detected during the execution of the learning
algorithm. With the postprocessing algorithm, it is determined if the new sample can
be confidently assigned to one of the existing classes, or a new class needs to be defined.
Introduction of new classes can be done automatically by tuning the machine learning
model, and in addition the new labels can be approved by a malware analyst. If we do
not expect the new classes to appear very often, we can assign this job to the analyst,
who can give a reliable estimation and help avoid possible mistakes in labeling. If indeed
a new cluster is confirmed, the algorithm must be retrained in order to include this new
fact into the machine learning model.

3.3 Evaluation

In this section we evaluate our approach. The extracted results prove advantages of
topic models, semi-supervised methods, and combining results of static and dynamic
malware analysis into a unified classification procedure.

For this purpose, we took ten recurring malware families from our labeled dataset
of 2000 malware samples, as they correspond to clusters that contain more than ten
members, covering more than 90% of our labeled dataset. The class titles were directly
extracted from VirusTotal, where we manually chose signatures from multiple antivirus
programs that were most prominent in our dataset. In addition to the labeled samples,
we had 15,000 samples that we used as unlabeled, as the results of VirusTotal did not
provide us with signatures for them. We then divided the dataset into training and test
sets using a variant of three-fold crossvalidation. More precisely, the dataset is divided
randomly in three parts, where two parts are used for training and the last part for
evaluation. This division and accuracy experiment were repeated ten times and we took
the average of the results. The distribution of samples in our dataset is mostly uniform,
except for one significantly bigger and three smaller families (see Figure 3.4). However,
we take this into account in crossvalidation when determining the training and test set,
as well as during the evaluation of our approach.
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Table 3.1: Accuracy evaluation of LDA for different number of topics.

Family LDA for a different number of topics HDP
1(%) 5(%) 10(%) 20(%) 40(%) 80(%)
Amonetize 0.0 0.0 10.0 100.0 100.0 100.0 100.0
Somoto 0.0 0.0 0.1 30.3 20.4 30.0 99.8
Kryptik 0.0 18.0 30.0 70.0 60.0 30.5 91.5
Multiplug 0.0 57.4 80.0 30.0 40.0 69.4 80.0
Bladabindi 0.0 1.7 5.7 4.0 7.0 10.3 93.0
Eldorado 0.0 0.0 0.0 0.0 0.0 0.0 54.4
Morstar 0.0 0.0 0.0 0.0 0.0 0.0 100.0
Preloader 0.0 0.0 7.5 71.0 50.0 60.0 100.0
SProtector  100.0 100.0 100.0 100.0 100.0 100.0 100.0
SoftPulse 0.0 4.2 4.1 6.7 5.0 6.9 86.2

3.3.1 Topic Models

Using the training set, we created a topic model for each class using HDP. We computed
the statistical likelihood of drawing each particular sample from the model. Based on this
likelihood we classified the samples using the already described MAP approach. Next,
we executed ten crossvalidation tests with a random division into training and test set
and averaged the obtained results. We also executed the equivalent tests for LDA with
different number of topics in order to compare our work with this approach. Table 3.1
displays the averaged results for different malware families. These results are obtained
using the supervised learning approach, however, the distribution is similar in the semi-
supervised case. The outcomes justify the use of Hierarchical Dirichlet Processes over
the Latent Dirichlet Allocation. More specifically, the classification accuracy is higher for
most classes in case of using HDP, and in the worst case the performance is equal. This
result along with the property that the HDP can automatically optimize the number of
topics, gives us an adaptive and accurate classification component.
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Table 3.2: Overview of main semantically relevant topics.

Registry manipulation Memory management File manipulation Process Handling
NtWriteFile VirtualAllocEx NtReadFile OpenProcess
RegOpenKeyExW VirtualQueryEx NtWriteFile ReadProcessMemory
RegCloseKey VirtualQuery NtDelayExecution WriteProcessMemory
RegEnumValueW VirtualFreeEx LdrGetProcedureAddress  CloseHandle
RegQueryValueExW VirtualFree NtSetInformationFile LocalAlloc
LdrGetProcedureAddress  LdrGetProcedureAddress  NtCreateFile LocalFree
RegOpenKeyExA NtQueryDirectoryFile

An interesting aspect of using LDA is that depending on the malware family we want
to detect, we should apply different number of topics. Although the overall results reveal
a significant advantage when using a higher number of topics on average, the correlation
is not clear for all the families we tested. An example of this is Multiplug which exhibits
better detection accuracy by selecting just ten topics, while Amonetize offers better
accuracy when selecting 20 or more topics. Unfortunately, we could not detect any
samples that belong to Eldorado and Morstar families using LDA. One possible reason
is that we did not find the optimal number of topics for these samples.

In our experiments we noticed that the topics that were results of our topic modeling
experiment often have an obvious semantic meaning. This makes our classification ap-
proach semantics-aware. Some examples of semantically meaningful topics are presented
in Table 3.2. It is worth to mention that some kernel API calls belong to different topics
simultaneously, which is a useful property of topic models, since activities represented
by topics can consist of overlapping sets of operations.

3.3.2 Static and Dynamic Analysis Combination

Table 3.3 illustrates a comparison of classification accuracy of our three data sources,
determined by executing crossvalidation with these sources separately, using a semi-
supervised procedure. More specifically, we combined on the one hand the Cuckoo
sandbox with HDP, and on the other hand Yara and PEInfo with label propagation. It
is evident from the results that even in cases with a small number of labeled samples we
can achieve a sufficient accuracy. Furthermore, we notice that each separate data source
is significant for the overall performance, as none of the data sources gives maximal
classification accuracy for all classes. The maximal accuracy is, however, achieved when
combining the three data sources. All the methods of combining results give a high
accuracy for most of the families, with slight advantage for median and majority voting.
These results justify our motivation for combining multiple data sources in order to get
a better performance.
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Table 3.3: Comparative accuracy test using results from static and dynamic malware analysis
data, separately and combined.
Family [Cuckoo + HDP](%) [Yara + LP](%) [PEInfo + LP](%) Average(%) Median(%) Majority(%)

Amonetize 100.0 99.6 100.0 100.0 100.0 100.0
Somoto 99.0 100.0 51.0 100.0 100.0 100.0
Kryptik 100.0 100.0 100.0 100.0 100.0 100.0
Multiplug 99.2 100.0 100.0 100.0 100.0 100.0
Bladabindi 93.2 96.6 100.0 96.6 96.6 99.0
Eldorado 56.6 80.2 83.0 84.9 86.8 81.0
Morstar 100.0 40.0 100.0 40.0 100.0 100.0
Preloader 100.0 100.0 100.0 100.0 100.0 100.0
SProtector 100.0 100.0 100.0 100.0 100.0 100.0
SoftPulse 86.1 88.8 0.0 88.8 88.8 77.8
Average 93.4 90.5 83.4 91.0 97.2 95.8

3.3.3 Comparing Supervised and Semi-Supervised Learning

We gathered results from semi-supervised and fully supervised learning. Table 3.4 shows
the comparison of results of both approaches, when taking median class probability from
all available data sources as classification criterion. The two colons for semi-supervised
learning represent two separate experiments that we executed in order to evaluate the
advantages and disadvantages of a partially labeled sample set.

The first experiment for supervised and semi-supervised methods is done using the
same set of labeled examples, with the difference that in the semi-supervised case two
thirds of the labeled data are used as unlabeled. We can notice that despite of using only
a small number of labeled examples, we can get an adequate performance in classification.
This performance is provided by our label propagation procedure, where we used the
local density around the labeled points to propagate the class affiliation through the
affinity matrix.

For the second experiment we used the samples for which we do not have antivirus
labels as unlabeled samples and attempt to improve the classification performance. This
approach shows that in most classes we can obtain a marginal improvement in the
classification performance, as the unlabeled data helps in inferring the high density
regions in the dataset.

Finally, we compared our classification performance with the results from related
papers. Our results on average represent a significant improvement with respect to the
related work in terms of average accuracy.

3.3.4 Open World vs. Closed World

We measured the performance of our closed world experiment compared to an open
world situation, where not all classes are known in advance. We did this by executing
the crossvalidation test, always leaving out one class from the training set. In the
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Table 3.4: Performance experiment with fully supervised and semi-supervised classification
models regarding the accuracy, precision, and recall.

Family Supervised (%) Semi-supervised (%)
1t Experiment 274 Experiment

ACC PR RC ACC PR RC ACC PR RC
Amonetize 100.0 100.0 100.0 100.0 88.3 100.0 100.0 98.4 100.0
Somoto 100.0 100.0 100.0 93.6 72.2 93.3 100.0 96.8 100.0
Kryptik 100.0 100.0 100.0 100.0 86.4 100.0 100.0 100.0 100.0
Multiplug 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
Bladabindi 99.4 98.1 96.0 83.5 95.4 82.9 96.6 95.8 96.6
Eldorado 75.6 26.3 86.0 31.4 98.1 31.6 86.8 98.9 86.8
Morstar 100.0 98.5 100.0 99.2 97.5 99.2 100.0 99.0 100.0
Preloader 100.0 100.0 100.0 57.1 100.0 55.4 100.0 100.0 100.0
SProtector 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
SoftPulse 64.4 75.4 87.0 49.5 51.1 50.8 88.9 86.5 88.9
Average 93.9 89.8 96.9 81.4 88.9 81.3 97.2 97.5 97.2

Rieck et al. [97] 88.0 - - - - - - - -
Dahl et al. [33]  90.5 - - - - - - - -

test phase, we classified the samples that belonged to one of the training classes with
probability higher than 50% into the appropriate training class. We put the samples
which did not belong to any classes with such a high probability into the “outlier” class.
Our hypothesis is that the “outlier” samples will be the ones belonging to the class that
is missing from the training set. This method was previously used by Rieck et al. [97],
where the drop in accuracy in the open world was around 20 %. Our experiments
showed that in our case, for most of the families, the performance dropped by 10 % or
less. However, our system could not reliably detect the family FEldorado in the open
setting, as the performance drop was over 40 %. This may be due to the comparatively
shorter system call sequences, which makes the discrimination against other classes more
difficult.

3.3.5 Time of Training

In our last experiment we wanted to measure the time of training of our approach.
Therefore, we executed experiments with various number of samples and measured the
time frame in which the training was complete. Figure 3.5 illustrates the distribution
of the time it takes to retrain the topic models on arrival of new data points. It is
noticeable that training time growth is linear, which is acceptable in online setting,
considering that usually computational complexity of topic models grows not only with
the number of documents, but also with the number of topics [19]. This is in part thanks
to the parallelization of document-level updates.
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Figure 3.5: Time of training.

3.3.6 Summary of Findings

The outcomes of our experiments reveal that our methodology is adaptive, as our topic
model can deal with varying number of topics and with this outperforms the standard
LDA approach. Additionally, we show the semantic awareness of our method by display-
ing topics retrieved from system call sequences. Furthermore, we justify our approach by
showing performance advantages of semi-supervised learning and joining static and dy-
namic analysis results in terms of classification precision and recall. Finally, we compare
the performance of our approach to previous works and show improvement in classi-
fication accuracy. Overall, our approach can assist analysts by offering them a more
accurate malware classification.

3.4 Limitations and Future Work

The experiments provide an insight into the performance of the methods used in our
classification system. Our classification accuracy experiment on topic models shows a
comparison of HDP and LDA, where HDP outperforms LDA in most classes. Never-
theless, it is also noticeable that the overall accuracy varies between different classes.
For most of the classes the accuracy is high, yet there exist outliers. An explanation
for this would be the overall limited reliability of the ground truth labels based on the
antivirus signatures and lack of possibility of explicit evaluation of label confidence. The
results could be more reliable if a more trustworthy source of labels was available. For
instance, it would be useful to initially perform unsupervised learning with unknown
number of clusters and in addition enhance the results with custom labeling using the
analyst domain knowledge. As a difference from work done by Xiao et al. [130], we use
the sequence of kernel APT calls as a bag-of-words (i.e., we ignore the information about
order between the calls). This gives flexibility to our model, however, it may reduce
accuracy. A further study is needed to experimentally compare these two approaches.
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Aside from the obtained accuracy of our classification, we are able to add another fea-
ture to our approach. This feature is the ability to extract semantics out of kernel API
logs using inferred topics of Hierarchical Dirichlet Processes. Although a minority of
the extracted topics has such an obvious semantic interpretation as in the presented
examples, it can be very useful for a malware analyst to have such an insight.

In our evaluation, we compared results of static and dynamic malware analysis. While
both static and dynamic analysis data were very useful for malware classification, the
combination of the two methods proves to be the best of both worlds. Unfortunately, we
had two data sources for static analysis data and only one source of dynamic analysis
results. Therefore, the utilization of more data sources that provide additional data
related to the program execution path, such as Drakvuf [68], would enhance the inference
capability of our method.

Finally, we evaluated precision and recall of our classification and compared it with
related work. Overall our system achieves a significant improvement over the previously
published work in terms of classification performance, while retaining semantic model
interpretation.

3.5 Summary

In this chapter, we presented an improved semi-supervised malware classification ap-
proach that joins the results from static and dynamic malware analysis to give an opti-
mal classification performance. It uses separate algorithms for classification of static and
dynamic analysis results: static analysis results are classified using a semi-supervised la-
bel propagation procedure, while the results from dynamic malware analysis are prepro-
cessed by statistical topic modeling, which uncovers the latent semantically interpretable
topics that capture the important properties of malware families. The method used for
topic modeling is flexible and offers automatic adjustment of the topic set in case of
online learning. Overall, our nonparametric approach creates an adaptive online system
for malware classification that outperforms previous approaches.
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Chapter

Robustness to Random and Adversarial Noise

While in the last chapter we argument using topic modeling for malware detection and
classification, in order to extract semantics-aware information, in case of instruction se-
quences we are dealing with a different type of data. Previous work [81] shows that
instruction sequences and byte sequences consist of small patches of data, whose ex-
istence helps differentiate malicious from benign binaries. Based on this result, there
is a tendency to use machine learning methods that can detect these structures, such
as neural networks. We examine closely this kind of approach in terms of performance
and robustness to noise, especially adversarial noise potentially inserted by an attacker,
trying to subvert the decision of the detector.

Parts of this chapter are published in the work of Kolosnjaji et al. about malware
classification [60] and its vulnerability [59].

4.1 Related Work

Analysis of binaries statically on a byte level has been used in the work of Nataraj et
al [81]. In this work they use image processing methods to extract features important
for malware classification, through detecting patches of bytes that are characteristic for
particular malware families. In essence, they convert malicious binary into an image in
order to use methods already developed for images processing. As neural networks have
been employed for image classification in recent years, there is a motivation to use them
for malware analysis as well. Albeit neural networks’ increasing popularity in machine
learning applications, as they have caused performance improvements in many areas,
these approaches have not been extensively used in malware analysis. Nevertheless,
there exist efforts trying to introduce neural networks to this application area. For
instance, feedforward networks have been recently utilized to analyze malware code [104],
while recurrent and convolutional networks have been employed for modeling system call
sequences in order to construct a “language model” for malware [63,87]. Furthermore,
in a publication of Raff et al. [92] the authors claim that it’s possible to detect malware
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by only using raw bytes as inputs and extracting features using a deep convolutional
network.

The aforementioned works contain interesting efforts to automate malware detection
and analysis using neural networks and show that this method has potential to help
in increasing the precision and recall. However, they do not analyze how robust these
methods are.

4.2 PE Files

In malware analysis and classification, it is important to know the PE format of binaries
to properly parse and interpret the malware samples. The PFE file format prescribes the
structure of the Windows executable files, including malware [91]. More precisely, this
format prescribes the organization of the PFE File Header, which contains metainforma-
tion about the executable files. For example, in the PE File Header we can find which
Dynamic Link Libraries (DLLs) are used by the considered executable and which func-
tions are imported. This can tell us more about the intended functionality of a binary.
In addition, we can see the timestamp from the compilation, names of different code
sections, their sizes on disk and in memory.

After the PE File Header we can find the actual program. This program is divided
into multiple sections, for example .text, .rdata, .data, and .rsrc section. The .text
section contains the executable code of the program. Using data from this section can
provide us a more in-depth insight on how a program operates. Next, the .rdata section
holds the import and export information, whereas the .data section stores the data that
is globally accessible throughout the executable. Finally, the .rsrc section contains the
resources required by the executable, such as images, strings, icons, and menus. This
can give us even more information about the purpose of the program.

It is possible to use the data from the aforementioned sections to characterize the
program and enrich this with the additional data. For instance, we can use tools like
objdump to retrieve a series of assembly language instructions, which could give us more
explainable features. Furthermore, in some cases, it is also possible that this code can
be further decompiled to get the source code in a higher level programming language.
Although this could simplify the analysis, it does come with its own limitations. For
instance, frequently there is a lack of information regarding all the compilation require-
ments of the binary and therefore an attempt to decompile the binary in a higher level
programming language can lead to a loss of valuable metainformation. In principle, using
raw binaries as input would enable us to use all the data. However, the results would
be less interpretable and could contain noise that hinders the training of a malware
detector.
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4.3 Methodology

Our methodology for malware detection consists of gathering and preprocessing appro-
priate input data, feature extraction, and classification using a neural network. Fur-
thermore, we show a method for evasion of malware detection based on these neural
networks.

4.3.1 Data Acquisition

We collected a set of malware samples over multiple months from three primary sources:
Virusshare, Maltrieve and private collections, similarly as in the previous chapter. How-
ever, for the work in this chapter we utilize different data acquisition tools: objdump [1]
to retrieve the opcodes and PEInfo [2] to extract information from the PE Header.

4.3.2 Preprocessing on the Instruction-Level

We extract features of PE files by preprocessing the fields of the PE Header and opcodes
from the code section. In order to use this data in the classification process, we need to
create numerical feature vectors out of the already existent structure.

PFE Metadata. The metadata contained in the PE Header offers some potentially
useful input. This data is often used in malware analysis, as it is easy to just extract
it from the beginning part of the binary. In this work we used the following metadata:
(¢) compile time stamp, (i7) address offsets to image resources (dialog boxes, menus
etc), and (#i7) size of image resources. In addition, for each code section we take (i) the
entropy, (i7) the virtual address, (7i7) the virtual size, and (iv) the size on disk. In total,
we extract 27 numerical features.

Our motivation for extracting these features is that the PE metadata may help the
neural network to detect suspicious aspects of a given PF file. For instance, if the virtual
size of the . text section is much larger than its raw size, then it is implied that the code is
packed (i.e., it has been modified using a runtime compression or encryption program).
Furthermore, the set of image resources may help the neural network to identify the
resources required by malware samples belonging to the same malware family.

PFE Import Features. Next, we look at the list of imported functions and their DLL
files. We can extract these lists from the PFE files using the PE Header. To vectorize
these lists, we encode the presence of unique functions along with their associated DLLs
using the one-hot encoding approach. In total, we counted 488 unique functions from
the PFE files in our collection.

Our motivation for extracting these features is that imported functions may help
the neural network to identify the purpose of a particular malware sample. For in-
stance, functions imported from kernel32.dll, such as OpenProcess, GetCurrentProcess,
and GetProcessHeap, imply that malware opens and manipulates processes. This DLL
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file provides functions for most of the Win32 APIs. Many GUI manipulation imported
functions, such as RegisterClassEz, SetWindowText, and ShowWindow, indicate that the
malware has a GUI and possibly imitates the appearance of a benign GUI application.
Functions imported from shell32.dll imply that the malware launches other programs.
Subsequently, the neural network classifies malware samples with a semantically similar
combination of imported functions to the same family.

Assembly Opcode Features. The last set of features is derived from the assembly
instructions of the PFE files. For each PF file, we first disassemble it to generate the
assembly instructions with opcode information. Second, we convert the generated se-
quence of opcodes into a matrix representation, where each row of the matrix is a vector
representation of one opcode in the sequence. To convert an opcode into a vector, we rep-
resent it by the one-hot encoding scheme. Our motivation for extracting these features
is that opcodes may help the neural network to capture the semantics of the instruction
usage patterns that a particular malware sample relies upon and thus exhibit the exact
behavior of the sample. Consequently, the neural network can learn the discriminative
instruction usage patterns among different benign and malware families.

Signature Clustering. We prepare the dataset for malware detection and classifica-
tion using the essentially same procedure as in the Chapter 3. We select 13 clusters with
the highest number of members as families for classification, since they cover most of
our dataset. This gives us a different set of clusters than in Chapter 3, since more sam-
ples gave us useful data than in case of dynamic analysis. Namely, many samples only
exhibit significant activity if they are ran in a specific operating system configuration.
Table 4.1 illustrates the most prominent antivirus signatures included in each of the 13
clusters that we use as classes in this chapter.

4.3.3 Neural Network Architectures

We introduce two neural network architectures, used for byte-level [92] and instruction-
level [60] feature extraction and further analysis.

4.3.3.1 Byte-Level Analysis

There are multiple papers describing use of raw byte data as input to a malware detector
or classifier. The latest approach is the work of Raff et al [92], where they use a network
with two parallel convolutional layers and a temporal max-pooling layer. We show a
sketch of this neural network on Figure 4.1 and give a short description.

Let us denote with X = {0,...,255} the set of possible integer values corresponding to
a byte. Then, the aforementioned network works as follows. The k bytes (xy,...,x) €
X" extracted from the input file are padded with zeros to form an input vector z of
d elements (if k < d, otherwise the first d bytes are only considered without padding).
This ensures that the input vector provided to the network has a fixed dimensionality
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Table 4.1: The most frequent malware signatures included in each of the 13 clusters.

Cluster Signatures
0 Neurevt, QQPass, Keylogger and IRCbot
1 Zapchast and Banload
2 Artemis and IRCbot
3 Neurevt, QQPass and IRChot
4 Dridex
) QQPass and Keylogger
6 Banload
7 Generic
8 Genbl
9 Keylogger
10 IRChot
11 QQPass and IRChot
12 Androm
Byte values (integers) 7 € RI<8 Convolutional
layer
. " ©
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Figure 4.1: Architecture of the MalConv deep network for malware binary detection [92].

regardless of the length of the input file. Each byte x; is then embedded as a vector
z; = ¢(x;) of 8 elements (through a fixed mapping ¢ learned by the network during
training). This amounts to encoding x as a matrix Z € R%®. This matrix is then
fed to two convolutional layers, respectively using Rectified Linear Unit (ReLU) and
sigmoidal activation functions, which are subsequently combined through gating [34].
This mechanism multiplies element-wise the matrices that are retrieved from the two
layers, to avoid the vanishing gradient problem caused by sigmoidal activation functions.
The obtained values are then fed to a temporal max pooling layer which performs a 1-
dimensional max pooling, followed by a fully-connected layer with ReLLU activations. To
avoid overfitting, Raff et al. [92] use DeCov regularization [27], which encourages a non-
redundant data representation by minimizing the cross-covariance of the fully-connected
layer outputs. The deep network eventually outputs the probability of x being malware,
denoted in the following with f(z). If f(x) > 0.5, the input file is thus classified as
malware (and as benign, otherwise).
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4 Robustness to Random and Adversarial Noise
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Figure 4.2: Overview of our neural network architecture.

4.3.3.2 Instruction-Level Analysis

We use a hybrid approach to design our neural network to get an adequate structure
for hierarchical feature extraction. Figure 4.2 illustrates an overview of our architecture.
Our intention is to use both malware opcode sequences and metadata from the PE
Header. While we transform the PFE metadata and PE Import features using feedforward
neurons, in parallel, we leverage convolutional network layers for the malware opcode
sequences.

As we mentioned, in order to construct our final neural network-based malware clas-
sifier, we combine the feedforward and convolutional neural network architectures along
with their corresponding features into a single network. The second hidden layer from
the feedforward neural network and the pooling layer from the convolutional neural net-
work are aggregated into one layer. Then, a fully-connected output layer, of 13 softmax
units is added to generate the final classification output. In the following paragraphs we
provide more details about the feedforward and convolutional layers.

Feedforward Layers. We use feedforward sublayers to process the data that does
not have the structure which would benefit from convolutional filters. For our inputs
we are able to extract 27 features from PFE metadata and 488 boolean features from
the PE Import list. This data is processed by two fully-connected hidden layers, where
each of the layers has 500 units, with a Parametric Rectifier Linear Unit (PReLU) [49]
activation function. Both of the hidden layers apply 20% dropout to the hidden units.
The weights of the hidden layers are initialized using Glorot’s scheme [43]. Finally, after
the last dropout layer, we use a fully connected output layer of 13 softmaz units to
generate the final classification output.
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Figure 4.3: Convolutional layers.

Convolutional Layers. For the assembly opcode sequences we use different type of
layers. As we want to capture the n-gram information from the instructions sequences,
we employ convolutional layers to make the neural network learn this kind of high level
features out of the input data. We intend to use convolution as a way of capturing
the semantics of the instruction usage patterns. Figure 4.3 reveals the structure of
convolutional layers. We expect that as a consequence of the good feature extraction,
our convolutional architecture in the neural network will help us to discriminate usage
patterns among benign and malware families. Indeed, the convolutional filter helps
to discover the higher-order local features that are invariant to small changes in data.
This means that our method can also help with small obfuscation done by the malware
authors. Although it is not a provably optimal tool against obfuscation, we expect that
this kind of architecture will help with modifications such as reordering of instructions
and adding an amount of unreachable code.

Since the rows of the input matrix represent discrete opcodes, it is reasonable for filters
to slide over full rows of the matrix, similar to the applications in Natural Language
Processing. Thus, we choose the width of the filters to be 118, which is equal to the
dimensionality of the opcode vectors. However, the height of the filters, which represents
the number of adjacent opcodes, varies among different variants of our model. We
mainly experimented with filter heights of 2, 3, 4 and 5, with 10 feature maps each.
The dimensions of the filters are chosen by examining Natural Language Processing
(NLP) application papers, where convolutional filters can detect specific patterns in the
assembly instructions that are quite similar to opcode n-grams. Finally, we choose the
height 3 as it gives best results in our experiments.

The convolutional layers are followed by a max-pooling subsampling layer with factor 2
in one dimension, which reduces the output dimensionality while keeping the significant
global information captured by the filters. If a specific opcode sequence pattern is
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4 Robustness to Random and Adversarial Noise

reallocated in the code, information regarding whether this pattern occurred in the code
will be kept, but information regarding its order in the code will be lost. Finally, we
use a fully-connected output layer of 13 softmax units to generate the final classification
output. Similar to the feedforward neural network design, PReLU was chosen as the
activation function, and Glorot’s scheme was selected to initialize the network weights.

The neural network is trained over shuffled mini-batches using backpropagation and
stochastic gradient descent with Nesterov momentum [82].

4.4 Adversarial Attacks

In this section we describe our attack on byte-level malware detection. Furthermore,
we describe some considerations about a possible attack on a neural network using the
instruction-level features.

4.4.1 Attack on the Architecture with Byte-Level Features

We discuss here how to manipulate a source malware binary z( into an adversarial mal-
ware binary x by appending a set of carefully-selected bytes after the end of file. As in
previous work on evasion of machine-learning algorithms [17], our attack aims to mini-
mize the confidence associated to the malicious class (i.e., it maximizes the probability
of the adversarial malware sample being classified as benign), under the constraint that
(max Dytes can be injected. Note that, to append ¢uq. bytes to xg, we have to ensure that
k4 ¢max < d, where k is the size of 2 (i.e., the number of informative bytes it contains)
without considering the padding zeros. This means that the maximum number of bytes
that can be injected by the attack is ¢ = min(k + gmax, d) — k.! The attack can then be
characterized as the following constrained optimization problem:

min  f(z), (4.1)

T

st. d(z,m) <gq (4.2)

where the distance function d(z, x¢) counts the number of padding bytes in zy that are
modified in x.

We solve this problem with a gradient-descent algorithm similar to that originally pro-
posed in [17], by optimizing the padding bytes one at a time. However, the structure of
data and the neural network architecture that we use for the attack imposes additional
constraints. Ideally, we would like to compute the gradient of the objective function f
with respect to the padding byte under optimization. However, the MalConv architec-
ture is not differentiable in an end-to-end manner, as the embedding layer is essentially
a lookup table that maps each input byte z; to an 8-dimensional vector z; = ¢(x;).
We denote the embedding matrix containing all bytes with M € R2?%*8  where the

INote that ¢ < 0 if k > d, meaning that in this case no byte can be manipulated by this attack.
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4.4 Adversarial Attacks

Figure 4.4: Representation of an exemplary two-dimensional byte embedding space, show-
ing the distance d; and the projection length s; of each byte m,; with respect
to the line g;(n). In this case, the padding byte z; will be modified by the
attack algorithm to m,, as d, = min;.;,~¢ d;, i.e., m, is the closest byte with a
projection on g;(n) aligned with n;.

row m; € R® represents the embedding of byte i, for ¢ = 0,...,255. To overcome the
non-differentiability issue of the embedding layer, we first compute the (negative) gra-
dient of f (as we aim to minimize its value) with respect to embedded representation
zj, denoted with w; = —V(z;) € R®. We then define a line g;(n) = z; + nn;, where
n; = wj/||w,||2 is the normalized (negative) gradient direction. This line is parallel to
w; and passes through z;. The parameter n characterizes its geometric locus, i.e., by
varying n € (—o00,00) one obtains all the points belonging to this line. Ideally, assum-
ing that the gradient remains constant, the point z; will be gradually shifted towards
the direction n; while minimizing f. We thus consider a good heuristic to replace the
padding byte z; with that corresponding to the embedded byte m; closest to the line g;,
provided that its projection on the line is aligned with n;, i.e., that s; = nJT(mZ —z;) > 0.
Recall that the distance of each embedded byte m; to the line g; can be computed as
d; = ||m; — (2; + s; - nj)||2. A conceptual representation of this discretization process
is shown in Fig. 4.4. This procedure is then repeated for each modifiable padding byte
(starting from a random initialization), and up to a maximum number of iterations 7T’
as described in Algorithm 1.

Although the padding bytes are generated by manipulating the input vector x, creating
the corresponding executable file without corrupting the malicious functionality of the
source file is quite easy, as also explained in the introductory sections and in [11]. It is
however worth mentioning that our attack is general, i.e., it can be used to manipulate
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4 Robustness to Random and Adversarial Noise

Algorithm 1 Adversarial Malware Binaries

Input: z, the input malware (with & informative bytes, and d — k padding bytes); q,
the maximum number of padding bytes that can be injected (such that k + ¢ < d);
T, the maximum number of attack iterations.
Output: z’: the adversarial malware example.
1: Set x = x.
2: Randomly set the first ¢ padding bytes in x.
3: Initialize the iteration counter ¢ = 0.
4: repeat

5: Increase the iteration counter ¢ <t + 1.

6: forp=1,...,qdo

7: Set 7 = p + k to index the padding bytes.
8: Compute the gradient w; = —V(z;).

9: Set n; = w;/||w;||2.

10: for : =0,...,255 do

11: Compute s; = n (m; — z;).

12: Compute d; = ||m; — (2 + s; - nj)||2-
13: Set x; to arg min,,, .o d;.

14: until f(z) <050rt>T
15: return z’

any byte within the input file. To this end, it suffices to identify which bytes can
be manipulated without affecting the file functionality, and optimize them (instead of
optimizing only the padding bytes).

4.4.2 Attack on the Architecture with Instruction-Level Features

We also consider an attack on the classifier based on the instruction sequences as inputs,
described in the previous section. Similarly to the byte-level attack, we can define the
attacker’s power as the ability to add arbitrary instructions at the end of the instruction
sequences. These instruction sequences do not endanger the existing functionality of the
binary. However, they may be adding some unnecessary execution sequence. Further-
more, there may be considerable additional effort necessary to recreate the binary after
these modifications.

We can define the gradient-based attack procedure similarly to the byte-level experi-
ment. However, since in the instruction-level experiment there is no embedding layer, we
imagine the attacker optimizing the attack by updating the instruction sequences using
direct gradient-based update with one additional step. This step determines the highest
value in the encoding vector for each instruction and sets it to 1, while all the other
values are set to zero. With this assignment we get an updated one-hot encoded vector.
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4.5 FEvaluation

The attack with this heuristics enables us to optimize the instruction sequences to in-
crease the softmax component for the benign class. We plan to conduct the evaluation
of this attack as future work.

4.5 Evaluation

In this section we show and comment on the performance of our neural networks and
the results of our attack approach.

4.5.1 Evaluation of Byte-Level Analysis

We practically reproduced the deep neural network proposed in [92], and performed the
evasion attacks according to the algorithm described in Sect. 4.4. In the following, we
first describe the employed setup, and then we discuss the results obtained by comparing
the efficiency of the proposed gradient-based method with trivial random byte addition.

Dataset. We employed a dataset composed of 9,195 malware samples, which were
retrieved from a number of sources including VirusShare, Citadel and APT1. Addition-
ally, to evaluate the performance of the network we employed 4,000 benign samples,
randomly retrieved and downloaded from popular search engines.

Network Performance. We evaluated the performance of the deep neural network
by splitting our dataset into a training and a test set, each of them containing 50% of
the samples of the initial dataset. To avoid results that could be biased by a specific
training-test division, we repeated this process three times and averaged the results.
Under this setting, we obtained an average precision of 92.83 + 5.56% and an average
recall of 84.68 + 11.71% (mean and standard deviation).

We performed our tests by modifying 200 randomly-chosen malicious test samples
with Algorithm 1 to generate the corresponding adversarial malware binaries. As for
Algorithm 1, we set the maximum number of attack iterations as T" = 20, and the
maximum number of injected bytes ¢ = 10,000. As a result, we chose all malware
samples that satisfied the condition k + ¢, < d, where k is the file size and d = 106.
The attack was performed by appending, at the end of each file, bytes that were chosen
according to two different strategies: a random attack injecting random byte values, and
our gradient-based attack strategy. To verify the efficacy of the attack, we measured for
each amount of added bytes the average evasion rate, i.e., the percentage of malicious
samples that managed to evade the network. Fig. 4.5 provides the attained results as the
number of bytes progressively increases, averaged on the three aforementioned training-
test splits. Notably, adding random bytes is not really effective to evade the network.
Conversely, our gradient-based attack allows evading MalConv in 60% of the cases when
10,000 padding bytes are modified, even if this amounts to manipulating less than 1%
of the input bytes.
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4 Robustness to Random and Adversarial Noise
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Figure 4.5: Evasion rate against number of injected bytes.

The success of our gradient-based approach relies on the fact that it guides the decision
of which bytes to add, thus creating an organized padding byte pattern specific to each
sample. To better clarify this concept, in Fig. 4.6 we consider a sample that successfully
evaded the network, and show the distribution of the 10,000 bytes added by the two
attacks. Note how, in the optimized case, only a small group of byte values is consistently
injected. This shows that the gradient guides the choice of specific byte values that are
repeatedly injected, identifying a clear padding byte pattern for evasion.

Byte distribution (random) 04 Byte distribution (gradient)
0.008 | '
0.006 031
0.004 1 0.2
0.002 1 0.1 A
0.000 . . 0.0 ‘ ‘ —L . ‘
100 200 0 100 200
Byte value Byte value

Figure 4.6: Distribution of the 10,000 padding byte values injected by the random (/eft)
and gradient-based (right) attacks into a randomly-picked malware sample.
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Table 4.2: Classification performance of the feedforward, convolutional, and hybrid neural
networks as well as the SVM for instruction sequences as inputs.

Model Precision Recall F1-score
FFNN 0.90 0.92 0.90
CNN 0.92 0.92 0.91
SVM 0.92 0.92 0.92
Hybrid NN 0.93 0.93 0.92

4.5.2 Evaluation of Instruction-Level Analysis

Next, we first discuss about our crossvalidation experiments for instruction-level analysis
and then present our classification results. Furthermore, we show how our approach is
robust against simple instruction reordering.

4.5.3 Crossvalidation Experiments

We conducted a set of crossvalidation experiments to assess how well each of the feedfor-
ward and convolutional neural networks individually perform, and then we evaluated the
performance of the hybrid neural network. We ran the experiments on a machine with a
CUDA graphical processing unit. In addition, we built and trained the neural network
models using the Tensorflow [6] library. Our final dataset after noise filtering contains
22,757 executables, with 22,694 malicious executables and 63 benign executables from
ZDNet’s download list of most popular programs [5] (“benign” class). One may notice
that we ended up with unbalanced datasets. However, since we use multiclass classifica-
tion, where we have one benign class and multiple classes of malicious executables, this
reduces the problem with balance among class sizes.

In detail, we conducted 3-fold crossvalidation experiments to estimate the results over
new data. In each experiment, we randomly split the dataset into three equally sized
partitions, where we trained against two partitions and tested against the remaining
one. This process was repeated for three times while a different partition is left out for
testing each time. Finally, we computed the average results of the three tests to obtain
a reliable measure of how well the proposed neural network architecture performs over
the entire dataset. We quantitatively assessed the performance of the neural network
architecture using three metrics: precision, recall, and F1-score.

To measure the performance gain brought by our combined deep neural network, we
trained a reference support vector machine (SVM) classifier using the PE metadata, PE
import, and assembly opcode features. In detail, we used the same set of PF metadata
and import bag-of words features. However, in the case of the assembly opcodes of
a PE file we used counts of 3-grams of opcode instructions to get a methodology for
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4 Robustness to Random and Adversarial Noise

comparison with convolutional neural networks.

4.5.4 Classification Results

We compared the averages of the classification performance of the fully feedforward,
convolutional, and our neural network as well as the support vector machine, as shown
in Table 4.2. Our hybrid neural network provides a performance improvement over the
feedforward and convolutional neural networks as well as the support vector machine.
The hybrid neural network achieves an Fl-score value of 0.92 as well as precision and
recall values of 0.93.

The experiments demonstrated that our approach accurately classifies malicious ex-
ecutables that behave similarly into the same family. Table 4.4 depicts the averages
of the classification performance for each of the classes of the hybrid neural network.
Table 4.3, on the other hand, shows the confusion matrix of the hybrid neural network,
which illustrates how malware samples of a particular family are correctly classified, or
misclassified into different families. In detail, Table 4.4 reveals that samples belonging to
classes 1, 4, 5, and 7 as well as the benign samples are approximately correctly classified.
In contrast, samples belonging to classes 0, 2, 10, and 11 are misclassified. Furthermore,
the confusion matrix of the deep neural network, shown on Table 4.3, indicates that
malware samples belonging to classes 0, 2, and 11 are particularly confused with class
3. The reason behind this is that these classes share common malware signatures, as
demonstrated in Table 4.1.

Next, we examined the activation values of the input neurons at the input layers
in order to determine which features have higher activation values after training. For
instance, Figure 4.7 presents the average activation values of the input features for
ten malware samples of class 1. It is interesting to see that the most active neurons
at the input layer are the assembly opcode features. This indicates that in our tests
the assembly opcode features make the most significant contribution to the malware
classification.

Furthermore, the high-dimensional activations of the neurons at the last hidden layer
were projected to a lower dimensional space for visualization and analysis. As shown
in Figure 4.8, the feature points for classes 1, 3, 4, 5, 8, 12, and 13 are well separated.
However, there is confusion among classes 6, 7, 9, and 10. To keep the distances between
activation values of different samples while reducing the vectors to 2D we used the T-
SNE [119] method for dimension reduction.

4.5.5 Robustness Against Instruction Reordering

Attackers often create malware variants by reordering the instructions to bypass signa-
ture detection. The instructions are reordered in such a way that preserves the inter-
instruction dependencies. Hence, in this experiment, we attempt to illustrate the robust-
ness of the neural network against instruction reordering. Given 150 test samples, we
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Figure 4.7: Visualizing the average activation values of the input features for ten malware
samples of class 1.

randomly shuffled their corresponding sequences of opcode and measured the neural net-
work performance. Our neural network was still able to accurately classify the malware
and benign samples with Fl-score values above 0.90 until 50% rate of shuffling. Addi-
tionally, we randomly increased or decreased the input frequencies of 3-gram opcodes to
the support vector machine for these 150 test samples and measured the support vector
machine performance. The support vector machine performance has dramatically de-
creased to an Fl-score of value 0.82. Figure 4.9 shows the small decrease in the F1-score
of the hybrid neural network while increasing the rate of instruction shuffling. In addi-
tion, it shows the significant decrease in the F1-score of the support vector machine while
increasing the rate of 3-grams’ distribution alteration. This shows that our methodology
contains a defense mechanism against the above mentioned obfuscation approaches.

4.5.6 Saliency Maps

In order to visualize and interpret the classification process of our neural network, we
use the methodology developed by Symonian et al. [110]. In particular, we use Taylor
expansion and compute first partial derivative of the classification results before putting
them through the softmax function. This gives us a detector of salient features that
contribute the most to attributing samples with a certain class. Out of a saliency map
we can draw conclusions about the reasons for classification results. For example, in
Figure 4.10 we can see that the chosen sample should be given a label 7, according to
most of the PEInfo features. Yet, there is a significant peak at the feature with number
34 that indicates that this sample also has some characteristics of the class 10 (i.e.,
IRCBot). This feature is the size of a certain PE RESOURCE field in the PE Header.
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Figure 4.8: Visualizing ten samples from each class with their corresponding activation val-
ues of the last hidden layer neurons.

4.6 Limitations and Future Work

Although we have, in principle, achieved our goal of leveraging convolutional networks to
improve malware classification, there are some limitations to our methodology. Regard-
ing the dataset, we only use results of static malware analysis. Although we show that
our convolutional layers are somewhat robust to code obfuscation, there still are ways
to obfuscate the code to an extent that our methodology will not work. For example,
the malware samples may be packed with a custom packer or contain code that gets de-
crypted in execution. In dynamic analysis, malware samples are executed in a protected
environment and traces of actual malware behavior can be extracted. Optimal method-
ology would be to use both static features and behavioral traces to gain knowledge from
both views. Since multiple views on malware provide different aspects of malware char-
acteristics, one machine learning method cannot be optimal for this heterogeneous data.
Previous work has shown a multiple kernel learning approach to unifying models based
on different aspects of malware characteristics [10].

The second limitation is that we use a closed world assumption, i.e., we do not consider
how appearance of malware from a family unknown to our system will affect the perfor-
mance. Finally, in our methodology we use convolutional filters to capture information
from opcode sequences. However, we do not create an explicitly sequential model. One
possible improvement would be to create such a model using fully recurrent networks.
This may be difficult because recurrent networks are hard to train efficiently. However,
future work can be directed to tackle this problem.

We also discuss here some limitations related to our adversarial attack analysis. First,
in comparison to [92], we employed a smaller dataset, and we considered an input file
size d of 10° rather than 2 - 10°. These are both factors that may facilitate evasion
of MalConv. Conversely, we found that appending bytes to the end of the file reduces
the effectiveness of the gradient-based approach. To better realize this, in Fig. 4.11 we

62



4.6 Limitations and Future Work

0.96 —e—Hybrid NN
0.94 -=— SVM

0 10 20 30 40 50 60 70
Rate of shuffling (%)

Figure 4.9: Demonstrating the decrease in the Fl-score for the hybrid neural network and
support vector machine while increasing the rate of instruction reordering.

12 1
0.9
10 - | "B o8
8 1l 0.7
2 | ||| &8 o6
o 6 | k405
o - 04
47 101 03
o L |Jr+ 02

-1 0.1

0 | | | | | L O

0 100 200 300 400 500
Features

Figure 4.10: Saliency map for a chosen sample and PEInfo features.

show that the average norm of the gradient w computed over all attack samples is much
higher for the first bytes in the file. This is reasonable, as files have different lengths, and
the probability of finding informative (non-padding) bytes for discriminating malware
and benign files decreases as we move away from the first bytes. From the attacker’s
perspective, this also means that modifying the first bytes may cause a much larger
decrease of f(x) and, consequently, a much higher probability of evasion. However, as
described in the introductory sections, modifying bytes within the file may be quite
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4 Robustness to Random and Adversarial Noise

complex, depending on the specific file and the content of its sections. This is definitely
an interesting avenue for future research in this area.

Mean gradient norm

100000 200000 300000 400000 500000 600000 700000 800000 900000 1000000

Byte index

Figure 4.11: Mean gradient norm (per byte) over all attack samples.

Furthermore, the adversarial attack that we describe in this chapter opens up new
issues. These results question the adequateness of byte-based analysis from an adver-
sarial perspective. In particular, the use of deep learning on raw byte sequences may
give rise to novel security vulnerabilities. Binary-based approaches are usually based on
the hypothesis that all sections have the same importance from the learning perspective.
However, such claim is challenged by the fact that there are typically strong semantic
differences between sections containing instructions (e.g., text) and those containing, for
example, debug information. Hence, performing manipulations directly on the targeted
files might be easier than expected.

In future work, we plan to particularly investigate this issue, by exploring fine-grained,
automatic changes to executables that may be more difficult to counter than the injection
of padding bytes at the end of file. We also plan to repeat the assessment of this paper
on a larger dataset, more representative of recent malware trends (as advocated by
Rossow et al. [101]). We anyway believe that our work highlights a severe vulnerability
of deep learning-based malware detectors trained on raw bytes, highlighting the need
for developing more robust and principled detection methods. Notably, recent research
on the interpretability of machine-learning algorithms may also offer interesting insights
towards this goal [36, 72].

4.7 Summary

In this work, we investigate neural network-based approaches for malware detection and
classification based on static malware features. At first, we construct a neural network
based on the work of Raff et al. [92] that works with raw byte values as input and
evaluate its work in an adversarial environment. We proposed a general gradient-based
approach that chooses which bytes should be modified in order to change the classifier
decision. We applied it by injecting a small number of optimized bytes at the end of a set
of malicious samples, and we used them to attack the MalConv network architecture,
attaining a maximum evasion rate of 60%. Second, we design and evaluate a neural
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network that uses metadata of PFE files, imported functions, and series of opcodes to
separate malicious executables from benign programs and classify malware into 13 pre-
defined classes. Furthermore, it differentiates benign executable files from the predefined
malicious classes. Its architecture that combines convolutional and feedforward layers
provides improvements in classification performance in comparison to baseline neural
networks and support vector machines. We also provide preliminary considerations on
robustness of this network, which we intend to investigate further in the future.
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4 Robustness to Random and Adversarial Noise

Table 4.3: The confusion matrix of the deep neural network.

o] 1 (2 3 4 5 | 6 7 8 |9 10|11 | 12 | Benign
0 26 0 |0]119] O 0 |0 0 0O 101070 0 0
1 0 (100]0] O 0 0 |0 0 0O 101070 0 0
2 0O 0 |0]267] O 0 |0 0 0O 101070 0 0
3 0O 0 |0]504] 0O 0 ]0 0 0O ]0]01]O0 0 0
4 OO0 ]0] 0 |157] 0 | O 0 0O 101010 0 0
5 O 0 ]0] O 0 |89 ]| 0 4 0 2,00 0 0
6 O 0 ]0] O 0 0 |70 ] 170 14 1 01{ 0|0 | 12 0
7 0 0 [0]200]| 25 2 | 1418572 | 245 |16 | 10 | 0 | 180 0
8 O 0 ]0] O 0 0 |0 0 4301 0 | 0 ] O 0 0
9 O, 0 0] O 4 2 2 20 0 98] 0] 0 4 0
10 0O, 0 (0] O 0 0 |0 112 19 | 5 (12| 0 0 0
11 0O 0 [0]129| O 65 | 0 0 1 0010 0 0
12 O 0 ]0] O 0 0 |0 66 0O 10| 0| 0145 0
Benign | 0 | O |0]| O 0 0 |0 4 0O 101010 0 29

Table 4.4: Classification performance of our neural network for instruction sequences, for
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each of the classes.

Class Precision Recall Fl-score
0 1.00 0.16 0.27
1 1.00 1.00 1.00
2 0.00 0.00 0.00
3 0.41 1.00 0.59
4 0.93 1.00 0.96
5 0.92 0.99 0.95
6 0.87 0.31 0.46
7 0.98 0.96 0.97
8 0.56 1.00 0.72
9 0.78 0.75 0.77
10 0.67 0.10 0.18
11 0.00 0.00 0.00
12 0.50 0.80 0.61
Benign 1.00 0.92 0.96
Average 0.93 0.93 0.92




Chapter

Low-Budget Authentication

While the Chapters 3 and 4 describe problems of dealing with maintaining anomaly
detectors in case of using large-scale machine learning for malware detection and analysis,
in this chapter we introduce the problem of resource constraints on small devices. In
particular, we consider online training of a resource-constrained model on a mobile
device. We use this model to improve behavior-based authentication using sensor data.

We leverage a well-known method: One-Class Support Vector Machine [106] and adapt
it to our scenario of learning on a budget. Parts of this chapter have been published
in the paper of Kolosnjaji et al. about budgeted learning for sensor-based user authen-
tication [61]. Our budgeted One-Class SVM approach also extends for other anomaly
detection scenarios, such as fault detection, in environments where we have constraints
on memory and processing.

5.1 Related Work

Anomaly detection methods often need to be designed for devices with constrained mem-
ory and processing power, for example mobile devices. This especially affects methods
where the number of parameters grows with data. One-Class Support Vector Machine
with a Gaussian Kernel is a very common example as a method of choice for anomaly
detection. One instance of resource-constrained anomaly detection problem is user au-
thentication for mobile devices. This section will put our work in context of published
related papers on behavior-based user authentication, focusing on mobile devices.

For instance, Gascon et al. [42] study classification of users by determining keystroke
dynamics based on sensor data only. They obtain promising results with a false accep-
tance rate (FAR) of only 1% for some users. However, they encounter that other users
show a barely characteristic behavior, making it difficult to model their user profile. On
the other hand, Buschek et al. [22] show improvements in classification accuracy based
on combining temporal and spatial features for keystroke dynamics. Their work focused
on password entries only, and it would be interesting to extend it on multiple types of
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inputs. Interestingly, the same paper contains evaluation of model performance obtained
within and across temporal varying sessions. Results prove that user behavior varies over
time, which confirms the need for a continuously updated model. Xu et al. [131] execute
a 21-day experiment in order to measure long-term performance of sensor-based feature
extraction. Furthermore, their study is not limited to one touch gesture, but includes
keystroke, swipe, handwriting and pinch gestures. They execute an experiment where
they modeled the user behavior based only on each user’s first day, and they observed
the change in performance when testing for the following days. Offline training of a
model can therefore be assumed to have limited reliability, as the behavior patterns can
change. Frank et al. [40] have investigated the swipe gestures as basis for classification of
users of mobile devices. They separate their setup in an enrollment phase to train their
model before utilizing it for classification in the continuous authentication phase. Velten
et al. [120] were able to correctly classify users with both FAR and false rejection rate
(FRR) lower than 1%, based on 14 swipes only. Swipe data had been gathered whenever
using the device’s browser. Their work has confirmed helpfulness of acceleration features
for classification. While their model setup relied on user data being sent to a remote
web server, our approach focuses on an authentication model working on the phone
only. Murmuria et al. [79] model user behavior similarly to previous approaches, with
an additional consideration for the application context. Similarly, in this chapter our
work will also evaluate influence of differing application contexts on swipe gestures. The
feature set of Murmuria et al. has been based on heterogeneous data: power modalities,
sensor and touch data.

Previous work has not considered the size of the parameter set when implementing
online training for mobile sensor-based authentication, and we attempt to optimize our
modeling strategy for this condition. This would enable an anomaly detection model
with a smaller memory footprint and faster updates in an online learning scenario, while
maintaining anomaly detection performance.

5.2 Methodology

In our methodology we consider the situation where we gather sensor data and train
our model incrementally using a valid user and then, in the test time, have both a valid
user and an attacker trying to use the device. Both the attacker and the valid user
leave a trace of their activity in the form of touchscreen interaction, accelerometer, and
rotation sensor values. The goal of our system is to detect the attacker’s behavior as a
significant deviation from the model based on the valid user, while letting the valid user
use the device without unnecessary interruption. Therefore, we consider our problem
as an example of unsupervised anomaly detection problems. Our anomaly detection
system is displayed on Figure 5.1.

This scheme consists of data collection, feature selection and an anomaly detection
model. Upon detecting an anomaly, we foresee the restrictive policy of locking the phone
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Figure 5.1: Scheme for low budget sensor-based authentication

and turning to other, more deterministic authentication methods.

5.2.1 Experiment Design

To gather user-specific data, we design a two-part experiment focusing on different typ-
ical activities on the smartphone.

Requested Tasks in Our Mobile App. We request users to perform a series of
tasks in order to gather data for training of our model. A potential future app, deliv-
ered directly from the smartphone vendor, could offer the option for users to initially
pretrain their smartphones with their behavior, if they wish to enable the continuous
authentication feature. Another possibility is for the user to perform the tasks presented
in our app under the hood. This means that the phone does not need to execute an
application, where it requests input from the user, but it can stealthily collect data and
train the models. The tasks that we use for collecting continuous authentication data
in our app are the following: Image Finding, Text Reading, Zooming, Message Compo-
sition, Entering a PIN and Phone Call. We design these tasks taking into account the
most often performed activities on a smartphone. Each task is repeated ten times per
participant, which lowers the impact of sudden change of behavior because of external
conditions (e.g., stress).
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Tasks with Built-in Apps. We execute the next series of tasks using the apps
provided by the mobile devices themselves. This makes the behavioral traces of users
more natural, as they regularly use this kind of apps and can perform the tasks more
smoothly. The tasks in this part were: Browsing, where a user needs to find answers to
three questions using Google and Wikipedia, and Taking a Selfie using the smartphone’s
camera.

5.2.2 Data Collection

We used the Samsung Galaxy S smartphones with Android 5.0 to execute the above
described experiments with 28 participants in order to capture the discriminative features
in user activity. The Android API delivers a sequence of motion events to the currently
active application each time a user touches the screen. The touch sequence is started
by a down event followed by a variable number of move events and an up event closing
the sequence. Each motion event has an event ID, followed by its timestamp and its x
and y center coordinate, as well as major and minor axis of the ellipse making up the
touch contact. Apart from the standard motion event data, for keyboard typing events
we can record the keycode of each key hit. For security reasons our version of Android
does not allow to capture keyboard input of the standard keyboard. For this purpose
we develop a keyboard that resembled the Samsung keyboard, and run it as an Android
service. Users are instructed to choose the custom keyboard when opening the app such
that no other keyboard would accidentally be used.

In addition to touch data, sensor data from built-in accelerometer and gyroscope (ro-
tation sensor) are harvested. Data are polled at a rate of five times a second. The
accelerometer measures acceleration in m/s? while the gyroscope measures rate of ro-
tation in rad/s along x, y and z axis of the phone. Gathering sensor data is done by
running an Android service, same as in case of the custom keyboard.

Android only allows capturing touch events from within a custom application. There-
fore, it is not possible to gather motion events from the Android API while using stan-
dard applications for the second part of the experiment. Nevertheless, it is possible
to directly read from the input device driver under /dev/input/eventX, where X is a
number identifying the input device.

5.2.3 Feature Engineering and Selection

Based on the ideas from related work, we capture a large range of spatio-temporal
features to determine which subset is the most useful. Initially there are 59 features
from swipe gestures and 51 features from keystrokes. The swipe feature set contains
data that characterize the trajectory of the swipe motion, the velocity of movement,
and size of the trace. On the other hand, the keystroke features contain the similar
velocity and stroke size patterns as well as keycode and offsets to the key center. Our
feature set is based on the works of Velten et al [120], Frank et al. [73], and Buschek
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et al. [22]. Out of this feature set we select most relevant ones based on the sequential
feature selection procedure of Ruckstiess et al. [102].

5.2.4 Budgeted Anomaly Detection

Our goal is to detect invalid users based on the gathered data. Therefore we leverage a
method of anomaly detection called One-Class Support Vector Machine (OC-SVM) [106].
OC-SVM is an anomaly detection method similar to the well-known Support Vector
Machine for classification. This method enables us to determine a region where most of
the data points lie, giving them the label +1. On the other hand, the rest of the points
are considered anomalies (labeled as -1). We optimize the margin between these two
regions of points in order to have the most accurate boundary. In the primal form this
method can be represented with the following formula:

1,1
- — g - 1

subject to:
(w(z;)) 2 p—&,& >0 (5.2)

The parameter w defines the position and orientation of the classification boundary,
while the value of ¢ is tuned to increase robustness to possible noise in the labeling
process. The value of N is the size of the sample set and the constant v is used for
tuning the percentage of outliers.

In order to easier define the budget saving strategy, we use a dual form of the decision
function:

(@) = gn(3 0k (@i,a) = p) (5.3

where the value of p is tuned to get the best detection performance on a certain data
distribution. The dual form enables us to use a kernelized version of the distance value
(K (x;,z)). This means that we can freely select the distance measure between points
(K). If we use a linear distance measure, we can only optimize a linear decision boundary.
Since our samples are not linearly separable, we use the Gaussian RBF kernel, in order
to have a more precise separation of points.

When using a dual form of One-Class SVM, we solve the following optimization prob-
lem:

mina% Z aak(z;, ;) (5.4)
2

subject to:

1
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This is a quadratic problem with linear constraints. Instead of solving this problem
with a usual quadratic programming procedure, for online learning we use gradient
descent, where the gradient looks like the following:

T 1

For each new point that arrives, we execute 100 gradient descent steps to update our
model, with learning rate A = 0.0001. After executing the model update, we execute the
maintenance to make sure that the parameter set does not increase beyond the budget
limits. There are multiple possible strategies for this maintenance. In the work of Wang
et al. [125] three strategies are defined: deletion, projection, and merging. After testing
all of them, we decided to use the deletion method, as it provides approximately the
same results as other methods, but with faster execution, which is very important in
online learning. In the deletion method, we simply remove smallest values of «; in order
to fit to the budget limit.

Since we have two broad feature sets (i.e. swipe gestures and keyboard writing), we
build two separate models using the previously described procedures. For each new
relevant event we first detect the type of event based on the values that we can read
from the sensors and then run the authentication process using the appropriate model.

5.3 Evaluation

We tested our procedure using the data gathered from our experiments, with a type of
crossvalidation. All the gathered data from querying touch screen, keyboard, acceler-
ation, and gyroscope sensors were turned into feature points and the order of actions
from the experiment was randomized. The randomized sets of points were divided into
training (70%) and test sets (30%). The results had been averaged over 5 runs to make
them more reliable. At first we do this test separately for swipe and keyboard gestures
in order to investigate the model behavior for the two sets of features. We test the
model performance in an unconstrained scenario, followed by tests with different budget
size limits. Afterwards, we execute a joint test to simulate the real-world behavior and
analyze the model performance for different test users.

5.3.1 Model Growth in an Unconstrained Scenario

First, we show a graph of the model growth suitable to our scenario of using One-Class
Support Vector Machine. Figure 5.2 shows that in an unconstrained scenario the model
grows almost linearly. While we can only show growth in the support vector set for the
limited sequence of training samples we used in crossvalidation, the model would keep
receiving a continuous stream of samples in reality, thereby growing unlimitedly. This
clearly shows demand for a limit on model size as we would otherwise gradually reserve
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Figure 5.2: Increase in the model size for increase in training samples presented to the model
for keyboard features.

more and more memory on users’ phones. Not only is this inconvenient in terms of
memory footprint, but it would also build up a very complex model, thereby increasing
computational cost, which might in turn yield a reduced operating speed. Besides, old
support vectors kept in the model may not be reflecting current user behavior. While
they unnecessarily reserve memory, they may also degrade performance of the model.

5.3.2 Budget Size

The next group of plots, displayed on Figure 5.3 shows the change of results for swipe
and keyboard features with the increase in the available support vector budget. On the
first plot the accuracy grows very fast with the number of available support vectors,
achieving 95% of the maximum accuracy with only a half of maximum support vectors
as a limitation. This shows that we can place a demanding limit on the size of the
model and still achieve high accuracy. Furthermore, the next plot shows fast decrease
in false acceptance rate with the number of available support vectors. This means that
even for a small budget we can get an authentication system where attacks will have
a high detection rate. On the other hand, false rejection rate is actually growing with
the number of available support vectors. This means that in terms of this particular
criteria, the performance does not improve with the available budgets. Possible reason
for that is that more complex model tends to have high bias towards the training set.
This means that more initial training data may be necessary for more robust models.

We also show similar results for the keyboard features. However, in the case of key-
board features the growth of accuracy is not as fast and we need around 150 vectors to
achieve the maximum performance, as a difference from the swipe features, where we
only need around 100. In terms of FAR and FRR, the test shows similar trends to the
results with swipe features.
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Figure 5.3: Results for different budget constraints with swipe and keyboard features

5.3.3 Confusion Matrix

The confusion matrix on Figure 5.4 contains the information on the mean accuracy when
using various pairs of training users and attackers. This figure shows that for the most
pairs we can achieve high accuracy in recognizing the attack. However, for some users
the performance is still problematic. In particular, for the users 8, 13, and 26 we cannot
properly differentiate the attackers, because the models are not discriminative enough.
By gathering more data this performance can be improved.
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Figure 5.4: Confusion Matrix.
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5.4 Summary

In this chapter we propose a budget-efficient model for continuous authentication on
mobile devices, using the data from touchscreen interaction as well as the values from
accelerometer and rotation sensor. We develop an online budgeted version of the well-
known OC-SVM algorithm and train it using gradient descent in an online manner. We
execute the training and testing experiment on a dataset from behavioral traces that we
gather from 28 subjects. This enables us to achieve performance highly comparable to
the results using unlimited models, while reducing the model size by more than 50%.

While we use the resource-constrained One-Class SVM on a particular scenario of
sensor-based authentication, it can also be used in any other anomaly detection scenario
where we need to maintain the model size.
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Chapter

Constrained Data Collection

Previous chapter considers resource-constrained environment on a mobile device and
maintaining the size of the nonparametric model. While this method solves the problem
of constraining the model itself, it does not consider resource constraints in the form of
acquisition of a large feature set. This problem can, in principle, be solved with standard
feature selection. However, in case of more structured data, such as event sequences,
the problem is more complex, as the features have different importance in the different
part of the structure. This problem is very prominent in malware detection based on
dynamic malware analysis, where we need to gather a large set of security-related event
sequences and use them for anomaly detection.

This chapter contains a solution to the problem of gathering actual sensor data, while
having a limited sensing budget. In particular, we consider the problem where data is
gathered as a sequence of events, and we want to minimize the number of events that
we track over time.

Parts of this chapter are published as concept in the position paper of Taubmann and
Kolosnjaji [114] about an architecture for resource-aware malware analysis. We show
more details about this concept including evaluation.

6.1 Related Work

In this section we describe the context of our paper by referring to previous works with
similar topics. There is a long track of research publications describing attempts to
use machine learning for malware detection and analysis. Many of them use behavioral
traces as input data, where the features are obtained by tracing various events caused
by malware execution such as system calls [126], registry accesses [50], and network
traffic [116]. Paradigms used as baseline machine learning methodology range from
topic modeling [62], kernel methods [9] to neural networks and deep learning [63,134].
In particular, deep neural networks have been used in multiple recent papers in order to
benefit from hierarchical feature extraction possibility. For example, Huang et al. [55]
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use up to four hidden layers of feedforward neural network and focus on evaluating
multi-task learning ideas. More recent papers [92,134] exacerbate the need to use deep
learning to obtain top performance in malware detection and classification for multiple
architectures, where the systems using this approach largely outperform shallow machine
learning systems and the existing antivirus programs.

Pascanu et al. [87] use recurrent networks for modeling system call sequences to con-
struct a language model for malware. They test Long Short-Term Memory and Gated
Recurrent Units and report very high classification performance. Further work [63,96]
also benefits from the use of recurrent networks for improving sequence modeling for
malware detection. Although they obtain a model with high performance, in this work
the authors do not consider the potential resource problems when obtaining execution
traces in a production environment.

We also base our work on papers from machine learning literature that deals with
the attention model for classification and feature acquisition. For instance, Contardo et
al. [28] create a cost-sensitive recurrent neural network for adaptive feature acquisition.
We use this approach and extend it for our anomaly detection purpose. Furthermore, we
take the approach of Shen and Lee [109] into account when designing the classification
variant of our recurrent network.

6.2 Methodology

In this section, we describe the methodology used in our paper, from data collection and
preprocessing to the machine learning model. Figure 6.1 depicts the high-level view of
our system’s architecture. More specifically, it consists of a virtualized system for data
collection and an ElasticSearch database, a feature extraction module, and a machine
learning model trained for the detection of malicious executables.

6.2.1 Data Collection

Our method is based on the data collected from virtual machine introspection on Linux
and Windows virtual machines. Because of different available infrastructure and malware
sample sets, we design and implement data collection processes for Linux and Windows
platforms separately. We use OpenNebula [78] to create a virtualization environment
where we can host the Linux virtual machines. More precisely, we create a host virtual
machine and afterwards a guest VM for every malware experiment. On the host Virtual
Machine we run the libvmtrace tool [115] for collecting system calls, their arguments,
and return values. This data comes from tracing the guest VMs that we create for each
malware sample. The collected traces are written into an ElasticSearch database. While
we also tested our approach on Linux malware, as we did not collect enough malware
samples for conclusive results, we only further describe and show evaluation for Windows
malware. To have a stealthy data collection mechanism and effective malware detection
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Figure 6.1: Scheme for our system architecture.

for Windows, we use Virtual Machine Introspection for tracing Windows malware as well.
We use Xen on Linux as host to create Windows 7 virtual machines. To trace the activity
on the virtual machines we use the DRAKVUF malware analysis system [68], which we
extend in order to have a document database, containing system calls for each malware
sample. For collecting ground truth benign data we trace benign Windows processes
running in the background. For Windows traces we use the following DRAKVUF' event
sets: syscall, poolmon, and filetracer. As syscall we consider a Windows system call,
whose name always starts with Nt. The poolmon option enables tracing of calls to
the ExAllocatePoolWithTag function, which is responsible for allocating objects in the
Windows kernel heap. Finally, the filetracer collects traces whenever the FILE OBJECT
is used, which gives overview of file accesses. Traces collected included side information:
process name, trap name (for system calls), and parameters passed. This enables us to
capture full information about the behavior of the executing application.
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6.2.2 Preprocessing

We use one-hot encoding to transform the data from the system call logs into sequential
feature matrices. Furthermore, system call arguments are included using concatenation.
In order to equalize the length of system call traces, we use simple zero padding. This
gives us tensors with three dimensions: dataset size, sequence length, and the encoding
dimension. We forward data in this form to a machine learning model created in Ten-
sorflow [6]. While it is common nowadays to use an embedding of high-dimensional data
to have a trained representation with lower dimensionality, we do not use this approach.
The reason for this is that the one-hot representation gives us the option to easily incor-
porate the resource-constraints into our model and track down which events contribute
more to the malware detection performance.

6.2.3 Machine Learning Model

Our model for anomaly detection is based on a recurrent neural network, which is a
standard method for sequence modeling [77]. The recurrent neural network is fed with
input in form of a sequence of feature vectors (z;). The input is forwarded to a recurrent
unit, which produces a state value for each timestep (h;). The state units comprise a
memory of the network which outputs the latent representation of the training sequences.
The value h; in each timestep depends on the input in the current timestep as well as
the recurrent unit state from the previous timestep:

hy = f(xt, hi—1, ‘9) (6-1)

where 6 incorporates the trainable parameters of our neural network. The parameters
of this network are also trained using gradient backpropagation. However, since the
backpropagation from the output to the input is done through multiple timesteps, the
gradient also needs to be propagated through these timesteps. This method is called
backpropagation through time and is a standard way to train recurrent neural networks.

Connecting multiple layers of the latent representation could in principle enable cap-
turing more complex relationship between data samples and features. However, as we
assume operation under resource constraints, we only use one such layer.

To detect an anomaly we need to collect information given by the states of our model
(hy) from all the timesteps ¢. Our unsupervised learning model is based on an autoen-
coder, where the dimensionality of input and output layer are the same, and the model
learns to compress the traces into a set of parameters in the hidden layers.

We improve the control over the propagation of error using the concept of Long
Short-Term Memory from Hochreiter and Schmidhuber [52]. Long Short-Term Memory
(LSTM) is a type of recurrent neural network where units contain additional param-
eterized gates that help to train the propagation of input features through the input
sequence. In case of the baseline neural network the gradient is propagated by mul-
tiplication operations, meaning that small values multiply through different timesteps,
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causing the gradient to vanish through time. On the other hand, the additive update
in LSTM does not contain this issue, which enables more effective learning for longer
sequences.

The convenience of this method is that LSTM cells can easily be added to replace the
common recurrent network units, without changing the overall neural network architec-
ture. Although this requires increase of the number of parameters, which can in turn
cause overfitting, we use regularization measures to counter this effect. Most important
such measure is Dropout [111], where we only probabilistically use particular units of
LSTM cells. In the evaluation section we show results using this kind of configuration.

In case of supervised learning we can produce an output in a form of probability (y) as
a result of the state values during execution (h;). For this we can use average-pooling or
max-pooling, where we compute the average or maximum of values of h; and convert it
to an appropriate value range using the softmax function. This simple strategy of using
recurrent neural network with maz-pooling was used successfully in the paper of Pascanu
et al. [87] for a malware classification task. Although, according to this work, this model
offers high performance, in our work we are more concerned with the overhead of tracing
all the events. Therefore, we extend this model with an attention mechanism in order
to limit the overhead and offer a cost-sensitive prediction. In developing this model we
build upon strategies mentioned in the position paper of Taubmann et al. [114], which
is in turn based on the work of Contardo et al. [28].

6.2.4 Attention Layer

The attention layer contains units that enable control of importance of features in se-
quence modeling. This has already been used in processing videos [121] and image
caption generation [132]. Standard feature selection methods, such as Lasso [47], al-
low for determination of features to use in the modeling along with the optimization
for accuracy w.r.t the ground truth data. However, these methods do not allow for
sequence-aware feature selection and control of event tracing.

In our use case, the reason for this additional layer is that we want to programatically
select the statistically significant events to be traced after neural network training. This
would enable us to execute large-scale analysis with acceptable resource demands. We
hypothesize that there is a reduced set of events that carry most of the discriminative
information for determining the anomaly score of a program under test. Furthermore,
we include a functionality where the trained model enables changing of the set of traced
events for each timestep.

The attention layer consists of attention vectors (ay), containing event weights de-
pending on the time step. Figure 6.2 displays the recurrent neural network scheme for
supervised learning including the attention vectors. The scheme shows a layered struc-
ture of the recurrent neural network, where apart from the standard set of input, hidden,
and output layers, we can find an attention layer with vectors a;. This layer is used for
determining the weights of events, thereby enabling cost-sensitive tracing.
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Figure 6.2: Neural network architecture with the attention model.

Similarly, in case of unsupervised learning we have an architecture with the attention
layer. However, the output layer (o;) should contain the reproduction of the inputs ().
This is displayed on Figure 6.3. In this case, the training process minimizes the squared
distance between the inputs and the outputs. We also introduce Gaussian noise to the
inputs in the training set in order to reduce overfitting.

In the attention layer, the updates are done sequentially. In particular, the current
attention vector depends on the attention vector (o;_1) and the state vector (hy_1) of
the neural network from the previous time step as well as from the current input (x):

ay = S(ht—hOét—l,iUt) (6'2)

The attention update function s defines how the attention vector is reassigned. We
use the following update equation, similar to standard neural network unit updates:

Oy = O-(Wht_l + V.T,'t + MCYt_l + b) (63)

where we train the weight matrices W,V and M, as well as the bias vector b. The
sigmoid function (o) is used to normalize the values in the attention vector. This means
that the weights of events are scaled between zero and one.

The update equation of «; shows that the weight of different events in a certain
timestep potentially depends on multiple previously known values. First, it depends
on the state of the network from the previous timestep, as the state vector propagates
information throughout the time of execution. Second, it depends on the input in the
current timestep, as the change in the current input affects the importance of current
measurements. Last, it depends on the weights of events in the previous timestep, as we
want to provide information about how important an event was in the previous time.
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Figure 6.3: Autoencoder architecture with the attention model.

Next, we want to force sparsity in this updated vector ay, taking special attention at
the values already close to zero. In order to bring the low values of a; to zero, we use
the following update:

ay = ReLU(ay — €) (6.4)

The function ReLU is called a rectifier linear unit and is linear for the inputs higher
than zero, while it results with zero for input of zero and negative input values. The
ReLU unit is very often used as an activation function in neural networks, especially
in case of using a large number of layers (deep learning). The value € is a preassigned
constant. Essentially, this function assigns zero to all values lower than e.

The resulting attention vector is used to filter the input in each timestep. The filtered
vector is the value g;:

gt = Ty (6.5)
Furthermore, we can keep the standard RNN update for our sequence modeling:
he = f(ge, hi—1,0) (6.6)

The function f employed in the last equation depends on the type of neural network
we are using.

In case of supervised learning, we use average-pooling and softmax function in order
to get the labels for our sequences:

Ot = U(faveTage(hl..T + b)) (67)

Otherwise, in case of unsupervised learning, we gather the outputs from the recurrent
layer:
or = g(h) (6.8)
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The attention vectors define the weights for the inputs. In order to save on the
tracing budget, it is in our best interest to reduce the weight vector components to zero
for as many events as possible. We can, in principle, achieve this by adding a sparsity
component into our loss function [28]:

loss = Z (ye — 90)* + A Z ( Z AptC) (6.9)

t=1..T i=1..N t=1..T

Our loss function consists of two parts, indicating the aim to balance performance
and resource budget. In the first part, it counts the difference between the produced
output y; and desired output 7;. In case of supervised learning, the produced output is
the value between zero and one, representing the probability of the program under test
being malicious or benign. The desired output is the binary label for this program used
for training. On the other hand, in case of unsupervised learning, the produced output
is the reproduced input given to the autoencoder, while the desired output is the entire
input trace.

The second part contains the expression for minimizing the necessary event budget,
represented with a;. We train our model to minimize the quadratic loss described in
the previous paragraph, as well as to minimize the overhead of acquiring input features.
The parameter \, which we call a sparsity constant, is used to control the tradeoff in
optimization, while the value ¢ enables tuning the weights in budget constraints between
different events. The sparsity is also controlled on the feature (event) level and not just
for particular sequence timesteps. This enables us to select events that are important
throughout the sequence model.

Since our set of malicious executables is much larger than the benign sample set, we
use random oversampling during training to counter the bias in the results.

The optimization of this loss function can be done using a gradient-based method,
such as simple gradient descent, or Adam [58]. Since the joint optimization is prone
to local optima, we also consider an alternative, to alternately optimize the two parts
of the loss function by a small number of gradient-descent steps. We actually achieve
better results using this method, while repurposing the sparsity constant to the learning
rate for the second part of the loss function.

6.3 Evaluation

In this section we show the performance of our methodology. Although we tested the
functionality of our framework on Linux and Windows data, due to a small number of
Linux malware samples we only show the quantitative evaluation for Windows. Our
main goal is to evaluate the performance of our malware detection system under var-
ious amount of budget constraint. We execute the evaluation in both unsupervised
and supervised anomaly detection scenarios. The evaluation is conducted using a 3-
fold crossvalidation, while solving the unbalanced dataset problem using oversampling.
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As our malware sample set is not as large as it could be in practice, our results are
preliminary. However, they show promising performance for our approach.

6.3.1 Experiment Setup

We use a collection of 1000 malware samples from Virusshare [98] to gather malicious
traces. In addition, we record typical benign activity by recording the behavior of
background processes in a Windows Virtual Machine. We repeat this activity tracing
multiple times to generate multiple benign samples for training purposes. We implement
neural networks using Tensorflow 1.11 and execute the code on the NVIDIA TitanX
GPU. The experiments are conducted using a 3-fold crossvalidation. We measure average
performance in our tests by computing the following values for each experiment instance:
accuracy, F'l-score, precision and recall.

6.3.2 Sensitivity to Sparsity Constant

In the next experiment we train the malware detection system with a varying value of
the sparsity constant (A), which controls the weight of the part in the loss function for
sparsity enforcement. The higher value of this constant means that we consider sparsity
more important, which results with a model that uses a lower number of events to obtain
the results. The results are displayed on Figure 6.4a (F1 score), Figure 6.4b (accuracy),
Figure 6.4c (precision) and Figure 6.4d (recall).

These figures show that multiple metrics are stable under different amount of weight
given to the sparsity component in the optimization. Especially for the autoencoder,
we see very stable results, even with a very high accent on sparsity in the optimization.
The most representative single performance measure is the F1 score. For the supervised
recurrent network there is a significant reduction in this value. Although we still maintain
the score of over 70% for high values of sparsity constant, for higher performance it is
still important to tune this value in order to achieve the best results.

6.3.3 Performance Under Constraint

In the next figures we show the actual performance of the system under the budget
constraints, using multiple standard metrics. Due to a different sparsity constraint,
we have a model with various budget usage in terms of the percentage of events with
non-zero weights (). The results are displayed on Figure 6.5a (F1 score), Figure 6.5b
(accuracy), Figure 6.5¢ (precision) and Figure 6.5d (recall).

The figures show that the results have mostly stable values, despite the fact that we
only use a small portion of the budget. We do not see a smooth performance reduction
trend, which could be expected for small changes in the budget. Similar to the previ-
ous test, the reduction of precision and subsequently F'1 score for supervised LSTM in
particular is high once we reach a high enough value of sparsity constant. This means
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Figure 6.4: Plot showing the change in results with the adjustment of tradeoff between
performance and model sparsity

that, according to these results, we have reached the lower limit of budget that gives
us an acceptable result. In the following, we show the relation of sparsity constant and
budget usage.

6.3.4 Budget Usage Optimization

The previous plots give us a hint that the change in the budget usage is not smooth and
that it would be interesting to see how the sparsity constant influences the percentage
of events used for training our model. Figure 6.6 displays the shape of this trend. More
precisely, it reveals that the budget usage can change very fast with the sparsity constant
and upon finding a minimal budget it remains constant. This happens around the value
of A = 2.0. The consequence of this is that the sparsity constant needs careful tuning in
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Figure 6.5: Plot showing the performance of our malware detection system for different
amount of resulting budget usage, for both unsupervised and supervised learning

order to achieve this minimal budget, where we find all events that can be ignored with
minimal effect on the malware detection performance.

6.3.5 Windows API Function Importance

In this subsection we show the importance of different functions in Windows API (mostly
system calls) that we compute using our framework. After training our detection sys-
tem, we can measure the value «y;, which contains the attention vector, showing the
importance for particular API functions in timestep ¢. One-hot encoding enables us to
directly get a scalar weight value per function.

In Table 6.1 we display the API calls that have the average value of «; over 50%, for
tests with A = 2.0. These are 13 most important API functions out of 201 functions that
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we trace. This table shows that the most important API functions are spread around
the most common activities which happen in malware, such as manipulating the reg-
istry, opening a network connection, opening new threads. However, these activities are

present in benign programs as well, therefore monitoring of arguments is also important
for interpretation.

Table 6.2 shows the Windows API Functions that are most often set to zero in our
tests. This means that these are the functions that are least important to trace, according
to our evaluation. This table also shows a list of API functions of variable functionality.
It is noticeable that out of ten least used functions, three are queries for information

from the operating system (NtQuery). This could indicate that this kind of queries are
not important for malware detection.

In the last table we show how the set of most important functions changes with the
amount of sparsity that we enforce. Table 6.3 contains 10 API functions with highest
average weights for different values of sparsity constant (A). This table reveals that, for
small sparsity constant, the list of most important system calls remains stable. However,
as the budget gets lower, this list starts changing, especially as A approaches the value
1.0. Afterwards, the list is different for each following increase of \. However there are

some functions that have a more stable place in the list, such as RegDeleteKeyA and
partially NtSetValueKey.
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Table 6.1: List of most API calls with highest average weight with their descriptions

Windows API Function  Mean attention value

LdrGetProcedureAddress 0.9004
InternetOpenW 0.6028
NtOpenFile 0.6016
NtAlpcDeleteSection View 0.6016
RegCreateKeyExW 0.6016
URLDownload ToFileW 0.6016
NtOpenThread Token 0.6016
RegDeleteKeyW 0.6016
InternetReadFile 0.6016
RegDeleteKey A 0.6016
NtContinue 0.6016
NtSetInformationProcess 0.6016
DeleteFileA 0.6016

6.4 Discussion

In this section we briefly discuss the impact of our methodology and research results.

6.4.1 Generality of Our Approach

In this paper, we use neural networks based on LSTM, for both supervised and unsuper-
vised learning, as they are the state-of-the-art in machine learning for sequential data.
However, our approach could also be adapted for other methods for sequence learning
such as Hidden Markov Models or methods using String Kernels. All these methods are
based on numerical encoding of events and use the event traces as a source of features.
By imposing sparsity on event traces, we do not make high changes on the particular
baseline machine learning model (in our case recurrent network), only on the feature
selection.

6.4.2 Possible Applications

We test our approach in a particular environment of malware detection in a cloud com-
puting system. However, we argue that the low-budget sequence learning is a problem
that appears in many other settings, for instance, the Internet of Things. Furthermore,
the approach can be used in various different crowdsourcing scenarios where budget for
data is limited.

89




6 Constrained Data Collection

Table 6.2: List of least used Windows API functions

Windows API Function Mean attention value
NtCancelWaitCompletionPacket 0.0040
NtQueryInformationToken 0.0040
NtAlpcConnectPortEx 0.0040
NtAlpcAcceptConnectPort 0.0040
NtUnmapViewOfSectionEx 0.0040
NtProtectVirtualMemory 0.0040
NtUnmapViewOfSection 0.0040
NtQuerySecurity AttributesToken 0.0040
StartServiceW 0.0040
NtQueryInformationProcess 0.0040

6.5 Limitation and Future Work

This work shows the potential of using budget-efficient neural network architectures to
address the constraint of feature acquisition in learning detectors of malicious behavior.
However, there are limitations to this approach. We plan to address these limitations in
our future work.

6.5.1 Dataset Improvements

Our dataset contains a diverse set of malicious traces. However we expect that more
reliable results would still be obtained with a larger set of malicious and, especially,
benign traces. Currently, the results are biased toward the data that we have collected,
which is most obvious in our benign dataset. This occurs because the experiments with
benign data are artificially designed. Measurements with a real-life production system
would be a very interesting extension for this paper.

Furthermore, due to hardware limitation, sequences longer than 250 system calls could
not be processed. Longer sequences were cropped and this might have a negative effect
on the results. On the other hand, shorter sequences were padded with zeros. Other
padding techniques could be explored.

6.5.2 Feature Acquisition Cost

We present a cost-aware recurrent neural network architecture. In our case the unit
feature-specific cost (unit cost for a single event) is uniform across all features. More
complex cost functions could be explored. For instance, monitoring network traffic could
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Table 6.3: List of most important Windows API functions for varying A

A=0.0001 A=0.01 A=0.1 A=1.0
CreateServiceW CreateServiceW NtTestAlert NtQueryValueKey
NtCreateloCompletion NtCreateloCompletion NtWaitForMultipleObjects NtSetInformationProcess
NtAlpcConnectPortEx NtAlpcConnectPortEx RegEnumKeyExA NtProtectVirtualMemory
NtQueryInformationToken NtQueryInformationToken RegSetValueExW NtCreateThreadEx
NtCancel WaitCompletionPacket NtCancelWaitCompletionPacket DeleteFileW RegCreateKeyExW
NtReleaseSemaphore NtReleaseSemaphore NtOpenMutant NtQueryVolumelnformationFile
NtSetValueKey NtSetValueKey CreateServiceW NtCreateMutant
NtCreateSemaphore NtCreateSemaphore NtQuerySystemInformation SetWindowsHookExA
NtOpenSemaphore NtOpenSemaphore NtCreateMutant RegEnumKeyExW
NtCreateMutant NtCreateMutant NtQueryInformationThread NtSetValueKey
A=2.0 A=3.0 A=4.0 A=5.0
LdrGetProcedureAddress OpenSCManagerW NtCancelTimer2 IsDebuggerPresent
InternetOpenW NtResumeThread StartServiceW CreateDirectory W
NtOpenFile NtSetValueKey ExitThread NtOpenFile
NtAlpcDeleteSectionView NtCreateSemaphore NtSetValueKey NtAlpcConnectPortEx
RegCreateKeyExW NtQuerySecurityObject RegDeleteValueA FindWindowExA
URLDownloadToFileW RegDeleteKeyA NtOpenThread TokenEx MoveFileWithProgressW
NtOpenThreadToken LdrGetDIlHandle InternetReadFile OpenSCManagerA
RegDeleteKey W WriteConsoleA InternetOpenW RegEnumValueW
InternetReadFile CreateThread NtCreateNamedPipeFile RegCloseKey
RegDeleteKeyA NtTerminateThread RegDeleteKeyA NtAlpcCreateSecurityContext

cost less than monitoring other system calls and there could be a variety in tracing cost
within system calls themselves. To determine a more complex cost function, we need to
measure repeatedly and characterize the cost for the traced events. This would enable
us to find a relative cost weight vector. Another interesting topic would be to include
online learning concepts in our methodology. This would enable us to update the model
while gathering data on a longer time scale.

6.5.3 Obfuscation

Although dynamic analysis partly solves the problem of code obfuscation, there exists
an issue of behavioral obfuscation as well. Malware authors can use mimicry, i.e. insert
sequences of system calls characteristic for benign programs into malware behavior in
order to circumvent the detector. Recurrent neural networks have been proven suscep-
tible to such attacks by Papernot et al. [86] who have shown a procedure for creating
adversarial examples for recurrent neural networks by introducing small changes that
cause misclassification. If the attacker is able to make an unlimited number of queries
to the system, this can enable a gradient-based attack that would gradually change the
output of the classification system until the desired result is retrieved. Even in case of
black-box attacks, where the attacker does not have any knowledge about the classifi-
cation methods used by the system, the attack transferability could enable successful
evasion [85].
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6.6 Summary

In this paper, we present a recurrent neural network model for anomaly detection that
is cost-aware and can perform well compared to a baseline recurrent neural network
with infinite budget. When the budget is too small, the performance of the network
degrades according to the metrics we used, as fewer features are taken into consideration.
Nonetheless, in our tests with datasets from Virtual Machine Introspection consisting
of examples of malicious and benign behavior, the performance with our resource-aware
architecture can be almost as good as the recurrent neural network with no resource
limitations. Our work motivates the budget-efficient approach, since tracing all possible
system events is too cumbersome for virtual machine introspection.

The use of our approach is not limited to the use case of virtual machine tracing, but
can be used in other scenarios where resource availability is limited. For example, in
wireless sensor networks or various Internet of Things scenarios, the tradeoff between
performance and sensor usage is an important goal that needs to be optimized.
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Chapter

Communication-Efficient Learning

In the previous chapters we considered the resource constraints in data collection and
modeling. Especially, the Chapter 6 considers data acquisition as a possible bottleneck
for machine learning model functionality. We also look further in this direction and
consider the problem of gathering labels from external entities. The goal of this chapter is
to describe our method of achieving optimal classification accuracy for minimal expenses
in terms of needed labeling budget.

7.1 Related Work

There are multiple papers that deal with estimating the expertise of labelers when using
wisdom of crowds. For example, Welinder et al. [127] determine groups of annotators
with similar expertise, and find particular phenomena such as ”schools of thought” and
specialist experts in certain types of image labeling tasks. Tian and Zhu [118] investigate
the annotator behavior in executing more complex labeling tasks, such as answering if
an image is beautiful or if it contains a car. Zhang et al. [138] propose a method to fil-
ter out novice labelers. However, their method is specific to Gaussian Mixture Models.
Rodrigues et al. [100] determine a similar procedure specific to Gaussian Processes. Bi
et al. [16] argue that the factors that determine the annotators’ labeling performance,
apart from the expertise, can also be the worker’s dedication to the task, his/her default
labeling judgment and sample difficulty. However, they do not go further in determining
the optimal subset of annotators. On the other hand, Li and Liu [70] propose a combi-
natorial procedure to find this optimal subset. However, such combinatorial procedures
are very resource-intensive, especially for a large initial set of annotators.

On the other hand, there are are also multiple more theoretical frameworks. For ex-
ample, Wang et al. [124] propose a selection of sensors based on Directed Acyclic Graphs
(DAGs) in resource-constrained scenarios. However, they do not deal with annotating
data, so their ideas do not completely fit to our problem. We investigate the possibility
of designing a procedure for selection of a small number of highly competent annotators
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Figure 7.1: Label aggregation scheme

whose combined expertise enables acceptable performance in anomaly detection. This
way we save on communication cost when retrieving label information, while minimizing
the impact on performance due to a limited communication budget.

7.2 Methodology

Our methodology is based on the scenario drawn on the Figure 7.1. This scheme shows
a common situation when a server acquires labels from multiple annotators.

In training time, server forwards the training inputs to all the annotators in order to
retrieve labels. Using the data labeled by a large set of annotators, the server trains
a machine learning model that jointly learns the expertise of all the annotators while
minimizing the quadratic loss with respect to the ground truth. We assume that during
the training the server has ground truth available and uses it to adapt the weights of the
annotators. Moreover, we assume unlimited communication budget during the training
time.

We design a method that would enable us to manage the tradeoff between model
accuracy and communication effort that would be needed in the test time. Furthermore,
we impose a requirement that our methodology needs to be simple and compatible with a
wide range of machine learning methods. Based on these requirements, our optimization
model has a loss function consisting of three parts:

1. minimizing the loss with respect to the ground truth labels on the training set
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2. minimizing the loss with respect to the annotations

3. making the annotator weight vector sparse (selecting a small subset of annotators)

7.2.1 Simple Model

In a simpler instance of our model we consider annotator expertise in a form of weights.
We introduce a vector of weights that determines the importance that we assign to
particular annotators. Furthermore, we design an optimization approach that includes
sparsification of this weight vector, i.e. we optimize a model that includes annotations
from a reduced number of annotators.

The loss function for cross-entropy loss on ground truth, used in all our experiments,
looks like the following:

1 N M M
L{w,v) = -+ D (10 Y vt + (1= ) log(1 = >~ vigmi))+
n=1 =1 =1 (71>

N M
+¢ZZ(ZJM—ZM)2+)\ | v ]

n=1 i=1

subject to:
M
d =1 (7.2)
i=1

where ¢, are ground truth labels for all training samples, ¥,; are labels retrieved by
querying current annotator models, z,; are training labels from annotators, v; is a nor-
malized vector of weights for all the annotators. The final loss function consists of a
crossentropy calculation for the empirical loss with respect to the ground truth, the
quadratic loss with respect to the annotations weighted by a parameter ¢ and the L;-
norm of the parameter vector v weighted by another parameter .

We want to use L; regularization to minimize the annotator weight vector, as this
minimization enables fast setting of unimportant annotator weight vectors to zero. This
is similar to the Lasso feature selection, except that we select annotators instead of
features.

The gradient is defined with the following equations:

oL 1 & 1 Oy 1 OYn
— = —— n oF — (1 -y, U; +
dw; N;(y S Wil Ow; S )1—2?11 Jﬁwj)
. N (7.3)
0D 2t — i)y )
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ay" depends on the concrete method used to model the

The expression for the gradient 3
annotators.

The gradient-based procedure enables us to gradually optimize the models of the
annotators’ decision process, as well as to exclude the annotators that do not have an
important positive influence on the overall model accuracy. During this procedure the
server needs to communicate with all the annotators, which causes the starting overhead.
However, afterwards in test time there is only a need to communicate with the annotators
selected by the model.

For logistic regression we directly define the cost for the errors with respect to ground
truth as crossentropy. However, with minimal changes our framework can also be usable
with other machine learning methods. For example, we tested our methodology with
neural networks as well. These methods only need to be compatible to our gradient-
based optimization procedure.

In order to use gradient descent as a convex optimization method with the L, norm, we
use iterative soft-thresholding [21], a type of generalized gradient descent optimization
when updating the value of v. The update that we derived is the following:

oL
v=_9\(v— ts%, A) (7.5)
where
k—X ifk> A\
Sk, AN) =< E+ X ifk< =) (7.6)
0 otherwise

Furthermore, we normalize the values in the vector v in order to retrieve the proper
values of annotator weights:

(Y

Zij\il Ui

In case of multiclass classification, we would define the loss function in a slightly
different way, to accommodate with the fact that we need a label vector instead of
scalar value:

(7.7)

v =

1 N M N M
L(wa ’U) = _N Z Z(gnk 1ngviym’k) + ¢ Z Z ym zm + A | v |7 (78)

K
n=1 k=1 i=1 n=1 i=1

subject to

d =1 (7.9)
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This time, ¢ is a matrix and y is a three-dimensional tensor. The optimization is
done in a similar way, using projected gradient descent. We minimize the cross-entropy
w.r.t the ground truth, as well as the squared difference of ground truth and annotator
decision, while keeping the annotator vector sparse.

7.2.2 Full Expertise Model

The simple expertise model enables us to select the most reliable annotators for our data.
However, assuming that the annotators do not have the same amount of expertise for
various parts of the feature space, we could benefit from a more fine-grained annotator
selection. Therefore we also design a full expertise model, where annotators are selected
for each classification query. In this case, we have a different loss function:

1 N M M
L( = _N Z yn log Z UniYni + (1 - yn log Z Unzynz
" = = (7.10)
¢ZZym Zni) +Zklvn!
n=1 i=1

We can also optimize this loss function with a similar gradlent descent procedure.
Here we have a matrix instead of a vector v, where each row in the matrix needs to sum
to one and we need to make them sparse. During the training, for each training point
we maintain a multinomial logistic regression model, based on the annotator weights
for different data points. This model will then be used to determine annotator weights
in the validation and test phase. Furthermore, we can benefit from the simple model
as an initialization procedure for our full expertise parameters. In the next section we
compare the results from the simple and full expertise models.

Both the simple and the full expertise model can also be constructed using learning
methods other than logistic regression, for example with neural networks or Gaussian
processes. The only condition is that it needs to be fit to the described joint optimization
scheme.

7.3 Evaluation

In this section we describe the evaluation results obtained with our methodology. We
show results for a dataset from Amazon Mechanical Turk, as well as some first results
for malware detection.

7.3.1 Amazon Mechanical Turk

We obtained a real-life labeler set from the authors of a related paper about learning to
predict from crowdsourced data by Bi et al. [16]. This dataset consists of results from an
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experiment with 21 workers at the Amazon Mechanical Turk. These workers executed
10 tasks, all of the tasks being binary classification of images. Since each worker has
different expertise, the challenge is to determine the subset of highly competent workers
and combine their abilities for a superior classification system.

7.3.1.1 Optimization process

At first, we look at how the value of the loss function changes while the optimization
is running. We plot the loss against the number of iterations, which shows the steep
decline of the loss value. This shows that using our gradient-based procedure we can get
fast to a very accurate classification system. The graph is shown for the simple and full
expertise model on Figure 7.2 and Figure 7.3.

Next, we execute a similar test with the parameter v. We look at how the number
of nonzero elements of v changes while optimization is running. In other words, we
examine how the optimizer selects the competent annotators.
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Figure 7.2: Training process for the simple expertise model
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Figure 7.3: Training process for the full expertise model

98



7.3 Evaluation

7.3.1.2 Performance breakdown

In the next figure we examine the breakdown of classification accuracy per labeling task,
for different value of A\. We can notice on Figure 7.4 that the performance of our classifier
does not significantly vary for different tasks in case of the simple model. The results are
also similar for varying A, except for A = 0.01, where the accuracy falls fast. This might
be due to a too aggressive sparsity enforcement. On the other hand, the full expertise
model does not contain this fall in accuracy. However, in the full expertise model, there
is a higher variation in accuracy per task, as the fine-grained optimization affects the
accuracy results.
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Figure 7.4: Performance per task for different value of A

7.3.1.3 Comparison with baseline uniform weights

Furthermore, we compare the performance of our scheme with annotator selection to a
baseline system where each annotator has an equal weight. This weight is kept constant,
which means only model per annotator (weights w) is optimized.

Figure 7.5 shows the change in the final number of annotators for different value of
sparsity constant A. It shows that for the value of 0.0001 we already have a fast fall of the
number of annotators. Nevertheless, the performance of our model does not significantly
fall. This can be seen on Figure 7.6. On the other hand, we observe a similar fall of
needed annotations for the increase of A\ in case of the full expertise model as well.
Here we also do not observe any further benefit for increasing A after 0.0001 in terms of
labeling budget saving. Furthermore, for this value of A we get a slightly better value
of AUC in comparison to the baseline value and even to the fully optimized model with
using almost all the annotations.

7.3.2 VirusTotal Annotations

In addition to the results with Amazon Mechanical Turk, we execute an experiment with
the malware detection dataset, containing annotations from VirusTotal [3]. We collect
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annotations from 56 antiviruses of different quality. Each antivirus provides annotations
for malicious and benign samples. We use 7444 malware samples available from our
collection, and create a dataset based on raw byte sequences. For each sample we gather
the information if the particular antivirus detected it or not, and create the appropriate
label for binary classification. Using this data and the previously known ground truth
we execute a preliminary test similar to the one with the Amazon Mechanical Turk. As a
difference from the previous dataset, here we don’t use logistic regression as classification
model. Instead we take the MalConv neural network, a well-known architecture for
malware detection using raw bytes [92].

Figure 7.8 shows an insight into the results that we retrieved using our communication-
efficient approach.
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Figure 7.8: Comparison among results with different A and with the baseline for the simple
expertise model for our malware dataset

7.4 Limitations and Future Work

In the future it would be interesting to complete the study on multiple datasets and
on more variants of underlying machine learning models in order to further prove the
reliability of this approach. Furthermore, it would be beneficial to examine more closely
the scalability of the solution and also focus on the direction of incremental learning.

7.5 Summary

In this work we consider a problem of communication-efficient ensemble learning. We
envision a specific ensemble learning scenario where each member of the ensemble re-
ceives the same input feature values, but creates different annotations based on different
expertise levels. These annotations are then used to model the labeling process per an-
notator. We design an architecture to use knowledge from a small number of annotators
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to create a performant learning system. This architecture is tested on real-world data
and shows that an optimized model for annotator selection can give similar performance
to a model trained using all the available annotators. It can be particularly useful for
supervised or semi-supervised anomaly detectors where the reliability of data annotators
and the budget for annotations are limited.
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Chapter

Conclusion and Future Work

In this chapter we summarize our thesis and provide an outlook on what topics we
consider important for the future exploration.

8.1 Summary

Anomaly detection includes many scenarios where an event which does not conform to
the regular functionality of a system needs to be detected in order to analyze its prop-
erties and overcome possible faults. As a consequence of this prevalence, methodology
for detecting anomalies has a high importance, especially in computer security, where a
potential attacker can obtain unauthorized access to the computer system and execute
harmful functionality. Data-driven techniques that use machine learning for detecting
outliers constitute an important set of techniques for detecting anomalies. These ap-
proaches range from supervised, semi-supervised to unsupervised anomaly detection.
Furthermore, they include multiple machine learning paradigms, from topic modeling,
kernel methods, to neural networks and deep learning. In this thesis we make use of this
breadth of possible approaches by deriving particular methods for scenarios with special
constraints. We examine constraints imposed by these use case scenarios and adapt
baseline approaches accordingly. With this we explore the tradeoff between anomaly
detection performance and these constraints.

8.2 Contribution

This thesis contains multiple contributions to constrained anomaly detection for specific
scenarios:

e We design and implement a semantics-aware online learning approach to the anal-
ysis and classification of large amount of security logs consisting of system calls
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executed by malware samples. Our implementation is based on the extension of
the Hierarchical Dirichlet Process framework to online semi-supervised classifica-
tion, whereby we make our approach work under constraint of constant influx of
samples for analysis.

e We use convolutional networks for malware detection based on instruction-level
and raw byte features. Furthermore, we design a heuristics for a gradient-based
attack on these detection methods and indicate their vulnerability.

e We analyze the possibility of behavior-based user authentication on smartphone
devices by collecting sensor values from touchscreen interaction, accelerometer
and gyroscope readings. Using these values we train a resource-constrained model
that is usable on a mobile device instead of sending data for external processing,
proposed in previous publications.

e We analyze the scenario of resource-constrained sequential anomaly detection through
the case of virtual machine monitoring and large-scale malware analysis. In order
to enable efficient malware tracing, we design a method for detection of a small
number of relevant events in system call sequences that gives a high classification
performance for a small resource budget.

e We identify a scenario of communication-constrained learning from multiple data
labelers. This scenario motivates a framework for communication-efficient learning
where model performance is optimized simultaneously with the determination of
a small number of essential labelers. The result is a joint optimization model that
enables efficient classification and anomaly detection based on labels from a small
number of highly confident and reliable annotators.

8.3 Future Outlook

This thesis is motivated by the lack of existing solutions for scenarios with constraints in
anomaly detection. While there are many publications and tools for anomaly detection,
most of them do not consider this issue. We propose solutions for some important
particular scenarios, however there are multiple other ideas for extensions of this work:

e Large-scale graph data

Graph analytics can be difficult to implement in case that we need to extract
summary information out of large-scale connected structures. One example is a
social network, where many different problems are difficult to solve at scale, such as
community detection, assessment of node importance, detection of various types of
frauds and general anomaly detection. Especially in case of hypergraphs or time-
evolving graphs, the data becomes very high-dimensional [7]. Another example

104



8.3 Future Outlook

is the detection of malicious activity from data flows in programs. For example,
by following the intended behavior of Android applications through the data flow
graph, one could detect if an application tries to extract user’s private data and
send it over the network without authorization. Although this connection can
sometimes be detected by analyzing single Android programs [12], we can also
benefit from analyzing a large set of those programs. However, here we can run
into a problem of scalability [54].

e Fairness, accountability, transparency, interpretability

In many contemporary publications there is a new problem introduced in machine
learning systems, which is how to make the mechanism of decision support using
these systems more transparent [72]. Especially in more complex methods, such
as deep neural networks, it is often difficult to interpret the decisions of the model
and fully trace it back to the changes in the input data. Furthermore, recent
research shows the existence of a tradeoff between performance and interpretability
of machine learning systems. Interpretability is of special importance for anomaly
detection, as the detection of anomalies is often a precursor to system diagnostics
and maintenance.

e Distributed training

Furthermore, a very important topic in the recent years is the approximate learning
by distributing the model updates to multiple machines [35]. Especially in case of
large-scale data, it is very beneficial to divide the data points into multiple chunks
and perform the update in small batches, which are in turn accumulated. Since
there is a tradeoff between the accurate and slow update on one central machine
and fully distributed updates, there is a need to optimize this tradeoff for concrete
applications in anomaly detection.

Furthermore, future work should be focused on bringing the solutions for particular
scenarios with various constraints to a common theoretical framework, which could be
used to rapidly instantiate new solutions for constrained anomaly detection problems.
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