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Abstract 

The services, productivity, and security of our societies depend on a continuous and reliable 

power supply. Nevertheless, regional blackouts in power grids around the world do occur, 

including in Europe and in North America. In many cases, natural hazards such as earth-

quakes, windstorms, floods, or heat waves are the initial triggering events. In order to 

reinforce infrastructures against natural hazard impacts, a strategic resource assignment is 

needed. In this context, a network reliability assessment can support the understanding of 

network performance under threats, including the identification of subsystems and compo-

nents that play a crucial role for the overall network reliability.  

This thesis addresses reliability quantification of power transmission grids subject to extreme 

windstorms. Windstorms are characterized by large-scale spatial dependencies and can act as 

a common cause for network component failures. The windstorms can be interpreted as spatial 

random fields. Different modelling approaches are used in this thesis: a parametric hurricane 

model for fast evaluation of network reliability, an abstract random field model to investigate 

the effect of varying spatial dependence, and a more realistic stochastic wind load model 

learned from European windstorm data. Component failure probabilities in function of wind 

speed are described by means of calibrated fragility curves. Selected models are applied for 

the description of the network performance, including models for potential cascading failure 

processes due to overloading of parts of the network because of load redistribution triggered 

by the initial outage of one or multiple components. Network reliability metrics are selected 

in function of the performance model; they can be formulated in terms of the number of lost 

lines, the decrease in network efficiency, or the loss of power supply.  

Besides evaluating the overall network performance, selected importance measures are de-

fined and implemented to rank single components according to their influence on the global 

system reliability. This helps to identify the components that have the strongest effect on sys-

tem performance. In addition to classical importance measures (IMs), which are based on 

dichotomous component and system states, modified IMs are proposed for continuous net-

work performance measures. It is suggested to distinguish IMs related to initial failures from 

IMs related to cascading failures in order to differentiate between components important for 

the initiation of a cascading event and components causing the failure propagation within the 

cascading event.  

The investigated electrical networks in the case studies of this thesis are selected synthetic 

IEEE benchmark systems as well as the transnational European Nordic power transmission 

grid of Denmark, Norway, Sweden, and Finland. Results indicate that the spatial correlation 

has a discernible influence on the network reliability and component importance measures, 

while the component rankings are only mildly affected by the spatial correlation. The findings 

show additionally that the differentiation of the proposed importance measures according to 
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initial versus cascading failures enables a more efficient decision support for the planning of 

network improvements against natural hazards.  
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Zusammenfassung  

Heutige Gesellschaften, Dienstleistungen, Produktivität und Sicherheit bauen auf eine konti-

nuierliche und zuverlässige Stromversorgung. Deshalb stellen regionale bis überregionale 

Stromausfälle, welche auch in Europa und Nordamerika nach wie vor häufig auftreten, immer 

wieder eine Herausforderung dar. Naturkatastrophen, wie Erdbeben, Stürme, Fluten, Verei-

sungen oder Hitzewellen, sind vielfach die Ursachen für Stromausfälle. Für die Verstärkung 

der Infrastruktur gegen äußere Einwirkungen müssen Investitionen strategisch eingesetzt wer-

den. Hier kann eine Netzwerk-Zuverlässigkeitsanalyse einen Beitrag leisten, indem die 

Netzwerkperformance unter äußeren Einwirkungen besser verstanden werden kann, und sich 

zudem Systemkomponenten identifizieren lassen, die einen kritischen Einfluss auf die Netz-

werk-Zuverlässigkeit haben.  

Ein Hauptthema dieser Arbeit ist die Quantifizierung der Zuverlässigkeit von Stromübertra-

gungsnetzen, welche extremen Windgeschwindigkeiten ausgesetzt sind. Windstürme 

zeichnen sich durch räumliche Abhängigkeiten in ihren Windgeschwindigkeitsverteilungen 

aus und können daher eine gemeinsame Ursache für lokal gehäufte Komponentenausfälle 

sein. Windstärkeverteilungen werden als räumlich-zeitliche Zufallsfelder dargestellt, wobei 

folgende Modellierungsansätze in dieser Arbeit zur Anwendung kommen: ein parametrisches 

Hurrikane-Modell für die effiziente Evaluierung von Netzwerkzuverlässigkeit, ein abstraktes 

Zufallsfeld für die Untersuchung der Effekte einer variierenden räumlichen Korrelation, und 

ein stochastisches Windlastmodell basierend auf Europäischen Sturmstatistiken. Die Wahr-

scheinlichkeiten für Komponentenausfälle als Funktion der Windgeschwindigkeit werden 

durch approximativ kalibrierte Fragilitätskurven beschrieben. Die Modellierung der Netz-

werkperformance wird unter Berücksichtigung von möglichen kaskadierenden 

Komponentenausfällen vorgenommen. Kaskadierende Ausfälle können durch die Lastumver-

teilung nach initialen Ausfällen entstehen. Ausgewählte Maße für die Netzwerkperformance 

sind z.B. die Anzahl der Komponentenausfälle, die Abnahme der Netzwerk-Effizienz oder 

der Gesamtverlust an der Stromversorgung.  

Ausgewählte „Importance Measures (IM)“ werden definiert und angewendet, um Netzwerk-

komponenten gemäß der Stärke ihres Einflusses auf die globale Systemzuverlässigkeit zu 

priorisieren. Neben klassischen IM, basierend auf dichotomen Komponenten- und Systemzu-

ständen, werden auch modifizierte IM entwickelt und vorgeschlagen, die auf kontinuierliche 

Performance-Maße ausgerichtet sind. Außerdem wird eine Differenzierung zwischen den IM 

abhängig von ihrer Aussagekraft im Hinblick auf 1) die initialen Ausfälle und 2) die kaska-

dierenden Ausfälle eingeführt und detailliert untersucht. Dies ermöglicht es, diejenigen 

Komponenten, die eher zum Initiieren eines Schadens beitragen, von denjenigen, die eher für 

das Propagieren eines Schadens zuständig sind, zu unterscheiden, und im Hinblick auf ihre 

Relevanz für Systembeeinträchtigungen einzuordnen.  
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Die untersuchten Netzwerke sind ausgewählte IEEE Benchmark Systeme und das transnati-

onale Hochspannungsnetz der Länder Dänemark, Norwegen, Schweden und Finnland. Die 

gewonnenen Resultate zeigen, dass die räumliche Korrelation in der Windlast einen erkenn-

baren Einfluss sowohl auf die Netzwerkzuverlässigkeit als auch auf die Bewertungen der 

Komponenten durch die IM hat. Dagegen ist der Einfluss der räumlichen Korrelation auf die 

Rankings der Komponenten gering. Weiterhin zeigt sich, dass die eingeführte Unterscheidung 

der IM einen effizienteren Entscheidungsprozess für die Planung von Netzwerk-Verbesse-

rungsmaßnahmen gegen Naturkatastrophen ermöglicht.  
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1 Introduction 

1.1 Motivation and scope 

Today, reliability is a central concept in technology. The reliability concept is developed 

and employed to qualitatively or quantitatively describe characteristic properties of com-

plex systems, e.g., the effectiveness, operative readiness, availability, serviceability of 

items in fields such diverse as the human consumption and behavior, systems safety, nu-

clear safety, structural engineering, hardware, software, medicine, and many more. This 

circumstance lets one sometimes forget that reliability is a comparably recent term and a 

young research field in technology, which was established only during World War II, 

mainly by the United States military who assessed the reliability of weapons and war strat-

egies (Cruse, 1997, Rausand and Høyland, 2004, Saleh and Marais, 2006). 

In general, reliability analysis is concerned with computing the probability of the failure 

of a system or a structure. The failure is an event in a system or a state of a structure 

entailing the inability to fulfill an "acceptable level of performance". In this context, prob-

ability theory plays a crucial role since it provides the means for describing uncertainties 

in the system in a quantitative manner (Stewart and Melchers, 1998). The assessment of 

the reliability of a system or structure and the quantification of the reliability typically faces 

a multitude of challenges, some of which are listed below based on Papaioannou (2012): 

 Many failure possibilities or a complex failure domain 

 Limited predictability of loading and resilience of system components 

 Uncertainties about component or material properties 

 Statistical dependencies between sub-systems or the systems’ components 
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 Sequential or cascading failures (e.g. by load redistribution caused by dam-

age) 

 Low probabilities of failures (rare failure events) 

 Lack of performance data and lack of failure data 

Reliability analysis can be regarded as an element of risk analysis. Risk interpreted as the 

expected loss is a function of the occurrence probability of the damage or failure and the 

failure consequence, i.e. the costs that might be caused for the asset of interest. Engineering 

risk analysis has the objective to calculate the expected adverse consequences from load-

ings or hazardous scenarios on infrastructure items (Bedford and Cooke, 2001). Thus, 

reliability analysis is a precondition for the estimation of risk, as it provides the probability 

that a structure or a system does not perform satisfactorily. Risk and reliability analysis 

represent an important basis for informed decision-making where the objective is to deter-

mine the optimal decision according to the fundamental paradigm of utility theory (Raiffa 

and Schlaifer, 1961, Bedford and Cooke, 2001): if the occurrence probability and the costs 

associated with potential adverse scenarios are known they can be compared quantita-

tively. In case decisions are to be made about e.g. investments in rebuilding, reinforcement, 

mitigation strategies, and alike, the risk analysis for all decision options will reveal for 

which decision the utility is maximized, i.e. the risk and the expected costs are minimized 

(Bedford and Cooke, 2001).  

The built environment may be exposed to external loading impacts from extreme weather 

that can reach destructive magnitudes. In the context of natural hazards, risk is a function 

of hazard occurrence and intensity, asset exposure, and asset vulnerability (Whitehouse, 

2013). Exposure refers to the items at risk, e.g. buildings, streets, and bridges. Vulnerabil-

ity is the susceptibility of an item to suffer damage from the hazardous impact (Renaud, 

2006). Examples of factors that influence vulnerability or fragility, include asset charac-

teristics such as material strength, construction quality, age, restoration time and cost after 

damages (Whitehouse, 2013). 

During the 1970s, within the field of probabilistic risk assessment (PRA), the component-

centric view was shifted towards a holistic view on general system level analysis: system 

reliability, availability, and safety. This paradigm change was mainly initiated by the ne-

cessity of reactor safety studies to assess the reliability of nuclear power plants. This was 

attempted for the first time in a report led by Professor Norman Rasmussen (WASH-1400, 

NUREG-75/014) (Keller and Modarres, 2005). Nowadays, these concepts are applied to 

study all kinds of infrastructure systems: transmission systems for utility services such as 

in communication, transportation, power transmission and distribution, and in gas, oil, or 

water supply and sewage systems, e.g. Rausand and Høyland (2004), Birolini (2007), and 

Straub (2017). One main motivation behind the analysis of the system reliability is that it 

can serve planners as a tool to identify weaknesses in systems, to understand under which 

conditions the system might fail, which components need to be prioritized, and, to quantify 

whether a system meets reliability acceptance criteria. 

Network reliability can be regarded as a subordinated field in system reliability (Straub, 
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2017). The analysis of networks is especially demanding because networks often consist 

of a large number of components of potentially different types that interact with each other 

in a complex way following non-linear laws (Zio, 2009). Physical networks are exposed 

to aging and various external and internal loads and demands. Usually, the number of fail-

ure scenarios of components and failure states of the system are very large (Vaiman et al., 

2012): In case of 𝑁 components where 𝑥 components can fail, and the sequence of com-

ponent failures matters, the number of contingencies increases to 
𝑁!

(𝑁−𝑥)!
 which is 

computationally infeasible even for moderate numbers of components. For 70 components 

that all can fail one faces 70! contingencies, a number in the range of 1 googol (10100). 

Therefore, finding the right level of detail or abstraction for models that are aimed at de-

picting the reality is crucial as this means setting up an efficient simulation framework for 

conducting system performance analyses.  

Dependence among components is a crucial aspect in network performance and reliability 

assessment, not least since dependent failure events are an important source of failures in 

technical systems (Rausand and Høyland, 2004). Dependencies have to be taken into ac-

count when conducting a risk assessment of networks to ensure appropriate performance 

estimation, i.e. to avoid unrealistically short recovery times and too low monetary losses 

(Ouyang and Dueñas-Osorio, 2014). Dependencies stem e.g. from common factors or 

properties influencing multiple system components simultaneously; they exist to some de-

gree in all systems. The term Common Cause Failures (CCF) is used to describe multiple 

failures of components in a system from shared root causes (Wierman et al., 2007). In 

particular, spatially distributed networks are prone to different kinds of CCF because var-

ious potential root causes are associated with external impacts on the system. One instance 

of such root causes are large-scale natural hazards (e.g. earthquake, wind storm, flood, 

icing, landslides). These hazards are characterized by a spatial distribution and variability, 

which should be accounted for in the analysis of the reliability of the system, a task that is 

one of the focal points of this thesis. Another main source of dependence in networks can 

be an internal domino effect, i.e. a cascading of additional component failures. This effect 

may be a consequence of the initially triggered failures leading to a change in the system 

loading profile due to the redistribution of load and the subsequent overloading and failure 

of affected components (Vaiman et al., 2012). This type of dependence is also investigated 

in this thesis. Classical models for system dependencies generally do not consider specifi-

cally spatial correlation in the CCF characterized by spatial distributions and variability, 

which might stem from the exposure to natural hazard impacts and loads, as will be dis-

cussed in more detail in Chapter 5.3.1. However, network vulnerability and reliability with 

regard to natural hazards has been assessed and modelled synoptically in a number of stud-

ies (e.g., Dongwei et al., 1996, Dueñas-Osorio, 2005, Adachi, 2007, Neumayer et al., 2008, 

Javanbarg et al., 2009, Dueñas-Osorio and Vemuru, 2009, Winkler et al., 2010, Agarwal 

et al., 2010, Neumayer and Modiano, 2010, Lim and Song, 2012, Ouyang and Dueñas-

Osorio, 2012, Bernstein et al., 2014, Ouyang and Dueñas-Osorio, 2014, Javanbakht and 

Mohagheghi, 2014, Panteli et al., 2017). These studies focus on scenario-based reliability 
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analyses of specific infrastructures subjected to hazards, but do not systematically investi-

gate and quantify the effects of varying correlation structures in the hazard on system 

reliability. Andreasson et al. (2011a) analyze a model for the Nordic power grid to inves-

tigate the effects of correlated failures of power lines on the total system load shed in a 

non-spatial context. They conclude that with an increased dependence among line failures, 

the expected value and the variance of the system load shed increases significantly. 

Rahnamay-Naeini et al. (2011) model correlated failures as spatial point processes and 

their effects on network reliability for communication networks in the US. They find that 

the network performance in terms of network efficiency decreases with increasing degree 

of correlation among component failures. Both Andreasson et al. (2011a) and Rahnamay-

Naeini et al. (2011) do not consider the effects of cascading failure events following initial 

failure-triggering events in the network due to load redistribution and thus potential over-

loading of topologically, structurally, and/or spatially neighboring components.  

In system reliability assessments, component importance measures (IM) are employed to 

rank system components, i.e., to arrange the components in the order of increasing or de-

creasing importance based on their influence on the overall system reliability, e.g., Vesely 

et al. (1983), Gandini (1990), Meng (1996), and Cheok et al. (1998). The resulting rankings 

can serve the network designer and maintainer for the identification of components to be 

inspected, repaired, strengthened, replaced, or alleviated from external or internal load im-

pacts. Importance measures can further support the improvement of operating methods and 

network expansion planning. Besides looking at the effect of CCF on the overall system 

reliability, it is interesting to assess the effect of CCF on component importance. The effect 

of CCF on the importance of components for system reliability has been explicitly studied 

for general networks by Bérenguer et al. (2006) and Tanguy (2011). The latter assessed 

the effect of generic CCF models on the system reliability and various IMs in a small net-

work with 9 nodes and 14 lines. Tanguy (2011) concludes that adding CCF effects to the 

model of a small sized network does not profoundly change the ranking of the system 

components. None of these studies investigate systematically how spatial dependence (spa-

tial correlation) influences the behavior of component importance measures in spatially 

distributed networks.  

1.2 Research questions and contributions 

This thesis establishes a stochastic network reliability framework in the presence of uncer-

tainty. Structural component failures are related to system reliability expressed in terms of 

selected network performance metrics. The general network reliability problem is embed-

ded into the context of natural hazard impacts, here represented by extreme wind loads on 

network components, which lead to potentially correlated initial and cascading component 

failures.   
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Methods and models are developed and employed within the scope of this thesis that ena-

ble the computationally efficient analysis of large and complex infrastructure networks. 

Therefore, a suitable level of abstraction is needed. In the following, the elaborated re-

search questions are sorted according to research subjects: 

Dependencies in systems 

One main focal point of this thesis is the determination of the criticality of spatially corre-

lated component failures with respect to the overall network reliability. Therefore, spatial 

dependence structures among hazardous load impacts and consequent component failure 

probabilities are examined in order to investigate the effect on the corresponding network 

reliability. In this thesis, the goal is to study both in combination: the spatially dependent 

initial component failures as well as the subsequent failures in a cascading process; the aim 

is to investigate the reliability in spatially distributed infrastructures, accounting for the 

spatial dependency between the exogenous hazard and the resulting cascading failure pro-

cesses. 

 How to effectively introduce common cause failures induced by spatially 

correlated hazard intensities into models for the reliability analysis of net-

works? How does a varying correlation length of spatially distributed 

hazard intensities affect network reliability? – Different approaches of 

modelling spatial dependencies in the system are examined: 

o Three-parametric hurricane wind field model based on hurricane 

data  

o Spatial random field (SRF) based on historical European storms  

o Generic SRF model for hazard representation with a continuous var-

iation of the correlation length  

 How to assess network performance considering cascading failures? How 

do different network performance models and indicators compare? More-

over, what are suitable methods and measures for analyzing specifically 

power infrastructure systems? - The most suitable metrics for network per-

formance assessment are determined from different approaches available in 

the literature. It is possible to model networks from a graph theory perspec-

tive (static structure of networks) or based on physical network models 

(dynamic processes in networks) that aggregate information about network 

performance.  

 How does the interplay between external CCF and cascading failures affect 

the system reliability? – The network performance after initial disturbances 

is assessed based on cascading failure models. In this context it is studied 

how important the process of cascading failures is, compared to the initial 

component failures against the backdrop of spatial dependencies.  
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Component fragility  

 How to derive a valid model for the component fragility? - Modelling the 

response of individual components to hazardous loads like wind speed and 

wind pressure is a challenging task, mainly due to a lack of detailed empir-

ical failure data at the component level. In this thesis, the component 

lognormal fragility curves are calibrated based on several assumptions with 

the goal to meet good approximate parameter estimations. One considera-

tion is that equipment deployed in the field shall meet design requirements 

based on characteristic wind speeds of established wind zones in the study 

area. The calibration is derived from historical line (segment) failure statis-

tics in the European Nordic countries.   

Component importance and network improvement strategies  

 How do component importance rankings differ based on different im-

portance measures (IMs)? - A combination of component-level reliability 

assessment and overall system reliability is applied for a better understand-

ing of the impact of critical components using component importance 

measures. Different measures are applied and compared with respect to the 

resulting component rankings.  

 How to formulate IMs based on continuous network performance 

measures? – In order to not only rely on a binary system failure definition, 

IMs are suggested that are based on determining the effect of component 

failure on the continuous network performance measure applied.  

 How does a varying correlation length of spatially distributed hazard in-

tensities affect component importance rankings? - The effect of CCFs on 

the reliability importance rankings of network components based on se-

lected IMs is assessed. The aim is to investigate the reliability and 

component importance in spatially distributed infrastructures, accounting 

for the spatial dependence of the exogenous hazard and resulting cascading 

failure processes. The IMs are thereby formulated once with respect to fail-

ures caused directly by the hazard event, and once with respect to cascading 

failures. These two IM formulations are compared, and it is suggested that 

the distinction made by the two formulations is key to identifying efficient 

network improvement strategies. 

 What type of network improvement strategies can be derived based on com-

ponent rankings, and how effective are they regarding the improved 

network reliability? - Component importance measures are the basis for tar-

geted strengthening actions on individual components to improve or 

optimize the overall system performance and reliability. Selected improve-

ment scenarios for the studied network systems subject to natural hazards 

are suggested. Results of the assessments shall support future infrastructure 

planning and operation, maintenance action planning, and the planning of 
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potential hazard mitigation strategies. 

1.3 Thesis outline 

This thesis is composed of four main parts:  

Part I contains the overall broad introduction into the field of power transmission infra-

structures. The importance of reliable power infrastructure and typical causes of power 

outages are discussed. Finally, an outline of the corresponding literature on (infrastructure) 

reliability analysis in the context of natural hazards is given.  

In Part II, firstly, the proposed general flexible assessment framework of this thesis is pre-

sented - this framework is adjusted for several case studies later in the thesis. Further, the 

theoretical background underlying the network reliability analysis in this thesis is ex-

plained, and the methods of the pertinent research fields for network reliability are 

introduced such as complex graph theory, reliability assessment methods with an emphasis 

on system dependencies, and non-simulation-based versus simulation-based assessment 

methods. In Chapter 6, the concept of fragility is discussed and a novel approach of deriv-

ing and calibrating a component fragility model is introduced. In Chapter 7, a selection of 

component importance measures is compiled. The main contribution at this point is the 

investigation and characterization of separate sensitivity (importance) measures for initial 

and cascading correlated component failure events. On this basis, potential network relia-

bility improvement strategies are detailed and suggested. 

In Part III, example case studies are investigated more closely. The methods and the mod-

els developed and suggested earlier in this thesis are applied to a selection of synthetic 

(academic) transmission power systems as well as to a model of the real world trans-na-

tional power grid in the European Nordic countries Denmark, Norway, Sweden, and 

Finland. For each case study an own appropriate hazard representation is developed, not at 

least depending on the data foundation. A central theme of this thesis is the effect of the 

variability of the SRF correlation length on pertinent grid performance measures, which is 

assessed in the final case studies of Chapter 10 based on a generic environmental hazard 

representation in terms of spatial random fields.   

Finally, Part IV contains the discussion and the conclusions.
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2 Electrical power transmission  

In this thesis, the suggested reliability assessment frameworks are applied to power trans-

mission systems. These systems expand over larger regional areas, often connecting 

several countries enabling cross border power load exchange. In such indispensable infra-

structures, outages of serviceability can create tremendous damages as will be exemplified 

below. Furthermore, in most parts of the world, such important infrastructures are exposed 

to environmental impacts from weather and natural hazards and are thus, good examples 

of systems, which are exposed to spatially correlated loads and consequently spatially cor-

related component failures. In the following, the importance of a reliable power supply is 

shortly discussed as well as typical reasons for power outages, and the general character-

istics and elements of electrical power transmission infrastructure and selected benchmark 

systems.  

2.1 The importance of reliable power supply  

Societal requirements on continuous and reliable power supply are increasing. Require-

ments are especially high in the light of increasingly many and increasingly dense 

conurbations overall in the world. At the same time societies rely more and more on infra-

structures dependent on continuous electrical power. The data on the world’s electrical 

energy production shown in Figure 1 highlights these observations. Yet, regional blackouts 

have occurred frequently in the last two to three decades, also in Europe and North America 

where power grids are ranked among the more reliable ones in the world (Bruch et al., 

2011, Böttcher, 2016).  
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Figure 1: The worlds electricity production broken down to different regions of the world, based on data 

from Enerdata (2017). 

Short time blackouts alone lead to an estimated annual economic loss of between 104 bil-

lion and 164 billion US Dollar in the USA (Hodge, 2012). Some example estimates of how 

high the costs from a blackout can rise for different industry sectors are shown in Table 1. 

Generally, the damages depend on the duration of the blackout, the onset time of the day, 

the onset day type (weekday versus weekend), the season (summer versus winter), as well 

as on the extent of advance notice of the upcoming interruption and thus, eventual opera-

tional counter measures. The values in Table 1 represent highly aggregated data that was 

averaged over regional insurance data in blackout events all over the world, e.g. Brazil, 

USA, Canada, Italy, India, Korea, New Zealand, and Indonesia. Since there is in general 

only limited insurance coverage, the numbers in Table 1 can only indicate the order of 

magnitude of the costs and potentially are rather conservative, i.e. too low estimates. The 

data would need to be differentiated in further detail for a specific cost analysis for a region 

or a country, as it has been attempted for the USA by Sullivan et al. (2009) or Whitehouse 

(2013). It has been estimated that in the United States alone, power outages due to hurri-

cane events lead to yearly nationwide costs ranging between 18 and 33 billion US Dollar 

(Whitehouse, 2013). 
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Table 1: Cost analysis of historic blackout scenarios based on data from the Copper Development Associa-

tion; Source: Hodge (2012). Data is given per hour or per event.  

Industry branch Typical financial loss 

Financial trading 6,000,000 € per hour 

Telecommunications 1,800,000 € per hour 

Semiconductor production   3,800,000 € per event 

Computer center      750,000 € per event 

Steel works      350,000 € per event 

Glass industry       250,000 € per event 

2.2 Causes of power outages 

Causes of power outages besides weather and natural hazards include operational failures, 

equipment (hard- and software) malfunctions, circuit overloads, vehicle accidents, fuel 

supply deficiencies, and load shedding, which occurs when the grid is intentionally shut 

down to contain the spread of an ongoing power outage (US Department of Energy, 2017). 

An overview of some main potential causes is given in Figure 2 based on Bruch et al. 

(2011); note that often combinations of initial causes lead to major blackouts. Power trans-

mission grids run through any type of terrain and they are exposed to a wide variety of 

weather impacts: bush fires, extreme heat, sandstorms, typhoons, tornadoes, hurricanes, 

extratropical weather systems, lightning, sprays of sea salt, freezing rain, rime ice, snow 

storms and wet snow/icing, floods, and extreme rain (Fikke, 2017). 
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Figure 2: Potential causes of power blackouts, adapted from Bruch et al. (2011). 

In principle, the causes due to natural hazards have to be distinguished from typical system 

inherent causes. These differences have been characterized and summarized by Wang et 

al. (2016) in a general review on power system resilience in the face of natural hazard 

impacts, shown here in Table 2. 

Table 2: Differences between general outages and outages due to natural hazards, adapted from Wang et al. 

(2016).  

General outage Outage due to natural hazards 

 

 Often single initial fault at a time in one com-

ponent  

 No spatiotemporal correlation in the fault 

events; fault occurs randomly 

 More likely that power generation units stay 

connected and undamaged 

 More likely that short time to repair and re-

store  

 

 

 Often multiple faults in several components within 

the time span during or after the hazard event 

 Spatiotemporal correlation of the faults due to nat-

ural hazards 

 Power generation units might be affected depend-

ent on the hazard type 

 Often difficult to repair and restore, e.g. due to 

lasting events and implications, e.g. debris flow af-

ter hurricanes 

In fact, natural hazards are a major cause of outages and related costs in the US, measured 

by the number of outages and the number of customers affected. The US Energy Infor-

mation Administration provides some meta-data about power outages since 2002, where 

initial triggering events and the customers affected are listed per event (US Department of 
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Energy, 2017)1. Based on an analysis of this data, some conclusions can be drawn, see 

Figure 3. From 2002 to 2012 almost 60% of the outages observed were due to extreme 

weather events and earthquakes. This rate lowered after 2010; however, the overall average 

rate over 2002 to July 2017 is 53%. Outages that are caused by natural disasters leave 

higher numbers of customers affected. This pattern is confirmed by the corresponding val-

ues of power demand losses in Megawatt [MW] in the data source (not depicted here); 

however, a high number of missing data is adding uncertainty to the statistics. The values 

of the outages caused by natural disasters and extreme weather range between 200 MW 

and 1200 MW average power loss between 2002 and 2017.  

 

Figure 3: Statistics based on data from the United States Department of Energy (US Department of Energy, 

2017). Overall number of outages per year and fraction of outages triggered by natural hazards (extreme 

weather events like heat, icing, snowstorm, extreme winds and earthquakes etc.). Line plots show the overall 

average number of customers affected by all events (dashed line) versus the average number of customers 

affected in an outage triggered by a natural hazard or an extreme weather event.  

One impressive example of a regional power outage happened on 28 September 2003 in 

Europe. Almost all of Italy - except of the islands Sardinia and Elba - was involved as well 

as parts of Switzerland around Geneva for up to 16 hours in the worst cases. In total, 56 

million people were affected. This event was initiated by the tripping of only one important 

single transmission line between Switzerland and Italy that was damaged by a wind storm 

and falling trees. The failure of this line lead to a sudden increase in power demand (load) 

on the two HV lines between France and Italy, and a subsequent cascading failure process 

throughout the system (UCTE, 2004), see Figure 4. 

                                                 

1 Data available at: https://www.oe.netl.doe.gov/OE417_annual_summary.aspx [access date 2017/09/04].  
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Figure 4: Illustration of the extension of the large-scale blackout event in Italy in 2003. Map created based 

on UCTE (2004). 

2.3 Elements of transmission infrastructures 

Power grids are multi-layered systems with different types of sub-systems interconnected 

with each other. For example, the European power transmission grid is composed of 

mainly national grids that are maintained and operated by the Transmission System Oper-

ators (TSOs) of the corresponding country. In general, a power grid contains three 

functional systems: the generation, the transmission, and the distribution of power. Thus, 

power is transferred through transmission lines from generation buses to distribution buses 

for supplying commercial, industrial, or residential consumers. Between generation and 

consumption, the voltage level needs to be adapted several times. For transferring power 

over wide distances, the extra high-voltage (EHV) system is used with a voltage dependent 

on the country or region (range of 345 to 765 kV). A high-voltage (HV) transmission grid, 

i.e. with a voltage of 110 to 230 kV, is connected to the EHV grid via transmission substa-

tions and supplies the medium voltage (MV) distribution grid and industrial customers 
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with more than 5 MV (Sivanagaraju and Sreenivasan, 2009, Gönen, 2015).  

As discussed in Chapter 5.4, different models for the network performance are imple-

mented in this thesis, among which one model is based on the DC power flow equations 

that can capture potential cascading failure processes in outage events. In this model the 

main information used is the type of the buses (generation, transmission substation, distri-

bution substation, voltage transformers), the power load of the buses (power generation 

versus power demand), and the load capacity of the transmission lines.  

2.3.1 IEEE benchmark systems 

There exist various benchmark systems that serve in literature as test cases e.g. for model 

development or reliability studies. The Institute of Electrical and Electronics Engi-

neers (IEEE) defined the applied standards for the exchange of solved load flow data 

structures (IEEE, 1973). The great advantage of the IEEE benchmark systems is that they 

build a common ground and, therefore, make studies comparable to each other.  

The benchmarks represent power transmission and partly power distribution networks. 

They have different sizes and differ in their setup. Most of them have been compiled in the 

50s or 60s of the last century for US standards and thus, do not reflect current power net-

work conditions with a higher amount of distributed renewable power generators. 

Furthermore, they are expected to only partly reflect the European power system infra-

structure, which differs in its layout, voltage levels, and standards. The IEEE benchmark 

cases are made available online in the Power Systems Test Case Archive by the University 

of Washington (Christie, 2000) and they are included as example cases in the Matlab tool 

Matpower2.  

Power transmission test cases used in this thesis are shown in Figure 5 to Figure 8. The 

smallest artificial transmission benchmark system IEEE 14 (Figure 5) is oriented at a por-

tion of the American electric power system. The network system consists of 14 buses that 

are connected by 20 lines. The system operates at two different voltage levels: 132 kV in 

the lower half, and 230 kV in the upper half with separating buses/transformers 4, 5, and 7. 

Buses 1 and 2 are generating units, buses 13 and 14 are so called load buses, where con-

sumers are connected. Zio and Piccinelli (2010) applied a randomized flow model and a 

centrality betweenness measure to rank the components of the IEEE 14.  

The IEEE one area RTS-96 benchmark power transmission network composed of 24 nodes 

and 38 lines is oriented at a portion of the American electric power system (Grigg et al., 

                                                 

2 Matpower is a power system simulation package built upon Matlab and available at: http://www.pserc.cor-

nell.edu/matpower/ [access date 2018/11/11]. 
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1999), Figure 6. It has been used in a number of studies e.g., Dobson et al. (2001), Xingbin 

and Chanan (2004), Delgadillo et al. (2010), Daemi et al. (2012).  

The IEEE 39 benchmark is composed of 39 buses and 46 transmission lines and transform-

ers (Figure 7). It contains 10 generator buses which are all modelled as leaf nodes. The 

buses with an arrow sign are load buses. The IEEE 39 bus benchmark system for transmis-

sion power grids has been designed to be representative of the New England transmission 

power network (Christie, 2000), and it was the subject of a large number of studies (e.g., 

North American Rockwell et al., 1970, Athay et al., 1979, Dwivedi et al., 2009, Panigrahi, 

2013). Dwivedi et al. (2009) found that the IEEE 39 is a rather stable and reliable system. 

They conclude that the system is robust with respect to random attacks; there is hardly any 

effect on the efficiency if single lines are randomly selected and removed.  

The IEEE 118, Figure 8, is composed of 118 buses (54 generators, 9 power transformers 

and 91 load buses) and 179 lines, thus it is a considerably larger network than the IEEE 39. 

It has been used by e.g., Dwivedi et al. (2009), Chen et al. (2010), Panigrahi (2013), 

Javanbakht and Mohagheghi (2014), Koç et al. (2014), Scherb et al. (2017). 

 

Figure 5.  Circuit diagram of the IEEE 14 bus benchmark system taken from Christie (2000). 
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Figure 6.  Circuit diagram of the IEEE 24 (RTS 96) bus benchmark system taken from Christie (2000). 

 

Figure 7.  Circuit diagram of the IEEE 39 bus benchmark system taken from Athay et al. (1979) .   



Electrical power transmission 

 

20 

 

 

Figure 8.  Circuit diagram of the IEEE 118 bus benchmark system taken from Christie (2000). 

2.3.2 The Nordic power grid  

While IEEE standard power systems offer great transparency and can function as bench-

mark systems for grid topology research, failure risk assessment, and system improvement 

strategies, they most often do not represent the most recent power grid conditions. For 

Europe, some specific benchmarks are available, like the UCTE or CIGRE networks. 

Andreasson et al. (2011a) alternatively considered a model of the real Nordic power system 

based on publicly available data of grid characteristics for Denmark, Finland, Norway, and 

Sweden to demonstrate appropriate sampling techniques and concepts of system failure 

analysis. 

The Nordic power grid connects the transmission systems of Norway, Sweden, Finland, 

and Denmark, Figure 9. The system is subject to ongoing developments and reconfigura-

tions, because of renewable energy integration and different network expansion strategies 

at regional and over-regional levels and because power exchange and investments in the 

cross sections between Continental Europe and the Baltic States are increasing (Stattnet et 

al., 2014).  

The electricity sources and the distribution of the power generation are rather divergent 
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among the Nordic countries. In Norway 99% of the generated electrical power is from 

hydro power plants mostly located in the southern parts of Norway. Sweden has mainly 

hydro power and nuclear power generation, the latter from four nuclear power plants lo-

cated near the largest metropolitan areas of Sweden. Finland, in contrast, relies more on 

thermal power plants and has a higher import of fossil fuels for its electricity generation. 

Denmark has a larger share of wind power generation (mainly offshore), but especially 

important in Denmark are thermal power plants located close to the metropolitan areas 

(Energistyrelsen, 2015, Vesely, 1977, NVE, 2017).  

Data for the model of the Nordic grid has been provided by Andreasson et al. (2011a), 

collected mainly from publicly available data about network topology, transmission line 

parameters, power generation, and power demand derived from population density data. 

The model comprises in total 470 nodes and 636 power transmission lines (without count-

ing parallel installed lines). The mean line length based on the model data is 83.8 km with 

minimum 2.5 km, maximum 1206.5 km, and median 48.8 km.  

The Nordic Grid’s reliability has been studied by Andreasson et al. (2011a) with focus on 

effects of correlated failures of power lines on the total system load shed. However, they 

did not assess the effect of cascading failure events after spatially correlated hazardous 

impacts. A further vulnerability study for the Nordic grid was conducted by Holmgren 

(2006) using a graph theoretic model based on topological characteristics of the network. 

The Nordic grid complies with the (𝑛 − 1)-criterion, i.e. if one component is removed 

from the system, the elements remaining in operation are capable of accommodating the 

new operational situation without violating operational security limits; the (𝑛 − 1)-rule is 

explained in more detail in Chapter 5.5.3. Since the Nordic grid generally fulfills this cri-

terion, it can be assumed resilient to independent failures assuming that all components 

have low failure rates (Andreasson et al., 2011a). In case the component failures are de-

pendent, and there is an underlying correlation structure, due to hazards impacts, the (𝑛 −

1)-criterion might not be sufficient to describe the reliability of the system. Moreover, to 

the knowledge of the author, there is also no study about hazard impacts on the Nordic grid 

taking into account subsequent cascading failure effects. 

The study on the Nordic grid is presented in Chapter 9. 
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Figure 9: Illustration of the transmission system network operated by members of the European Network of 

Transmission System Operators (TSOs). Network elements are located only at their approximate geographic 

location. Important transmission sections, generators and substations in the so called Nordel area and neigh-

boring areas are shown; use permitted by Entsoe (2018)3.  

 

                                                 

3 Source: https://docstore.entsoe.eu/Documents/Publications/maps/2018/2018_Map_Northern-Europe-3.000.000.pdf; 

[access date 2018/11/30]. 
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2.4 Summary 

Chapter 2 contains an introduction to power transmission infrastructures and important 

reasons for power outages are outlined. Power infrastructure networks are often subject to 

natural hazards and high costs are estimated from severe power outages. Some statistics 

are presented highlighting those facts. E.g. from 2002 to 2012 almost 60% of the outages 

observed in the United States were due to extreme weather events and earthquakes. It has 

been estimated that in the United States alone, power outages due to hurricane events lead 

to yearly nationwide costs ranging between 18 to 33 billion US Dollar. 

Publicly available model representations of transmission systems commonly used in liter-

ature, so called IEEE benchmark systems, are presented. They cover different sizes and 

formations of power transmission networks oriented at power grids of the 20th century in 

the USA. In the course of this thesis, studies are made for selected IEEE benchmark sys-

tems as well as for the Nordic Grid of the European Nordic countries. 
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3 Modelling approaches 

In the following, selected studies in the field of risk and reliability of civil infrastructure 

systems subject to natural hazards are discussed. An increasing number of contributions 

and publications during the last 10 to 15 years can be observed. Most studies of the vul-

nerability of power networks and the occurrence of outages in hurricane prone regions 

have been conducted for the USA. Overall, the reviewed and presented studies are pre-

dominantly interested in two hazard types: earthquakes and tropical cyclones. Earlier 

studies developed regression models to estimate and predict the spatial distribution of 

power outages based on outage data from past hurricanes along with physical data and 

environmental conditions of the system component sites, Section 3.1. More recent studies 

rather examine the system behavior and evaluate the performance, e.g. under consideration 

of cascading failure events with the aim to estimate the potential damages after hazardous 

events, Section 3.2.  

3.1 Statistical modelling approach 

There are a number of statistical models based on spatial outage databases from different 

historical hazards, which are mainly regression models. Some earlier studies developed 

regression and correlation models to predict the spatial distribution of power outages based 

on outage data from past hurricanes along with physical data and environmental conditions 

of the system component sites (e.g., Liu et al., 2005, Han et al., 2009a, Han et al., 2009b, 

Staid et al., 2014, Liu et al., 2008). Some of these studies are introduced shortly in the 

following.  



Modelling approaches 

 

26 

 

Liu et al. (2005) developed negative binomial regression models for electric power outage 

events during hurricanes. The study is based on three hurricane events (Hurricane Floyd 

1999, Hurricane Bonnie 1998, Hurricane Fran 1996) and outage data in North and South 

Carolina. It is found that the best explanatory variables for the expected number of outages 

are the number of transformers in the area, maximum gust wind speed, utility company 

affected, and hurricane event. A main output of the study is the spatial density of outages 

in a region dependent on theses variables. However, due to data limitation, this model is 

only representative for the study area and would need to be adjusted for other regions. Liu 

et al. (2008) used a similar approach as Liu et al. (2005). A spatially generalized linear 

mixed model (GLMM) is developed for a Hurricane prone region stratified by 3x3 km2 

grid cells based on data from six hurricanes and eight ice storms. In this case, the variables 

in the regression model with the best predictive power were: number of protective devices, 

maximum gust wind speeds, hurricane indicator, and utility company indicators. Zhu et al. 

(2007) conduct storm and lightning modelling for the prediction of power system outages. 

The correlation between flash density and outages caused by lightning is studied and found 

to follow almost a linear function within a certain distance from the lines of the network.  

Building on past statistical power outage estimation models, Han et al. (2009b) estimate 

the spatial distribution of power outages during hurricanes in the Gulf coast region of the 

United States using measurable hurricane parameters with generalized linear models 

(GLMs). Han et al. (2009a) improve the predictive accuracy of hurricane power outage 

forecasts using generalized additive models (GAMs) comparing to previously used GLMs. 

Guikema (2009) used an approach based on statistical learning theory to draw inferences 

from complex data sets. Generally, he defines the problem of spatially spread infrastructure 

system failure assessment as a problem of data overabundance. He argues that there is a 

need for statistical learning methods rather than probabilistic risk analysis (PRA) methods, 

which have historically been developed for problems where only limited data is available.  

Nateghi et al. (2014) present a power outage estimation model for tropical cyclones based 

on the method of random forests, using data from a power distribution system serving two 

states in the Gulf Coast region of the United States. One result is that estimates of system 

reliability based on wind speed alone are not sufficient for adequately capturing the relia-

bility of system components. Guikema et al. (2014) aim for a predictive model in advance 

of a hurricane that is applicable not only to a specific utility company but along the full US 

coastline, using only publicly available data of upcoming hurricane events. The response 

variable is the number of customers without power supply in each grid cell of the study 

area. Important hurricane parameters are the maximum 3 second gust wind speed and the 

duration of time with wind speeds exceeding 20 m/s. Further parameters taken into con-

sideration in the random forest model include land cover, soil moisture, and topography 

(elevation). 

The statistical models presented above are relatively strong in predicting regional outages 

due to distinct hazards but tend to not have sufficient resolution at the network topology 

and the component fragility level. Therefore, they do not provide enough information and 
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understanding about actual causal relations and processes within the networks (Mensah 

and Duenas-Osorio, 2014). 

3.2 System modelling approach 

The studies presented in this section aim at a resilience, risk, or reliability assessment for 

civil infrastructure systems while considering their response to destructive events at the 

system level by simulating the system behavior. A main and mostly common goal of these 

studies is to be able to predict the possible network damages and to contribute to better 

pre-disaster mitigation and post-disaster recovery actions or to identify the importance that 

each network component has in maintaining network connectivity or optimal flow. One 

crucial task in this context is to find or develop performance metrics for quantifying (ge-

neric) network functionality. In Table 3, an overview on selected studies is listed. As 

introduced in Chapter 1.1, dependencies in systems have been studied from different per-

spectives. The review here is limited to studies that account for the problem of dependent 

component failures (CCF) due to hazardous events.  

The first three studies listed in Table 3 and the study by Cavalieri et al. (2014) have in 

common a focus on infrastructure exposed to seismic hazards. Dueñas-Osorio (2005) ap-

proached the problem with an emphasis on the network topology for potentially 

interdependent network types, e.g. the interplay between water distribution and power 

grids. He used a probabilistic response characterization of networked systems when subjected 

to internal or external disturbances from seismic hazards. The probability of component fail-

ure given seismic ground motion is computed using the fragility curves implemented in 

Hazus-MH, a methodology and natural hazard analysis tool developed by the Federal 

Emergency Management Agency (FEMA). An overall network performance measure that 

is often used is the connectivity loss, which is computed as the ratio of the number of lost 

paths between supply and demand facilities to the number of the paths within the infra-

structure system prior to damage. Dueñas-Osorio (2005) and Adachi (2007) examine 

interdependent water distribution and power transmission systems employing a probabil-

istic seismic hazard analysis. A model of spatial intensity correlations of earthquake 

ground motion for the vulnerability assessment of distributed infrastructure facilities is 

implemented additionally in Adachi (2007) as compared to Dueñas-Osorio (2005). The 

functional interactions among facilities are modelled by fault trees, and the impact of cas-

cading failures on serviceability of a networked system is computed by a procedure based 

on the concept of shortest paths. One further study in this direction by Dueñas-Osorio and 

Vemuru (2009) models the seismic risk to power infrastructures. They account for cascad-

ing failures and state that the additional loss of performance due to cascading failures can 

be orders of magnitudes larger than the initial loss of performance regardless of the hazard 

type. The assessment framework is applied to the IEEE 118 node and the IEEE 300 node 
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power transmission test systems exposed to seismic and lightning hazards as well as ran-

dom hazards and targeted attacks. It is stated that improvement of the network component 

tolerance alone does not ensure system robustness or protection against disproportionate 

cascading failures. The authors state that managing the risk of network unavailability re-

quires a combination of redundant topology, increased flow carrying capacity, layout 

homogenization, and deliberate inclusion of weak links for network islanding. Cavalieri et 

al. (2014) assess power networks subjected to seismic hazards with varying intensity. Dif-

ferent modelling approaches concerning the network performance are compared based on 

Monte Carlo Simulation. Two models use connectivity-based measures and further three 

models use power flow analysis. The IEEE 118 test case is used for illustration purposes 

assuming that the test case is in central USA. A main result is that models reflecting accu-

rate power flow are needed if the actual performance of the systems is of interest.  

Several contributions are interested in hurricane hazards causing damage to infrastructure 

systems. Winkler et al. (2010) conduct a performance assessment of topologically diverse 

power transmission and distribution systems subjected to hurricane events at the US Gulf 

coast based on component fragility models predicting failure probability for individual 

transmission and distribution power network elements. They combine hurricane damage 

predictions and topological assessments to characterize the impact of hurricanes on power 

system reliability. Simulated hurricane events are applied to measure the hurricane relia-

bility of three topologically distinct transmission networks. Performance is measured in 

terms of the largest connected component (LCC) after a damage event. Reliability is found 

to correlate directly with topological features, such as network meshedness, centrality, and 

clustering: the compact irregular ring mesh topology is identified as particularly favorable.  

Ouyang and Dueñas-Osorio (2012) develop a time dependent resilience metric for urban 

infrastructure systems using the IEEE RTS 96 test case and the power transmission grid in 

Harris County, Texas, USA as examples. The modelling of the system evolvement and 

improvement mechanism is supposed to reflect possible inter-hazard interactions such as 

the occurrences and the effects of future hazards, which are affected by previous hazards 

and cannot be addressed by static resilience analysis. The study wants to contribute to a 

better assessment of long-term effectiveness of resilience-inspired intervention strategies 

to support decision making. Strategies like the enhancement of situational awareness, man-

agement of consumer demand, and integration of distributed generators are simulated. 

Finally, the authors found that there might be counter-productive effects of short term ver-

sus long term resilience improvement measures.  

Another study by Ouyang et al. (2012) focuses on the development of an expected annual 

resilience metric for single hazards and multiple hazards. The study is also applied to the 

power transmission grid in Harris County, Texas, USA as well as to modified networks to 

compare their resilience while accounting for power redistribution processes. Resilience is 

measured by the number of normally operating components within the system, and cost is 

quantified in terms of impact area size. It is concluded that the expected annual resilience 

is mainly compromised by random hazards due to their higher frequency of occurrence 
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relative to hurricane hazards. Measures like deploying redundancy, hardening critical com-

ponents, and ensuring rapid recovery all entail effective responses. The authors claim that 

further refinements can be made towards other, e.g., social, organizational, and economic 

responses.  

Similar to the studies above, Javanbakht and Mohagheghi (2014) conduct a (𝑛 − 𝑘)-con-

tingency analysis using an AC power flow model to assess the response to hurricane 

events. The IEEE 118 test case system is used and georeferenced while assuming to be 

located in Texas, USA. In contrast to the previous studies, the hurricane parameters are 

modelled with historical data on past hurricane events in the United States and are then 

used to simulate hurricane events. The outage probability of transmission lines affected by 

the wind field is calculated. The specific focus of this study is on the operational action of 

power generation dispatch before an imminent hazard event, which is supposed to be an 

effective mitigation measure for grid operators.  

Ouyang and Dueñas-Osorio (2014) follow a probabilistic modelling approach in order to 

quantify the hurricane resilience of contemporary electric power transmission and distri-

bution systems similar to the studies above. They implement a hurricane model, 

component fragility models, a power system performance model based on DC-flow equa-

tions, and a system restoration model. They suggest several improvement strategies in 

relation to the restoration time, resource mobilization, and enhancement of the rate of un-

derground lines. One aspect of the study is the model calibration using the outage and 

restoration data after Hurricane Ike (2008). As in most of the studies in the domain, a con-

sequent validation with real data is vague or missing, supposedly due to lack of data, Table 

3. 

Compared to the studies above, the contribution by Panteli et al. (2017) stands out with 

respect to the fragility modelling approach. Several of the studies mentioned used assump-

tions and parameters prescribed in the HAZUS application of FEMA (Vickery et al., 2006) 

in order to model their fragility of system components. The development of fragility curves 

is one focus point in Panteli et al. (2017) and is conducted based on structural analysis for 

transmission towers and based on statistical analysis for transmission lines specifically for 

the power grid of Great Britain. Furthermore, in Panteli et al. (2017) a focus is laid on 

component rankings based on the Risk Achievement Worth (RAW), a convenient compo-

nent reliability measure. The results show the resilience of power systems to severe 

weather and demonstrate that the criticality of network sections depends on the hazard 

intensity.  
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Table 3: Example studies in the field of infrastructure resilience and reliability against the backdrop of natural 

hazard impacts. 
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3.3 Summary  

Against the backdrop of the research questions described in Chapter 1.2 and the importance 

of power outage damage estimation discussed in Chapter 2, the concerned literature of the 

last decades is reviewed. The focus in the considered publications is on the modelling of 

the vulnerability, resilience, and reliability of infrastructure networks in the context of nat-

ural hazard impacts. 
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4 General analysis framework  

The general framework, which is proposed and employed in this thesis, is summarized in 

Figure 10. This general framework is later adapted in selected aspects for the individual 

case studies, as explained further in the corresponding Chapters 8-10. The principle ele-

ments of the reliability assessment used in this thesis are introduced in detail in the 

following Chapters 5 to 7. Chapter 5 is about network reliability analysis methodologies 

in general. Chapter 6 is an introduction to the concept of component fragility, based on 

structural reliability concepts. Chapter 7 introduces and discusses different deterministic 

versus reliability-based component importance measures.  

 

Hazard representation and component dependencies 

In this thesis, hazard modelling approaches are based on spatial random fields (SRF). In 

general, SRF models of either the hazard intensity (wind speeds) or the component failure 

probability are developed. This produces, within a Monte Carlo simulation process, SRF 

realizations of the wind field or directly of the component failure probabilities. The models 

are either based on historical hazard data (Chapter 8.2 and 9.2) or based on assumptions 

on the level of component failure rates for a generic hazard representation (Chapter 10.3). 

In the latter case study, a model with a varying correlation length parameter is examined 

in order to assess the effect of a varying SRF dependence structure on the system reliability 

and component importance. 

An overview of the dependence types and how they can be treated is given in Chapter 5.3.  
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Component fragility  

In the case studies that represent wind speeds via SRF simulations (Chapter 8.2 and 9.2), 

the explicit modelling of the component fragility is necessary. The fragility describes the 

probability of component failure given a hazard intensity/load (e.g. wind speed in m/s). 

Fragility is a probability defined conditional on loads to which the system might be ex-

posed. Based on this probability, Monte Carlo Simulation is used to generate data sets of 

(binary) component failure sets, so called contingencies where 𝑚 components out of total 

𝑛 components are in a failure state. These failure sets are then linked to the associated 

network performance and potential initial as well as cascading damages. In Chapter 6.2, 

the concept of component fragility is introduced.  

The use of fragility in risk and reliability analysis is elaborated in Chapter 6.3. Generally, 

the fragility concept can be used in a risk assessment in the following way: 

𝑅𝑖𝑠𝑘 = 𝐸ℎ,𝑑[𝑐𝑜𝑠𝑡] = ∫ 𝑝(ℎ) [∫ 𝑝(𝑑|ℎ) 𝑐𝑜𝑠𝑡(𝑑, ℎ)𝑑𝑑
𝐷

]
𝐻

𝑑ℎ         (1) 

The risk as defined in Equation (1) is the expected value of the costs of a hazard equal to 

the integration over the hazard and damage outcome space: 𝑝(𝑑|ℎ) is the probability dis-

tribution of damage 𝑑 conditional on a hazard intensity ℎ; it describes the fragility. 

𝑐𝑜𝑠𝑡(𝑑, ℎ) is the cost as a function of damage and hazard intensity, it describes the expo-

sure; 𝑝(ℎ) is the probability distribution of the hazard intensity. 

  

Network performance and reliability 

In order to estimate the potential damages caused by initial triggering component failures 

one needs 1) a network representation and 2) a network performance model.  

Based on the performance definition, the network reliability, 1 − Pr (𝑓𝑎𝑖𝑙𝑢𝑟𝑒), is quanti-

fied accordingly. Performance indices can be the system failure probability itself, the loss 

of graph efficiency, the loss of power load, the number of lines out of service or the loss 

of source-target (s-t)-connectivity. In case of the modelling based on power flow equations 

or the graph efficiency concept, it is a goal to also model and represent cascading failure 

processes in the network that are caused by load propagation after initial triggering events. 

The reliability concept that is used in this thesis is defined in Chapter 5.2.1, followed by 

some principle performance measures in Chapter 5.2.2 and 5.2.3. Different network per-

formance models are applied as explained in Chapter 5.4.  
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Component importance and network improvement strategies  

In Chapter 7, the concept of component importance is introduced, starting with determin-

istic measures to indicate network components with outstanding (topological) 

characteristics (e.g. in terms of betweenness). In Chapter 7.2 and Chapter 7.3 reliability 

importance measures (IM) are discussed for a) binary state systems and b) for systems with 

continuous performance and reliability measures. A differentiation of IM in cascading fail-

ure events is defined in Chapter 7.4. The goal is to find the components with the highest 

impact on the overall network reliability and to differentiate the components important for 

the initiation of network damages versus the components important for the further damage 

propagation. The component rankings are used to establish reliability enhancement strate-

gies as explained in Chapter 7.5. A line (segment) strengthening relates to the initial 

component failure probability and a line capacity increase relates to the network perfor-

mance model and vulnerability to power overload propagation. In the case studies in 

Chapter 9 and 10, component importance rankings are calculated in the modelling process 

and several component improvement strategies are tested and compared based on selected 

rankings. 

 

Reliability evaluation 

The results of this thesis are produced based on Monte Carlo simulations, see Chapter 5.5. 

The Monte Carlo approach is a scenario-based model, with a large number of numerically 

generated scenarios. As illustrated in Figure 10, each Monte Carlo sample is a scenario 

comprising: 

1) A hazard representation, i.e. a maximum wind speed value at each location, with 

an explicit consideration of the spatial correlation in the hazard (the wind field),  

2) A sample for each component from a Bernoulli distribution with parameter equal 

to the probability of failure resulting from the fragility curve whose argument is the 

sampled wind speed at the location, 

3) A resulting vector of initial and final failure states of the network components 

4) A resulting value for the network performance 

This allows to compute the component importance measures considering the spatial corre-

lation of the hazard and to reevaluate component measures and component rankings after 

network modifications.  
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Figure 10: General network reliability analysis framework applied in this thesis. Dashed lines indicate steps 

that are not considered in every case study of this thesis.  
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5 Network reliability analysis 

This chapter presents selected concepts for reliability analysis of network systems. In 

Chapter 5.1, the term graph/network is introduced based on graph theory. Next, in Chapter 

5.2 the term reliability is defined in general, and approaches to model network performance 

and to define network reliability are developed. Relevant sources for dependencies in net-

works are discussed in Chapter 5.3. One of the central problems is how to model the 

network performance after initial component failures in the course of potential cascading 

failure events (Chapter 5.4). Finally, in Chapter 5.5, some overall assessment methods are 

discussed and compared: analyses based on deterministic methods versus analyses based 

on Monte Carlo Simulation as a central concept used in this thesis.  

5.1 Network formulation as complex graph 

In the literature, the terms “critical infrastructures” or “lifelines” are used in the context of 

civil infrastructure modelling, (e.g., Murray and Grubesic, 2007, Guikema, 2009, Zio, 

2014, Johansson and Hassel, 2014). These terms categorize systems that a society relies 

upon and are, therefore, rather critical for a functioning and safe daily life, which is essen-

tially true in one way or the other for all types of civil infrastructures (European Council 

Directive 2008/114/EC). In this thesis, the terms network and graph modelling concepts 

are used for these kind of critical infrastructures.  

The term “complex network” stems from graph theory, a subdomain of mathematics and 

a relatively young field of research, e.g., Floyd (1962), Sedlacek (1968), Aigner (1984), 

and Strogatz (2001). From a graph theory perspective, a network can be defined as graph 

with vertexes and edges that own certain attributes, for instance name, nature, state, func-

tion. Often the terms network and graph are used interchangeably in this context. The 

attribute “complex” is assigned to networks that have a non-trivial topology, as opposed to 

regular graphs, e.g. lattices or random graphs (Albert and Barabási, 2002). Many real-
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world infrastructure systems exhibit a non-trivial topology, often those networks were de-

veloped over time in a non-regular way. In graph theory, static and dynamic properties of 

networks are studied, where the static properties relate to the topology of the system and 

the dynamic properties relate to the function and behavior of the components and of the 

whole system.  

From a system reliability perspective, a system is complex when the reliability block dia-

gram (RBD) either cannot be reduced to a series-parallel structure with independent 

elements or does not exist at all. The latter is the case for instance if more than two states 

or more than one failure mode of an element have to be considered (Birolini, 2007). Often, 

the components are physically and functionally heterogeneous, and might be organized in 

a hierarchy of subsystems. Complexity can be of both structural and dynamic type: struc-

tural complexity manifests through the heterogeneity of components, through a large 

number of components that might be highly interconnected and (inter-) dependent. Dy-

namic complexity manifests through the (often unexpected) system behavior in response 

to changes in the environmental and operational conditions of its components and com-

partments.  

5.1.1 Undirected and weighted graphs 

Applying a complex graph representation, the infrastructure network is described by a 

graph object 𝐺 consisting of a set of nodes (vertices) 𝑁 = {𝑛1, … , 𝑛𝑛} and a set of lines 

(edges or links) 𝐿 = {𝑙1, … , 𝑙𝑙}: 

𝐺 =  (𝑁, 𝐿) (2) 

The 𝑛 × 𝑛 adjacency matrix 𝑨 =  {𝑎𝑖𝑗} of the graph 𝐺 describes its topology. If there is a 

direct line between 𝑖 and 𝑗, the entry 𝑎𝑖𝑗 in 𝑨 is the weight assigned to the line. The entry 

𝑎𝑖𝑗 takes value zero if no direct line between nodes 𝑖 and 𝑗 exists. In case all non-zero 

entries 𝑎𝑖𝑗 of the adjacency matrix are set to one or a constant for the entire network, i.e. 

all connecting lines have the same weight, the graph/network describes an unweighted 

graph.  

𝐺 is an undirected graph if it holds that  𝑎𝑖𝑗 = 𝑎𝑗𝑖  𝑓𝑜𝑟 𝑎𝑙𝑙 𝑖, 𝑗, i.e. if the adjacency matrix 

of the graph is symmetric. A directed graph has an asymmetric adjacency matrix, i.e. the 

connections between two nodes can be assigned differing values in both directions.  

An example network model together with its adjacency matrix can be seen in Figure 11; it 

is an example of an undirected, unweighted graph with 8 nodes and 9 lines, where node 8 

is disconnected from the remaining network, i.e. no lines link the node 8 to the other nodes. 

Node 1 is a so-called leaf node, i.e. only one line connects node 1 to the connected rest of 
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the network. In Figure 12, the example is modified for the case of weighted lines. The 

weights in the graph may represent quantities as diverse as, e.g., line length, line reactance, 

power flow through the line, line failure probability, and line importance according to cer-

tain criteria. In general, also the nodes can be assigned appropriate attributes, e.g. flow 

production/generation, demand, capacity, resistance.   

 

Figure 11: Example network and its corresponding adjacency matrix, 𝑨. Node 8 is disconnected from the 

remaining network, i.e. row 8 and column 8 of 𝑨 consist of only zero elements. Node 1 is a leaf node, i.e. 

only one line connects node 1 to the rest of the network.  

 

Figure 12: Example network from Figure 11 with line weights and corresponding adjacency ma-

trix, 𝑨𝒘𝒆𝒊𝒈𝒉𝒕𝒆𝒅. The line weights are indicated by their assigned line thicknesses.  

The graph representations can be the base for a network model. Generally, network models 

can be classified as 1) topological models, which are exclusively described by the net-

work’s graphical layout, 2) flow models, which additionally consider the capacity of each 

line and node and 3) physical models that consider at least some selected physical pro-

cesses of flows in the network. This is discussed in more detail in the context of reliability 

analysis methods in the following sections.  
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5.1.2 Graph characteristics 

There are numerous indices to describe the graph’s characteristics. Only some metrics are 

introduced here, for a further review see e.g., Newman (2003) and Newman (2008). Sev-

eral pertinent indices, like the vertex degree distribution, the 𝑐ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟𝑖𝑠𝑡𝑖𝑐/

𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔𝑡ℎ, or the network average 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑖𝑛𝑔 𝑐𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡 are explained in 

the following.  

In an undirected graph 𝐺(𝑁, 𝐿) with 𝑁-set of vertices and 𝐿-set of edges/ lines, the 

𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒 is the number of connections the node has to other nodes. The node/vertex 

degree distribution is the statistic over all 𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒𝑠 of all nodes in the network. For 

some network types, e.g. the so-called scale-free networks, the degree distribution follows 

a power law, Equation (3).  

𝑃(𝑘) ~ 𝑘𝑛𝑖
−𝛾 (3) 

with 𝛾 typically being 2 < 𝛾 < 3. This means that the fraction of nodes 𝑃(𝑘𝑛𝑖) that have 

number of 𝑘𝑛𝑖 connections follows the power law for large values of k. Scale-free networks 

have drawn attention in research (e.g. Motter et al., 2002), as they have specific interesting 

characteristics: They have a few nodes with a 𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒 that highly exceeds the aver-

age 𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒; so-called hubs. Hubs are mainly neighbored by nodes with smaller 

degree, which are again neighbored by nodes with even smaller degree. This circumstance 

makes the networks relatively fault tolerant to random failures since the probability that a 

hub, and thus a very important node is hit, is relatively small or sometimes even negligible.  

The 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔𝑡ℎ of a graph is the average number of steps along the shortest 

paths for all node pairs in the network.  

𝐿𝐺 = 
1

𝑛(𝑛 − 1)
∑𝛿𝑖𝑗
𝑖≠𝑗

 (4) 

𝛿𝑖𝑗 is the shortest distance between node 𝑖 and node 𝑗. The 𝑔𝑟𝑎𝑝ℎ 𝑑𝑖𝑎𝑚𝑒𝑡𝑒𝑟 should not 

be confused with the shortest distance across the graph. The diameter of a graph is the 

maximum of all shortest paths between any node pair in the network: 𝛿𝐺 = max (𝛿𝑖𝑗).  

The  𝑎𝑣𝑒𝑟𝑔𝑒 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑖𝑛𝑔 𝑐𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡 as suggested by Watts and Strogatz (1998) can be 

defined as follows:  
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𝐶𝐺 = 
1

𝑛
∑𝑐𝑖

𝑛

𝑖=1

 (5) 

A node 𝑛𝑖 has 𝑘𝑛𝑖 neighbors including 𝑛𝑖 itself; at most 
𝑘𝑛𝑖(𝑘𝑛𝑖−1)

2
 lines can exist between 

the node and its neighbors; 𝑐𝑖 is the fraction of these maximum lines that actually exist; 𝐶𝐺 

is the average over all 𝑐𝑖 in the network.  

There are some special cases of network topologies, see Figure 13. A regular graph, e.g., 

a lattice network, has typically both a rather high 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔𝑡ℎ and a rather high 

𝑎𝑣𝑒𝑟𝑔𝑒 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑖𝑛𝑔 𝑐𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡: 𝐿𝐺𝑟𝑒𝑔𝑢𝑙𝑎𝑟  ~ 
𝑁

2𝐾
 (ℎ𝑖𝑔ℎ),  𝐶𝐺𝑟𝑒𝑔𝑢𝑙𝑎𝑟 = 

3

4
 
𝑘−2

𝑘−1
 (ℎ𝑖𝑔ℎ) 

(Ball and Coxeter, 2010). In turn, in a random graph, both characteristic measures obtain 

rather small values: 𝐿𝐺𝑟𝑎𝑛𝑑𝑜𝑚~
ln𝑁

ln(𝑘−1)
 (𝑠𝑚𝑎𝑙𝑙), 𝐶𝐺𝑟𝑎𝑛𝑑𝑜𝑚  ~  

𝑘

𝑁
 (𝑠𝑚𝑎𝑙𝑙).  

   

Figure 13: Three examples of (undirected) graph types. Left: regular lattice graph, where each node has the 

same number of neighbors. Middle: example of a small-world network which is highly clustered, yet with a 

small characteristic path length. Right: random graph with complete randomly connected nodes.  

In some cases, power grids have been identified as so-called small world networks (Watts 

and Strogatz, 1998): small world networks are highly clustered like regular lattices and 

have at the same time a small characteristic path length like random graphs. Studies in the 

field of graph theory are made, e.g., for different graph types: random graphs, small-world 

graphs, and scale-free graphs with and without high local clustering: E.g., Holme et al. 

(2002) showed that random graphs and small-world graphs are equally vulnerable to ran-

dom or targeted attacks, whereas scale-free graphs are resilient to random disturbances, 

but also highly vulnerable to targeted attacks.  

Making inference from graph characteristics about its vulnerability, performance, or relia-

bility is a challenging task and matter of intense research (Watts and Strogatz, 1998, Latora 

and Marchiori, 2001, Girvan and Newman, 2002, Motter et al., 2002, Crucitti et al., 2003). 
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As described in detail by Albert and Barabási (2002), mathematical networks or graphs are 

widely used in the natural and social sciences to model the behavior of systems with many 

components. At a first glance, one might think that the more connections a network has, 

the stronger it is against external impacts. One illustration given in Verma (2012) shows 

the uncertainty of this assumption: e.g. in a social network, more connections mean 

stronger relations between persons and perhaps better exchange of information. At the 

same time, more connections would also mean a more efficient spreading of a virus among 

connected persons. This can be transferred to the case of power grids, where many con-

nections would mean a good connectivity, but also the potential for consequent cascading 

failures.  

5.1.3 Alienability of graph representations to power networks 

With the goal to reduce complexity in the analysis of power grids, i.e. to enhance compu-

tational efficiency, power grids are often represented as complex weighted graphs in 

literature (e.g., Motter and Lai, 2002, Crucitti et al., 2004b, Crucitti et al., 2005, Holmgren, 

2006, Rosas-Casals et al., 2007, Arianos et al., 2009, Rosas-Casals and Corominas, 2009, 

Wang et al., 2010, Panigrahi, 2013, Zuev et al., 2015). Thus, power grids are modelled as 

a graph consisting of lines and nodes. Nodes represent components that can be assumed to 

be localized at one point coordinate. Lines stand for the distribution/ transmission elements 

connecting those point coordinates. In a graph representation of a power transmission grid, 

nodes typify generation buses, transmission poles, and distribution buses, or substations 

and load points. Lines model the transmission cables and transformers (Adachi, 2007). 

Further, it would seem reasonable to use a weighted, undirected graph, e.g. the reactance 

values of the transmission lines as line weights. The reactance of a transmission line is an 

indicator of the amount of power flowing through a line under the assumption of lossless 

conditions (Saccomanno, 2003, Dwivedi et al., 2009). The lower the reactance of a path 

between two nodes, the more power may flow through the path in principle. 

For the IEEE 39 benchmark system introduced in Chapter 2.3.1, an example is illustrated 

in Figure 14: On the left side, the classical illustration as a circuit diagram of the power 

grid is shown, on the right side, the power grid is illustrated as a georeferenced graph object 

with weighted lines (reactance values).  
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Figure 14: Left: The IEEE 39 bus system. Right: The IEEE 39 as a complex graph with geo referenced nodes 

and weighted lines, here line thicknesses indicate the reactance values of the lines.  

5.2 Concepts of network performance and reliability  

In the following, selected concepts are summarized from reliability engineering and spe-

cifically from system reliability as introduced in Chapter 1. These selected concepts are 

specifically formulated and prepare and represent the framework and the terminology to 

be employed in the subsequent chapters. 

5.2.1 Reliability definition 

The reliability of a component or system 𝑅(𝑡) is defined as the probability of functioning 

under given environmental and operational conditions and for a stated period of time 𝑡, 

ISO 8402, (Rausand and Høyland, 2004, Lê, 2014). The reliability 𝑅(𝑡) is a function of 

time, which is not made explicit in the following definitions. In systems where failures are 

not repaired and where no maintenance is conducted, the term availability can be used 

interchangeably with reliability: 𝐴(𝑡) = 𝑅(𝑡)  (Straub, 2017). For a more detailed intro-

duction to the principles, the reader is referred to e.g., Rausand and Høyland (2004). 

Network reliability analysis can serve system architects as a tool to identify weaknesses in 

systems and to quantify weather a system meets reliability acceptance criteria.  
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In reliability and risk analysis models, many factors of interest are treated as random vari-

ables (RV). This allows the qualification and the probabilistic estimation of selected 

parameters and inherent uncertainties in the system. A key challenge is to capture all pos-

sible failure modes of the system depending on the random variables such as input stimuli, 

network settings, and, dynamics in the system topology. Therefore, to quantify and esti-

mate the reliability and risk of a system, it is necessary to know the probabilities of relevant 

combinations of conditions leading to system failure under uncertainty. Since reliability is 

the complement of the probability of failure, the commonly used reliability measure 𝑝𝑆 can 

be formulated as:  

 𝑝𝑆 = 𝑃𝑟(𝑋𝑆 = 1) = 1 − 𝑝𝐹 = 1 − 𝑃𝑟(𝑋𝑆 = 0)  (6) 

With the index 𝑠 indicating system reliability, 𝑋𝑆 = 1 being the event of system function-

ing, and, 𝑋𝑆 = 0 the event of system failure.  

In the course of the following definitions and statements, it is assumed that the network 

nodes have a failure probability of zero, i.e. they are perfectly reliable. In Colbourn (1987) 

it was shown that a network problem, where node failures are considered, can be reduced 

in polynomial-time into an equivalent problem with line failures only. In case a node fail-

ure occurs, it can be translated into the corresponding line failures of the lines that connect 

the specific node to the network.  

5.2.2 Binary networks based on the connectivity problem 

The complexity of the analysis is reduced to some extent if the system can be defined as a 

binary system. This is a system, in which all individual components and the system itself 

can only be in either an UP (functioning) or a DOWN (failure) state. This means that the 

components are modeled by binary random variables 𝑋𝑙𝑖 . The component states are col-

lected in the so-called component state vector 𝒙𝒍 = [𝑥𝑙1 , 𝑥𝑙2 , … , 𝑥𝑙𝑙]
𝑇
, i.e. an 𝑙-tuple; 𝑙 

components (e.g. network lines) whose states are described by binary out-

comes  𝑥𝑙𝑖   𝜖  {0,1},   𝑖 = 1, 2, … , 𝑙: 

𝑥𝑙𝑖 = {
0         if component 𝑙𝑖 is in a failure state (DOWN)
1              if component 𝑙𝑖 is in a non − failure state (UP)

  (7) 

Each component is characterized by its reliability (i.e. probability of functioning) 𝑝𝑙𝑖 =

Pr(𝑋𝑙𝑖 = 1). 
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In case that the system state is unambiguously determined by the state vector, i.e. no addi-

tional uncertainty would influence the system state (i.e. static networks), the relation 

between component and system states can be described by a so-called structure func-

tion 𝜙(𝒙) = 𝜙(𝑥𝑙1 , 𝑥𝑙2 , … , 𝑥𝑙𝑙). The binary structure function 𝜙: {0,1}𝑙 → {0,1} returns the 

value of the system state dependent on the combination of component states 𝑥𝑙𝑖 for all 

possible 𝒙𝒍:  

 𝜙(𝒙𝒍) =  {
0 if the system is in a failure state
1              if the system is in a non − failure state

 (8) 

Since the component states of vector 𝒙𝒍  are random variables, the system state 𝜙(𝒙𝒍) is 

also a random variable. For a risk and reliability assessment of a system, the goal is to 

estimate the probability of the structure function becoming zero: 

𝑝𝐹 = Pr [ 𝜙(𝒙𝒍) = 0] (9) 

The system reliability is written as 𝑝𝑆 = Pr[ 𝜙(𝒙𝒍) = 1].   

In other words, the structure function determines the system state variable 𝑋𝑆:  

 𝑋𝑆 =  𝜙(𝒙𝒍) (10) 

In order to quantify the system reliability 𝑝𝑆, models are required that describe the system 

and its performance in function of the state of the system components, i.e. the structure 

function needs to be specified. In case of purely topological (static) network models, the 

structure function depends on the topology of the network and could e.g. be defined 

through the connectivity problem: Since infrastructure systems are designed to transfer 

goods or flows between sources (generation nodes) and destinations (load nodes), those 

nodes must remain connected (e.g. via by-pass) in order for the network to fulfill its func-

tion. Hence, the performance metric in many network reliability studies based on 

topological models is the (source-target) connectivity, which verifies the existence of a 

path from the origin to the destination node(s), e.g. Motter and Lai (2002), Newman 

(2003). The connectivity can also be expressed as the probability that all target nodes are 

connected to defined source nodes of the system. Performance measures of the static net-

work that are used extensively in graph theory are e.g. based on Ball and Colbourn (1992): 

 Source-target (s-t)-connectivity: the probability that there exists a path 

between two specified nodes.  

 Overall connectivity (or all-target connectivity): the probability that the 

network is overall connected, i.e. no component is isolated. 
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 K-terminal measure: the probability that a subset of nodes, 𝐾, is connected 

to the network.  

Testing for connectivity for small networks is unproblematic. In order to test a larger net-

work for connectivity a number of efficient path search algorithms are available in the 

literature. The Dijkstra-algorithm (Dijkstra, 1959) has been broadly used. This algorithm 

solves the single source-target shortest path problem, if the source-target connectivity is 

fulfilled between a prescribed node pair. Furthermore, also the overall connectivity prob-

lem can be solved with the Dijkstra-algorithm: if there exists one shortest path between all 

node pairs in the network, the overall connectivity is fulfilled. An alternative algorithm in 

the literature, the Floyd-Warshall algorithm, finds all node pairs shortest paths at once 

(Floyd, 1962).  

Connectivity is often defined as the minimum necessary condition for a network to func-

tion followed by further and maybe more sophisticated measures such as travel time or 

flow capacity (Rokneddin, 2013), as explained in the next section.  

5.2.3 Non-binary networks based on continuous performance functions 

Network performance can be defined through a variety of concepts. In literature, there is a 

wide range of different approaches: logical, topological, flow and physically based, and 

empirical models. In this section these are going to be discussed further in the context of 

performance metrics defined in the real space. Shpungin and Gertsbakh (2009) and Ball 

and Colbourn (1992) give a broad introduction to the field, and several examples for per-

formance models are evaluated.  

As introduced under Section 5.2.2, network components are modeled by binary random 

variables 𝑋𝑙𝑖. The component states are collected in the component state vector 𝒙𝒍 =

[𝑥𝑙1 , 𝑥𝑙2 , … , 𝑥𝑙𝑙]
𝑇
, with 𝑥𝑙𝑖  𝜖 {0,1}, 𝑖 = 1, 2, … , 𝑙.  

In principle any meaningful input-output model can be used that quantifies the network 

performance based on a function 𝜏:   {0,1}𝑙  →  ℝ, i.e. the performance is measured by a 

continuous variable. The function or model 𝜏 is used to quantify the degree to which the 

network provides a required service dependent on the component states, such as power 

supply.  

Consequently, the system failure domain can be described e.g. by the performance falling 

below a prescribed critical threshold value, 𝑡 ∈ ℝ. Thus, the system state variable 𝑆 with 

𝑠 𝜖 [0,1],  can be described by a binary variable in the following way:  

 𝑥𝑆 =  {
0             for 𝜏(𝒙𝒍) <  𝑡

1             for 𝜏(𝒙𝒍) >  𝑡
 (11) 
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The system failure probability can then be calculated analogous to Equation (9):  

𝑝𝐹 = Pr [ 𝜏(𝒙𝒍) <  𝑡] (12) 

One main task in network reliability analysis is to compute the probability of the failure 

domain of the network, 𝑝𝐹. 

Example performance models or measures are: 

 Shortest path models: The problem of finding a path between two nodes 

in a network such that the sum of the weights of its constituent lines is min-

imized. Based on all shortest paths between all node pairs, indicators can 

be built that describe the network performance, e.g. the graph efficiency 

(Motter and Lai, 2002). The concept of graph efficiency is applied in this 

thesis, and it is explained in more detail in Chapter 5.4. 

 Maximum flow models: The problem of how much flow/capacity is avail-

able between specified source and target nodes without specific modelling 

of the flow dynamics in a supply network (Ford and Fulkerson, 1956). 

 Physical flow models: The question of how much supply can be performed 

overall in the network, taking all source and target nodes into account; the 

attempt to model and solve the actual (dynamic) flow problem on the net-

work. One implementation of power flow modelling is presented in this 

thesis and explained in more detail in Chapter 5.4.2. 

 

Applications of physical performance measures are used, e.g., in transportation or water 

supply infrastructure modelling. For power transmission networks, a measure commonly 

used is the load supply value, i.e., the sum of the load that can be supplied to customers in 

the grid. Further measures for power systems could be the largest component size, or com-

ponents survived (Ouyang et al., 2014). Specific selected performance models in the 

context of component dependencies will be discussed in more detail in Chapter 5.4.  

5.3 Component dependencies  

By nature, every real-world system has several inherent (inter-) dependencies that can lead 

to component failures. In Straub (2017) and Rausand and Høyland (2004) the differentia-

tion of dependence types is made mainly between common cause failures (CCF), cascading 

failures, and relief as shown in Table 4. The additional differentiation between extrinsic 

and intrinsic dependencies emphasizes the circumstance that dependencies can be due to 

external loading impacts or internal loading impacts.  
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Table 4: Categories of dependencies in network systems.  

 Category of dependence 

Extrinsic 

 Common cause failures (CCF): One or more immediate or perpetual 

common causes or factors lead or contribute to failures in multiple com-

ponents  

Intrinsic 

 Cascading failures: Failure of components can lead to a change of the 

system, e.g., a redistribution of loads, which can cause additional com-

ponents to fail. 

 Relief: In some systems, failure of one or more components can lead to 

a reduced failure rate of other components 

 

The system reliability analysis under consideration of dependent components is generally 

computationally more expensive than if the components are assumed to be independent. A 

reason for this is that the joint probability density functions (PDFs) of 𝑛 component relia-

bilities that contain the full information on dependence among components in a binary 

system have size 2𝑛. It might be possible to explicitly specify this joint distribution for up 

to about 20 components but not much more. Additionally, the marginal PDFs and the de-

pendence structure are typically changing with time 𝑡, so that the joint PDF has to be 

defined as a function of 𝑡. Finally, yet importantly, there is often a substantial lack of data 

on the actual dependence structure among component and system failures. 

In order to circumvent these challenges mentioned above, often the assumption of compo-

nent independence is used. Nevertheless, it is worth to study at least the sensitivity of the 

system performance towards an introduction of component dependences, also if no quan-

titative estimates of this dependence exist: Independence is in most cases a non-

conservative and thus, potentially dangerous assumption (Rausand and Høyland, 2004, 

Straub, 2017). Fleming (1975) proved for redundant safety systems a significant increase 

in the probability of failure when common failure modes are considered. 

Since the aim of this thesis is to account for dependencies in the network reliability analy-

sis, the three main categories of dependencies are further reviewed.  

5.3.1 Common cause failures 

The term common cause failures (CCF) can be used if there are one or more immediate or 

perpetual common factors that lead to, or at least contribute to, correlated damage or failure 

events of multiple components. Probabilistic models and procedures for the treatment of 

CCF in system reliability analysis are described in the literature e.g., Vesely (1977), 

Mosleh et al. (1988), Mosleh (1991), Cheok et al. (1998), and Vaurio (1998). Bedford and 

Cooke (2001) as well as Rausand and Høyland (2004) give an introduction into the models 

of dependences in system analysis such as the beta binomial, the α-factor, or the beta-factor 
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models. These models have in common that they reflect the mechanisms leading to the 

dependence but they do not require establishing the joint PDF explicitly.  

Fleming (1975) introduced the β-factor model that is commonly used to model CCF since 

it is rather easy to implement: It has only one additional parameter β, which can be inter-

preted as the conditional probability that the failure of an item is a CCF, given that the item 

has failed. The model assumes that all system failures are either single independent failures 

or common cause failures where the components of the system fail simultaneously. There-

fore, a limitation of the β-factor model is that it does not allow that only a certain fraction 

of the components fails; this becomes an important constraint if more complex models are 

required to be analyzed and the role of single components is sought to be understood 

(Rausand and Høyland, 2004). Bedford and Cooke (2001), Rausand and Høyland (2004), 

and Straub (2017) suggest approaches to generalize the β-factor model in order to extend 

the applicability.  

The context of this thesis are spatially distributed natural hazards that lead to potential 

CCF. As mentioned already in Chapter 3, in several previous studies this question is ap-

proached based on modelling the natural hazard intensity as a spatial random field (SRF) 

or based on a parametric or empirical spatial hazard model. Using the spatial characteristics 

of the hazard intensity, the component fragility and thus, the component failure probability 

can be defined. The whole assessment is often embedded into a Monte Carlo simulation in 

a number of studies (e.g., Dueñas-Osorio, 2005, Adachi, 2007, Winkler et al., 2010, 

Rokneddin, 2013, Ouyang and Dueñas-Osorio, 2014, Javanbakht and Mohagheghi, 2014, 

Cavalieri et al., 2014, Lim et al., 2015, Panteli et al., 2017).  

In this thesis (Chapters 8-10), several approaches to account for the component dependence 

in the models are applied. One approach is the SRF model of wind speeds and component 

failure probabilities in extreme wind events based on a varying correlation length value of 

the random field. An illustration of three of such SRF realizations is given in Figure 15, 

where an increasing underlying correlation length in the fields entails decreased heteroge-

neity in the wind speeds and component failure probabilities.  

   

                      
                                                                          Increasing correlation length  

Figure 15: Spatial random field realizations of a modelled hazard intensity ℎ of the component failure prob-

ability 𝑝𝑙𝑓 . The underlying correlation length is increasing from the left to the right side of the three 

realizations, i.e. the homogeneity is increasing or the heterogeneity is decreasing from left to right.  

ℎ, 𝑝𝑙𝑓 ℎ, 𝑝𝑙𝑓 ℎ, 𝑝𝑙𝑓
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5.3.2 Cascading failures 

A cascading failure event is a sequence of failures following one or multiple initial dis-

turbances in a network. In principle, one reason for cascading failures can be the failure 

propagation due to functional overloading (Daqing et al., 2014). According to their con-

nectedness and their dependence on each other, network components might be affected, 

e.g., by overload when one component or a set of components fails initially. If the addi-

tional load is exceeding the affected components' tolerance levels, those components are 

likely to fail, and the cascading failure may subsequently spread into the network by over-

loading further components (Zio and Sansavini, 2011). In the context of the cascading 

outage, uncertainties stem from three primary sources: 1) the initiating events, 2) the se-

quence of dependent events that could unfold as a result of the initiating events, and 3) the 

ultimate costs of a blackout of a known size (Vaiman et al., 2012). Together with a preva-

lent lack of real failure data this makes the study of propagation behavior of cascading 

overload failures challenging, and thus, the investigation of cascading failures is an active 

field of research (Daqing et al., 2014). The cascading failure models employed in the case 

studies later in the thesis are explained in Chapter 5.4. 

5.3.3 Relief  

In some system configurations, the failure of one or more components can lead to reduced 

failure rates of other components (Rausand and Høyland, 2004). This “relief-effect” is a 

specific type of dependence between components conditioned by the dynamical loading 

distribution in a power transmission system. 

In case of a disturbance in a part of the power grid, it might be necessary that the system 

operators initiate a so-called “load shedding”. This is the action of intentionally curtailing 

service to consumers in some areas to protect the integrity of other parts of the grid. An-

other instance of relief is when, within a cascading failure process, the failure of some 

components leads to a relief of other remaining components, e.g. if load nodes are discon-

nected from the grid. In this thesis, these relief effects are not modelled explicitly, although 

they may well occur in a complex cascading sequence.  

5.4 Selected network performance models 

As introduced in Chapter 5.2.3 there are various options to describe the network perfor-

mance, expressed in the performance function 𝜏:   {0,1}𝑙  →  ℝ. The models applied in this 

thesis are presented in the following subchapters.  
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5.4.1 Graph efficiency-based model 

Several studies apply topological measures and properties of networks from a graph theo-

retical perspective. Example models in the field of graph theory are Motter and Lai (2002), 

Holme et al. (2002), and Crucitti et al. (2004a). In these studies, after either random or 

targeted removal of a component, the status of the network in terms of several functionality 

parameters is monitored. For the topological models, the model performance is assessed 

by measuring e.g., the networks largest connected subgraph, the 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔𝑡ℎ 

between nodes, or the network diameter. Furthermore, pertinent topological properties of 

electrical and other infrastructures include 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑐𝑒𝑛𝑡𝑟𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛, 𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒, or 

edge (link) distributions between network elements to identify critical components and 

cascading susceptibility (Winkler et al., 2010). A topological network model has been used 

by Winkler et al. (2010) to study cascading failures in forthcoming hurricane events. This 

allowed to link reliability to topological features, such as meshedness, centrality, and clus-

tering. Winkler et al. (2010) found that the more compact and irregular a network is built, 

the more reliable it is.  

Motter and Lai (2002) estimate the load at a node by the total number of shortest paths 

passing through the node (betweenness), which is altered, as soon as a node of the network 

fails. The model is a main base for the following model.  

The efficiency of a single line 𝑒𝑖𝑗 is defined as the inverse of its reactance (line weight), 

𝜋𝑖𝑗 (with 𝜋𝑖𝑗 > 0): 

𝑒𝑖𝑗 =
1

𝜋𝑖𝑗
 [
1

𝛺
] (13) 

The efficiency of a path between two nodes is the sum of the efficiencies of the lines that 

constitute the path. In defining the efficiency of the network, it is assumed that the connec-

tion between any pair of nodes 𝑖 and 𝑗 is governed by its most efficient path.  

𝜖𝑖𝑗 denotes the maximum efficiency of all paths between 𝑖 and 𝑗; its inverse is 𝑑𝑖𝑗 =
1

𝜖𝑖𝑗
, 

the shortest electrical distance between 𝑖 and 𝑗 (Dwivedi et al., 2009). If there is no con-

nection between two nodes, i.e. if they are disconnected, 𝜖𝑖𝑗 is set to zero. The shortest 

paths for all node pairs in a weighted graph can be obtained efficiently through the Floyd-

Warshall algorithm (Floyd, 1962). 

The overall efficiency of the whole network is defined following Latora and Marchiori 

(2001) proportional to the sum over all 𝜖𝑖𝑗: 

𝐸(𝐺) =  
1

𝑁(𝑁 − 1)
∑ 𝜖𝑖𝑗 

𝑖≠𝑗∈𝐺

 (14) 
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Based on Motter and Lai (2002), the cascading failure model describes the evolution of 

failures in the network, considering the redistribution of loads in the network following 

initial line failures. In a first step, the loads on the network lines are determined from the 

analysis of the intact network, i.e. at time 0. The initial load 𝐿𝑖𝑗(0) on a line 𝑙𝑖𝑗 is defined 

as the total number of most efficient paths between any node pair passing through that line 

(Motter and Lai, 2002, Crucitti et al., 2004a).  

Each line 𝑙𝑖𝑗 is characterized by a capacity 𝐶𝑖𝑗, which is proportional to its initial load: 

𝐶𝑖𝑗 = 𝛼𝑖𝑗 𝐿𝑖𝑗(0)  (15) 

where 𝛼 ≥ 1 is the tolerance parameter of the network that quantifies the ratio of the line 

capacity to the initial line load. It corresponds to a safety factor of the network and is set 

constant here. In a real network, 𝛼𝑖𝑗 might vary among different lines. This option will be 

utilized in network strengthening strategies in Section 7.5. 

Cascading failures are triggered by initial line failures. The interest here is in initial failures 

caused by a natural hazard event, independent of the load and capacity of the lines. These 

initial failures are reflected in an updated adjacency matrix 𝑨, in which the entries for all 

failed lines are set to zero. The network is then re-analyzed with the updated adjacency 

matrix. In particular, the most efficient paths among all node combinations are evaluated, 

and the new loads 𝐿𝑖𝑗(1) in all lines 1, … , 𝑙 are computed. It is assumed that overloaded 

lines fail, i.e. all lines for which 𝐿𝑖𝑗(1) > 𝐶𝑖𝑗 fail. The entries in the adjacency matrix cor-

responding to these lines are set to zero, and the process is repeated until it converges, i.e. 

until in one step no new line overloads occur.  

Finally, the efficiency of the resulting (damaged) network is computed through Equa-

tion (14). To obtain a normalized measure of network damage, the efficiency of the 

damaged network is divided by the efficiency of the intact network: 

𝐸𝑛𝑜𝑟𝑚 = 
𝐸(𝐺𝑑𝑎𝑚𝑎𝑔𝑒𝑑)

𝐸(𝐺)
  (16) 

In the following, one illustration of the cascading failure model is presented for the IEEE 

14 system. Note, the loading concept employed in the example is the reactance weighted 

graph with the line load defined as the total of the most efficient (shortest) paths passing 

through any line. The tolerance level is set to 𝛼 = 2. In Figure 16 and Table 5, the resulting 

cascading event is depicted as it would follow from an initial simultaneous failure of the 

lines between nodes 3 and 4 as well as nodes 7 and 9, which are marked red in the upper 

most graph on the left side in Figure 16. In the subsequent four time steps, the consequent 

overloading propagates through the network. The overloaded lines are marked thick and 

red in the plots. In each step one to two lines get overloaded until in step 5, the cascade 
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comes to a halt.  

In Table 5 the initial network conditions of the IEEE 14 network are depicted, i.e. the line 

reactance, initial line load, and line capacity values. The loading on the lines is listed for 

each cascading step after the initial failure event. In the lower part of the table, the decrease 

of the overall network efficiency level is recorded: the efficiency decreases in each step 

until it reaches 17.5% of the initial efficiency by the end of the cascading process.  

Depending on the application or question, topological models might not have sufficient 

accuracy in depicting the actual grid properties and processes in the grid, since purely top-

ological measures can provide some indication of general vulnerability trends but can be 

misleading when used in isolation as compared to performance estimates from a physical 

load flow model (e.g., Hines et al., 2010, LaRocca et al., 2015). 
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Figure 16: The IEEE 14 benchmark system displayed as complex graph. Blue nodes: source, red nodes: 

target/sink. An example cascading event is depicted that stems from the initial simultaneous failure of the 

two lines 34 and 79. The cascading failure model is based on the graph efficiency concept.  
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Table 5: Description of the initial network conditions of the IEEE 14 (line reactance, initial line load, and 

line capacity values). The loading on the lines is listed for each cascading step after an initial, simultaneous 

failure event of the lines connecting nodes 3 and 4 as well as 7 and 9. In the lower part of the table, the 

corresponding decrease of the overall network efficiency level is shown; 𝛼 = 2.0.  

Line Undisturbed network Cascading failure process 

From 
node 

To node Reactance 
Initial 
load 

Capacity 
Load 
step 1 

Load 
step 2 

Load 
step 3 

Load 
step 4 

Load 
step 5 

1 2 1.94 8 16 3.7 2.8 3 5 6 

2 3 4.70 2 4 11.0 - - - - 

2 4 5.81 12 24 9.7 5.8 6 28 - 

3 4 6.70 11 22 - - - - - 

1 5 5.40 5 10 7.3 7.2 7 5 10 

2 5 5.70 5 10 10.0 5.0 5 25 - 

4 5 1.34 10 20 8.0 10.8 22 - - 

5 6 1.00 21 42 21.0 18.3 28 28 12 

4 7 1.00 8 16 0.0 0.0 0 0 0 

7 8 1.00 5 10 1.0 1.0 1 1 1 

4 9 1.00 12 24 14.7 13.7 24 24 3 

7 9 1.00 4 8 - - - - - 

9 10 3.18 8 16 9.0 10.0 10 10 3 

6 11 9.50 6 12 11.7 10.0 10 10 6 

10 11 8.21 3 6 6.7 - - - - 

6 12 12.29 6 12 8.0 6.0 9 9 5 

6 13 6.62 8 16 9.7 10.3 9 9 5 

12 13 22.09 2 4 3.0 4.0 1 1 1 

9 14 12.71 6 12 10.0 11.7 10 10 3 

13 14 17.09 4 8 7.7 11.3 - - - 

Graph Efficiency      

   19.4  6.27 5.69 5.69 4.46 3.4 

  [%] 100  32.3 29.3 29.3 23.0 17.5 

5.4.2 DC Power flow equations 

To overcome constraints of a purely topological model, the power flow in the network can 

be computed with a physics-based model. This allows accounting for the dependency of 

network components in a more realistic way and to estimate if, and to which extent, initial 

component failures cascade through the network and cause partial or complete network 

collapse. Physical models estimate power flows across the grid according to Kirchhoff’s 

laws.  

In this thesis, a cascading failure model based on direct current (DC) power flow equations 

similar to implementations introduced by Dobson et al. (2001), Pepyne (2007), and Koç 

(2015) is employed. The power flow in the power grid is dependent on the transmission 

line parameters, node voltages, and phase angles at generator buses. Under the simplifying 

assumption that the lines are lossless, the power flow is dependent on node voltages and 

inversely proportional to the line reactance values (Grainger and Stevenson, 1994, 
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Saccomanno, 2003). DC power flow equations are linearized approximations of the alter-

nating current (AC) power flow equations and only consider flow of active power. One 

main assumption of the DC model relates to small voltage angle deviations, i.e., deviations 

of less than 30 degrees between nodes, which would make the system able to maintain 

voltage levels thus avoiding voltage collapses (Wood and Wollenberg, 1996, Van Hertem 

et al., 2006). In literature, few studies apply AC power flow equations (Javanbakht and 

Mohagheghi, 2014) that are computationally more expensive but often assumed to be more 

accurate and close to real world conditions (Johansson and Hassel, 2014). The accuracy of 

DC power flow systems is e.g., discussed in Van Hertem et al. (2006) and it is concluded 

that the model can give in general a good approximation of active power flows in trans-

mission networks.  

Examples in the domain of physical power network models that incorporate cascading fail-

ure models are Koç et al. (2013) and Henneaux et al. (2012). The models differ in whether 

they approach the problem deterministically, e.g. Koç et al. (2013), or if they account for 

(possibly correlated) components’ failure probabilities, e.g. Henneaux et al. (2012), 

Mensah and Duenas-Osorio (2014). For physical flow models, the pertinent performance 

measures are the unsupplied load, connectivity loss, survived demand, or the number of 

customers without power.  

Applying the network formulation from 5.1, the transmission grid is described by a set of 

𝑁 nodes (buses) that are connected via a set of 𝐿 lines. There are three types of buses: 

 Slack or reference bus;  

 Generator buses, representing power plants; and  

 Load buses, representing electricity consumers such as industrial produc-

tion sites, cities or villages.  

Lines between the nodes in the network represent transmission cables and transformers. 

The power flow in the lines can be computed based on the direct current (DC) power flow 

equations, relating power injections and demand at the nodes to the power flows through 

the transmission lines according to Kirchhoff’s laws.  

The active power flow 𝑓𝑖𝑗 through a line 𝑙𝑖𝑗 is the product of the voltage phase difference 

between node 𝑖 and node 𝑗, 𝜃𝑖 − 𝜃𝑗 , and the reciprocal of the line reactance 𝜋𝑖𝑗 or the line 

susceptance 𝑏𝑖𝑗 respectively:  

𝑓𝑖𝑗 =
𝜃𝑖 − 𝜃𝑗

𝜋𝑖𝑗
= 𝑏𝑖𝑗(𝜃𝑖 − 𝜃𝑗) (17) 

The entire network system can be modeled by:  
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𝑷 = 𝑩𝜽 (18) 

Where 𝐏 is the 𝑁𝑥1 vector of the net active power injections at the nodes 1,… ,𝑁 (power 

generation minus power demand), 𝐁 is the 𝑁𝑥𝑁 susceptance matrix, and 𝛉 is the 𝑁𝑥1 

vector of the voltage phase angle at each node 1,… ,𝑁.  

The capacity limit, i.e., the maximum load that can be transferred through a line, stems 

mainly from thermal limits of stability or voltage drop constraints (Papailiou, 2017). The 

line capacity is defined as the product of the tolerance parameter 𝛼𝑖𝑗 and the initial 

load 𝐿𝑖𝑗(0) = 𝑓𝑖𝑗(0), see Dobson et al. (2001).  

𝐶𝑖𝑗 = 𝛼𝑖𝑗 𝐿𝑖𝑗(0)  (19) 

In analogy to the model in Chapter 5.4.1, the cascading failure model is set up. Here, the 

load on the lines is not explicitly referred to the shortest path problem in a (weighted) 

graph, but it is modeled as the actual power flow through the lines based on Equation (18). 

Initial line failures change the topology of the power grid resulting in a new configuration 

of power flow across the remaining components. Power flows in the damaged lines are set 

to zero and the whole network is reanalyzed, i.e., the nodal power injections are redistrib-

uted among all remaining components by solving the DC power flow equations in Equation 

(18) for the new configuration, which in turn may lead to further overloading and tripping 

of additional components. Line overloads are determined assessing for each i-th line in the 

damaged configuration the power flow relative to the capacity of the line 𝐶𝑖𝑗. Failure of 

the line occurs if the power flow exceeds the line capacity. The network is iteratively eval-

uated and failure cascaded until no further lines are overloaded and equilibrium is reached. 

The resulting network damage is quantified as Lnorm [%], the fraction of loss of load to 

the initial cumulative load supplied through the network as defined in Equation (20).  

𝐿𝑛𝑜𝑟𝑚 =
Power load loss [MW]

Power load in undamaged grid [MW]
  (20) 

A second measure for performance is the number of deactivated lines after initial and cas-

cading failure.  

Cascading failures are likely to lead to so-called islands, i.e., sections which are discon-

nected from the rest of the network. An island that experiences a shortage of power 

generation compared to its total load demand is assumed to lose a fraction of load amount-

ing to the concerned shortage. This is a simplified assumption, as in reality disconnected 

islands are likely to experience blackouts due to increased voltage instabilities (Dobson et 

al., 2001, Vaiman et al., 2012). In addition, the model is designed to assess line failure 
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events and no node failures are considered at this stage, see Section 5.2.1. 

In analogy to Figure 16, the following illustration in Figure 17 shows an example for a 

cascading event for the IEEE 14 system based on the power flow equations. In Figure 17, 

the resulting cascading event is depicted as it would follow from an initial simultaneous 

failure of the lines 34 and 79, which are marked red in the upper most graph on the left 

side in Figure 17. In the following three steps, the overloading propagates through the 

network. The further overloaded lines are marked thick and red, in the concerned plots. In 

each step one to three further lines get overloaded until in step 4, the cascade comes to a 

halt.  

Comparing the cascading process in Figure 17 to the results of Figure 16, it becomes clear 

that the two cascading failure models produce significantly different results in the example 

cases. The lines that fail subsequent of the initial two line failures diverge from each other. 

With the efficiency based model (Figure 16), one more line fails than in the case of the 

power equations based model (Figure 17). However, in the case of the power flow model, 

the network is finally split into 4 parts with 2 isolated nodes (leaf node 11 and leaf node 8). 

In case of the efficiency based cascading failure model, all nodes remain connected except 

node 3. The difference in the results among the two models is mainly due to the different 

quantification of the load on the lines: shortest paths vs. power flow. Therefore, the phys-

ical power flow equation delivers different results as the topology-based model, since the 

line capacities and the (topological/electrical) distances between the nodes differ signifi-

cantly. 
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Figure 17: The IEEE 14 benchmark system depicted as complex graph. An example cascading event is shown 

that stems from the initial, simultaneous failure of the two lines 34 and 79. The cascading failure model 

is based on the power flow equations explained in this chapter. 
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5.5 Methods for network reliability analysis  

In this chapter, simulation based versus non-simulation based methods are discussed. Cor-

responding subordinated methods are classified, and their advantages and limitations are 

discussed.  

5.5.1 Non-simulation-based analysis  

As introduced in Zuev et al. (2015), traditional methods for network reliability analysis 

emerged from graph theory. In the development of these methods, often rather small net-

works are investigated. In studies about the network evaluation by a topological model, 

and mainly with connectivity-based performance measures, a branch of non-simulation 

based methods has been developed. The methods in the field of complex network theory 

comprise the following techniques, sometimes used in combination; the categorization is 

partly based on Jonczy and Haenni (2007); the categories are not mutually exclusive.   

 Direct methods: Methods based on the structure function of the graph (net-

work) for the reliability assessment. One method is to reformulate the graph 

as series and parallel sub-graphs and take the parts connected in series and 

in parallel as basis for the overall reliability calculation. In the context of 

the source-target connectivity problem, a further method is to search for all 

minimal cut sets or alternatively for all minimal path sets in the network 

(enumeration), and then use these sets as basis for the system reliability 

calculation, see Rausand and Høyland (2004) and Straub (2017). 

 

 Reduction and decomposition methods: Methods based on the division 

of the network into subnetworks. The overall network reliability is then cal-

culated based on the reliabilities of the corresponding subnetworks (Li and 

He, 2002, Lim and Song, 2012, Kim et al., 2012, Lim et al., 2015).  

 

 Enumeration methods: Methods based on the complete state enumeration 

of the network components and corresponding network performance (Lê, 

2014). The matrix based system reliability method by Song and Kang 

(2009) is a related method: it builds on bounds on system reliability and 

linear programming (Song and Der Kiureghian, 2003) and provides a closed 

form solution to the network connectivity reliability problem (examination 

of the connectivity between source and target nodes). The matrix based 

method can be seen as an enumeration since it uses the complete set of mu-

tually exclusive and collectively exhaustive events, i.e. the complete 

component and system state space is known and considered. The crude 

complete enumeration method is introduced briefly in Section 5.5.1.1. The 
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approach can also work with incomplete sets, leading to bounds on reliabil-

ity.  

 

 Bounds on reliability: Bounds on system reliability may be established to 

relax the computational costs e.g., compared to the direct and enumeration 

methods (Der Kiureghian and Song, 2008); however, the most probable 

events may not be identified.  

5.5.1.1 Complete enumeration  

For a network composed of 𝑙 lines, the explicit evaluation of the network reliability means 

the consideration of all 2𝑙 possible component state vectors 𝒙(𝑘), 𝑘 = 1,… , 2𝑙. All possible 

component state combinations are therefore listed, i.e., complete enumeration.  

For every state of 𝒙, the corresponding system state or system performance is then evalu-

ated: 

𝑠𝑘 =  𝛷(𝒙(𝑘)) ,    𝑘 = 1, 2, … , 2𝑙 (21) 

Each component state vector has to be assigned a probability in order to determine the 

reliability of the system. In case the components are independent, then the probability 𝑞𝑘 

of component state vector 𝑘 can be computed as: 

𝑞𝑘 = ∏[𝑥𝑙𝑖
(𝑘)𝑝𝑙𝑖 + (1 − 𝑥𝑙𝑖

(𝑘))(1 − 𝑝𝑙𝑖)]

𝑙

𝑖=1

, 𝑘 = 1, 2, … , 2𝑙 (22) 

Where 𝑥𝑙𝑖
(𝑘)

 is the value of 𝑥𝑙𝑖 in the binary component state vector 𝑘. In case of dependent 

components, adjustments in the determination of 𝑞𝑘 have to be done as discussed in Chap-

ter 5.3.  

The system failure probability can finally be determined from the following equation with 

𝑠𝑇 being the system state vector: 

𝑝𝐹 = 𝑠𝑇𝑞 (23) 

In Figure 18 an example is shown, a network of three components subject to failure. The 

corresponding component state vectors are completely enumerated together with the cor-

responding system state vector, based on the (s-t)-connectivity problem. Assuming a 
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component failure probability of 0.1 for all three components, Equation (22) and Equa-

tion (23) result in a system failure probability of 0.109.  

 

Figure 18: Example three component network (three lines that are subject to possible failure) and corre-

sponding component state vectors 𝒙𝒍 and system state vector 𝒙𝑺 based on the (s-t)-connectivity problem. 

Assuming a component failure probability of e.g. 0.1, being equal for all three lines; from Equation (22) and 

Equation (23), it can be derived a system failure probability of 0.109.  

5.5.1.2 Limitations of non-simulation based methods  

The complete enumeration approach can be seen as a brute-force method to calculate the 

system reliability, as 2𝑙 system configurations must be evaluated. Thus, this approach is 

limited by the number of system components; to about 30 components, corresponding to 

about one million to one billion system configurations.  

One more limitation is that complex networks are not reducible to series and parallel sub-

systems. Thus, methods which use this translation of system formulation are infeasible to 

apply to large, highly redundant networks (Rokneddin, 2013). 

Some of the non-simulation based methods mentioned before are developed for topological 

performance measures, in specific for the connectivity problem (e.g., Li and He, 2002, Lim 

and Song, 2012, Lim et al., 2015, Kim et al., 2012, Rausand and Høyland, 2004, Straub, 

2017). They are not formulated for assessing the network reliability based on a continuous 

performance function.  

5.5.2 Simulation-based analysis 

As shown above, the number of event combinations increases rapidly and is thus challeng-

ing to evaluate for only mid-sized systems (Dueñas-Osorio and Vemuru, 2009). For large 
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systems, non-simulation-based analyses become computationally too expensive or even 

prohibitive in practice. Because an efficient analysis is often essential for infrastructure 

planning and safety, there is a need for simulation and sampling-based approaches.  

5.5.2.1 Monte Carlo simulation 

The Monte Carlo simulation (MCS) method is a well-established numerical integration 

technique for the evaluation of the failure probability of a system. Fishman (1986) explores 

MCS for the source target connectivity problem of networks. MCS is based on random 

sampling of the basic random variable space. The method could be theoretically exact, 

since an evaluation of an infinite number of samples would reveal the exact solution of the 

probability of failure. The method is straightforward to implement and widely used; how-

ever, the required number of samples can be rather high, and thus computationally 

expensive, especially for low probabilities to be examined: the number of samples for a 

postulated accuracy of estimates is inversely proportional to the probability of (system) 

failure (Papaioannou, 2012).  

For the reliability analysis, the employed 𝑘 (𝑘 = 1,… , 𝑛𝑀𝐶) MCS samples encompass the 

realization of 𝐿 random Bernoulli trials by drawing from the component failure probability 

distributions 𝒑𝒇 ∈ [0,1]𝑇. This yields the L-dimensional binary component state vec-

tor 𝒙𝒍
𝑘  {0, 1}𝐿. Applying a model or performance function (𝒙𝒍) to evaluate the property 

of interest of the given network (load loss, number of lost lines, etc.) the MCS-estimate of 

the expected value of (𝒙𝒍) is as follows: 

𝐸[(𝑥𝑙)] ≈
1

𝑛𝑀𝐶
 ∑ (𝒙𝒍

𝑘 )

𝑛𝑀𝐶

𝑘=1

 (24) 

The system failure probability (or reliability) is derived from the count of all samples 

in 𝑛𝑀𝐶 , for which the function value is lower (or larger) than a prescribed critical thresh-

old 𝑡, indicated by the indicator function 𝐼𝑆 = {
1 𝑓𝑜𝑟 (𝒙𝒍

𝑘 ) < 𝑡

0 𝑓𝑜𝑟 (𝒙𝒍
𝑘 ) > 𝑡

: 

𝑝𝑆 = 1 − 𝑝𝐹 ≈ 1 −
1

𝑛𝑀𝐶
 ∑ 𝐼𝑆(𝒙𝒍

𝑘)

𝑛𝑀𝐶

𝑘=1

 (25) 

In case the network model is the binary structure function (𝒙𝒍), the MCS-estimate of the 

overall system reliability and complementary failure probability is obtained as: 
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𝑝𝑆 ≈
1

𝑛𝑀𝐶
 ∑ (𝒙𝒍

𝒌)

𝑛𝑀𝐶

𝑘=1

 (26) 

By computing the variance, the standard deviation, and the standard error of the perfor-

mance function, i.e., the accuracy of the obtained MCS-estimates by appropriate 

confidence limits can be described. Also, estimating the standard deviations of the perfor-

mance functions allows to compute MCS-sample sizes 𝑛𝑀𝐶  that guarantee a desired 

prescribed precision of the MCS-estimates.  

Most studies in the field of system reliability and specifically power system reliability have 

used MCS since for moderate sized networks, e.g., a number of components smaller than 

10,000, it is feasible to perform evaluation of failure (Dueñas-Osorio, 2005). Example 

studies that used MCS generally in the field of (infrastructure) network analysis are Adachi 

(2007), Kang (2011), Rokneddin (2013), (2014), Salman (2016). 

For cases where crude Monte Carlo Simulation is too inefficient due to small probabilities 

of failure and/or demanding network models, alternative simulation methods have been 

developed such as Latin hypercube sampling, importance sampling, and subset simulation; 

some of which are explained briefly in the context of network reliability assessment in the 

following Section 5.5.2.2.  

5.5.2.2 Advanced simulation methods 

To overcome the inefficiency of crude MCS, several approaches have been developed that 

aim at a variance reduction, and thus a reduction of the computation time of the analysis 

for system reliability. Examples are: importance sampling (IS), (discrete) Latin hypercube 

sampling (LHS), control variate or antithetic variate methods, and subset simulation (SuS) 

(Hastings, 1970, McKay et al., 1979, Loh, 1994, Au and Beck, 2001). These methods have 

been applied for power systems in diverse contexts, in many cases for load loss and relia-

bility estimations: Billinton and Jonnavithula (1997), Xingbin and Chanan (2004), 

Jirutitijaroen and Singh (2008), Zuev et al. (2015). For a detailed overview about the dif-

ferent simulation techniques see e.g. Papaioannou (2012).  

Latin hypercube sampling, developed by McKay et al. (1979), is a combination of stratified 

and random sampling with the aim to better represent the complete sample space relative 

to MCS based on random samples. The outcome space of the input random variables is 

divided into 𝑖 intervals with equal probability of occurrence. Random sampling is then 

performed for each interval corresponding to the probability distribution function in each 

interval. Generally, LHS has the potential to produce estimates more precise than MCS 

with the same sample size, because it ensures a more representative sample compared to 

an unrestricted random sample, since any subset is sampled with the same frequency. 
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Jirutitijaroen and Singh (2008) use LHS for the reliability index estimation of power sys-

tems. However, they report that a disadvantage of LHS can be the high storage requirement 

during sampling and additional computation time for equivalent distribution construction.  

The principle behind importance sampling is to focus the sampling on the more important 

regions of the sample space. For small failure probabilities of system components causing 

relatively large MCS variances, this may be accomplished by modifying the probability 

distribution of the system components so that rare system failure (e.g. large loss of load) 

is more likely to occur in the sampling distributions (Papaioannou, 2012). The IS methods 

work well for a small to medium number of random variables (Wetzel, 2009). For larger 

numbers of random variables, IS is less straightforward, as explained in Katafygiotis and 

Zuev (2008). Xingbin and Chanan (2004) study and discuss IS for the expected power loss 

calculation.  

Subset simulation (SuS) is a method developed by Au and Beck (2001), originally for 

structural reliability problems concerning rare events encountered in engineering systems. 

In SuS, appropriate progressively smaller intermediate failure events (levels) are con-

structed that converge to the targeted rare event. The actual system failure event is the 

intersection of the intermediate failure events, and, consequently, the actual system failure 

probability can be obtained as the product of the conditional failure probabilities of the 

converging failure event sequence. A detailed motivation of SuS as well as a presentation 

and derivation of the method is provided by Zuev (2014). However, SuS is not without 

difficulties as it might fail to identify all the relevant failure domains for complex network 

systems. Zuev et al. (2015) provide an application of SuS for a problem in network relia-

bility: they assess the road networks of Beijing and Los Angeles based on their maximum 

flow capacity.  

Control variate or antithetic variate methods exploit correlations among random variables 

to achieve variance reduction, e.g. Law and Kelton (1991). The principle is to add to the 

target random variable another appropriately determined auxiliary random variable: the 

antithetic or the control variable. Typically, the control variable has zero expectation and 

a known negative correlation with the target variable. Firstly, this has the consequence that 

the mean of the sum of the target and the control variables is still equal to the mean of the 

target variable (unbiasedness). Secondly, the negative correlation between the target and 

the control variables associates (by trend) larger values of the original variable with lower 

control values, and vice versa. This leads to the desired variance reduction of the sum of 

the original and the control variable. In these methods, more rapid convergence or greater 

efficiency is obtained by the skillful utilization of an auxiliary random variable. Billinton 

and Jonnavithula (1997) discuss these methods in the context of sequential MCS for power 

system assessment with a time-varying load distribution at each load bus. This with the 

aim to portraying numerous operating policies in the system.  

In the course of this thesis, the Monte Carlo method is chosen since it can seamlessly inte-

grate correlated component failures for reliability assessments of rather large networks. An 

advantage of the direct MCS that may be emphasized is its transparency and robustness, 
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especially compared to the advanced indirect methods outlined above. Often, ordinary di-

rect MCS is used to check and calibrate more sophisticated methods, see Zuev (2014). In 

this thesis, the affordable network performance models in terms of computational time 

(e.g., application of a DC power flow model instead of an AC power flow model) made it 

possible to use MCS.  

5.5.3 N-1 contingency versus reliability-based analysis 

Many current standards and design practices for power infrastructure are of the determin-

istic type. Contingency analysis is applied when planning new networks or when 

evaluating current networks with new system conditions. The goal is to identify weak sys-

tem elements, which experience overloads or under voltages subject to the conditions of 

contingency. The basic idea in those analyses is to deactivate a part of the network model 

and to investigate the stability of the network using, e.g., a power flow model. The number 

𝑚 of deactivated elements defines the (𝑛 − 𝑚)-contingency (Li, 2011).  

In practice, the so called deterministic (𝑛 − 1)-rule requires that a transmission system 

must be able to withstand an outage or fault disturbance of a single element in any system 

condition by providing enough elements with sufficient capacity to protect against over-

loading, under- or overvoltage, disconnection of other components, unplanned load 

curtailment, transient instability, and voltage instability (Li, 2011). High voltage transmis-

sion systems are frequently designed as redundant systems with generally two parallel lines 

that each run with 50% utilization and, thus, can take over the load of the neighboring line, 

in case it fails (Schwab, 2009).  

The (𝑛 − 1)-criterion has two drawbacks: 1) multiple component failure combinations are 

not considered, and 2) only the outcomes of single-component failure events are analysed 

but their probabilities of occurrence are not taken into account. This can lead to overin-

vestments, since a failure event, even if extremely undesirable, is of little consequence in 

case it is very unlikely. An underestimation of the total risk stems from rather likely events 

with comparably low consequences. “Major outages are usually associated with multiple 

component failures or cascading events in real life. This suggests that the (𝑛 − 1) criterion 

is insufficient to preserve a reasonable level of system reliability” (Li, 2011). In a recent 

study by Li et al. (2017) it is claimed that a (𝑛 − 3) analysis is sufficient to measure the 

importance of a network component.  

The advantage of probabilistic reliability and risk assessment, e.g., using Monte Carlo Sim-

ulation methods for component state sampling, is the consideration of multiple, i.e. (𝑛 −

𝑚) component failure events also called ‘multiple contingencies’. This enables the mod-

elling of not only the severity of the events, but also of the probability of their occurrence, 

allowing a better description of the actual system risk. A number of additional useful met-

rics can be derived, comprising probable damage configurations, topological patterns of 
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cascading failure, and expected loss per component failure.  

Generally, the treatment of loads and strengths (e.g., wind, temperature, resistance) as ran-

dom variables is helpful in order to include the randomness of conditions or constraints in 

planning, and to recognize that absolute reliability cannot be achieved because there will 

always be a chance that several components’ loads exceed design values. The goal of reli-

ability-based design is, thus, to guarantee an upper limit of the probability of failure, or 

accordingly a lower limit of reliability (Ghannoum, 2017).  

It is of increasing interest in science and industry to assess not only the risk associated with 

an individual contingency scenario, but rather to estimate the overall system risk as ex-

pected adverse consequences. If the probability density functions 𝑓 of all contingencies are 

known, including the economic consequences associated with the contingencies (e.g. in 

MW), then the total risk can be calculated as integral over all possible contingencies: 

𝑅𝑖𝑠𝑘 = ∫𝑓(𝜏(𝑥))𝑐(𝑥)𝑑𝑥 (27) 

5.6 Summary 

This chapter is a broad outline of the methodology of network reliability analysis. As such, 

it is the basis for what will be established in this thesis in the subsequent chapters.  

The term complex graph is introduced, the definition of network reliability is given, based 

on different network representation approaches (performance measures). The problem of 

dependent component failures is discussed, and two selected approaches of modelling cas-

cading failures are pointed out. Finally, non-simulation-based reliability assessment 

methods are compared to simulation-based methods. A short outline of advanced simula-

tion methods completes the chapter.  
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6 Component fragility  

Network reliability analysis requires the knowledge of component failure probabilities. 

The component failure probability is a measure for the susceptibility to external hazards in 

the context of this thesis. The network components are typically assumed to have binary 

states (failure versus non-failure), although, it is possible to address multiple component 

state systems with some adjustments, see e.g. Lisnianski et al. (2010). 

This chapter compiles types of failure, spatial and temporal discretization of component 

load, and the following central topics: the concept of fragility as well as the calibration of 

specific fragility curves. The fragility concept employed here is taken from the field of 

structural reliability. Storm fragility is defined as the conditional probability for failure of 

a component conditional on (local) wind speed in a storm event. 

6.1 Spatial-temporal discretization and types of failure 

All lines of the power transmission network are divided into segments of 1 km length, if 

not stated differently in the individual application cases. The probability of failure, respec-

tively the reliability, of these line segments is evaluated. The wind load onto each line 

segment is represented by the wind speed at the location point in the spatial random field 

representative for one point in time or for the maximum wind speed at the location in one 

storm event that is nearest to the line segment’s midpoint. A more sophisticated interpola-

tion method can be employed, but due to the fine discretization of the wind field model, 

no relevant difference in the result is expected. The failure probability is determined by 
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mapping the wind field at the line segment mid points to the corresponding component 

fragility function.  

Each segment consists of a series of structures (mostly steel towers and the lines them-

selves), which are not modelled explicitly. Instead, the fragility model is formulated 

directly for the 1 km segments, which are the components of the transmission grid system. 

We do not consider failures of substations or other bus types during storm events, as these 

are less frequent than line failures. This means that, e.g., power generation is assumed to 

be unaffected by windstorms. The only case where power generation is unavailable is when 

a disconnection with the network occurs as the result of failures of transmission lines 

branching out from the generation site or due to consecutive cascading failures. Similarly, 

power demand is assumed unaffected. Thus, only if a consumer is disconnected from the 

grid due to line failures, the decrease in the power demand is considered in the model. 

6.2 The concept of fragility 

A fragility curve is a probability distribution indicating the probability that a structure or 

structural component will reach a prescribed damage state or failure state as a function of 

a predictive load/demand parameter (OSCE, 2016). The fragility curve is a function that 

describes the probability of failure conditioned on the load defined by the hazard intensity 

(e.g., wind speed on a transmission tower or line). Consequently, the full range of loads to 

which the component might be subject to is considered (Casciati and Faravelli, 1991, 

Shinozuka et al., 2000).  

The concept of fragility has been used extensively for the seismic risk and reliability as-

sessment, e.g., for substation equipment (Straub and Der Kiureghian, 2008), for wood 

constructions (Ellingwood B. et al., 2004), and highway networks (Shinozuka et al., 2000). 

Simm (2009) used fragility curves for flood protections with the aim to prioritize invest-

ments on improvements in the United Kingdom. Only a few studies are available in the 

context of wind load on power transmission or distribution infrastructures. Shafieezadeh 

et al. (2014) assessed specifically the age-dependent fragility of wood poles in power dis-

tribution networks against extreme winds. A recent study addressed power transmission 

networks subject to wind loads in Great Britain (Panteli et al., 2017).  

The specific shape of the fragility curves expresses the uncertainty of the structure/com-

ponent to resist a certain load: If there is no uncertainty about what critical load would 

cause the component to fail, the fragility curve would be a step function, illustrated in 

Figure 19 (right). The step function has Pr(𝐹) = 0 below the critical load and Pr(𝐹) = 1 

above the critical load. A step function would be valid a well-understood system with no 

uncertainties. In many cases, the appropriate model is an s-shaped fragility curve as a func-

tion of the intensity of the load 𝐹𝑅(𝑠), see Figure 19 (left), reflecting uncertainty in the 
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capacity of the system to withstand a load (Ellingwood and Tekie, 2001, Ellingwood B. et 

al., 2004, Straub and Der Kiureghian, 2008, Simm, 2009, Schultz et al., 2010, Dunn et al., 

2015). 

 

Figure 19: Conceptual fragility curves: The fragility curve is an S-shaped function for less understood or 

elastic systems (left), 𝐹𝑅(𝑠). The fragility curve is a step function for very well understood or brittle systems 

(right). 

The term “failure” is a relative term that can generally be understood as the components 

inability to provide a prescribed level of service. In other terms, a failure event corresponds 

to the value of the performance function being smaller than the prescribed critical limit 

state. There is also the possibility to use multiple performance levels for one component 

simultaneously (Shinozuka et al., 2000): A component might suffer mutually exclusive 

damage states given a load event, 𝑠, such as 1) minimal damage but fully serviceable 𝐷1, 

2) moderate damage and serviceable 𝐷2, 3) severe damage and not serviceable 𝐷3, 4) major 

damage/collapse 𝐷4. If there are four different damage stages, as in this example, a family 

of three fragility curves exists for this component that indicates the corresponding proba-

bility of exceeding the damage state, see Figure 20 for the following 4 exceedance 

probabilities:  

𝑃𝑟(𝐷1) =  1 − 𝐹1(𝑠)  (28) 

𝑃𝑟(𝐷2) =  𝐹1(𝑠) − 𝐹2(𝑠) (29) 

𝑃𝑟(𝐷3) =  𝐹2(𝑠) − 𝐹3(𝑠) (30) 

𝑃𝑟(𝐷4) =  𝐹3(𝑠) (31) 
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Figure 20: Example scheme of a component with four different prescribed damage states 𝐷𝑗: minimal, mod-

erate, severe, and major damage. The fragility curves indicate the corresponding probability of exceeding a 

damage state given a hazard load Pr(𝐷𝑗).  

Fragility curves can be derived in essentially four different ways, see e.g. Schultz et al. 

(2010):  

1) Based on expert judgement 

2) Empirically based on statistical analysis of an ideally large data set of ob-

served failures 

3) Experimentally based on deliberately induced failure events on example or 

model components 

4) Analytically, based on structural models  

5) Based on an appropriate combination of 1) - 4) 

Empirical curves can be constructed for cases where there is sufficient statistical data on 

graded failure events for specific components. This is applicable where it is possible to 

assess replicable specimens, which may be the case for distribution network infrastructures 

(towers and lines), for which failure records are more likely to exist due to their greater 

number and lower design standards (Dunn et al., 2015). In the context of earthquake haz-

ards this has been done e.g., for substation components by Straub and Der Kiureghian 

(2008). As opposed to this, for structures where no sufficient data on (wind-related) fail-

ures is available, it is reasonable to derive analytical fragility curves. Generally, conducting 
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experiments for large-scale infrastructures is unlikely to be affordable and expert judge-

ment would be rather uncertain since there is only little experience to learn from (Panteli 

et al., 2017).  

6.3 Structural reliability   

In structural engineering, the performance of structural systems is modeled by limit state 

functions 𝑔, where negative and positive values of 𝑔 indicate failure and non-failure of the 

system, respectively (Melchers, 1999). A generic limit state function describing failure (or 

survival) of a network component (line segment 𝑗) subject to wind load 𝑆𝑗  is:  

𝑔(𝑅𝑗 , 𝑆𝑗) = 𝑅𝑗 − 𝑆𝑗 (32) 

with 𝑅𝑗 being the component capacity to wind loads. 𝑆𝑗 is the wind speed acting on the 

component. The limit state function 𝑔 is also known as margin of safety or performance 

function (Schultz et al., 2010). Owing to the definition of the system components as 1 km 

line segments, the parameter 𝑅𝑗 has no direct physical interpretation. It is the capacity of 

the line segment against a wind event along its 1 km length, which is characterized by the 

maximum gust wind speed at 25 m height at one representative location. This implies that 

– because of the random nature of the wind field – the maximum gust wind speed experi-

enced by the line segment is going to be very likely larger than 𝑆𝑗. 

Due to the uncertainty in the resistance of a structure and in the actual loading, 𝑅 and 𝑆 are 

treated as random variables described by probability distributions, see Figure 21. In our 

case R and S are measured in wind speed 
𝑚

𝑠
. 

The probability of failure Pr(𝐹𝑗) of a component/line segment 𝑗 is the probability that 𝑔 

takes a value smaller than zero, which is equivalent to the probability of the resistance 

being smaller than the load:  

𝑃𝑟(𝐹𝑗) = 𝑃𝑟[𝑔(𝑅𝑗 , 𝑆𝑗) ≤ 0] = 𝑃𝑟(𝑅𝑗 ≤ 𝑆𝑗) (33) 

For a given component, the conditional probability of failure for a given wind speed 𝑠𝑗 is: 

𝑃𝑟(𝐹𝑗|𝑆𝑗 = 𝑠𝑗) = 𝑃𝑟(𝑅𝑗 ≤ 𝑠𝑗) = 𝐹𝑅𝑗(𝑠𝑗) (34) 
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wherein 𝐹𝑅𝑗 is the CDF of the capacity 𝑅𝑗. This is the fragility model of the component. 

The fragility model is assumed to follow the lognormal distribution, in line with common 

practice, see Allen et al. (2005). The unconditional failure probability can be obtained by 

the total probability theorem:  

𝑃𝑟(𝐹𝑗) =  ∫ 𝑃𝑟(𝐹𝑗|𝑆𝑗 = 𝑠𝑗) 𝑓𝑆𝑗(𝑠𝑗)𝑑𝑠 = ∫ 𝐹𝑅𝑗(𝑠𝑗)𝑓𝑆𝑗(𝑠𝑗)𝑑𝑠𝑗
∞

0

∞

0
  (35) 

wherein 𝑓𝑆𝑗(𝑠𝑗) is the PDF describing the distribution of the wind speed.  

 

Figure 21: Probability distributions of load (S) and Resistance (R). Information about the uncertainty in load 

and resistance can be used to derive the probability density function of the safety margin R-S.  

6.4 Component fragility model calibration 

The calibration of the component fragility model in this thesis is based on the assumption 

that all structures (at least approximately) comply with the requirements of current stand-

ards. In particular, we assume that all support constructions have been planned and built 

according to the country-specific code or standard. In Europe, this would be e.g., the Eu-

rocode 1-4 (CEN, 1991). The national annexes to Eurocode 1-4 provide the characteristic 

wind speed values 𝑣𝑏 as a function of the geographical location. These values, which are 

the basis for the design of structures against wind loads, correspond to the 50-year return 

levels (yearly exceedance probability of 0.02) of the 10-minute wind speed at 10 m height.  

The characteristic 50-year wind speed values following Eurocode 1-4 cannot be applied 
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directly to determine the fragility. However, we can exploit the knowledge that structures 

in areas with higher characteristic wind speeds will on average have a higher resistance to 

wind forces. Consider two structures that are identical except that they are designed for 

different wind zones. If they are designed to the limit (i.e. with a usage factor of 1), their 

resistances with respect to the maximum wind speed should be proportional to the charac-

teristic wind speed of the respective wind zone. Since there is an approximate linear 

relation between 10 min wind speed and gust wind speed in the Eurocode, this observation 

applies to both wind speed definitions. We therefore model the capacity, and hence the 

fragility model, in function of the wind zones 𝑧. 

The characteristic value for resistance used in structural design is the 5% quan-

tile, 𝐹𝑅𝑧
−1(0.05). On this basis, we argue that the ratio between the 5% quantile values of 

the component capacities in two wind zones 𝑦 and 𝑧 is equal to the ratio of the correspond-

ing characteristic wind speed values:  

𝐹𝑅𝑦
−1(0.05)

𝐹𝑅𝑧
−1(0.05)

=  
𝑣𝑏,𝑦 

𝑣𝑏,𝑧
 (36) 

The coefficient of variation (c.o.v.) of the capacity 𝛿𝑅 is taken as 10% for all wind zones 

𝑧, which is consistent with values used for individual structures, e.g., Ellingwood and Tekie 

(1999) or Shafieezadeh et al. (2014). Note that with a constant 𝛿𝑅, the mean value of the 

lognormal distribution is proportional to the 5% quantile value, and it follows that  

𝜇𝑅𝑦
𝜇𝑅𝑧

= 
𝑣𝑏,𝑦 

𝑣𝑏,𝑧
 (37) 

With the relationships of Equations (36) or (37), and the fixed c.o.v., it is only necessary 

to define the mean value of the capacity in one wind zone, and all distributions of 𝑅𝑧, and 

hence the full fragility models follow. Therefore, the calibration requires to find a single 

parameter.  

Further, to calibrate the fragility models, we account for the observed line failure rates over 

a chosen time period, i.e. an average failure rate 𝑟𝐹 per year and line kilometer due to wind 

hazards for the study area. The estimate is an aggregate number, as it does not distinguish 

between different failure types, failure durations, or severity of the disturbance. 

The calibration is then performed by computing the overall failure rate for a given value 

of 𝜇𝑅𝑧. With the random field wind speed representation (Section 9.2.2.) it is: 
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𝜆𝐹 = 𝜆𝑆
1

𝑛𝑙𝑖𝑛𝑒𝑠
∑ ∫ 𝑓𝑆𝑖(𝑠𝑖)𝐹𝑅𝑖(𝑠𝑖) 𝑑𝑠𝑖

∞

0

𝑛𝑙𝑖𝑛𝑒𝑠

𝑖=1

 (38) 

wherein λS is the rate of storm events and 𝐹𝑅𝑖 is the lognormal CDF associated with the 

wind zone in which component 𝑖 is located, which is a function of 𝜇𝐹𝑧. The final value of 

𝜇𝑅𝑧 is found iteratively as the value that fulfills Equation (38). 

6.5 Summary 

The concept of the fragility curve is developed and detailed. It describes the component 

failure probability in function of the wind load. This again is a prerequisite for the overall 

assessment of network reliability, or it can be an element of a risk analysis. We suggest a 

specific calibration method that is applied in the case study of Chapter 9.3. The advantage 

of this method is that it bypasses the problem of missing (detailed) component failure data. 
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7 Component importance  

One important goal of the network reliability analysis in this thesis is the identification of 

the most important components in a network. Importance can be defined as the level to 

which the functioning versus non-functioning of a component contributes to the system 

performance and thus to the system reliability. Classical reliability importance measures 

describe either how the strengthening of individual components influences the system re-

liability, or they measure the impact of component failures on system reliability (Vesely et 

al., 1983, Rausand and Høyland, 2004, Daemi and Ebrahimi, 2012). Since the system per-

formance is not inherently binary, we include additionally importance measures based on 

the effect of the component reliability on graph efficiency and power loss, respectively. 

The goal is the investigation of component rankings based on different importance 

measures that are introduced in the following, as well as the subsequent utilization of those 

rankings.  

7.1 Deterministic component indices 

In many cases, deterministic indices are employed in order to quantify and compare the 

importance of a network component. This can be done either based on purely topological 

measures (Cadini et al., 2009, Koç, 2015) or based on the so-called (𝑛 − 1)-contingency 

analysis introduced above in Chapter 5.5.3. In these cases, the analysis is a non-probabil-

istic analysis, thus, neither the probability of component failure nor the probability of 

system failure is considered. Instead, the importance is defined by, e.g., the position of the 
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component in the network, its connectivity to other components, or the effect on perfor-

mance functions when the component in question is defected. This will be elaborated in 

more detail in the following Sections 7.1.1 and 7.1.2.  

7.1.1 Betweenness centrality 

In order to rank the importance of nodes in the field of graph theory, betweenness centrality 

is a measure, which is based on the concept of shortest paths. As introduced in Section 

5.1.2, for every node pair in a fully connected graph, there exists at least one shortest paths 

connecting the node pair. The shortest path is thus composed of either the minimal amount 

of lines connecting the node pair (for an unweighted graph) or it is the path with the mini-

mal sum of weights for each line (for weighted graphs). Then, the betweenness centrality 

is defined for a component (node or line) as the number of shortest paths that pass through 

the node or line (Freeman, 1977). Given an undirected graph 𝐺(𝑁, 𝐿), the betweenness 

𝐵(𝜈) of a node 𝜈 of 𝑛 nodes is: 

𝐵𝜈 =
∑

𝜔𝑠𝑡(𝜈)

𝜔𝑠𝑡
𝑠≠𝜈≠𝑡

(𝑛−1)(𝑛−2)

2

  (39) 

Where 𝜔𝑠𝑡 is the total number of shortest paths from node 𝑠 to node 𝑡 and 𝜔𝑠𝑡(𝜈) is the 

number of those paths that pass through node 𝜈. 

The definition can be adopted for edges in a network, as suggested by Girvan and Newman 

(2002). The edge betweenness index for a line component 𝑙𝑖 of the network is:  

𝐵𝑙𝑖 =
∑

𝜔𝑠𝑡(𝑙𝑖)

𝜔𝑠𝑡
𝑠≠𝑡

𝑛(𝑛−1)

2

  (40) 

If there is more than one shortest path between two nodes, each path is equally weighted 

such that the total weight of all of the paths is unity (Girvan and Newman, 2002). A com-

ponent with a high betweenness centrality index is supposed to play a rather more 

important role than a component with a lower index, thus a smaller number of shortest 

paths passing through that component. This assumption implies that the flow in the net-

work under investigation is governed by (mainly) the shortest paths available. 

Betweenness centrality is widely applied in network theory. The removal of the nodes or 

edges with larger betweenness will make the network more prone to disconnection (Wang 

et al., 2010).  

The betweenness centrality measure has as well been applied in power grid analysis, e.g., 
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by Bompard et al. (2009), Cadini et al. (2009) and more generally for the vulnerability 

assessment of infrastructures by Wang et al. (2010) and Wang et al. (2012). Cadini et al. 

(2009) applied a number of topological centrality measures to rank the nodes of the IEEE 

14 power transmission benchmark with regard to their influence on network connectivity. 

Zio and Piccinelli (2010) as well examined the same network with topological betweenness 

measures. However, Cadini et al. (2009) as well as Zio and Piccinelli (2010) extended the 

concept to account for actual failure probabilities of the components and for flow propa-

gations across the network.  

Zio and Sansavini (2011) suggest criticality indicators (based on the frequency of partici-

pation to a cascade, the average time before its entrance into a cascade, number of time 

steps after the component failure event, final size of the cascade emerging from its failure) 

and compare them to classical measures of topological centrality to identify the most in-

fluential components in a network with regard to the cascade process of consideration. 

They use a random failure process versus a targeted attack strategy of one initial compo-

nent failure initiating the cascading failure process. The study shows that the suggested 

indicators match very well with the purely topological measure of the node degree of con-

nectivity. It is found that the degree and betweenness centrality indices show to point out 

those components that contribute most to the failure propagation process (Zio and 

Sansavini, 2011). 

Further centrality measures have been used in the literature for network reliability and 

partly for power grid reliability assessment, such as  

 Degree centrality: the number of direct neighbors of a component  

 Eigenvector centrality: the number and the quality of connections - the quality of a 

connection increases if the connection is to a node with a high connectivity/cen-

trality  

 Closeness centrality: the mean geodesic distance, i.e., the shortest path lengths be-

tween a node 𝑛 and all the other nodes reachable from 𝑛, see Newman (2008) and 

Wang et al. (2010).  

7.1.2 N-1 contingency criteria 

We additionally apply an alternative approach to obtain a component ranking, which is 

based on the so-called (𝑛 − 1)-contingency analysis of the power grid. This approach is 

commonly used in industry to define most important components.  

The performance of the network is assessed based on the load loss after cascading failures, 

but without the hazard context, i.e. the load loss is recorded that results from removing 

each line individually from the network. The measure is a deterministic criterion, since it 
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does not account for (correlated) component failure probabilities, nor does it contain infor-

mation about the system failure probability. Nevertheless, this measure may be useful for 

a rapid assessment of component importance.  

The deterministic measure “load loss” 𝐿𝐿𝑛−1 indicates the final loss of load after cascading 

failure that results from removing only one single line 𝑙𝑖 individually from the network:  

𝐿𝐿𝑛−1,𝑙𝑖 =
Load Loss (Xi=0)

Load in undamaged graph
  (41) 

7.2 Reliability importance measures in binary state systems 

In the field of system reliability, component importance measures (IM) are employed to 

rank components, i.e., to arrange the components in the order of increasing or decreasing 

importance based on their influence on the overall system reliability.  

IMs are probabilistic measures, i.e., they are reliability based. Most importance measures 

utilized in literature depend on the component’s function in the system and on the reliabil-

ity of the component in question (Kuo and Zhu, 2012), but also on the specified system 

function and the chosen performance measure. A concise overview of some typical IMs is 

given by van der Borst and Schoonakker (2001) and Kuo and Zhu (2012) in the context of 

risk and reliability assessment. There are manifold different IMs introduced e.g., by Vesely 

et al. (1983), Gandini (1990), Meng (1996), and Cheok et al. (1998). Selected examples 

for IMs are given in Table 6. 

IMs have been used frequently for probabilistic risk assessments of nuclear power plants 

(Rausand and Høyland, 2004). Several studies applied IMs to network reliability analysis 

and more specifically to electrical power transmission systems. Espiritu et al. (2007), 

Hilber and Bertling (2007), Daemi and Ebrahimi (2012), and Salman and Li (2018) used 

classical IMs (Birnbaum’s measure, RRW, RAW, FV) for their system analysis. Hilber 

and Bertling (2007) linked the IM to the actual monetary costs caused by damages through 

component failures and used these cost values to rank components. Daemi and Ebrahimi 

(2012) examined the IEEE 24 power transmission benchmark with the goal to compare 

different component rankings received from different IMs. All three studies rather focus 

on a contingency analysis by leaving one component out of the system to assess the effect 

on system performance. An earlier study by Wang et al. (2004) applied IMs in a simulation 

context to evaluate different component states simultaneously and thus to create a number 

of different scenarios to be compared. Cadini et al. (2009) and Zio and Piccinelli (2010) 

applied a number of topological centrality measures to rank the nodes of the IEEE 14 

power transmission benchmark with regard to their influence on network connectivity and 
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on network flow.  

In this work, we study whether the component's importance scores can be used to improve 

overall system reliability by changing the conditions of the selected components. Thus, in 

this thesis, there are set up some experiments where the network system is reevaluated after 

the improvement of selected components. These reevaluations will be studied in Sections 

9.6, 10.4.3, and 10.5.5. This will show, whether the IM rankings have the potential to add 

some extra value of information to the reliability analysis of the overall system as explained 

in Chapter 7.5.  

Table 6: Overview of selected Importance Measures, where 𝐹𝑠 = {𝑋𝑆 = 0}  is the system failure event, 𝐹𝑖 =

{𝑋𝑙𝑖 = 0} is the component failure event of component 𝑙𝑖, and 𝑀𝑗 denotes a minimal cut set 𝑗 containing the 

component 𝑙𝑖  failure event.  

Birnbaum measure  𝐵𝑀 =
𝛿𝑃𝑟(𝐹𝑆)

𝛿𝑃𝑟(𝐹𝑖)
 

Indicator of change of system una-

vailability with changes in 

unavailability of the  𝑖 − 𝑡ℎ compo-

nent 

Critically importance factor  𝐶𝐼 =
𝑃𝑟(𝐹𝑖)

𝑃𝑟(𝐹𝑆)
 𝐵𝑀 

Extension of 𝐵𝑀 with inclusion of 

failure probability of 𝑖 − 𝑡ℎ compo-

nent; a less reliable component is 

more critical 

Risk achievement worth 𝑅𝐴𝑊 =
𝑃𝑟(𝐹𝑆|𝐹𝑖)

𝑃𝑟(𝐹𝑆)
 

Indicator for increase in system un-

availability given component 𝑙𝑖 fails 

Risk reduction worth  𝑅𝑅𝑊 =
𝑃𝑟(𝐹𝑆)

𝑃𝑟(𝐹𝑆|𝐹�̅� )
 

Indicator for the decrease in system 

unavailability when component 𝑙𝑖 

never fails 

Fussel – Vesely  𝐹𝑉 = 𝑃𝑟(𝑀𝑗|𝐹𝑠) =
𝑃𝑟(𝑀𝑗 ∩ 𝐹𝑠)

𝑃𝑟(𝐹𝑠)
 

Conditional probability that a mini-

mal cut set 𝑗 containing the 

component 𝑖 has failed, given that 

the system has failed. 

 

Based on van der Borst and Schoonakker (2001) and Rausand and Høyland (2004), the 

following are goals pursued by the use of IMs: 

 Provide a coarse ranking of the components with respect to their influence 

on the system reliability  

 Help focusing on the top contributors to system unreliability and relax re-

quirements to the lowest contributors to system unreliability 

 Focus on improvements with the greatest effect on system reliability and 

help making cost-efficient decisions about (re)design- and maintenance 

strategies 

 Indicate sensitivity for model parameters 
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The risk achievement worth (RAW) is a measure of the usefulness of component 𝑙𝑖 in 

achieving the present level of system reliability. It is an indicator for the importance of 

maintaining the current level of reliability for the component. RAW may be used for in-

spection, preventive maintenance, and to identify potentially safety-significant 

components for reliability maintenance. According to Rausand and Høyland (2004), the 

RAW is a useful measure for estimating the importance of components that are removed 

from the system. The risk reduction worth (RRW) is the ratio of the actual system unreli-

ability with the (conditional) system unreliability if component 𝑖 is replaced by a perfect 

component. It is an index measuring the potential damage caused to the system by a par-

ticular component. The RRW can be used to replace or upgrade components for reliability 

improvement. If RRW is close to 1, it can be concluded that improving the reliability of 

the component does not have a significant effect on the system reliability.  

Note that in the definitions given in Table 6 and in the following sections, the time depend-

ence of the IMs is neglected, although the system and component reliabilities are functions 

of time. Thus the IMs should be interpreted as idealized point measures with regard to a 

given point in time 𝑡. 

Two selected classical importance measures, the 𝐵𝑀 and the 𝐶𝐼, are introduced in more 

detail in the following, since they are central in Part III of this thesis.  

7.2.1 Birnbaum’s measure for a binary system 

Birnbaum’s measure (𝐵𝑀) describes the sensitivity of system reliability 𝑝𝑠 to a change in 

the component reliability 𝑝𝑙𝑖 = Pr(𝑋𝑙𝑖 = 1): 

𝐵𝑀𝑖 =
𝜕𝑝𝑆
𝜕𝑝𝑙𝑖

=  𝑃𝑟(𝑋𝑆 = 1|𝑋𝑙𝑖 = 1) −  𝑃𝑟(𝑋𝑆 = 1|𝑋𝑙𝑖 = 0) (42) 

This approach is commonly known from classical sensitivity analysis. Following the sec-

ond equality in Equation (42), the 𝐵𝑀 can be computed as the difference between the 

conditional probability that the system is functioning given component 𝑖 is functioning and 

the conditional probability that the system is functioning given component 𝑖 has failed 

(Rausand and Høyland, 2004). This shows that 𝐵𝑀 is independent of individual compo-

nent reliability, which can be seen as a weakness of this IM but at the same time it might 

be a desirable characteristic (van der Borst and Schoonakker, 2001). The 𝐵𝑀 can be used 

to differentiate between those components that influence the system reliability signifi-

cantly and those that do not. It can thus serve to identify components of the network worthy 

of further detailed investigation. If the 𝐵𝑀 value for a component is large, it means that a 

small change in the component reliability leads to a rather large change in the system reli-

ability.  

In a practical network reliability study, the most time-consuming work is to find data for 
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the model inputs, like components failure rates, repair rates, material characteristics etc. 

Thus, it is one option to start with a pre-analysis based on rather rough data estimates, 

calculate the 𝐵𝑀 for the components and subsequently focus on finding more detailed data 

on the most important components found in the pre-analysis since components with a very 

low 𝐵𝑀 value would be expected to have a negligible effect on the system reliability 

(Rausand and Høyland, 2004).  

7.2.2 Criticality importance for a binary system 

The criticality importance (𝐶𝐼) measure of a component 𝑙𝑖 is the probability that failure of 

component 𝑙𝑖 is the cause of system failure, conditional on system failure having occurred. 

It can be defined as a function of 𝐵𝑀: 

𝐶𝐼𝑖 = 
𝐵𝑀𝑖 (1 − 𝑝𝑙𝑖)

1 − 𝑝𝑆
 (43) 

While the 𝐵𝑀 is related mainly to the effect of increasing the component reliability, the 

𝐶𝐼 includes the ratio of component to system unreliability (Rausand and Høyland, 2004). 

Based on 𝐶𝐼 rankings, a less reliable component is deemed more critical. This makes 𝐶𝐼 

suitable for planning and prioritizing maintenance actions in complex networks.  

7.2.3 The usage of IM for network reliability  

It is rather straightforward to determine the IMs like the 𝐵𝑀, 𝐶𝐼, 𝑅𝐴𝑊, and 𝑅𝑅𝑊 based 

on MCS, if the network model is computationally cheap. The system state is evaluated for 

each component state vector, thus, it is evaluated based on the chosen network performance 

model whether the system is in a failure state or in a non-failure state. This leads to two 

matrices or vectors: 1) the 𝑛-by-𝑙 matrix 𝑥𝑙 where all 𝑛𝑀𝐶  MCS simulations are listed and 

in each row the corresponding component state vector is written, i.e., for each component 

1…𝑙, it is 1 for non-failure or 0 for failure state, 2) the system state vector 𝑥𝑆. Based on 𝑥𝑙 

and 𝑥𝑆, it is possible to compare for each component the events ‘component failure’ versus 

‘system failure’ as illustrated in the fourfold table in Figure 22. In all simulations 𝑛𝑀𝐶 , it 

is counted for each component the number of casas of:  

 component failure and system failure {𝑋𝑙𝑖 = 0 ∩ 𝑋𝑆 = 0} 

 component non-failure and system failure {𝑋𝑙𝑖 = 1 ∩ 𝑋𝑆 = 0}  

 component failure and system survival {𝑋𝑙𝑖 = 0 ∩ 𝑋𝑆 = 1}  

 component survival and system survival {𝑋𝑙𝑖 = 1 ∩ 𝑋𝑆 = 1}  

Dividing the counts by the number of MCS simulations 𝑛𝑀𝐶 , leads to the MCS approxi-

mate of the probabilities given in Figure 22. Further, one can receive the probability values 
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to finally calculate the IMs of interest (compare Table 6), e.g.: 

𝑃𝑟(𝑋𝑆 = 1|𝑋𝑙𝑖 = 1) =
𝑃𝑟 (𝑋𝑆 = 1 ∩ 𝑋𝑙𝑖 = 1)

𝑃𝑟(𝑋𝑙𝑖 = 1)
  (44) 

 

 

Figure 22: Illustration of the MCS approach for component state simulation, system state evaluation, and 

based on this, determination of the fourfold table concerning the component and system failure events. 

7.3 Reliability importance measures in continuous systems 

In Chapter 7.2, the IMs are defined for binary components and a system failure definition 

based on the binary system state variable 𝑋𝑆. For continuous system performance 

measures, we suggest a metric based on the derivative of the performance with respect to 

𝑝𝐹𝑖, the component failure probability. We investigate the use of the continuous system 

performance function 𝜏(𝒙𝒍) in the definition of the IMs. This is expected to bring a couple 

of benefits. For the binary system state one needs to prescribe a threshold 𝑡 on the perfor-

mance function to define the system failure. With the continuous measure, there is no need 

for a threshold, i.e., the IM is not dependent on the additional variable 𝑡. Furthermore, for 

calculating the classical measures 𝐵𝑀 and 𝐶𝐼, in the simulation data, there may be cases 

with only little or no system failure events. In this situation, the MCS estimate becomes 

rather inaccurate.  

The derivation of the system damage metric in order to deduct component importance 

measures is related to the suggested differential important measure (DIM) by Borgonovo 

and Apostolakis (2001). DIM is defined as the derivation of a risk metric describing a 
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system damage to the change in a generic parameter (such as the failure rate of a compo-

nent). DIM can be understood as a more generic interpretation of the IMs suggested in the 

following.  

In the following, we suggest IMs for continuous systems, defined as the derivation of the 

expected value of the performance function 𝜏(𝒙𝒍) with respect to the component failure 

probability 
∂E[𝜏(𝒙𝒍)]

∂𝑝𝑙𝑖
. The definition is applied to the case of the graph efficiency model and 

to the case of the power load loss model.  

7.3.1 Graph efficiency sensitivity  

We suggest an efficiency-based importance measure that describes the change in the ex-

pected value of the overall graph efficiency 𝐸𝑛𝑜𝑟𝑚, see Equation (16), with a change in the 

component failure probability: 

𝐸𝑆𝑖 =
𝜕𝐸[𝐸𝑛𝑜𝑟𝑚]

𝜕𝑝𝑙𝑖
 (45) 

By writing the expected value of the normalized efficiency as 

𝐸[𝐸𝑛𝑜𝑟𝑚] =  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1]𝑃𝑟(𝑋𝑙𝑖 = 1) +  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0]𝑃𝑟(𝑋𝑙𝑖 = 0) 

=  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1]𝑝𝑙𝑖 +  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0](1 − 𝑝𝑙𝑖), 
(46) 

it is seen that the efficiency measure can be computed as 

𝐸𝑆𝑖 = 𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1] −  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0]. (47) 

A deterministic version of this measure can be found in Latora and Marchiori (2004), 

where the importance of a component is measured in analogy to a (𝑛 − 1)-contingency 

approach. They measure the decrease in network efficiency after one single component is 

removed from the graph. 

7.3.2 Load loss sensitivity  

In analogy to the graph efficiency sensitivity measure in the previous section, we addition-

ally suggest an importance measure based on the loss of load. It describes the change in 
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the expected value of the overall loss of load with a change in the component failure prob-

ability: 

𝐿𝑆𝑖 =
𝜕𝐸[𝐿𝑛𝑜𝑟𝑚]

𝜕𝑝𝑙𝑖
 (48) 

By writing the expected value of the normalized loss of load 𝐿𝑛𝑜𝑟𝑚, Equation (20), as:  

𝐸[𝐿𝑛𝑜𝑟𝑚] =  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1]𝑃𝑟(𝑋𝑙𝑖 = 1) +  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0]𝑃𝑟(𝑋𝑙𝑖 = 0) 

=  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1]𝑝𝑖 +  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0](1 − 𝑝𝑙𝑖), 
(49) 

it is seen that the sensitivity measure can be computed in analogy to Equation (47): 

𝐿𝑆𝑖 = 𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 1] −  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖 = 0]. (50) 

7.4 Importance measures in cascading system failure events 

There are studies in literature that reflect on the problem of component importance or crit-

icality in cascading failure systems (Zio and Sansavini, 2011) as discussed earlier; 

however, there are only few studies that combine the problem of component importance 

and cascading failures in power grid networks subject to natural hazard events (Ouyang et 

al., 2012), see Table 3. However, in Ouyang et al. (2012) it is not used the concept of 

importance in its commonly used sense but rather it is identified critical components (i.e. 

critical substations) based on their topological degrees without analysis of the system per-

formance in cascading failure events dependent on the component performance.  

In this thesis it is going to be applied the concept of component importance against the 

backdrop of cascading failure events and natural, i.e. spatially distributed hazard impacts, 

as discussed in the following.  

The above Importance Measures (IM), Birnbaum Measure (𝐵𝑀), Critically Im-

portance (𝐶𝐼), Efficiency Sensitivity (𝐸𝑆), and Load Sensitivity (𝐿𝑆) include a derivation 

with respect to the failure probability of the component. In cascading system failure events 

triggered by (external) natural hazard events, we suggest that it is relevant to distinguish 

1) The failures of components caused directly by the hazard event and  

2) The failures of components caused by the cascading effect.  
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We refer to the former as the initial component failures and the latter as the cascading 

component failures. Additionally, final component failures include both failure types.  

All the above IMs (as well as others) can be defined with respect to any of these three 

component failure concepts. To distinguish these measures, we introduce the super-

scripts (𝑖), (𝑐), and (𝑓) to denote the IMs relating to initial, cascading, and final 

component failure events. The corresponding definitions of the 𝐶𝐼𝑖 derivations, e.g., for a 

component 𝑙𝑖, can be defined as follows: 

𝐶𝐼𝑖
(𝑡)

= (𝑃𝑟(𝑋𝑆 = 1|𝑋𝑙𝑖
(𝑡) = 1) −  𝑃𝑟(𝑋𝑆 = 1|𝑋𝑙𝑖

(𝑡) = 0))
(1 − 𝑝𝑙𝑖

(𝑡)
)

1 − 𝑝𝑆
 (51) 

with (𝑡) indicating the 3 failure modes by the superscripts (𝑖), (𝑐), and (𝑓) the (initial, 

cascading, or final) component reliability 𝑝𝑙𝑖
(𝑡)

, respectively, and the system reliability 𝑝𝑆.  

The definitions for the initial, cascading, and final 𝐿𝑆𝑖 measures are given in the following, 

for a component 𝑙𝑖: 

𝐿𝑆𝑖
(𝑡)

= 𝐸 [𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡)

= 1] −  𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡) = 0] (52) 

The analogue definitions for the 𝐸𝑆𝑖 measures are in analogy based on the conditional 

expectation value of the efficiency E[𝐸𝑛𝑜𝑟𝑚]:  

𝐸𝑆𝑖
(𝑡)

= 𝐸 [𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡)

= 1] −  𝐸[𝐸𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡) = 0] (53) 

The measure of system performance employed in the IMs (either 𝑝𝑆, E[𝐿𝑛𝑜𝑟𝑚], 

or E[𝐸𝑛𝑜𝑟𝑚]) always relates to the final performance of the system following the initial 

failures and the cascading effects.  

Which of the suggested IMs should be used depends on the aim of the study and on the 

potential mitigation measures applied to an investigated network. In order to identify com-

ponents to be reinforced against natural hazard events, the 𝐶𝐼(𝑖) , 𝐸𝑆(𝑖), or 𝐿𝑆(𝑖) should be 

employed. Conversely, 𝐶𝐼(𝑐), 𝐸𝑆(𝑐), or 𝐿𝑆(𝑐) should be the basis for ranking and identify-

ing components for increasing capacity against overloading.  

In Figure 23, an example illustrates the calculation of the suggested IMs in a Monte Carlo 

Simulation framework for the evaluation of a grid or a network with a set of 𝑙 lines subject 

to potential failure. In section 5.5.2.1, the calculation of the overall network reliability 

problem is explained for the MCS framework.  

In each MC simulation step 𝑘, it is recorded if a component 𝑙𝑖, 𝑖 = 1, . . , 𝐿 failed initially 
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or during the cascading process. The union of both failure types is the final failure. Thus, 

the binary component state vector 𝒙𝒍
𝒌 is recorded for initial, cascading, and final failure 

events, respectively. In each simulation step 𝑘, based on the component state vector 𝒙𝒍
𝒌, 

the eventually damaged network is re-evaluated according to the network model applied, 

see Chapters 5.2.2, 5.2.3, and 5.3. The system structure function 𝜙(𝒙𝒍
𝒌) or the performance 

model 𝜏(𝒙𝒍
𝒌) is evaluated for each simulation sample 𝑘 and the system state variable 𝑋𝑆 is 

recorded as well. In case of a continuous performance function, the system failure event 

𝑋𝑆 = 0 would be defined e.g., according to the loss of load falling below a prescribed 

threshold 𝑡 as explained in Chapter 5.2.3. The overall final network damage is recorded, in 

the example of Figure 23, and the final power loss is normalized with the load supplied in 

the undamaged network, 𝐿𝑛𝑜𝑟𝑚.  

 

Figure 23: Visualization of the determination of the IMs differentiated with reference to initial, cascading 

and final failure of a component within a Monte Carlo Simulation framework.  

In all 𝑛𝑀𝐶  samples, it is counted for each component 𝑙𝑖 how often it survived/failed initially 

versus how often it survived/failed in the cascading process, which is recorded by the in-

dicator function 𝐼𝑙𝑖
(𝑡)

= {
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𝑝𝑙𝑖
(𝑡)

≈
∑ 𝐼𝑙𝑖

(𝑡)𝑛𝑀𝐶
𝑘=1

𝑛𝑀𝐶
   (54) 

Next, the MC estimates of the conditional system reliabilities can be calculated, i.e. given 

the component failed (initially or in the cascading process) versus the system reliability 

when the component did not fail: 

𝑃𝑟 (𝑋𝑆 = 1|𝑋𝑙𝑖
(𝑡)

= 1)  ≈  
1

𝑛𝑀𝐶
∑𝐼𝑋𝑆|𝑙𝑖

(𝑡) [𝑥𝑆
𝑘 = 1|𝑥𝑙𝑖

𝑘,(𝑡) = 1]

𝑛𝑀𝐶

𝑘=1

   (55) 

𝑃𝑟 (𝑋𝑆 = 1|𝑋𝑙𝑖
(𝑡)

= 0)  ≈  
1

𝑛𝑀𝐶
∑𝐼𝑋𝑆|𝑙𝑖

(𝑡) [𝑥𝑆
𝑘 = 1|𝑥𝑙𝑖

𝑘,(𝑡) = 0]

𝑛𝑀𝐶

𝑘=1

  (56) 

For the network performance, MC estimates are calculated given the component failed 

(initially or in the cascading process) versus the damage when the component did not fail. 

As a base for the measures 𝐸𝑆 and 𝐿𝑆, the conditional mean values of the final efficiency 

or the final loss of load are calculated as estimates of the expected values. For the case of 

the cascading failure events in a network modelled by power flow equations this would be 

expressed as follows:  

𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡) = 1] ≈  

1

𝑛𝑀𝐶
∑𝐼𝑙𝑖

(𝑡)
𝐿𝑘𝑛𝑜𝑟𝑚

𝑛𝑀𝐶

𝑘=1

  (57) 

𝐸[𝐿𝑛𝑜𝑟𝑚|𝑋𝑙𝑖
(𝑡) = 0] ≈  

1

𝑛𝑀𝐶
∑(1− 𝐼𝑙𝑖

(𝑡)
)𝐿𝑘𝑛𝑜𝑟𝑚

𝑛𝑀𝐶

𝑘=1

  (58) 

Based on the results from Equations (54)-(58) and Equations (51)-(53) the IMs of interest 

can be determined.  

7.5 Reliability enhancement based on IMs 

Various types of mitigation measures that improve the reliability of an electrical power 

network are described in literature. Example measures are changes in connectivity (e.g., 

Rosato et al., 2007, Brummitt et al., 2012), protection of critical components (e.g., Pepyne, 

2007, Johansson and Hassel, 2014), or, increasing redundancy of most critical lines by 
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adding (by-pass) lines (e.g, Crucitti et al., 2005, Johansson and Hassel, 2014). Holmgren 

(2006) assesses changes in the network vulnerability by changes in the network’s 

𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑣𝑒𝑟𝑡𝑒𝑥 𝑑𝑒𝑔𝑟𝑒𝑒, 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔𝑡ℎ, or 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑖𝑛𝑔 𝑐𝑜𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑡. One im-

portant insight by Brummitt et al. (2012) is that increasing the (inter-) connectivity of 

networks is not advantageous per se but can become detrimental: more interconnections 

can enable larger cascading events by opening up new pathways for neighboring networks 

or network compartments. Furthermore, new (inter-) connections increase the capacity and 

hence the total possible load and can thereby yield even larger cascading events than with-

out increased connectivity. Criticality of the lines in these studies was mainly defined based 

on (𝑛 − 1)-contingency analyses and centrality measures. Reliability IMs were not used 

to identify critical components in connection with network improvement strategies. 

In this thesis, the IMs defined in the previous sections should support decision making 

about potential risk mitigation, i.e., reliability enhancement strategies. To this end, we in-

vestigate network improvement strategies based on the IMs differentiated according to 

initial, cascading, and final failure as proposed above. It is examined if this differentiation 

brings a benefit for the optimization of a decision. With this aim, the effect of strengthening 

selected lines, i.e. decreasing their initial failure probability versus increasing the capacity 

of selected lines on the network’s overall reliability or performance (in terms of loss of 

load or network efficiency) are compared. 

Two main network improvement strategies are considered:  

1) Line (segment) strengthening of a prescribed ratio (e.g. 10%) of the most important 

lines or line segments ranked by either 𝐶𝐼(𝑖), 𝐸𝑆(𝑖), or, 𝐿𝑆(𝑖) corresponding to an 

increase in the resistance against the hazardous (wind) load. Line strengthening is 

modeled by reducing the initial line segment vulnerability to e.g., 25% or 50% of 

its original value. 

 

2) Increase of the line capacity of a prescribed ratio (e.g. 10%) of the most important 

lines ranked by either 𝐶𝐼(𝑐), 𝐸𝑆(𝑐), or, 𝐿𝑆(𝑐) corresponding to an increase in the 

resistance of the lines against overloading in the cascading failure process. The 

capacity increase is modeled by increasing the tolerance parameter 𝛼 to prescribed 

factors, e.g., 𝑓𝛼 = 2 or 𝑓𝛼 = 4. 

The two strategies can be interpreted as two different categories of measures and activities 

for the infrastructure strengthening. Strategy 1) can be understood a type of measures that 

increase the resistance or decrease the vulnerability of components against wind loads. 

Examples are improved vegetation management (clearing), upgrading damaged poles and 

structures, strengthening poles with guy wires, or replacing overhead lines by underground 

cables (US Department of Energy, 2010), see Figure 24. 

Increasing the capacity of complete lines (strategy 2), can be cost intensive. However, it is 

of interest to consider the effects on the overall system reliability if selected components 

could be improved in terms of their capacity to withstand power overloading.  
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The suggested network reliability enhancement strategies are “naturally” consequent with 

the character of the component, i.e. if the component is important with respect to the initi-

ating versus the cascading event. In this thesis the strategies are supposed to give a first 

indication about the effectiveness and reason to distinguish the component categories as 

will be demonstrated in the case studies later in this thesis. In future studies the enhance-

ment strategies could be expanded and refined to specific interests subsequently.  

 

 

Figure 24: Improvement activities for the two alternative strategies suggested in this section based on com-

ponent rankings: a) strengthening against hazard impacts, b) capacity increase for power overload prevention.  

7.6 Summary 

This chapter deals with the topic of component importance. Different approaches are in-

troduced that aim at identifying the most critical components in a network, i.e. components 

that contribute to network reliability in one way or another. Emphasis is laid on so-called 

reliability importance measures for binary systems and continuous system performance 

definitions. It is suggested to distinguish IMs based on initial failures due to hazardous 

impacts from cascading failure events due to overloading after initial failure events in order 

to find those components, which are more important for the instant initiation of damage 

and those which are more responsible for the further propagation of failure events after 

initial triggering events. Based on these IMs, two improvement strategies are suggested 

that will be investigated in detail in the case studies of Part III, see Chapters 9.6, 10.4.3, 
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and 10.5.5. 
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8 Reliability of power transmission 

grids subject to hurricane hazards 

Parts of this Chapter are taken from Scherb et al. (2015), a peer-reviewed contribution to 

the International Conference on Applications of Statistics and Probability in Civil Engi-

neering (ICASP), Vancouver, Canada, July 12-15, 2015.  

8.1 Methodological framework 

The overall approach used in this case study is shown in Figure 25, which is a slightly 

reduced version of the general framework presented in Figure 10: This case study presents 

a first idealized development and implementation of the probabilistic reliability analysis 

framework introduced in Chapter 4. Extreme winds in hurricane events are considered, 

which impose potential hazardous loads on components and entail potential extrinsic de-

pendencies between network components. Additionally, the physical dependency of the 

network components through subsequent cascading failure processes in the network are 

modelled.  

The hurricane hazard is modelled as a parametric function of the wind speed in 10 m height 

above ground. The model developed is based on the study of sample data from historical 

hurricane events. The advantage of the suggested wind field model is that it requires only 

three parameters. Assumptions are made for the hurricane eye position at landfall and the 
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further track above land in 1 hour time steps during 12 hours after landfall; therefore, the 

hurricane model developed here is a probabilistic spatial-temporal idealization.  

The parameters of the component fragility curves as function of wind speed are here based 

on modelling assumptions from literature. The network performance is assessed based on 

a DC power flow model in terms of loss of load considering the power flow characteristics 

of the network and potential cascading failures as it is discussed following Chapter 5.4.2.  

A synthetic transmission power system is investigated, the IEEE ‘One Area’ RTS-96 

benchmark power transmission network composed of 24 nodes and 38 lines, publicly avail-

able at Christie (2000).  

 

Figure 25: Methodological framework for the reliability analysis of power networks subject to hurricane 

hazards.  
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8.2 Parametric hurricane wind field model 

8.2.1 Background on hurricane modelling 

Hurricane modelling is a broad research field. Generally, two main focal points can be 

distinguished:  

1) The analysis of hurricane occurrence, track, size, wind speeds, gradient wind fields, 

and further key parameters. The goal is to build statistical (prediction) models or 

physical models of the hazard.  

2) Building upon 1): models for deducing design wind speeds for the use in building 

codes and standards; furthermore, models for estimating the risk in terms of, e.g., 

the expected probable maximum or the average annual (insurance) losses. 

The field of probabilistic hurricane modelling and simulation builds upon pioneering stud-

ies in the 1960s to 1970s, e.g., Russell (1968) and Russell (1971) where a probabilistic 

simulation process is described. This was followed in the 1980s by a number of important 

studies by Batts (1980), Georgiou et al. (1983), and Georgiou (1985). These studies mainly 

share their basic approach of first obtaining some key parameters like the radius to maxi-

mum winds, the translation speed, and the coast crossing position. Given the statistical 

distributions of these key parameters, a Monte Carlo simulation can be conducted to sam-

ple from each distribution, and a set of simulated storms can be generated. Over the years, 

improvements in research were possible through the substantial increase in quantity and 

quality of available measured data (Powell et al. (2005), Vickery and Wadhera (2008), 

Vickery et al. (2009b), and Powell et al. (2010)). A detailed introduction into hurricane 

modelling is provided by Vickery et al. (2009a).  

The development of risk assessment models is closely related to the developments of the 

hurricane hazard models themselves. Example studies on insurance loss models, average 

annual losses, and damage models for residential structures are: Huang et al. (2001b), 

Huang et al. (2001a), Sparks (2003), and Powell et al. (2005). They have in common that 

they mainly apply event-based MCS techniques for the risk assessment. Several studies 

have assessed specifically the vulnerability of power networks and the occurrence of out-

ages in hurricane prone regions mainly of the US. Some more recent studies accounted for 

cascading failures during hurricanes in a simulation context (Winkler et al., 2010, Ouyang 

et al., 2012, Ouyang and Dueñas-Osorio, 2014, Javanbakht and Mohagheghi, 2014). 

Javanbakht and Mohagheghi (2014) suggest a hurricane model represented by static and 

dynamic gradient wind fields based on the analysis of hurricane Katrina. In contrast, 

Winkler et al. (2010), Ouyang et al. (2012), and Ouyang and Dueñas-Osorio (2014) used 

for their analysis the HAZUS-MH project to generate wind field simulations and to obtain 

site specific wind speeds in hurricane events. HAZUS is a natural hazard analysis tool 
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developed by the Federal Emergency Management Agency (FEMA). It is based on geo-

graphic information systems and includes an earthquake, flooding, hurricane, and storm 

surge model as well as corresponding damage and loss functions. Therefore, HAZUS of-

fers a whole risk assessment framework for several assets, mainly building constructions. 

The methodology for the hurricane hazard type in the HAZUS package was developed by 

Vickery et al. (2006) and uses the hurricane model suggested in Vickery et al. (2000).  

Since the focus in this study is on the behavior of the network reliability given large scale 

hazards and associated dependencies in component failures, we build a rather generic haz-

ard model with limited complexity. The hurricane data analyses and model suggested is 

explained in the following sections.  

8.2.2 Hurricane data  

Example hurricane data can be accessed freely at RMS (2013)4. Risk Management Solu-

tions (RMS) is hosting the HWind legacy archive. The HWind project was formerly 

developed and produced by the Hurricane Research Division (HRD) at the National Oce-

anic and Atmospheric Administration (NOAA). The HRD produced surface wind analysis 

of tropical cyclones from 1993 to 2013. Gridded data is available from 1998 to 2013.  

HWind is a real-time Hurricane wind analysis system that is based on real-time observa-

tions of tropical cyclones that are compiled relative to the storm center. The project has the 

goal to improve understanding of the extent and strength of the tropical cyclones by also 

taking advantage of remote sensing data. Several publications describe the development of 

the HWind project, e.g., Powell et al. (1998) and Powell et al. (2010). These studies detail 

how the wind measurements are standardized and analyzed based on initial case studies on 

selected hurricanes including Frederic (1979), Alicia (1983), Hugo (1989), and Andrew 

(1992). Standardization means in this case that the data match in height (10 meter above 

ground), exposure (marine or open terrain over land), and averaging period (maximum 

sustained 1 minute wind speed), all in 3 or 6 hourly records. 

Hurricanes are categorized according to their intensity, following the Saffir-Simpson hur-

ricane wind scale (SSHWS). The SSHWS categorizes Western Hemisphere tropical 

cyclones by their maximum wind speeds into five categories. A storm is classified as a 

hurricane of category 1, if its intensity exceeds a level of 33 m/s or 119 km/h. A hurricane 

of category 5 has wind speeds exceeding 70 m/s or 252 km/h (NOAA, 2017). The SSHWS 

                                                 

4 Data of the most severe hurricane storms every year can be downloaded at RMS: http://www.rms.com/per-

ils/hwind/legacy-archive/storms/ [access date 2018/10/10]. 
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is criticized for being oversimplifying because it does not take into account hurricane re-

lated events like rainfall or storm surges, but its advantage is that it is easy to understand 

and the classifications can provide at least some indication of the potential damage a hur-

ricane will cause upon landfall. Generally, devastating and catastrophic damages can be 

expected in hurricanes starting from category 3 (NOAA, 2017). 

For modelling the hurricane occurrence probability considering the different hurricane in-

tensities, the (site-specific) probability of the hurricane falling into any one of the 

5 categories needs to be known. In this case study, the distribution among hurricane cate-

gories is assumed based on Ouyang and Dueñas-Osorio (2014), as depicted in Table 7, that 

would reflect the conditions e.g., for Harris County, Texas, US, where an overall annual 

occurrence rate 𝜆𝑎 of hurricane hazards of about  
1

7
 𝑦𝑟−1 is observed.  

Table 7: Site specific probability of hurricane intensity given hurricane occurrence; probability values based 

on Ouyang and Dueñas-Osorio (2014) for conditions in Harris County, Texas, US, with an overall annual 

occurrence rate 𝜆𝑎 of hurricane hazards of about 
1

7
 𝑦𝑟−1. Hurricane categories are based on the Saffir-Simp-

son hurricane wind scale (SSHWS).  

Hurricane intensity [m/s] P(Intensity | Hurricane) 

1   [33-42 ] 0.53 

2   [43-49 ] 0.19 

3   [50-58 ] 0.15 

4   [58-70 ] 0.08 

5   [>70 ] 0.05 

8.2.3 Wind field model  

A hypothetical hurricane model is introduced. A hurricane event is treated as a random 

process in space, time, and intensity. The occurrence of hurricane events is modelled by a 

Poisson process with an occurrence rate 𝜆. 

A function 𝑠(𝑟ℎ) is fitted to observed static gradient wind fields of historical hurricane 

events for selected points in time, compare Figure 26 to Figure 29. A generic three-para-

metric function 𝑠(𝑟ℎ) is utilized to model the wind speed 𝑠 as a function of the distance 𝑟ℎ 

from the hurricane center, Equation (59). The function yields the one minute directionless 

wind gust speed in 10 m height in open terrain at each site of interest within the study area. 

𝑠(𝑟ℎ) =
2𝑟ℎ  ∙ 𝑟𝑚𝑎𝑥(𝑠𝑚𝑎𝑥 − 𝜔)

(𝑟ℎ
2+𝑟𝑚𝑎𝑥

2)
+ 𝜔 (59) 
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The model function 𝑠(𝑟ℎ) generates a circularly shaped wind field. It uses three parame-

ters: maximum hurricane wind speed 𝑠𝑚𝑎𝑥 in [m/s], the distance of the maximum wind 

speed from the hurricane eye 𝑟𝑚𝑎𝑥 in [m], and the offset 𝜔 in [m/s], which is the asymptotic 

decay level of the wind field at great distances (infinity). The parameter 𝑠𝑚𝑎𝑥  is defined 

conditionally on the hurricane intensity, by a uniform probability distribution within the 

wind speed intervals according to Table 8. The parameters 𝑟𝑚𝑎𝑥 and 𝜔 are also modeled 

by independent uniform distributions. 

Examples of the hurricane data together with the corresponding model fits and the corre-

sponding wind field contour plots around the moment of land fall can be seen in Figure 26 

to Figure 29. 

 

 

Figure 26: Hurricane Ivan. Left: Modelled maximum wind speed curve, red, Equation (59), together with 

data from hurricane Ivan, blue, at landfall: 2004 September 16, 06:00; Right: Wind field contour plot of the 

hurricane data off the coast of the US. Data refers to the maximum sustained 1 minute wind speeds in 10 m 

height.  
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Figure 27: Hurricane Katrina. Left: Modelled maximum wind speed curve, red, Equation (59), together with 

data from hurricane Katrina, blue, at landfall: 2005 August 29, 12:00; Right: Wind field contour plot of the 

hurricane data off the coast of the US. Data refers to the maximum sustained 1 minute wind speeds in 10 m 

height.  

 
 

Figure 28: Hurricane Wilma. Left: Modelled maximum wind speed curves with two alternative parametriza-

tions, red, Equation (59), together with data from hurricane Wilma, blue, at landfall: 2005 October 24, 10:30; 

Right: Wind field contour plot of the hurricane data off the coast of the US. Data refers to the maximum 

sustained 1 minute wind speeds in 10 m height.  
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Figure 29: Hurricane Sandy. Left: Modelled maximum wind speed curves with two alternative parametriza-

tions, red, Equation (59), together with data from hurricane Sandy, blue, before landfall: 2012 October 29, 

19:30; Right: Wind field contour plot of the hurricane data off the coast of the US. Data refers to the maxi-

mum sustained 1 minute wind speeds in 10 m height.  

The temporal component of the model is implemented through time steps of 1 hour after 

landfall (𝑥0, 𝑦0, 𝑡0), whereby the hurricane center is assumed to move 12 hours inland with 

a translational speed of 15 km/h according to Javanbakht and Mohagheghi (2014). The 

initial landfall location of the hurricane eye at the study area’s lower boundary (coastline), 

(𝑥0, 𝑦0) is chosen according to a uniform distribution. At each time step, the eye location 

is updated according to hurricane track direction 𝛽, which is assumed to follow a normal 

distribution centered on the south-to-north direction. At each time step and at each location 

of interest, the wind speed value is calculated according to Equation (59). An overview of 

all variables and assumptions is given in Table 8.  
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Table 8: Hurricane model variables and probability distribution assumptions. 

Variable 
Probability distribution 

and assumptions 
Comments and data source 

Hurricane occurrence (annual) Poisson distribution 
𝜆𝑎 =1/7; (Ouyang and Dueñas-

Osorio, 2014) 

Landfall position Uniform distribution 
Location on lower boundary of study 

area (coastline, 400 km length) 

Hurricane intensity (class) Discrete distribution 
(Ouyang and Dueñas-Osorio, 2014); 

Table 7 

Maximum hurricane wind speed, 𝑠𝑚𝑎𝑥 

[m/s] 
Uniform distribution 

The hurricane intensity class deter-

mines the wind speed interval 

Distance eye to  𝑠𝑚𝑎𝑥, 𝑟𝑚𝑎𝑥 [km] Uniform distribution Range 10 to 100 km 

Offset, 𝜔 [m/s] Uniform distribution Range 5 to 15 m/s 

Track direction, 𝛽 [degree] Normal distribution 
Emphasis on south-north directions; 

𝜇 = 90°; 𝜎 = 15° 

8.3 Component fragility  

The component fragility models describe the damage probability of the individual network 

components as a function of the hazard characteristics. Here, fragility models are based on 

the 10 m wind gust speed alone, independent of direction and duration or other hurricane 

parameters. As a further simplification, no distinction is made between different line types 

and each transmission line is seen as a single unit. 

For four predefined damage levels (no, minor, moderate, and major damage), lognormal 

fragility curves describe the probability of the 𝑖-th component to have reached a damage 

state 𝑑𝑗 as function of wind speed 𝑠: 

𝑃𝑟(𝐷𝑖 ≥ 𝑑𝑗|𝑆𝑖 = 𝑠) = ∫
1

𝜎𝑗√2𝜋𝑠
𝑒𝑥𝑝(

−(𝑙𝑛(𝑠) − 𝜇𝑗)
2

2𝜎𝑗
2 )

𝑠

0

𝑑𝑠 (60) 

The fragility functions are depicted in Figure 30. The probability of failure of a network 

component given wind speed Pr(𝐹𝑖|𝑆𝑖 = 𝑠) is calculated according to: 

𝑃𝑟(𝐹𝑖|𝑆𝑖 = 𝑠) =∑𝑃𝑟(𝐹𝑖|𝐷𝑖 = 𝑑𝑖𝑗) 𝑃𝑟(𝐷𝑖 = 𝑑𝑖𝑗|𝑆𝑖 = 𝑠)

𝑑𝑖𝑗

 (61) 

The conditional probabilities Pr(𝐹𝑖|dij) of component failure given the damage state are 

summarized in Table 9. 
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Table 9: Fragility model variables and probability distribution assumptions.  

Variable Probability distribution and assumptions 
Comments and data 

source 

Component damage state, 𝑑𝑖𝑗 Fragility 𝑃𝑟(𝑑𝑖𝑗|𝑠) following Equation (60) 

Parameters according 

to Figure 30 based on 

Javanbakht and 

Mohagheghi (2014) 

Component (line segment) failure, 𝐹𝑖 Pr(𝐹𝑖𝑗 = 1|𝑑𝑖𝑗) =  [0.01, 0.1, 0.2, 0.6] Based on assumptions 

 

Figure 30: Fragility curves for four damage states, 𝑑𝑗 (no, minor, moderate, and major damage). The three 

curves indicate at least minor damage, at least moderate, and at least major damage. The parameters are 

based on Javanbakht and Mohagheghi (2014). 

8.4 Network response model 

The network response in the course of hazardous impacts is based on the DC power flow 

equations following Chapter 5.4.2. The model accounts for cascading failure processes that 

might evolve after initial triggering events. The damage can be quantified in terms of loss 

of load and lines out of service.  
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8.5 Numerical implementation 

The synthetic 24-bus system, the IEEE 96-RTS (Christie, 2000), is used in this case study. 

It is a reliability test system (RTS) that was derived from the RTS-79 in 1996. It is a test 

system often used in bulk power reliability analysis (Grigg et al., 1999) since the system 

represents a mid-sized benchmark system and is thus frequently utilized in a great variety 

of risk analyses. 

The power grid is represented by a graph and is georeferenced by projecting it onto a 

300 x 300 km2 study area. Each substation and transmission line segment is assigned an 

x,y-coordinate. The substation capacities and the technical parameters of the transmission 

lines, such as reactance and capacity, are obtained from the test case file (Christie, 2000). 

Figure 31 depicts the test case network, together with an idealized scheme of a possible 

hurricane realization making landfall at the coastline.  

Hurricane scenarios are simulated in a Monte Carlo simulation, with 10,000 sample reali-

zations.  
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Figure 31: 2D contour lines of one realization of the wind field at landfall (𝑥0, 𝑦0, 𝑡0), indication of 1 hour 

time steps of hurricane eye track (red dots), and georeferenced power network in a 300 x 300 km2 study area. 

8.5.1 Simulation results  

Monte Carlo simulations are conducted for varying tolerance parameter 𝛼, which deter-

mines the capacity against overloading of the power grid components. From the results of 

the MCS, there is only a 0.07 probability of the network remaining completely intact after 

a hurricane, i.e., no occurrence of initial component failures and therefore no loss of load. 

The probability that component failures occur but do not result in a loss of load in the grid 

is 0.11. This means that with a probability of 0.11 the grid is able to secure the initial 

failures due to the hurricane impacts. 82% of hurricanes lead to a power loss in the system 

of some sort. The overall average expected power loss is 69% in all MC simulations. Con-

ditional on a loss of load occurring, the expected loss of load value is 73% of the original 

load supplied in the intact grid. With 0.12 probability, the overall power loss is greater than 

90%. In Figure 32, a comparison is shown of the cumulative frequency diagrams of MCS 

based on two different tolerance parameters, 𝛼 = 1.2 versus 𝛼 = 1.5. For the higher 𝛼-

value, the higher percentage of cases with no loss of load is about 20%, i.e. the system has 
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a higher average capacity to withstand power overloading.  

  

Figure 32: Cumulative frequency diagrams (CDFs) for the loss of load [%] after 1000 MCS runs without 

cases of no component failure events. Left: tolerance parameter 𝛼 = 1.2; Right: tolerance parameter 𝛼 =
1.5.  

When comparing the number of deactivated lines after cascading failures with the number 

of initially triggered components, a plausible positive association can be observed. Never-

theless, already for small numbers of initially failed components, the total number of 

failures after cascading failures may be large. This effect has also been stated in Motter 

and Lai (2002), especially when the tolerance limits α for single parts of the grid or for the 

network as a whole are rather small. Because of this effect, the resulting load loss is not 

very sensitive to the number of initially failed lines especially for low 𝛼-values. However, 

for higher 𝛼-values the dependence becomes more visible as evident from comparing Fig-

ure 33 with Figure 34.  
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Figure 33: Dependence of power loss on number of initially failed lines based on tolerance value, 𝛼 = 1.2.  

 

Figure 34: Dependence of power loss on number of initially failed lines based on tolerance value, 𝛼 = 1.5.  
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Figure 35 shows the probability of line failure and average percentage of active lines after 

cascading failure conditional on the different hurricane classes.  

 

Figure 35: Hurricane intensity levels (classes 1 to 5) and occurrence ratios in the MC simulation: line failure 

ratio and ratio of active lines after cascading failure events.  

8.5.2 Sensitivity of component and network failures 

To investigate the dependence of initial components failure events on different model pa-

rameters, receiver operating characteristic (ROC) curves are evaluated and selected curves 

are shown in Figure 36. Generally, a ROC curve plots the model sensitivity against the 

complement of the model specifity. The sensitivity is defined as the probability of a model 

to predict correctly a failure event (true positive rate). The specifity is the probability that 

a model correctly predicts non-failure events (true negative rate). The greater the area un-

derneath the ROC curve (AUC), the higher are specifity and sensitivity, and thus the better 

the corresponding model explains the failure event (Mason and Graham, 2002). 

Here, the ROC curve is used to assess and depict the quality of the models for predicting 

the number of lost lines and the loss of load (%) in a hurricane event. A model can be 

composed of a varying selection of the model parameters to explain the target variable 

(loss of load or lost lines) in each simulation. The model parameters tested are: hurricane 

class (intensity) 𝑐, maximum wind speed 𝑠𝑚𝑎𝑥, maximum radius 𝑟𝑚𝑎𝑥, offset 𝜔. A regres-

sion model is formulated as:  

𝑀𝑜𝑑𝑒𝑙 =  𝛽0 + 𝛽1𝑐 + 𝛽2𝑠𝑚𝑎𝑥 + 𝛽3𝑟𝑚𝑎𝑥 + 𝛽4𝜔 (62) 
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The resulting ROC curves enables the comparison of the performance in predicting dam-

ages. In case all 𝛽 factors are non-zero (i.e. significantly different from zero) in Equation 

(62), all mentioned parameters are included in the model.  

In Figure 36, the ROC curves characterizing the ability of the pertinent hurricane parame-

ters in predicting component failures is shown. The highest AUC value is reached for a 

model combined of model variables: 𝑟𝑚𝑎𝑥 , 𝑐, 𝑠𝑚𝑎𝑥. Each of these variables taken as a single 

independent (explaining) model variable has a distinctively differing AUC value with an 

increasing prognostic property: 𝑟𝑚𝑎𝑥, 𝑐, 𝑠𝑚𝑎𝑥. The maximum wind speed 𝑠𝑚𝑎𝑥 alone pre-

dicts rather well the component damage caused by a hurricane in the study area, which is 

reflected by a relatively high AUC value of 0.8747. In other words, 𝑠𝑚𝑎𝑥 differentiates 

well between critical hurricanes and hurricanes with lesser impact. The hurricane’s offset 

𝜔 alone has only a negligible predictive value concerning the component failure. 

 

Figure 36: ROC curves: Predictive performance of the hurricane model parameters on the component failure 

events in a hurricane event.  

The dependence of the overall system performance (loss of load), and thus, system failure 

after hurricane events and subsequent cascading failures on the individual parameters of 

the hurricane model is significantly less pronounced than for component failures, see Fig-

ure 37. The system failure event is defined as the loss of load exceeding 20% of the original 

load supplied in the power grid. The low impact of the hurricane parameters mainly stems 
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from the fact that values of power loss predicted by the applied physical network model 

are not very sensitive to the number of component failures, given that at least one network 

component failed.  

 

Figure 37: ROC curves: Predictive performance of the hurricane model parameters with regard to the overall 

network failure event, defined as exceedance of a predefined threshold for the loss of load value 𝑡𝐿 = 0.2 

and a tolerance parameter of 𝛼 = 1.2. 

In the model setting for Figure 37, a tolerance parameter of 1.2 was selected. This is a 

rather low value, defining the capacity of the components against power overloading. It is 

found that with a higher α-value, the predictive performance of the hurricane parameters 

and the combined model increases, compare Figure 38. In case of 𝛼 = 1.5 the AUC value 

of the model increases to 0.7427 and a further increase is possible if the α-value is set to 

2.0 with an AUC value of the regression model of 0.7721. The offset parameter yields an 

insignificant AUC value. It is observed that with a further increase of the α- value, the 

cascading failure processes are strongly attenuated and no large improvements in the AUC 

values are recorded. In both cases, 𝑟𝑚𝑎𝑥 and 𝑠𝑚𝑎𝑥 yield similar AUC values in the order of 

magnitude of 0.70, unlike in Figure 37. 
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Figure 38: ROC curves: Predictive performance of the hurricane model parameters with regard to the overall 

network failure event, defined as exceedance of a predefined threshold for the loss of load value 𝑡𝐿 = 0.2 

and a tolerance parameter of 𝛼 = 1.5 (left) and 𝛼 = 2.0 (right).  

8.6 Summary 

The main focus of this case study is the inclusion of a physically-based system failure 

model within a hurricane simulation context. One achievement of this case study is the 

development of a generic and above all a spare hurricane wind field model. For the as-

sumed model parameters, the network components have high probability of failure given 

a hurricane event. Furthermore, the physical power flow response model produces high 

overall system damage values in case of low 𝛼-values, i.e., it does not differentiate much 

between different hazard scenarios as already the failures of one or few component(s) lead 

to high power losses due to strong cascading effects. Thus, it is found that while the net-

work component failure probabilities are strongly dependent on the hazard characteristics, 

this does not hold for the overall network damage after simulation of the cascading failures 

because in this case the computed average power loss level tends to be rather insensitive 

to the number and combination of initially triggered network components. However, real 

network have higher 𝛼-values. For higher 𝛼-values the predictive ability of the hurricane 

parameter increases significantly, which is expressed in increased AUC values of the cor-

responding ROC curves.  
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9 The Nordic grid subject to European 

wind storms 

Parts of this Chapter are based ona paper published to Reliability Engineering and System 

Safety.  

9.1 Methodological framework 

The methodology developed in this chapter combines empirical storm data, a georefer-

enced power grid, a calibrated component fragility model, and a Monte Carlo simulation 

approach evaluating diverse aspects of potential damage to the power grid due to wind 

storm impacts. In Figure 39, the employed simulation-based framework for the reliability 

assessment of the power transmission grid subject to extreme wind loads is shown in detail. 

The wind load during storms is modelled by means of a spatial random field (SRF) allow-

ing for spatial correlation, calibrated with historical data of storm events in Europe. 

Component fragility curves are calibrated using information about wind zone-specific con-

struction criteria of structures (Section 9.3). Location-specific wind speed values generated 

with the SRF are used to evaluate component failure probabilities during a simulated event. 

On this basis, a binary component state vector is sampled, describing the system condition 

during one simulation. The resulting network during a storm event is evaluated through a 

directed current (DC) power flow model and quantified in terms of loss of load supply and 
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number of lines lost (Section 575.4.2). Finally, component rankings are calculated and 

component strengthening strategies are tested (Section 9.6). The overall framework sug-

gested here is generalizable and applicable to different types of network systems exposed 

to loads from natural hazards. 

 

Figure 39: Illustration of the general methodological framework of this thesis as an integration of constituent 

models for the reliability assessment of networks subject to spatially distributed hazards.  

9.2  European windstorm data and wind field simulation  

9.2.1 The XWS open access catalogue of European windstorms 

In Europe, extratropical storms emerge on the polar front, a frontal divide of cold, arctic 

air on the polar side and warmer, more humid air on the tropical side, around 60° on the 

northern hemisphere and mostly in the winter season between October and March. A dis-

turbance in this generally unstable polar front leads to a cyclone, a low-pressure system, 
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where the warm, sub-tropical air penetrates as a warm sector into the colder air mass and 

slides over it. On the rear side, the colder air penetrates into the warmer air. These systems 

generally move following a West to East direction, with diameters ranging between 500 

and 3000 km (Cigré WG B2.28, 2015, Papailiou, 2017). 

Data on the most extreme windstorms in Europe in the period between 1979 and 2013/2014 

is provided publicly by the “XWS (eXtreme Wind Storms)  atalogue5” and its generation 

is described by Roberts et al. (2014). In this thesis, the catalogue is used up to year 2012. 

The XWS catalogue covers storm events in the area of approximately 15 W - 23 E and 

35 N - 70 N. It contains 52 storms, which are classified as the meteorologically most ex-

treme among all registered storms including 23 storms that were the most severe storms in 

terms of insured losses in the 34 year period between 1979-2012 (Roberts et al., 2014). As 

a selection criterion, a specific severity index, SSI, suggested by Haylock (2011), was ap-

plied. The SSI is based on the area of the storm footprint over the mainland of Europe and 

the maximum storm intensity. The footprint is defined as the maximum 3 s gust at each 

grid point over a 72 h period during which the storm passes through the domain. The data 

in the catalogue is gridded with a resolution of 24 km and the wind speeds are downscaled 

to a 25 m height. The gust wind speeds may exceed 50 to 60 m/s over sea or exposed land 

areas, mostly in northern regions of Europe. The study area, which includes all the Nordic 

countries and beyond, amounts to 3974 geographic locations from the XWS dataset. 

By using the XWS data set, the analysis is limited to wind speeds occurring during large-

scale European storms. Furthermore, the present data set appears to be more representative 

for extreme wind speeds at the southern region of the study area, including Denmark, 

southern regions of Sweden and Norway. It appears to be less representative at higher lat-

itudes due to the limited presence of the recorded storm tracks at those latitudes, see Figure 

40. This approach leaves some uncertainty as to the actual local extremes of wind speed 

that could be observed independently of extreme large-scale circulations across Europe. 

However, the relevance of this approach rests on the importance of large-scale hazard 

events for the analysis of the general performance and reliability of regional power trans-

mission networks. 

                                                 

5 Data available at www.europeanwindstorms.org [access date 2018/12/02] 

http://www.europeanwindstorms.org/
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Figure 40: Windstorm tracks of the 52 storms in 1979 to 2012 in the XWS catalogue based on the corre-

sponding maximum vorticity at 850 ℎ𝑃𝑎 along their pathways over Europe. Study area shown in dark green. 

Only slatternly tracks lay in the northern part of the Nordic countries.  

9.2.2 Spatial Random Field (SRF) model 

Spatial random fields are used to probabilistically model the wind speeds over the Nordic 

countries. The model describes the maximum 3-second gust wind speeds 𝑆 [m/s] at 25 m 

height in the storm footprints through a spatially inhomogeneous random field. The de-

pendence structure of the random field, which reproduces the spatial dependence due to 

the large-scale features of the recorded storms, is learnt from the storm data set. 

First, for learning the marginal wind speed distributions at the 3974 geographic locations 

from the XWS dataset, we tested several probability distributions to fit the time series of 

storm data from the 52 storms. A comparison using the Akaike Information Criterion (AIC) 

and the Bayesian Information Criterion (BIC) revealed that the Weibull distribution is on 

average the best fit to the observed wind speeds, when compared to the Rayleigh and Gum-

bel distributions. Typical example distribution fits to the wind speed data at two point 

locations in the study area using modified versions of the Weibull, Rayleigh, and Gumbel 

distributions are shown in Figure 41. 

The time series featured in the dataset contain instances of zero for certain combinations 

of storms versus locations. These instances are due to the fact that these locations were not 

in the footprint of the respective storm. Thus, in the fitting of the above mentioned distri-

butions, a partition of the time series into two sets, i.e. zero versus non-zero values, is 
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required (zero-inflation); a distribution that allows for frequent zero-valued observations. 

At first, all zero instances were omitted during fitting of the Weibull marginals. This is the 

case for about 10% of all data. The influence of these instances was thereafter introduced 

in the form of the conditional probability of occurrence of a zero instance 𝑝0 = Pr(𝑆𝑖 = 0), 

with 𝑆𝑖 being the wind speed at location 𝑖. The resulting zero-inflated marginal CDFs are 

equal to the sum of 𝑝0 and the Weibull CDF weighted with (1 − 𝑝0):  

𝐹𝑆𝑖(𝑠𝑖) = 𝑝0𝑖 + (1 − 𝑝0𝑖) {1 − 𝑒𝑥𝑝 [(−
𝑠𝑖
𝜆𝑖
)
𝑘𝑖

]} 

              = 1 − (𝑝0𝑖 − 1) 𝑒𝑥𝑝 [(−
𝑠𝑖
𝜆𝑖
)
𝑘𝑖

] (63) 

 

Figure 41: Distribution fits to the windstorm data set for two example locations of the 3974 data points in 

the Nordic countries study area. Left: Location at the eastern border of Finland; right: location at the west 

coast of Norway. Comparison of the Weibull, Rayleigh, and Gumbel PDFs with the empirical normalized 

frequency diagram and comparison of the corresponding CDFs with the empirical cumulative frequency 

diagram; the goodness of fit is given here in terms of the Akaike Information Criterion (AIC).  
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In order to simulate the random field based on the above marginals, the present study uti-

lizes in principle the Nataf transformation (Nataf, 1962). Let 𝐙 denote a vector of standard 

normal random variables, whose elements 𝑍𝑖 are associated with the 3974 locations of the 

study area (with a resolution of app. 24 x 24 km2). This vector is characterized by its co-

variance matrix, 𝚺𝐙𝐙, which is computed by first transforming each location-specific 

extreme wind speed data point 𝑠𝑖,𝑗 into a standard normal distributed random variable: 

𝑧𝑖,𝑗 = 𝛷−1[𝐹𝑆𝑖(𝑠𝑖,𝑗)]  (64) 

wherein Φ−1 is the inverse of the standard normal CDF and 𝐹𝑆𝑖 is the fitted zero-inflated 

CDF of the wind speed at location 𝑖 following Equation (63). This transformation is not 

uniquely defined for values 𝑠𝑖,𝑗 = 0. In these cases, we randomly sample the value 𝑧𝑖,𝑗 

from a uniform distribution between 0 and 𝑝0𝑖. The covariance matrix is then estimated by 

means of a maximum likelihood estimator from the data 𝑧𝑖,𝑗, 𝑗 = 1, 2, … ,52, yielding  𝚺𝐙𝐙: 

∑ =
𝑍𝑍

[

𝑉𝑎𝑟[𝑍1]

𝐶𝑜𝑣[𝑍1, 𝑍2]
𝐶𝑜𝑣[𝑍1, 𝑍2]

⋯
…  

𝐶𝑜𝑣[𝑍1, 𝑍𝑛]

𝐶𝑜𝑣[𝑍2, 𝑍𝑛]
⋮ ⋱ ⋮

𝑠𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 ⋯ 𝑉𝑎𝑟[𝑍𝑛]

]   (65) 

This covariance matrix is used for generating cross-correlated, standard normal random 

field realizations at all point locations, 𝑍𝑖 , in the study area, which are transformed into the 

corresponding location-specific Weibull distribution by the isoprobabilistic transformation 

in Equation (66). This results in the cross-correlated, spatially inhomogeneous, Weibull 

marginally-distributed random field.  

𝑠𝑖 = 𝐹𝑠𝑖
−1[𝛷(𝑍𝑖)]  (66) 

𝛷 is the standard normal CDF and 𝐹𝑠𝑖
−1(𝑥) is the inverse of the cumulative distribution 

of 𝑆𝑖. This transformation function is surjective.  

9.2.3 Relation to the annual maximum wind speed distribution 

𝑆𝑖 is the maximum wind speed during a storm event. To obtain the distribution of the max-

imum wind speed at location 𝑖 during a time period (e.g. the annual maxima), the 

distribution of 𝑆𝑖 can be combined with a Poisson process describing (approximately) the 

occurrence of storm events assuming independence of the hazard occurrences. The rate of 

storm events is estimated as 



The Nordic grid subject to European wind storms 

 

121 

 

𝜆𝑆 =
52

34𝑦𝑟
= 1.53𝑦𝑟−1 (67) 

The empirical distribution of the annual maximum wind speed 𝑆𝑎,𝑖 at location 𝑖 is modeled 

as 

𝐹𝑆𝑎,𝑖(𝑠) = 𝑒𝑥𝑝(−𝜆𝑆1𝑦𝑟)∑
(𝜆𝑆1𝑦𝑟)

𝑗

𝑗!
[𝐹𝑆𝑖(𝑠)]

𝑗
∞

𝑗=0

 (68) 

As noted previously, the statistics based on the XWS dataset should not be used to evaluate 

the extreme value statistics at a specific location. Nevertheless, the estimates of 𝐹𝑆𝑎,𝑖(𝑠) 

allow a comparison with existing maps of extreme wind speeds as used for the design of 

structures, to assess the validity of the model.  

Equation (69) can be transformed as shown in the following, considering the definition of 

𝐹𝑆𝑖(𝑠) in Equation (63) with local shape parameter 𝜆𝑖, scale parameter 𝑘𝑖, and, 𝑝0 of the 

adjusted (zero-inflated) Weibull distribution, respectively. 

𝐹𝑆𝑎,𝑖(𝑠) =  {
𝑒𝜆𝑠(−1+𝑝0) 𝑓𝑜𝑟 𝑠 = 0

𝑒𝑒
−(

𝑠
𝜆𝑖
)
𝑘𝑖

𝜆𝑠(−1+𝑝0) 𝑓𝑜𝑟 𝑠 > 0

 (69) 

Equation (69) can be solved for a wind speed 𝑠 with 𝑠 > 0 at a specific location: 

𝑠(𝐹𝑆𝑎,𝑖) =  𝜆𝑖 (− 𝑙𝑛 (
𝑙𝑛 𝐹𝑆𝑎,𝑖

𝜆𝑠(𝑝0 − 1)
))

1/𝑘𝑖

          𝑓𝑜𝑟 𝑒𝜆𝑠(−1+𝑝0) < 𝐹 < 1 (70) 

Figure 42 shows the estimated 50-year return levels at each location based on 𝐹𝑆𝑎,𝑖(𝑠) as 

calculated for each location in the wind data set from:  

𝑠(.98) =  𝜆𝑖 (− 𝑙𝑛 (
𝑙𝑛 (.98)

𝜆𝑠(𝑝0 − 1)
))

1/𝑘𝑖

           (71) 
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Figure 42: Estimated 50-year return levels based on the empirical distribution of the annual maximum wind 

speed, 𝐹𝑆𝑎,𝑖(𝑠). 

9.3 Fragility model calibration for the Nordic countries  

The fragility model parameters are determined by the suggested calibration method sug-

gested in Chapter 6.4. The wind load onto each 1 km line segment is represented by the 

wind speed of the location point in the spatial random field that is nearest to the line seg-

ment’s midpoint.  

In this case study, it is assumed that all support constructions have been planned and con-

structed according to Eurocode 1-4 (CEN, 1991), and the national annexes to Eurocode 1-

4 provide the characteristic wind speed values 𝑣𝑏 as a function of the geographical location 

for the European Nordic countries. A map with the characteristic values of the 10-minute 

wind speed at 10 m height, i.e. the wind zones of Norway, Sweden, Denmark and Finland, 

collected from the national annexes of the Eurocode 1-4, is shown in Figure 43. 
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Figure 43: Characteristic wind speeds at the municipality level for Norway and Sweden and at national scales 

for Finland and Denmark, based on Eurocode 1-4; the wind speed values 𝑣𝑏,𝑥 should reflect the 10 minutes 

in 10 meters height value with a return period of 50 years. 

Following the procedure of Chapter 6.4, we model the capacity, and hence the fragility 

model, in function of the wind zones 𝑧 of Figure 43. It is reminded that using the Equations 

(36)-(37), the calibration requires to find a single parameter; here we use 𝜇𝑅24, the mean 

value of the capacity in the wind zone with characteristic wind speed 24 m/s, but it is 

irrelevant which capacity mean value is chosen.   

To calibrate the fragility models, we account for the observed line failure rates over the 

past 16 years. Based on personal communication with contacts from the Nordic transmis-

sion system operators (Schaug-Petterson, 2017, Bratløv, 2017, Markku, 2017, Tallberg, 

2017), an average failure rate 𝑟𝐹 of about 10-3 failures per year and line kilometer due to 

wind hazards has been identified for the study area. This rate is in good accordance with 

failure rates found for Great Britain (Murray and Bell 2014). The estimate is an aggregate 

number, as it does not distinguish between different failure types, failure durations, or se-

verity of the disturbance. 

The calibration is then performed by computing the failure rate for a given value of 𝜇𝑅24 

with the random field wind speed representation of Section 9.2.2. and by applying Equa-

tion (38). The final value of 𝜇𝑅24 is found iteratively as the value that leads to 𝜆𝐹 ≈
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10−3yr−1. 

The resulting fragility functions 𝐹𝑅𝑧 are shown in Figure 44, with parameters given in Table 

10.  

 

Figure 44: Calibrated fragility curves (CDFs of the lognormal distributions) for each wind zone considered. 

The fragility expresses the probability of failure of a 1 km line segment in function of the gust wind speed at 

25 m height at a representative point (e.g. the line segment mid-point).  

Table 10: Mean and standard deviation of the lognormally distributed fragility curves with constant coeffi-

cient of variation, 𝛿 of 0.1.  

Fragility curve 
parameter  

Wind zone [m/s] 

21 22 23 24 25 26 27 28 29 30 

Mean [m/s] 34.14 35.77 37.39 39.02 40.65 42.27 43.90 45.52 47.15 48.77 

Standard deviation 

[m/s] 3.41 3.58 3.74 3.90 4.06 4.23 4.39 4.55 4.71 4.88 

9.4 Numerical implementation 

Maps of the Nordic countries including the Nordic power network as weighted graphs are 

shown in Figure 45. Estimated line reactance and line capacity values are depicted as line 

weights respectively. As can be seen from the figures, lines with higher reactance value 
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have a lower capacity and vice versa.  

Andreasson et al. (2011b) introduced the model of the Nordic power system mainly based 

on publicly available data from Denmark, Finland, Norway, and Sweden, to demonstrate 

appropriate sampling techniques and concepts of system failure analysis for the Nordic 

region. Andreasson et al. (2011a) provided data for the model of the Nordic grid concern-

ing network topology, transmission line parameters, power generation, and power demand 

derived from population density data. The model comprises 470 nodes and 646 power 

transmission lines. The mean line length based on the model data is 83.8 km with a mini-

mum of 2.5 km and a maximum of 1206.5 km. The total of the line lengths amount to 

53,293.4 km with a quota of 39,690 km (74%) of potentially exposed and vulnerable over-

head line segments. The overall power load in the network is about 40 GW and the power 

generation capacity is about 82 GW.  

 

Figure 45: The Nordic grid model depicted as weighted graph. Left: Edge weights are the line reactance 

values. Right: Edge weights are the line capacity values, proportional to the initial load of the lines. [Mean 

line length 83.8 km, study area diameter about 2000 km, estimated approximate correlation length 566 km.] 

The reliability analysis is performed through a Monte Carlo simulation with 104 samples. 

First, samples were drawn from the random field model of the windstorms. Thereafter, 

initial failures were randomly generated based on the wind speeds at each element location 

combined with the fragility models of Section 9.3. The resulting binary component state 

vectors were used as inputs to the directed current (DC) power flow model (Section 5.4.2).  
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9.5 Results 

9.5.1 SRF realizations  

Figure 46 shows the contour plot of the mean values of the local wind speeds during a 

storm obtained from the simulations. The southern part of the study area is more affected 

by the large-scale windstorms included in the study. Therefore, the local mean (and maxi-

mum) wind speed values are distinctively higher in the southern part of the study area. 

Consequently, this is true also for the wind load induced line failure rates.  

As a plausibility check: the received mean values in Figure 46 match precisely with the 

mean values from the historical wind speeds data sets shown in Figure 42. 

 

Figure 46: Wind speed contour plots in [m/s]. Local mean values of the correlated random field realizations 

of the European extreme storm events.  

The local nature of some storms can be captured to some degree, which was tested by 

comparing qualitatively the storms generated with the SRF model to the real storm events. 

However, one could also try out an alternative model, which addressed the hybrid nature 
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of the data differently. In learning the statistics of the extreme wind fields representing 

large-scale storm events, one has to deal with events that do not cover the entire study area. 

As a result of this, the wind speed distribution at each point conditional on a storm event 

is a hybrid distribution with a finite probability of a zero value, Equation (63). An alterna-

tive approach to handling the zero values in storm records would be to describe the 

occurrence of a storm by means of a binary random field. One would then first learn this 

binary random field (with a Gaussian copula) and then describe the covariance among the 

wind speeds at two locations conditional on the occurrence of the same storm event at 

those locations. Such a model would explicitly account for the hybrid nature of the random 

field when describing the spatial dependence. It remains to be investigated if such a model 

would give improved representations of the storm footprints. 

9.5.2 Initial line failure probabilities  

Generally, the longer a line length is, the higher is the overall line failure probability, since 

a line is a series system of 1 km line segments. 

The initial power load of the lines in the Nordic Grid is negatively correlated with the wind 

speeds, i.e. lines with a higher power demand have a lower probability of failure due to 

storms. An above average power load of several important central lines is observed at the 

south-western border of Sweden, where relatively high power loads go along with rather 

low line failure probabilities. This constellation leads to a negative association between the 

Nordic Grid initial line power load and the initial line failure probabilities, which can be 

seen also in comparison of Figure 46 and Figure 45. 

In Figure 47 the mean failure probabilities per line segment are plotted along the line length 

to visualize exemplarily the potential spatial variability along the lines. The selected lines 

have rather high overall failure probabilities; however, at the same time, they might com-

prise a rather high number of segments that have a negligible failure probability. One 

reason for this are undersea cables. In Figure 48 the selected six lines are highlighted in 

the Nordic grid graph.  
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Figure 47: Mean initial segment failure probability, 𝑝 ,𝑗
(𝑖)

 along the line length of 6 selected lines that are 

highly ranked with regard to high overall initial line failure probabilities. Near zero values are due to line 

segments that are not or only slightly exposed, e.g. undersea cables.  
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Figure 48: The Nordic Grid with highlighted lines: the red marked lines are those selected in Figure 47 they 

stand out with a high initial overall line failure probability.  

Figure 49 shows the line connecting Sweden and Finland together with the segment failure 

probability levels along the line length. Note that the values range in a significant lower 

order of magnitude than the selected lines in Figure 48. The parts that are undersea cables 

have zero line segment failure probabilities in the present context, since they are not ex-

posed to wind load.  

 

Figure 49: The transmission line connecting Sweden with Finland which lies at least partly undersea and 

underground is highlighted in the Nordic grid graph (left) and the corresponding mean line segment failure 

probability 𝑝 ,𝑗
(𝑖)

 is plotted along the line length of about 290 km (right).  
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9.5.3 Network reliability analysis 

The results on the network reliability obtained from the MC simulations are summarized 

in Table 11 for three selected values of the tolerance parameter 𝛼. Table 11 reports the 

mean and standard deviations of the overall load loss, the system failure probability and 

the number of failed lines. In each case, a distinction is made with regard to ‘initial damage’ 

after initial line triggering due to wind loading (before the onset of cascading failures) 

versus ‘final damage’ after the evaluation of the network considering the cascading failure 

processes. The system failure probabilities in Table 11 for selected 𝛼-values are calculated 

based on the load loss threshold 𝑡𝐿 fixed at 0.1, defining the system failure event. A load 

loss that exceeds 10% of the initial load is defined as system failure. Note that the system 

failure probability is highly sensitive to the choice of the threshold 𝑡𝐿. 

Table 11: Summarized statistics of the reliability analysis results for varying tolerance parameter values 𝛼. 

Load loss and system failure probability as well as a comparison of the number of initially and finally failed 

lines. Results obtained by MCS with 104 samples and a fixed load loss threshold 𝑡𝐿 of 0.1. 

 α = 1.1 α = 1.5 α = 2.0 

 initially finally initially finally initially finally 

Load Loss [MW]       

Mean  1804.5 38151.0 1812.6 11134.0 1823.3 3276.0 

% of original load 4.5 95.4 4.5 27.8 4.6 8.2 

Standard deviation 6615.6 83019.5 6657.1 37763.0 6698.0 13509.0 

System failure probabil-
ity 

      

Mean  0.015 0.177 0.015 0.082 0.016 0.036 

Standard deviation 0.122 0.382 0.123 0.274 0.124 0.187 

Number of failed lines       

Mean 4.7 39.2 4.7 17.8 4.7 8.6 

% of original 636 lines 0.7 6.2 0.7 2.8 0.7 1.4 

Standard deviation 16.7 85.6 16.7 55.1 16.7 29.6 

 

Generally, with an increasing α-value, the network reliability strongly increases, i.e. the 

general vulnerability of the network with regard to cascading overloading decreases, be-

cause fewer and shorter cascading failure processes occur. For settings of the Nordic grid 

model with limited vulnerability (i.e. large tolerance with an 𝛼-value larger than 2.0), the 

dependent component failures due to the wind field have only a weak effect on the mean 

loss of load following the hazard, because cascading effects are minimized. As expected, 

the load loss, system failure, and number of lost lines recorded after the initial line trigger-

ing remain unaffected by the α-variation. These instances can be considered replicates, 

which show a rather high precision of the MS simulations.  

The results for the load loss may not be directly transferable to real conditions, since the 

cascading failure model is a generic representation of the network behavior based on a 
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number of assumptions. However, the resulting load loss values range in a realistic order 

of magnitude when they are compared to the load losses of large historical blackout events. 

As an example, Eastern Denmark and Southern Sweden were affected by a regional power 

outage in September 2003 where the load not supplied amounted to 8000 MW (Elkraft 

System, 2003). Additionally, the order of magnitude of the load loss values compare to 

those reported by Andreasson et al. (2011a), where results range in between about 500 to 

8000 MW.  

The effect and the importance of the spatial correlation of the line failure probabilities due 

to the hazard impacts can be demonstrated by deleting the correlation structure of the orig-

inal SRF by random permutation of the location specific failure probabilities in each single 

simulation step; thus, creating independently distributed but equally sized initial line fail-

ures. The failures are then still conditioned on the occurrence of a storm, but the 

dependence from geographical proximity is eliminated. This also leads to the disappear-

ance of the significant negative association between the initial line power load and the 

initial line failure probabilities, as described in the previous section. Results from this sen-

sitivity analysis are given in Table 12 and Figure 50: Failing lines in the Nordic Grid 

triggered by the empirical positively correlated wind load SRF will entail lower lost line 

and loss of load values compared to losses resulting from an equivalent un-correlated SRF. 

It shows that these considerations extend to situations where initial stochastic grid failures 

trigger cascading and thereby further escalate the initial load shed caused by the initially 

failed lines. For the Nordic Grid, load losses after cascading show to be lower in the cor-

related case compared to the independent case. The expected number of finally failed lines 

increases slightly with the un-correlated SRF as triggering cause, see Table 12.  

Table 12: Mean and standard deviation of the number of initially and finally failed lines; Results based on 

the SRF simulations in comparison with the independence assumptions; based on varying α- values with 

10,000 samples each.  

  Spatially correlated SRF (naturally) 

  α = 1.1 α = 1.5 α = 2.0 

Failed lines initially finally finally finally 

Mean 4.7 39.2 17.8 8.6 

Standard de-
viation 

16.7 85.6 55.1 29.6 

  Independence assumption 

  α =  1.1 α =  1.5 α =  2.0 

Failed lines initially finally finally finally 

Mean 4.7 39.9 21.7 13.6 

Standard de-
viation 

16.7 83.0 60.2 44.8 
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Figure 50: Finally versus initially failed lines for the case of independent failures (left) and dependent failures 

(right) due to SRF triggering; based on 10,000 samples under variation of the tolerance parameter 𝛼.  
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These findings, on a first glance, are in contradiction to the results of the study by 

Andreasson et al. (2011a) where it was found that with an increasing dependence in the 

components the network reliability decreases. An explanation for the difference in the find-

ings could be, that in our study, it is accounted for cascading failures whereas by 

Andreasson et al. (2011a) no cascading processes were considered. It appears that a cas-

cading failure process has the largest effect when just a few lines have failed initially, 

which is more probable with no or little (spatial) dependence. This can be explained by the 

observation that with increasing correlation the simulated samples with no line failure at 

all and those with many line failures get more and more frequent and dominant with the 

consequence that cascading is not triggered at all or it stops earlier since too many lines 

failed initially that were needed to propagate the cascading. Thus, lesser lines will fail 

overall, entailing reduced expected cascading depths and less expected finally failed lines 

with increasing correlation. 

9.5.4 Component importance rankings 

In this section, the IM component rankings are reported and compared for the chosen ‘base 

case’ with a fixed tolerance parameter (𝛼 = 1.5) and load loss threshold (𝑡𝐿 = 0.1). Figure 

51 visualizes the importance rankings according to 𝐶𝐼 and 𝐿𝑆, where for each case the 

50 highest ranked lines are highlighted in the graph plots. Additionally, the rankings based 

simply on the initial line failure probability 𝑝 ,𝑖
(𝑖)

 and on the deterministic measure “load 

loss”, 𝐿𝐿𝑛−1 are presented. The measure 𝐿𝐿𝑛−1 indicates the final loss of load after cas-

cading failure that results from removing only one single line individually from the 

network. It is the (𝑛 − 1)-contingency criterion. This analysis is conducted for each line 

and the resulting load loss values are determined and compared. The measure can be seen 

as a deterministic criterion, since it does not account for any (initial) component failure 

probabilities, nor does it estimate the system failure probability.  
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Figure 51: Nordic grid with highlighted lines: the 50 highest ranked lines are highlighted based on 𝛼 = 1.5 

and 𝑡𝐿 = 0.1, and based on 10,000 samples. Top-left: 𝐶𝐼(𝑖) with respect to initial failures. Top-right: 𝐶𝐼(𝑐) 
with respect to cascading failures. Center-left: 𝐿𝑆(𝑖) with respect to initial failures. Center-right 𝐿𝑆(𝑐) with 

respect to cascading failures. Down-left: 50 lines with the highest initial line failure probability 𝑝 ,𝑖
(𝑖)

; Down-

right: 50 lines with the highest loss of load values 𝐿𝐿𝑛−1 after (𝑛 − 1)-contingency analysis.  
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The rankings based on 𝐶𝐼(𝑖) and 𝐶𝐼(𝑐) differ significantly, indicating that lines that are 

important for the initialization of network damage mostly do not correspond to the lines 

that are responsible for the further propagation of cascading overloadings. Initial line fail-

ures are most important in lines which are located in the southern part of the network and 

which have high initial loads. Cascading failures are most important in lines with low ini-

tial load and capacity, as these are more likely to be overloaded. Similar observations are 

made for the rankings of 𝐿𝑆(𝑖)and 𝐿𝑆(𝑐), which also differ strongly. As expected, many of 

the lines that are highly ranked connect power generator nodes to the grid. Overall, the 𝐿𝑆 

rankings show a similar pattern as the 𝐶𝐼; however, the exact composition and order of the 

50 highest ranked lines differs among all four IM rankings.  

The rankings based on 𝐿𝐿𝑛−1 from the (𝑛 − 1)-contingency analysis differ in comparison 

to the IM rankings described above. Note that the 𝐿𝐿𝑛−1stems from an analysis that does 

not account for any external hazard impacts. The 50 most important lines according to 

𝐿𝐿𝑛−1 are mainly lines that connect different clustered parts of the Nordic grid. E.g., the 

line connecting Sweden and Finland is ranked very high. Since this specific line consists 

of undersea cables in most parts, its failure probability due to wind hazard is zero and thus 

is not highly ranked with the other importance measures.  

The ranking by the initial line failure probability 𝑝 ,𝑖
(𝑖)

 differs from the ranking based on 

𝐿𝐿𝑛−1 but it has a high overlap with the ranking following 𝐶𝐼(𝑖). The overlap between the 

𝑝 ,𝑖
(𝑖)

 and the 𝐶𝐼(𝑖)-rankings shows that there is a high influence of the initial component 

failure probability in the 𝐶𝐼 importance measure.  

It is observed that the similarity between all four measures is rather low for the 20 most 

important lines, i.e. the differences in the rankings of 𝐶𝐼(𝑖), 𝐶𝐼(𝑐), 𝐿𝑆(𝑖), 𝐿𝑆(𝑐) reflect the 

differences observable in Figure 51. 

In addition, it is found that the rankings based on 𝐶𝐼( ) are close to those based on 𝐶𝐼(𝑐) 

and are therefore not depicted here. Furthermore, 𝐵𝑀 and 𝐶𝐼 deliver similar results, and 

the five most important components even coincide. The 𝐶𝐼 is based on the 𝐵𝑀, but addi-

tionally includes the reliability of the individual components. Here, 𝐶𝐼 is similar to 𝐵𝑀 

because the component reliabilities with respect to hazardous extrinsic impacts are in the 

same order of magnitude. This is not the case after cascading failure processes: a lower 

correlation between 𝐵𝑀(𝑐) and 𝐶𝐼(𝑐) is observed in comparison to that between 𝐵𝑀(𝑖) 

and 𝐶𝐼(𝑖). 

Additionally to the results indicated in Figure 51, the measures 𝐶𝐼(𝑖) and 𝐿𝑆(𝑖) are deter-

mined for the individual line segments. Results are not depicted here, due to the high 

amount of such 1 km line segments. They show that the importance of single line segments 

might outrange the importance of the overall line that they are contained in. Due to the 

long lengths of some lines, they might be composed of both, less or more exposed and 
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vulnerable segments, as displayed in Figure 47. The importance of the overall transmission 

line is thus a more generalized information. 

9.6 Network reliability enhancement under extreme wind 

loads 

The IMs are applied for hypothetical decision support on network improvement strategies. 

To this end, we investigate the effect of strengthening or increasing capacity of selected 

lines or line segments on the overall loss of load of the Nordic grid model. The following 

two network improvement strategies are considered, based on Chapter 7.5. 

1) Line strengthening of in total 4000 km lines (i.e. 4000 line segments and approxi-

mately 10% of the overall total line length of the vulnerable part of the Nordic Grid) 

that are highest ranked as most important lines by either 𝐶𝐼(𝑖) or 𝐿𝑆(𝑖), correspond-

ing to an increase in the resistance against the hazardous (wind) load. Line 

strengthening is modeled by reducing the initial line segment failure probability to 

25% of its original value. Note that the original probability value stems from map-

ping the wind speed at a location into the fragility curves of Figure 44. In this set 

up, the received value would be lowered by 25%.  

2) Increase of the line capacity of 60 out of the 636 lines (circa 10%) that are highest 

ranked by either 𝐶𝐼(𝑐) or 𝐿𝑆(𝑐), corresponding to an increase in the resistance of the 

lines against overloading in the cascading failure process. The capacity increase is 

modeled by increasing the tolerance parameter 𝛼 by a factor of 4. 

These two strategies are compared with a potential network improvement based on rank-

ings according to the initial line failure probability 𝑝 ,𝑖
(𝑖)

 of the line segments versus the 

deterministic measure 𝐿𝐿𝑛−1 from the (𝑛 − 1)-contingency analysis. Additionally, they 

are compared to a ranking simply based on the line betweenness index, Equation (40), 

𝐵𝑙,𝑢𝑤 for the unweighted graph and 𝐵𝑙,𝑤 for the graph with the lines weighted by the reac-

tance values. 

In Table 13 and Table 14, the resulting mean loss of load values for two fixed values of 

the tolerance parameter α and based on 100,000 simulations are compared. The standard 

error is calculated as the standard deviation of the loss of load [MW] divided by the square 

root of the number of samples. Generally, both improvement strategies achieve rather high 

reliability improvements in terms of a decrease in the loss of load. The improvement levels 

are sensitive to a change in the α-value. With 𝛼-value equal to 1.5, increasing the line 

capacity according to  𝐶𝐼(𝑐) rankings leads to the overall best result, i.e. a decrease in the 

mean loss of load value by almost 50%.  
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Table 13: Loss of load values based on 100,000 simulations for the original grid (no improvement) compared 

to the improvement strategies: case of line segment strengthening versus case of line capacity increase. Re-

sults are given for α-value equal to 1.2.  

α = 1.2 Line segment strengthening  Line capacity increase 

  

Mean 
Initial 

Loss of 
load 

[MW] 

Mean 
Loss of 

load  
[MW] 

Standard 
error 

Final im-
proveme

nt  
[%] 

Mean 
Initial 

Loss of 
load 

[MW] 

Mean 
Loss of 

load 
[MW] 

Standard 
error 

Final im-
proveme

nt  
[%] 

Original grid 1803 25558 662 0.0 1806 25779 663 0.00 

Ranking 
Criterion 

                

 𝐶𝐼(𝑖) 787 16183 534 36.68 1804 26281 673 -1.95 

 𝐶𝐼(𝑐) 1345 22088 623 13.58 1801 16908 501 34.41 

 𝐿𝑆(𝑖) 893 17781 557 30.43 1813 22101 568 14.27 

 𝐿𝑆(𝑐) 1157 20245 589 20.79 1814 16846 505 34.65 

𝐿𝐿𝑛−1 1659 24654 649 3.54 1806 19385 526 24.8 

𝑝 ,𝑖
(𝑖)

 1143 20204 588 20.95 1813 26234 671 -1.76 

𝐵𝑙,𝑢𝑤 1451 23519 642 7.98 1808 20993 552 18.56 

𝐵𝑙,𝑤 1500 24037 647 5.95 1814 20131 523 21.91 

Table 14: Loss of load values based on 100,000 simulations for the original grid (no improvement) compared 

to the improvement strategies: case of line segment strengthening versus case of line capacity increase. Re-

sults are given for α-value equal to 1.5.  

α = 1.5 Line segment strengthening  Line capacity increase 

  

Mean 
Initial 

Loss of 
load 

[MW] 

Mean 
Loss of 

load  
[MW] 

Standard 
error 

Final im-
proveme

nt  
[%] 

Mean 
Initial 

Loss of 
load 

[MW] 

Mean 
Loss of 

load 
[MW] 

Standard 
error 

Final im-
proveme

nt  
[%] 

Original grid 1805 11110 380 0.0 1822 11228 385 0.00 

Ranking 
Criterion                 

 𝐶𝐼(𝑖) 750 6131 287 44.81 1812 10900 376 2.92 

 𝐶𝐼(𝑐) 1160 7655 321 31.09 1797 5670 246 49.50 

 𝐿𝑆(𝑖) 961 7068 298 36.38 1802 7346 270 34.58 

 𝐿𝑆(𝑐) 1346 9422 350 15.19 1802 7109 231 36.68 

𝐿𝐿𝑛−1 1346 9501 346 14.48 1821 6500 240 42.11 

𝑝 ,𝑖
(𝑖)

 1156 8347 326 24.87 1801 10680 370 4.88 

𝐵𝑙,𝑢𝑤 1450 9644 364 13.20 1811 7218 266 35.71 

𝐵𝑙,𝑤 1482 9750 362 12.24 1813 6700 238 40.32 

 

Strengthening line segments according to the 𝐶𝐼(𝑖) rankings leads to a decrease in the mean 

load loss by about 36.7 (α equal to 1.2) and 44.8% (α equal to 1.5). Strengthening lines 
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according to 𝐿𝑆(𝑖) yields an improvement by about 30.4% (α equal to 1.2) and 36.4% (α 

equal to 1.5). If line segments are simply chosen by a ranking based on the initial failure 

probability 𝑝 ,𝑖
(𝑖), a decrease of the overall loss of load by about 21-25% can be achieved. 

This indicates that the initial probability of failure associated with the hazard impacts al-

ready provides substantial information that can be used to improve the network. However, 

the 𝐶𝐼 and 𝐿𝑆 clearly outperform this simple measure. As expected, strengthening lines 

based on 𝐿𝐿𝑛−1 leads to a lower effect of 3.5% (α equal to 1.2) and 14.5% (α equal to 1.5) 

decrease in the loss of load value. Furthermore, improving line strength based on the Be-

tweenness indices 𝐵𝑙,𝑢𝑤and 𝐵𝑙,𝑤 also yields only limited improvements.  

With regard to the strategy of capacity increase (enhanced tolerance parameter 𝛼 of se-

lected lines), the 𝐶𝐼(𝑐), 𝐿𝑆(𝑐), and deterministic indices 𝐿𝐿𝑛−1,𝐵𝑙.𝑢𝑤, and 𝐵𝑙,𝑤 show rather 

high results with a decrease in the loss of load by 36% to 49.5% for 𝛼 equal to 1.5. Thus, 

the improvement based on lines selected according to the crude deterministic measures can 

be substantial, although they neglect information on component and system failure proba-

bility. However, with a lower tolerance parameter, here 𝛼 equal to 1.2, the performance of 

the 𝐿𝐿𝑛−1,𝐵𝑙,𝑢𝑤, and 𝐵𝑙,𝑤  drops off in comparison to 𝐶𝐼(𝑐) and 𝐿𝑆(𝑐), see Table 13. As 

expected, the capacity enhancement based on the ranking by the initial failure probability 

 𝑝 ,𝑖
(𝑖) does not yield high improvements for any 𝛼- value.  

Using strategy 1, i.e. the improvement of the initial line failure probability, it is very im-

portant to rank the individual line segments instead of only ranking the whole lines. 

Identifying the specific critical line segments is much more efficient and leads to a signif-

icantly higher load loss reduction, since there are many rather long lines which are highly 

ranked influenced by the number of line segments, as it was demonstrated in Figure 47. 

The results in Table 13 (left side) are based on the assumption of the improvement of 

overall 4000 km line segments. To receive a reference value, the same calculation was 

conducted based on the improvement of the 60 highest ranked lines as a whole. Dependent 

on the importance measure, these 60 lines are composed of different lines and thus sum up 

to a different sum of length. In average this corresponds to a total km length of about 

4800 km, and up to 8000 km. However, the improvement of 60 complete lines would lead 

to in average only half of the effect (app. 9.3% less load loss) than when specific line 

segments are improved (app. 17.5% less load loss). As an example, the strengthening of 

the 60 highest ranked lines according to 𝐶𝐼(𝑖) corresponds to an overall line length of 

6010 km, would lead to a by 17.8% lower loss of load value (based on 𝛼 equal to 1.2), 

whereas the improvement based on 4000 km of individual line segments ranked by 

 𝐶𝐼(𝑖) would improve the final power loss value by 31.9%.  
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9.7 Summary 

This study assessed the performance of the power transmission grid of the European Nor-

dic countries subject to extreme windstorm events. The hazard model is based on historical 

wind speed data sets of most extreme events provided in the XWS database. Correlated 

spatial random field realizations are generated in a Monte Carlo simulation assessment. 

The wind fields are mapped to component fragility curves and thus, component failure 

events are simulated and consequent network performance is investigated based on a DC 

power flow model in terms of overall loss of load. The component fragility model is cali-

brated for the study area so that the observed approximate historical overall line failure 

rate over the past 16 years is met.  

It is found that the network reliability is highly sensitive to the tolerance parameter 𝛼 in 

the cascading failure model. Generally, results for the final mean load losses compare to 

values found for historical large blackout events in the Nordic region. Furthermore, it is 

observed that the reliability of the network is higher in case of correlated initial component 

failures. This result stands in contradiction to the findings in Andreasson et al. (2011) who 

find a decreasing reliability for increasing correlated component failures in the Nordic 

Grid. However, our study accounts for cascading failures that are expected to be somewhat 

attenuated as the dependence in the initial triggering events (due to the correlation in the 

wind fields) is present and is of relevance.  

The importance measures 𝐶𝐼 and 𝐿𝑆 are differentiated with regard to initial, cascading, and 

final failure events and employed in order to rank the components with regard to their 

influence on the overall system reliability. Finally, two component improvement strategies 

are suggested and it is assessed which component ranking would perform best with regard 

to a decrease in the overall loss of load after cascading failure triggered by initial failures 

during a hazard event. For both strategies, the two IM applied (𝐶𝐼 and 𝐿𝑆) perform simi-

larly good with a decrease in loss of load approximately between 35% to almost 50%. The 

improvement potential is observed to depend strongly on the tolerance parameter 𝛼. Over-

all, both strategies suggested have their maximum achievements in a comparable order of 

magnitude. Following this analysis, the comparison of the two strategies discussed above 

would have to be followed by a cost benefit analyses. This means a set off of all the efforts, 

costs, and benefits that are equivalent to the measures of lowering the probability of failure 

and increasing the line capacity against power flow overload. The actual utility and ex-

pected costs could be compared, and this assessment could contribute to a potential 

decision support in the future. Note that increasing the capacity of lines has also other 

benefits as well, but will be less effective if α is higher, as expected in the real system.  
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10 The correlation length effect on 

reliability and importance  

Parts of this Chapter are based on Scherb et al. (2017), published in the ASCE-ASME 

Journal of Risk and Uncertainty in Engineering Systems, Part B: Mechanical Engineering, 

and on Scherb et al. (2016), a conference contribution for the European Safety and Relia-

bility Conference, ESREL, in Glasgow September, 2016.  

10.1 Methodological framework 

The methodological framework for this case study is shown in Figure 52. The specific 

motivation as compared to the previous studies is the investigation of the effect of spatial 

correlation in hazards on 1) the overall network reliability and 2) on the component im-

portance rankings based on different importance measures (IMs). To this end, the 

quantification of the spatial correlation in the hazard intensity characteristic is in focus. 

The hazard event is idealized by a spatial random field, which is parametrized through the 

SRF correlation length. Therefore, a generic hazard model is formulated through a random 

field (SRF model) with continuously scalable spatial correlation, to study extrinsic com-

mon-cause-failure events, where extreme wind storms are one example cause. The 

reliability and component importance rankings are determined in function of the correla-

tion length parameter, i.e. numerical investigations are performed for varying correlation 

lengths of the random field, to represent different hazard characteristics. 
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As in the previous case studies, the network performance assessment accounts for cascad-

ing failure processes that might occur after initial triggering events. This is done based on 

the models described in Chapter 5.4. Alternatively, the network reliability is assessed based 

on the (s-t)-connectivity problem (Section 5.2.2). This is an assessment without consider-

ing cascading failure effects which is included so that results from different performance 

models can be compared.  

Selected importance measures are calculated to rank single components according to their 

influence on the overall system reliability related to initial (triggering) failures and com-

ponent importance related to cascading failures. The efficiency of the proposed component 

importance measures is tested when they are used as a basis for planning network improve-

ments, see Figure 52. Furthermore, a comparison with rankings based on the betweenness 

index and based on the assessment without cascading failures is conducted.  

In the following, the implementations and results are applied to the benchmark power 

transmission systems IEEE 39 and IEEE 118. 

 

Figure 52: Overall assessment framework for the analysis with a varying correlation length 𝑟, [𝑟1…𝑟𝑛] of 

the SRF model within a MC simulation approach.  
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10.2 Implementation cases  

10.2.1 Benchmark IEEE 39 

The network is introduced in Chapter 2.3.1. By assigning coordinates to the nodes, the 

network is projected onto a hypothetical study area of about 500 x 500 km2 (Figure 53). 

The mean line length is 69 km, with a minimum of 25 km and a maximum of 124 km. 

The performance of the IEEE 39 test case is assessed based on the graph efficiency model 

in Chapter 5.4.1. The graph efficiency value 𝐸(𝐺𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙) of the intact IEEE 39 network is 

0.286. 

The left-hand side of Figure 53 shows the lines weighted by their reactance values, and the 

right-hand side of Figure 53 indicates the line capacities, which are proportional to the 

number of shortest paths passing through the lines following Equation (15). As expected, 

lines with lower reactance are more likely to attract shortest paths. 

 

Figure 53: Plots of the IEEE 39 bus system with geo referenced nodes. Left: line thicknesses indicate the 

reactance values of the lines; right: thicknesses indicate the line capacities, which are proportional to the 

number of shortest paths passing through the lines.  

10.2.2 Benchmark IEEE 118 

The IEEE 118 bus benchmark system for transmission power grids is a considerably larger 

network than the IEEE 39. The network is introduced in Chapter 2.3.1. 
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The network is projected onto a hypothetical study area of about 900 x 750 km2, by assign-

ing coordinates to the nodes. The mean line length is 131.6 km, with a minimum of 

10.8 km and a maximum of 626.6 km.  

Due to its size, the IEEE 118 cannot be efficiently assessed based on the graph efficiency 

models where shortest paths between all node pairs need to be calculated in each cascading 

step. Thus, the performance of the IEEE 118 teste case is assessed based on the power flow 

model in Chapter 5.4.2. The overall power load in the undamaged network L(𝐺𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙) is 

2605 MW. 

The upper graph in Figure 54 shows the lines weighted by their reactance values, and the 

graph below indicates the line capacities, which are proportional to the number of shortest 

paths passing through the lines (the initial load) following Equation (15). As expected, 

lines with lower reactance are more likely to attract more power flow, and vice versa.  
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Figure 54: Plots of the IEEE 118 bus system with geo referenced nodes. At top: line thicknesses indicate the 

reactance values of the lines; below: thicknesses indicate the line capacities, which are proportional to the 

initial load, i.e. number of shortest paths passing through that line. Lines with lower reactance are more likely 

to attract shortest paths, and vice versa.  
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10.3 SRF for generic hazard representations 

A strongly idealized stochastic random field model is introduced for describing line fail-

ures originating from large scale natural hazards (here wind loads). The model describes 

the component failure probabilities 𝑝 ,𝑖
(𝑖)

 of the lines during a hazard event through a random 

field. Let 𝑍 denote a standard normal random field, and 𝑍𝑖 its value at the midpoint of 

line 𝑙𝑖. The probability of failure of line 𝑙𝑖 during the hazard event is obtained in function 

of 𝑍𝑖 through the following isoprobabilistic transformation: 

𝑝 ,𝑖
(𝑖)
= 𝐹𝑃𝑓,𝑖

−1 [𝛷(𝑍𝑖)]  (72) 

where Φ is the standard normal CDF and 𝐹𝑃𝑓,𝑖
−1  is the inverse CDF of the component failure 

probability 𝑝 ,𝑖. It is here modelled by the beta distribution, which is a common choice for 

random values representing probabilities. 

In the above formulation, the spatial correlation between the failure probabilities at two 

locations 𝑙1 and 𝑙2, 𝑝 ,1 and 𝑝 ,2, is represented through the underlying standard Gaussian 

random field 𝑍, by means of the following covariance function: 

𝐶𝑧(ℎ) =  𝑒𝑥𝑝 (−
ℎ2

𝑟2
)  (73) 

where ℎ [km] is the Euclidean distance between the locations of lines 𝑙1 and 𝑙2, and 𝑟 [km] 

is the correlation length. The correlation structure of the resulting beta random variables is 

approximately described by the correlation function of Equation (73); see also Der Kiu-

reghian and Liu (1986). The correlation length denotes the maximum distance between 

two points in the random field upon which their probability values are significantly corre-

lated. 

Through variations of 𝑟, a range of different scenarios of hazard events can be modelled: 

from random and mutually independent failure events (𝑟 → 0), to large-scale fully corre-

lated failure probabilities with spatially constant failure probabilities (𝑟 → ∞). The latter 

case reflects a situation in which the hazard is the same throughout the entire area, but the 

component failure events are still independent for a given hazard event. When interpreting 

results for intermediate correlation lengths 𝑟, it is the relative value of 𝑟 compared to the 

size of the infrastructure system that determines the system behavior.  

The employed generic model with its one parameter (correlation length) is not able to ad-

dress the specifics of a particular hazard type. Clearly, a spatial dependence model of a 

heat wave differs from that of a wind storm, and both are significantly more complex than 
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the generic model used here. If desired, for specific hazards and network locations, para-

metric or numerical models can be employed instead, which more accurately reflect their 

specific dependence structure (Winkler et al., 2010, Ouyang and Dueñas-Osorio, 2014), 

compare also Chapter 8. However, the use of specific hazard models impedes general con-

clusions about the possible principle effects of spatial correlation. In particular, any 

specific spatially distributed hazard is described by a non-homogenous random field, as in 

the Nordic grid example, and the effects of the change in the mean hazard intensity are 

superimposed on the effects of dependence. This motivates the use of the simple generic 

hazard model in this study.  

10.3.1 Spatial random field realizations 

In the MC simulations, the mean component failure probability during a hazard event is 

fixed at 0.077 and its standard deviation is fixed at 0.054. These values are motivated by 

the above study on hurricane impacts on component failure probabilities and network dam-

ages in electrical transmission systems (Section 8). 

Realizations of the spatial random field describing the component failure probability 𝑝 ,𝑖
(𝑖)

 

under correlation length variation are generated for the prescribed study area of interest. 

Sample realizations for four selected correlation length values are visualized in Figure 55 

and Figure 56 for two different hypothetical study areas: once for the IEEE 39 and once 

for the IEEE 118 test case system.  

In the following investigations, for both case study systems, the correlation length 𝑟 of the 

generic hazard model is varied to measure the effect of spatial correlation on system failure 

events, component importance, graph efficiency, and cascading depth, i.e. mean number 

of cascading steps before the system stabilizes, based on a Monte Carlo simulation with at 

least 104 samples. All results are calculated with an efficiency threshold of 𝑡𝐸 = 0.9 and a 

tolerance parameter 𝛼 = 1.5, unless otherwise noted.  
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Figure 55: Contour plots of sample spatial random field realizations of component failure probabilities 𝑝 ,𝑖 

for selected values of the correlation length 𝑟, together with the IEEE 39 bus system; scale unit is km.  

 

Figure 56: Contour plots of sample spatial random field realizations of component failure probabilities 𝑝 ,𝑖 

for selected values of the correlation length 𝑟, together with the IEEE 118 bus system; scale unit is km.  
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10.4 Results for IEEE 39 

10.4.1 Network reliability as a function of the hazard correlation length 

The network performance is expressed in terms of lost lines (initially and finally) and the 

declining graph efficiency in case of lost lines. The initially failed lines following a hazard 

event are compared with the number of finally failed lines after the cascading process. In 

Figure 57 and Table 15, this comparison is performed for the case of independent compo-

nent failure probabilities (𝑟 → 0) and fully dependent component failure probabilities (𝑟 →

∞). It is observed that with increasing correlation length (𝑟 → ∞), the variance of the num-

ber of initially failed lines increases. This effect is weaker for the finally failed lines. The 

mean number of initially failed lines is by definition the same for all correlation lengths as 

mentioned above. However, the expected number of finally failed lines increases slightly 

with decreasing correlation length. This effect can be explained by the fact that the cascad-

ing failure process has the largest effect when just a few lines have failed initially, which 

is more probable with no or little dependence. 

 

Figure 57: Finally versus initially failed lines for the case of full dependence (left) and independence (right); 

based on 10,000 samples with 𝛼 = 1.5; grey circles indicate the frequency of the data points in the sample 

space.  



The correlation length effect on reliability and importance 

 

150 

 

Table 15: Mean and standard deviation of the number of initially and finally failed lines; comparison of the 

independence and full dependence assumptions.  

Failed lines  Parameter Independence (𝑟 = 0) Full dependence (𝑟 = ∞) 

Initially Mean 3.54 3.57 

  Standard deviation 1.81 3.10 

Finally Mean 7.94 7.28 

  Standard deviation 4.69 5.50 

Means and standard deviations of graph efficiencies 𝐸𝑛𝑜𝑟𝑚(𝐺𝑖) are shown in Figure 58, as 

a function of the correlation length 𝑟 and the tolerance parameter 𝛼. The left-hand side of 

Figure 58 shows that the overall graph efficiency is increasing with the correlation length 𝑟. 

This result, which may at first glance appear counterintuitive, is consistent with the effect 

shown in Figure 57. With increasing correlation length it is more likely that no line failures 

or a larger number of line failures occur initially; in both cases, cascading processes will 

be attenuated or will not be triggered at all. The vulnerability of the system is larger for 

small values of 𝛼. For systems with limited vulnerability (𝛼 larger than 3.0), the correlation 

length has only a weak effect on the mean efficiency following the hazard, because cas-

cading effects are limited.  

The standard deviation of the efficiency increases significantly with increasing correlation 

length (Figure 58 right). This can be explained with the increasing variance in the compo-

nent failure probability, which is observed for higher values of 𝑟 (compare with Figure 57 

and Table 15).  

Changes in the mean and standard deviation occur mainly in the range 100 – 1000 km, 

which corresponds to the order of magnitude of the network size. For correlation lengths 

smaller than 100 km, the behavior is similar to the uncorrelated case, whereas for correla-

tion lengths larger than 1000 km, it approaches that of the fully correlated case. The results 

for small correlation lengths are affected by the simplified discretization of the lines, in 

which the failure probability of the lines is evaluated at the line midpoints. When consid-

ering the distributed nature of the lines, the failure probabilities of the individual lines 

would increase with decreasing correlation.  

The system failure probability depends strongly on 𝛼. The lower the 𝛼-value, the higher is 

the system failure probability, and the less pronounced is the dependency of the system 

failure probability on the initial efficiency threshold. The dependency on the correlation 

length is similar in all constellations considered here and may again be explained by the 

increasing ‘variance between samples’ caused by the increasing correlation in the stochas-

tic vector fields. 
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Figure 58: Network performance as function of the correlation length with varying 𝛼 value. Left: mean over-

all graph efficiency E[𝐸𝑛𝑜𝑟𝑚]; right: standard deviation of overall graph efficiency; based on 10,000 samples 

each per correlation length value and 𝛼 value combinations.  

10.4.2 Component importance rankings 

Figure 59 visualizes the criticality importance (𝐶𝐼) with respect to initial failures (𝐶𝐼(𝑖)) 

and cascading failures (𝐶𝐼(𝑐)) for a correlation length of 100 km. The two rankings differ 

significantly, indicating that lines that are important for the initialization of network dam-

age do not correspond to the lines that are responsible for the further propagation of 

cascading overloads. Initial line failures are most important in lines which are centrally 

located in the network graph and which have high initial loads. Cascading failures are most 

important in lines with low initial load and capacity, as these are more likely to be over-

loaded (see Figure 53). As expected, leaf lines are ranked as the least important ones, for 

initial as well as cascading failure. The resulting 𝐶𝐼( ) values are close to the 𝐶𝐼(𝑐) values 

in the right-hand side of Figure 59 and are therefore not depicted here. 𝐵𝑀 importance 

measures lead to a ranking very similar to 𝐶𝐼, these results are also omitted here.  
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Figure 59: 𝐶𝐼 weighted graph at a correlation length of 100 km. Left: 𝐶𝐼(𝑖) with respect to initial failures; 

right: 𝐶𝐼(𝑐) with respect to cascading failures; with 𝛼 = 1.5 and 𝑡𝐸 = 0.9; based on 10,000 samples. 

In Figure 60, 𝐸𝑆 importance measures are summarized. Overall, these show a similar pat-

tern as the 𝐶𝐼 of Figure 59. The network topology determines the 𝐸𝑆(𝑖) ranking; lines with 

a bypass are lower ranked, lines without bypass are in the middle range, and lines that link 

clusters with each other are highly ranked. The important lines with respect to cascading 

failures, i.e. the 𝐸𝑆(𝑐) values, are more uniformly distributed in the network.  

 

 

Figure 60: 𝐸𝑆 importance weighted graph at a correlation length of 100 km. Left: 𝐸𝑆(𝑖) with respect to initial 

failures; right: 𝐸𝑆(𝑐) with respect to cascading failures; with 𝛼 = 1.5; based on 10,000 samples. 

We also compared the IM values to the betweenness index as shown in Figure 53, as an 

example of a topological measure. Whereas the betweenness index exhibits correlation 
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coefficients in the order of 0.70 with 𝐸𝑆(𝑖) and 𝐶𝐼(𝑖), its dependence with 𝐶𝐼(𝑐) and 𝐸𝑆(𝑐) 

is significantly less pronounced. These results indicate that the purely topological between-

ness index is only partially suitable as a proxy for IMs based on the physical system 

performance. 

Figure 61 shows the effect of the hazard correlation length on 𝐶𝐼 component importance 

rankings. While the values of 𝐶𝐼(𝑖) and 𝐶𝐼(𝑐) change significantly with varying correlation 

length, their respective rankings change only slightly. As in Figure 65, changes in 𝐶𝐼 occur 

mainly in the range 100 – 1000 km, corresponding to the network size. The five to ten 

highest ranked lines are essentially the same, independent of the variation in the correlation 

length. The difference in the rankings of 𝐶𝐼(𝑖) to those of 𝐶𝐼(𝑐) reflect the differences ob-

servable in Figure 59. As an example, line 9-39 is low ranked in importance with respect 

to failures caused by the hazard, but highly ranked in importance with respect to the cas-

cading failure process.  

 

Figure 61: 𝐶𝐼 as function of correlation length. Left: 𝐶𝐼(𝑖) with respect to initial failures; right: 𝐶𝐼(𝑐) with 

respect to cascading failures; with 𝛼 = 1.5 and 𝑡𝐸 = 0.9 each and based on 10,000 samples per correlation 

length value. 

It is found that the rankings based on 𝐶𝐼( ) are close to those based on 𝐶𝐼(𝑐) and are there-

fore not depicted here. Furthermore, 𝐵𝑀 and 𝐶𝐼 deliver similar results, and the five most 

important components coincide. The 𝐶𝐼 is based on the 𝐵𝑀, while it additionally includes 

the reliability of the individual components. Here, 𝐶𝐼(𝑖) is similar to 𝐵𝑀(𝑖) because the 

component reliabilities with respect to hazardous extrinsic impacts are identical. This is 

not the case after cascading failure processes: a lower correlation between 𝐵𝑀(𝑐) and 𝐶𝐼(𝑐) 

is observed in comparison to that between 𝐵𝑀(𝑖) and 𝐶𝐼(𝑖). 

Figure 62 depicts the rankings based on 𝐸𝑆(𝑖) and 𝐸𝑆(𝑐). The pattern is similar to the one 

of 𝐶𝐼 and 𝐵𝑀, even though different lines are identified as the most important ones.  
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Figure 62: 𝐸𝑆 as function of correlation length. Left: 𝐸𝑆(𝑖) with respect to initial failures; right: 𝐸𝑆(𝑐) with 

respect to cascading failures; with 𝛼 = 1.5 each and based on 10,000 samples per correlation length value. 

As Tanguy (2011) observes in his study on general CCF models and their influence on 

importance measures, adding CCF effects to the description of the IEEE system does not 

profoundly change the ranking of the lines when comparing to the independence assump-

tion for all components. The results presented here indicate that this also holds in essence 

for spatial correlation effects under consideration of cascading failure processes.  

In addition, we assessed the sensitivity of the results to changes in the tolerance parameter 

𝛼 and the efficiency threshold 𝑡𝐸 utilized in the definition of system failure. For vulnerable 

systems (e.g., 𝛼 < 2 and 𝑡𝐸 >  0.7), we find that the IM values are sensitive to the corre-

lation length. In contrast, for less vulnerable systems (e.g., 𝛼 > 2 and 𝑡𝐸 <  0.5), the 

change of the IM values with the correlation length is less pronounced. In all cases, the 

ranking remained essentially consistent among different correlation lengths.  

10.4.3 Network reliability enhancement 

Ultimately, the IMs should support decision making as it is suggested in Chapter 9.6. To 

this end, we investigate network improvement strategies based on the proposed IMs, by 

measuring the effect of strengthening or increasing capacity of selected lines on the net-

work overall efficiency of the IEEE 39 network. Two network improvement strategies are 

considered:  

1) Line strengthening of the five most important lines ranked by either 𝐶𝐼(𝑖) or 𝐸𝑆(𝑖), 

corresponding to an increase in the resistance against the hazardous (wind) load. 

Line strengthening is modeled by reducing the initial line failure probability to 10% 

of its original value. 
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2) Increase of the line capacity of the five most important lines ranked by either 𝐶𝐼(𝑐) 

or 𝐸𝑆(𝑐), corresponding to an increase in the resistance of the lines against over-

loading in the cascading failure process. The capacity increase is modeled by 

increasing the tolerance parameter 𝛼 by a factor of three. 

In Figure 63, the resulting mean efficiency in function of the hazard correlation length is 

compared. The results in Figure 63 (left) show that strengthening lines according to 𝐸𝑆(𝑖) 

and 𝐶𝐼(𝑖) rankings lead to similarly increased mean efficiencies, even though the rankings 

of the two measures do not coincide in their respective five highest ranked lines. For com-

parison, we also compute the resulting mean efficiency when lines are selected for 

strengthening following the 𝐸𝑆(𝑐) and 𝐶𝐼(𝑐) ranking. Such a strengthening of lines does 

not significantly affect the system performance, highlighting the suitability of 𝐸𝑆(𝑖) 

and 𝐶𝐼(𝑖) rankings for prioritizing network components for strengthening against initial 

hazard impacts. 

Figure 63 (right) shows that the largest improvement of the resulting mean efficiency from 

increasing line capacity is obtained by selecting components according to 𝐸𝑆(𝑐). The rank-

ing based on  𝐶𝐼(𝑐) leads to significantly lower gain in mean efficiency. As expected, 𝐸𝑆(𝑖) 

and 𝐶𝐼(𝑖) rankings are not suitable for identifying components for line capacity increase.  

 

Figure 63: Mean efficiency in function of correlation length for different network improvement strategies. 

Left: line strengthening (decreasing the initial failure probability during the hazard event) of five selected 

lines; right: increasing line capacity (increasing the tolerance parameter 𝛼) of five selected lines. 
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10.5 Results for IEEE 118 

The benchmark network IEEE 118 is investigated in the following. Due to its larger size, 

it is not computationally efficient to use the graph efficiency performance model, which is 

based on the shortest path algorithms mentioned in 5.2.2. Instead, the network reliability 

is based on the power flow model that was also applied in Chapter 9. However, the assess-

ment framework and structuring of the results for IEEE 118 follow the one of the IEEE 39 

case.  

10.5.1 Network reliability as a function of the hazard correlation length 

In Figure 57 for the IEEE 39 case, the initially failed lines following a hazard event are 

compared with the number of finally failed lines after the cascading process in Figure 64 

and Table 16. This comparison is performed for the case of independent component failure 

probabilities (𝑟 → 0) and fully dependent component failure probabilities (𝑟 → ∞). For the 

IEEE 118 case we find that with increasing correlation length, the variance of the number 

of initially failed lines increases. This effect is weaker for the finally failed lines. It is again 

observed that the expected number of finally failed lines increases slightly with decreasing 

correlation length and that the cascading failure process has the largest effect when just a 

few lines have failed initially, which is more probable with no or little dependence. 
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Figure 64: Finally versus initially failed lines for the case of independence (right) and full dependence (left); 

based on 10,000 samples with 𝛼 = 1.5; blue circles indicate the frequency of the data points in the sample 

space.  

Table 16: Mean and standard deviation of the number of initially and finally failed lines; comparison of the 

independence and full dependence assumptions.  

Failed lines  Parameter Independence (𝑟 → 0) Full dependence (𝑟 → ∞) 

Initially Mean 13.73 13.77 

  Standard deviation 3.57 10.36 

Finally Mean 52.55 45.77 

  Standard deviation 12.05 22.79 

 

Means and standard deviations of the remaining load supply values 1 − 𝐿𝑛𝑜𝑟𝑚 are shown 

in Figure 65, as a function of the correlation length 𝑟 and the tolerance parameter 𝛼. It is 

confirmed in this case study that the mean load supply values increase with the correlation 

length 𝑟 in accordance with the effect shown in Figure 64, and in Figure 58 for the IEEE 39 

test case: the cascading processes seem to be attenuated or not triggered at all, if either no 

line failures or by contrast, a larger number of line failures occur initially due to the influ-

ence of positive correlation. As compared to the IEEE 39 case, the effect of the correlation 

length on the mean values are less pronounced for medium 𝛼-values. This could be either 

due to a different and lower vulnerability of the IEEE 118 and also due to the different 

cascading failure model used in this case study. Changes in the mean and standard devia-

tion occur mainly in the range 125 – 1200 km, which again corresponds to the order of 
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magnitude of the network size.  

It needs to be underlined that the results are influenced by the way the lines are segmented. 

As mentioned before, considering the distributed nature of the lines, the failure probabili-

ties of the individual lines would increase with decreasing correlation. 

 

Figure 65: Network performance as function of the correlation length with varying 𝛼 value. Left: mean over-

all power loss E[𝐿𝑛𝑜𝑟𝑚]; right: standard deviation of 𝐿𝑛𝑜𝑟𝑚; based on 10,000 samples per correlation length 

value and 𝛼 value combinations.  

10.5.2 Network reliability based on (s-t)-connectivity probability 

For comparative purposes, in this section the network reliability is assessed by the use of 

an alternative model while the overall assessment framework is taken over from the previ-

ous sections. Network reliability is evaluated based on the (s-t)-connectivity probability 

described in Section 5.2.2, which means that there is no consideration for cascading failure 

processes. Thus, we show in the following what difference it makes, if cascading failure 

processes are considered versus if they are neglected.   

The network/system failure event is defined in the following as the disconnection of two 

prescribed, selected source (s) and target (t) nodes. For illustration purposes, the system 

failure event is defined to be the disconnection of the generator and load nodes 25 and 65 

of the IEEE 118. Both nodes have relatively low 𝑛𝑜𝑑𝑒 𝑑𝑒𝑔𝑟𝑒𝑒 values. As above, the cor-

relation length 𝑟 of the generic hazard model is varied to investigate the effect of spatial 

correlation on reliability and IMs and system reliability, and IMs are evaluated with a 

Monte Carlo simulation with 104 samples.  

In Figure 66 the system failure probability as a function of correlation length is shown. 
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The function is s-shaped, i.e. the system failure probability increases with increasing cor-

relation length. This change of the reliability with correlation length is to be expected for 

a redundant system, in which correlation among components’ failures leads to a reduction 

of effective redundancy and hence to an increase in system failure probability. For a non-

redundant system, the opposite effect would be expected. 

When comparing the results in Figure 66 to those in the previous section they show to be 

contradicting at a first glance. When the network is evaluated by applying the power flow 

based cascading failure model, the performance, and thus, reliability increases with spatial 

dependence. By contrast, the system reliability decreases, i.e. the system failure probability 

increases, with the spatial dependence if no cascading failure is accounted for. Thus, it has 

a discernible effect on the results, if one accounts for load redistribution and cascading 

failure events.  

As above in Figure 65, the changes in the function occur within a range of the correlation 

length that corresponds to the lengths of individual lines up to the diameter of the study 

area. For smaller correlation lengths, the individual line reliabilities are approximately in-

dependent, whereas for correlation lengths significantly larger than the study area 

diameter, the line reliabilities are fully dependent.  

 

Figure 66: Dependence of the system failure probability on the correlation length of the spatial random field. 

Limiting cases are the failure probabilities of the system with independent components and with fully de-

pendent components. The vertical bars show the 95% credible intervals from the MC sampling. 

Note, that the results based on the (s-t)-connectivity probability are highly influenced by 

the choice of the source and target nodes. Their topological and spatial position in the 

network determines the number of possible cut set events that separate the two nodes. If, 

for example, a leaf node would be selected, the system failure probability would decisively 
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depend on the failure probability of the line connecting this leaf node.  

10.5.3 Component importance rankings 

First, the IMs are calculated based on the results in Section 10.5.1, i.e. similar as for the 

IEEE 39, the 𝐶𝐼(𝑖), 𝐶𝐼(𝑐), 𝐿𝑆(𝑖), and 𝐿𝑆(𝑐) are applied. Figure 67 visualizes the criticality 

importance (𝐶𝐼) with respect to initial failures (𝐶𝐼(𝑖)) and cascading failures (𝐶𝐼(𝑐)) for a 

correlation length of 3162 km. That the two rakings differ significantly shows that lines 

which are important for the initialization of network damage do not correspond to the lines 

that are responsible for the further propagation of cascading overloads in the IEEE 118.  

The differentiation by the 𝐶𝐼(𝑖) ranking is comparably low compared to the differentiation 

by the 𝐶𝐼(𝑐)ranking. Taking a closer look at Figure 67 reveals that those components out-

standing in the 𝐶𝐼(𝑐)ranking, are distinctively low ranked by the 𝐶𝐼(𝑖) ranking. Some of 

the highly ranked lines according to 𝐶𝐼(𝑐), are functioning as ‘bridges’ between connected 

larger network parts, e.g., this is the case for line connecting nodes 23 and 24 where 

node 24 is a rather important generator node. Generally, leaf lines are ranked as the least 

important ones, for initial as well as cascading failure.  

In Figure 68, 𝐿𝑆 importance measures are summarized. It seems that long bypass lines that 

link network parts are highly ranked by the 𝐿𝑆(𝑖).  

The important lines with respect to cascading failures, i.e. the 𝐿𝑆(𝑐) values, are more uni-

formly distributed in the network than for the 𝐶𝐼(𝑐); however, the two measures show an 

accordance in some of the rather highly ranked lines, e.g., lines connecting nodes 29 and 

31, nodes 19 and 20, or nodes 23 and 24.  
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Figure 67: 𝐶𝐼 weighted graph at a correlation length of 3162 km. Up: 𝐶𝐼(𝑖) with respect to initial failures; 

Below: 𝐶𝐼(𝑐) with respect to cascading failures; with 𝛼 = 1.5 and 𝑡𝐸 = 0.9; based on 10,000 samples. 
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Figure 68: 𝐿𝑆 importance weighted graph at a correlation length of 3162 km. Left: 𝐿𝑆(𝑖) with respect to initial 

failures; right: 𝐿𝑆(𝑐) with respect to cascading failures; with 𝛼 = 1.5; based on 10,000 samples. 
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Figure 69 and Figure 70 show the effect of the hazard correlation length on 𝐶𝐼 and 𝐿𝑆 

component importance rankings. While the absolute values of the IM change significantly 

with varying correlation length, the overall component rankings remain generally the same, 

especially in the composition of the highest and lowest ranked 10 to 20 lines. Figure 70 

depicts the rankings based on 𝐿𝑆(𝑖) and 𝐿𝑆(𝑐). The pattern is similar to the one of 𝐶𝐼, even 

though different lines are identified as the most important ones. The measure 𝐿𝑆(𝑖)and 𝐶𝐼(𝑖) 

have one line in common that they rank most important, namely the line connecting node 

38 and 65. The rankings of the most important components by 𝐿𝑆(𝑐) and 𝐶𝐼(𝑐) have even 

stronger agreement on the most important lines.  

 

Figure 69: 𝐶𝐼 as function of correlation length. Left: 𝐶𝐼(𝑖) with respect to initial failures; right: 𝐶𝐼(𝑐) with 

respect to cascading failures; with 𝛼 = 1.5 and 𝑡𝐿 = 0.9 each and based on 10,000 samples per correlation 

length value. 
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Figure 70: 𝐿𝑆 as function of correlation length. Left: 𝐿𝑆(𝑖) with respect to initial failures; right: 𝐿𝑆(𝑐) with 

respect to cascading failures; with 𝛼 = 1.5 each and based on 10,000 samples per correlation length value. 

10.5.4 Comparison of component rankings 

We compare the IM rankings obtained above to the betweenness index 𝐵𝑙 as an example 

of a purely topological measure. 𝐵𝑙,𝑤 is the number of shortest paths passing through a line 

as defined in Section 7.1.1 and as it has been calculated and used by Dwivedi et al. (2009) 

for the IEEE 118 system. Furthermore, the comparison is made with the 𝐶𝐼 measure ob-

tained from the reliability assessment without cascading failure based on the (s-t)-

connectivity problem in Section 10.5.2.  

Table 17 gives an overview of the rankings based on 𝐶𝐼 for the 10 highest ranked lines. It 

can be seen that the rankings from the three different model concepts are rather different 

besides a few exceptions. E.g., line connecting nodes 38 and 65 occurs in several rankings 

while node 65 is a power generation station in the IEEE 118. The betweenness index does 

not take into account any deteriorations on the network, so, there is no inference concern-

ing the actual damage that a line failure of high importance may cause. The (s-t)-

connectivity concept is a purely topological approach that also delivers rather different 

results as when actual cascading processes are additionally taken into account.  
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Table 17: Comparison for the ten highest ranked lines according to 𝐶𝐼, 𝐶𝐼(𝑖), 𝐶𝐼(𝑐) for the (s-t)-connectivity 

problem and the cascading failure model IEEE 118. Additional listing of the betweenness index as it is also 

given in Dwivedi et al. 2009. The results for the 𝐶𝐼 values are given for the correlation length value of 

1000 km.  

Deterministic measure 
(Dwivedi et al. 2009) 

(s-t)-connectivity  Cascading failure model 

𝑩𝒍,𝒘  𝑪𝑰 𝑪𝑰(𝒊) 𝑪𝑰(𝒄) 

65-68 23-25 38-65 19-20 

38-65 25-27 5-8 15-33 

30-38 26-25 68-69 11-13 

68-81 26-30 26-30 33-37 

80-81 23-24 12-16 24-70 

8-30 38-65 40-41 14-15 

17-30 42-49 92-93 43-44 

65-66 30-38 64-65 35-37 

5-8 34-43 45-49 24-72 

49-66 19-34 49-69 40-42 

 

It is emphasized, that each of the rankings shown here contain some uncertainties stem-

ming from the modelling approaches. For each model individually, a rather detailed 

sensitivity analysis should be conducted to see how the rankings are affected by changes 

in model parameters (e.g., the power load threshold, the tolerance parameter 𝛼, the choice 

of the (s-t)-node pair). In order to measure the effect on the performance when IM rankings 

are used to improve components, the test of different enhancement strategies is conducted 

similar to Section 10.4.3 in the following.  

10.5.5 Network reliability enhancement  

Some network improvement strategies based on the proposed IMs are tested in the follow-

ing, similar as in the case studies before, by measuring the effect of strengthening or 

increasing capacity of selected lines on the network performance of the IEEE 118 bench-

mark. Two network improvement strategies are considered:  

1) Line strengthening of the 10 or 20 most important lines ranked by either 𝐶𝐼(𝑖) 

or 𝐿𝑆(𝑖), corresponding to an increase in the resistance against the hazardous (wind) 

load. Line strengthening is modeled by reducing the initial line failure probability 

to 10% or 1% of its original value. Results are compared to the case, when im-

provements would be based on the rankings from 𝐶𝐼(𝑐) or 𝐿𝑆(𝑐). 
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2) Increase of the line capacity of the 10 or 20 most important lines ranked by ei-

ther 𝐶𝐼(𝑐) or 𝐿𝑆(𝑐), corresponding to an increase in the resistance of the lines against 

overloading in the cascading failure process. The capacity increase is modeled by 

increasing the tolerance parameter 𝛼 by a factor of two. Results are compared to 

the case, when improvements would be based on the rankings from 𝐶𝐼(𝑖) or 𝐿𝑆(𝑖). 

For the improvement strategy 1), the results are shown in Figure 71. Line strengthening 

according to 𝐿𝑆(𝑖) and 𝐶𝐼(𝑖) rankings lead to similarly increased mean power supply values 

over the variation of the correlation length even though the rankings of the two measures 

do not coincide in their respective highest ranked lines. Choosing the 10 most important 

lines and lowering their initial failure probability to 10% respectively, increases the final 

mean load supply percentage by about 4%. If the failure probability of 20 most important 

lines is set only 1%, this provides an improvement of about 6%. In all cases, the 𝐿𝑆 cuts 

the 𝐶𝐼 slightly out.  

As it has been shown in Figure 63, choosing lines for strengthening following the 𝐿𝑆(𝑐) and 

𝐶𝐼(𝑐) ranking, this does not significantly affect the system performance, highlighting the 

suitability of 𝐿𝑆(𝑖) and 𝐶𝐼(𝑖) rankings for prioritizing network components for strengthen-

ing against hazard impacts. 

 

Figure 71: Mean load supply in function of correlation length for the line strengthening improvement strategy 

(decreasing the initial failure probability during the hazard event of 10 versus 20 selected lines; based on 

10,000 samples. “Number of lines is more decisive than factor.” 

Figure 72 left shows the results received after the capacity values of 10 lines have been 

doubled. The line capacity improvement according to 𝐿𝑆(𝑐) and  𝐶𝐼(𝑐) brings overall 

slightly more improvements than the line capacity improvement according to 𝐿𝑆(𝑖) and 

 𝐶𝐼(𝑖). The difference becomes more distinct when in total 20 lines are selected for capacity 

increase, Figure 72 right: the effect on the network performance becomes the highest for 

𝐿𝑆(𝑐) followed by  𝐶𝐼(𝑐).   
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Figure 72: Mean load supply in function of correlation length for the capacity improvement strategy (in-

creasing the line 𝛼 parameter of 10 versus 20 selected lines by factor 2); based on 10,000 samples. 

One interesting question for further research could be to dynamically / iteratively improve 

the system: i.e., improve the highest ranked line after a first analysis and component rank-

ing and after that, reevaluate the system and identify the next most important component 

to improve under the changed conditions. It is still to find out, if this method could lead to 

a somewhat optimized improvement strategy.  

10.6 Summary  

The aim of this case study is an improved understanding of the importance of components 

in a network under large-scale spatially dependent hazards and internal cascading failure 

processes in the network. The two network performance models based on graph efficiency 

and power flow equations are applied, the former on the IEEE 39 and the letter on the 

IEEE 118.  

The results indicate that the spatial correlation has a discernible influence on the system 

reliability and component importance measures. However, the component rankings are 

only mildly affected by the spatial correlation which indicates that component importance 

analysis can be performed without considering the spatial dependence explicitly. As 

Tanguy (2011) observes in his study on general CCF models and their influence on im-

portance measures, adding CCF effects to the description of the IEEE system does not 

profoundly change the ranking of the lines when comparing to the independence assump-

tion for all components. The results of this chapter indicate that this also holds for spatial 
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correlation effects under consideration of cascading failure processes. Note that in the anal-

ysis of a real system, the change in the mean failure rate with spatial location must be 

included, hence a detailed analysis of the hazard is nevertheless necessary and correlation 

cannot be omitted. The study shows that an increasing spatial dependence leads on average 

to smaller system failure events, if the mean failure rate in the lines is fixed and if it is 

accounted for cascading failure processes. In an experiment, where no cascading failure is 

modelled and accounted for, the system failure probability increases with spatial correla-

tion.  

The use of separate importance measures, considering on the one hand initial (triggering) 

component failures caused directly by the hazard event, and on the other hand cascading 

component failures, reflects the fact that different measures are necessary for increasing 

component reliability with respect to the two failure modes. Generally, the component im-

portance rankings differ significantly between the two IM definitions. The importance of 

lines with respect to failures caused by the initial hazard is related to their initial capacity. 

The components that are of largest importance for the cascading process are lines with 

smaller capacity, which are located parallel to lines with the highest capacities. In both 

cases, the lines identified as the most important ones differ significantly from the ranking 

based solely on a topological measure such as the betweenness index shown in Table 17. 

An application of the proposed importance measures for selecting lines for strengthening 

or capacity increase shows that they can support defining network improvement strategies. 
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Part IV – Reflections 
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11 Discussion  

The major findings are discussed in the following. Additionally, we address practical prob-

lems arising from the real world and consider to what extent solutions can be provided 

based on the methodology developed. Limitations of the adopted approaches and promis-

ing further research directions complement this chapter.  

11.1 Interpretation of results 

Dependencies in systems - is it relevant to consider the correlation observed in the spatial 

distributions of natural hazards and their effects? 

One focus of this thesis is the implementation and the study of dependencies in system 

reliability analysis since it is well known ignoring correlation in statistical data and models 

may entail biased or misleading results. The externally triggered common cause failures 

(CCF) and the internal cascading failure effects are examined, as well as their impacts on 

the components' reliability and their influence on the overall system reliability. 

The external sources for dependencies in a system repose on diverse factors. One source 

of dependencies are large scale natural hazards that show correlation, which means that a) 

components are affected simultaneously and, b) adjacent locations experience more similar 

hazard intensities than locations farther apart from each other. In this thesis it was at-

tempted to learn if it is generally relevant to consider correlated natural hazard impacts in 

system reliability analysis, and if so, in which cases would this be of special interest and 
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importance? Internal sources for dependencies of failure probabilities are potential cascad-

ing failure effects of connected components in cases of load re-distributions following 

components' overload. Besides modeling aspects, a central question to answer is how to 

effectively realize the CCF concept in models for reliability analysis of networks? In this 

thesis, to this end, three different hazard modelling approaches are investigated in Chapters 

8-10: 

 a three-parametric hurricane wind field model based on information of selected 

hurricanes (Chapter 8),  

 a spatial random field approach (SRF) based on historical European storm data 

(Chapter 9), and  

 a generic SRF model for the hazard representation with a continuous scalability of 

the correlation length (Chapter 10).  

The study on the Nordic electric power grid in Chapter 9 is the attempt to more realistically 

depict a real-world network exposed to hazards, i.e., the hazard simulation is based on real 

event and damage data.  

In the investigations based on real-life hurricane or storm data in Chapter 8 and 9, the 

correlation structure in the data is fixed and its potential continuous influence as such can-

not be investigated in detail. Therefore, in Chapter 10, a highly idealized but flexible 

hazard model is proposed and elaborated. In this way, it is possible to consistently and 

continuously control the correlation length parameter and thus examine the effect of a var-

ying spatial dependence on particular component characteristics and on general network 

performance parameters. In this idealized context, it can be shown that the overall reliabil-

ity is markedly affected by a variety of variables: In the absence of cascading effects, 

increasing correlation induces increased system failure probabilities, which may be ex-

plained by the interference of correlation and redundancy inherent in electrical power 

grids. On the other hand, when cascading is relevant, the system failure probabilities de-

crease with increasing spatial dependence. It is possible that overall system damage is 

attenuated due to increasing correlation: either too little initially failed components prevent 

triggering further increasing loss due to cascading faults, or, too much initial damage limits 

the further spread of failure due to less remaining intact components for the propagation 

of cascading failure. 

The illustrative problems investigated in this thesis confirm that the spatial dependence 

should be explicitly considered if the correlation length of the hazard is in the range be-

tween the average lengths of the individual transmission lines and the diameter of the entire 

system. For smaller correlation lengths, the hazard can be modeled by independent failure 

probabilities, for larger correlation lengths, it can be modeled by fully dependent failure 

probabilities, which corresponds to classical common cause failure models. This insight 

could represent an essential benefit over current practice where network reliability is as-

sessed without (simultaneously) accounting for correlated natural hazard impacts and 

cascading failure. 
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The reliability results are highly dependent on the choice of the network performance 

model and on the cascading failure model. In this regard, the appropriate degree of abstrac-

tion plays a major role. The larger the network, the more computationally expensive is the 

reliability assessment in general. In this thesis, different models have been implemented in 

order to depict the network performance in case of disturbances. Among these, the DC 

power flow model is the model with the lowest degree of abstraction among the selected 

performance models. However, some authors argue that one should generally aim at using 

AC power flow models for this type of analysis (e.g., Van Hertem et al., 2006, Vaiman et 

al., 2012, Li et al., 2017). The application of the present study framework, but alternatively 

with an AC power flow model as performance function, could be matter of future research. 

Overall it can be stated that if cascading failures are accounted for in the performance 

function models, they strongly influence the overall reliability results compared to the con-

sequences of the initial component failures, especially against the backdrop of distinct 

spatial dependencies. In case of the DC power flow model, the overall reliability results 

are highly sensitive to a change in the tolerance parameter α, which determines the strength 

of cascading failure processes. However, for the study on the Nordic grid, the results in 

terms of power supply losses compare quite well to the order of magnitude of losses that 

have been found for historical large blackout events in those Nordic countries. 

 

Component fragility - How to derive a valid model for the component fragility?  

A novel calibration method for the fragility model is suggested based on requirements of 

the relevant structural codes. Design requirements derived from characteristic wind speeds 

in defined wind zones of the study area are calibrated with the observed line failure rate 

per km and per year to obtain wind zone specific component fragility curves. In Chapters 

6 and 9, this fragility model is developed and implemented, respectively, in order to assess 

the performance of the power transmission grid of the European Nordic countries during 

large-scale windstorm events. It shows that the fragility model is an efficient solution, es-

pecially in case there is only little historical failure data available. Through our approach 

we circumvent the need to develop fragility models at the component level which is a 

distinctive feature of this study.  

Note that future research should include additional types of component vulnerability, 

which is imparted by the impacts of further environmental hazards (other than windstorms) 

relevant in the investigated study area. Nevertheless, the fragility calibration procedure 

detailed and applied to wind storms in this thesis provides a generalizable framework: the 

modeling of the vulnerability of lines to storm events, might also be adopted in extended 

analyses. 
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Component importance and network improvement strategies  

The further general aim of this thesis is an improved understanding and differential quan-

tification of the relative importance of the components in a network under large-scale 

spatially dependent hazards and externally triggered failures as well as subsequent internal 

cascading failure processes in the network.  

A main innovation of this thesis is that it addresses component reliability with respect to 

those two failure modes explicitly as they are specific for a system with potential cascading 

failure processes as a consequence of initially failed components. Thus, we introduced the 

use of separate importance measures, considering on the one hand initial (triggering) com-

ponent failures caused immediately by the hazard event itself, and on the other hand by 

cascading component failures. By doing so, the framework enables to quantitatively dis-

tinguish between components that are most important for the primary initiation of a 

damaging cascading failure event and those that are relevant for the propagation of the 

subsequently induced failure events cascading into the remaining network. This differen-

tiation can lead to efficient overall network improvement measures as discussed in the 

following.  

A focus is laid on the importance measures 𝐶𝐼 (Critically Importance) and 𝐿𝑆 (Load loss 

Sensitivity) in Chapter 9 and 10. The importance of lines with respect to failures caused 

by the initial hazard events is related to their initial load capacity. On the other hand, there 

is a tendency that the components that are of largest importance for the cascading process 

and thus for the overall reliability, are those lines with smaller power load capacity, which 

are located parallel to lines with the highest capacities. In both of the cases (initial and 

cascading failures), the groups of lines identified as the most important ones differ signif-

icantly from each other as well as from highly ranked line groups based solely on 

topological measures, such as for example the betweenness index. 

An application of the proposed importance measures for selecting power lines for strength-

ening against initial failure or capacity increase demonstrated their suitability for defining 

network improvement strategies. Two main network improvement strategies are consid-

ered: (a) increasing the resistance against wind storms of selected line segments and (b) 

increasing the line capacity of selected lines. In several case studies it is assessed which 

component rankings perform best with respect to an increase in the overall performance, 

which refers, e.g., to a decrease in the overall loss of load caused by wind storm events. 

For example, in the study of the Nordic grid, for both strategies, the two IMs applied (𝐶𝐼 

and 𝐿𝑆) perform similarly well with a decrease in loss of load approximately between 35% 

to almost 50%. The reliability can be increased significantly by either lowering the initial 

failure probability of components selected based on ‘initial’ IMs (e.g., 𝐶𝐼(𝑖), 𝐿𝑆(𝑖)) or by 

increasing the line capacity of components selected based on ‘cascading’ IMs 

(e.g., 𝐶𝐼(𝑐), 𝐿𝑆(𝑐)). The improvement potential is observed to depend strongly on the toler-

ance parameter 𝛼 of the cascading failure model. We also find that the commonly used 

(𝑛 − 1)-contingency analysis leads to a good although no optimal ranking of components 
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for implementing improvement strategy (b). 

Finally, we addressed the question how a varying correlation length of spatially distributed 

hazard intensities might affect component importance rankings. The results indicate that 

the spatial correlation has a discernible influence on the absolute values of the component 

importance measures. However, and in contrast to the network reliability, none of the in-

vestigated component importance rankings showed to be significantly affected by the 

dependence structure of the spatial random fields (Chapter 10). The component importance 

rankings were found to be similar for any fixed correlation length value, which has already 

been stated by Tanguy (2011) in his study on general CCF models and their influence on 

importance measures. Thus, it is concluded, that component importance analysis can be 

performed without considering the spatial dependence explicitly. Nevertheless, in the anal-

ysis of a real-world system, the change in the mean failure rate with spatial location of the 

components must be included. Hence, a detailed analysis of the hazard is nevertheless nec-

essary for exposed systems in any case.  

11.2 Limitations and future research 

The main focus of this work is the inclusion of a system failure model within a hurricane 

simulation context. Our methods are a contribution to a fast, preliminary reliability assess-

ment for large real-world infrastructure networks. The methods help to understand the 

importance of components in the system under large-scale spatially dependent hazards and 

internal cascading failure processes in the network. We suggest a number of generalized, 

yet efficient network improvement strategies. Generally, the results of this study can built 

the basis for a further in depth analysis of individual real-world systems and, therefore, be 

a contribution to current analysis methods in industry practise.  

However, in the analysis of a real system, one would have to specify mainly a) the hazard 

model, and b) the system (performance) model with regard to the specific local conditions 

in order to draw binding assumptions and recommendations for the individual case. The 

analysis in this thesis with its illustrative case studies is limited by simplifying assumptions 

made on the network representations, the performance models, and the concerned hazard 

(intensity) representations. There are numerous modelling alternatives that could be ad-

dressed in more detail: Variations in the hazard modelling, uncertainties in the component 

fragility modelling, and a variety of possible supplementary network performance con-

cepts. In many modelling features, additional appropriately specified and quantified 

uncertainties may be added to the approaches propagated in this thesis. 

The power grid models of this thesis are analyzed on a system level rather than on a com-

ponent level. Since the focus is on the impact of the spatially dependent failures and the 
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spatial variation of the correlation of the component failure probabilities, spatially corre-

lated failure probabilities are included in the models. However, all further specific 

component characteristics such as type, material, and age are not investigated in detail but 

rather globally modeled by fragility curves and corresponding exposure dependent failure 

probabilities. The results can give some indication of how the network reliability behaves 

in the face of hazard events with spatially dependent intensity distributions. The reported 

findings can be seen as important preconditions for refined analyses: hazardous impacts 

on systems, system reliability, as well as component failure probability and importance are 

analyzed. These results are the base for a subsequent calculation of the expected risk, e.g., 

the yearly damage in monetary terms. 

A potential optimization of improvement strategies for a specific real-world infrastructure 

should be based on a full cost-benefit analysis, which would contain the (approximate) 

relative costs of the different mitigation strategies compared to the relative costs due to 

power outages. Improvement and mitigations strategies would be compared with regard to 

their specific costs and benefits as well. This means that the costs and efforts, e.g., for the 

strengthening of components with regard to their wind load resistance should be compared 

to the costs for exchanging components aiming at higher line capacity values. An upgrade 

of an infrastructure could also consist of a combination of the proposed improvement strat-

egies and it could be the objective of future research whether this could be even more 

effective than using one single mitigation strategy. Finally, this could lead to a decision 

support and a life-cycle analysis of potential investment strategies for practitioners, e.g., 

Transmission System Operators (TSO). 

For the goals of this thesis, the Monte Carlo Simulation (MCS) approach showed to be a 

sufficient method to answer the given research questions. However, once one would in-

crease the complexity of the applied models, one would have to consider alternatives to 

the direct MCS, i.e., more efficient simulation methods considered and characterized in 

some detail in Section 5.5.2.2 of this work.  

The IMs, as they are used in this thesis, build upon point estimates of the (un-) reliabilities 

that go into the respective equations. Therefore, error-propagation methods might be inter-

esting and useful that build on interval estimates rather than on point estimates. There 

exists a further branch of research on so-called uncertainty importance measures, e.g., 

Borgonovo (2007) and Aven and Nøkland (2010) that could potentially extend the meth-

odology and add to the results of this thesis.  

For future research, the following developments in addition to those already mentioned 

could be of interest:  

 Adjustment of the network model for more detailed and specific component 

characteristics and fragilities for a given study area and network infrastruc-

ture, e.g., in collaboration with concerned TSOs. 
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 More complete risk analysis and risk assessment, e.g., by including the so-

cial-economic consequences associated with power outages/ network 

damages: This implies, e.g., the consideration of critical assets and indus-

tries and the population density and social vulnerability. The inclusion of 

percentages of households and the amount of businesses without power af-

ter a disruptive event would enable complete cost quantification dependent 

on outage localization and size. Eventually, this further entails the consid-

eration of the interplay of the power infrastructure with other critical civil 

and communication infrastructures like traffic, water, telecommunication, 

and internet networks, as it has been suggested by e.g. Kim et al. (2012); 

see also Wang et al. (2012) and Pant et al. (2014). 

 

 A multi-hazard analysis including the effects of additional hazard types, 

which often accompany extreme winds like storm surge, precipitation, ic-

ing, and debris flow. 

 

 Model extension by including repairable systems and the recovery time of 

components during and after a hazard event: Likewise, selected operational 

counter-actions (e.g. intentional load shedding for damage mitigation) 

could be included in the network performance modelling.  

 

 Further development and refinement of the network improvement scenarios 

by adjusting the strategies to the actual societal needs and economic condi-

tions of an infrastructure network. 

 

 In depth comparisons among the different and diverse component im-

portance measures in literature: Among all options a comparison of the IMs 

in this thesis to the mentioned DIM by Borgonovo and Apostolakis (2001) 

could be of interest.  

 

 

 

 

 

 



 

 

 

 

 

 



 

 

179 

 

12 Conclusion 

This thesis is a contribution to the field of network reliability analysis. A special focus is 

on the problem of dependent network component failures and their effect on the overall 

system reliability. In a narrower sense, this work deals with infrastructure networks subject 

to natural hazard impacts. The case studies are dedicated to large-scale power transmission 

systems exposed to extreme wind loads. Both, the spatially dependent initial component 

failures and the potential subsequent failures in cascading processes in the networks are 

modelled. Special emphasis is on an efficient software implementation based on Monte 

Carlo simulation. 

Three different hazard modelling approaches are developed and implemented: A paramet-

ric hurricane wind field, a spatial random field based on historical European wind storms, 

and a generic spatial random field. The latter generic random field allows the detailed as-

sessment of the impact of the correlation length, which characterizes the underlying 

random fields, on reliability and importance measures. The wind fields are mapped to fra-

gility curves to simulate component failure. The serviceability of the potentially degraded 

network is investigated employing different network performance models and measures, 

such as graph efficiency and a physically-based DC power flow. 

Concerning the dependencies in the component failures, it is observed that the spatial cor-

relation has a discernible influence on the system reliability. This leads to the conclusion 

that the adequate modelling of network reliability requires the consideration of spatial de-

pendence in the hazard: Ignoring significant correlation may entail biased parameter 

estimates and invalid statistical inference, e.g. wrong confidence limits for system reliabil-

ity estimates. More specifically, it has been found that the spatial dependence should be 

considered explicitly if the correlation length of the hazard is in the range between the 

average lengths of the individual lines to the diameter of the entire system because in this 
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interval the main shifts in the reliability values occur. For smaller correlation lengths, the 

hazard can be modelled by independent failure events, for larger correlation lengths, it can 

be modelled by fully dependent failure probabilities, corresponding to classical common 

cause failure models. 

The interplay between external common cause failures (CCF) and cascading failure deci-

sively affects the system reliability. It shows that if the cascading effects are considered in 

the model, an increasing spatial correlation in the initial component failures leads to an 

increase in the system reliability. However, it is observed that different network perfor-

mance measures (e.g. with versus without cascading models) will deliver rather different 

findings. Therefore, results should be interpreted with caution and with having the model 

assumptions in mind.  

One challenge in the field is few or missing data on failure events due to wind loads for 

determining fragility curve models. A new parameter calibration method is suggested in 

order to circumvent the lack of data about component failures in extreme wind events. The 

consideration in this thesis is that the infrastructure equipment, here transmission lines, are 

constructed to meet design requirements based on the corresponding characteristic wind 

speeds in the respective study region. A second input concerning the hazard is overall his-

torical statistics on line failure events in the Nordic countries received from concerned 

TSOs. The method allows derivation of fragility models directly for transmission line seg-

ments including many components.  

The quantification of the importance of single components in a network under large-scale 

spatially dependent hazards and internal cascading failure processes is a further main goal 

of this thesis. Therefore, modified reliability importance measures (IMs) are introduced 

and studied in detail, also for the more general case of a non-binary system reliability/fail-

ure definition: Efficiency sensitivity (𝐸𝑆) and load loss sensitivity (𝐿𝑆). Results are 

compared to selected classical IMs: Criticality Importance (𝐶𝐼) and Birnbaum Measure 

(𝐵𝑀). Moreover, IMs are suggested that differentiate between components that failed di-

rectly by the hazard event and that are important for the initiation of cascading failure 

events (e.g. 𝐸𝑆(𝑖)) versus components that failed in the cascading process and that are im-

portant for the further propagation of failure events in the system (e.g. 𝐸𝑆(𝑐)). Our results 

show that the component importance rankings depend significantly on the IM definitions, 

e.g. rankings differ about the initial versus cascading failure events. Moreover, the lines 

identified as the most important ones differ significantly from the ranking based on a top-

ological measure such as the betweenness index. It is observed that with a varying 

correlation length of the spatial random wind field model, the rankings of the components 

are only mildly affected. Although, the absolute values of the IMs are strongly affected as 

is the absolute value of the system reliability. 

Building on the suggested IMs, it is investigated how they can serve for efficient network 

reliability enhancement strategies and help finding methods to lower the network damages 

in hazard events. Improvement strategies such as line failure probability decrease, or line 
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overload capacity increase are tested. In both cases, the overall loss of load or loss of graph 

efficiency could be strongly lowered.  

In general, the developed methods and the findings of this thesis can support the design 

phase or the post hazard decision making of city planners, public officials, and utility own-

ers. The results provide indications on how to rebuild and repair the network more 

efficiently by identifying critical components in networks exposed to correlated failures. 
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Abbreviations  

AC    Alternating Current 

ASCE   American Society of Civil Engineers 

AUC   Area under Curve 

BM   Birnbaum Measure 

CCF   Common Cause Failure 

CDF   Cumulative Density Function 

CI   Criticality Importance 

DC   Directed Current 

DIM   Differential Importance Measure 

DNV GL  Det Norske Veritas Germania Loyd 

ES   Efficiency Sensitivity 

EU   European Union 

FEMA   Federal Emergency Management Agency (USA) 

FV   Fussel-Vesely Importance Measure 

GIS   Geographic Information System 

HAZUS (-MH) Geographic information system-based natural hazard analysis tool 

developed by FEMA; where MH stands for Multi-Hazard 

HV   High Voltage 

HWind   Project by NOAA about surface wind analysis of tropical cyclones 

IEEE   Institute of Electrical and Electronics Engineers 

IM   Importance Measure 

IS   Importance Sampling 

LHS   Latin Hypercube Sampling 

LS   Load Loss Sensitivity 

MATCASC  MATLAB tool for cascading failure modelling 

MATLAB Software for the calculation and programming on matrices and other 

data structures 

MATPOWER  MATLAB tool for power systems modelling 

MCS   Monte Carlo Simulation 

NOAA   National Oceanic and Atmospheric Administration 

PDF   Probability Density Function 

PGA   Peak ground acceleration 

PMF   Probability Mass Function 

PMU   Phasor Measurement Unit 

PRA   Probabilistic Risk Assessment 

RAW   Risk Achievement Worth 

RBD   Reliability Block Diagram 



Abbreviations 

 

 

183 

 

ROC   Receiver Operating Characteristic (curve) 

RRW   Risk Reduction Worth 

RTS   Reliability Test System 

RV   Random Variable  

SRF   Spatial Random Field 

SSHWS   Saffir-Simpson hurricane wind scale  

SuS   Subset Simulation 

TSO   Transmission System Operator 

US   United States  

XWS   Extreme European Wind Storm Catalogue 
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Nomenclature 

Important notations  

 

𝐺(𝑁, 𝐿)   Graph object 

𝑁 = {𝑛1, … , 𝑛𝑛}  Set of n nodes of a graph G 

𝐿 = {𝑙1, … , 𝑙𝑙}   Set of l lines of a graph G 

𝑨 = {𝑎𝑖𝑗}  Adjacency matrix of a graph G; with 𝑎𝑖𝑗 being weights as-

signed to the lines 

𝑋𝑆    System state variable, with 𝑥𝑆 ∈ {0,1} 

𝑋𝑙𝑖    Component state variable 

𝒙𝒍 = [𝑥𝑙1 , 𝑥𝑙2 , … , 𝑥𝑙𝑙]
𝑇
 l-tuple component state vector, with 𝑥𝑙𝑖  ∈ {0,1} 

𝑝𝑆 = Pr (𝑋𝑆 = 1)  System reliability 

𝑝𝐹 = Pr (𝑋𝑆 = 0)  System failure probability (1 − 𝑝𝑆) 

𝑝𝑙𝑖 = Pr (𝑋𝑙𝑖 = 1)  Component (line) reliability  

𝑝 ,𝑖 = Pr (𝑋𝑙𝑖 = 0)  Component (line) failure probability  

𝜙(𝒙𝒍)    System structure function 

𝜏(𝒙𝒍)    System performance function 

𝑞𝑘    Probability of component state vector 𝑘 

𝑛𝑀𝐶     Number of MC simulations 

𝑝𝑀𝐶     MC estimate of the system reliability  

𝑒𝑖𝑗 =
1

𝜋𝑖𝑗
 Line efficiency, of line between nodes 𝑖 and 𝑗 with 𝜋𝑖𝑗  being 

the line reactance 

𝛿𝑖𝑗 Shortest path/ shortest electrical distance between nodes 𝑖 

and 𝑗  

𝐸(𝐺)    Overall graph efficiency 

𝐸𝑛𝑜𝑟𝑚 = 
𝐸(𝐺𝑑𝑎𝑚𝑎𝑔𝑒𝑑)

𝐸(𝐺)
  Normalized graph efficiency of a damaged graph 𝐺𝑑𝑎𝑚𝑎𝑔𝑒𝑑 

𝐶𝑖𝑗 = 𝛼𝑖𝑗𝐿𝑖𝑗(0)  Line capacity, with initial line load 𝐿𝑖𝑗(0) 
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𝛼𝑖𝑗      Line tolerance parameter 

𝑡𝐸 Threshold for the system failure definition based on the over-

all graph efficiency or loss of load  

𝜋𝑖𝑗    Line reactance 

𝑏𝑖𝑗    Line susceptance 

𝑓𝑖𝑗    Line active flow 

𝐏 Net active power injections at nodes 1, … , 𝑁, equal to the 

product of the susceptance matrix 𝐁 and voltage phase angles 

𝛉. 

Lnorm     Normalized Loss of load of a damaged power grid 

𝐷𝑥    Component damage state 

𝑠    Wind speed [m/s] 

𝑟𝑚𝑎𝑥    Distance between maximum wind speed and hurricane eye 

𝑠𝑚𝑎𝑥    Maximum wind speed  

𝜔    Offset parameter in hurricane model 

𝜆𝑆     Hazard occurrence rate (e.g. Poisson parameter) 

𝐶𝑍(ℎ)    Covariance function 

ℎ    Distance between locations (line segment mid-points) 

𝑟     Correlation length 

𝛴𝑍𝑍    Covariance matrix 

𝐿𝐿𝑛−1    Load Loss according to (𝑛 − 1)-contingency analysis  

𝐵𝑙,𝑤     Line betweenness index in a weighted graph 

𝐵𝑙,𝑢𝑤     Line betweenness index in an unweighted graph 

𝐶𝐼(𝑖),(𝑐),( )   Criticality importance (initial, cascading, final) 

𝐵𝑀(𝑖),(𝑐),( )   Birnbaum measure (initial, cascading, final) 

𝐸𝑆(𝑖),(𝑐),( )   Efficiency sensitivity (initial, cascading, final) 

𝐿𝑆(𝑖),(𝑐),( )   Load loss sensitivity (initial, cascading, final) 
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