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Abstract

We investigate reliability and component importance in spatially distributed infrastructure networks
subject to hazards characterized by large-scale spatial dependencies. In particular, we consider a selected
IEEE benchmark power transmission system. A generic hazard model is formulated through a random
field with continuously scalable spatial autocorrelation, to study extrinsic common-cause-failure events
such as storms or earthquakes. Network performance is described by a topological model, which
accounts for cascading failures due to load redistribution after initial triggering events. Network
reliability is then quantified in terms of the decrease in network efficiency and number of lost lines.
Selected importance measures are calculated to rank single components according to their influence on
the overall system reliability. This enables the identification of network components that have the
strongest effect on system reliability. We thereby propose to distinguish component importance related
to initial (triggering) failures and component importance related to cascading failures. Numerical
investigations are performed for varying correlation lengths of the random field, to represent different
hazard characteristics. Results indicate that the spatial correlation has a discernible influence on the
system reliability and component importance measures, whilst the component rankings are only mildly
affected by the spatial correlation. We also find that the proposed component importance measures

provide an efficient basis for planning network improvements.
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1 INTRODUCTION

The societal requirements on continuous and reliable power supply are increasing, yet regional blackouts
in European and North American power grids have occurred frequently in the last two decades [1]. Short
time blackouts alone lead to an estimated annual economic loss of between US$ 104 billion and US$
164 billion in the USA [2]. In many cases, natural hazards such as earthquakes, windstorms, floods or
heat waves are the initial triggering events. Therefore, significant research is ongoing within the broad
field of power grid restoration and strengthening against natural hazards. This research includes the
modeling of network performance and cascading failure, network or system reliability and component

importance, and common cause failures (CCF) in the context of natural hazards.

In system reliability assessments, component importance measures are employed to rank components
based on their influence on the overall system reliability. Most importance measures (IMs) currently
utilized depend on the component’s function in the system and on the reliability of the component in
question [3]. The resulting rankings can serve the identification of components to be repaired,
strengthened, replaced, or alleviated from external or internal load impacts. Importance measures can
further support the improvement of maintenance, operating methods, and network expansion planning.
Several studies applied IMs specifically to network reliability analysis for electrical power systems [e.g.,
4,5-9].

Network vulnerability to natural hazards has been assessed and modelled synoptically in a number of
studies [10-13]. Large-scale natural hazards, including windstorms or earthquakes, can lead to multiple
simultaneous component failures, i.e. CCF. Natural hazards are characterized by spatial distributions
and variability, which should be accounted for in the analysis of the reliability and IMs for infrastructure
networks. Classical approaches for the modeling of CCF in system and network reliability analysis [e.qg.,
14, 15, 16] do not consider spatial correlation in CCF. However, models for network reliability analysis
under spatially correlated hazards have been developed [e.g., 11-13, 17, 18-23]. These studies focus on
scenario-based reliability analyses of specific infrastructures subjected to hazards, but do not
systematically investigate and quantify the effects of varying autocorrelation structures on system
reliability. Andreasson, et al. [24] analyze a model for the Nordic power grid to study effects of
correlated failures of power lines on the total system load shed. They conclude that with increased
dependence among line failures, the expected value and the variance of the system load shed increases
significantly. Rahnamay-Naeini, et al. [25] model correlated failures as spatial point processes and their
effects on network reliability for communication networks in the US. They find that the network
performance in terms of network efficiency decreases with increasing degree of correlation among
component failures. Both Andreasson, et al. [24] and Rahnamay-Naeini, et al. [25] do not include the

effect of cascading failures following initial triggering failure events in the network.

The effect of CCF on the importance of components for system reliability has been studied for general

networks by Bérenguer, et al. [26] and Tanguy [27]. The latter assessed the effect of generic CCF models
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on the system reliability and various IMs in a network with 9 nodes and 14 lines. Tanguy [27] concludes
that adding CCF effects to the model of a small sized network does not profoundly change the ranking
of the system components. None of these studies investigates how spatial dependence influences the
behavior of component importance measures in spatially distributed networks. A first approach in this
direction is reported in Scherb, et al. [28], where we focus on the s-t connectivity for network
performance assessment. Our results obtained for the IEEE118 bus system show that the spatial
dependence should be explicitly considered if the correlation length of the hazard is in the range between
the lengths of individual lines to the diameter of the entire system.

Our aim is to investigate the reliability and component importance in spatially distributed infrastructures,
accounting for the spatial dependence of the exogenous hazard and resulting cascading failure processes.
The hazard event is idealized by a spatial random field, which is parametrized through the correlation
length. The network is modeled as a complex graph and the network performance under disturbances is
quantified through the efficiency measure of Latora and Marchiori [29]. The reliability and component
importance rankings are determined in function of this parameter. The IMs are thereby formulated once
with respect to failures caused directly by the hazard event, and once with respect to cascading failures.
We compare these two IM formulations and find that the distinction made by the two formulations is
key to identifying efficient network improvement strategies. Numerical investigations are performed on

the IEEE 39 bus benchmark system for transmission power grids.

2 METHODS

2.1 Power grid represented as a complex graph

Modeling the performance and assessing the reliability of large infrastructure systems is demanding in
terms of both the modeling and the computation efforts, in particular if cascading effects are to be

accounted for.

To enhance computational efficiency, power grids can be represented as complex weighted graphs [30-
33]. Even though the reduction of a power grid to a complex graph leads to a simplified grid description
[34], graph theory can provide insights into the degree of connectivity of a power grid and help identify
potential critical aspects for a first reliability estimation with a level of accuracy that is comparable to

traditional electrical engineering approaches [32, 35-38].

Applying a complex graph representation, we describe the power grid by a weighted and undirected
graph G, consisting of a set of N nodes (vertices) and a set of K lines (edges). In a graph representation
of a power transmission grid, nodes typify generation, transmission, and distribution buses, or
substations. Lines model the transmission cables and transformers. The n X n adjacency matrix A =

{ai 1-} of the graph describes its topology. The entry a;; takes value zero if no connection between nodes
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i and j exist. If there is a link between i and j, the entry a;; is the weight assigned to the line. Here, the
reactance values of the transmission lines are used as weights. The reactance of a transmission line is an
indicator of the amount of power flowing through a line under the assumption of lossless conditions [39,
40]. The lower the reactance of a path between two nodes, the more power may flow through the path.

Because the graph is undirected, it is a;; = a;;.

2.2 Network performance and reliability

In network analysis based on graph theory, performance measures are derived from topological
properties of networks [40-42]. For instance, Motter and Lai [43] define the load of a node as the total
number of shortest paths passing through the node, which corresponds to the betweenness index. This
load can increase when another node of the network fails, possibly leading to the overloading of
additional nodes. The model has been further developed and extended with the concept of graph
efficiency [29, 41]. Dwivedi, et al. [40] modified the betweenness index by considering the total number
of shortest paths through an edge instead of a node. This modeling approach has been used to model

cascading failures in power grids [e.g., 40, 44].

2.2.1 Efficiency of a power network as performance measure

The efficiency of a single line e;; is defined as the inverse of its reactance, a;; (with a;; > 0):

ejj = ! [l] (1)

Clij Q

The efficiency of a path between two nodes is the sum of the efficiencies of the lines that constitute the
path. In defining the efficiency of the network, it is assumed that the connection between any pair of
nodes i and j is governed by its most efficient path. We denote with ¢;; the maximum efficiency of all
paths between i and j; its inverse is d;; = 1/¢;;, the shortest electrical distance between i and j [40]. If
there is no connection between two nodes, i.e. if they are disconnected, ¢; j is set to zero. The shortest

paths for all node pairs in a weighted graph can be obtained efficiently through the Floyd-Warshall
algorithm [45].

The overall efficiency of the whole network is defined following Latora and Marchiori [29] as the sum

over all ¢;;:

1 ()
FO = N1y, 2,

i#jEG
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2.2.2 Cascading failure model

Based on Motter and Lai [43], the cascading failure model describes the evolution of failures in the
network, considering the redistribution of loads in the network following initial line failures. In a first
step, the loads on the network lines are determined from the analysis of the intact network, i.e. at time 0.
The initial load L, (0) on a line k is defined as the total number of most efficient paths between any

node pair passing through that line [41, 43].

Each line k is characterized by a capacity Cj, which is proportional to its initial load:

C, =al,(0),k=12..,K, 3)

where a = 1 is the tolerance parameter of the network that quantifies the ratio of line capacity to the
initial line load. It corresponds to a safety factor of the network. In a real network, a might vary among

different lines.

Cascading failures are triggered by initial line failures. The interest here is in initial failures caused by
a natural hazard event, independent of the load and capacity of the lines. These initial failures are
reflected in an updated adjacency matrix A, in which the entries for all failed lines are set to zero. The
network is then re-analyzed with the updated adjacency matrix. In particular, the most efficient paths
among all node combinations are evaluated, and the new loads L, (1) in all lines k =1, ...,K are
computed. It is assumed that overloaded lines fail, i.e. all lines for which L, (1) > Cj, fail. The entries
in the adjacency matrix corresponding to these lines are set to zero, and the process is repeated until it

converges, i.e. until in one step no new line overloads occur.

Finally, the efficiency of the resulting (damaged) network is computed through Eq. (2). To obtain a
normalized measure of network damage, the efficiency of the damaged network is divided by the

efficiency of the intact network:

g, = C(Cdamaged) 4)
E(G)

2.2.3 Network reliability definition

As described in the previous section, network performance is measured in terms of change in the overall
graph efficiency. A system failure event Fs is defined as the overall graph efficiency falling below a
threshold ¢. In this way, a binary system definition is introduced, with binary component and system

states:

Fs ={E(G) < tg} (®)

The system reliability is defined as

Scherb RISK-16-1144 5/20



156
157
158

159

160
161
162
163
164
165

166
167
168

169
170
171
172
173
174
175

176
177
178
179

ps =1 — Pr(Fs). )

This binary definition provides only partial information on the system performance and it is dependent
on the definition of the tz. It is introduced here to facilitate the use of classical reliability importance

measures.

2.3 Component importance

We investigate the effect of spatial correlation in hazards on component importance rankings following
different importance measures (IMs). Classical reliability importance measures describe either how the
strengthening of individual components influences the system reliability, or they measure the impact of
component failures on system reliability [3, 6, 46]. Since the system performance is not inherently
binary, we include additionally an importance measure based on the effect of the component reliability
on the graph efficiency.

2.3.1 Birnbaum’s measure for a binary system

The Birnbaum’s measure (BM) describes the sensitivity of system reliability pg to a change in the
component reliability p; = Pr(X; = 1):

BM; = g—f; )
= Pr(Xs = 1|X; = 1) — Pr(Xs = 1]X; = 0)

Following the second equality in Eq. (7), the BM can be computed as the difference between the
conditional probability that the system is functioning given component i is functioning and the
conditional probability that the system is functioning given component i has failed. This shows that BM
is independent of individual component reliability, which can be seen as a weakness of this IM [3].
However, the BM can be used to differentiate between those components that influence the system
reliability significantly and those that do not. The IM can thus serve to identify components of the

network worthy of further detailed investigation.

2.3.2 Criticality importance for a binary system

The criticality importance (CI) measure of a component i is the probability that failure of component i
is the cause of system failure, conditional on system failure having occurred. It can be defined as a
function of BM:

_ BM; (1 —-p;) 8)
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While the BM is related mainly to the effect of increasing the component reliability, the CI includes the
ratio of component to system unreliability [3]. Based on CI rankings, a less reliable component is

deemed more critical.

2.3.3 Component importance based on graph efficiency sensitivity (ES)

We additionally investigate an efficiency-based importance measure that does not require the definition
of a (binary) system failure event as for BM and CI. It describes the change in the expected value of the
overall graph efficiency with a change in the component failure probability:

OE [Enorm] (g)

l

By writing the expected value of the normalized efficiency as

E[Enorm] = E[Enorlei = 1] Pr(X;, =1) + E[Enormlxi = 0] Pr(X; = 0) (10)
E[Enorlei = 1]pi + E[Enormlxi = 0](1 - pi)'

it is seen that the efficiency measure can be computed as

ES; = E[Enorm|X; = 1] — E[Enorm|X; = 0]. (11)

A deterministic version of this measure can be found in Latora and Marchiori [47], where the importance
of a component is measured in analogy to a (n-1)-contingency approach. They measure the decrease in

network efficiency after the component is removed from the graph.

2.3.4 Importance measures in cascading system failure events

The above IM all include a derivation with respect to the component probability of failure. In cascading
system failure events triggered by (external) natural hazard events, it is relevant to distinguish (1) the
failures of components caused directly by the hazard event and (2) the failures of components caused
by the cascading effect. We refer to the former as the initial component failures and the latter as the

cascading component failures. Additionally, final component failures include both failure types.

All the above IM (as well as others) can be defined with respect to either of these three component
failure definitions. To distinguish these measures, we introduce the superscripts (i), (c) and (f) to
denote the IMs relating to initial, cascading and final component failures. Which of these IMs should be
used depends on the aim of the study. If the interest is in identifying components to be reinforced against
natural hazard events, the CI® or ES® should be employed. Conversely, CI(¢9) or ES(© should be the

basis for identifying components for increasing capacity against overloading.

The measure of system performance employed in the IMs (either ps or E[E,, 1, ]) sShould always relate

to the final performance of the system following the initial failures and the cascading effects.
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2.4 Generic hazard representation through a random field model of component failure
probabilities

In this contribution, a strongly idealized stochastic random field model is introduced for describing line
failures originating from large scale natural hazards (e.g. wind loads). The model describes the
component failure probabilities pg, of the lines during a hazard event through a random field. Let Z
denote a standard normal random field, and Z, its value at the midpoint of line k. The probability of
failure of line k during the hazard event is obtained in function of Z, through the following

isoprobabilistic transformation:

Pr, = Fp_plk [@(Z)], (12)

where @ is the standard normal CDF and F,;Flk is the inverse CDF of the component failure

probability P, . Itis here modelled by the beta distribution, which is a common choice for characterizing

probabilities.

In the above formulation, the spatial correlation between the failure probabilities at two locations k
and [, pr, and pg,, is represented through the underlying standard Gaussian random field Z, by means

of the following covariance function:

C,(h) = exp (— ﬁ—j), (13)

where h [km] is the Euclidean distance between the locations of lines k andl, and r [km] is the
correlation length. The correlation structure of the resulting beta random variables is approximately

described by the autocorrelation function of Eq. (13); see also Der Kiureghian and Liu (1986).

Through variations of r, a range of different scenarios of hazard events can be modelled: from random
and mutually independent failure events (r = 0), to large-scale fully correlated failure probabilities with
spatially constant failure probabilities (r = o0). The latter case reflects a situation in which the hazard
is the same throughout the entire area, but the component failure events are still independent conditional
on the hazard. When interpreting results for intermediate correlation lengths r, it is the relative value of

r compared to the size of the infrastructure system that determines the system behavior.

The employed generic model with its one parameter (correlation length) is not able to address the
specifics of a particular hazard type. Clearly, a spatial dependence model of a heat wave differs from
that of a wind storm, and both are significantly more complex than the generic model used here. If
desired, for specific hazards and network locations, parametric or numerical models can be employed
instead, which more accurately reflect their specific dependence structure [11, 12, 48]. However, the use
of specific hazard models impedes general conclusions. In particular, any specific spatially distributed

hazard is described by a non-homogenous random field, and the effects of the change in the mean hazard
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intensity are superimposed on the effects of dependence. This motivates the use of the simple generic

hazard model in this study.

3 NUMERICAL INVESTIGATIONS

3.1 Implementation

The case study is conducted for the IEEE 39 bus benchmark system for transmission power grids. It has
been designed to be representative of the New England transmission power network [49], and it was the
subject of a large number of studies [e.g., 50, 51]. The network consists of 39 buses including 10
generator buses, which are all modelled as leaf nodes. There are 46 transmission lines and transformers
in the network. By assigning coordinates to the nodes, the network is projected onto a hypothetical study
area of about 500 x 500 km? (Figure 1). The mean line length is 69 km, with a minimum of 25 km and
a maximum of 124 km. The graph efficiency value of the intact IEEE 39 network is 0.286.

Dwivedi, et al. [40] found that the IEEE 39 is a rather stable and reliable system. They conclude that the
system is robust with respect to random attacks; there is hardly any effect on the efficiency if lines are
randomly selected and removed.

The left-hand side of Figure 1 shows the lines weighted by their reactance values, and the right-hand
side of Figure 1 indicates the line capacities, which are proportional to the number of shortest paths
passing through the lines following Eqg. (3). As expected, lines with lower reactance are more likely to

attract shortest paths, and vice versa.

Reactance Line capacity

Figure 1: Plots of the IEEE 39 bus system with geo referenced nodes. Left: line thicknesses indicate the reactance values of the
lines; right: thicknesses indicate the line capacities, which are proportional to the number of shortest paths passing through the
lines.

We fix the mean component failure probability during a hazard event at 0.077 and its standard deviation
at 0.054. These values are motivated by an earlier study on hurricane impacts on component failure

probabilities and network damages in electrical transmission systems [48].
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The correlation length r of the generic hazard model is varied to investigate the effect of spatial
correlation on system failure events, component importance, graph efficiency, and cascading depth, i.e.
mean number of cascading steps before the system stabilizes. Because an exact calculation of the
reliability of a general network with more than about 25 lines is an NP-hard problem [52], and because
we want to consider a variety of parameter constellations, our study is based on a Monte Carlo simulation
with at least 10* samples. All results are calculated with an efficiency threshold of ¢tz = 0.9 and a

tolerance parameter o = 1.5, unless otherwise noted.

3.2 Results

3.2.1 Spatial random field realizations
Sample realizations of the spatial random field describing the component failure probability pg, for four

selected correlation length values are visualized in Figure 2. With increasing correlation length, random

field realizations are becoming increasingly homogeneous.

r=32 km r=100 km

5007

4001

300

200

1007

0 100 200 300 400 500 0 100 200 300 400 500
r=316 km r=1000 km

500f;

o n n n " H O,‘ n n n n '
0 100 200 300 400 500 0 100 200 300 400 500

\
P 0.05 0.70 0.15 0.20

Figure 2: Spatial random field realizations of component failure probabilities for selected values of the correlation length,
together with the projected IEEE 39 bus system; scale unit is km.

3.2.2 Network reliability as a function of the hazard correlation length

The initially failed lines following a hazard event are compared with the number of finally failed lines
after the cascading process. In Figure 3 and Table 1, this comparison is performed for the case of
independent component failure probabilities (r = 0) and fully dependent component failure
probabilities (r = o). With increasing correlation length (r — o), the variance of the number of

initially failed lines increases. This effect is weaker for the finally failed lines. The mean number of
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initially failed lines is the same for all correlation lengths (by definition); however, the expected number
of finally failed lines increases slightly with decreasing correlation length. This effect can be explained
by the fact that the cascading failure process has the largest effect when just a few lines have failed
initially, which is more probable with no or little dependence.

Independence Full dependence

25 I T
2.07x 1.69 x

Finally failed lines
Finally failed lines

0 5 10 15 0 5 10 15
Initially failed lines Initially failed lines

Figure 3: Finally versus initially failed lines for the case of independence (left) and full dependence (right); based on 10,000
samples with @ = 1.5; grey circles indicate the frequency of the data points in the sample space.

Table 1: Mean and standard deviation of the number of initially and finally failed lines; comparison of the independence and
full dependence assumptions.

Failed lines Parameter Independence (r = 0) Full dependence (r = o)
Initially Mean 3.54 3.57

Standard deviation 1.81 3.10
Finally Mean 7.94 7.28

Standard deviation 4.69 5.50

Means and standard deviations of graph efficiencies E,,,,-,, (G;) are shown in Figure 4, as a function of
the correlation length r and the tolerance parameter a. The left-hand side of Figure 4 shows that the
overall graph efficiency is increasing with the correlation length r. This result, which may at first glance
appear counterintuitive, is consistent with the effect shown in Figure 3. With increasing correlation
length it is more likely that no line failures or a larger number of line failures occur initially; in both
cases, cascading processes will be attenuated or will not be triggered at all. The vulnerability of the
system is larger for small values of a. For systems with limited vulnerability (« larger than 3.0), the
correlation length has only a weak effect on the mean efficiency following the hazard, because cascading

effects are limited.

The standard deviation of the efficiency increases significantly with increasing correlation length
(Figure 4 right). This can be explained with the increasing variance in the component failure probability,

which is observed for higher values of r (compare with Figure 3 and Table 1).
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Changes in the mean and standard deviation occur mainly in the range 100 — 1000 km, which
corresponds to the order of magnitude of the network size. For correlation lengths smaller than 100 km,
the behavior is similar to the uncorrelated case, whereas for correlation lengths larger than 1000 km, it
approaches that of the fully correlated case. The results for small correlation lengths are affected by the
simplified discretization of the lines, in which the failure probability of the lines is evaluated at the line
midpoints. When considering the distributed nature of the lines, the failure probabilities of the individual

lines would increase with decreasing correlation.

Ca=40 030 | | eto —
— 0.3 — é‘ mean line a=1.2
§ mean line a=3.0 _g ?;Etmh / a=1.5
< length =20 | 2
t'uA 0.7 69 km/—\“ﬁ 5 0.25¢ V| 2
P
= a=1.5 5 //
% 0.6f 1 = _/
0 =12 % 0.20 a=3.0 -
% 0.5¢ 1 g -
c a=1.0 = / L a=40
@ — °
q’ L C /—_’
s 0.4 tud © L / tud
e | Fors |/ e
0.3k . . 707 km ] . . . 707km .
1 10 10* 10° 10* 10° 1 10 102 10° 10* 10°
Correlation length [km] Correlation length [km]

Figure 4: Network performance as function of the correlation length with varying « value. Left: mean overall graph
efficiency E[E,o-m]; right: standard deviation of overall graph efficiency; based on 10,000 samples per correlation length value
and a value combinations.

3.2.3 Component importance rankings

Figure 5 visualizes the criticality importance (CI) with respect to initial failures (CI®) and cascading
failures (C1(9)) for a correlation length of 100 km. The two rankings differ significantly, indicating that
lines that are important for the initialization of network damage do not correspond to the lines that are
responsible for the further propagation of cascading overloads. Initial line failures are most important in
lines which are centrally located in the network graph and which have high initial loads. Cascading
failures are most important in lines with low initial load and capacity, as these are more likely to be
overloaded (see Figure 1). As expected, leaf lines are ranked as the least important ones, for initial as
well as cascading failure. The resulting €I values are close to the CI(©) values in the right-hand side
of Figure 5 and are therefore not depicted here. BM importance measures lead to a ranking very similar

to ClI, these results are also omitted here.
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Figure 5: Cl weighted graph at a correlation length of 100 km. Left: CI® with respect to initial failures; right: CI() with respect
to cascading failures; with ¢« = 1.5 and t; = 0.9; based on 10,000 samples.

In Figure 6, ES importance measures are summarized. Overall, these show a similar pattern as the CI of
Figure 5. The network topology determines the ES(® ranking; lines with a bypass are lower ranked,
lines without bypass are in the middle range, and lines that link clusters with each other are highly
ranked. The important lines with respect to cascading failures, i.e. the ES(©) values, are more uniformly

distributed in the network. This effect is similar to the difference between CI® and C1(©.

Figure 6: ES importance weighted graph at a correlation length of 100 km. Left: ES® with respect to initial failures; right:
ES(© with respect to cascading failures; with « = 1.5; based on 10,000 samples.

We also compared the IM values to the betweenness index as shown in Figure 1, as an example of a
topological measure. Whereas the betweenness index exhibits correlation coefficients in the order of
0.70 with ES® and ¢I®, its dependence with CI(©) and ES(©) is significantly less pronounced. These
results indicate that the purely topological betweenness index is only partially suitable as a proxy for

IMs based on the system performance.

Figure 7 shows the effect of the hazard correlation length on CI component importance rankings. While
the values of CI® and CI(© change significantly with varying correlation length, their respective

rankings change only slightly. As in Figure 4, changes in ClI occur mainly in the range 100 — 1000 km,
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344 corresponding to the network size. The five to ten highest ranked lines are essentially the same,
345  independent of the variation in the correlation length. The difference in the rankings of CI® to those of
346 CI© reflect the differences observable in Figure 5. As an example, line 9-39 is low ranked in importance
347  with respect to failures caused by the hazard, but highly ranked in importance with respect to the
348  cascading failure process.
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350  Figure 7: Cl as function of correlation length. Left: CI( with respect to initial failures; right: CI(®) with respect to cascading
351  failures; with @ = 1.5 and t; = 0.9 each and based on 10,000 samples per correlation length value.

352 It is found that the rankings based on CIU) are close to those based on CI(©) and are therefore not
353  depicted here. Furthermore, BM and CI deliver similar results, and the five most important components
354  coincide. The Cl is based on the BM, while it additionally includes the reliability of the individual
355  components. Here, Cl is similar to BM because the component reliabilities with respect to hazardous
356  extrinsic impacts are identical. This is not the case after cascading failure processes: a lower correlation

357  between BM(© and CI(©) is observed in comparison to that between BM® and €1®,

358  Figure 8 depicts the rankings based on ES® and ES(©). The pattern is similar to the one of Cl and BM,

359  even though different lines are identified as the most important ones.
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361  Figure 8: ES as function of correlation length. Left: ES® with respect to initial failures; right: ES(©) with respect to cascading
362 failures; with @ = 1.5 each and based on 10,000 samples per correlation length value.
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As Tanguy [27] observes in his study on general CCF models and their influence on importance
measures, adding CCF effects to the description of the IEEE system does not profoundly change the
ranking of the lines when comparing to the independence assumption for all components. Our results
indicate that this also holds in essence for spatial correlation effects under consideration of cascading
failure processes.

In addition, we assessed the sensitivity of the results to changes in the tolerance parameter a and the
efficiency threshold tj utilized in the definition of system failure. For vulnerable systems (e.g., a < 2
and t; > 0.7), we find that the IM values are sensitive to the correlation length. In contrast, for less
vulnerable systems (e.g., « > 2 and t; < 0.5), the change of the IM values with the correlation length

is less pronounced. In all cases, the ranking remained consistent among different correlation lengths.

3.2.4 Results for IEEE118

Additional numerical investigations were performed on the larger IEEE 118 network [49]. We do not
report the results in detail, because they are consistent with the results obtained for the IEEE 39 network.
The dependence of network reliability on hazard correlation length in the IEEE 118 exhibits the same
trends as presented above. The clear distinction between the initial component importance rankings
(CI®, ES®) and the cascading component importance rankings (CI(©), ES(©)) is also observed for
IEEE118.

3.3 Strategies for improving network performance under hazards

Ultimately, the IMs should support decision making. To this end, we investigate network improvement
strategies based on the proposed IMs, by measuring the effect of strengthening or increasing capacity of
selected lines on the network overall efficiency of the IEEE 39 network. Two network improvement

strategies are considered:

1) Line strengthening of the five most important lines ranked by either CI® or ES®, corresponding to
an increase in the resistance against the hazardous (wind) load. Line strengthening is modeled by

reducing the initial line failure probability to 10% of its original value.

2) Increase of the line capacity of the five most important lines ranked by either CI(©) or ES(©),
corresponding to an increase in the resistance of the lines against overloading in the cascading failure

process. The capacity increase is modeled by increasing the tolerance parameter « by a factor of three.

In Figure 9, we compare the resulting mean efficiency in function of the hazard correlation length. The
results in Figure 9 (left) show that strengthening lines according to ES® and ¢I® rankings lead to
similarly increased mean efficiencies, even though the rankings of the two measures do not coincide in

their respective five highest ranked lines. For comparison, we also compute the resulting mean efficiency
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when lines are selected for strengthening following the ES(© and €I(®) ranking. Such a strengthening
of lines does not significantly affect the system performance, highlighting the suitability of ES®

and CI® rankings for prioritizing network components for strengthening against hazard impacts.

Figure 9 (right) shows that the largest improvement of the resulting mean efficiency from increasing
line capacity is obtained by selecting components according to ES (). The ranking based on CI(°) leads
to significantly lower gain in mean efficiency. As expected, ES® and CI® rankings are not suitable for
identifying components for line capacity increase.

Line strengthening Line capacity increase
0.66f 0.66}
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Figure 9: Mean efficiency in function of correlation length for different network improvement strategies. Left: line
strengthening (decreasing the initial failure probability during the hazard event) of five selected lines; right: increasing line
capacity (increasing the tolerance parameter «) of five selected lines.

4 CONCLUSION

This study is a contribution to a fast, preliminary reliability assessment of large infrastructure networks.
Its aim is an improved understanding of the importance of components in a network under large-scale
spatially dependent hazards and internal cascading failure processes in the network. The well-known
and widely used efficiency measure by Latora and Marchiori [29] and the model for cascading failure

by Crucitti, et al. [41] have been implemented.

To address the specifics of the cascading failure process, we propose the use of separate importance
measures, considering on the one hand initial (triggering) component failures caused directly by the
hazard event, and on the other hand cascading component failures. This differentiation reflects the fact
that different measures are necessary for increasing component reliability with respect to the two failure
modes. As our results show, the component importance rankings differ significantly between the two
strategies. The importance of lines with respect to failures caused by the initial hazard is related to their
initial capacity (compare Figure 6 with Figure 1). The components that are of largest importance for the

cascading process are lines with smaller capacity, which are located parallel to lines with the highest
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capacities. In both cases, the lines identified as the most important ones differ significantly from the
ranking based solely on a topological measure such as the betweenness index shown in Figure 1.
An application of the proposed importance measures for selecting lines for strengthening or capacity
increase demonstrated their suitability for defining network improvement strategies.

The overall reliability is affected by the spatial dependence of the hazard process. Our study shows that
an increasing spatial dependence, as expressed by the correlation length, leads on average to smaller
system failure events (if the mean failure rate in the lines is fixed). This result appears counterintuitive
because in reality larger spatial dependence is often associated with overall larger failure rates, which
however are kept constant for all correlation lengths in our study. In contrast to the network reliability,
none of the component importance rankings is noticeably affected by the dependence structure. This
seems to indicate that component importance analysis can be performed without considering the spatial
dependence explicitly. However, in the analysis of a real system, the change in the mean failure rate
with spatial location must be included, hence a detailed analysis of the hazard is nevertheless necessary.
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7 LIST OF FIGURES

Figure 1: Plots of the IEEE 39 bus system with geo referenced nodes. Left: line thicknesses indicate the
reactance values of the lines; right: thicknesses indicate the line capacities, which are proportional to the
number of shortest paths passing through the TINES. ..o 9
Figure 2: Spatial random field realizations of component failure probabilities for selected values of the
correlation length, together with the projected IEEE 39 bus system; scale unitis Km..............ccc.c..... 10
Figure 3: Finally versus initially failed lines for the case of independence (left) and full dependence
(right); based on 10,000 samples with & = 1.5; grey circles indicate the frequency of the data points in
T8 SAMPIE SPACE. ...ttt bbb bbbttt r e n e 11
Figure 4: Network performance as function of the correlation length with varying a value. Left: mean
overall graph efficiency E[Enorm]; right: standard deviation of overall graph efficiency; based on
10,000 samples per correlation length value and a value combinations...........c.ccccoeveveiecieene s cceennn, 12
Figure 5: Cl weighted graph at a correlation length of 100 km. Left: CI(i) with respect to initial failures;
right: CI(c) with respect to cascading failures; with @ = 1.5 and tE = 0.9; based on 10,000 samples.

Figure 6: ES importance weighted graph at a correlation length of 100 km. Left: ES(i) with respect to

initial failures; right: ES(c) with respect to cascading failures; with « = 1.5; based on 10,000 samples.

Figure 7: Cl as function of correlation length. Left: CI(i) with respect to initial failures; right: CI(c) with
respect to cascading failures; with @« = 1.5 and tE = 0.9 each and based on 10,000 samples per
COITElAtion [ENGEN VAIUE. .......eciiiecee e sttt st e b beste e e e 14
Figure 8: ES as function of correlation length. Left: ES(i) with respect to initial failures; right:
ES(c) with respect to cascading failures; with « = 1.5 each and based on 10,000 samples per correlation
TENGEN VAIUB. ...ttt bbbttt bbb n e 14
Figure 9: Mean efficiency in function of correlation length for different network improvement strategies.
Left: line strengthening (decreasing the initial failure probability during the hazard event) of five

selected lines; right: increasing line capacity (increasing the tolerance parameter «) of five selected lines.
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