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Abstract

Purpose – Humanitarian logistics is an essential element of disaster management and it presents
many challenges due to the unique disaster relief environment. The paper describes the main features
and challenges of humanitarian logistics and the potential role of technology. Radio frequency
identification (RFID) technology has been increasingly considered to improve the efficiency of supply
chain management. Security is an important requirement for disaster management. The purpose of
this paper is to propose and describe the application of secure RFID technology to improve the
management and security of relief supply chains.
Design/methodology/approach – The paper describes the challenges of disaster of supply chains
and how secure RFID can address them in the overall framework of disaster management.
Findings – The paper describes the efficiency of the crypotgraphic algorithm used in the design of the
secure RFID, the system architecture and the deployment workflow.
Practical implications – The establishment of a logistics tracking framework based on secure RFID
has the potential to greatly increase the effectiveness of future emergency crises response operations.
Originality/value – The originality of the paper is to present the application of secure RFID to the
context of disaster management, where the security of supply chains is often not addressed.

Keywords Radio frequency identification, Disaster management, Supply chain management,
Distribution management, Emergency response, Natural disasters, Security

Paper type Technical paper

1. Introduction
The management of the supply chain in disaster relief operations is considered an
essential element in the resolution of a crisis since the Tsunami in South East Asia
(December 26, 2004) and the Katrina Hurricane (August 2005). The scale of these
disasters is huge both in geographical size and in severity. The Katrina Hurricane
affected 92,000 square miles of land katsize and hundreds of thousands of people were
displaced from their homes.

The enormous scale of these disasters has highlighted the need for improving the
management of relief supply chains through new organizational procedures or
technologies. Supply chains used in disaster management are usually called disaster
supply chains or relief chains. Both definitions will be used in this paper. The
management of logistics in disaster relief operations is also called humanitarian
logistics and it may be quite different from business logistics in many aspects
including the operational requirements, the resources and the user needs. Unique and
secure identification of items shipped to disaster areas is crucial to guarantee that first
responders receive the proper type and quantity of supplies. There have been many
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cases (as in the disaster of the Indian Ocean Tsunami), where boxes of goods were
uncoordinated and unmarked (Richardson, 2006). Therefore they were lost, stolen or
damaged and they could not be used to bring relief to the victims of the crisis.
A nonprofit agency have indicated, in a recent report (Fritz Institute, 2005), that most of
the organizations involved in the 2004 Tsunami disaster were lacking in supply chain
expertise and technology. The supply chain used in the resolution of emergency crises
must have capabilities of agility and flexibility to respond to the challenges, which are
typical of these crisis scenarios.

Emergency crises are often characterized by a chaotic environment and by a general
lack of infrastructures, which are usually degraded or destroyed because of the
severity of disaster. These conditions may delay or impede the supply chain and the
delivery of correct equipment and goods to the right places and at the right time.
Kovacs and Spens (2007) presents an excellent overview of the specific characteristics
of humanitarian logistics in disaster relief operations and the related challenges.
Information and communication technologies have an important role in relief chains.
Radio-frequency identification (RFID) technology has been increasingly considered as
a powerful enabler to improve tracking and tracing in supply chain management. RFID
is a device applied to a person or goods for identification and tracking purposes
through radio waves. RFID could be used to create a virtual infrastructure, which can
be used to track cargo and goods and their delivery. The strategic importance of RFID
in supply chain management is described in Tajima (2007), which investigates the
potential of RFID to sustain a competitive advantage for supply chain managers in the
commercial domain. Even if the paper is not focussed on the application of RFID for
emergency crisis supply chains, the benefits for tracking and supply chain efficiency
are clearly identified. The major benefits of RFID in supply chain management are also
presented in Jungbae Roh et al. (2009). Theft reduction is considered the main expected
benefit as it translates to cost savings in the commercial domain, while it will be even
more important in crisis situation where replacements for stolen goods, may not be
readily available. Criminals may take advantage of the chaotic situations to steal relief
goods or items from ruined homes or buildings as in the case of Katrina disaster
(US House of Representatives, 2006).

Consequently, all the components of the supply chain should be made secure:
RFID devices must not be tampered with and they should be resistant to security
attacks (e.g. spoofing, eavesdropping and cloning) to ensure that the supply chain is
not disrupted by criminals and that cargo and goods are not stolen. In this context, this
paper will present the application and benefits of the recent technological
breakthroughs in the field of secure RFID. Secure RFID can prevent the tampering
or replacement of the shipment through cloning of the RFID. A preliminary
investigation on the application of secure RFID for disaster management has also been
presented in Baldini et al. (2009).

The paper has the following structure: Section 2 describes the features of natural
disasters and emergency crises and the main phases (mitigation, preparedness,
response, recovery). The specific issues and challenges of humanitarian logistics and
relief supply chains are described in Section 3. Section 4 describes the role of RFID
in supply chain management. Section 5 provides a description of authentication
mechanisms for secure RFID tags. Section 6 shows the overall system architecture. The
section also describes how the proposed solution addresses the issues and challenges
described in Section 3. Finally Section 7 provides the conclusions and future
developments.
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2. Disaster management
There are many definitions of natural disaster; if we consider the following definition
(Bankoff et al., 2003): “a natural disaster is the effect of a natural hazard (e.g. flood,
tornado, volcano eruption, earthquake, or landslide) that affects the environment, and
leads to financial, environmental and/or human losses. The resulting loss depends on
the capacity of the population to support or resist the disaster, and their resilience,”
t appears clear that what is relevant is the effect of the disaster on the human lives,
assets and activities in the affected area.

Natural disasters and emergency crises can have different types of classification
based on their features. One main classification is natural and man-made disasters.
Natural disasters are the consequences of natural hazards like earthquakes, flooding,
avalanche or Tsunami while man-made disasters are caused by human actions
(e.g. terrorist attack) or human oversight.

Other taxonomies are based on the predictability of the event. For example, the
flooding of a river can be predicted on the basis of the weather conditions. Another
classification is based on the severity of the event. An avalanche can affect only a
limited geographical area or population while an earthquake can impact a large part of
a nation. A pandemic flu can even affect the population across entire continents.
Natural disasters can also generate cascade effects. For example, natural disasters can
trigger multiple and simultaneous chemical accidents with off-site consequences, can
destroy or degrade existing critical infrastructures like electrical power distribution
lines leading to blackouts or they can breach dams leading to mudslides and
inundations.

Table I provides an overview of the most typical disasters or emergency crises and
their features from a qualitative point of view.

Even if natural disasters or emergency crises may have different features, the effects
are similar and quite devastating.

A common factor for all these events, is that they create unexpected and
extraordinary conditions for the relief actors participating in the resolution of the event.
They have to make urgent decisions on the basis of incomplete information and
resources, which may remain unavailable for the duration of the crisis (Rosenthal
et al., 1989).

Type of disaster
Natural/
man made Predictability

Potential
impact

Geographical
extension

Earthquake Natural Low High Large (national)
Tsunami Natural Low High Large (multi-national)
Storm/hurricane Natural Medium Medium/high Large (national)
Vulcanic eruption Natural Medium High Large
Pandemic disease Both Low High Large (global)
Terrorist attack Man made Medium Medium Local
Transportation incident Man made Low Medium Local
Armed conflict Man made Medium High Large (multi-national)
Landslide Natural Medium Low Local
Avalanche Natural Medium Low Local
Chemical plant incident Man made Low Medium Medium
Nuclear incident Man made Low High Large (multi-national)

Table I.
Features of natural

disasters and
emergency crisis
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2.1 Phases of an emergency crisis
Disaster management is usually composed by four different phases (see Figure 1) as
described in Miller et al. (2006):

(1) Mitigation, which includes the activities needed to prevent the natural disaster,
reduce its impact and minimize ensuing losses and damages. For example, the
geometry of an hillside may be artificially modified to reduce the risk of
avalanches or snow fences are placed in the most critical areas.

(2) Preparedness, which has the objective to prepare the resources or facilities for
a response. This include the identification of threats, determine the capabilities
of organizations if a disaster strikes, define scenarios for training purposes,
identification of main partners like suppliers, identification of critical assets
and so on.

(3) Response, which includes those immediate actions taken to deal with a disaster
or an emergency. Response activities should have the purpose of mobilizing
emergency responders, resources and services for the affected region. In this
phases, the coordination among the relief actors is an essential activity.

(4) Recovery, whose objective is to try to restore the disaster area to the state
before the crisis. Recovery is a stabilization phase, which may be conducted for
the long term.

Each phase has a set of specific activities: coordination, media communication,
healthcare, rebuilding and repairing degraded or destroyed assets.

In this paper we focus on the difficult task of supporting an effective and timely
delivery of goods where they are needed from the actual event onwards; i.e. we focus on
humanitarian logistics and relief supply chains.

3. Humanitarian logistics
It has been proven, over and over again, that in the immediate aftermath of a disaster,
as soon as the world community has taken note of the disaster, the logistic of the
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Figure 1.
Phases of disaster
management
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deployment of people and goods is the key factor to save lives and to mitigate the
impact of the crisis. As pointed out in Trunick (2005), logistics efforts account for
80 percent of the overall disaster effort.

A large variety of materials like medicines, food, shelters must be brought to
disaster area and the affected people in the shortest possible time.

The role of the logistics and the supply chain has also been highlighted by
recent events. In the immediate aftermath of the 2004 Asian Tsunami, relief goods
flooded airports and warehouses in the affected regions, aid agencies struggled to
sort through, store and distribute the piles of supplies while disposing of those that
were inappropriate. In Sri Lanka, the airports were overloaded by the large number
of humanitarian cargo flights. At the distribution level, relief agencies struggled to
identify warehouses to store excess inventory. Many participants to the relief
efforts to the Tsunami disaster, claimed (The Economist Intelligence Unit, 2005) that,
logistics and efficient supply chain was more important than a large quantity of
goods. Supply chain management for business applications had a long evolution
and many companies have well established supply chains around the world but
the strategic goal of commercial supply chains and disaster supply chains are
different (Cassidy, 2003). Where commercial supply chains are focussed on quality and
profitability, humanitarian supply chains must be focussed on minimizing loss of life
and suffering.

Supply chain management may be present in all the last four phases of disaster
management described above for different reasons and with different roles. In
the prevention and the preparedness phase, supply chains are used to stockpile
and maintain disaster supplies and equipment, which may be used in disaster
management. In these phases, the management of the supply chain is relatively easy as
the location of the stockpiling facilities and inventories is well known and the transfer
of the materials is planned in advance. In the response phase, supply chains are an
essential element in the resolution of the crisis. Depending on the features of the crisis
described in Table I, supply chain management can become extremely complex as
there are many different players, large quantity of materials to be distributed and
degraded infrastructures. Furthermore, there are severe time constraints as people
may die if goods (e.g. medicines, food) are not distributed in time. In the recovery phase,
relief chains are used to provide support to the rebuilding of destroyed property and
the repair of critical infrastructures. This paper will focus on supply chain
management in the response phase, without forgetting that to be effective in such
phase, some preparation is required.

Kovacs and Spens (2007) presents an excellent overview of the specific characteristics
of humanitarian logistics in disaster relief operations. The paper presents a framework,
which identifies the actors, phases and logistical processes. The identified actors, which
participate to the humanitarian aid supply network are: donors, logistics providers, aid
agencies, military, governments and other NGOs. As the paper correctly point out, a
significant difference with commercial supply chains is that suppliers have different
motivations for participating and customers are not generating a voluntary demand. In
relief chains, demand is assessed by the involved government agencies and aid agencies
longwood. This is one of the challenges in relief chains.

Figure 2 describes the main participants, which are usually involved in the resolution
of a large natural disaster and the related activities: procurement, transportation, local
warehousing and local distribution. Military is also usually involved in large natural
disasters in most of the activities.
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Note that some of these actors have different geographical coverage: some agencies are
global actors, but there are also regional, national and local aid agencies. Each agency
has its own structure and processes. Coordination is one of the major challenges in
humanitarian logistics. The next paragraph identifies the main challenges.

3.1 Challenges for disaster supply chain management
As described, the management of disaster supply chains is a challenging task. We can
identify the following main challenges:

(1) Size of the relief chain: in large natural disasters, the amount of goods to be
moved and transported could be enormous as a wide geographical area and a
large population could be affected by the crisis. Typically, thousands of tons of
material must be transported and distributed. Transportation centers (like
ports, highways or airports) must sustain a flow of goods, which is much
higher than their usual capacity (Balcik et al., 2010). Overloaded transportation
centers may not only delay the distribution of goods but they may also increase
the risk of material, which is lost or sent to the wrong destination. Another
reason for the overload in the transportation centers is the provision by donors
of unsolicited supplies, which are not necessary for the specific type of disaster.
For example, expired food or clothes, which are not adapt to the climate of the
area where the disaster occurred (Cassidy, 2003; Murray, 2005).

Even if the supplied goods are correct, they may be provided in forms, which
are not easy to identify and manage as described in Murray (2005) due to a
number of reasons including the lack of common standards. This is one of the
challenges addressed by the present paper through the introduction of
technological solutions to identify and trace the relief goods.

(2) Coordination: there are many different partners participating to the resolution
of a crisis. Each of the partners has its own set of capabilities and supply
chains. Coordination and interoperability at organizational and procedural

Procurement

Global and local
government suppliers

Shipping and
Freight managers

Distribution centers First time responders

Hospitals

Medical teams

Relief agencies
Local public

safety agencies

Private and public
transportation

services (airports,
ports, railways,

roads)

NGOs, charity,
private organizations

Warehouses

Transportation
Local

warehousing
Local

distribution

Figure 2.
Participants to the
disaster supply chain
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level among the partners is necessary to achieve an overall improvement in
the efficiency of supply chain management. Balcik et al. (2010) describes the
importance of coordination in the supply chain during disaster relief
operations. The paper identifies and describes the main challenges to achieve a
successful coordination in the main phases of the relief chains including
procurement, warehousing, transportation and distribution. Traditional
coordination mechanism implemented in commercial supply chains may not
be feasible or practical for disaster relief operations because of the different
environments and operational requirements. The most significant issues
identified in the paper are the number and diversity of the actors involved in
the disaster, the unpredictability of the events (i.e. natural disaster) and the
costs associated to the coordination itself (Stephenson, 2005). Xu and Beamon
(2006) identifies three types of cost: coordination cost, opportunistic risk cost
and operational risk cost. Another important aspect is the need to create trust
among the many organizations presents in the disaster response situation. As
described by Tatham and Kovacs (2009), the response phase to a disaster
brings together organizations with their pre-fixed aims and policies, different
levels of security (e.g. military, NGOs) and training.

(3) Degradation of critical infrastructure: essential critical infrastructures like
transportation, energy and communications may be degraded or destroyed.
This aspect is described in Kovacs and Spens (2009). The degradation of
the transportation infrastructure has a negative impact on the delivery of the
needed goods. In natural disaster, the “last mile” is usually the problem.
The degradation of communications infrastructure has a negative impact on
the level of coordination and cooperation among the partners participating
to the resolution of the crisis. We should also consider the dependencies among
critical infrastructures: transportation and telecommunications infrastructure
are mostly dependent on the energy infrastructure. Note that the degradation
of the infrastructure may also due to an overload of its capacity. In the case
of the “London bombing,” the communication infrastructure (GSM/UMTS)
was inoperable for first time responders because of panic conditions by
the population.

(4) Timing: time constraints are very severe. Perishable items like food or
medicines must be distributed in time otherwise they are not useful and may
increase the risk of casualties and epidemics (Murray, 2005).

(5) Security: criminals like thieves and looters may take advantage of the chaotic
environment to steal goods or to disrupt the supply chain to their advantage
(Cassidy, 2003; Constable, 2008). In a natural disaster, the goods (medicines,
food) brought by aid agencies and relief organizations are even more valuable
because of their scarcity. In all disaster situations, there is the potential for loss
through theft at all levels of the supply chain, and control systems must be
established and supervised at all storage, hand-over and distribution points to
minimize this risk. Even more dangerous of simple thieving is tampering: the
use of unreliable medicines or rotten food can further endanger the life of
the survivors, therefore it is crucial to be able to keep track of the origin of the
goods along each step of their delivery. Security of the relief chains is an
important requirement in humanitarian logistics.
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(6) Demand: as indicated in the previous paragraphs, relief chains represent the
links between the supply and the demand. In this type of events, the demand
cannot be easily predicted and it is continuously fluctuating based on the
incoming reports from the field (Beamon and Benita, 2004).

The secure tracking solution presented in this paper primarily addresses the challenge
of ensuring the security of the relief chain to prevent loss/mismanagement of goods
through theft and tampering. It also provides the benefits to increase the trust among
the organizations involved in the disaster response, improves the efficiency of the
supply chain and support the management of large volume of relief goods.

4. RFID in disaster supply chain management
4.1 Role of technology in disaster supply chain management
Technology can be essential in improving disaster supply chain management and in
providing more capabilities to the partners involved in the resolution of the crisis. Long
(1997) highlights the importance of importance of information technology to improve
the resolution of a disaster. A number of technologies have been presented in literature
for disaster management. They include decision support systems, fast deployable
communications, sensor networks, remote sensing and tools to support warehousing
and supply chain management.

One of the basic ingredients of supply chain management is information. Supply
chain managers need to know what is the demand of the goods, where they are located
at any time, when and where they will be shipped and so on. These tasks are
already complex in a generic commercial supply chain, but in disaster supply chain
management they become even more difficult because of the challenges described in
Section 3.1.

An essential element is the proper identification of the goods and the distribution of
this information to all the involved partners. In natural disasters, goods may come
from any types of sources, because aid agencies are sometimes not equipped to tag the
material in the proper way. Autier et al. (1990) discusses the case of drug supplies,
after the 1988 Armenian earthquake, when at least 5,000 tons of drugs were sent by
international relief operations but only one-third was usable because it is was properly
identified, relevant for the emergency situation and distributed in time. One-fifth of the
supplies had to be destroyed at the end of 1989.

Security is one important requirement for the technologies used in disaster
management. Sensitive data may be distributed among the coordinators of the relief
operations. As described in Section 3.1, criminal entities may take advantage of the
chaotic conditions to steal or redirect goods to the wrong destination. The information
present in the supply chain management systems must be secured and protected so
that it cannot be used for criminal purposes. Technology can improve the secure access
and distribution of information in a number of ways.

One technology, which has recently gained wide acceptance in supply chain
management is RFID. There is already an extensive literature on the use of RFID in
commercial supply chains. Sarac et al. (2010) provides a recent overview of the
application of RFID in commercial supply chains. There is a very limited number of
papers, which propose the application of RFID technology for relief chains or support
to disaster management. A recent paper is Yang et al. (2010), which describes the
design of an hybrid RFID sensor network architecture for humanitarian logistics
center management. The presented design provides important features for
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humanitarian logistics including improved resilience, fast deployment and low power
consumption but the paper does not address security issues.

4.2 Secure RFID in disaster supply chains
Tags, a reader/writer and a host system compose a typical RFID system. An RFID tag
is usually of very small size and low-cost device, so that it can be easily implanted on a
physical object like a product, a box or even an animal or a person. An RFID tag is
composed by tiny electronic circuits able to store and process a limited amount of data
(from several bits to several kilobytes) and by a miniature antenna for short-range
wireless communication.

RFID tags are classified as passive or active. Passive tags work by taking the
energy received from the reader through the tags antenna and using that energy to
transmit stored data back to the reader. Passive tags are less expensive than active
tags, which include their own power supply, usually a battery, to transmit information
directly to a reader. The battery can also be used to power or improve the interaction
with other devices. For example, a company shipping perishable goods may want to
use active tags that integrate with thermometers to ensure the goods are kept at an
acceptable temperature.

Figure 3 provides a simplified schema of the use of RFID in supply chain. Portable
readers or fixed readers are connected to the control center, respectively, through
wireless or fixed communications.

RFID provide better data security in comparison to traditional barcode technology
and it can be a powerful enabler to improve the operational efficiency of supply chain
management (Tajima, 2007; Lin, 2009).

The application of secure RFID to the disaster supply chain is presented in the
following sections.

Asset with tag

Tag

Fixed reader

Firmware

Fixed
communications

Control center

Wireless
communications

Supply chain
application

Antenna

Portable reader

Firmware

Supply chain
application

Figure 3.
RFID in the supply chain
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4.3 RFID in track and trace
The purpose of this section is to investigate the current RFID approach to obtain a
secure identification of objects.

Track and trace systems using RFID allow to track the movement of tagged items
from the suppliers to the emergency crisis through distribution. Each item is equipped
with an RFID tag that can be read out automatically without any line-of-sight at every
point within the supply chain. The read data provides detailed information on the
corresponding item and it will then be sent via the internet to the central tracking server
which stores the complete history of the RFID tag and checks its plausibility. Providing
this electronic pedigree of each transport unit the barrier to disrupt the supply chain can
be increased. Figure 4 shows the tracking system. For instance, the Electronic Product
Code (¼EPC) infrastructure by EPCglobal (2003) enables the exchange of RFID data via
the internet and it is currently the most promising approach for a track and trace
solution, even if there are issues, which are discussed in the next paragraph.

At first glance such a track and trace only system seems to be a good approach, but
there are some major drawbacks of this system, which will be described in the
following paragraph.

4.4 Lack of completeness in track and trace only solutions
A major precondition that a solution, which is only based on track and trace
techniques, works reliably is that each party involved in the distribution process must
take part the track and trace system. On the one hand all participants of the supply
chain must be compliant with the chosen track and trace standard at the same time to
provide a consistent tracking profile. It requires cooperation between all partners
within the multi-party supply chain. On the other hand in emergency crises the RFID
infrastructure can be degraded or even destroyed as consequence of the crisis itself.
Hence, the item cannot be tracked along the complete supply chain in order to securely
identify the object.

4.5 Crime
A major drawback is criminal activity. Since ordinary RFID tags used for track and
trace solutions are simple tags, which only store an identification number in plain text
the tags themselves are susceptible to faking attacks. It is a misbelief that tags, which
carry a unique identifier written during the manufacturing process can be used as

Tracking server

Supplier Distributor
Emergency

crisis
Figure 4.
Tracking system
with RFID
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security feature for unique identification. Usually RFID systems use standardized
radio frequency communication protocols, which are public domain. In addition all
necessary information on the functionality of RFID is also available on the internet or
in the literature, e.g. the RFID Handbook (Finkenzeller, 2003), as well as development
tools. Cloning an original tag works as follows. First we need a reader device that
supports the tag’s communication standard. Then the reader sends a request for the
tag’s identification number upon which the tag responds with its number in plain text.
Afterwards this identification number will be stored to a new tag supporting this
standard. Some manufacturers offer tags, which can be personalized by the customer.
Using these tags it is rather simple to store the identification numbers of the original
tags to these new tags. The following scenario is possible: a criminal party, duplicates
tags as described and attaches them to goods. The shipping unit carrying the original
RFID may be removed from the supply chain and sold using an illegal distribution
channel. The goods carrying the cloned tags move within the supply chain without
producing any inconsistence in the tracking history. In the worst case terrorists could
replace drugs or food by worthless or even harmful units to sabotage disaster relief.

5. Cryptographic authentication
The above mentioned problems show that track and trace only solution may not be
sufficient for a secure identification of items. To obtain an appropriate security level
that ensures authentication on item level, the RFID tags themselves must implement
authentication mechanisms (Staake et al., 2005). This authentication mechanism must
withstand the cloning attack as described in the previous section. The approach is the
commonly used challenge-response-protocol. The RFID tag contains its identification
number, a secret key and a cryptographic unit. The reader transmits a randomly
selected number, the so-called challenge and the tag calculates the corresponding
response with the cryptographic algorithm using the secret key and the challenge.
Afterwards the tag sends this response back to the reader. Finally the reader, and
consequently the back end system, checks whether the response is correct or not. The
crucial point in this protocol is the fact, that the secret key itself will never be
transmitted over the radio channel and the correct response can only be generated with
the aid of the secret key. Guessing the correct secret key or analyzing several pairs
consisting of challenge and response to retrieve the secret key is computationally
infeasible.

5.1 Public key authentication
Most RFID systems as the recently broken Mifare tag uses authentication mechanisms
based on symmetric cryptography. It that case the tag and the reader share a common
key to run the authentication protocol – the tag uses this secret key for response
generation and the reader for the verification. But this approach has some drawbacks
in decentralized environments concerning the key management. Either the readers
must store the secret keys of the RFID tags belonging to the application domain or an
online connection from the reader to a server must be established since the secret keys
of the RFID tags are stored in a secure and reliable back end system.

A different approach can be based on public-key cryptography. In this case the
response generation will still be performed using a secret key, the so-called private key
privid, but the response verification on the reader side can be performed without any
secret key only with a public key pubid, which need not be protected against misuse. In
order to avoid that each reader has to store the individual public keys pubid of all tags
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belonging to the application, a certification authority (CA) issues a certificate certid for
every public key pubid and only the CA knows the secret signature key (¼PrivSigKey)
necessary for the generation of the certificate. The corresponding public signature key
(¼PubSigKey) for verifying the certificates must be downloaded exactly one time to
each reader within the system.

First the tag transmits its certificate certid containing its public key pubid. Then the
reader verifies the authenticity of the sent public key pubid with the public signature
key. Afterwards a challenge-response-protocol will be initialized. The reader generates
a challenge C, transmits C to the tag upon which the tag computes the corresponding
response R with its private key privid using the public key operation. The tag sends
R back to the reader and finally the reader checks the response with the tag’s public
key pubid using the verification algorithm.

The major benefit of this approach is that no secret key is needed for the
authentication on the reader side, neither in the back end nor in the reader itself which
saves expenses. Furthermore the authentication process can be performed without any
online connection which simplifies the system.

5.2 Related work in RFID security
One major drawback of public key approach is the higher complexity in comparison to
the symmetric key approach, which means a higher implementation effort in chip size
and finally a lower performance and higher power consumption. Besides these evident
disadvantages of the realization of public key cryptography on smart but low-cost
devices as RFID tags the interest of the cryptographic research community has been
concentrated to investigate the requirements of public key operations under which it is
possible to implement them on RFID tags. Many publications have appeared on this
interesting topic. We now give a brief summary of the most important ones.

Gaubatz et al. (2004) showed that the well-known RSA public key scheme is not a
feasible approach while the NTRU crypto system (NTRU, 2008) can be implemented
with o3,000 gate equivalents[1]. But NTRU has some weaknesses and it is still
under investigation by the crypto community. Recent publications investigated
the applicability of public key cryptography on RFID tags and the authors proposed
approaches toward a low-cost RFID tag based on elliptic curve cryptography (¼ECC).
Wolkerstorfer (2005) implemented a compact ECC engine that meets the constraints
imposed by the EPC standard. He used a signature-based protocol. Batina et al. (2006)
gave a further area optimization using a protocol based on zero knowledge. A
milestone toward a first implementation of ECC on RFID tags was published in Braun
et al. (2008) and Bock et al. (2008)). The authors presented product like prototype of
an ISO 15693 RFID tag realizing a challenge response protocol based on ECC. In
the following subsection we give a short description of the protocol including the
cryptographic primitives. Zhang et al. (2008) describes a secure RFID-based track and
trace solution in supply chains, by leveraging on the EPCglobal standard. The
proposed solution is valid for commercial supply chains but not for supply disaster
chains like the one described in this paper, where the supply chain flow is much more
decentralized. To our knowledge, this is a first time that a secure RFID is proposed for
disaster supply chain management.

5.3 ECC and the protocol
Our RFID tags use elliptic curves over binary finite fields GF(2n). An elliptic curve E is
a set of points P¼ (xP , yP) satisfying the Weierstraß equation y2þ xy¼ x3þ ax2þ b
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where a, bAGF(2n). On an elliptic curve E we can define an addition
R¼ (xR, yR)¼PþQ of elliptic curve points P¼ (xP, yP) and Q¼ (xQ, yQ) by the
following formulae for the case of PaQ and the case of P¼Q :

P 6¼ Q

xR ¼ l2 þ lþ xP þ xQ þ a

yR ¼ lðxP þ xRÞ þ xR þ yP

l ¼ yP þ yQ
xP þ xQ

P 6¼ Q

xR ¼ l2 þ lþ a

yR ¼ x2
P þ ðlþ 1ÞxR

l ¼ xP þ
yP

xP

The structure determined by the set of points and this addition operation allows public
key operation which is the scalar multiplication s�P of a scalar value s in binary
representation s¼ (sl,y, s1)2 with a point P¼ (xP , yP) on the curve E. An in deep
introduction to this field of cryptography may be found in Hankerson et al. (2004).
The so-called elliptic curve point multiplication is the basis for our protocol. We
implemented Montgomery’s method for scalar multiplication (Bock et al., 2008;
Hankerson et al., 2004). This method has special characteristics preventing so-called
side channel attacks and it is well suited for hardware efficient implementations since
expensive inversions of finite fields elements can be avoided as projective coordinates
of the x-coordinates are used (Hankerson et al., 2004).

The applied authentication protocol is based on a challenge-response-protocol,
where the security is based on the Elliptic-Curve-Diffie-Hellman problem.

Now let P denote the base point on the elliptic curve E with order q. For each RFID
tag an individual private key privid is given, which is a random number d with
0odoq. The corresponding public key pubid is then the point Q given by the scalar
multiplication of d and the base point P :

Q :¼ d�P

As already pointed out in the previous section the RFID reader generates a
challenge C. This will be done by choosing a random scalar k and multiplying it
with P :

C :¼ k�P

The corresponding response R is then calculated by the tag using its private
key d:

R :¼ d�C
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The reader itself calculates V :¼ k�Q and compares R¼V. The verification works
since the following chain of equations holds:

R ¼ d�C ¼ d�ðk�PÞ ¼ ðdkÞ�P ¼ k�ðd�PÞ ¼ k�Q ¼ V

The complete authentication protocol is depicted in Figure 5.

6. System architecture
In this section we propose a system architecture for managing secure supply chains
suitable for distribution of relief items from suppliers to disaster areas. Figure 6 gives a
brief overview of the architecture.

In the first step of the supply chain there are blank RFID tags (i.e. these tags are not
personalized and do not hold cryptographic key material) and relief items, which are
not labeled with RFID tags. In this early stage the security mechanisms are not
activated. The activation has to be done in a trustworthy environment as explained in
the following. The trustworthy environment may be installed at the supplier of relief
items or at a logistic center of the humanitarian organization. It is also possible to
distribute the trustworthy environment to different locations where at one location the
tags are personalized and at another location the RFID tags are mounted to the relief
items. Delivering personalized RFID from the personalization site to the mounting site
requires a secure channel for delivery.

The most important part of the trustworthy environment is the CA. In general the
CA is a server system, which stores the private signature key PrivSigKey, which has to
be kept secret by the CA because this key is the cryptographic security anchor of the
whole system. The associated public signature key PubSigKey may be publicly known
and part of the CA certificate. The CA certificate has to be installed on all readers in the
distribution chain. It is also possible to install certificates of different CAs on reader
devices. But it is important to note that only trusted certificates are allowed to be
installed on the readers.

Figure 7 describes the deployment workflow of the proposed solution among the
participants of the disaster supply chain.

Additionally the CA generates the key pairs to be stored on the RFID tags. The key
pairs may be individual for each RFID tag or alternatively for a bunch of tags. The tag
private key privid is only stored on the RFID tag and is discarded by the CA after

Reader
stores public signature
key to verify the
tag’s certificate

RFID tag
stores private key d
and certificate certid
containing the public key Q

verify certificate
pick random k
compute C := k × P 

compute R := d × P

C

cer tid

R
compute V := k × Q
if V = R accept
else reject 

Figure 5.
The authentication
protocol
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writing it on the RFID tag. There is even no possibility to read the private key from the
RFID tag. The corresponding tag public key pubid is embedded in the certificate certid
and signed with the PrivSigKey which only known to the CA. This certificate is also
stored on the RFID and may be publicity known. There is no possibility to alter the
certificate by another party then the CA because the certificate cannot be signed
without knowing the PrivSigKey. After storing the private key privid and the certificate
certid the RFID will be locked to prevent further personalization.

The personalized RFID tags are attached to the relief items and delivered to the
disaster area using the distribution infrastructure. In this distribution network it is
possible to read the RFID tag at all times and if the CA certificate is available to the
reader it is also possible to verify the authenticity of the items using the authentication
protocol depicted in Figure 5. At the disaster area the emergency responders may use
handheld devices equipped with RFID readers to read the attached RFID tags
and verify their authenticity. On the whole way from the supplier to the disaster area

Blank RFID tags Relief items

Certification authority (CA)

PrivSigKey
PubSigKey

privid
certid

Trustworthy environment

Publicly known CA certificate
containing PubSigKey

RFID supported
distribution of items

Emergency
responders

Disaster area Figure 6.
Proposed system

architecture for
distribution of RFID to

relief items
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there is no need to have an online connection to a backend system. So it is possible
to verify the authenticity of relief items in an environment with highly degenerated
infrastructure.

The proposed solution can be used to augment existing supply chains and it has
a minimal impact on the organization structure and procedures of the relief
organizations. The personalized RFID tags and secure readers can be distributed to
the relief personnel in the planning phase. Certificates can also be distributed in the
planning phase using Internet or existing communication links. The CA can be
managed by a public safety or international government organization, which has
already links with the major participants of the disaster supply chain. The proposed
solution can be deployed through a gradual approach: in a first phase only the most
critical goods like medicines are tracked through the secure RFID tags, in the second
phase the solution is extended to all types of goods.

The proposed solution addresses most of the challenges described in Section 3.1:

. Size of the relief chain: RFID can be used to improve the tracking and tracing of
goods from the supplier to the local distribution. This is benefit provided by the
RFID technology itself and not specifically by the security framework.

. Coordination: the proposed solution does not directly support the coordination
among the participants of the disaster supply chain; in fact it actually requires
an additional activity for the setup of the security framework. The benefit of
the proposed solution is to increase the level of trust among the participants
in the management of the disaster supply chain as relief goods provided by one
partner (e.g. donors, suppliers) can be trusted by the partners responsible for the
distribution (e.g. local relief agencies, first time responders).

Disaster supply chain

Personalization and mounting
of RFID tags on goods

Global and local
government suppliers

NGOs, charity,
private organizations

Private and public
transportation

services (airports,
ports, railways,

roads)

Warehouses

Certification authority

Distribution of certificates to readers

Local public
safety agencies

Hospitals

Medical teams

Relief agencies

Shipping and
Freight managers

Distribution centers First time responders

Checks of RFID tags
through fixed readers

Checks of RFID tags
through fixed readers

Checks of RFID tags
through portable readers

Figure 7.
Deployment workflow
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. Security: the proposed solution address directly the security aspects of the relief
chains by ensuring a secure tracking and tracing of the relief good.

To the authors’ knowledge, this is the first paper, which contributes to the definition of
secure disaster supply chains by applying secure RFID technology.

7. Conclusion and future developments
Emergency crises presents big challenges for disaster relief teams especially on the
management of the supply chain. An important function is secure tracking and
tracing of the relief goods, which is an essential part of disaster supply chain
management. Security is an important requirement, as emergency crises are often
chaotic environments with degraded and overloaded infrastructure where criminals
can exploit the situation to steal or redirect relief goods. These facts combined with a
highly decentralized organization require flexible, reliable and secure supply chains.
The passive RFID tag, presented in this paper, is a robust and cost effective solution for
this application domain. It is based on leading edge public-key cryptography and offers
security mechanisms, which do not need an intact communication infrastructure. We
discussed the technical facts and presented the prototypic implementation of our new
cryptographic RFID tag.

The next step would be to investigate the integration of the proposed solution with
relief agencies and their information technology infrastructures to assess the impact
both from an organizational and technological point of view.

Note

1. The complexity of an RFID chip can be described by the number of transistors or the so-
called gate equivalent, which is about a fourth of the number of transistors. The number of
gate equivalents scales the cost of an RFID tag, i.e. 1,000 gates cost approximately 1 cent
Wei:03.
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