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Abstract—This paper focuses on the effects of packet loss determines the time delay, its variation, and packet loss
in passive bilateral telepresence systems with force feedback. from the network point of view. The effective end-to-end
The substantial impact of packet loss and subsequently applied delay and the packet loss seen by the telepresence system
packet processing algorithms on the energy balance and det ined by th ket . lqorith Packet
thereby stability and performance of passive telepresence are egrmme _y € packet processing algorithms. Facke
systems is studied. As an example for a class of non-energy Processing in this context stands for the treatment of early,
preserving packet processing algorithms, the Hold Last Sample late, and lost packets.

(HLS) strategy, is shown to generate energy. A sufficient con-  |n [2] the passivity concept with resulting stabilizing
dition for the non-passivity of HLS is derived and passifying  control methods using the scattering transformation is pro-
compensation is discussed. . - .
posed to render a haptic telepresence system with arbi-

. INTRODUCTION trary but constantdelay stable. An extension for the time

Telepresence systems enable the human operator to péLying, continuous time case can be found in [3], [4].
ceive and act in a remote environment. For an overvieW [5] underlying discrete nature of Internet-like networks
and application potential (telemanufacturing, telemaintdS taken into account, a port-Hamiltonian system model
nance, telesurgery, rescue, etc.) of telepresence see e.g. {a]. the telepresence system with communication network
Challenges in telepresence are time delays in the rankfederived.
20...300ms round trip, which can be time-varying. Another Packet loss or increasing time delay may result in a
important isssue is packet loss in packet switched commBuffer under-run at the receiver side. In [6] two different
nication networks like e.g. the Internet. compensation schemes for the treatment of the resulting

The architecture of a telepresence system is depicted Y@cant sampling instances are proposed: keeping the old
Fig. 1. The human operator manipulates the force feedbaéRntrol (Hold Last Sample) or generating new control
capable Human System Interface (HSI) thereby comman#ith estimated data. Both techniques have been applied
ing the executing robot (teleoperator). While the teleoperdd NCS. Packet loss compensation by holding the last
tor interacts with the usually unknown remote environmerfi€ceived sample has also been employed in [7]. Estimation
the sensor data (visual, auditory, haptic) are fed back afgchniques for NCS based on recursive and Kalman filters
displayed to the operator. Ideally, the human operator feeliive been suggested in [8], [9]. All these compensation
directly connected to the remote environment, which i§ethods target at the signal reconstruction without energy
called transparency Considering the visual and auditory conservation considerations. In [10] a passivity preserving
feedback as state-of-the-art-multimedia, this paper focusé8mmunication signal management has been proposed. This
on the haptic feedback subsystem. For the communicati@gorithm induces additional delay through packet buffering
of the command signals and sensor data we assume a digihthe receiver side.
packet switched communication network. In this paper packet loss compensation methods are

Telepresence systems belong to the class of Networkétyestigated. We will show that the Hold Last Sample
Control System (NCS). In terms of a NCS the humarlgorithm potentially generates energy, hence does not pre-
operator together with the HSI acts as controller providingerve passivity. In consequence stability of the telepresence
control signals to the remote system consisting of teleoper&ystem cannot be guaranteed. Two passivation methods that
tor and environment. The teleoperator can be interpreted 88 not introduce additional delay are proposed.
an actuator equipped with sensors. By communicating back The paper is organized as follows: section Il introduces
the sensor data a g|oba| control |00p is closed over tHéaSSiVity based stabilization methods; section |ll discusses
communication network. Subsequently, we discuss issuBgcket loss in unreliable networks in combination with
important for force reflecting telepresence systems and ndd@cket processing algorithms. In section IV a sufficient
that these results can readily be carried over to the stand&@ndition for the non-passivity of the Hold Last Sample
NCS problem (subject to further investigations). strategy is derived; a passifying approach is discussed in

The stability and performance of telepresence systenggction V.
is highly affected by the quality of communication. In an
unreliable packet switched network, as e.g. the Internet,
variable network traffic possibly resulting in congestion A haptic telepresence system basically consists of a

force feedback capable HSI (variables indexg¢dnd the

Both authors’ affiliation: Institute of Automatic Control Engineering, teleoperator (index) interacting with an usua”y unknown
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Sandra.Hirche@ei.tumde  MartinBuss@ei.tum.de telepresence the human manipulates the HSI applying the
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Fig. 1. Telepresence system architecture with communication two-port.

force f,. Based on stability arguments in the standarés assumed that the (possibly so trained) human operator
architecture the HSI velocity, is communicated to the behaves in a cooperative way rendering the overall system
teleoperator where a local velocity control loop ensures theassive and therewith stable.

tracking of the desired teleoperator velocky (¢ denotes

desired). The forcef, sensed at the remote site, resultingB' Constant Delay

from the interaction with the environment, is transmitted In the following we consider a haptic telepresence system
back to the HSI serving as reference sigrifll for local ~Wwith constanttime delay and without packet loss.

force control. The HSI and the teleoperator are modeled asThe bidirectional communication channel can then be

mass damper systems, with the appropriate control input®odeled as a time delaying two-port with time deldys

the human force inpufy, at the HSI T, in the forward and the backward path, respectively, see
. ) Fig. 1. As shown in [2] the communication two-port is

MuX+ DX = T + Th, not passive. The scattering transformation first applied to
and the environment force inpdg at the teleoperator telepresence systems in [2] and then in [11] passivates the

. . communication two-port for constant delays with the wave

MX+bx =7 — fe variable transformation equations
fe =beXe + KeXe, 1 1
U=——(fl+b%); U =——=(fe+bx)

with X representing the acceleratiom the mass,b the V2b Vv2b
damping,k the spring coefficient and the control input 1 .4 . 1 .
from some appropriate chosen controller. We assume the VI = ﬁ(fh — bXn); Vi = ﬁ)(fe—b&d)

teleoperator to be attached to the environment, hgneex; _ 2 )

andxe = X. with u (t) =u(t—T1) and v(t) =v(t—T). Using the
The HSI and the teleoperator are connected throughn@tation of (1% Withdthe input vector" = [, — %], the

communication network with time delay closing a globalPutput vectoly” = [fii" fe] and given zero energy storage at

control loop via the human operator. Without further control = 0 the communication two-port stores the energy

measures the closed loop system is unstable. t

t
A. The Passivity Approach / R dt :/(Xh fi ~% f)dr>0 wt. @)
0 0

)

A common approach to analyze and synthesize telepres-
ence system architectures with time delay is the passivity If the delay varies over timeT; = Ty(t), T2 = Ta(t)
concept providing a sufficient condition for stability. A the transmitted signals are distorted. Increasing time delay
complex system of interconnected network elememts (renders the communication two-port non-passive; passivity
ports) is passive, and implicitly stable, if each of thds preserved in case of decreasing delay. The extended
subsystems is passive. A passive element is one for whighethod from [3] introduces time varying gains to shape the
the property energy output of the communication two-port and thereby

i i passifies the communication line. This method proposed
T for the continuous time case can not directly be applied
Bin(t) = /P'” dr = ./u ydr=—En(0) vt>0 (1) to telepresence systems over packet switchedynetwoflfs due
0 0 to its packet oriented nature.
holds, with P, and Ejy(t) denoting the power and the
energy dissipated/stored in the systdp(0) is the energy IIl. PACKET LOSS INUNRELIABLE NETWORKS
storage at = 0. The system input and the output vector are We now consider a sampled data system for HSI and tele-
denoted byu andy respectively. In classical telepresenceoperator control and a multi-path packet switched network
architectures, as proposed in [2], the appropriately locallyith time-varying delay and packet loss for communication.
controlled HSI and teleoperator exchange velocity and fordé/e assume that the sender as well as the receiver side
signals, as the mapping from velocity to force is generallpperate with the same sampling tirfig. Without loss of
passive, hence the teleoperator and the HSI are passienerality we assume that each data packet contains one
subsystems. The environment is considered passive andsémpley (k) (v; (k) for the backward path) representing the
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output of discrete time scattering transformation [13], see ‘ ‘ ‘ ‘ ‘ ‘ ‘ S
F!g. 2. Hence packeuzmg is not coymdered. Here) in- Sender Tk =1)
dicates the value of the discrete variabl&) corresponding el
to the intervalt € [KTa, (k+1)Ta]. The data packets are put Recever | T [ ]
on the outgoing link in equal fixed time intervalg. ‘ |
TH k) Processing: a) Max. delay buffering
1
\ )
Send Queue Comz:;giinon Receive Queue‘. b) Use Freshest Sample
u (k) u, (k) Fig. 3. Effect of varying delay in packet switched networks and processing
S;’f;;es’f'(';rg_ (> T1(k) —> (I Sﬁf;fg’f‘;‘g algorithms, signal values of the sampling instances marked with 'x’ need
mation Packetizing Packet mation to be estimated.

Processing

Fig. 2. Communication network with underlying packet nature and .
processing algorithms. imposed. Between these two extremes other algorithms

with different levels of trade-offs between additional loss

] and additional delay can be considered. The optimum with

A. Packet Loss due to Congestion respect to the transparency of the telepresence system is
In a congested network data packets are discarded satbject to further investigations.

congested receive queues of intermittent routers resultingln summary in packet switched networks depending on
in packet loss. The underlying protocol has an effect othe packet processing algorithm time-varying delay may
the packet loss and the delay. TCP like protocols withesult in additional packet loss and/or additional but con-
a resend algorithm detect this packet loss and resend tsi@nt delay. The packet loss due to network congestion and
data resulting in increased delay for the affected packeprocessing induced loss sum up to the overall packet loss.
Furthermore, the congestion control of TCP, i.e. the sendirlg the following we will show that the treatment of empty
rate adaption known as window behavior may result isampling instances has a significant effect on passivity.
increasing delay. Unreliable protocols without implicite
congestion control like UDP do not recover packet loss.
In realtime applications as telepresence systems the UDPIN case of a short term signal outage due to packet loss
protocol is preferred over the TCP with its inferior realtime€ither due to network congestion or processing the missing

IV. HOLD LAST SAMPLE - EFFECT ONPASSIVITY

characteristics. data can be estimated. One can imagine a whole class
of algorithms that use the information of previous signal
B. Packet Loss as a Result of Time-Varying Delay behavior, but do not consider the energy balance. A very

During transmission over the network each of the dat&imple strategy belonging to this class of algorithms is the
packets experiences a time-varying link delay Tfk) Hold-Last-Sample _(HLS) strat_egy. In case that there is no
(T2(k) in the backward path), depending on the load anfore data packet in the receive queue, the last sample of
the underlying protocol. In dynamically routed multi-paththe actual packet is held until the next younger packet
networks as e.g. the Internet the packets may arrive at tRgves. In terms of the time delay this means, that with
receiving queue in permutated order as result of decreasif¥erY time stepla the overall delay increases by one time
delay or the underlying protocol. Increasing delay maytePTa. Comparing with the continuous time case implicitly
result in empty sampling instances at the receiver side. fRere is the possibility of energy generation due to the HLS
Fig. 3 the sent and received packets are depicted with thétgorithm as shown in the following.
arriving order showing an empty sampling instancé at6 5 Non-Passivity of HLS

and permutated arrival orders of the packets #2 and #3 - . .-
atk=7.8. A sufficient condition for the non-passivity of the HLS

OI;%Igorithm is now derived. Without loss of generality we
|y esent our considerations in continuous time; all results

instances. Two extremes of possible approaches with resp as well be stated for the discrete time case if the

to their effect to end-to-delay and loss are discussed hel%b.lSSiVity integral (1)_ is expressed as a sum. For clarity the
In [14] packet buffering and reordering is proposed. Thgubsequent discussion refers to the forward path only, but

buffer is designed such that each packet experiences tﬂgually applit?s to the backward .path. . .
maximum communication delay, see Fig. 3 a). This ap- Theorem 1Under the assumption of a single HLS in the

proach has the advantage of not introducing additional |Osf£rward path in the time intervally, to] with t, > Ty, the

but results in possibly high end-to-end defy. In the Use- communication two-port with constant delay and scattering

Freshest-Sample (UFS) algorithm no packet buffering igansformanon is non-passive if the inequality
considered. Older packets are discarded in favor of younger 2

packets, see Fig. 3 b), where packet #2 is discarded. As —(tz—tl)-UF(tl—Tl)—‘r/U|2(T—T1) dr<0 (4)
a result no additional delay, but additional packet loss is '

The packet processing algorithm on the receiver si
handles the permutated order arrivals and empty sampli

1



holds. Proposition 1:If the signaly; (t) = 0 is set to zero during
Proof: The idea of the proof is to compare the energyacket loss passivity is preserved.

in the communication two-port without HLS and with Proof: Clearly, ui2(t) = 0 < u(t —Tp) for t € [ts,to] re-

HLS, Ein(t) and E[''S(t). As the energy balance is only sults in a overall positive term in the integral in (7) being

affected during the HLS interval the energy difference ofufficient for passivity. ]
communications with HLS and no loss yields Remark:These results equally apply to the backward path
t if u(t—T) is replaced by (t—T,) in (4), (8), (9) and

EMLS(t) — Ein(t) = / PHLS(7) — P (7)d 5) Proposition 1. _ . .
(1) ~En(t) n - (7) = Pn(7)dr, ©) Depending on the signal behavior we now have sufficient

conditions for the passivity/non-passivity of the communi-
where the energy balance of the communications withoghtion two-port. Note that the sufficiency is only given if
HLS in wave variables using (3) and (2) yields HLS is applied in the time intervalty,t,] in the forward
tp tp or backward path. If HLS occurs at the same time in
/'pm@ dr — %/uf(r)—u?(r)Jrvrz(r)—vF(r) dr. (6) the forward and the backward path, the possible energy
4 4 generation might be compensated by energy dissipation.

) ) ) ) . Corollary 4: For a HLS occuring in the forward and
This equation equally applies for HLS with the only differ-yne packward path in the same time interalt,] with

ence thatu; () is replaced by the distorted signal(t) = ¢, > sup{Ty1,T>} the communication two-port is active, if

ty

Ui (ty —T1), which is constant for € [t1,t2]. Now (5) reduces t
to —(ta—t1)- (U|2(t1—T1) +Vr2(t1—T2)) + /(Ur2+V|2)(T) dr<O0.
t2. il
Ei',*]LS(t)—Ein(t):/—ui2(1)+ur2(r)dr Proof: This directly follows from (4), the foregoing
f remark and (6). ]
tp ty In summary: the HLS algorithm is potentially active,
- Rt-Ti) / dTJr/urz(T) de whereas the zeroing strategy is passive.
t1 f1 B. Simulations

with u () = u(r — T1). As the scattered communication The behavior of the HLS algorithm and the zeroing strat-
line is lossless without HLS, clearly energy is generated gy is investigated in simulations. The HSI is modeled as
EHLS(t) — Ein(t) < O with this difference being exactly the a pure velocity source providing a sinusoidal HSI-velocity
amount of energy generated; the communication two-powith a frequency of 2 rad/s. The teleoperator is modeled
is active, which proofs the result (4). m with a mass ofm =0.23kg and a damping coefficient
Corollary 1: If the lefthand side of (4) is larger than zero,of by = 0.04kg/s. Furthermore a damper environment with
then the communication two-port dissipates energy, hentg = 0.1kg/s is assumed. As time-varying delay either re-
is strictly passive. sults in higher constant delay or in additional loss depending
Some more insight on the dependence on the signal
behavior is provided by the following considerations.
Corollary 2: If

sign{ui(ts —Ta)}-sign{ty(t —T1)} <0 Vtefty,tz] (8) £os

holds withu; the time derivative ofy, then the communi- wave reflections

cation two-port is active. dueto HLS
Proof: If (8) holds, then with the first Uy (1)

order Taylor expansion of uy(t—Ty) around t; 0 1

U (t—T1) = U (t) = ur (t1 +At) = ur (tz) + Uy (t1 + oAt)

with o € [0,1] the Lagrangian remainder

r
[

Time t [s]

Fig. 4. Input and output signal of single applied HLS algorithm.

(Ur (t2) + Ur (t + 0AL))? < U (t2)2. 0.06 — S
If this holds VAL € [0, —t1] then 0.04F 1
u(t—T1)? < U(ty — To) Vt € [ta,to], thus (4) is fulfilled; the e
two-port is active. n 0.02r orer N
Corollary 3: With the same arguments ar@brollary 1 0 wﬁﬁig%iéﬁ*n Sgﬁé%non =
it follows that if ‘ ‘ ‘ with HLS
0 1 2 3 4 5
sign{uy(t; — Ty)}-sign{U (t —Ty) >0 Vte [ty,t].  (9) Time t{s]

o ) ) Fig. 5. Energy generated or dissipated HLS; in case of no HLS the
holds, the communication two-port is passive. network is lossless.



case and the zeroing strategy are compared. The position
error &(t) = 1/Xmax(% noHLs(t) — X zeroing(t)) With the ze-
roing strategy shows high values of up to 13%, whereas
the position error induced by HLS is comparably low (1%)
In contact with a stiff environment the displayed force
up () suddenly may break down due to zeroing.

wave reflections
due to zeroing

2 3
Time t[s] V. PASSIVATION OF PACKET PROCESSING

Fig. 6. Input and output signal when settiagft) = 0 during packet loss. On the basis of our results we propose two methodologies
for the passive data recovery in case of packet loss in
bilateral telepresence systems. As the buffering of packets
itself has no effect on the passivity, it is not considered here.

A. Bounded Rate

The idea of the bounded rate approach is to estimate the
T o loss energy inputu?(t),v(t) to the communication two-port in
0 ] 5 3 . s  order to appropriately bound the energy outi#(t), vi?(t)
Time t [s] during data loss. This can be done seperately for the forward
Fig. 7. Energy when setting; (t) = 0 during packet loss; observe that and the backward path, the following considerations are
this is strictly passive. written down for the forward path only, but equally apply

] . ) to the backward path. In order to estimate the energy
on the processing algorithm the delays in the forwarghpyt in this approach the rate of the transmitted signal

and backward paths are kept constapt= T, = 100ms, & s assumed to be boundéd| < |Uma. In application this

signal outage occurs once for 150ms at time2.5s inthe  ¢an pe guaranteed by a rate limiter block just before the

forward path only. communication two-port. It is easy to show that this rate
The HLS algorithm distorts the Signal as shown in F|g 4l,|m|ter does not generate energy, hence is passive_

where the outgoing signai (t) before and after the HLS is  Theorem 2:Considering data loss in the forward path

depicted. The energy generated in the communication tWgsithin the time intervallt;,t;] with the transmitted signal

port by this single HLS can be seen in Fig. 5, where negatiy@te bhounded byi| < |imay the data recovery algorithm
values correspond to non-passivity; energy is computed

from (3). The passivity condition (1) is violated, validafing, . ) _ J U (t1) —sign{u (t1) }|Umax At if sign{ur (t1)uy (t)}
the result from Corollary 2. ' 0 otherwise
The strategy of setting; = 0 from Proposition 1, the so ith At € 0.t —t1] | .

called zeroing is simulated as the simplest possible pack\é’{P f_e I[:’ 261 1] is pa_silve.f th ication t
loss strategy, see Fig. 6. The energy in the communics%- foof. For he passivity of the communication two-
tion depicted in Fig. 7 shows the strict passivity of thi L :
approach. As a side effect of zeroing high frequencie! 1y bala_n_ce must fulfilEj, (t) > 0. As discussed before
are introduced depending on the developmentug(t) It is sufficient to show that,(t) —En(t) = 0, where .
during the signal outage resulting in wave reflections, se in(t) represents the energy balance of the communi-

Fig. 6. In a real system these wave reflections distur%atlon two-port without loss. The passivity of the ze-

the perception of the remote environment, i.e. deteriora &'nd _strategy ha}s be?” shown befo*re, hence only the
ime interval [t1,t7] until uc(ty) and uf(t) take oppo-

transparency. Damping in the teleoperator/environment ) ;
the HSI/human which is not considered here damp ofte signs has to bg CO“SL‘gered- For the energy bal-
the wave reflections. Another drawback with respect to th nce to be positiveur(t) = uy (.t) must hol_d, see (7).
performance is that in free space motion a non-recoverab Zven the bounded rate the signal dyngmlcs of the lost
position drift between HSI and teleoperator may occur. Ifjtg 'ii?)l‘;gdf?uszr)(tl ;gztz(tll’)"}%)' _D'Zu”‘a)ﬁtz‘(’t?egge

H H r\t1 = r\t1) — r\tl max = U -
Fig. 8 the positions of the teleoperator for the no IOScording to the proposed method. Thus this algorithm passi-

fies the communication two-port with data loss. ]
0 /‘u*u‘—"<\ PR Y Simulations are performed under the same conditions as
HLS above with a rate limiter in the forward path just before
the communicationsufyax= 3) in order to guarantee the
bounded rate. Fig. 9 shows the signal development before
\zeroing and after the application of this strategy. According to
0 1 2 3 4 5 the energy balance in Fig. 10 the communication two-port
Time t{s] shows strictly passive behavior, but is less conservative
Fig. 8. Position error for zeroing strategy and HLS than the zeroing strategy. As a result the performance in

energy dissipation
with zeroing

Position error [%]
S
o
&
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VI. CONCLUSIONS

This paper discusses the problem of packet loss in a
certain class of networked control systems, namely telepres-
ence systems. The potentially destabilizing effect of packet
loss in combination with the Hold Last Sample algorithm
has been shown. A sufficient condition for HLS non-

0 1 Timets 4 5  passivity has been derived. Furthermore, a strictly passive
Fia 9. Inout and outout sianal wh ot 1o the bounded rat strategy zeroing signals during packet loss and two other
d'u%'ing' paglfeut ong, iUl signat when se lg(t) to the bounded rate o hilization methods based on rate bounding and low pass
filtering have been discussed.
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