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Abstract—Availability of channel state information, especially
to non-legitimate users, is one major challenge for secure com-
munication in wireless systems. For arbitrarily varying channels
(AVC), coordination resources such as common randomness
have been shown to be important for reliable communication;
especially for symmetrizable AVCs. In this paper, the arbitrarily
varying wiretap channel (AVWC) with active wiretapper is studied.
Such an wiretapper may or may not exploit his knowledge
about the coordination resources to control the channel con-
ditions. Secrecy capacity results are derived for different forms
of coordination resources including common randomness and
correlated sources. Finally, it is demonstrated how two orthogonal
AVWCs, each with zero secrecy capacity, i.e., useless for secure
transmission, can be super-activated to a useful channel allowing
for secure communication at non-zero secrecy rates.

I. INTRODUCTION

Wireless communication systems are inherently vulnerable

for eavesdropping due to the open nature of the wireless

medium. In this context, the concept of information theoretic

security is becoming attractive, since it solely uses the physical

properties of the wireless channel in order to establish security.

It was initiated by Wyner, who introduced the wiretap channel
[1]. This involves security with one legitimate transmitter-

receiver pair and one wiretapper. Recently, there is growing

interest in information theoretic security, cf. [2, 3].

Usually the wiretapper is assumed to be passive in the sense

that he (or she) simply tries to eavesdrop the communication.

In contrast to that, we consider in this paper more powerful

wiretappers which maliciously influence the channel condi-

tions of all users. Since legitimate transmitter and receiver

have no knowledge about how such an active wiretapper will

influence the channel conditions, they have to be prepared for

the worst, i.e., a channel which may vary in an unknown and

arbitrary manner from channel use to channel use.

The concept of arbitrarily varying channels (AVC) [4, 5]

is a suitable model to capture the effects of such unknown

varying channel conditions. Accordingly, the communication

problem at hand is given by the corresponding arbitrarily
varying wiretap channel (AVWC) with active wiretapper.

For AVCs it has been shown that coordination resources,

such as common randomness (CR) or correlated sources (CS),
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are important and often necessary for reliable communication,

cf. [4] and [6]. They allow legitimate users to use more

sophisticated strategies by coordinating their choice of encoder

and decoder. But they also pave the way for more powerful

wiretappers. An active wiretapper may exploit the available

coordination resources for controlling the channel states.
First results for the AVWC with active wiretapper appeared

in [7–9]. In these works, either no coordination resources, i.e.,

a deterministic design with pre-specified encoder and decoder,

or full common randomness is assumed. In this paper, we

also consider a weaker form of coordination resources given

by correlated sources. Here, all users observe only correlated

versions of a common random source which further might be

available only causally, e.g., a common broadcast signal. We

establish capacity results for different kinds of coordination

resources. In particular, these yield a complete characterization

for the AVWC with active wiretapper exploiting CR.
In this context, new phenomena of super-activation appear,

which have been observed only for quantum communication

systems [10–12]. We construct an example without feedback,

how two AVWCs, each useless with zero secrecy capacity,

can be used together to super-activate the whole system to

allow for secure communication at non-zero secrecy rates.

This shows that the classical additivity of basic resources does

not hold anymore (in the sense that “0 + 0 > 0”) if secrecy

requirements are imposed.1

II. ARBITRARILY VARYING WIRETAP CHANNELS

Let X and Y , Z be finite input and output sets and S
be a finite state set. Then the communication links to the

legitimate receiver and the wiretapper are given by W :
X × S → P(Y) and V : X × S → P(Z) respectively.

For given state sequence sn ∈ Sn of length n, the discrete

memoryless channel to the legitimate receiver is given by

Wn(yn|xn, sn) :=
∏n

i=1 W (yi|xi, si) for all yn ∈ Yn and

xn ∈ Xn. Then the arbitrarily varying channel (AVC) W to

the legitimate receiver is given by the family of channels for

all state sequences sn ∈ Sn, i.e.,

W :=
{
Wn(·|·, sn) : sn ∈ Sn

}
.

1Notation: Discrete random variables are denoted by capital letters and their
realizations and ranges by lower case and script letters; N is the set of positive
integers; I(·; ·) is the mutual information; P(·) is the set of all probability
distributions and EX [·] is the expectation according to X .
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Similarly, for the channel to the wiretapper, we define for

given state sequence sn ∈ Sn the discrete memoryless channel

as V n(zn|xn, sn) :=
∏n

i=1 V (zi|xi, si) for all zn ∈ Zn and

xn ∈ Xn, and, accordingly, V := {V n(·|·, sn) : sn ∈ Sn}.
Definition 1: The arbitrarily varying wiretap channel

(AVWC) W is given by the families of pairs of channels with

common input as

W :=
{(

Wn(·|·, sn), V n(·|·, sn)) : sn ∈ Sn
}
.

III. COORDINATION RESOURCES AND CODE CONCEPTS

A. Traditional Wiretap Codes

If no coordination resources are available, a deterministic

code design with pre-specified encoder and decoder is used.

Definition 2: An (n, Jn)-code C for the AVWC W consists

of a stochastic encoder

E : Jn → P(Xn), (1)

i.e., a stochastic matrix, with a set of messages Jn :=
{1, ..., Jn} and a decoder ϕ : Yn → Jn given by a collection

of disjoint decoding sets{Dj ⊂ Yn : j ∈ Jn

}
. (2)

Then the average probability of decoding error at the

legitimate receiver for state sequence sn ∈ Sn is given by

ēn(s
n) :=

1

|Jn|
∑
j∈Jn

∑
xn∈Xn

Wn(Dc
j |xn, sn)E(xn|j).

We define the maximum as ēn := maxsn∈Sn ēn(s
n).

To keep the message secret from the wiretapper for all state

sequences sn ∈ Sn, we require

max
sn∈Sn

I(J ;Zn
sn |C) ≤ εn (3)

for εn > 0 with J the random variable uniformly distributed

over the set of messages Jn and Zn
sn = (Zs1 , Zs2 , ..., Zsn) the

channel output at the wiretapper for state sequence sn ∈ Sn.

This criterion is known as strong secrecy.

Definition 3: A number RS is an achievable secrecy rate
for the AVWC W if for all δ > 0 there is an n(δ) ∈ N and a

sequence (n, Jn)-codes C such that for all n ≥ n(δ) we have
1
n log Jn ≥ RS − δ and maxsn∈Sn I(J ;Zn

sn |C) ≤ εn while

ēn, εn → 0 as n→∞. The secrecy capacity CS(W) is given

by the supremum of all achievable secrecy rates RS .

B. Common-Randomness-Assisted Codes

If common randomness is available at all users including the

wiretapper, then the legitimate users can use this to coordinate

their choice of encoder and decoder. This is modeled by a

random variable U distributed according to PU ∈ P(U). Then,

(1) and (2) depend now on the realization u ∈ U .

Remark 1: If the wiretapper has no access to the CR, the

legitimate users can immediately use this resource to create a

secret key and therewith keeping the wiretapper ignorant.

A CR-assisted (n, Jn, U)-code Cran for the AVWC W is a

family of encoders Eu and decoding sets {Du,j : j ∈ Jn},
where u ∈ U is chosen according to PU ∈ P(U).

The average probability of error for sn ∈ Sn becomes

ēran,n(s
n) := EU

1

|Jn|
∑
j∈Jn

∑
xn∈Xn

Wn(Dc
u,j |xn, sn)Eu(x

n|j)

and, accordingly, ēran,n := maxsn∈Sn ēran,n(s
n). The secrecy

constraint (3) becomes maxsn∈Sn EUI(J ;Z
n
sn |Cran) ≤ εn.

Then, the definition of the CR-assisted secrecy capacity
CS,ran(W) follows accordingly.

C. Correlation-Assisted Codes

A weaker form of coordination resources are correlated
sources (Un, Qn)∞n=1 with I(U ;Q) > 0, where the transmitter

observes Un and the legitimate receiver Qn. Then, the encoder

depends only on un ∈ Un and the decoder only on qn ∈ Qn.

The wiretapper is assumed to observe both Un and Qn.

Remark 2: Correlated sources (Un, Qn)∞n=1 are in fact a

weaker resource than common randomness U , since it is

impossible to extract common randomness from correlated

sources. Moreover, it is not robust in the sense that the set

of all probability distributions, which would allow common

randomness extraction, is closed, nowhere dense, and has zero

Lebesgue measure, cf [13, Theorem 1 and Remark 2].

A CS-assisted (n, Jn, (U,Q))-code Ccor for the AVWC W is

given by a family of encoders Eun and decoding sets {Dqn,j :
j ∈ Jn}, where (un, qn) ∈ Un ×Qn are chosen according to

PUnQn =
∏n

i=1 PUQ ∈ P(Un ×Qn).
The average probability of error for sn ∈ Sn becomes

ēcor,n(s
n) :=EUnQn

1

|Jn|
∑
j∈Jn

∑
xn∈Xn

Wn(Dc
qn,j |xn, sn)Eun(xn|j)

and accordingly ēcor,n := maxsn∈Sn ēcor,n(s
n). Further, the

secrecy criterion becomes

max
sn∈Sn

EUnQnI(J ;Zn
sn |Ccor) ≤ εn. (4)

Then, the definition of the CS-assisted secrecy capacity
CS,cor(W, (U,Q)) follows accordingly.

We can further weaken the coordination resources by con-

sidering causal encoding, where the encoder uses only its

current observation ui, i = 1, 2, ..., n for encoding, i.e.,

Eun(xn|j) = (
Eu1

(x1|j), Eu2
(x2|j), ..., Eun

(xn|j)
)
. (5)

The decoding remains the same, since the receiver starts

decoding after he received yn ∈ Yn. Thus, the whole coordi-

nation resource qn ∈ Qn is available. We denote the causal
CS-assisted secrecy capacity by CS,causal(W, (U,Q)).

Remark 3: The secrecy criterion (4) remains the same for

the causal and non-causal case, since the wiretapper can wait

until he received the whole sequence. Moreover, it depends

only on Un of the transmitter and not on Qn of the receiver.

IV. CAPACITY RESULTS FOR AVWCS

First studies for the AVWC with active wiretapper, who does

not exploit available coordination resources, has been studied

in [7, 8]. For this, we need the concept of symmetrizability.
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Definition 4: An AVC W is called symmetrizable if there

exists a stochastic matrix σ : X → P(S) such that∑
s∈S

W (y|x1, s)σ(s|x2) =
∑
s∈S

W (y|x2, s)σ(s|x1)

holds for all x1, x2 ∈ X and y ∈ Y .

Roughly speaking, a symmetrizable AVC can “emulate” a

valid input, which makes it impossible for the decoder to

decide on the correct codeword.

Theorem 1 ([8]): If CS,ran(W) > 0, then the secrecy ca-

pacity CS(W) of the AVWC W is

CS(W) = CS,ran(W)

if and only if the AVC W to the legitimate receiver is non-

symmetrizable. If W is symmetrizable, then CS(W) = 0. If

CS(W) = 0 and CS,ran(W) > 0, then W is symmetrizable.

This shows that coordination resources are important and

often indispensable for communication. In particular, for sym-

metrizable channels, the secrecy capacity is CS(W) = 0,

while more sophisticated strategies with additional coordina-

tion resources allow for non-zero secrecy rates CS,ran(W) > 0.

Common randomness is powerful, since transmitter and

receiver have exactly the same observation for encoding and

decoding available. The question is now what happens if only

a weaker form of coordination resources is available.

Theorem 2: Let U , Q be random variables with

I(U ;Q) > 0. Then the causal CS-assisted secrecy capacity

CS,causal(W, (U,Q)) of the AVWC W is

CS,causal(W, (U,Q)) = CS,ran(W). (6)

Sketch of Proof: The proof uses the result from [6],

where the classical AVC W (without secrecy) for CS-assisted

codes is studied. It is shown that the causal CS-assisted

capacity Ccausal(W, (U,Q)) of the AVC W equals its CR-

assisted capacity Cran(W), i.e.,

Ccausal(W, (U,Q)) = Cran(W). (7)

Note that in [6] it is not explicitly stated that the coordination

resources are available only causally, but a careful inspection

of the corresponding proof, cf. [6, Equation (2.2)], reveals that

the encoding is restricted to be causal as in (5).

This allows us to prove the desired result (6) for the AVWC

W. If CS,ran(W) = 0, there is nothing to prove, since we

always have CS,causal(W, (U,Q)) ≤ CS,ran(W). Therefore, let

CS,ran(W) > 0, which necessarily implies Cran(W) > 0 as

well and further Ccausal(W, (U,Q)) > 0 by (7).

Since Ccausal(W, (U,Q)) > 0, we can use these resources

to change over to CR-assisted strategies Cran, cf. Section III-B.

Such codes consist of an ensemble of deterministic codes,

where we know from [8] that an ensemble of polynomial size

is sufficient to achieve CS,ran(W). In more detail, following the

elimination of randomness and having the secrecy constraint

in mind [8], we first transmit the index of the code which

is used in Cran. Since Ccausal(W, (U,Q)) > 0 and Cran is of

polynomial size, the indication is possible and its resources

are negligible. Then we use Cran for transmission.

J
Xn

max
sn∈Sn

I(J ;Zn
sn) ≤ εn

Y n
sn

Zn
sn

Dec ϕu

Wiretapper

ĴW n(yn|xn, sn)

V n(zn|xn, sn)

Common Randomness U

u ∈ U u ∈ U

Enc Eu

controls sn = g(u)

u ∈ U

Fig. 1. Arbitrarily varying wiretap channel (AVWC) W with active wiretap-
per. The wiretapper exploits the knowledge about the common randomness
u ∈ U to control the state sequence sn = g(u) ∈ Sn.

From this we immediately obtain the corresponding result,

where the coordination resources are available non-causally.

Corollary 1: For U , Q with I(U ;Q) > 0, the CS-assisted

secrecy capacity CS,cor(W, (U,Q)) is

CS,cor(W, (U,Q)) = CS,ran(W).

This shows that weaker forms of coordination resources

such as correlated sources suffices to achieve the same secrecy

rates as the CR-assisted strategy.

V. EXPLOITATION OF COORDINATION RESOURCES

An active wiretapper can control the state sequence based on

his knowledge about the coordination resources. For common

randomness, this is modeled by introducing the function g ∈ G
with

g : U → Sn

which characterizes a certain strategy of the wiretapper. This

means, based on u ∈ U , the wiretapper can choose the state

sequence sn = g(u) ∈ Sn as shown in Figure 1.

Then for function g : U → Sn, the probability of error

becomes

ēran,n(g) := EU
1

|Jn|
∑
j∈Jn

∑
xn∈Xn

Wn
(Dc

u,j |xn, g(u)
)
Eu(x

n|j)

and the mean secrecy criterion

max
g∈G

EUI(J ;Z
n
g(U)|Cran) ≤ εn.

The definition of the CR-assisted secrecy capacity Cactive
S,ran (W)

for active wiretappers exploiting CR follows accordingly.

In [9] we analyzed active wiretappers exploiting CR if

Cactive
S,ran (W) > 0. We showed that if Cactive

S,ran (W) > 0 then

Cactive
S,ran (W) = CS,ran(W) (8)

which means that if the CR-assisted secrecy capacity is

positive for wiretappers not exploiting CR, then it has the same

value for wiretappers exploiting CR. Thus, exploiting CR is

as (in)effective as not exploiting and his strategy must be to

destroy the communication of the users to get Cactive
S,ran (W) = 0.

Unfortunately, in [9] we missed a complete characterization

including Cactive
S,ran (W) = 0. In the following we fill this gap and

therewith completely solve and characterize the CR-assisted
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secrecy capacity for active wiretappers exploiting CR. To do

so, we need a refinement of the concept of symmetrizability,

cf. Definition 4. To this end, for any strategy g : U → Sn of

the active wiretapper let

W
n

g (y
n|j, u) :=

∑
xn∈Xn

Wn(yn|xn, g(u))Eu(x
n|j).

Definition 5: An AVC W is called actively symmetrizable
if there is a σ̂n(g|j, u) : Jn × U → P(G) with∑
g∈G

W
n

g (y
n|j1, u)σ̂n(g|j2, u) =

∑
g∈G

W
n

g (y
n|j2, u)σ̂n(g|j1, u)

for all j1, j2 ∈ Jn, u ∈ U , and yn ∈ Yn.

Lemma 1: If the AVC W to the legitimate receiver is

symmetrizable, then there is a function g∗ : U → Sn such

that for all PU ∈ P(U) we have

1

|Jn|
∑
j∈Jn

∑
u∈U

W
n

g∗(Dc
u,j |j, u)PU (u) >

1

4
,

i.e., there is a strategy g∗ of the active wiretapper which yields

a non-zero probability of error at the legitimate receiver.

Proof: The proof follows the lines of [5, Lemma 1]

where the corresponding result for the classical AVC (without

secrecy) is given. Basically, it can be adapted accordingly by

using the refinement of symmetrizability of Definition 5, which

takes actively chosen state sequences into account.

This allows us to completely characterize the CR-assisted

secrecy capacity for active wiretappers exploiting CR.

Theorem 3: If CS,ran(W) > 0, then the CR-assisted secrecy

capacity is given by

Cactive
S,ran (W) = CS,ran(W)

if and only if the AVC W to the legitimate receiver is non-

symmetrizable. IfW is symmetrizable, then Cactive
S,ran (W) = 0. If

Cactive
S,ran (W) = 0 and CS,ran(W) > 0, then W is symmetrizable.

Sketch of Proof: The first part follows from [9], cf.

(8). The second part follows from Lemma 1, since for a

symmetrizable AVC the probability of decoding error is shown

to be bounded away from zero implying zero capacity.

Interestingly, it turns out that Cactive
S,ran (W) displays the same

dichotomy behavior as the secrecy capacity CS(W): it either

equals CS,ran(W) or else is zero.

Applying the ideas of Section IV, it is straightforward to

also establish the (causal) CS-assisted secrecy capacities for

the active wiretapper exploiting coordination resources.

Theorem 4: Let U , Q be random variables with

I(U ;Q) > 0. The (causal) CS-assisted secrecy capacities

Cactive
S,causal(W, (U,Q)) and Cactive

S,cor (W, (U,Q)) are given by

Cactive
S,causal(W, (U,Q)) = Cactive

S,cor (W, (U,Q)) = Cactive
S,ran (W).

VI. SUPER-ACTIVATION

For wireless communication systems, resource allocation is

an important issue as it determines the overall performance

of the network. For example, the overall capacity of an

OFDM system is given by the sum of the capacities of all

orthogonal sub-channels. Furthermore, a system consisting of

two orthogonal AVCs, where both are “useless”, i.e., with zero

capacity, the capacity of the whole system is zero as well. This

reflects the world view of classical additivity of basic resources

in the sense that “0 + 0 = 0”.

In contrast to that, in quantum information theory, it has

been shown recently that the classical additivity of basic

resources does not hold in general. There are examples in

quantum communication, where two channels, which are

themselves useless, allow perfect transmission if they are used

together, i.e., “0+0 > 0”, cf. for example [10–12]. To date, it

has been expected that such phenomena of super-activation
of channels only appear in the area of quantum commu-

nication. The natural question arises if such phenomena as

super-activation are also possible for classical communication

systems.

In the following, we study what happens if certain secrecy

requirements are imposed. We show that in this case, super-

activation also appears in such classical communication sys-

tems. Therefore, we define two suitable AVWCs, which are

themselves useless with zero secrecy capacity, but lead to a

positive secrecy capacity if they are used together. Important

is that no other resources such as a public channel or feedback

are required or used in this case.

We make use of an example given in [4, Example 1] to

construct the AVC W(1) to the legitimate receiver. Let |X | =
2, |Y| = 3 and define W(1) = {W (1)

1 ,W
(1)
2 } with

W
(1)
1 :=

(
1 0 0
0 0 1

)
, W

(1)
2 :=

(
0 0 1
0 1 0

)
.

Let the AVC V(1) = {V (1)} to the wiretapper be consisting

of only one element so that the first AVWC W(1) is given by

W(1) :=
{
(W

(1)
1 ,W

(1)
2 ), V (1)

}
.

From [4] we know that the AVC W(1) to the legitimate

receiver is symmetrizable and, hence, we have C(W(1)) = 0
and Cran(W(1)) > 0. Since W(1) is symmetrizable, we

know from Theorem 1 that the secrecy capacity is zero,

i.e., CS(W
(1)) = 0. Since the AVC V(1) to the wiretapper

consists of only one element, there obviously exists a best

channel to the wiretapper so that [8, Proposition 3.9] yields

CS,ran(W
(1)) > 0 if V (1) is chosen accordingly.

Now, let us define the second AVWC W(2). Therefore, let

0 < p < q < 1
2 and

W (2) :=

(
1− q q
q 1− q

)
, V (2) :=

(
1− p p
p 1− p

)
.

Then, define W(2) = {W (2)} so that C(W(2)) = 1−H2(q) >
0, and V(2) = {V (2)} so that C(V(2)) = 1−H2(p) > 0. With

this, we construct the second AVWC W(2) as

W(2) =
{
W (2), V (2)

}
.

Since C(V(2)) > C(W(2)), we obtain CS(W
(2)) =

CS,ran(W
(2)) = 0.

Thus, we have constructed two AVWCs W(1) and W(2),

whose both secrecy capacities are zero, i.e., CS(W
(1)) =
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CS(W
(2)) = 0. Next, we argue how both channels can be

used to super-activate the whole system to allow for secure

communication at non-zero secrecy rates. In the following we

denote the system which results from the parallel use of both

channels by W̃ = W(1) ⊗W(2).

A. Active Wiretapper

Here we discuss the case where the wiretapper does not

exploit available CR. In the following we show that we have

CS(W̃) = CS(W
(1) ⊗W(2)) > 0

although CS(W
(1)) = CS(W

(2)) = 0.

The first observation is that CS,ran(W̃) > 0, which can eas-

ily be achieved by using only W(1) so that we obviously have

CS,ran(W̃) ≥ CS,ran(W
(1)) > 0. The second crucial observa-

tion is that the combined AVC W̃ = {(W (1)
1 ⊗W (2)), (W

(1)
2 ⊗

W (2))} to the legitimate receiver is non-symmetrizable. Using

only the non-symmetrizable channel W (2) immediately yields

that the combination is non-symmetrizable as well. Thus, from

[8] we then have CS(W̃) > 0.

The protocol which actually achieves positive secrecy rates

for the system W̃ is as follows. To securely transmit message

j ∈ Jn to the legitimate receiver, the sender creates u ∈ U .

To make u ∈ U also available at the legitimate receiver,

the sender transmits E(2)(u) over the second AVWC W(2).

Since the corresponding link W(2) to the legitimate user is

non-symmetrizable, we have C(W(2)) > 0 and there exists

decoding sets {D(2)
u : u ∈ U} making u ∈ U at the legitimate

receiver available. Note that as C(V (2)) > C(W (2)), it is

very likely that u ∈ U will be also available at the wiretapper.

Thus, for the first AVWC W(1) we are in the same situation

as in Section IV, i.e., common randomness is available at the

legitimate users and the wiretapper.

For the first AVWC W(1), the legitimate users can use

the common randomness created through the second AVWC

W(2) to use a CR-assisted strategy. To this end, the sender

transmits E
(1)
u (j) and the legitimate receiver uses decoding

sets {D(1)
u,j : j ∈ Jn} for decoding. As CS,ran(W

(1)) > 0,

secure communication at a positive secrecy rate is possible.

This completes the protocol which achieves a secrecy rate

CS(W̃) = CS(W
(1) ⊗W(2)) > 0.

B. Active Wiretapper Exploiting CR

From Theorem 3 we know that the CR-assisted secrecy

capacity Cactive
S,ran (W) for wiretappers exploiting CR displays

the same behavior as the secrecy capacity CS(W). Thus, it

is convincing that the super-activation discussed above also

holds for such wiretappers, i.e.,

Cactive
S,ran (W̃) = Cactive

S,ran (W
(1) ⊗W(2)) > 0

although we have Cactive
S,ran (W

(1)) = Cactive
S,ran (W

(2)) = 0 by

construction and Theorem 3.

It is clear that the previous protocol as discussed above also

works in the case of active wiretappers exploiting CR.

VII. CONCLUSION

We studied the AVWC with active wiretapper under differ-

ent kinds of coordination resources. In particular, we estab-

lished a complete characterization of the CR-assisted secrecy

capacity Cactive
S,ran (W) for wiretappers exploiting CR which was

missing until now. It displays the same characteristics as

the secrecy capacity CS(W): it either equals its CR-assisted

secrecy capacity CS,ran(W) or else is zero. Moreover, the

influence of the available coordination resources was analyzed

and it is shown that weaker forms of coordination resources

than common randomness suffice to achieve capacity, i.e.,

CS,causal(W, (U,Q)) = CS,cor(W, (U,Q)) = CS,ran(W) and

Cactive
S,causal(W, (U,Q)) = Cactive

S,cor (W, (U,Q)) = Cactive
S,ran (W).

To this end, the existence of new phenomena has been

shown. We gave an example how two useless AVWCs can be

used together without feedback such that the system is super-

activated allowing for secure transmission at non-zero secrecy

rates. The super-activation in AVWCs is a consequence of

the imposed secrecy requirement, since in contrast to that, for

classical AVCs without secrecy requirement, super-activation

is not possible to the best of our knowledge. Such results are

particularly important as they give valuable insights for the

design and medium access control of communication systems

with secrecy requirements.
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[8] I. Bjelaković, H. Boche, and J. Sommerfeld, Information Theory, Com-
binatorics, and Search Theory. Springer, 2013, ch. Capacity Results
for Arbitrarily Varying Wiretap Channels, pp. 123–144.

[9] H. Boche and R. F. Wyrembelski, “Comparison of Different Attack
Classes in Arbitrarily Varying Wiretap Channels,” in Proc. IEEE Int.
Workshop Inf. Forensics and Security, Tenerife, Spain, Dec. 2012, pp.
270–275.

[10] K. Li, A. Winter, X. Zou, and G. Guo, “Private Capacity of Quantum
Channels is Not Additive,” Phys. Rev. Lett., vol. 103, no. 12, p. 120501,
2009.

[11] G. Smith, J. A. Smolin, and J. Yard, “Quantum Communication with
Gaussian Channels of Zero Quantum Capacity,” Nature Photonics,
vol. 5, no. 10, pp. 624–627, Oct. 2011.

[12] G. Giedke and M. M. Wolf, “Quantum Communication: Super-Activated
Channels,” Nature Photonics, vol. 5, no. 10, pp. 578–580, Oct. 2011.

[13] H. Boche and J. Nötzel, “Arbitrarily Small Amounts of Correlation for
Arbitrarily Varying Quantum Channels,” in Proc. IEEE Int. Symp. Inf.
Theory, Instanbul, Turkey, Jul. 2013.

2013 IEEE International Symposium on Information Theory

1346



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


