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1. Introduction

In 1982/83, Willems [63, 64] introduced an extension of standard Multiple Access Chan-
nel (MAC) codes. The resulting channel is called the MAC with conferencing encoders.
In this model, the encoders want to transmit one message each. However, instead of
being completely ignorant of the other encoder’s message as in standard MACs, each
encoder has partial knowledge about the message the other encoder would like to trans-
mit. This partial knowledge is generated by a “conference”, i.e. a protocol to iteratively
exchange information noiselessly subject to a rate constraint. Only the general struc-
ture of conferencing and the rate constraints are part of the model, the actual protocol
is part of the code. One of the main questions is how the capacity regions obtained with
different conferencing capacities compare.

In this work, we extend both the discrete memoryless MAC with common message
and the discrete memoryless MAC with conferencing encoders to more general channels
models: the compound MAC, the Arbitrarily Varying MAC (AV-MAC), and the wiretap
MAC. We do not consider the AV-MAC with common message as this would lead us too
far away from conferencing. The main reason for considering the various MACs with
common message is that in many cases they are the basis for achievability results for
the MAC with conferencing encoders. Intuitively, the information exchanged between
the encoders during a conference form a common message, so the results known for
the corresponding non-cooperative channel with common message can be applied to
find the achievable rates of the conferencing setting. This transition has been used in
[63, 64, 15, 62], and [41]. The AV-MAC with conferencing encoders can however be
treated based on the compound MAC with conferencing encoders.

The practical relevance of MACs with conferencing encoders lies in the connection to
base station cooperation in wireless networks. This has been considered for future net-
work standards such as LTE-Advanced. The main goals of base station cooperation are
interference mitigation, improving the spectral efficiency of mobile networks, enhancing
the performance of cell-edge users, and resolving fairness issues more easily. In stan-
dardization oriented literature, the assumptions on models incorporating base station
cooperation generally are very strict. The cooperation backbones, i.e. the wires linking
the base stations, are assumed to have infinite capacity. Full Channel State Information
(CSI) is assumed to be present at all cooperating base stations. Then, Multiple-Input-
Multiple-Output (MIMO) optimization techniques can be used for designing the system
[34]. However, while providing a useful theoretical benchmark, the results thus obtained
are not accepted by the operators as reliably predicting the performance of actual net-
works.

There have been more realistic practical studies of base station cooperation. In [44],
the cooperation of base stations in an uplink network is analyzed. A turbo-like decoding
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scheme is proposed. Different degrees of cooperation and different cooperation topolo-
gies are compared in numerical simulations. In [33], the implementation of a real-time
distributed cooperative system for the downlink of LTE-Advanced was presented. CSI
at the transmitters was assumed imperfect, the limited-capacity glass fibers between the
transmitting base stations were used to exchange CSI and data information. A feeder
distributed the data among the transmitting base stations.

In order to obtain a more realistic theoretical assessment of the performance of cellular
networks with base station cooperation, the optimistic assumptions of infinite cooper-
ation capacity and perfect CSI need to be adapted to reality. First, it is well-known
that one cannot really assume perfect CSI in mobile communication networks. Second,
glass fibers or any medium used for the backbones never have infinite capacity. The
assumption of finite cooperation capacity will also lead to a better understanding of the
amount of cooperation necessary to achieve a certain performance. Vice versa, one would
like to know which capacity can be achieved with the backhaul found in heterogeneous
networks using microwave, optical fibers and other media. Such insights would get lost
when assuming infinite cooperation capacity.

The question arises how much cooperation is needed in order to achieve the same
performance as would be achievable with infinite cooperation capacity. For general
interference networks with multiple receivers, the analysis is very difficult. Thus it is
natural to start by taking a closer look at component networks which together form a
complete interference network. Among these components are the subnetworks formed by
a subset of the base stations and with only one receiving mobile. Then there is no more
interference, so one can concentrate on finding out by how much the capacity increases
by limited base station cooperation. This result can be seen as a first step towards a
complete rigorous analysis of general interference networks.

A MAC with conferencing encoders models a very simple component network of a
wireless network with cooperating base stations. The two senders of the MAC are inter-
preted as base stations, the conferencing capacities depend on the physical properties of
the real cooperation backbone. The MAC’s receiver is a mobile terminal. This reduc-
tion allows for precise results which can not yet be obtained when the whole network is
considered.

Parts of this work have been published or are about to be published in [58, 55, 56, 57,
59, 60, 61]. There are some differences between these publications and the thesis. Mostly
they just concern notation, but in the compound and arbitrarily varying cases (Chapters
3-5), the content has also changed partially. This is due to new insights gained during
the reviewing process through reviewers’ comments and afterwards.

Notation
For sets {1,..., M}, where M is a positive integer, we use the combinatorial shorthand
[M]. For a real number = we define [z]; := max{z,0}, |z] is the largest integer m

with m < z. For a subset A of a topological space, we denote its topological closure by
closure(A). The convex hull of a set A is denoted by conv(A). The logarithm denoted



by log is to base 2. Analogously, by writing exp(x) we mean 2*. The natural logarithm
to base e is denoted by In.

For any set 2 and subset A C 2" we write A := 2"\ A. For elements of 2" we
write x and implicitly understand that x = (z1,...,2,). Welet 14 : 2~ — {0,1} be the
indicator function of A which takes on the value 1 at x € 2" if and only if z € A. For a
set A C 2" X ¥, we write A, C Z for the set defined by A, :={z € 2" : (z,y) € A}.
Given a probability space (92, o7, P) we write E for the expectation corresponding to P
and for A € &/ and a real-valued random variable X we write E[X; A] := E[X14].

The space of probability distributions on the finite set 2 is denoted by #(Z"). In
particular, it contains for every x € 2" the Dirac measure 0, defined by d,(x) = 1.
The product of two probability distributions P and () is denoted by P ® (). The n-
fold product of P with itself is called P®". A stochastic matrix with input alphabet
&2 and output alphabet .7 is written as a mapping W : 2~ — (7). The n-fold
memoryless extension of a channel W : 2" — £2(7) is denoted by W®"  so that for
X = (CL‘l,...,ﬂfn) S AL andt:(tl,...,tn) egn,

n

W (t]x) = [[ W (til2:).
=1

We also define for P € Z(Z) and W : & — Z(7) the probability distribution
PRWeP2(Z xT) by (PW)(x,t)=P(x)W(tlz).
On the set of measures on 2", we define the total variation distance by

191 = a2 := Y |91 (x) — Da(a)].

zeEX

The support supp(¥) of a measure ¥ on 2" is defined as the set of those = with ¥(z) # 0.

Given a random variable X living on 2 and a P € Z(%), we mean by X ~ P that
P is the distribution of X. Given a pair of random variables (X,Y) taking values in
the finite Cartesian product 2" x %, we write Px € Z(Z") for the distribution of X
and Py for the conditional distribution of X given Y. The support of X, denoted by
supp(X), is the support of Px.

For random variables XY, Z we write H(X) for the entropy of X, H(X|Y) for the
conditional entropy of X given Y, I(X AY') for the mutual information of X and Y and
I(X NY|Z) for the conditional mutual information of X and Y given Z. We write the
mutual information between X and Y conditioned on the event that Z = z as I(X AY|z).






2. Preliminaries

In this chapter we recall some results from the literature and add a couple of remarks.
The largest part of the chapter is concerned with the discrete memoryless Multiple-
Access Channel (MAC) with common message and with conferencing encoders.

First we recall the coding theorem of the discrete memoryless MAC with common
message. The capacity regions of the traditional classical discrete memoryless MACs,
both where two senders have one message each and where they have an additional
common message, have been characterized in [2, 38] and [50], respectively. There is a
vast literature on generalizations in all kinds of directions. Apart from conferencing,
which will be treated extensively in this work, Willems [63] also considered various
feedback models for the discrete memoryless MAC as well as “cribbing” encoders. The
capacity of the Gaussian MAC was found in [66].

Next we consider discrete MACs without a common message whose encoders may
exchange some information in an iterative manner. This concept was introduced by
Willems [63, 64], so we call it a Willems conference. Its relevance was not recognized until
some years ago, so most of the literature is fairly recent. Gaussian MACs using Willems
conferencing between the encoders were analyzed in [15] and [62]. As the traditional way
of proving results for conferencing encoders is to reduce these to a situation with common
message, the two aforementioned works also provide the corresponding results where the
encoders do not cooperate, but have a common message. A variant of unidirectional
cooperation was investigated in [48], where the three encoders of a Gaussian MAC can
cooperate over a ring of unidirectional links. However, only lower and upper bounds
which are not tight were found for the maximum achievable equal rate.

Further literature exists for Willems conferencing on the decoding side of a multi-user
network. For degraded discrete memoryless broadcast channels, the capacity region was
found in [22] if the receivers can exchange information about the received codewords in a
single conference step. For general broadcast and multicast channels, achievable regions
were determined. For the Gaussian relay channel, the dependence of the performance on
the number of conferencing iterations between the receiver and the relay was investigated
in [45]. For the Gaussian Z-interference channel, outer and inner bounds to the capacity
region where the decoders can exchange information about the channel outputs are
provided in [24]. Finally, for discrete and Gaussian memoryless interference channels
with conferencing decoders, [47] determines achievable regions. Exact capacity regions
are determined if the channel is physically degraded.

In the last part of the chapter, we collect some facts about types and typical sequences
which we will use frequently. Most of them are well-known, properties that are used less
are mentioned with proof. We also state two important lemmas of information theory:
the fact that entropy is uniformly continuous with respect to total variation distance,

11



2. Preliminaries

and Fano’s lemma, the standard lemma applied in proofs of weak converses.

2.1. The Discrete Memoryless MAC with Common Message

Definition 2.1. Let 2", %, .7 be finite sets. A Multiple-Access Channel (MAC) with
alphabets 27, % and .7 is a set of stochastic matrices

Wt X" x " — 2(T"), s€ S, n=12...,
where ., may be any set.

In order to enable the reliable transmission of message over MACs, one employs codes.
Here we assume that there is one sender for each input alphabet 2" and %'. Each of these
senders has a private message and together they have a common message to send to a
receiver with alphabet 7. A codecwy as defined in the following definition is independent
of the family {W'}, it only depends on the input- and output alphabets.

Definition 2.2. Let n be a positive integer. A deterministic n-codecy with alphabets
Z,% and 7 is a triple of mappings

f1 : [K()] X [Kl] — %'n, f2 : [Kg] X [KQ] — gn, @ T — [K()] X [Kl] X [KQ],

where Ky, K1, Ko are arbitrary positive integers. fi, fo are the encoding functions and
¢ is the decoding function. The triple (Ko, K1, K2) is called the codelength triple and n
is called the blocklength of (f1, fa2, ¢).

We denote the set of deterministic n-codescy with codelength triple (Ko, K1, K2) by
FCM(’I’L, K(), Kl, KQ)

The codesgy will usually be applied in conjunction with a given channel, so the
code alphabets will be clear and do not have to be mentioned. Every (ko, k1,k2) €
[Ko] x [K1] x [K2] is called a message triple. For an n-codecm v = (f{, f3,¢7), we call
the values f] (ko, k1) =: Xpok, (7) and f3 (ko, k2) =t Yok, () codewords. Every message
triple (ko, k1, k2) gives rise to a decoding set Dyyk,ky (V) := (07) " (ko, k1, k2) C T™.

The first class of MACs we consider are discrete memoryless channels. Every such
channel is determined by a single stochastic matrix

W: X XY — P(T), (2.1)
where 2, %, 7 are finite alphabets.
Definition 2.3. Let W be as in (2.1). The MAC

W x A" — P(T™), n=12...
is called the discrete memoryless MAC DMAC(W).

There are two standard ways of measuring the reliability of a deterministic codec
when applied for the transmission over DMAC(W).

12



2.1. The Discrete Memoryless MAC with Common Message

Definition 2.4. Let W : 2" x % — Z(.7) and let v be a deterministic n-codecys. Its
DM-average error is defined as

1

~DM
W)= ————
e (77 ) KOKI KQ

Z wen (Dkoklkz (V)C’Xkokl (7)7yk0k2 (7)) (2'2)
ko,k1,k2

Its DM-mazimal error is defined by

ePM(y, W) = pmax WE™ (Do ks (V) Xk (V) Yoks (7)) - (2.3)

Definition 2.5. A triple (Ry, R1, R2) of nonnegative real numbers is called a determin-
istically CM-achievable rate triple for DMAC(W) under the average (maximal) error
criterion if for every A € (0,1) and € > 0 and n > ngp(\,e) there is a deterministic
n-codecy v with ePM(y, W) < A (ePM(y, W) < \) and

1
—logK, >R, —¢ (r=0,1,2). (2.4)
n

The set of deterministically CM-achievable rate triples is called the deterministic CM-
capacity region of DMAC(W) under the average (maximal) error criterion and is denoted

by Zeat(W) (CRYW)).

The definition immediately implies the closedness of both capacity regions. There are
different kinds of outer bounds on a given capacity region. The most prominent among
these are the weak and the strong converse.

Definition 2.6. Let ||-|| be any norm on R3. Let € € {?giﬁ(W),%&%(W)}

1) There exists a weak converse for € if for every ¢ > 0 there is a A(¢) > 0 such that
every n-codecy v € T'em(n, Ko, K1, K2) with

1
Hn(logKo,logKl,logKg) —%H > ¢ (2.5)
and sufficiently large blocklength satisfies €”™ (7, W) > A(g) or ePM(y, W) > A(e)
depending on whether € = ?BM(W) or ¢ = CON(W).

2) There exists a strong converse for € if for every A € (0,1), every n-codecy v
satisfying (2.5) and with sufficiently large n has eé®(y, W) > X or ePM (7, W) > A

depending on whether € = ?IC)M(W) or € = CEN(W).

The difference between these concepts is that the weak converse does not rule out the
possibility that there are rate triples outside the capacity region that can be achieved
with small, but not arbitrarily small error.

13



2. Preliminaries

Definition 2.7. Let W : 2 x % — 7. We set

OW):={pe P(U x X x¥ x T): % finite subset of the integers,
p= Py @ (Pxjy® Pyjy) @ W}

Let a random vector (U, X,Y,T') take values in % x 2" x % x 7 such that Pyxyr €
II(W). Define Zcm(p) to be the set of those triples (Ro, R1, R2) of nonnegative reals
satisfying
I(T A X|YU), (
I(TANY|XU), (

R1+R2 I(T AXY|U), (
Ry+ R+ Ry < I(T NXY). (

1<
2 <

Theorem 2.8 (Slepian, Wolf, Willems). Let W : 2" x % — P(7). For DMAC(W),

we have

%BM(W):dosure( U %(p)).

peEl(W)
The cardinality of % can be restricted to be at most min{|Z"||%| + 2,|7| + 3}. There

. —DM
exists a weak converse for € (W).

This theorem is a special case of our Theorem 3.11. Its proof is essentially due to
Slepian and Wolf [50], the bound on |%| is due to Willems [63]. Simpler versions of the
proof can be found in, e.g., [63, 65], Wolfowitz also shows that without loss of generality
|%| < ||Z']|#|+ 2. The proofs apply the standard methods of random coding in the
direct part and Fano’s inequality in the converse. Dueck [26] and Ahlswede [6] have
shown a strong converse for the discrete memoryless MAC without common message.

Not much is known for the maximal error criterion. Dueck [25] has shown that there is
a discrete memoryless MAC without common message and without conferencing which
contains in its capacity region for the average error (the case described above) a rate pair
which is not achievable under the maximal error criterion, i.e. if the maximal error needs
to be arbitrarily small. This extends immediately to the discrete memoryless MACs with
common message.

2.2. The Discrete Memoryless Multiple Access Channel with
Conferencing Encoders

We start with a description of Willems’ concept of conferencing encoders. Let finite sets

1, 5 be given. These sets contain the encoders’ messages and any further information

whose exchange could be useful to enhance transmission over the MAC. Let J; and Js
be positive integers which can be written as products

Jl/: V,l"'JU,I (]/:172)

14



2.2. The Discrete Memoryless Multiple Access Channel with Conferencing Encoders

for some positive integer I which without loss of generality does not depend on v. A pair
of Willems conferencing functions (c1, c2) completely describing such a conference is de-
termined in an iterative manner via sequences of functions ¢11,...,cirand ca1,...,c2 1.
That means that c;; determines what the first encoder tells the second in the i-th con-
ferencing iteration given the knowledge accumulated so far at encoder 1. Thus, using
the notation

_ 1 ifv=2,
7= (2.10)
2 ifv=1,
these functions need to satisfy for v =1,2 and i =2,...,1,

Cy1 - Ty — [Jl/,l]>
Cui - % X [Jp’l] X ... X [Jf,ﬂ;ﬂ — [Ju,i]-

Forv=1,2and i =2,...,1, one then recursively defines functions

con Ky = [Juals
Cz’l’ . % X % — [']V/L}

C;,l(’fu) = cy1(kw),

C;i(K‘l? '%2) = Cyi (K“l/a C;,l(’%f/)a cee 7@2,@'—1(“17 '%2)) :

Finally the functions ¢y, co are obtained by setting

*

c, = (0141, .. ,CZJ).

As both ¢; and ¢ may depend on both encoders’ messages and additional information,
the codewords determined by the encoders after the conference may also depend on both
encoders’ messages and additional information. Thus if conferencing were unrestricted,
this would transform the MAC into a single-sender channel with input alphabet equal to
the Cartesian product of the two input alphabets of the MAC. However, Willems intro-
duces a rate restriction for the amount of information exchanged during the conference.
For arbitrary fixed numbers Cy,Cs > 0 called conferencing capacities, he requires that
for a blocklength-n code, only those conferencing protocols may be used that satisfy

1 log J, < C, (v=1,2). (2.11)
n

Definition 2.9. Let n be a positive integer and C7,Cs nonnegative real numbers. A

pair of functions
(01,62) : % X ji/g — [Jl] X [JQ]

as described above which satisfies (2.11) is called an (n,C1,Cq)-Willems conference.
C1, Cy are called the conferencing capacities. If I = 1, we call (c1, c2) a one-shot Willems
conference.

15



2. Preliminaries

Definition 2.10. Let n be a positive integer and Cy, Cy > 0. A deterministic (n, Cy, C2)-
codeconr with alphabets 27, % and .7 is a quintuple of mappings (c1, c2, f1, f2, ¢), where

(c1,e2) « [K1] x [Ko] = [J1] x [J2]
is an (n, C1, Cy)-Willems conference and
f1 : [Kl] X [JQ] — %n, fQ : [KQ] X [Jl] — @n, (ol T - [Kl] X [KQ]

As for codescnm, we call f1, fo the encoding functions and ¢ the decoding function. The
pair K7, Ky is called the codelength pair and n the blocklength of (c1,ca, f1, f2, ¢).

We denote the set of deterministic (n,Cq,Cs)-codesconre with codelength pair
(Kl, KQ) by PCONF(”? Kl, KQ, Cl, Cg)

As for codescy, it will generally not be necessary to mention the code alphabets as
they will be clear from the channel the code is applied to. Thus conferencing actually is
part of the encoding procedure, the conferencing functions may be varied as long as they
satisfy the conferencing capacity constraint (2.11). Clearly, the decoding function does
not differ from that used in the previous section (except that it does not have to decode
a common message), but encoding depends on the outcome of the conference. Note that
an (n,0,0)-codeconr is a traditional blocklength-n MAC code without common message
and conferencing.

For the transmission of the message pair (k1, k2) using the (n, Ci, Cy)-codeconr ¥ =
(c],ca, f1 f9,¢7), the encoders first hold the conference determined by (¢, c3). Then
they form the codewords x, k, (7) := f{ (k1, ca(k1, k2)) and yg, k, (7) := f3 (k2, c1(k1, k2)).
Thus both codewords generally depend on both senders’ messages. The decoding sets
Dy k,(y) are obtained analogous to the common message case by Dy, (y) =

(")~ k1, ka).
Definition 2.11. Let W : 2" x % — () and let v be an (n,Cy, Cy)-codeconr. Its

DM-average error is defined as

1
K1 K>

My, W) = > WE (D (1) Kb (1), Yiaka (7)) (2.12)

k1,k2

Its DM-maximal error is defined by

ePM(y, W) = max W™ (D ey (7)1 %kr ks (V) Yieaka (7)) - (2.13)

Definition 2.12. A pair (R;, R2) of nonnegative real numbers is called a deterministi-
cally CONF-achievable rate pair for DMAC(W) with conferencing capacities C1,Cq > 0
under the average (maximal) error criterion if for every A € (0,1) and ¢ > 0 and
n > ng(A, e) there is a (n, Cy, Co)-codeconr v with éPM (7, W) < X (ePM(y, W) < N)
and

%logK,, >Ry—c  (1=0,1,2). (2.14)

16



2.2. The Discrete Memoryless Multiple Access Channel with Conferencing Encoders

The set of deterministically CONF-achievable rates is called the deterministic CONF-
capacity region of DMAC(W) with conferencing capacities Cq,Co under the average

(mazximal) error criterion and denoted by ?BgNF(VV, Cy, Co) (€N (W, C1,C2)).

The definition of weak and strong converse is analogous to that in the common message
case.

Now let p € II(W) (see Definition 2.7) and (U, X,Y,T) the corresponding random
vector. We define Zconr(p, C1,C2) to be the set of those rate pairs that satisfy

Ry < I(TAX|YU) + Ch, (2.15)
Ry < I(T AY|XU) + Cs, (2.16)
Ry + Ry < min{I(T A XY|U) + Cy + Co, I(T A XY)}. (2.17)

Theorem 2.13 (Willems). Let W : 2" x % — P(.7). For DMAC(W) with conferenc-
ing capacities C,Co > 0, we have

—DM
¢ conr (W, C1, C2) = Closure( U %CONF(I):CI,C2)>'
pEIl(W)

The cardinality of % can be restricted to be at most min{|Z"||%| + 2,|7| + 3}. There
exists a weak converse for ?Bg{NF(W Cy,03).

This theorem was proved in [63, 64]. The direct part of its proof bases on Theorem
2.8. The idea is that the outcome of the conference can be treated as a common mes-
sage. For the converse it is essential that the random variables M; and My which are
uniformly distributed on [K;] and [K3], respectively, are conditionally independent given
the outcome of the conference. Theorem 2.13 is a special case of Theorem 4.6, but the
latter will be proved directly using random coding. However, for the wiretap MAC, we
will exploit the above connection between the common message and the conferencing
problems.

One of the questions solved in Willems’ coding theorem [63, 64] is how the capacity
region of the discrete memoryless MAC with conferencing encoders scales with C7 and
Cy. In particular, it is interesting to ask whether the performance of DMAC(W') with
sufficiently large conferencing capacities comes close to the performance of W when
regarded as a single-sender channel with input alphabet 2™ x %, i.e. of DMC(W) (see
Appendix A). There are two answers to this question. The notation for single-sender
discrete memoryless channels is defined in Appendix A.

DMC(W) has capacity ¢1s(W) (both under the average and the maximum error
criterion). We define the set .Z as the set of those p € II(W) that satisfy I(T'A XY') =
G1s(W).

Lemma 2.14. .# is nonempty.

Proof. Let an arbitrary pair of random variables (X', Y’) with values in 2" X % be
given. We define a triple of random variables (U, X,Y) on % x 2" x %, % a finite set,
satisfying

Pyxy = Py @ (Pxjy @ Pyjy) and  Pxy = Pxryr. (2.18)
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2. Preliminaries

Just set Py = Px:, Pxjy = 0y, and Py |y = Py xs. Then (U, X,Y) satisfies (2.18).
Now assume that I(T"AX'Y”") = €15(W), where (X', Y”) is a pair of random variables
on ' x # and Prixyr = W. Then construct (U, X,Y) from (X', Y’) as above and
define a random variable T' by Prjyxy = W. We have Pyxyr € II(W) and I(TAXY') =
(T A X'Y). O

Lemma 2.15. ¢15(W) is achieved by the mazimal sum rate of DMAC(W) with confer-

encing encoders if and only if C1 + Cy > min,c » I(T A U).

Proof. The maximal achievable sum rate for the discrete memoryless MAC with confer-
encing capacities C7, C equals

max min{I(T A XY|U)+ Cy + C3, (T AXY)}.
pell(W)

This is at most €15(W). If C1 + Cy < min,e 4 I(T A U), then we have for every p € A
that

min{ /(T AXY|U) 4+ C1+ Co, (T AXY)} < I(T ANXY),

and as . is closed, the maximal achievable sum rate with conferencing capacities C7 +
Cy < minye 4 I(T A U) cannot equal € 15(W).

On the other hand, assume that Cy + Cy > minye 4 I(T A U). Assume that p* =
Py« x«y+p« € A attains this minimum. Then

min{I(T* A X*Y*|U*) + Cy + Co, I(T* AX*Y*)} = I(T* A X*Y™) = G15(W).
This proves the lemma. O

The next question is how large 7,y have to be in order for the complete total
cooperation region to be attained, i.e. in order for the set

{(Rl,RQ) 0< R+ Ry < Cgls(W)}

to be contained in ?glgNF(VV, C1,Cs).

Lemma 2.16. The complete total cooperation region is attained by the discrete MAC
with conferencing encoders if and only if

Cy > 61s(W) — meaﬁd(T ANX|Y) and Co>Cs(W)— meaﬁ(I(T ANY|X). (2.19)
P P

Proof. As the capacity region is convex, we only have to find the values C,Cy where
the single-rate bounds on R; and Rs equal @15(W). As the maxima of I[(T'A X|YU)
and I(T'ANY|XU) are attained for single-valued U, it is immediate that the conditions
(2.19) are necessary and sufficient. O
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2.3. Typical Sequences and More

The two above lemmas show that the performance of the discrete memoryless MAC
with conferencing encoders can equal that of the single-sender Discrete Memoryless
Channel (DMC) determined by W already with finite C, Co. Equality of “performance”
here can mean either of the two criteria of the above lemmas. Note that Willems has a
result similar to Lemma 2.16 but with possibly larger Cy, Cs.

The discrete memoryless MAC with conferencing encoders becomes a DMC if Cy, Cy >
¢1s(W). In this case we know that the average and the maximal error capacity regions
coincide because the capacities of the DMC with average and maximal error coincide [20,
Problem 6.1 (a)]. Now in Lemma 2.16 we have seen that the complete full cooperation
region is CONF-achieved even for smaller values of C'; and Cy. But this is a result only
concerning the performance under the average error criterion, not the structure of the
channel. Thus from this we cannot conclude that at these smaller values of Cq,Cy the
maximal and the average error performance coincide as well.

2.3. Typical Sequences and More

In the proofs we will extensively use the method of random coding. This relies heavily
on estimates for typical sets. Here, we give the definition plus the needed results. At
the end of the paragraph we also include two lemmas which do not concern types but
which are used very often in information theory.

Given a sequence x € 2™ and an x € 27, let N(x|x) be the number of coordinates of
x equal to x. This notation can also be applied to pairs of sequences (x,y) € Z"x% ™ =

(Z x @)
Definition 2.17. 1) The set of d-typical sequences with respect to X, denoted by
TgsC 2™, contains all x € 2 satisfying
i) [LN(z[x) — Px(z)| <6 forallze 2,
ii) N(z|x)=0if Px(z) =0.
2) The set of conditionally J-typical sequences with respect to Px|y given y, denoted
by T;}IY#S(Y) C %™, contains all x € 2 satisfying
i) ‘%N(w,y\x,y) — PX|y(x|y)} <4¢ forall (z,y) € Z x¥,
ii) N(z,ylx,y)=0if Px|y(z|y) = 0.
Lemma 2.18 ([20], Lemma 17.8). Let (A, B) be a random pair on the finite Cartesian

product o/ x B. Let 6, > 0. Then there exists a ¢ = ¢(|</||AB|) > 0 such that for
sufficiently large n

n n —néd?
Pyly(Thas(a)la) <2 . (2.20)
Further there is a ¢ = ((Pap,§&,0) with ( — 0 as ,6 — 0 such that

PE" (bla) < 2 "H(BIA-0 faeTieb e, (221)
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2. Preliminaries

and that for n sufficiently large,

(T4 5()] < 27 B0 ifaeTy,. (2.23)

Lemma 2.19 ([20], Lemma 2.10). Let (A, B) be a random pair on the Cartesian product
A x B and § > 0. Then (a,b) € Tap s implies a € Ty | z)5-

Lemma 2.20. Let (A, B,C) be a random triple on the finite Cartesian product o/ x
B xC and 6 > 0. Then

_Z) (a7 b, C) (S TZBC,(; 'mel’LeS ac TX|B,2LQ¢H%|5(b)’
2) ¢ € Tg g 5(b) implies T} 5, 5(b,€) C Tajp ay)5(b).

Proof. First we prove 1). Assume that (a,b,c) € T)ip. s and let (a,b) € &/ x #. Then

1 1
LN a o) = Pays(alt) LN 01D)

<[€|6 +||[€|6 < 2|/||%]5,

1
—N(a,b,cla,b,c) — Papc(a,b,c)
n

1
n

+Y_ Poas(c,alb) ’ N(b[b) — Pp(b)

the last inequality follows from 2.19.

Next we prove 2). Assume that ¢ € Tg|B5(b) and a € Tg\Bca(b’C)' Let (a,b) €
o/ x A. Then

';N(a, bla,b) — PA|B(ayb)TllN(b\b)’
<>,
+ ZPA\BC(a\ba c)

<|€|6 +|€|6 = 2|€|0. [

1 1
EN(av b, c]a, b, C) - PA|BC(a’b7 C)EN(bv C‘b7 C)

n

LN (b, efb,c) PC|B(c|b):LN(b|b)‘

Lemma 2.21. Let o/ and %A be finite sets and let .# be an arbitrary set. Let A be a
random variable on </ and for every s € .7 let Bs be a random variable on 9. Further
let § > 0. Then there exists a ¢ = ((|</||A],9) with ( — 0 as § — 0 such that for any
b e %"

1

21 { (b, ™ }

Liogl{a: by e | Thus

se€s

< sup H(A|Bs) +¢. (2.24)
ses
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2.3. Typical Sequences and More

Proof. Fix a b € ™. 1If the left-hand side of (2.24) equals 0, then nothing has to
be shown. Otherwise, writing .* for the nonempty subset of those s € . satisfying
beTy P have by Lemma 2.19

{a: (b,a) e | Tgm} c {a: (b,a)e J Tgm}.

ses seS*

We call an element @ of P (B x &) a joint n-type on B x o if Q(b,a) is a multiple of
n for all (b, a). Denote by T"(s) the set of all those joint n-types @ on A x o/ satisfying

|Pp,a(b,a) — Q(b,a)| <o for all (b,a) € B x o

and such that Pp, 4(b,a) = 0 implies Q(b,a) = 0. We also write T" () = (J;c o« T"(5).
Every T 4 ; equals the union of those T¢7) with @ € T"(s). Hence

{a:(b,a)GUTESA,a} {a:(b,a)e U Tg}
)

sES* QET™ (7%

<

: (2.25)

As there are at most (n + 1)"%””{‘ different joint types on %" x &/™, this can be upper-
bounded by

|2l : n
(n+1) QGI%?@;*) {a :(b,a) € TQ}’ . (2.26)

Now let Q € T™(*) be contained in T"(s) for some s € .*. This implies by definition
of T"(s) that T¢) C T 4 5. Thus (2.26) is upper-bounded by

)

(n+ 1D)Z1¥l max
seS*

{a:(ba) €T a5} < (n+1) e

T4 B, 27(5(b)

the inequality is due to Lemma 2.20. Applying (2.23), which is possible because of
the definition of .#*, we obtain that 1/n times the logarithm of the right-hand side is
upper-bounded by

sup H(A|B;s) + ¢ < sup H(A|Bs) + C.
s€S* ses

Thus the proof is complete. O
Finally, for completeness we note two lemmas which are frequently used in information
theory. The first one quantifies the uniform continuity of entropy.

Lemma 2.22 ([20], Lemma 2.7). Let 2 be a finite set and P,Q € P(X"). If 6 =
IP— Q| <1/2, then

|H<P>ff«»rsamgL;w.

We also cite the version from [20] (there Lemma 3.8) of Fano’s inequality. The original
version is generally attributed to Fano, but see the remarks on Chapter 3 of [20] for the
story.

Lemma 2.23. For random variables X,Y with values in Z~,
H(X|Y) < P[X £ Y]log(|2] - 1)+ h(B[X £ Y]).
Here, h is the binary entropy, h(z) = —zlogz — (1 — x)log(1l — x).
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3. The Compound MAC with Common
Message

3.1. Introduction

The compound MAC generalizes the discrete memoryless MAC. Compound channels
model the situation that the channel is in one of several states and the encoders and
the decoder only have limited Channel State Information (CSI). In comparison, there is
only one channel state which is completely known to all users in the problem described
in the previous section. Thus the encoding and decoding functions can be fitted exactly
to the probability law governing the transmission of words.

A compound channel can be seen as a family of discrete memoryless channels. Trans-
mission is done using one member of the family, but encoding and decoding must be
performed in such a way that transmission is reliable no matter what the exact channel
might be. This criterion is stricter than if the state were determined stochastically. We
use the term “compound channel” only for channels where the state is not determined
stochastically. (However, in [65], channels with stochastic state are treated in the chapter
on compound channels.)

The compound channel we present below to our knowledge is the first in information-
theoretic literature where channel knowledge is possible which is neither perfect nor
completely unavailable. The receiver’s CSI (CSIR) may be arbitrary between full and
absent. The transmitters’” CSI (CSIT) may be different from CSIR and asymmetric at
the two encoders. It is restricted to a finite number of instances, even though the actual
number of channel realizations may be infinite. We characterize the capacity region of
the compound MAC with common message in this chapter, that of the compound MAC
with conferencing encoders will be characterized in the next chapter. Preliminary work
is due to Ahlswede [3], who found the capacity region of the 2-state compound MAC
without common message, no CSIT and perfect CSIR. This was extended to the case
with common message in [41].

There are several communication situations which are appropriately described by a
compound MAC. One case is where information is to be sent from two transmitting
terminals to one receiving terminal through a fading channel. If the channel remains
constant during one transmission block, one obtains a compound channel. Usually, CSIT
is not perfect. It might be, however, that the transmitters have access to partial CSI,
e.g. by using feedback. This will not determine an exact channel state, but only an
approximation. Coding must then be done in such a way that it is reliable for all those
channel realizations which are possible according to CSIT.

Another situation to be modeled by compound channels occurs if there are two trans-
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3. The Compound MAC with Common Message

mitters each of which would like to send one message to several receivers at the same
time. The channels to the different receivers differ from each other because all the ter-
minals are at different locations. Then if CSIT is given as a certain subset of the set
of all possible states, this describes that the messages are not intended for all receivers,
but only for those corresponding to the given subset. Knowledge about the intended
receivers may be asymmetric at the senders. If every receiver has its own decoding pro-
cedure, perfect CSIR would be a natural assumption. If the receivers must all use the
same decoder, there is no CSIR. Non-trivial CSIR could mean that independently of
the decision at the transmitters where data are to be sent (modeled by CSIT), a subset
of receivers is chosen as the set which the data are intended for without informing the
transmitters about this decision.

3.2. Compound MACs
Let 2, %, be finite alphabets and # a family of stochastic matrices
Ws: XY = P(T), se . (3.1)
Definition 3.1. The compound MAC Cp(#') is the MAC
WE . X x A" — P(T"), se S, n=12...

W, and thus its state set %, may be finite or infinite. The compound channel model
does not include a change of state in the middle of a transmission block. That situation
is treated in Chapter 5.

We noted above that the encoders and the decoder may have some CSI. This means
that every node has a partition of . and knows which element of this partition the
actual channel state s is contained in. The partitions of the different nodes may differ.

Definition 3.2. Let a triple (71,75, R) of partitions of . be given. We call 17,75 the
CSIT partitions or the partitions at encoder 1 or 2, respectively, and we call R the CSIR
partition or the partition at the receiver if

1) Ty, Ty are finite, i.e. they consist of finitely many disjoint sets covering ., and
2) Wy = Wy implies that s and s’ are contained in the same element of T1,T» and R.

T1,T5, R are also called CSI partitions. The sets 7, € T), and p € R are called blocks (of
their respective partitions) or CSI instances. We write

SP

T172

=11NmNp and Sfr., = U SZ.
PER

The constraint that the encoders’ partitions be finite is introduced for mathematical
accessibility. The drawback of this constraint is that if .% is infinite, the encoders’ CSI
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3.3. The Compound MAC with Common Message

certainly cannot be perfect. However, for practical purposes, the restriction that the
senders’ CSI partitions be finite is no restriction, as this will always be the case. If, say,
the receiver’s channel state information is perfect, we will write R = .¥ even though this
is a slight abuse of notation (actually we mean R = {{s} : s € .}). %4, represents
the set of channel states that are possible if the encoders have CSI 7, (v = 1,2) and the
receiver has CSI p. ./} ., represents the set of channel states which are possible due to
the encoders’ joint CSI.

Definition 3.3. For the compound MAC Cp(#) with CSI partitions 77, T, R we write
Cp(Wv T17 T27 R)

In order to describe the rate regions of the various compound MAC coding problems
we consider below, we now introduce two general sets of probability measures.

Definition 3.4. Let %, 2", % ,T,T1,T5 be finite sets. If we are given
o foreveryr €T a Py, € (%),
o forevery (1,m) €T x Ty a Px_ v, : % = P(Z),
o forevery (1,72) €T xTha Py, : % — P(¥),
then we call the family
m:={Pu, ® (Px,, v, ® Py, ,ju,) : (T,71,72) € T x T1 x T>} (3.2)
a (T,Ty,Ty)-input probability on % x X x ¥

Let # be a set of stochastic matrices as in (3.1) and f : ¥ — T x T} x Th. (As
notation suggests, T, 71, T» will correspond to certain CSIT constellations.) f defines
subsets .Sy 7,5, = f1(7T, 71, 72) of . Assume we are given a (T, T1, Ty )-input probability
on % x & x % asin (3.2), where % is an arbitrary finite subset of the integers. Then
through f every s € .% gives rise to a probability distribution ps on % x 2" X % x 7,
namely if s € .7+ 5, then

ps = Pu, ® (Px ® Py, u,) @ W (3:3)

TT ‘UT
1

We collect these pg in the family p = {ps : s € S}.

Definition 3.5. Let # be a family of stochastic matrices as in (3.1) and f : .%¥ —
T x Ty x Ty a mapping as above. By Il;(#,T,T1,T>) we denote the set of all families
p={ps:s € .S} satisfying (3.3), where % ranges over the finite subsets of the integers.

3.3. The Compound MAC with Common Message

Here we assume that each transmitter has an individual message for the receiver and
together they have a common message. The codes may depend on the respective CSI of
the senders and the receiver.
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3. The Compound MAC with Common Message

Definition 3.6. Let n be a positive integer. A deterministic (n,T1, T2, R)-codecn with
alphabets &, % , .7 is a triple of mappings

f1 . ([Ko] X [Kl]) X T1 — %n7
f2 : ([Ko] X [Kg]) X T2 — @n7
©: T"x R— [Koy| x [K1] x [Ka],

where Ky, K1, Ko are arbitrary positive integers. fi, fo are the encoding functions and
@ is the decoding function. The triple (Ky, K1, K2) is called the codelength triple and n
is called the blocklength of the codegy.

We denote the set of deterministic (n, T}, T, R)-codescy with codelength triple
(K(), Kl, KQ) by FCM(n, Kg, Kl, Kg, Tl, Tg, R)

As usual, we will generally not mention the code alphabets as they will be clear from
the context. If v = (f], fJ,¢7) is a codecm, in analogy with Section 2.1, we denote
the codewords by x;!, (v) and y;?; (v), where 7, € T, is an element of the respective
CSI partitions. For any element p of the receiver’s CSI partition R, the corresponding
decoding sets are called DZO kiky (V). If the actual channel state is s € Sk, the combined
CSI will be (71,72, p) € Th x Ty x R. If in addition the message triple is (ko, k1, k2), the
encoders then use the codewords xﬁ) r, (7) and y;;i k, (7), respectively, whereas the decoder
decides for (ko, k1, k2) if and only if the channel output is contained in D , ;. (7).

Definition 3.7. Let Cp(#,T1,T5,R) be a compound MAC and 7 a deterministic
(n,T1, Ty, R)-codecyy. Its C-average error is given by

écp(f)/a Wa T17 T27 R)

1
L we p T T
‘= Sup  Ssup oK 1Ko § s " (Dkok1 ko (7)C|Xk3)k1 (7)’ yk?)kz (7)) :

T1,72,P 865”.,%7—2 ko.k1,ko
Its C-maximal error is given by

(@]
eP(vy,#”, 11, T>, R) = Tlsg)p Ses;g k;l}ﬁ?}l(cz wen (DgOkaQ (N 1%, (V) Yk ().
) ) T1T2 b b

The definitions of average and maximal error formalize the requirement that a codecyy
corresponding to any CSI triple (71,72, p) be reliable for every channel state s that is
possible according to the joint CSI, i.e. for every s € /% ,.

We also consider random codescy. They are mainly used in the random coding
proofs of the deterministic coding theorems. When we are treating arbitrarily varying
MACs in Chapter 5, though, random codescy become even more important and play a
fundamental role in the description of the deterministic coding region.

Definition 3.8. Let n, Ky, K1, K2 be positive integers. A random (n, 11, T, R)-codecm
with alphabets 27, %/, .7 is a random variable G on I'cn(n, Ko, K1, K2,T7, T2, R). The
blocklength of G is n, its codelength triple is (Ko, K1, K2).

26



3.3. The Compound MAC with Common Message

In a real-life setting, the application of random codes would require performing a
random experiment G whose outcome is known to the encoders and the decoder. This
would determine a deterministic code, which would then be used as described above.

Definition 3.9. Let Cp(#,T:1,7»,R) be a compound MAC and G a random
(n, Ty, Ts, R)-codecnm. The C-average error of G is defined as

éCp,r(G’ W? Tla T2a R)

1
= s sup e D S WEN(DF i, (0 Ik, (0. YR, (1) Pe(0):
T1T2:0 s€SE 7, FHO] 2k0,k‘17k2 R

Its C-maximal error is defined as

eCp,r(G7 Wﬂ T17 T27 R)
= sup sup max > WE(Dh o (N 1%k (V) Y2k, (1) Pa(y).
v

TLT2:P SESE 1, ko,k1,k2

Definition 3.10. 1) A triple (Ro, R1, R2) of nonnegative real numbers is called a
deterministically CM-achievable rate triple for Cp(# ,T1,Ta, R) under the average
(mazimal) error criterion if for every A € (0,1) and ¢ > 0 and n > np(\,e)
there exists a deterministic (n, Ty, T, R)-codecy v with e“P(y, %, T1,To, R) < A
(eCP (v, #,T1, Ty, R) < \) and

1
—logK, >R, —¢ (vr=0,1,2).
n

The set of deterministically CM-achievable rates under the average (maximal)
error criterion is called the deterministic CM-capacity region of Cp(# ,T1,T2, R)

under the average (maximal) error criterion and denoted by ?@&(W,Tl,TQ,R)
(CSh(# T, Ty, R)).

2) A triple (Rp, R1,R2) of nonnegative real numbers is called a randomly CM-
achievable rate triple for Cp(#',T1,Ts, R) under the average (mazimal) error cri-
terion if for every A € (0,1) and € > 0 and n > ng(A, &) there exists a random
(n,T1,T5, R)-codecyt G with éCp’r(G,W,Tl,TQ,R) <A (eCp’r(G,W,Tl,TQ,R) <
A) and which satisfies

1
—logK, >R, —¢ (v=0,1,2).
n

The set of randomly CM-achievable rates under the average (maximal) error crite-
rion is called the random CM-capacity region of Cp(#',T1,Ts, R) under the average

(mazimal) error criterion and denoted by ?gﬁf(%, T,,T5, R) (%gﬁ’r(W, T,,T5, R)).

27



3. The Compound MAC with Common Message

Now we define a function f; : .¥ — {} x T1 x T» mapping every s to the (71, 72)
with s € %% -,. This function f has the form as in Definition 3.5 with T" = {.*’}, so we
obtain a set ILy (%, 11, Ts) := Iy (W, {7}, T1,T3). For every s € .7, the distribution
ps gives rise to a set Zcm(ps) as in (2.6)-(2.9). Any p € II(#,{},T1,T2) thus leads
to a set

Bom(p) = (| Zoulps) = () () Zoulps).

s€s T1,T2 S€ES 7 1

Finally we define

(W, 11, Ts) := closure( U ,@CM(p)),

pEL (#,T1,T)
where closure(A) denotes the topological closure of the set A.

Theorem 3.11. Let Cp(#', 11,12, R) be a compound MAC. We have
—C —Cp,r r
Com(W , T1,To, R) = Gy (W, T1,Ta, R) = 650" (W, T1, To, R) = GL(W , T1, T).

The cardinality of % can be restricted to be at most min{|.Z"||%| + 2,|.7| + 3}. There
exists a weak converse for all three cases.

The definition of weak converse is the same as in Definition 2.6 if one replaces ¥ by
Cp,r

?g&(%, T1, Ty, R) or €cng (W, 11, To, R) or ngﬁ’r(W, Ty, To, R), respectively.
Remark 3.1. €1(# ,T1,T») is convex by the concavity of mutual information in the input
distribution. The bounds on |% | follow in the same way as in [63].

Remark 3.2. The proof of Theorem 3.11 shows that in all three cases, the capacity
regions can be achieved with codes whose error probability tends to zero at exponen-
tial speed. That means, e.g. for the case of deterministic coding, that for every rate
triple (Ro, R1, R2) € ?SQ(W,TDTQ,R) and every € > 0, there is a ( > 0 such that
for sufficiently large n one can find an (n, T, Ts, R)-codecnm 7, with codelength triple
(Ko(n), Ki(n), K2(n)) and

1) %logK,,(n) >R, —cforv=0,1,2,
2) eCP(yn, W, T1,To, R) < 277C.

Remark 3.3. Note that €1 (#,T1,T») is independent of the receiver’s CSI partition R.
A heuristic explanation of this phenomenon is given in [65, Section 4.5]: the receiver can

estimate the channel using a pilot sequence whose length is negligible compared to the
blocklength.

Remark 3.4. First taking a union and then an intersection of sets in the definition of
6\ (W ,T1,Ts) is similar to the max-min capacity expression for the classical single-sender
discrete memoryless compound channel [20, 65]. Due to the encoders’ CSI, though, the
analogy is not complete. More precisely, the analogy only works in the extreme case
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3.4. The Direct Part

T, =Ty = {}, because the p € II1 (#,{L},{-}) are probability measures instead of
families of probability measures. If both 7} and T% are nontrivial and p € 11y (#, 11, T»)
is the distribution of (U, X,,,Y,,,Ts), only Py is independent of (71,72) and s. For
example, in the other extreme case that 77 = T, = ., we can write

e, )= closure( U ﬂ U ,%’CM(ps)>,

Py s€ Px,u.Py, v

where the unions are over the obvious sets of probability measures and stochastic matri-
ces, the ps in Zom(ps) are built from these Py, Px,u; Py,jv and #'. As U is independent
of s, the outer union and the intersection do not commute. This is in contrast to the
situation for compound MACs with conferencing encoders, see Remark 4.4.

Remark 3.5. For the deterministic capacity under the average error criterion, it has
been shown by Ahlswede [1] that there is no strong converse for single-sender compound
channels. There is, however, a strong converse if the maximal error criterion is applied.
For the compound MAC, we do not consider the maximal error criterion in combination
with deterministic coding. But clearly, the nonexistence of a strong converse carries over
to the average error case considered above.

3.4. The Direct Part

In this section we prove that € (#,T1,T») is CM-achievable in all three scenarios con-
sidered in Theorem 3.11. Due to Remark 3.3, it is sufficient to assume R = {.7}, i.e.
that the receiver does not have any CSI. The strategy is first to show

c1(w,11,1Tz) C %gﬁ’r(W,ThTza {7} C ?8§&T(W7T1,T27{<7})- (3.4)

The second inclusion is clear, so we can concentrate on the first one. The core of its
random coding proof is a general lemma which will be proved in the first part of this
subsection. The lemma will also apply to the direct part of the coding theorem for the
compound MAC with conferencing encoders treated in the next chapter. We will then
specialize the lemma to the form needed for showing the first inclusion in (3.4). The
third part of the section is devoted to derandomization, i.e. to derive

G T, T, {.9}) C G (W T, Ty, { ) (3.5)
from (3.4).

3.4.1. A General Random Coding Lemma

The following definition generalizes the definition of half lattices from [32].

Definition 3.12. Let %, 2°,% ,T,T1,T5 be finite sets and 7 a (T, T1,T5)-input prob-
ability on % x 2" x % as in (3.2). Let J, Kj, K2 be positive integers. A generalized
random (J, K1, K2)-half lattice on % x & x % based on 7 is a family of random vectors

{(U]'T,X]T;Q,Yflff) (7,71, 720, k1, ko) € T x Ty x To x [J] x [Kq] x [Ka]}
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3. The Compound MAC with Common Message

on % x Z x % distributed according to the probability measure

Qi (@ o @)
T T1

This means that every UjT is distributed according to Py, the conditional distribution
of every X;,;l given U7 is Px__ |y, and the conditional distribution of every Yfk? given
U]T is PYTT2|UT'

Definition 3.13. Let n be a positive integer and 7 a (7,71, T»)-input probability on
U x X x % asin (3.2). The n-th memoryless extension of 7 is the (1,11, Ts)-input
probability on "™ x ™ x "

aon .— {Pgin ® (P?:l‘UT ®P§§)—7:2|UT) : (7’, 7'1,7'2) el xTy x TQ}

Let Cp(#') be a compound MAC, n, J, K1, Ky positive integers, and T',T1,T» finite
sets. Let f: . = T x Ty xTy. For any p € (% ,T,T1,T>) and any ps € p, let
(Ur, X+7,, Yrr,, Ts) be the corresponding random vector with values in % x 2" x % x T
and distribution ps. p gives rise to a (7, T}, T5)-input probability on Z x 2" x % and
to its n-th memoryless extension 7™ on ™ x 2™ x #™. We define the family

{(U], X0 Yo2) (111,72, 4k ko) € T x Ty x Th x [J] x [Kq] x [Kal}.

vk1? " vke
of random variables to be a generalized random (J, K, K2)-half lattice on " x Z" x#™
based on 7",
For every (7,71, 72), let

Erriry = U TIZXTTIYTTQTS,&
SeyTrl T2
Further we define for every (j, k1, k2) € [J] x [K1] % [K3] the set Dj,x, C 7™ to contain
exactly those t which satisfy

1) (U], X3 Y12 t) € Erryr, for some (7,71, 72),

2) (U]T’ ’X;IZ/;’Y;]CZQ’t) ¢ ET’T{
(7, k1, k2).
This defines a disjoint family of sets.

Lemma 3.14. If there is a { > 0 such that

 for every (7,7, 75,7 ki, ky) with (5, k1, k) #

1 -
S log(JEKLK>) < min  inf  I(Ty A Xor Yon,) — G, (3.6)
n TTLT2 S€ES ey 7y
1 o i
—log(K1K2) < min  inf I(Ts A X7r Yoro |Ur) — C, (3.7)
n T,T1,T2 sElerQ
1 -
—log K1 < min inf I(Ts A Xrry |Yrr,Ur) — C, (3.8)
n TyT1,T2 S€ES 17 79

1 N
“logKy < min  inf  I(Ty A Yyr | Xor Uy) = C, (3.9)
n

T,T1,7T2 Sefy‘rrl To
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3.4. The Direct Part

then for sufficiently small § there is a ( = C(g:, d) such that

E[WE™ (DS p, | X0 V)] <277 (3.10)

for every (1,11,T2,j, k1, ko) € T x Ty x Ty x [J] x [K1] X [K2] and s € Lrr,7,.

Proof. Without loss of generality we may assume that 7', 77, T5 are subsets of the integers
and write [T, [T1], [T2] instead. The proof is similar to that of the Hit Lemmas in [32].
Due to symmetry, it is sufficient to bound

E[W™(Din| X1, Yit)] (3.11)

for any s € %111 with a term independent of (1,1,1,s) € [T] x [T1] X [T2] X Frr7,- (3.11)
can be upper-bounded by

E[WE({t: (UL, X11, Yit » t) € Bun} | X11, Vi) (3.12)

+ > > EB[WEM{t: (U], X YR ) € Ernny HXIL Y] (3.13)
(m,717m2) (4,k1,k2)
#(111)

Due to the definition of (Ui, X11, Y11, 7s) and (2.20), (3.12) equals

Rn n c Rn —n062
PU1X11Y11TS< m (TU1X11Y11T376) > <1- PU1X11Y11Tq (TU1X11Y11T 5) 2
sE€ES11

where ¢ = ¢(|Z||Z|#||7|). Hence for (3.12), we obtain exponential convergence
to zero independently of the choice of J, K1, K3. To bound (3.13), we need to dis-
tinguish four cases. If (7,7) # (1,1), then the independence of (U}, Xi{,Yi{!) and
(7, X]T,;l , Y;,;TQ) implies (recalling the notation for sections of subsets of Cartesian prod-
ucts in the notation section of Chapter 1)

E[Wgn({t (UT XY t) € ETT1T2}‘X117 )]

gk " gka 0
= 2 PR OP((UF X YD) € Erriry]
t
< mBXIP’[(UT XL Yo2) € Errimlt]- (3.14)

If (r,7) = (1,1), but (71,k1) # (1,1) # (72, k2), then the conditional independence of
the random vectors (X{{, Y{{!) and (Xlll?,YlTQ) given U] implies

E[W2"({t : <U1 : X%Zi Y2 t) € Bipn YIXTH, YY)
1T 1
Z P (w t)P[(XI7 V™) € Eppy s UL = u]

< maxp[(xll,g Y)2) € ErryryutlUL = ul. (3.15)
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3. The Compound MAC with Common Message

Similar reasons lead to
E[W?n({t : <U17X11]2 Yll :t) € E1T11}‘X117 )]

1
= Z P((%/HTS(U’% )]P)[XUQ € E17-11|u,y,t’U1 u Y11 = Y]
u,y,t

< IJI)E}%P[X%E S E1711|u,y,t|U1 =u, Yn = YJ (3.16)

if (7-7 7-27j7 kZ) = (17 17 17 1) but (Tla kl) 7& (17 1)7 and to
E[W"({t: (UL, Xi1, Yy ) € Bun }Xi1, Vi)
= Z PI}@;’"}(IITS(u,x,t)IP’[YIIICZQ € E1172|uxt]U1 =u, X{{ = x|

u,x,t

< maX]P)[Ylk S E11T2|11Xt|U1 =u Xll - X:| (317)

if (7—7 T1, Js kl) = (17 1,1, 1) but (7—25 k?) 7é (1’ 1)
Next we derive upper bounds for (3.14)-(3.17). Assume that (7,j) # (1,1). By Lemma
3 n
2.19, if (u,x,y,t) € T, X1, YyryTos0 HET) (u,x,y) € TUTXTHYTTQ,I?\&‘ Thus (2.21) and
Lemma 2.21 imply that (3.14) is upper-bounded by

eXp(_n(H(UTXTTl YTTz) — Sup H(UTXTTl YTTQ |Ts’) - Cl))

' €S rr 1
=exp(—n( inf I(Ty AU X7nYrr,) — 1))
S ey‘rfl‘rg
= eXp(—n(s/eglf I(Ty A Xer,Yrr,) — (1)), (3.18)
7‘7’17‘2

where (1 > 0 only depends on § and the cardinalities of the alphabets and tends to zero
as § tends to zero, and the last equality is due to the fact that T is independent of U
given (X;r,Yrr,).

Next we analyze (3.15). By Lemma 2.20, (u,x,y,t) € T, X, Yoy 1o, 1MPliES (x,y) €
T;Tn YTTZ\UT,QI??II%I\?I&(U)’ so (2.21) and Lemma 2.21 imply the existence of a (» with
properties analogous to those of (; yielding the upper bound

eXp(_n(H(XTTl Y’TT2 ’UT) - sup H(XTT1 YTT2 |UTT3’) - C2))
5’6,77—7—17-2
= exp(—n( inf  I(Tg AN Xrr, Yrr|Ur) — (2)) (3.19)

S/Eyr‘rl ED)

For (3.16), we use that by Lemma 2.20, (u,x,y,t) € TnTXmYTTQTs,é implies x €

T)?TTIIYTTQ UT,2|5£”|\,7|6(Y7 u). As above, we can thus conclude that there is a 3 > 0 with

properties analogous to those of (; and (3 such that (3.16) can be upper-bounded by
eXp(—n(H(XTn |YT7'2 UT) — Sup H(X‘rn |UTY:I'T2TS/) - C3))

§' €S rr o

=exp(—n( inf I(Ty A Xrr Y, Ur) = (3)). (3.20)

3’6%—7—1 o
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3.4. The Direct Part

In an analogous way, we upper-bound (3.17) by

exp(—n(sleyf Ty AN Y| Xor Ur) — C4)). (3.21)

for an appropriate (4 > 0.
Using rough bounds on the numbers of (7,71, 72, j, k1, k2) corresponding to the above
cases, we can now conclude with (3.18)-(3.21) that (3.13) is upper-bounded by

TT Ty JJK1 Ko exp(—n( min inf I(Ts/ AN Xﬂ—lYTTQ) — Cl))

T,T1,T2 S/GyT‘,-l T2

(

+ T T K1 Ky exp n( min inf I(Ts/ A XT7—1Y7—7—2 ’U’r) — Cg))
(
(

T,T1,T2 SleyTTl T

min  inf  [(Ty A Xory |Yor, Ur) — C3))

T2 8 €L vy 1

+To Ko exp(—n

(_
(_
+T1 Ky exp(—n
(—n(min inf  I(Ty A Yer|Xor, Ur) — Ga)).

T,71,72 SletsﬁTTl T

If conditions (3.6)-(3.9) are satisfied, one can choose § so small that max{(1, (2, (3,4} <
¢, so the statement of the lemma holds with ¢ := { — max{(1, (2,3, (4} O

3.4.2. Random Coding for the Compound MAC with Common Message

Recall that we may assume for the direct part of Theorem 3.11 that the receiver has
no CSI, i.e. that R = {¥}. Under this assumption, we now prove (3.4) by special-
izing Lemma 3.14. Let a compound MAC Cp(#,T1,T>,{-”}) be given. For every
p € ILL(#,T1,Tz), we define a random (n, 11,75, {.7})-codecm. Let

{(Uka;c—(l)kl?Yk?kg) : (Tl,Tg,k(),kl,kQ) €Ty x Ty x [Ko] X [Kl] X [KQ]} (3.22)

be a generalized random (K, K7, K2)-half lattice on ™ x 2™ x #™ based on the n-th
memoryless extension 7®" of the ({.%}, T}, T5)-input probability 7 induced by p. Given
a message triple (ko, k1, k2) that is to be transmitted and a CSI instance (71, 72), the
transmitters use the random codewords X!, ~and Y, .

The decoding sets are completely determined by the family (3.22) and a § > 0 which
is chosen later. For s € .% let (U, X;,Y5,,Ts) be the random vector corresponding to
ps. For every 71, 19, define

e mn
ET1T2 T U TUXleTQTS,&'
SE€ES 119

This set does not depend on s € .%;,;,. The decoding sets Dy, k, consist exactly of
those t € 7™ which satisfy both of the following conditions:

1) there is a (71, 72) such that

(Uk07 X]Z;-(l)kl ) Yk?kz ) t) € ET1T2;
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3. The Compound MAC with Common Message
2) for all (k{, K}, k) # (ko, k1, k2) and for all 71, 74,
(Uk’ k/klv k’k” )g T Th"

Clearly the Dy, , are disjoint and do not depend on 7,7 nor on s.
Note that the family (3.22) together with the decoding sets has the structure treated
in Lemma 3.14. We can thus conclude that if for some ¢ > 0

= log(KoKlKg) <min inf (T, A Xp,Ys) — ¢, (3.23)

T1,72 S€ES 71 79

log(KlKg) <min inf I(TsANX,Y,|U)— (3.24)

T1,T2 S€ES 7 o

1 ~
“log Ky <mininf I(Ty A X [YnU) =, (3.25)

T1,T2 S€ES 7 o

1 ~
“log Ky <min inf I(Ty A Yy |XAU) =, (3.26)
n

T1,72 S€ES 71 79

the maximal error under random coding is bounded by 27 for some ¢ > 0. Thus
¢\ (W ,T1,Ts) is randomly CM-achievable with a maximal error tending to zero in block-
length at exponential speed. This establishes (3.4).

3.4.3. Construction of Deterministic Codes

In order to show (3.5), we first assume |#| < co. In this case we extract from every
random codecy with small error probability a deterministic codecy; with the same rate
triple and with comparably small average error. When |#/| = oo, we approximate # by
finite-state compound MACs.

So let us first assume that |#'| < co. Let G be a random (n, T}, T2, {-"})-codecy with
e (G, H , Th, Ty, {7}) < exp(—n() for some ¢ > 0. For fixed 71,75 and 5 € .7, ,,, we
define the random variable

1
VV® (D Q). v (G
KoKlKQ ko%:kz koklk?( ) ‘Xk’okl( )vaOk2( ))

es(G, T, Ty) =

which by assumption satisfies E[es(G, T, T3)] < exp(—n(). For 0 < ¢ < ¢, define the
event
By = {e,(G, Ty, Ty) < 27"},

If the intersection of the By is nonempty, we can infer the existence of a determinis-
tic (n, Ty, Ty, {S})-codecn v with eP (v, Ty, T, {.#}) < 27", And indeed, Markov’s
inequality implies for large n

P[ N Bs} >1- Y PB>1-2% Ele,(G 11, T2, R)] > 1 — [#|27C=9 > 0,
se€s ses ses
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3.4. The Direct Part

Every rate triple contained in €, (#,T1, T») is thus deterministically CM-achievable with
an average error tending to zero exponentially in blocklength. Thus (3.4) implies (3.5)
for the case that |#] < .

Now assume that |#'| = co. For a positive integer N to be chosen later, we first define
an approximating compound MAC # with a finite state set 5. It consists of all the
stochastic matrices

Wg%X@%@(y), s € N,

where Wi(t|z,y) is a multiple of (2N|T1[|To|)~! for all z € 27,y € #,t € 7. Clearly,
|- N < 2N|T1||Ts| + D)IZIZ1I71 The following is a slight variation of [13, Lemma 4].

Lemma 3.15. For every N > 2|.7|, there is a function ay : & — N satisfying
an(Frir) N aN(F ) = D if (T1,72) # (71, 73) such that for every s € .7,

T
Wit y) — Wy ot )] < 120, (3.27)
2|7
Ws(t"ray) < exp Nin2 WaN(s)(ﬂway)' (328)

Write ay (%) for the set of those members of #)y whose state is contained in ay(.%).
We define CSIT partitions 71,75 of ay (%) by

T, :={an(1,): 7, € T)} (r=1,2).

As the sets an(S7r,) are pairwise disjoint, these partitions are well-defined. For
(T1,72) € Tl X TQ, we write /N7 = T1 N Te. T, is in one-to-one correspondence
with T, for both v = 1,2. Thus we can uniquely identify every ({.#},Ti,Ts)-input
probability on % x 2 x # with an ({.#},T1, Ts)-input probability on the same set.
This identification induces a natural mapping from II (%, T1,T») to II; (an (¥#), Ty, Tg).

Let p € II1(#,T1,T2) and p the corresponding element of Hl(aN(W),Tl,Tg). Let
(ri,72) € T1 x Ty, and s € S 5,. By (3.27) and Lemma 2.22, p and p satisfy the
inequalities

1T A X ¥o) = 1Ty A X Vo)l < 217 L 10 171
(T A X YalU) = 1Ty A X Yo l0)] < 217 L 105 72
(T A X Vo) = Ty 1 X V1)) < 217 L 1o 17
T A Yo X U) = 1Ty 1 Yo X )] < 27 D10 178

Now fix a triple (Rg, R1, Rg) contained in the interior of R (p). The above inequalities
imply that for sufficiently large N it is contained in the interior of Zcnm(p). We have al-
ready established the validity of (3.5) for Cp(an(#),T1, T2, {an(-#)}). In fact, Zcm (D)
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3. The Compound MAC with Common Message

is CM-achievable for Cp(an(#), 1, Ts, {an(-#)}) by deterministic codescy with expo-
nentially decreasing average error. Thus for any € > 0 and n sufficiently large, there is
a deterministic (n, Th, T, {an () })-codecn 7y satisfying

1
~logK, >R, —e  (v=0,1,2) (3.29)

and e°P (v, an(#),T1, To, {an(.7)}) < 27 for some ¢ > 0. We now apply ~ for trans-
mission over Cp(#,T1, T, {.}), which is possible due to the one-to-one correspondence
of T,, and T,,, and bound its average error. For any s € ., assume that ay(s) € .SN# 7.
(3.28) implies

1 ~ .
KoK 1 Ky Z W™ (Dhoky ks (’Y)C’X%kl (’Y%ykf);@ (7))
ko,k1,k2
2|72 1 . _
< 2wl /(NIHQ)m Z Wan(s)(Dkoklkz (N Xk (Vs Yok, (7))

ko,k1,k2

o (-n(c- 270)). 10

By enlarging N if necessary, this tends to zero exponentially as n approaches infinity, so
one obtains an exponentially small average probability of error when « is used for trans-
mission over Cp(#,T1,T2,{S}). As the capacity region is closed, (3.29) and (3.30) imply
the validity of (3.5) for compound MACs with common message which have infinitely
many states.

Remark 3.6. Note that this method is independent of the exact form of the code. Only
the family of codewords and decoding sets matters, so it will also be applicable for the
compound MAC with conferencing encoders in the next chapter.

3.5. The Converse

In this section we again start with a general lemma which is the core of the converses
both for the compound MAC with common message and the compound MAC with
conferencing encoders. In the second part of the section, we specialize the lemma to the
first case and show the weak converse for the compound MAC with common message.

3.5.1. A General Lemma

Assume we are given any compound MAC Cp(%#) together with a function f : . —
T x Ty x Ty, where T, Ty, T are finite sets. We write ., := f (7, 7172). Let n be a
positive integer and let G be a random (n, 17, T, . )-codecy with rate triple (J, K7, K2).
For every realization v of G, we write v = (f{, f5,¢?) for the triple of encoding and
decoding functions. In addition to G, we define the following random variables:

1) for every 7 € T' a random variable M on [J] which is independent of G,
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3.5. The Converse

2) random variables My, My on [K] and [K3], respectively, which are also independent
of G and which for every 7 € T" are conditionally independent given Mg,

3) for each (7,71,72) € T x T1 x Ty

X = fE(MG, My, 1), YT = fS(MT, My, 1),

4) for each s € .77+, a T taking values in .7" such that for every x € 2",y € #™,
t e 9”, (], kl,k‘z) S [J] X [Kﬂ X [KQ], and y € FCM(TL, J, Kl,Kg,Tl,Tg,ﬂ)

P[T* =t| X =x, Y™™ =y, MJ = j, My = ki, My = ko, G =] = WE"(t|x,y),

5) for every s € .7 a vector (Mg, M;, M) = o&(T%,s).

Lemma 3.16. There is a p = {ps : s € S} € Ily(#,T,1T1,T3) such that for every
(ry11,m2) € TxTy xTy and s € Ly, if Ur,Xrry,Yrr,, Ts) is the random vector
corresponding to ps,

1
EH(Ml‘MQ) < I(XT’Tl A T8|YT’T2U’T) +

1
ﬁH(MﬂMl) < I<YT7'2 A TS’XT’HU’T) +

1
5H(M1M2) < I(XTleTTQ A TS’UT) +

(I(My A MG |Ms) + A®),

(I(Mg VAN Mg‘Ml) + AS)7

SIm3I—3|-

(I(MlMg A Mg) + AS),

1 1
~H(MGMyMy) < I(Xor, Yo, AT + A%,

Here, A% := 1+ P[(Mg, My, Ms) # (Mg, My, My)] - H(MJ M My).

Proof of Lemma, 3.16. Let s € S5 . Set P[(Mg, M, M3) # (Mg, My, My)|G = 7] =:
A7®. Fano’s inequality (Lemma 2.23) implies

H(MngMngs,’y) <1+ A%SH(MS-MlMQ) =: A", (331)
The chain rule for entropy implies that also
max{H(Ml |M2M6—TS, ’}/), H(M2|M1M6—TS, ’y)} S H(M1M2|M5—TS, ’}/) S JANALS (332)

Using (3.31),(3.32) and the independence of (M, M;, M) and G, we obtain the inequal-
ities

H(M|Mz) < I(My AT Mg |Ma,vy) + A7, (3.33)

H(Ms|My) < I(Ma AT Mg My, vy) + A7, (3.34)

H(MlMQ) < I(MlMg A TSMS"}/) + A"V, (335)

H(MngMg) < I(MngMQ/\TS"}/) + A7®, ( )
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3. The Compound MAC with Common Message

With the chain rule for mutual information, (3.33)-(3.35) can be transformed into

H(M;|My) < I(My NT®°|MaMg,~)+ I(My A Mj| M) + A%, (3.37)
H(MQ’Ml) < I(M2 VAN TS|M1M6—,’}/) + I(MQ VAN M8—|M1) + A%s, (338)
H(M; My) < I(My Mo AT*| MG, ) + I(M; My A M) + A7, (3.39)

To further bound (3.36)-(3.39), we use Lemma 2 from [50] which is a generalized version
of the Data Processing Inequality (see e.g. [20]). Its proof bases purely on the rules for
calculating with mutual information and the structure of the random variables involved.
Translated into our only notationally slightly more complicated setting, the lemma states
that

I(My AT*|MyMG,~) < I(X™ AT YT M), (3.40)
I(My AT |MyMG ) < I(Y™™ ATS| XM ), (3.41)
I(My My AT3|MG ) < I(XTY™™ A TS| M), (3.42)

I(MJM My AT®|y) < I(XTY7™ ATS|). (3.43)

The next goal is a single-letter representation of the right-hand terms in (3.40)-(3.43).
We start with (3.40). For m = 1,...,n, set T3 = (TF, . ,T5). As T® is linked to

[m

(XT, Y™™, M7, G) through a memoryless channel,
I(XTANTYT MG, y) = > {H(T5Y MG TE, yy,7) — H(T5 | X5 Y™ Mg, )}

m=1

As H(T3 YT MJTE, ) < H(T3 Y2 Mg, ) this gives

n
IXTATYTME ) < ) {H(T Y Mg ) — H(T | X5T Y™ Mg, )}

m=1
n
= ST A XYM ). (3.44)
m=1

In an analogous manner, one shows that

M=

IYT2AT?IXT Mg, y) < ) I(T5 AY X0 Mg, ), (3.45)
m=1
n
I(T* AXTYT MG, ) <Y I(T5 A XY (MG, ), (3.46)
m=1
n
I(T* AXTY ™ |y) < Y I(T5 A XY™ ). (3.47)
m=1
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3.5. The Converse

Now we define the distribution ps of a random vector (U, X+, Y7, Ts) with values in
([TL] X [J] X FCM(n,KO,Kl,Kg,Tl,Tg,Y) X X XYW xT by

. 1 .
Py.(m,j,7) = EPMOT(J)PG(’Y)»

PXTTllUT (.’L"m,],’}/) = P[X;Tl = $|Mg = j? G = fﬂ?

) = P[YnZTQ = y‘M(;— =75,G= 7]7

):

Wi(t|z,y).

PYT.,2|U7—(y‘m7j>’7
PTS|XT71YTT2U7— (t|x7 Y, (’I?’L,j, 7)
The set {ps : s € Z} is an element of Iy(#,T,T1,T). U; can be represented as

U, = (U;,G) with a U, independent of G. Then, following the estimates from (3.33)-
(3.36) to (3.44)-(3.47) for every s € . and dividing by n gives

1 .
~H(M[My) < I(Xor, ATs[Yer,Up,y) + —(I(My A M| M) + A7),

1 ~
~H(My|My) < I(Yrr, AT5| Xor, Ur,y) + — (1(My A M| M) + A7),

1 ~
EH(MIMQ) < I(XT’7'1YT’7'2 A Ts’UT77) +

SI—3I=3IF

(I(M1M2 A Mg) + A’Y’S),

1 1
~H(MGMyMy) < I(Xon Yo, ATily) 4 - A7,

Taking the expectation with respect to Pg on both sides yields

1
EH(M1|M2) < I(XTn A TS|YTTQUT) +

1
EH(M2|M1) < I(Y:r‘rg /\TS’XTTlUT) +

1
—H(Mi M) < I(Xrr Yyry ATS|U) +

n n

(I(My A M{| M) + A®),

(I(My A M§|My) + A®),

—3 =3

(I(MlMQ AN Mg) + As),

1 1
EH(MngMQ) < I<XT71Y7'7'2 A Ts’G) + EAS

Finally, we note that G and T are independent given (X, Y:r,), so
Xy, Yory ATS|G) < (G Xy, Yiry ANTs) = I(Xrr Yory ATy).

This proves the lemma. O

3.5.2. The Weak Converse

—C . .
The weak converse for Soﬂci/ir(W,Tl,TQ,R) implies the weak converses for

?8&(7/,T1,T2,R) and Gl (#, Ty, Ty, R). Hence all we have to show is that any
random (n, 717, Ts, R)-codecy G whose codelength triple satisfies

> e (3.48)

1
H?’L(log Kﬂvlog K1710g KQ) - %1(W7T17T2)
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3. The Compound MAC with Common Message

incurs an average error e°PT (G, #, Ty, Ta, R) > A(e) > 0 if n is sufficiently large. Here,

| - || is any norm on R3. In view of Remark 3.3, we may assume that R = .7.

Let G be a random (n,T1,Ts, R)-codecy which satisfies (3.48). Let (My, My, M) be
a random vector independent of G and uniformly distributed on [Ky] x [K;] x [K3]. For

every (1,72) € T1 X Ty and s € .77 -,, we further define random variables
1) XM :flG(M07M17T1)7 YT :fg(;(MO7M277'2)7

2) T* satisfying for every t € I

P[T* =t|X™ =x,Y™ =y, My = ko, My = k1, Ma = ko, G = 7] = W& (t|x,y),

3) and finally (Mg, M7, M§) = @& (T%,s).

Obviously, these random variables satisfy the conditions of Lemma 3.16 with 7' = {.*}
and f = fi1, so we can infer the existence of a p € II;(#',T1,T) such that for every

(11,72) € Th x Ty and s € S5 1,
%Iog Ky < I(Xy, AT|YR,U) + %Aa
%logKg < I(Yr, AT XA U) + %Av
%logKle < I( X7 Yo, NTG|U) + %A’

1 1
“log KoK 1Ky < I(X,, Yy, AT) + —A.
n n

Here, A := 1+ Mog KqK1 K>, where \ := e“PX (G, # Ty, Ty, .7).
On the other hand, (3.48) implies

1
Hn(logKOalogKblOgKQ) — [ Zem(ps)| > €

se€s

(3.49)
(3.50)
(3.51)

(3.52)

for the above p. From this we can infer the existence of an &/ = &’(¢) > 0 such that

1 .
ElogKl > SIQ;I(XTI ANTs|Y,U) + €

1
or —log Ky > inf I(Yy, AT| X U) + €,
n s€S
1
or —log K1 Ky > inf (X, Yy, ATSU) + €,
n s€S
1
or ~log KoK1Ky > inf I(X;,Yr, ATs) + €.
n s€S
Set
Iy = max inf I(X- Y, ATs).

pelly (W 11,1Ts) s€5
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3.5. The Converse

There are now four cases.

Case 1: (3.56) holds. Then we obtain from (3.52)

. 1 . 1
IV AT < (g 0 T )

which implies

g -1
A > n 0 3.57
_Io+€’> ( )

for sufficiently large n.
Case 2: (3.56) does not hold, but (3.55) holds. Then we obtain the inequalities
siél,; (XY AT U) + €
1 A
< inf I(X7—1Y7—2 N TSIU) + -+ — log KOK1K2
s€.S non
. 1 .
< inf [(Xn Yo ATUU) 4+ + A(;gfw I(Xp, Yy, ATy) + 5').
This is equivalent to (3.57).

Case 3: (3.56) does not hold, but (3.53) or (3.54) hold. This can be treated like Case
2 and also gives (3.57).

The validity of (3.57) in the presence of (3.48) proves the weak converse for the
compound MAC with common message.
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4. The Compound MAC with Conferencing
Encoders

4.1. Introduction

This chapter treats another communication model based on a compound MAC, namely
the compound MAC with conferencing encoders. As in Section 2.2 the encoders may hold
a Willems conference. However, this conference here may also concern CSIT. Related
results can be found in [41], which characterizes the capacity region of compound MACs,
both discrete and Gaussian, with two possible channel realizations and full CSI at the
receiver. In the same paper, the connection with the interference channel was exploited
by finding its capacity region if only one transmitter can send information to the other
(unidirectional cooperation) and if the channel is in the strong interference regime. The
Gaussian MAC with stochastic interference known non-causally at the encoders is an
example of a channel whose state is determined stochastically. Its capacity region is
derived in [16], the conference may also include information about the interference.

We characterize the capacity region of the general compound MAC with conferencing
encoders with partial CSI. As in [63, 64], we show that every rate contained in the
capacity region can be achieved using a one-shot Willems conference. We determine
how large the conferencing capacities need to be in order to achieve the full-cooperation
sum rate and the full-cooperation capacity region, respectively.

4.2. The Compound MAC with Conferencing Encoders

We now formalize the problem treated in this chapter.

Definition 4.1. Let n be a positive integer and C1,Cy > 0. A deterministic
(n,Cy,Ca,T1, T, R)-codeconr with alphabets 2, %, 7 is a quintuple (c1,ca, f1, f2,¢)
of functions, where

(c1,c2) = ([K1] x Th) x ([K2] x Ta) — [J1] x [J2]
is an (n, C1, Cy)-Willems conference for positive integers K, Ky and

f1 : [Kl] X T1 X [JQ] — %n,
f2 : [KQ] X T2 X [Jl] — ‘g’/n,
o1 T x R — [K1] x [Ka).
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4. The Compound MAC with Conferencing Encoders

f1, fo are the encoding functions, ¢ is the decoding function, n is the blocklength, and
(K1, K9) is the codelength pair of (c1,ca, fi1, f2,¥).

We denote the set of deterministic (n,C1,Ca,T1, T2, R)-codesconr with codelength
pair (Kl, KQ) by FCONF(na Kl, KQ, Tl, TQ, R)

As usual, the alphabets will generally be clear from the context and do not have
to be mentioned explicitly. The codewords of an (n,Cy,Ca,T1,Ts, R)-codeconr 7 =

(c],ca, f{, f9,¢7) are called X0 (1), ¥ii e () and are formed according to the rule

X (V) = fi (ks ealkn, 71, k2, 7)),
Vi (7) = f3 (k2, 72, c1(k, 71, k2, 72)).

The decoding sets are denoted by Dﬁl 1, (7). The interpretation is the same as for the
compound MAC with common message: the combined CSI (71,72, p) together with a

message pair (ki1,k2) determines the codewords x;'}” (v), .12 (7) and the decoding set

Dzle (7)

Definition 4.2. Let Cp(#,T1,T5,R) be a compound MAC and 7 a deterministic
(n,Cq,Co,T1, Ty, R)-codeconr. The C-average error of v is defined as

) 1
P W T To, R) 1= sup sup ——— > WE (D, () KR (1), YT R ().
T1,72,P SeyTpng 1 2 k17k2

Its C-mazimal error is defined as

eP(y, W T\, Ty, R) == sup sup max WE™ (D, (V)X 72 (7). YR 2 (7).
TLT2p s€SE L, FLk2
As for the compound MAC with common message, we also consider random codesconF-

Definition 4.3. Let n, K1, Ko be positive integers and let C,Cs > 0. A random vari-
able G on FCONF(”, Kl, KQ, Cl, 02, Tl, TQ, R) is called a random (’I’L, Cl, Cg, Tl, TQ, R)—
codeconr- The blocklength and the codelength pair are defined analogous to the deter-
ministic case.

Definition 4.4. Let Cp(#,T1,T»,R) be a compound MAC and G a random
(n,C1,Co,T1,To, R)-codecyt. The C-average error of G for Cp(# ', T1,Ts, R) is defined
as

échr(Ga W’ T17 T2a R)

1
= sup  sup - > N WE (D, (V)X (V) YRR (1) P ().
T1,72,P s€.7F 182

T1IT2 ki,ka v

Its C-maximal error for Cp(# ,T1,T», R) is defined as
eCp,r(G7 Wﬂ Tla T27 R)

= sup sup maxd WE (D (1) PG (1), ¥R (1) Po (7)-
Ty

TLT2:P s€SF vy ©1
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4.2. The Compound MAC with Conferencing Encoders

Definition 4.5. 1) A pair (R, R2) of nonnegative real numbers is called a determin-

istically CONF-achievable rate pair for Cp(# ', T1,Ta, R) with conferencing capaci-
ties C1,Co > 0 under the average (mazximal) error criterion if for every € > 0 and
A € (0,1) and for n > ng(\, ), there exists a deterministic (n,Cy,Cq,T1,Ts, R)-
codeconr v with e“P(y, #, Ty, To, R) < X (e“P(y, #,T1,T>, R) < ) and which
satisfies

%bgK,, >R, —e (v=1,2).

The set of deterministically CONF-achievable rates under the average (maximal)
error criterion is called the deterministic CONF-capacity region of Cp(#,T1,Ts, R)
with conferencing capacities Cy,Co under the average (maximal) error criterion

and denoted by Gpne (7, Ch, Ca, Ty, Ty, R)(ESE e (W, Ch, Co, T1, Ty, R)).

A pair (Ry, Rg) of nonnegative real numbers is called a randomly CONF-achievable
rate pair for Cp(# ,T1,Te, R) with conferencing capacities Cy,Cy > 0 under the
average (mazimal) error criterion if for every € > 0 and A € (0,1) and for n >
no(A\, €), there is a random (n, Cy, Ca, T1, T, R)-codeconr G for (#',T1, T2, R) with
eCPr (G W, Ty, Ty, R) < X (ePH(G, #, Ty, Ty, R) < \) and which satisfies

1
—logK, >R, —¢ (v=12).
n

The set of randomly CONF-achievable rates under the average (maximal) error cri-
terion is called the random CONF-capacity region of Cp(# ,T1,T», R) with confer-

encing capacities C1,Co under the average (mazimal) error criterion and denoted

—Cp,r r
by %CgNF(Wucl)vaTl)TQvR) (iggopi\IF(Wa017027T15T27R))‘

The capacity regions have a different structure depending on whether the conferencing
capacities are both positive or one equals zero. As 13,75 are finite, if both are positive,
the encoders can completely inform each other about their CSI partitions. If only, say,
(' is positive, then the first encoder will remain ignorant of the second encoder’s CSI.

We define the partition 77 A T5 as the maximal common refinement of 77 and T5, i.e.

TiNTy = {7’1 Nm:m €11, GTQ}.

Then we set

(Tl/\TQ,{y},{y}) if C1,Cy >0,
(T,Tl,f'g) = (Tl, {y},Tg) if C1 > 0,02 =0, (4.1)
(T, 11, {y}) it ¢y =0,05 > 0.

This definition induces a natural function fy : . — T x T} x T and a corresponding par-
tition of .7 into subsets %z 7, := f5 ' (7,71, 72). f2 also gives rise to a set of probability
measures Hg(W,T,Tl,Tg) as in Definition 3.5. For every ps; € p € HQ(W,T, Tl,Tg) we
define Zconr(ps, C1, C2) analogous to (2.15)-(2.17) and set

Zcone(p,C1,Cs) == | Zeone(ps,C1.C2) = () [ Zcone(ps,Ch, Ca)

ses 7:7~1,7~'2 sGY;;I;Q
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4. The Compound MAC with Conferencing Encoders

and

G (W, C1, Co, T, Ty, Ty) := closure U Zconr (p, C1, C2))~
p€ella ("//,T,Tl,fz)

Theorem 4.6. Let Cp(#,T1,T>, R) be a compound MAC with conferencing capacities
C1,C9 > 0. Then

—C —Cp,r
Ccone(?,C1,Co, T1, T, R) = € cone(#, Ch, Ca, T, To, R)

= CKCCSKTF(W7 Cl’ CQ’T]-’TQ’ R) = %2(W7 Cla CQ’T) TlaTQ)a

where (T, Ty, Ty) is defined as in (4.1). In every case, the capacity region can be CONF-
achieved using only one-shot Willems conferencing. The cardinality of % can be re-
stricted to be at most min{|2||¥| + 2,|7| + 3}. For all cases there exists a weak
converse.

Again, the definition of weak converse is the same as in Definition 2.6 if

one replaces € by ?g%NF(W,Cl,CQ,Tl,TQ,R) or ?g%’;F(W,Cl,CQ,TI,TQ,R) or

CKCC&GF(V/, C1,Cs,Th, Ty, R), respectively, and adapts to the right dimension.

Remark 4.1. G (W ,Cq, Co, T, Ty, Tg) is convex by the concavity of mutual information
in the input distribution. The bounds on |%| follow in the same way as in [63].

Remark 4.2. Like the proof of Theorem 3.11, the proof of Theorem 4.6 shows that in all
three cases, the capacity regions can be achieved with codes whose error probability tends
to zero at exponential speed. See Remark 3.2. Moreover the random codesconr can be
chosen such that their deterministic component codesconr share the same Willems con-
ference, both to achieve ?g&r\m(?ﬂ, Cy,Co,T1, T, R) and %gopifm(%, Cy,Co,T1, T, R).

Remark 4.3. As for the compound MAC with common message, the capacity regions of
all above cases are independent of the CSIR partition R. Further, it only depends on
(T, Tl, T 5), not on the single CSIT partitions 77 or T5. That means that all 77,7 with
the same (T, T}, T3) lead to the same capacity region.

Remark 4.4. Assume that T = Ty ATy. Then G (W, Ch,Co, T1 NT, {7}, {7 }) exhibits a

different behavior than C1(#, T, T5) as far as the behavior under different CSI partitions
is concerned. If 71 = T, = . (and still assuming C1,Co > 0), then

‘52(7/,C1,C'2,<7,{<5”},{<7}):closure<ﬂ U %ONF(p,cl,cz)).
s€S peIl(W;)

By Definition 2.7, II(Wy) consists of probability measures on % x 2 x # x 7 for
auxiliary sets %/. Thus in this case, the compound MAC with conferencing encoders
exhibits the same behavior as the single-sender compound channel with perfect channel
state information at the encoder whose capacity equals the minimum of the capacities of
the component discrete memoryless channels. Heuristically, this is due to the fact that
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4.2. The Compound MAC with Conferencing Encoders

the common message generated by conferencing may depend on the encoders’ joint CSI.
In contrast, the common message in the previous chapter is independent of coding and

thus of CSI.

In analogy to the discussion after Theorem 2.13 in Lemmas 2.15 and 2.16, we ask how
large C1 and Cs need to be in order for infinite-cooperation performance to be achieved.
We assume C1, Cy > 0, so the joint channel state information equals T AT. Denote the
maximally achievable sum rate by ‘iffp("/ﬂ, Ty A Ts) (by Theorem 4.6 it is independent
of R), so

CP(W Ty NT) = ax inf I(T, A X,Y5), (4.2)

m
pella (W TiNT2, {7} {-L}) s€

where we denote the elements of T1 AT5 by 7. As for the discrete memoryless MAC with
conferencing encoders, we consider both the case that the maximal sum rate

inf min{I(Ts AN X, Y,), I(Ts N X, Y,|U. Ci+C
settaor T2 oy L, min U (T A XY), I(Ts A XY |Ur) + Cr+ G

equals ‘KEP(W, T) A Ty) and that the complete triangular region only restricted by the
coordinate axes and ‘KEP(W, Ty A T3) is CONF-achieved.

We denote the subset of CKEP(W, Ty ANTs)-achieving p € o (W, Th AT, {7}, {L}) by
A . We also assume that C1,Cy > 0, otherwise the comparability would be even worse.

Lemma 4.7. %EP(W,Tl A Ty) is CONF-achieved by the mazimal sum rate of
Cp(#,T1,Ts, R) with conferencing capacities Cy,Co > 0 if and only if

C1+ Cy Z%_EP(W,Tl/\TQ) (4.3)
— in{ inf I(Ts A X;Y7|U;), inf I(Ts A X7 |Y;U. inf I(Ts A Y7 X U;) .
gé@}fmm{;éfy (Ts g T)’sléfy (T Yz T)+51£y (Ts N Y| X7 7-)}

Proof. We abbreviate € := ‘ia”_sp("//, Ty AT5). First assume that there is an € > 0 such
that

Ci+Cy=% (4.4)
— ing inf I(Ts AN X;Y,|U;), inf I(Ts N X |Y;U. inf I(Ts ANY,|X;U;)} —e.
géz};;mm{slgy (s Y7 T)’Slély (Ts 7Yz T)+Slély (Ts N Y7 X7 7-)} €

We have to show that the maximal sum rate of Cp(#, T1,T5, R) does not achieve €. If
p € a(W, 11 N T, {7}, {}) \ A, then

inf min{(Ts A X;Y;), [(Ts A X;Y;|U;) + Cy + Co} < inf [(Ts A X:Yr) <. (4.5)
SE. se

Now fix a p € .#. There are two cases.
Case 1:

inf I(Ty A X,Y,|U,) < inf I(Ty A X-|Y,U,) + inf I(Ts A Y:| XU,).
s€S ses se€s
In this case, we have by (4.4)

Ci+C, <€ — in;I(TS A XTYT’UT) —E&.
se
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4. The Compound MAC with Conferencing Encoders

Thus for any s € .,

min{I(Ts A X;Y;), (T A X;Y;|U;) + Cy + Ca}

S I(Ts N XGY|UZ) 4+ CrL + Co

< I(Ts A X, Y, |U,) — inf I(Ts A X Y |U,) +€ — .
se€s

Taking the infimum over s € ./ on both sides gives

inf min{I(Ts A X:Y;),[(Ts N X;Y;|U;) + C1 + Co} <€ —e.
SE.

Thus there is no pair (R, R2) € Zconr(p, C1,C2) with Ry + Re = €.
Case 2:

inf I(Ty A X,Y,|U,) > inf I(Ty A X-|Y,U,) + inf I(Ts A Y3 X-Uy).
seS seS se.s

In this case let (R, R2) € Zconrg(p). The single-rate bounds on Ry and Rs imply
Ri + Ry < inf I(Ty A X, |Y,U,) + inf I(Ty A Y| X, U,)
seS seS
< inf I(Ty A X, Y, |Uy)

ses
<%.

Thus if p ¢ 4, € is not achieved by (4.5), and if p € .#, then both cases above show
that € is not obtained either.

It remains to prove the other direction, i.e. if C} 4+ C satisfies (4.3), then the maximal
sum rate of Cp(#,T1,Ts, R) equals . Assume that C, + Cy satisfies (4.3). Let p
maximize

min{ inf I(Ts A X;Y;|Uy), inf (T A X7|Y:U) + inf I(T, AY|X,U;)}
s€s ses se€s

Due to the choice of p, we have for every s € .

I(Ty A X, Y, |U,) + Cy 4 Co
> I(Ts N XY |Uy) = inf I(To A X, Yo|Ur) +
s€

>GC.
It remains to show that the single-rate bounds do not exclude the existence of a pair
(R1, R2) € Zconr(p, C1,C2) with Ry + Ry = %. But obviously by the assumption on
C1 + Oy,

inf I(Ty A X,|Y:U,) + C1 + inf I(Ty AY:|X-U,) + Co > €.
ses ses

This completes the proof. O

48



4.2. The Compound MAC with Conferencing Encoders

Next we would like to CONF-achieve the complete total cooperation region
{(Ri,R2):0< Ry + Ry <€ °(W, Ty ANTo, R)}. (4.6)
Lemma 4.8. The full cooperation region (4.6) is CONF-achieved if and only if both

Cy > EP (W, Ty ATy, R) — max inf I(Ty A X-|Y;),
pellx (T1NT2 {7} {S}) s€F

and

Cy > CP (W, Ty ATy, R) — ax inf I(T, A Yy|X5).

m

pelly (TI AT {9} { 7)) €7

The proof of this lemma is analogous to that of Lemma 2.16. Note that if, say, C = 0,
then %EP(V/, Ty, Ty, R) might not be CONF-achievable by the maximal sum rate because

max HTs N X1 Y:) < max I(Ts N X Y:)
pEllo (W, T2, T1 {-7}) pella (W TiNT2 {7} {S})

might hold. But if C7,Cy > 0, as is the case for the Discrete Memoryless MAC with
Conferencing Encoders, infinite-capacity cooperation is neither necessary in order to
CONF-achieve the full-cooperation sum rate nor to CONF-achieve the full-cooperation
rate region.
Ezample 1. In order to visualize the behavior of G, (#, C1, Ca, T,T,,T ») under varying

conferencing capacities C1,Co, we introduce a simple compound MAC. Assume . =
X =% =99 ={0,1}. Let # consist of the stochastic matrices

0.9 0.1 09 0.1
04 0.6 0.6 0.4

Wo=106 04| 24 Wi=104 06l
0 1 0 1

where the output distribution corresponding to the input combination (z,y) can be
found in row 2z 4+ y + 1.

In Figure 4.1, the capacity regions are pictured for different values of Ci,Cs. The
regions denoted by Wy and W7 show the capacity regions of the MACs given by Wy and
W1, respectively, without cooperation. Their intersection is the capacity region of the
compound channel consisting of W and W7 where the exact channel state is known at
both senders, i.e. equal to €2(#,0,0,.,{},{}). If the senders do not have any
CSI, we have T3 = T = {{0,1}}. The capacity region denoted by “no coop.” shows
the case of no CSI and Cy = Cy = 0, which is (#/,0,0,{.},{7},{}). Note that
absence of CSIT makes the region strictly smaller. The triangular region denoted by
“full coop.” shows the region obtained if C, Cs exceed the thresholds derived in Lemma
4.8, so we have

C1 > 0.4154, Cy > 0.4123.

The intermediate case was chosen such that C; = Cy = C, where C equals one half
times the threshold derived in Lemma 4.7. For # this means

1
Cp=Cy=C=02613 = Q%EP(W, {7)).

49



4. The Compound MAC with Conferencing Encoders

0.7

:
W
W,

0.6 = o coop.  H
C1:C2:C

0

full coop.

Rz [bit/channel use]

0.7

0.3 0.4
R1 [bit/channel use]

Figure 4.1.: Two discrete MAC capacity regions and those for the resulting compound
MAC at no cooperation, maximal sum-rate achieving cooperation and full
cooperation.

4.3. The Direct Part

As in the common message problem, we may without loss of generality assume that the
receiver has no CSI. In contrast to Willems’ approach to the discrete memoryless MAC
with conferencing encoders, we cannot reduce the direct part of the proof of Theorem
4.6 to Theorem 3.11 for general 77,7T5>. Thus we will use Lemma 3.14 instead, so we
start with proving

%2(W7617027T7 ThTQ) - nggif]}?(%?ChC?aTlaTQa {y}) (47)

Let p € Ha(¥, T,T1,Ty) (recall (4.1)) and jl,jg,fﬁ,f(g positive integers. Setting
J = J1 Jg, we do random coding with the generalized (J K 1, Kg) half lattice

{(UT XJT];I }/172) : (7:,7:1,7:2,5,];31,];2) S T X Tl X TQ X [j] X [Kl] X [Kz]} (48)

on %" x Z™ x %™ based on the n-th memoryless extension 7" of the (T, T, Tg)—input
probability 7 induced by p. With

(v =1,2), (4.9)

v T

P (7} T, =T,
T, ifT,={7},
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4.3. The Direct Part

we define the following numbers:

Il
K(z

‘ z//| (V: 172)7
LK, (v=1,2).

I
Kz

J,
K, :
Now we assume that

1
- logJ, <C, (v=1,2). (4.10)

Since T ' is finite, this condition can be satisfied if n is sufficiently large and J, chosen
accordingly. Then (4.8) defines a random (n,C1, Cy, Ty, T3, {S }) codeconr as follows.
For v = 1,2, we identify T}, with T, x T!. Also note that T = T| A T. Further we can
identify

e [K,] with [J,] x [K,], and
e [J,] with [J,] x TV

The [K,| take the role of the message sets. If encoder v € {1,2} is given the message
k, = (ju, k,) and CSIT instance 7, = (7,,7.), it sends ¢, (k,,7,) = (ju, 7.) € [J,] x T, =
[J,] to the other encoder. Due to (4.10) the one-shot conferencing functions ¢y, ca thus
defined are admissible and form a (n, Cy, Cy)-Willems conference

(61,02) : ([Kl] X Tl) X ([KQ] X TQ) — [Jl] X [Jz}

Further given a message k1 = (51,121) € [K], CSIT instance 7 = (71,7) € T, and
a conferencing result jo = (jo,75) € [J2], the first encoder decides to use the random
codeword f1(k1,71,j2) = X;Sﬂ;l, where 7 = 7{ N 7. The random encoding function
fo of encoder 2 is defined in an analogous way. Altogether this defines the encoding
process of a random codeconr. The decoding sets are defined as before Lemma 3.14
using [J] x [K1] x [K3] = [K1] x [K3]. Note that the component codesconr of this random
codeconr share the same Willems conference (cq, c2).

Lemma 3.14 now implies that the maximal error of the random codeconr defined

above tends to 0 at exponential speed if for some f >0

IOg(JKlKg) < min inf I(TS VAN X;;1Y;;2) -,

T,T1,72 S€ES 57 7q

—log(KlKg) < min inf  I(Ts A Xz Yas,|Us) — C,

T 7_1’7—2 36/7‘7'17'2

1 -
“logKy < min inf I(Ty A X33 |Yas,Uz) — C,
n

T,T1,T2 SE. 7”172

1 -
“logKy < min inf  I(Ty A Yiz | Xs5,Uz) — C,
n

T 7'1772 sE 77‘7'17'2
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4. The Compound MAC with Conferencing Encoders

where the (7,71, 72) range over T x Ty x Ty. Due to (4.10) and the above identifications,
if J, K1, Ky satisfy the above inequalities, they also satisfy

1
—log K1 K5 < min inf I(Ts VAN X7-7~—1Y7-7~—2) -,
n

T,71,T2 S€ES 57 79

1 _
—log K1K9 < min  inf I(Ts A X7 Yz7,|Uz) + C1 4+ Co — (,
n

T,T1,T2 S€ES 57 79

1 -
—log K1 < min inf I(Ts A X557 |Y7:,Uz) + C1 — (,
n

T,T1,T2 S€ES 57 79

1
—log K9 < min inf I(Ts A Y7~—;—2‘X7~—7~—1 U;—) + Cs —C.
n

T,T1,72 S€ES 57 79

This proves (4.7) and consequently also

~ ~ ~ —Cp,r
G(W,C1,Co, T, T1,Tz) C Coonp(W,Ch, Co, T1, Ta, {7}).

Finally derandomization is done exactly as for the compound MAC with common mes-
sage, so we also have

.. . _¢
G(W,C1,Co, T, T1,Tz) C Cconp(W,C1,Co, T1, Ta, {7}).

4.4. The Weak Converse

It is sufficient to show the weak converse for random codes and the average error criterion.
Without loss of generality we may assume that the decoder has perfect CSIR, i.e. R = ..
We again use the sets T}, Ty defined in (4.9) and have T = T/ ATj. Let ¢ = (c1,¢2) be
an (n,C1, C2)-Willems conference

(01,62) : ([Kl] X Tl) X ([KQ] X T2) — [Jl] X [JQ}

Fix a (11,72) € T1 x Ts. Denote the mapping (ki, k2) — c(k1, 71, k2, 7) by é. Then ¢
also is a (n, C1, C2)-Willems conference.

Lemma 4.9. For every j € [J1] x [J2] there are sets Ji/l(j) C [K1] and Ji/?(j) C [K2] such
that &1(j) = %(J) % %/2(]).

Proof. We first prove that (¢1(k1,k2),c2(k1,k2)) = (Ci1(K),KS), (K], Ky)) implies
(¢1(Ky, ko), ea(K), k2)) = (¢1(k1,KY),Ea(k1,k))). In order to see this, for some j :=
(41,J2) € [J1] x [J2], let ky, k) € [K1] and ko, k5 € [K3] satisfy

(¢1(k1, ka), 2k, k2)) = (Cr(k, ky), ok, k) = 5. (4.11)

With the notation used in Chapter 2 for the definition of Willems conferencing, this is
equivalent to saying that for every v =1,2 and i =1,...,1,if j, = (ju1,...,Ju.1)

& ik, ko) = & (K1, ko) = ju- (4.12)
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4.4. The Weak Converse

We now show by induction over i that (4.12) implies ¢ ;(k1, k3) = j,,; for every v and i.
For i = 1, we have

(€11 (k1 k), €5 1 (R1, ) = (Gra(Rn), G2 (Ky)) = (& 1 (Ra, k2), &1 (K1, ko)) = (J1, d2,0)-

Now assume that ¢, (k1,ky) = jy forv=1,2and ¢/ =1,...,i— 1. Then

(&1 (k1 k), &5 (k1  kS)) = (Cra(ke, &y (K1, kD)), Goi(Ky, &4y (K1, kD))

(eral

= (Crilkr, j2i-1), C2,i(k), jri-1))

= (Cri(k1, 551 (K1, ko)), 2 (K, &1 i1 (K1, K5)))
( (k1, k2), 02,1'( 17"7/2))

= (J1,6, J2,1)-

Here, we used the induction hypothesis in the second equality and (4.12) in the third
and the last equality. Altogether we have shown that (4.11) implies

(C1(k1, ky), E2(F1, k5)) = (41, J2),

so the first part of the proof is complete.
Now we define

=%/1(j) = {ky € [K1] : ¢(k1,kb) = j for some k) € [Ka]},
%/2(3') = {ky € [Ko] : g(k’l,]@) = j for some ki € [Ki]}.
Clearly, if (k1, ko) ¢ J«i/l(j) % %(j)’ then é(ky, ko) # j. If (k1,ko) € %(j) X %(j), choose

kly, € [K2] and k] € [K1] such that ¢(kq, kb)) = é(k], k2) = j. Then by the first part of the
proof we immediately have ¢(k1, k2) = j. This completes the proof. O

Lemma 4.9 immediately implies the following corollary.

Corollary 4.10 (Willems). Let (M, Ms) be any random vector on [K1| x [Ks] with M
independent of Ma and let (c1,ca) be a Willems conference

(61,62) : ([Kl] X Tl) X ([KQ] X Tg) — [Jl] X [JQ]

Then for any (11,72) € Th x Ta, My and Ms are conditionally independent given
(c1(My, 1, Mo, 72), ca( My, 11, Ma, T2)).

We can now start with the proof of the weak converse. Let G be a random

(n,Cy,Ca,T1,Ty,.)-codeconr which satisfies

1 -
Hn(logKl,logKg) — CKQ(W, Cl,CQ,T, T17T2) (413)

for some norm || - ||. Every deterministic component codeconr 7 is given as a quintuple

(c,e3, 1, f9,¢7). Note that f) can be considered as a function

£ (K] x ([R] % [B]) x T, — 270 (™),
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4. The Compound MAC with Conferencing Encoders

because (k1,71) and ca(ki, 71, ka2, T2) together uniquely determine ¢ (ky, 71, k2, 72). An
analogous statement is true for (ke, 72) and c¢; (k1, 71, k2, 72). Further, ¢ can be considered
as a function

@ T" xS — ([1] x [J2]) x [K1] x [Ka2],

because due to the decoder’s perfect CSIR, every choice of (k1, k2) together with (71, 72)
also determines a unique (ji,j2) via (c1,c2). And the correct (71,72) is known at the
decoder due to its perfect CSIR. Thus, writing J := Jy.Jo, the triple (], f),$?) is a
deterministic (n, 11, 1%, . )-codecym with codelength triple (J, K1, K2).

Now we define the random variables necessary for the application of Lemma 3.16. Fix
a (11, m2) € Ty xTy and an s € .7, -,. We identify (71, 72) with (7, 71, 72) in the usual way.
Let (Mj, Ms) be uniformly distributed on [K1] x [K2] and independent of G. Further
we define

1) M§ = % (M, 11, My, 73) with ¢ = (c], ),

2) X7 = fG(My, M7, ) and Y772 := fo( My, M, 7),

3) T such that
P[T* =¢| X =x,Y =y, M{ = j, My = k1, My = ko, G = 7] = WE(tx,y),
for every choice of t,x,y,j, k1, k2,7,

4) (Mg, Mi, M3) := 3(T*, 5).

Note that by Corollary 4.10, M; is independent of Ms conditional on Mg for every 7 € T
Further B[(Ng, M7, M3) # (Mg, My, My)] = P[(My, My) # (M, M3)].

Lemma 4.11. We have
I(My A M| Ms) <nCy,  I(My AMG|M;) < nCy,  I(Mi My AM) < n(Cy + Cy).

Proof. This is clear for I(M; My A M(). For I(My A M |Ms) we prove by induction over
t=1,...,1 that

I(Ml VAN (Cii(Ml,7'1,MQ,TQ),C;i(Ml,Tl,MQ,TQ))‘MQ) < log J1’1 cen ']Li- (4.14)

(4.14) is immediate for ¢ = 1. Assume we have already established (4.14) for i/ =

1,...,i— 1. Then, using the recursive definition of the ¢} ;,

I(M1 A (1 (My, 11, Mo, T2), ¢5 ;(M1, 71, Ma, Tg))]Mg)
< H(cii(Ml, 1, M2, 12), ¢5 ;(My, 71, M, 7'2)|M2)
= H(clyi(Ml, T, Cz,i_1(M1,7'17 My, 1)), c2,i(Ma, 12, cii_l(Ml,Tl, MQ,TQ))|M2)
< H(eyi(My,71,¢5 ;1 (My, 1, M2, 72))|ca,i(Ma, 2,1 ;1 (My, 71, M2, 72)), Mo)
+ H(coi(Ma, 72, ¢f 4y (My, 71, My, 72))| My)
<log Jy; + H(cii_l(Ml, 71, Mo, Tg)\Mg)
<log Ji1---J1,
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4.4. The Weak Converse

where we used the induction hypothesis in the last inequality. Thus we have established
(4.14) and hence the lemma. O

We set econr (G, #,T1,T5, R) =: X and set~A~::~1 + Alog K1 K5. Using Lemma 3.16
and 4.11, we conclude that there is a p € IIo(T', T}, T>) such that

1 A
—log K1 < min inf I(X;—;—l AN TS‘Y;—;—QU;—) +C1 + —,
n n

T,T1,T2 S€ES 57, 7

1 A
—log Ko < min inf  I(Yiz, A Ts| X357 Uz) + Co + —,
n n

T,71,T2 S€ES 57 79

1 A
—log K1Ko < min  inf (X7 Yzz, A TS‘U;> +C1+Cy+ —,
n n

T,T1,T2 S€ES 57, 79

1 A
—log K1 K9 < min inf I(X;—;—IY;—;—Q AN TS) + —.
n n

T,71,T2 S€ES 57, 79

On the other hand it follows from (4.13) that at least one of the following inequalities
has to be true for some ¢’ = £/(e):

1
—log K1 > min inf  I(Xzz ATs|Yz7,Uz) + Cp + 8,,
n

T,T1,72 SES 57 7

1
“log Ky > min inf I(Yiz ATs|Xz7,Uz) + Co + €/,
n

771,72 S€ES 57, 7,

1
—log K1 K9 > min inf I(X;-f;li/;—%z VAN TSIU»;) +C1+Co + El,
n

T,T1,T2 8€ES 57 79

1
—log K1Ky > min  inf I(X#7Yes, ATs) + ¢
n

T,T1,T2 S€ES 57 79

Proceeding as in the converse proof for the compound MAC with common message
completes the proof of the weak converse for the compound MAC with conferencing
encoders.
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5. The Arbitrarily Varying MAC with
Conferencing Encoders

5.1. Introduction

Arbitrarily Varying MACs (AV-MACs) model a very high degree of channel state un-
certainty: the states may vary arbitrarily over time. The task is to use coding to enable
reliable communication for every possible state sequence. The random coding capac-
ity region of the AV-MAC without encoder cooperation was determined by Jahn in
[32]. Jahn also showed that the deterministic coding capacity equals the random coding
capacity if the former’s interior is nonempty. A simple condition for this to hold was
determined in [9]. There are also conditions for the deterministic region to equal {(0,0)},
regardless of the random coding region. However, all this does not yet give the complete
picture, the full characterization of the deterministic AV-MAC coding region without
encoder cooperation is still open.

We will use the “robustification” and “elimination of correlation” techniques developed
by Ahlswede in [4, 5], and partly already used in [32] in a multi-user setting, in order
to characterize both the deterministic and random coding capacity regions of any AV-
MAC with conferencing encoders, i.e. of any AV-MAC where encoding is done using a
Willems conference as in [63, 64]. Thus none of the techniques we apply for the AV-MAC
is completely new, but in contrast to the non-conferencing situation, they allow for the
complete solution of the problems considered here. The rather general “robustification”
technique establishes the random coding capacity region of the AV-MAC with confer-
encing encoders by referring to the coding theorem for a related compound MAC. Both
single- and multi-user arbitrarily varying channels are special in that random coding as
commonly used in information theory does not yield the same results as deterministic
coding. This shows that common randomness shared at the senders and the receiver is
an important additional resource. As for single-sender AVCs, we find a dichotomy for
the AV-MAC with conferencing encoders: either reliable communication at any non-zero
rate pair is impossible with the application of deterministic codes, or the deterministic
capacity region coincides with the random coding capacity region. In the latter case,
we derandomize using the non-standard “elimination of correlation” [4]. It is a two-step
protocol which achieves the random coding capacity region if this is possible.

The combination of the elimination technique with conferencing proves to be very
fruitful. The main difference between the AV-MAC with and without conferencing lies
in the different symmetrizability criteria that come into play. Symmetrizability can be
interpreted in terms of an adversary knowing the channel input symbols and randomizing
over the channel states. There are three kinds of symmetrizability for multiple-access
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5. The Arbitrarily Varying MAC with Conferencing Encoders

channels. The capacity region of the AV-MAC without conferencing equals {(0,0)}
if all three symmetrizability conditions are satisfied. In contrast, the elimination of
correlation technique works if the AV-MAC with Willems conferencing encoders does
not satisfy the conditions for the first of the three kinds of symmetrizabilities. The
two others do not matter. By conferencing, the structure of the AV-MAC gets closer
to that of a single-sender arbitrarily varying channel where only one symmetrizability
condition exists [21]. This works even if the number of messages that may be exchanged
during conferencing only grows subexponentially in code blocklength. The adversary
interpretation of symmetrizability highlights the importance of the AV-MAC for the
theory of information-theoretic secrecy: if a channel is symmetrizable, an adversary can
completely prevent communication.

5.2. The Problem Setting

Like compound MACs, an AV-MAC with input alphabets 2" and %" and output alphabet
7 is also determined by a set of stochastic matrices # as in the previous chapters.
The difference is that we here assume for simplicity that . is finite. In contrast to
the compound MAC, though, the channel state varies arbitrarily from channel use to
channel use.

Definition 5.1. The Arbitrarily Varying MAC (AV-MAC) AV(#') is the MAC
W], |s): 27 x I = P(T), seS" n=12,...,

where
n

W (t]x, yls) H m (tm| T Ym)-

We consider here AV-MACs whose senders can do Willems conferencing. We assume
that the encoders do not have any CSI, so the conferencing protocols used in this chapter
are the same as those for the original discrete memoryless MAC. For the same reason,
the deterministic codes we use here are standard conferencing codesconr from definition
2.10. Of course, the error criteria show the different channel characteristics.

Definition 5.2. Let AV(%#') be an AV-MAC and let y be a deterministic (n,Cq, Cs)-
codeconr (see Definition 2.10). Its AV-average error is given by

eV (y,#) = max

seom K1K2 Z W®n Dkﬂfz( )C‘Xklkz(q/)vyhkz(’y)’s)'

k1,k2

Its AV-mazximal error is given by

Av(f)/a W) ‘= Inax 1max W®n(Dk1k2 (V)C’Xkﬂcg ('7)7 Ykiko (’Y) ‘S) .
s€.S ™ ky,ko
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In the context of arbitrarily varying channels it is essential to also consider random
codes, as these exhibit a different behavior from that of deterministic codes.

Definition 5.3. A random variable on T'conr(n, K1, K2,C1,C2) is called a random
(n, C1,Cy)-codeconr. Its blocklength and codelength are defined analogous to the deter-
ministic case.

Definition 5.4. Let AV(%#') be an AV-MAC and let G be a random (n, C, Co)-codeconr-
Its AV-average error is given by

1
VI (G, #) == max

DX KKy >N WEH Dy (V) Kby (), Yk (1)18) Par (7).

ki,ka v

Its AV-maximal error is given by

VNG H) = max max W (D, () Pkt (1), Yiaks (V)18) P (9):
oy

The error criteria imply that uniformly for every state sequence, transmission using
the given deterministic or random code should be reliable. The possible state sequences
are not weighted by any probability measure. One can interpret this in a communication
setting with an adversary who knows which words x,y are input into the channel by the
senders and then can choose any state sequence s € ." in order to obstruct the trans-
mission of x and y. The goal of the encoders then is to enable reliable communication
no matter what sequence s the bad guy might use.

We need to modify the concept of achievability here because the capacity regions
may depend on the subexponential growth of the number of messages the encoders can
exchange during the Willems conference. Thus we consider here general conferencing
capacity sequences (C1(n), Ca(n))s2

n=1 -

Definition 5.5. 1) A pair (R, R2) of nonnegative real numbers is called a determin-
istically CONF-achievable rate pair for AV(#') with conferencing capacity sequence
(CT°,C5°) == (C1(n),Ca(n)), under the average (mazimal) error criterion if for
every A € (0,1) and € > 0 and for n > np(A,e) there exists a deterministic

(n,C1(n), Cy(n))-codeconr vy with éAV(’y, W) <A (eAV('y, W) < \) and
llogKl, >R,—e (v=12).
n

The set of deterministically CONF-achievable rates under the average (maximal)
error criterion is called the deterministic CONF-capacity region of AV(#') with
conferencing capacity sequence (C{°,CS°) under the average (mazimal) error cri-

terion and denoted by ?é;;(”//, O, CS°) (CESNe (W, C2°,C5°)).

2) A pair (R, R2) of nonnegative real numbers is called a randomly CONF-achievable
rate pair for AV(#') with conferencing capacity sequence (C°,C9°) =
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5. The Arbitrarily Varying MAC with Conferencing Encoders

(C1(n),C2(n))>2, under the average (maximal) error criterion if for every \ €
(0,1) and € > 0 and for n > ng(A,e) there exists a random (n,C1(n),Ca(n))-
codecony G with éAV’l"(G7 V)< A (eAV’r(G,W) < \) and

1
—logK, >R, —¢ (r=1,2).
n

The set of randomly CONF-achievable rates under the average (maximal) error
criterion is called the random CONF-capacity region of AV(#') with conferenc-
ing capacity sequence (C°,CS°) under the average (mazimal) error criterion and

denoted by Geng (7, C5°, C5°) (Ghome (W, C5°,C5°)).

5.3. Main Results

To characterize the capacity regions we need to consider the convex hull # of #. It
is parametrized by the set of probability distributions () on .#, so one can regard
P(F) as its state space. The stochastic matrix from % assigned to the state ¢ € 2(.%)
is the matrix with inputs from 2" x ¢ and outputs from .7 having the form

We(tlz,y) : ZW (t|z,v)q(s), (x,y,t) e X' XX x T.
s€.S

We have # C # by identifying s € .# with the Dirac measure §;, € Z2(.¥), so that
Ws = Ws,.

In the random coding theorem, only the exponential rates of the number of messages
exchangeable between the encoders during conferencing matter, so we use the traditional
conferencing capacities again. To state the theorem, we use the notation %5 (%, C1, Cs)
as there is no CSIL.

Theorem 5.6. For AV(#') with conferencing capacities C1,Cy > 0 we have

—AV.,r _
%C\éNF(W C1,Co) =6 (W ,C1,C2).

AV
CKCOI{IF(“// C1,C3) can be achieved using one-shot Willems conferencing. There exists a
weak converse.

Remark 5.1. The proof of Theorem 5.6 shows that ‘fé\éﬁm(% (4, C3) can be achieved

using random (n, Cq, Cy)-codes whose deterministic component codesconp share the
same one-shot Willems conferencing protocol and whose average error tends to zero
exponentially in blocklength (cf. Remark 4.2).

Next we use the general conferencing capacity sequences C7T°,CS° to get a detailed

. e . —AV . .
picture of deterministic coding. The structure of ¢ conp(#, Cs°, C$°) is complicated
compared to the capacity regions encountered so far. It depends on an additional prop-
erty # might or might not have.
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Definition 5.7 ([30]). 1) # is called (27, % )-symmetrizable if there is a stochastic
matrix o : 2" x ¥ — P(7) such that for every t € 7 and z,2’ € 2 and
/
¥,y €,

> Witz y)o(sla’,y) ZW (tla', Yo (5|2, y).
S

2) W is called 2 -symmetrizable if there is a stochastic matrix o1 : &~ — . such
that for every t € 7 and x,2’ € 2 and y € %,

ZW (t|z, y)o1 (s]z") ZW (tl2', y)or(s|z).

3) # is called % -symmetrizable if there is a stochastic matrix o9 : % — .% such that
for every t € 7 and v € 2" and y,vy' € ¥,

ZW (t|z,y)o2(s|y’) ZW (tz, 4" )oa(s|y).

Theorem 5.8. 1) If W is symmetrizable, then ?SXNF(W,C’{”,CSO) = {(0,0)} for
every pair of conferencing capacity sequences C7°,C5°. There exists an “almost
strong” converse: every deterministic codeconr that encodes at least two messages
incurs an average error at least 1/4.

2) If # is not symmetrizable and there is an n > 0 such that

lim nmax{Ci(n),C(n)} — (14 n)logn = oo, (5.1)

n—oo

then
Gooxg(W,C,C2) = 6(F lim inf € (n), lim inf C3(n)).

There exists a weak converse. The Willems conferencing protocols can again be
assumed to be one-shot.

Remark 5.2. Using Landau symbols, one can write (5.1) as

max{C1(n),Ca(n)} — d+n)logn Ew <1> .

n n
This condition is satisfied if there is an ' > n with max{C4(n), C2(n)} > ((1+n') logn)/n
for sufficiently large n. In particular, liminf Ci(n) = liminf C3(n) = 0 is possible.

Remark 5.3. If # is not (2", % )-symmetrizable and max{lim inf C}(n), liminf Co(n)} >

0, then ?QXNF (W liminf Cy(n),liminf Cy(n)) is at least one-dimensional. In order to
show this it clearly suffices to check that

max min I(T, ANXY)>0 (5.2)
pell(W) 9€P(S)

61



5. The Arbitrarily Varying MAC with Conferencing Encoders

if # is not (2, #)-symmetrizable, where we set
U7 ) =W ALY ALY = (W AL AT AT
If (5.2) were violated, then by [20, Lemma 1.3.2] there would be a ¢ € Z(.¥) such that
Wy(zlz,y) = Wy(z]2',y) for all z,2' € 2y, € ¥,z € Z.
Thus # would be (27, % ')-symmetrizable using the stochastic matrix
o(slz,y) =q(s), (v,y,8) € Z X% x 7.

But this would contradict our assumption, so (5.2) must hold.

Remark 5.4. One can regard symmetrizability as the single-letterization of the adversary
interpretation of the AV-MAC given above. In this interpretation, a complete input
word pair has to be known to the adversary who can then choose the state sequence.
In the definition of (27, #)-symmetrizability, the stochastic matrix o : 2~ — . means
that given a letter ©x € 2, the adversary chooses a random state s € .. If # is
(2, % )-symmetrizable, the adversary can thus produce a useless single-state MAC W -
(2 x %)% — Z defined by

W(zlz,y, 2 ,y) =Y Wzl yls)o(sla’,y).
se€s

DMAC(W) is useless because it is symmetric in (z,y) and (2/,y). Thus for word pairs
(x,y) and (x',y’), the receiver cannot decide which of the pairs was input into the
channel by the senders and which was induced by the adversary’s random state choice.

Remark 5.5. The above adversary interpretation of symmetrizability makes AV-MACs
relevant for information-theoretic secrecy. Clearly, we do not say anything about the
decodability of communication taking place in an AV-MAC for non-legitimate listeners.
However, reliable communication can be completely prevented in the case the AV-MAC
is symmetrizable. A discussion of the single-sender arbitrarily varying wiretap channel
can be found in [11].

Theorem 6.11 does not carry over to the case Cy(n) = Ca(n) = 0 for all n, which
is the traditional AV-MAC with non-cooperative coding. To our knowledge, the full

characterization of the deterministic capacity region ?SXNF(W, 0,0) of AV(#') without
cooperation is still an open problem. We summarize here what has been found out in
[9], [29], [30], and [32]. For notation, observe that
max inf I(To,AX|YU)= max inf I(T;AX[Y)
pell(W) 4€P(S) pell(7) 4€P(Y)
=max max inf (T, ANX]Y =y),
YEY re P (X)) qe P ()

where in the last term, the random vector (X, T}) has the distribution r(x)W,(z|z,y).
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5.4. The Direct Parts

Theorem 5.9. 1) If W is neither (2 ,%)- nor 2 - nor % -symmetrizable, then
?QXNF(W, 0,0) = 62(#,0,0) and 62(#,0,0) has nonempty interior.

2) If W is neither (Z°,%)- nor 2 -symmetrizable, but % -symmetrizable, then

—AV
7 #.,0,0) C [0, f I(T,;: X|Y = S
conr( ) C If?gﬁ%@?’%qel}}( o (Ty; X| Y x {7}

3) If W is neither (2, %)- nor % -symmetrizable, but 2 -symmetrizable, then

—AV
4 w.0,0) C{Y 0 f I(T,;Y|X =
conF( ) C {7} x [0, ;%@(Teffl}aé)qeigl(y) ( q | T)].

4) If W is (2,9 )-symmetrizable, then ?é\éNF(W,O,O) = {(0,0)}.
In particular if W is both Z - and % -symmetrizable, then ?(A;\éNF(W,O, 0) ={(0,0)}.
Remark 5.6. 1) from Theorem 5.9 is due to [9] and [32]. The other points are due to
[29, 30]. The precise characterization of ?é\éNF(V/, 0,0) in points 2) and 3) is still open.

Remark 5.7. The relation between the three kinds of symmetrizability from Definition
5.7 is treated in Section 5.6. There we provide the example of an AV-MAC which is
both 2"~ and #-symmetrizable but not (2", % )-symmetrizable.

5.4. The Direct Parts

We derive the direct part of Theorem 5.6 from Theorem 4.6 in Subsection 5.4.1. Then,
if # is not (2", %' )-symmetrizable, we derandomize in Subsections 5.4.2-5.4.4 to obtain
the direct part of Theorem 5.8.

5.4.1. From Compound to Arbitrarily Varying

Let # be an AV-MAC and C1,Cs > conferencing capacities. Here we prove

G (W, C1,Cs) C Gy (W, C1, Cs). (5.3)

We use Ahlswede’s “robustification technique”, in particular the “robustification lemma”.
Let S,, be the symmetric group (the group of permutations) on the set [1,n]. S,, operates
on " by m(s) = (5z(1) -+ Sn(n)) for any 7 € S, and s = (s1,...,8,) € .

Lemma 5.10 ([7], Lemma RT). If h : " — [0,1] satisfies for a X\ € (0,1) and for all
q € P () the inequality

> h(s )>1—), (5.4)

se./m
then it also satisﬁes the inequality

] Z h(m — (n+ )N for all s € .
TESy
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5. The Arbitrarily Varying MAC with Conferencing Encoders

Now let (R1, Ra) € 6»(#,C1,C3). Theorem 4.6 and Remark 4.2 state that for any
€ > 0 there is a ¢ > 0 such that for sufficiently large n there is a deterministic (n, Cy, Co)-
codeconr v with eCP(vy, #) < 27™¢ (omitting the notation for the nonexistent CSI) and
a codelength pair (K7, K2) that satisfies

1
—logK, >R, —¢ (v=1,2).
n

This means for every g € Z(.¥) that

1
K1 K>

Z W(;gn(D/ﬁkQ (7)|Xk1k2 (7)7}’k1k2(’7)) >1- 27”9 (5'5)
k1,k2

We would like to apply Lemma 5.10 with A\ = 27"¢ to the function h : " — [0,1]
defined by

h(s) :=

> WO (Diysy (1) %1 (1), Yk (1)]9).
k1,k2

Thus we need to show that h satisfies (5.4). Let ¢ € (). By (5.5), one obtains

> h(s)g®"(s) K1 e SN D WE b RRake (1) Yhike (1)18)g5(s)

se.sn k1,k2 t€ Dy gy (7) SES™

= Kll Z Z W(?n (t’XlﬂkQ ('7)7 Yiiko (7))

Ky
E1,k2 t€ Dy, 1y (7)

>1-2""

K1K2

and (5.4) is satisfied. Applying Lemma 5.10, one obtains
— Z h(r —(n+D)127¢ foralls € .77, (5.6)
7T€Sn

Recall that 7! also is an element of S,. Writing 7 1D, (7)) = {7 1(t) : t €
Dy, 1, (77)}, the left side of (5.6) equals

n' Z Kl Z W®” Dklkz( )‘Xklkz(’}/)aYk1k2(7)|7r(s))

TESH k1,k2

- > : > WE (7 Dpyry ()7 Kaky (1)) T (Fhrko ()]8) | - (5.7)

Because of the bijectivity of 771, the family of sets {7~ (Dy,x, (7)) : (k1,k2) € [K1] X
[K3]} is disjoint. Thus one obtains for every 7w € S,, a deterministic (n, Cy, C2)-codeconr
(c1,c2, fT, [T, ™) through the set

{1 b (1), 7 Tk () 7 (D (7)) = (B, e2) € [K1] x [K2]}
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5.4. The Direct Parts

Note that all these deterministic codesconr share the Willems conference of 7. A random
variable G uniformly distributed on S,, thus induces a random (n, C7, C3)-codeconr, and
(5.7) equals 1—&*V* (G, #). By (5.6) we have &2V (G, #) < (n+1)127¢  in particular
we obtain an exponential decrease of the average error towards zero. This proves (5.3)
and thus the direct part of Theorem 5.6.

5.4.2. Bounding the amount of correlation

As a first derandomization step to proving the direct part of Theorem 5.8, we have
to show the following lemma. Recall that, for a random variable G, we have defined
supp(@G) as the set of those values v of G with Pg(v) > 0.

Lemma 5.11. Let ) > 0. To every random (n, Cy, Cy)-codeconr G with VX (G, %) <
A there exists a random (n,C1,Cs)-codeconr G’ with the same codelength pair and

1) erVr (G W) < 3,

2) supp(G") C supp(G),

3) [supp(G")| < n'*.

For the proof of Lemma 5.11, we need a simple result from [32, Section IV].

Lemma 5.12. Let N i.i.d. random variables Ty, ..., Tn with values in [0, 1] and underly-
ing probability measure P be given. Let A > 0. Denote by E the expectation corresponding
toP. Then

N
1 _ _
P [N mE:1 T > )\] <exp (—(A—€E[T1])N).
Proof of Lemma 5.11. Let G be a random (n, C1,Cs)-codeconr with éAV’r(G, W) <\

With
1

és(G) = KK,

Z W®n(Dk1k2 (G)[Xki ko (G), Y1 k2 (G)]8), (5.8)
k1,k2

the fact that e2V"(G, #) < X can be stated as

Ele <A
max E[e5(G)] < A

Define N := [n!'*7] and let G, ..., Gy be independent copies of G. The goal is to show
T
[P[ v z—:leS(Gm) <3\ forallse.7"| > 0. (5.9)

Given (5.9), there is a realization (v1,...,vn) of (Gy,...,GyN) such that

1 N
N Z es(ym) < 3\ (5.10)
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5. The Arbitrarily Varying MAC with Conferencing Encoders

for every s € .. Then one defines a random (n, Cy, Cy)-code as a random variable G’
uniformly distributed on {v1,...,vn}. The expression (5.10) then is nothing but the
statement that éAV’r(G’, W) < 3\, and we are done.

It remains to prove (5.9). .# is finite by assumption, so |.#"| grows exponentially
with blocklength. Hence it suffices to show that

P[jlvzes(am) > 3)\] (5.11)

m

is superexponentially small uniformly in s € .#". Let us fix an s € .. The G,, are
i.i.d. copies of G, so by Lemma 5.12, the term (5.11) is smaller than

exp(— (3X — eE[es(G)]) N). (5.12)

By assumption E[es(G)] < A, so the exponent in (5.12) is negative. This gives the desired
superexponential bound on (5.11). O

Remark 5.8. Note that we cannot require the codesconr G/ with at most |[n!*7] de-
terministic values to have an exponentially small probability of error. This is due to
the fact that the exponent in (5.12) must not decrease exponentially in order for the
proof to work. Thus there is a trade-off between the error probability and the number
of deterministic component codesconp of the random codescong used to achieve the
random capacity region of the AV-MAC with conferencing encoders.

5.4.3. A Positive Rate

We use Lemma A.7 from the theory of single-sender Arbitrarily Varying Channels
(AVCs) to show that sufficiently many messages can be transmitted through AV(%)
for Ahlswede’s elimination technique to work. Observe that (£, #)-symmetrizability
of W is equivalent to symmetrizability of # when considered as a set of single-sender
stochastic matrices with input alphabet 2" x %', see Appendix A.

Assume that # is not (27, %)-symmetrizable and let C°, C$° be sequences of confer-
encing capacities satisfying (5.1) for some 1 > 0. Then the single-sender AVC-capacity

"V (#') defined in Appendix A is positive by Lemma A.7.

Lemma 5.13. Let ¢, A € (0,1). Then there is a no(e, ) such that for all n > ng(e, ),

defining
S { ne J ,
1—¢

there exists an (m,C1(m),Ca(m))-codeconr with a codelength pair (K1, K2) satisfying
K1Ks = |n'*| and with the identities on the message sets as conferencing functions.

Proof. Choose n so large that there exists an m-codeis (f, ) (see Appendix 5) with
eAVC(f, o, #) < \/2 and a code rate L satisfying

oG (W) > 2log L >m@ " (W). (5.13)
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5.4. The Direct Parts

Choose a sub-m-codess (f’, ') of (f,¢) with codelength [n!*"]|. This is possible because

—AVC

1 1-— €

+n log € < -
€

)

1 1
—logn!'t" < 2t log(m + 1) +
m m

for n sufficiently large. Lemma 5.14 below implies eAVC(f’, ', #') < 2e*VC(f, 0, #) < A.
Due to (5.1), we also have

1 1 1 1-
—logn!™ < el log(m + 1) + 1tn log — < max{C1(m),Cs(m)}.
m m m £

Without loss of generality assuming C1(m) > Co(m) and setting Ky := [n'*"], Ky =1,
we can thus interpret (f’, ¢’) as an (m, C1(m), Co(m))-codeconr v* with codelength pair
K, K using the identities on [K] and [K3] as conferencing functions. In this way, each
sender can completely inform the other sender about its message and then each encoder
applies the codeword corresponding to the joint message pair from the m-codeig (f’, ¢’)

constructed above. We also have e2V (y*, %) = eAVC(f', o', #) < X. This completes the
proof of the lemma. O

Lemma 5.14. Let K < L be positive integers, A > 0 and let e : [L] — [0,00). If

L

1
> el) <A,
=1

then there is an A C [L] with |A| = K satisfying

1 L
_ < .

|

Proof. Assume there were no such A. Write L = bK + ¢ for nonnegative integers b, ¢
with ¢ < K. Then

>
v

I
IR
T
VR
= =
T NAT
s M
LR
~
+
| —
M=
o

i=0 =i+1 I=bK+1
L
>—-b- A
L-K
—c L
— . A
L L—
L-K L \
- L L-K
=\
This is a contradiction, so there must be a set A as claimed. ]
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5. The Arbitrarily Varying MAC with Conferencing Encoders

5.4.4. From Random to Deterministic

Here we perform the final step of derandomization by showing that if # is not (2, %)-
symmetrizable and C{°, C5° satisfy (5.1), then

(W, C1(), Ca(c0)) C Coonr (#,CF°, C5),

where we set

Cy(00) :=liminf Cy(n) (v =1,2).

n—o0

To do so we follow Ahlswede’s “Elimination Technique” [4], whose idea is to use random
codes and to replace the randomness needed there by a prefix code with small blocklength
which encodes the set of constituent deterministic codes.

Fix e, A € (0,1). For 0 < § < min{Cy(o0) : v = 1,2, C,(c0) > 0}, let (R, R2) €

Aconr(p, [C1(00) — 6]+, [C2(00) —d]4) for some p € TI(#). Set &’ :=¢e/(2max{R1, Ra}).
Choose n so large that the following conditions hold:

(i) Lemma 5.13 holds true with e replaced by & and A by \/2, consequently we set
m = |ne'/(1-¢)],

(ii) there is a random (n, [C}(00) — &]4, [C2(00) — 6], )-codeconr G with eAV(G, #) <
A/2 and

1
—logK, > R, — 57
n 2

G being uniformly distributed on [1,|n'*"]] and the deterministic component
codesconr all sharing the same one-shot Willems conference

(61,62) : [Kl] X [KQ] — [Jl] X [J2]

The second assumption can be made because of Theorem 5.6 and Lemma 5.11.

We write |n'*7] =: N. Let the deterministic (m, Cy(m), C2(m))-codeconr 7* from
assumption (i) have codelength pair (ni,ng). We have v* = (cf,c;*,ff*,f;*,cp”/*).
Recall that ¢} is the identity on [n,] for v = 1,2 and that niny = N. We may further
assume that

supp(G) = {’}/1, . ,’yN} C FCONF(n, Kl, KQ, [C’l(oo) — 5]+, [CQ(OO) — (ﬂ_:,_),

recall that the set on the right-hand side was defined in Definition 4.1, we omit men-
tioning the trivial CSI.

We now construct a deterministic (m+n, Ci(m+n), Ca(m+n))-codeconr 7 with mes-
sage sets [ny] x [K1] and [na] x [K3] and é2V (%, #) < A. Tt is defined via concatenation.
We define the one-shot Willems conferencing functions by

Ey(guaku) = (guycu(kl/)) € [nu} X [Jl/] (V = 172)'
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5.4. The Direct Parts

We have to check that (¢1,¢2) is an admissible Willems conferencing protocol. For
v = 1,2, we have to distinguish the cases Cy,(c0) = 0 and C,(c0) > 0. In the former
case,

nyJy < (1+77)10gn+ n €, (00) < (1+n)log(m +n)

<
m+n=" m4+n m-+n m+n < Cy(m +n),

where the last inequality holds for sufficiently large n. In the case C,(c0) > 0, choose n
so large that

Cylm +m) > C,(oc) — 2.
Then
T TR
< Cylmotm) = § — ——(m(Culo0) ) = (1+ 1) logn)
<Cy(m+n)— g — min (171_6/6/(01,(00) —8)—(1+n) logn>
< Cy(m+n),

where the last inequality holds for sufficiently large n.

Thus (¢1, é2) is an (m+n, Ci(m +n), C2(m + n))-conference. The codewords used by
the encoders are concatenations of codewords from v* and the elements of supp(G). If
a message pair ((£1,k1), (€2, k2)) is given, identifying [N] with [n1] X [n2] and writing

supp(G) = {75152 : (§1a§2) € [nl] X [nQ]}v

the encoders use the codewords

(X51§2 (7*)7Xl€1k2(7€1§2)) € 2™ and (Y§1£2(’Y*),Yk1k2(’751§2)) eymn,

Together with the conferencing protocol (¢1,é2) defined above, this fixes encoding func-
tions fi and fo. The decoding set of the codeconr deciding for the pair ((51, k1), (&2, kg))
is defined to be Dg ¢, (v*) X Dy, iy (Ver6,) € ™1™, Thus v* is used as a prefix code which
distinguishes the deterministic component codesconr of G. In this way, derandomization
can be seen as a two-step protocol.

The rates achieved with 4 are for v =1, 2

log n, n

1
log(n, K,) > -—logK, > (1— E’) (RV - g) > Ry — €.

m-+n “m4+n m+n n

The randomness of G is needed in the estimation of the average error incurred by this
coding procedure. Recall Ahlswede’s Innerproduct Lemma [4].
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5. The Arbitrarily Varying MAC with Conferencing Encoders

Lemma 5.15. Let (aq,...,ay) and (B1,...,0n) be two vectors with 0 < oy, B < 1
form =1,..., N which for some \ € (0,1) satisfy

1 N
-\ NZ A, (5.14)

m: m=1

Mz

then
LN
NZamﬁmZ 1— 2\
m=1

Now fix an s € ™ and set for every (£1,&2) € [n1] X [ng]

Qg6 :W®m(D€1§2( *>‘X£1§2( ), Y£1£2('Y*)’ s),

B{lﬁz = KlK Z W® Dk’le(75152)’)(191162(/75152) Yk1k2(7§1€2)’ )
k1,k2

Replacing N by ning, Lemma 5.15 now implies by the assumptions on v* and G

1-e™(3,7)

Z g6 Pee, 21— A

’I’L1’I’L
&1,82

This shows that the rate pair (R;, R2) is deterministically CONF-achievable for AV (%)
with conferencing capacity sequences C7°, C'5° under the average error criterion. Conse-
quently one obtains

%Q(W, 01(00), CQ(OO))
= G .[C1(0) - 0]+, [Ca(0) — 6]5) € Coone (W, CF°, C5),

>0

proving the direct part of Theorem 5.8.

5.5. Converses for the AV-MAC with Conferencing Encoders
5.5.1. Random Coding

Here we prove the weak converse for Theorem 5.6. The idea of the proof is to reduce it

to the weak converse for ?gpo’;m (W ,C1,Cs).
Let g € Z(&)" and G a random codeconr Wwith blocklength n. We generalize the
notation from (5.8) to #,

eq(Q) ==

®n c
m&%WuMMWm@mW%)

The following lemma is a generalized version of Lemma 2.6.3 in [20].
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5.5. Converses for the AV-MAC with Conferencing Encoders

Lemma 5.16. For any random codecong G with blocklength n one has

sup Eles(G)] = sup  E[eq(G)].
sesm qQeEP ()"

Proof. The direction “<” is clear. In order to prove “>", let q € Z(.)". Observe that

Eleq(G)] = ) Ees(Glas(s1) - dn(sn) < sup Eles(G)]-

se./n sesm

mn

Upon taking the supremum over q € Z(.)%" on the left-hand side, the lemma is
proved. O

Now let G be a random (n,C,Cy)-codeconr with eV (G, #) = A. Assume that
the pair ((1/n)log K1, (1/n)log K3) is at distance at least ¢ from 6»(#,C1,Cs). For
g€ P2(S),set ¢" = (q,...,q) € P(F)". Because of Lemma 5.16,

Xo = PG, W)= sup Eleg(G)] <\ (5.15)
q€EZ ()

But the weak converse for ?gg’fw (#,C1,Cs) from Theorem 4.6 implies that (5.15) can
only hold if Ay > A(e) > 0, in particular, A > A(g). This concludes the weak converse
for AV (%) with conferencing encoders using random codesconr under the average error
criterion, and Theorem 5.6 is proved.

5.5.2. Deterministic Coding
If W is (2, % )-symmetrizable

It w is (2, %)-symmetrizable, then as remarked at the beginning of Paragraph 5.4.3
it is also symmetrizable if considered as a set of stochastic matrices with single-sender
input alphabet 2" x #/. Thus Theorem A.7 implies that any single-user code;s with at
least two codewords incurs an average error greater than 1/4. Finally, note that every
codecoNnr can be interpreted as a codejg, so this carries over to the multi-user situation.
This proves Theorem 5.8 if # is (27, % )-symmetrizable.

If # is not (2", % )-symmetrizable

We show that the weak converse for ?ggNF(W, C(00),Ca(00)) implies the weak con-
verse for ?QXNF(V/,C‘I’O,C‘Q’O). Let v be a deterministic (n,Ci(n), Ca(n))-codeconr.-
Assume that n is so large that the pair ((1/n)K1, (1/n)K>2) is at least distance ¢ away
from 65(# , C1(00), Cz(c0)) and that for both v = 1,2

Cy(n) > [Cy(c0) — s]+.

Thus ((1/n)log K1, (1/n)log K3) is also at least distance ¢ away from

G, [C1(00) — el [Ca(00) — €]4) = Coone (7, [C1(00) — ], [Ca(o0) — &)
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5. The Arbitrarily Varying MAC with Conferencing Encoders

By enlarging n if necessary, the weak converse for
7C R
G cone (7, [C1(00) = €, [Ca(o0) — €4)

ensures that there is a ¢ € Z(.¥) such that for some A(g) > 0

1
K1 K>

Z W®n(Dk1k2(7)c|Xk1k2 (), Yiks (M1"™) = Ale),
k1,k2

recall the notation ¢” from the random coding weak converse. Lemma 5.16 now implies
that

1
sup

con KiK> D WO Dy (1) kaks (7), Yrahs ()18) = Ae)
se.sn

k1,k2

must hold. Thus the proof of Theorem 5.8 is complete.

5.6. Discussion of Conferencing for AV-MACs

For both compound and AV-MACs, conferencing may help to achieve positive rates
where only the rate pair (0,0) is achievable without transmitter cooperation. This effect
is similar to the “superactivation” of quantum channels as observed in [51], where it was
shown that there are pairs of quantum channels with zero quantum capacity each which
achieve positive rates when used together.

Willems conferencing plays two roles in AV-MACs. The “traditional” role already
exploited for discrete memoryless MACs is to generate a common message and to use the
coding result for the MAC with common message to enlarge the capacity region. The role
special to AV-MACs is that conferencing can change the channel structure. To achieve
this, it is not necessary to have positive conferencing capacities, the pair of conferencing
capacity sequences (C7°,C5°) just has to satisfy (5.1). Under the conditions that #
is not (27, % )-symmetrizable and ?é\éNF(W,O,O) # ?QX}QF(W,O,O), we can strictly
enlarge the capacity region of the AV-MAC with this kind of conferencing. Actually
in the case of inequality of the random and deterministic capacity regions at C; =
Cy = 0, Ry or Ry must equal 0 (see Theorem 5.9), so AV(#) is useless for at least
one sender without conferencing. Just a little bit of conferencing (as quantified by
eqrefeq:growthcond) suffices to make reliable transmission of that sender’s messages over
AV(#') possible. As (5.1) does not exclude liminf Cy(n) = liminf Cy(n) = 0, it is clear
that the change must lie in the channel structure.

The question arises when (5.1) produces such a change of the channel structure. Gen-
eral conditions for ?QXNF(W, 0,0) # ?é\éim(%,(),()) to hold cannot be given because
an exact characterization of € conp(#,0,0) is generally unavailable, see Theorem 5.9
and Remark 5.6. We certainly know that if ?é\éNF(W, 0,0) is two-dimensional, then
?é\éNF(V/,O, 0) = ?é\é’liIF(W,O,O). This is due to the fact that two-dimensionality of
?é\éNF(W,O,O) implies that # is neither (2", %)- nor 2 - nor #-symmetrizable by

Theorem 5.9, which then implies @ oong(#,0,0) = G oo (#,0,0).

72
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However, if in addition to not being (2, % )-symmetrizable, # is both 2"~ and
% -symmetrizable, then ?é\(;NF(W,O,O) = {(0,0)}. In this situation, Willems con-
ferencing with conferencing sequences C7°,C5° satisfying (5.1) helps. Assume that
liminf C(n) = liminf Cy(n) = 0. As seen in the proof of Theorem 5.8, coding to
obtain ?é\(/)NF(W, C,0%°) = ?é‘é’g];(% 0,0) can be regarded as a two-step protocol.
In this protocol, conferencing is not used to transmit additional messages, but to estab-
lish transmission of subexponentially many auxiliary messages in a deterministic prefix
codeconr. The actual message transmission is performed using a random codeconr,
but the underlying random experiment with subexponentially many possible outcomes
is only done at the senders and the receiver is informed about the outcome through the

prefix codeconr.
Gubner [30] has found the example of a # which is both 2~ and % -symmetrizable,
but not (27, #)-symmetrizable.

Ezample 2. Let ' =% = ={0,1} and . ={0,1,2,3}. For s € . set
Wi(zlw,y) = 6(z —z —y — s),
where 6(t) =1 if ¢ = 0 and 0(¢) = 0 else. An equivalent description of this is
z=T+y+s.

Gubner shows that # is not (2", #)-symmetrizable, but that it is both 2"~ and #/-
symmetrizable. Thus this channel is useless if coding is done without conferencing, even
though the interfering signal is only added to the sum of the transmitters’ signals —
the reliable transmission of messages through the channel is completely prevented. This
shows that even the structure of rather simple AV-MACs can be changed by conferencing.
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6. The Wiretap MAC

6.1. The Wiretap MAC

In the previous chapter, we mentioned that an AV-MAC can be seen as a MAC which is
under attack: an adversary disturbs the transmission of codewords and might be able to
completely prevent communication. A discrete memoryless MAC could also be under a
different kind of attack: the adversary could be a wiretapper, i.e. instead of disturbing
communication, he might want to overhear communication within the network. Can
Willems conferencing help in this situation, too? The traditional approach to mak-
ing communication secure is cryptography. Information theory provides an alternative,
“physical-layer” approach to secrecy. This method exploits the noise inherent in the
channel, especially the fact that the noise in channels to legitimate receivers differs from
the noise in channels to non-legitimate receivers.

It was noted by Wyner, who introduced the single-sender wiretap channel [67], that
a secret key shared at both legitimate terminals is not necessary to establish secret
transmission — if the channel statistics are taken into consideration, it is sufficient that
the sender randomizes his inputs in order to secure transmission. Since this discovery,
information-theoretic secrecy for message transmission without a key shared between
sender and legitimate receiver has been generalized in various directions. The first paper
on multi-user information-theoretic security is due to Csiszar and Korner [19]. In that
article, the second receiver only is a partial eavesdropper: there is a common message
intended for both receivers, but as in the original wiretap channel, an additional private
message intended for the first receiver must be kept secret from the second. We come
to multiple-access models below. An overview over the area is given in [37].

The original secrecy criterion used in [67] and [19] and in most of the subsequent lit-
erature until today has become known as the “weak secrecy criterion”. Given a code, it
measures the mutual information normalized by the code blocklength between the ran-
domly chosen message and the eavesdropper’s corresponding output. Maurer introduced
the “strong secrecy criterion” in [42] by omitting the normalization. The advantage of
this criterion was revealed in [12]: it can be given an operational meaning, i.e. one
can specify the attacks it withstands. It is possible to show that if transmission obeys
the strong secrecy criterion, then the eavesdropper’s average error tends to one for any
decoder it might apply. Translated into practical secrecy schemes, this means that no
matter how large the computing power of a possible eavesdropper might be, it will not
succeed in breaking the security of this scheme. For the weak criterion, there are still
only heuristic argumentations as to why it should be secret. Further secrecy metrics are
presented in [14], but without giving them an operational meaning, and strong secrecy
remains the strongest of these metrics. To our knowledge, there are three different ap-
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proaches to establishing strong secrecy in a wiretap channel so far [43, 18, 23]. In fact,
the last of these approaches also applies to classical-quantum wiretap channels [23] and
also was used to derive an achievable rate for the classical compound wiretap channel
[12].

There exist many MAC models where secrecy is an issue. This may even be the case
when there is no eavesdropper, as each encoder might have access to noisy observations
of the other sender’s codeword but wants to protect its own message from decoding at
the other sender [40, 36, 27]. The case where the encoders have access to generalized
feedback but only keep their messages secret from an external eavesdropper is considered
in [52]. In the cognitive MAC, only one encoder has a private message, and together,
the encoders have a common message. There are again two cases: In the case without
an eavesdropper, the encoder without a private message has access to the codeword
sent by the other encoder through a noisy channel and must be kept ignorant of the
other encoder’s private message [39]. In [49], the cognitive MAC without feedback was
investigated where the messages must be kept secret from an eavesdropper and the
encoders have unrestricted access to common randomness. All of these papers use the
weak secrecy criterion.

We first generalize and strengthen the achievability result from [28] where multi-letter
characterizations of an achievable region and of an outer bound on the capacity region
of a MAC without common message and with an external eavesdropper under the weak
secrecy criterion are given. The channel there needs to satisfy certain relatively strong
conditions for the bounds to work. Extensions to the Gaussian case can be found in
[28, 53, 31].

We call the two senders Alice; and Alices. In the common message setting, a message
triple must be transmitted to Bob over a discrete memoryless MAC in such a way that
Eve who obtains a version of the sent codewords through another discrete memoryless
MAC cannot decode the messages. We apply the strong secrecy criterion. In order to
find a code which satisfies this criterion, we use Devetak’s approach [23], which is similar
to the approach taken in [17]. In the quantum case it builds on the Ahlswede-Winter
lemma [10] and classically on a Chernoff bound. As the senders have a common message
and as the second part of the chapter deals with the wiretap MAC with conferencing
encoders, we assume that the encoders have access to a restricted amount of common
randomness. Common randomness for encoding has so far only been used in [49], but
without setting any limitations on its amount. We only obtain an achievable region. In
this achievable region it is not possible to transmit a common message if no common
randomness is available. Further it is notable that we use random coding and have to
apply time-sharing before derandomizing.

The wiretap MAC with common message and common randomness is also needed when
treating the wiretap MAC with conferencing encoders. We assume that no common
randomness is available. However, conferencing is used to produce both a common
message and common randomness, which allows the reduction to the wiretap MAC with
common message. A consequence of the fact that no common message can be transmitted
by the wiretap MAC with common message if there is no common randomness is that
one has to use conferencing to establish some common randomness if this is supposed
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to enable the transmission of a common message. Note that this consequence presumes
that the achievable region equals the capacity region even though we cannot prove this.

Extensions of information-theoretic security to channels where different messages re-
quire different degrees of secrecy can be found in [19] and [68].

6.2. The Communication Problems

Let 2, %, 7, % be finite alphabets. The (discrete memoryless) wiretap MAC is deter-
mined by a stochastic matrix

W X XY - P(T xZ).
Definition 6.1. The wiretap MAC WMAC(W) is the channel
WE M x " — P(T"x ™), n=12,...

Of course, a wiretap MAC with output alphabets .7 and % is the same as a discrete
memoryless MAC with output alphabet 7 x Z. However, the wiretap coding prob-
lem assigns different roles to .7 and %, which justifies the existence of Definition 6.1.
We write W, and W, for the stochastic matrices determining the discrete memoryless
marginal MACs to .7 and %, so e.g.

Wb(t’xay) = Z W(th‘x?y)
z€Z

It is usual in the wiretap setting to give names to the four channel nodes: 2" and %
are the finite alphabets of Alice; and Alices, respectively. 7 is the finite alphabet of
the receiver called Bob and the outputs received by the eavesdropper Eve are elements
of the finite alphabet 2.

6.2.1. With Common Message

Definition 6.2. Let Ho be a nonnegative real number. An (n, Ho)-codewen is a pair
(G, ), where G is a stochastic matrix

G : [Ko] x [K1] X [K3] = P(ZXT x @™
with positive integers Ko, K1, Ko, and ¢ a decoding function
(Vo T — [K[)] X {Kﬂ X [KQ]
G is required to have the form

G(x,ylko, k1, k2) = Y Goljlko)G(x|ko, 1, §)Ga(ylko, k2, 7).
Jel]
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6. The Wiretap MAC

where J is some positive integer and

s
G1: [Ko] X [Kq] x [J] = 2(Z),
X [Ka] x [J] = 2(%).

Further, Gy has to satisfy that H(Z|My) < nH¢ for My uniformly distributed on [K)]
and PE|M0 = Go.

n is called the blocklength and H¢ the common randomness bound of (G, ), the triple
(Ko, K1, Ko) is called its codelength triple.

A codewowm (G, p) is deterministic at the decoder side, but stochastic at the encoder
side. Given a message triple (ko, k1, k2), the encoders perform a random experiment
described by G(-|ko, k1,k2). Gp is the common part, an experiment whose outcome
both encoders have access to. Then they individually perform the random experiments
described by G and Ga. Altogether, (ko, k1, k2) is encoded into the codeword pair (x,y)
with probability G(x, y|ko, k1, k2).

Every (n, Hg)-codewcn is a random n-codecy with deterministic decoder. Even
though we denoted complete random codes including the decoders in previous chapters
by G, the notation introduced above for the wiretap MAC should not be confusing as
the random codescy from previous chapters do not appear here.

Every wiretap MAC WMAC(W) together with an (n, Ho)-codewem (G,¢) with
codelength triple (Ko, K1, K2) gives rise to a sequence of random variables. Assume
that Mo, M1, My are independent random variables uniformly distributed on [Ko], [K]]
and [K»], respectively. Further, let X™ Y™ T" Z™ be random variables such that for
(x,y,t,2) € Z" X" X T x ZF"

Pxcnyn|ao g My (X, YKo, k1, ko) = G(x, y|ko, k1, k2),

PT"Z"|X"Y”M0M1M2 (t7 Z‘X7 Yy, kO? kla kQ) = W®n(t7 Z’X7 y)

Definition 6.3. For a wiretap MAC WMAC(W) and an (n, Ho)-codewom (G, @) we
define the average error of (G, ) by

éWT(Gv 1) W) = P[SO(T”) i (M07 My, MQ)]

eVT(G, p, W) is the obvious generalization of the average error éDl\f( fr0, W) of de-

terministic n-codescm (f, ) for discrete memoryless MACs DMAC(W) to n-codescm
with stochastic encoding for DMAC(W5).

Definition 6.4. A triple (Ry, R1, R2) of nonnegative real numbers is called a WCM-
achievable rate triple for WMAC(W) under the common randomness bound Hc > 0 if
for every n > 0 and every ¢ € (0,1) and n > ngy(n,e) there exists an (n, He)-codeweowm
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(G, p) satistying

1
—logK, > R, — 7 (v=0,1,2),
n

V(G o, W) <,
I(Zn VAN MoMlMg) <e.

We denote the set of wonm-achievable rate triples under the common randomness bound
Hec by €wem(W, He).

Remark 6.1. Tt was shown in [12] that no matter how Eve tries to decode the messages
from the Alices, the average error must tend to one. More precisely, assume that we are
given a wiretap MAC WMAC(W) and for every n an (n, He)-codeweonm with codelength
triple (Ko(n), K1(n), Ka(n)) satisfying

en = I(Z" N My(n)Mq(n)Msa(n)) — 0,

where M, (n) is uniformly distributed on K, (n), v =0, 1,2. In this case we say that the
code sequences satisfies the strong secrecy criterion.
Further assume that for every n Eve has a decoding function

Xt 2" — [Ko(n)] x [K1(n)] x [Ka(n)].

Then
Plxn(Z") # (Mo(n), Mi(n), Ma(n))] > 1 — &),

for a sequence e/, with €/, — 0 as ¢ — 0. If &, tends to zero exponentially fast and
Ko(n), K1(n), K2(n) grow exponentially, then &/, tends to zero at exponential speed.

More generally assume that f, : [Ko(n)] x [K1(n)] x [Ka(n)] = [K(n)'] is a function
satisfying P[fn(Mo(n), M1(n), Ma(n)) = k'] = 1/K(n)’ for all k¥’ € [K(n)’]. Then with
the same argument as in [12] one can show that for every function g, : 2" — [K(n)],
one has P[f,(Mo(n), M1(n), Ma(n)) # g(Z™)] > 1 —1/K(n) — ¢ for the same &), as
above. That is, even for K(n)" = 2, blind guessing is the best way for Eve to estimate
f(Mp(n), My(n), Ma(n)). In particular, no subset of the message random variables, like
My(n) or (M1(n), Ma(n)), can be reliably decoded by Eve.

6.2.2. With Conferencing Encoders

As wiretap encoding is stochastic in general, this carries over to the conferencing pro-
tocols employed — the encoders may share randomness in addition to information about
their messages. This generalization is straightforward. Assume that the respective mes-
sage sets are [K1]| and [K3]. Let J; and Jy be positive integers which can be written as
products

Jy = zz,l"'Jl/,I (V:172)
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6. The Wiretap MAC

for some positive integer I which does not depend on v. A Willems conferencing stochas-
tic matriz ¢ completely describing such a conference is determined in an iterative man-
ner via sequences of stochastic matrices c1,1,...,¢c1,r and ¢ca1,...,¢21. ¢1,; describes the
probability distribution of what Alice; tells Alice; in the i-th conferencing iteration given
the knowledge accumulated so far at Alice;. Thus in general, using the notation (2.10),
these stochastic matrices satisfy for v = 1,2 and i = 2,...,1,

Cyl - [KI/] — 32([%/,1])7
it (K] X [Toa] % oo X [Toiet] = P([ui)-

The conferencing stochastic matrix ¢ : [K1] x [K3] — Z([J1] X [J2]) is obtained by setting

c(Jr,1s-- -5 J1,0J2,1, - J2,11 k1, k2)
i= (cr1(Gualkr) ea,1(fa,lk2)) (cr2(di2lk, go,1) c2,2(jo2 k2, j1,1)) - -
o (enr(alka, jois - - s do,0-1) cor (o k2, s - - - J1,0-1)) -

We denote the [Ji]- and [Jo]-marginals of this stochastic matrix by ¢; and cg, so one
obtains ¢1(j1,1,...,J1,7/k1, k2) by summing over ja1,...,J2; and ¢z is obtained analo-
gously.

Definition 6.5. Let n be a positive integer and C7,Cy nonnegative real numbers. A
stochastic matrix
c: [K4] x [Ka] = 2([1] x [J2])

as described above which satisfies (2.11) is called a stochastic (n,C1,Cq)-Willems con-
ference, C'1, Cs are called the conferencing capacities.

Definition 6.6. Let n be a positive integer and C7,Cy > 0. An (n, Cy, Cy)-codewconr
with alphabets 27, %,.7, % is a quadruple (¢, G1, G2, ), where

c: K1) x [Ka] = 2([h] x [J2])
is a stochastic (n, C1, Cy)-Willems conference,

G1 : [Kl] X [JQ] — e/gLVn,
G2 : [KQ] X [Jl] — an

are stochastic matrices and
@ : T — [Kl] X [Kz]

n is called the blocklength and (K, K2) the codelength pair of (¢, G1, G2, ¥).

A pair (k1, ko) € [K1] X [K2] is encoded into the codeword pair (x,y) € 2" x #™
with probability

> c(j, Jolk1, k2) Gi(x[k1, j2) G2(ylka, j1)- (6.1)
(J1.72)€l1]x[J2]
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A wiretap MAC WMAC(W) together with an (n,Ci,Cs)-codewconr (¢, G1, G2, )
gives rise to a sequence of random variables. Assume that My, M5 are independent ran-
dom variables uniformly distributed on [K7] and [K3], respectively. Let X™, Y™ T" Z™
be random variables such that conditional on (M, Ms), the distribution of (X™,Y™) is
given by (6.1) and such that

— n
PTnZn|XnYnM1M2 — W .

Definition 6.7. For a wiretap MAC WMAC(W) and an (n,Ci,C3)-codewconr
(¢, G1,Ga,p), we define the average error of (¢, G1, G2, ) as

eVT(c,G1, Ga, o, W) :=Plp(T™) # (M, My)].

Definition 6.8. A pair (R;, R2) of nonnegative real numbers is called a WCONF-
achievable rate pair for WMAC(W) with conferencing capacities Cq,Co > 0 if for every
n > 0 and every ¢ € (0,1) and n > ng(n,e) there exists an (n,Cy, Co)-codewconr
satisfying

1

ﬁlogK,,ZRl,—n (v=1,2),

éWT(C7 Gl? G27 ®, W) < &,

I(Zn A MlMQ) <e.

We denote the set of wconr-achievable rate pairs with conferencing capacities C, Cy by
¢ wconr (W, C1, Cs).

Remark 6.2. Here again, as in Remark 6.1, the average decoding error for any decoder
Eve might apply tends to 1 if the strong secrecy criterion is satisfied.

6.3. Coding Theorems

6.3.1. For the Wiretap MAC with Common Message

For the description of the WCM-achievable regions we will derive we need the following
definition.

Definition 6.9. For W : 2" x % — P(7 x &), we set

UY(W):={pe P(UXNxVx X XY X T xZ:
U , V1, Vs finite subsets of the integers,
p= Py @ (Pyju @ Pyiu)® (Pxjy, @ Pyy,) @ W
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Let Ho > 0 be the common randomness bound. We are going to prove the WCM-
achievability of a region which be written as the closure of the convex hull of the union
of certain rate sets which are parametrized by the elements of a subset ¥, (W) of the
set U(W). Uy, (W) is defined as follows.

There are four cases altogether, numbered Case 0 to Case 3. Case 0 corresponds to
He =0 and if He > 0, then W, (W) has the form Wy, (W) = ¥4 (W) u v (W)U
\Ilg)c (W), and each of these subsets corresponds to one of these cases. The one condition
all cases have in common is that I(Z A ViVa) < I(T A V1 Va).

Case 0: If Ho = 0 define the set () (W) as the set of those p € W(W) where V; and

V4 are independent of U and where p satisfies the inequalities

I(Z A V1)
I(Z N V2)

(T A1 |VR), (6.2)
I(T A Va|Vh). (6.3)

I/\ I/\

Thus in this case, we can omit U and just assume that Vi and V5 are independent.
For p € U0 (W) define the set 29 (p) to be the set of nonnegative triples (Rg, R1, Ro)
satisfying

=
I
o

I(T/\ VilVa) = I(Z ANVL) — [I(Z AN Vo|Vy) — I(T A Va|Vi)l 4,
R2 < I(T/\ VQ’VI) — I(Z/\ Vg) — [I(Z/\ Vl‘VQ) — I(T/\ Vl‘VQ)]+,
R+ Ry < I(T/\ V1V2) — I(Z/\ V1V2)

Case 1: \I'gé (W) is the set of those p € ¥(W) which satisfy I(Z AU) < Hc and

I(Z AW|U) < I(T AN WRU), (6.4)
I(Z ANVR|U) < I(T AN Va1 U), (6.5)
1(Z AVAVA|U) < I(T A ViVa|U). (6.6)

Then we denote by Z(1)(p) the set of nonnegative real triples (Ro, R1, Ry) satisfying

< I(T AVAIVRU) = I(Z AVAU) = [I(Z AVAIVAU) = I(T A Va| VAU ),
R2 < I(T AVR|VAU) = I(Z AVA|U) = [I(Z AVAIVRU) = I(T A VA|VaU)
Ry + Ry < (T ANVIR|U) — I(Z AVAVR|UY),
Ro+ Ry + Ry < I(T ANViVa) — I(Z A ViVa).

Case 2: The conditions for p to be contained in \Ilg)c (W) cannot be phrased as simply
as for \1122: (W). Generally, if p € \Ifg)c(W) then

min{I(Z AVLU),1(Z AVaU)} < He < I(Z A Vi VA).
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This is sufficient if I(Z A V1|VoU) = I(Z A Va|VAU). If I(Z A Vi |VRU) > I(Z A Va|VLU)
then we additionally require that

a(2) .: max( I(ZANWWU)— He B (T ANV, U) )

o I(Z ANVAIVLU) — I(Z ANVa|VIU)~ I(Z A Va|ViU)’
c0® o min <I(T/\ ViVoU) I(T AViVa|U) — I(Z A Va|ViU) 1)
-1 I(Z ANViVRU) I(Z AViIVRU) — I(Z A Va|V1U)'

whereas if I(Z A V1|VaU) < I(Z A Va|V4U) then we need

(2) T ANWLWVU) (T ANWVWWAU) —1(Z AN Vo|V1U)
oy i=max | 1— , ,0
[(Z ANVAIWO)' T(Z ANVAVRU) — I(Z A Va[ViD)
(2) . Ho —1I(Z ANV U) (T ANV WRU)
< :=min , , .
I(Z ANVo(ViU) — I(Z ANVAVRU) I(Z A VAVRU)

In the case of equality, i.e. if I(Z A V;|VoU) = I(Z A Va|V1U), we define 2 (p) as

R <I

Ro <1
Ri+ Ry <1
Ry+ R+ Ry <1

T AVAVRU),

T AN WU),

T ANVAVR|U) — I1(Z A VAVRU),
T ANVa) = I(Z A V1 VA).

~ N /N

If I(Z ANV IVRU) > I1(Z A Va|V1U), we define ) (p) by

Ry < I(T AVAVRU) — a2 T(Z A A |VRD)),
Ry < I(T AV[WU) = (1= o) I(Z A Va|ViD),
Ry + Ry < I(T AVIR|U) — ol 1(Z A VA VRU)
— (1= aI(Z A BWT),  (6.7)

I(Z NVo|VJU
R+( 2|V1U)

e R ) R < I(T A Va|VAU

YT I ZAvwr) = ( 2|ViU)
I(T/\VllU)
1(Z AN |VRU)

Ro+ Ri + Ry < I(T ANVAVa) — I(Z AN Vi Va).

- 1) I(Z ANVB|VIU),  (6.8)

The bound (6.7) on R; + R2 can be reformulated as
Ry + Ry < I(T ANVIR|U) = I(Z AVAVR|U)
—|—min{HO —I(ZANU), I(Z NV|U),

I(Z AN V21 U)

w7z

- 1) +I<ZAV1\U)},
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and if I(ZAV,|V1U) > 0, we can give the weighted sum bound (6.8) the almost symmetric
form

Ry Ry (T ANW|U) I(T AN VLW U)

< ~ 1.
TZAVITRD) |~ T ZAVViD) = TZAVINRU) | 1(Z AVa|ViD)

For the case that I(Z A Vi|VaU) < I(Z A Va|V1U), we define 2 (p) by exchanging the
roles of V] and V5.
Case 3: We define \Ilg)C(W) to be the set of those p € U(W) with I(Z AV1Va) < He.

For such a p let 23 (p) equal

Ry < I(T ANV31|WRU),

Ry < I(T N Va|WWU),

Ry + Ry < I(T NViWL|U),
Ro+ Ry + Ry < I(T ANV Vo) — I(Z AN V1 Va).

Theorem 6.10. For WMAC(W) with the common randomness bound Hc = 0,

closure (conv ( U 20 (p)> > C Cwen(W,0). (6.9)

peW(©) (W)

If Ho > 0, then the closure of the convex hull of the set

U 29w uv U 2%muv | 2%0)

pewly) (W) pev () (W) pewi) (W)

is contained in €wen (W, He).

Remark 6.3. Using the standard Carathéodory-Fenchel technique as in [63], one can
show that one may without loss of generality assume |%Z| < |Z7||#| + 5. However,
| 71| and |#2| cannot be bounded in this way, as the application of the Carathéodory-
Fenchel theorem does not preserve the conditional independence of V; and V5. Thus
a characterization of the above WCM-achievable region involving auxiliary sets with
upper-bounded cardinality is currently not available. As it would be important for an
efficient calculation of the WCM-achievable region, it still requires further consideration.

Remark 6.4. If no common randomness is available, then we cannot show the achiev-
ability of any rate triple (Rg, R1, Re) with Ryp > 0. As we do not have a converse for
Ewen(W,0), however, this does not mean that the secret transmission of a common
message without common randomness is impossible.

Remark 6.5. We have Z()(p) ¢ %3 (p) ¢ 2 (p). This can be seen directly at the
beginning of the proof in Subsection 6.4.1 where we decompose the regions %) (p) for
v = 1,2 into a union of simpler regions.

In particular, if Ho is larger than the capacity of W, considered as a single-sender
discrete memoryless channel with input alphabet 2 x % and output alphabet %, i.e.
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if Ho > €15(We) (see Appendix A), then \Ilgé (W) = ¥(W) and the WCM-achievable

set equals
closure (conv ( U %) (p)) ) .
peV (W)

In this case the maximal sum rate equals

G5 (W)= max (I(T AVAVa) — I(Z A ViVR)). (6.10)
peY (W)

?gT(W) equals the secrecy capacity of the single-sender wiretap channel W when
Alice; and Alices together are considered as one single sender. This can be seen as in
the proof of Lemma 2.14. The remaining conditions on R; and Ry formulated in the
definition of #2®) (p) are not concerned with W, they are required by the non-wiretap
MAC coding theorem applied to W,

6.3.2. For the Wiretap MAC with Conferencing Encoders

For conferencing capacities C1, Cs > 0, the rate region whose WCONF-achievability we
are going to prove is parametrized by the members of Ve, ¢, (W). We have Cases 1-3
from the common message part.

Case 1: For p \Il(cll)JrCQ(W) we define 2N (p, C1, Cy) by
Ry < I(T AVAVRU) — I(Z AVA|U)
—[I(Z AVaViU) = (T AVo|VIU)] 4 + C1 = [I(Z AU) = Col 4,
Ry < I(T AVa|VAU) — I(Z A Va|U)
—[I(Z ANWRU) = I(T AVIV2U) 4 + C2 = [I(Z AU) = Ci4,
Ri + Ry < min{I(T AViW|U) + Cy + Co, (T ANViV2))} — I(Z A ViVR)).

Case 2: For p € \I/(C%I)JFCQ(W), we set Jo(a) =al(ZANWVU)+ (1 —a)I(Z ANVLU). For
a € [a(()Q), 0452)] define the set %&2) (p,C1,C5) by
Ry < I(T AA|RU) — oI(Z AVA[VRU) + Cy — [JS) = Gy,

Ry < I(T AVAVAU) — (1 — a)I(Z AVR[VAU) + Cy — [J3 — 44,
Ri+ Ry < min{I(T/\ V1V2|U) + C1 + CQ,I(T/\ V1V2)} — I(Z A V1V2)

Then we set
% (p,C1,Cy) = U 2 (p, C1, Cy).
ag2>§o¢§o¢§2)

Case 3: For p € ‘I/gl)JrCZ(W) we define ZG) (p, C, C2) by

Ri < I(T AVABU) + C1 — [I(Z AVAVA) — Cal,
Ry < I(T A V2|V1U) + Cy — [I(Z A V1V2) — Cl]+,
Ri+ Ry < min{I(T/\ V1V2|U) +Cq + CQ,I(T/\ V1V2)} — I(Z A V1VQ).

85



6. The Wiretap MAC

Theorem 6.11. For the wiretap MAC WMAC(W) with conferencing capacities Cq, Co
satisfying max{C1,Co} > 0, the set

U 2Yec.cyu |y 2%90@c,c)u | 29001 0)

pevy) o, (W) pev) o (W) pev) o, (W)

is contained in €wconr (W, C1, Ca).

Remark 6.6. Remark 6.3 applies here, too.

Remark 6.7. The stochastic conferencing protocols employed to achieve the sets in The-
orem 6.11 are non-iterative. That means that the ¢ we use in the proof have the form

(1, g2lk1, ko) = c1(j1]k1)e2(jalk2).

Remark 6.8. If C; = Cy = 0, then the maximal rate set whose WCONF-achievability we
can show is the left-hand side of (6.9). Conferencing only enlarges this set in the presence
of a wiretapper if it is used to establish common randomness between the encoders. At
least this is true for the WCONF-achievable region we can show, it cannot be verified
in general as long as one does not have a converse. The reason for this effect is that
conferencing generates a common message shared by Alice; and Alices. The proof of
Theorem 6.11 relies on Theorem 6.10, and as noted in Remark 6.4, we can only establish
the secret transmission of a common message if common randomness is available. As
the Alices do not have common randomness a priori, this also has to be generated by
conferencing, so the Willems conferencing protocol has to be stochastic.

Remark 6.9. Judging from our achievable regions, conferencing may enable secure trans-
mission if this is not possible without. That means that there are wiretap MACs where
the WCONF-achievable region with C; = Cy = 0 on the left-hand side of (6.9) only
contains the rate pair (0,0), whereas the achievable regions for max{C7,C3} > 0 contain
non-trivial rate pairs. Of course, we again need to keep in mind that we do not have a
converse for €woonr(W,0,0). See Section 6.6 for an example.

Remark 6.10. If C1, Cs are sufficiently large, then the maximal WCONF-achievable sum
rate equals ?Y\S/T(W), see (6.10). In fact, this happens if

1) Cy + Cy > €15(We), the capacity of the single-sender discrete memoryless channel
W, with input alphabet 2~ x % and output alphabet £ (see Appendix A),

2) C1+C2 > minyey«wy I(TAU), where U* (W) contains those p € W(W) which achieve
—SWT
s (W).
Condition 1) is sufficient to guarantee that ?YZT(W) is attainable by an element of
\If(gl) +c, (W) which then equals ¥ (W), see Remark 6.5. In particular ¥* (W) is nonempty,
and 2) ensures that the maximum over (W) of the sum rate bounds from %2 (p, C, Cs)
—SWT
equals ¢1g (W).
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6.4. Proof of Theorem 6.10

6.4.1. Elementary Rate Regions

For Cases 0, 1 and 2 we first represent the sets 2 (p), 2V (p), %2® (p) as unions of con-
vex combinations of sets whose WCM-achievability will be shown using random coding
later.

For Case 0 and 1:

We only consider Case 1, Case 0 is analogous. Let p € \IIS)C(W) for some Ho > 0. The
considerations hold for I(ZAV1|U) < I(Z AV1|VRU) which is equivalent to I(Z AV2|U) <
I(Z N Va|ViU). In the case of equality we can prove the WCM-achievability of Z(p)
directly. Define

L . [HTAVe[VWU) = I(Z A Vo[ Vi)
o - I(Z NWB|U) — I(Z AN Vo[V U)

) . [T ARU) — I(Z ANVA|U)
o I(Z NWWU) — 1(Z ANWVA|U)’

o}

Note that conditions (6.4)-(6.6) are equivalent to aél) < agl). For o € [aél),agl)] we

define a rate region %’él)(p) by the bounds

< I(T AVAVRU) = aI(Z AVA|VRU) — (1 — a)I(Z AVA|U),

R2 < I(T ANVB[VIU) — aI(Z AVBIU) — (1 — a)I(Z A Va|iU),
Ry + Ry < I(T ANViVR|U) — I(Z A ViVA|UD),
Ro+ Ry + Ro < I(T ANVAVA) — I(Z A Vi Va).

Lemma 6.12. We have
20 = |J 2P0

agl)gagagl)

Thus if,@((ll)(p) is an WCM-achievable rate region for every o € [ozél), agl)], then 21 (p)
is WCM-achievable.

For the proof we use the following lemma which is proved in Appendix B.

Lemma 6.13. Assume that a1, as,b1,ba,c,d, 71,712,712, 7012 are nonnegative reals satis-
fying

ar > by, az<bz, ar+ax=bi+by=c, 1r1+7122>710.

87



6. The Wiretap MAC

Let 0 < ap < a3 < 1. For every a € [ag, 1], let a three-dimensional convexr subset J,
of ]R%O be defined by
R1 S T —oaap — (1 — Od)bl,
R2 S To — Xag — (1 — a)bg,
Ri+ Ry <12 —c,
Ro+ R+ Ro <rpia—d
and assume that %y, # & for every a. Then
U Hy = A, (6.11)
ap<a<a

where £ is defined by

Ry <71 —apar — (1 — ap)b, (
Ry <rg —ajag — (1 —aq)be, (
Ri+ Ry <ris—c, (6.14
Ry + Ry + Ry <1912 — d. (

Proof of Lemma 6.12. The proof is a direct application of Lemma 6.13 by setting

r = I(T A VA|VaU), ro = I(T AN VR|VAU),
ri2 = I(T ANViWL|U), roiz = I(T AN ViVa),
a1 = I(Z ANV [WV2U), ag = I(Z ANWo|U),
by = I(Z ANVA|U), by = I(Z A Va|ViU),
Qo = a(()1)> ap = agl)'

We just need to show that the bounds (6.12) and (6.13) coincide with those from the
definition of Z(1)(p). This is easy for the case oc(()l) = 0 because in that case we have
I(T'ANVa|ViU) > I(Z ANVa|V1U) and the positive part in the bound on R; in the definition
of #1)(p) vanishes. Similarly agl) = 1 implies I(T AV1|VRU) > I(Z A V1|VoU) and the
positive part in the bound on Ry in the definition of %(1)(])) vanishes. Now assume that
) > 0. This assumption implies I(Z A V3|ViU) > I(T A Va|[ViU). Thus we obtain for
the equivalent of (6.12)

I(T AVA|VRU) — 1(Z A VA|U)
I(T AVa|ViU) — I(Z A Va|ViU)
~ I(ZAVR|U) = I(Z NVR[VAT)
= I(T AViVRU) — I(Z AVA|U)
I(T AVA|VAU) = 1(Z A V3| WU)
 H(ZAW|U) = I(Z NVR[VID)
= I(T AV |VoU) + I(T A Va|ViU) — I(Z A ViVa|U)
= I(T AV VoU) — I(Z AVA|U) = [I(Z A Va|VIU) — I(T A Va|ViU) 4.

(I(Z NVIVRU) — I(Z AN VA|D))

(I(Z NBVWU) — I(Z AN Va|U))
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If agl) < 1, we obtain the analog for the bound on Ry. This shows with Lemma 6.13

that (1) (p) can be represented as the union of the sets %&1)(])) for aél) <a< agl). O

For Case 2:

Let p € \I/gl(W) for some He > 0. Here we assume that I(Z AV |VRU) # I(Z ANVa|V4U)
which is equivalent to I(Z A ViU) # I(Z A VoU). In the case of equality, the WCM-
achievability of 2 (p) can be shown directly. Define for a € [a(()2),oz§2)] the rate set
2P (p) by the conditions

Ri < I(T AVIBU) — al(Z A Vi[VaU),
Ry < I(T'AV2WU) = (1 = a)I(Z A V2| VAU,
Ri + Ry < I(T AVAVA|U) — al(Z AVAVRU) — (1 — ) I(Z A Va|VI),
(

Ro+ R1+ Ry < I(T' NV Vo) — I(Z AN V1 V3).

Lemma 6.14. We have that

2Py = |  2Pw).

aéQ) Saﬁa%m

In particular, if%g) (p) is WCM-achievable for every o € [aé2), a§2)], then so is Z3 (p).

Remark 6.11. The similarity between the rate regions for Case 1 and Case 2 becomes
(2)

clear in these decompositions. The description for Case 2 is more complex because ay

and a§2) are defined through three minima/maxima. This is due to the fact that the
sum ol (Z ANV1|VRU) + (1 — «)I(Z A Va|V4U) is not constant in . Hence the conditions

for aéQ) < a&Z cannot be reformulated into simple conditions for the corresponding p.

One obtains Lemma 6.14 from the next lemma by making the following replacements:

r1 = I(T ANVA|VRU), re = I(T A Va|ViU),

ri2 = I(T' AN ViVL|U), ro12 = I(T' AN V1 Va),
a=I1(Z AVI|VRU), b=1(Z NValViU),
c=1 Z/\V1V2),

ag = a((f), ap = a§2).

Lemma 6.15. Let ri,792,712,7012, @, b, ¢ be nonnegative reals with max(ry,re) < ria <
r1+ry. Let ap, a1 € [0, 1] be given such that for every o € [, ] the set %, defined by

R <1 — aa,
Ry <719 — (1 — )b,
Ri+ Ry <1192 —aa — (1 — a)b,
Ro+Ri+ Ry <mp12—c
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is nonempty. If a < b, the convexr hull of the union of these sets is given by the set &
which is characterized by

0< Ry <ri—apa, (6.16)

0< Ry <ry—(1—ai)h, (6.17)

Ri+ Ry <7112 —aja— (1 —aq)b, (6.18)

bR1 + aRs < riza +11(b—a) — ab, (6.19)
Ry + Ry + Ro < rp12 —c. (6.20)

If a > b, the convex hull of the union of the sets J, is given by analogous bounds where
a and b are exchanged in (6.19).

The proof of Lemma 6.15 can be found in Appendix B.

6.4.2. How to Prove Secrecy

Proving secrecy using Chernoff-type concentration inequalities (see Subsection 6.4.3) is
the core of Devetak’s approach to the wiretap channel [23]. Due to the multi-user struc-
ture of the inputs of the wiretap MAC, we need several such Chernoff-type inequalities
basing on each other. (Devetak only needs one, but as he treats quantum channels, we
has to apply the Ahlswede-Winter lemma.) However, once the bounds are established,
the way of obtaining secrecy is exactly the same as presented by Devetak. With the
help of the inequalities one obtains an n-codewcn and a measure ¢ (not necessarily a
probability measure!) such that for all message triples (ko, k1, k2)

HPZ"|M0:k0,M1:k1,M2:k2 - 19” S 2—%6 (621)

Given this, we now derive an upper bound on I(Z"™ A MyM;Ms), where the random
triple (My, My, Ms) is uniformly distributed on the possible input message triples and
Z™ represents the output received by Eve. Observe that

I(Zn VAN MOM1M2>
1

= m Z (H(Zn) - H(Z”‘MO = ko, M1 = k1, My = ]4;2)) (622)

ko,k1,k2

Due to (6.21),

HPZTL - PZ”lM():ko,Ml:]cl,MQZk‘g H

S HPZ” - 19” + ||’l9 - PZ"|M0:k0,M1:k1,M2:k2H
1 s
S T 2 Periattoan—ia pty—is = 01 +2
ko,k1,k2

S 2—”5/2.

Lemma 2.22 now implies that (6.22) is upper-bounded by n(| 2| 4+ 8/2)2~™#/2, which
converges to 0 at exponential speed. This also means by Remark 6.1 that the average
error of the wiretapper approaches zero at exponential speed.
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6.4.3. Probabilistic Bounds for Secrecy

In this subsection we define the random variables from which we will build a stochastic
wiretap code in Subsection 6.4.5. For this family of random variables we prove several
Chernoff-type estimates which will serve to find a code satisfying (6.21). For Case 3, two
such estimates are sufficient, Case 0 and 2 require three each and Case 1 requires four.
Within each case, the first estimate deals with the joint typicality of the inputs at Alice;
and Alices. The other estimates base on each other. This is due to the complex structure
of our family of random variables. Still, all the cases are nothing but a classical multi-
user generalization of Devetak’s approach taken in [23]. For each case, we first show
the probabilistic bounds in one paragraph and then in another paragraph how to obtain
(6.21) from those bounds.

Let p = Py @ Pxjy @ Pyjy @ W € TII(W) C ¥(W) be the distribution of a random
vector (U, X,Y, T, Z). The auxiliary random variables V; and V5 will be introduced later
in the usual way of prefixing a channel as a means of additional randomization. Let
0 > 0 and define for any n

u) = ————
y PFM(T)

Xn
Pl (x[u) == @nPX'Z o (x € Thpg(u),u e Ty),
PX\U(TX\U,a(u)\u) ’

P2 (yIw)
| PG (T s (W) ) . ’

(ueTys),

Let Lo, L1, Ly be positive integers. We define Ly independent families of random vari-
ables (U, .7,) as follows. U™ is distributed according to Pf. We let .Z, :={ Xl ylol2
Iy € [L1],ls € [La]} be a set of random variables which are independent given U% and
which satisfy X0l ~ P§|U( -|U%) and Y'ol2 ~ P{}|U( -|U%). Finally we define

7= J U, #,). (6.23)
loE[Lo]

Thus % is similar to a generalized half lattice as used in Chapter 3. The notation used
here is more convenient for the proof of Theorem 6.10.

Throughout the section, let a small € > 0 be fixed. The core of the proofs of all the
lemmas of this subsection is the following Chernoff bound, see e.g. [8] for a slightly less
general version requiring i.i.d. random variables.

Lemma 6.16. Let b > 0 and 0 < € < 1/2. For an independent sequence of random
variables Z1,. .., Z1, with values in [0,b] with p; := E[Z;] and with i := 1+ >, ju one has

1 L 62u
< - -
IP[L lngl>(1+6)u] _exp( L 2bln2)
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and

62/L
_ < L. )
[ ZZI (I—¢) ]—eXp< L 2bln2>
We set
c=c(|w |2 Z)),

where ¢ is from (2.20). This is the minimal ¢ we will need in the following.

Bounds for Case 0 and 1:

Let Lo, L1, Lo be arbitrary. Due to their conditional independence, the X! and Y'lol2
cannot be required to be jointly conditionally typical given U'. However, the next
lemma shows that most of them are jointly conditionally typical with high probability.
Obviously, it is not needed for a single sender.

Lemma 6.17. For (lp,l2) € [Lo] x [Lo|, let the event Aﬁl)(lo,lg) be defined by
Ao, 12) = ({1 € [La] s X1O1 € TRy (V02 U} 2 (1= €)(1 =227 L}
Then

52 1_9. 27n062
P[AY (In, 5)°] < exp <_L1 = 21n2 ).

Proof. Letu € Tjj;and y € TQlUé(u). We first condition on the event {Y'o!l2 = y U0 =
u}. Due to (2.20), we have

]P)[Xll ¢ T)%\YU,J(yv 11)|Y11 =Y, Ul = u]

1 n
T PE(TR, (w)u) 2 PR
x|v\t x|U,s XETR s (W\TR |y 7 5 (v50)

1
Xn
< pon (T (W) Z PX|YU(X|y,u)
XU\ XU, X¢T§|YU,5(Y’“)

2771,652
= 1 — 2—ncé?’

In particular,
p=PX" € TXyus(ys WYl =y Ul =u]>1-2.27,
Therefore
PIAY (Ig, 1) | Yo" = y, U0 = u]

<P[Zl TXyu,s¥ Xlozl)g(l_f),u[/l YlolQ:y,UlO:u )
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which by Lemma 6.16 can be bounded by

2 2 —ncd?
e e“(1—-2-2 )
—L - < —Lq- .
eXp( ! 21n2)—eXp< ! 2102

This completes the proof as this bound is independent of (y,u). O

As we cannot guarantee the joint conditional typicality of both senders’ inputs, we
need to introduce an explicit bound on the channel transition probabilities. This is done
in the set E%l). Then we prove three lemmas each of which exploits one of the three
types of independence contained in .#. Altogether these lemmas provide lower bounds
on Lo, L1, Ly which if satisfied allow the construction of a wiretap code satisfying (6.21).
Let

EF)(U,X»Y) ={z€Tyyug2,,0): WE (z|x,y) < 27 "HEIXY)=f(0)}
where f2(8) = 7(Puxyz,30,9) (see (2.21)). Let

94y (z) = E[WE™(z) X1, y)1 U = ]

Egl)(u,Xll,y) (Z)

and for

1 n 1 n -
FiY(u,y) = {z € Tyyuozs(y,a) Iy (z) > el y 205y, w)

define

1

6‘.(11}2 = 1981; -1 Eé )(ujx,y) = Eil)(u,x,y) N Fl(l)(u,y).

FV(uy)’

Lemma 6.18. For everyz € Z" and (lo,l2) € [Lo] % [L2], let Agl)(lo, la,z) be the event
that

1 a(1
£ 2 WEM XY ) on ot (2) € (L )L 1, ()]
1

Then

2In2

o 239-n(I(ZAX[YU)+£1(8)+2(9))
PAY (lo, 12, 2)°) < 2exp [ ~Ly -

for f1(0) = 7(Pyyz,26,2|2°|0) and n sufficiently large.

Proof. Foru € Tjjs and y € TQ|U5(u) we condition on the event {Y'!2 =y Ul = u}.
The conditional expectation of the bounded conditionally i.i.d. random variables

W?"(Z\Xloll,y)l < 2fn(H(Z\XY)ff2(6)) (ll c [Ll])

B (u,xloh ) (Z)
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is 1951132(2) We use Lemma 6.16, the definition of Fl(l)(u,y), and (2.23) to obtain for n
sufficiently large

Dlo, Ly, z)°| V10! = y, U0 = u]

e29) (z) 27 (H (Z1XY) = 12(8)) )
21n2
£39—n(I(ZAX|YU)+f1(8)+/2(5))
21n2 > '

P[A!

< 2exp (—L1 .

< 2exp (—L1 .

This bound is uniform in u and y, so the proof is complete. ]

For the next lemma, define

9V (z) == W& (z| X, Y11 U = ul.

Eél)(u,Xll,Yll)(Z)

Further let

1 mn 1 mn -
F{(u):={z e Ty s 2)(W) : I (z) > elTu3m126(W] 1

and

19{11) = 19&11) -1 E[()l)(u,x,y) = Eél)(u,x,y) N Fg(l)(u).

1;51)(11)7

Lemma 6.19. For every z € 2™ and ly € [Lo], let Agl)(lo,z) be the event

1 a1
L1L2 Z W(;g)n (Z’XZOZI ) YlOlQ)lE(()l)(UlO ,XlOll ,YlOZQ) (Z) € [(]‘ :l: 36)191(‘]1)0 (Z)]
l1l2

Then for € sufficiently small and n sufficiently large,

() £39-n((ZAXYU)+f1(8)+£2(0)
PAy " (lo,2) ] < 2| |"exp | —L1 - 21n2

4In2

39— (ZAY |U)+f1(8)+f4(6))
+2exp | —La- ,

where f1(6) = 7(Puz,6,3|¥ || 27]5).
Proof. We have
P[Agl)(lo,z)c] = Z P[Ulo — u]IP’[Agl)(lo,z)C\UlO = u).

uET&é
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If z ¢ F2(1)(u), then ]P’[Aél)(lo,z)ﬂUlO = u] = 0. Thus let u € Tjj; and assume z €
FQ(I)(u). We define the set B, C (T)?'Ué(u))Ll as

N {e X e (T sw)™
yGTQ‘U,é(u)

1 ®n l 5(1)
£y 2 WA (@) € 102 )ity (2)]}.

One has
PIAY (1o, 2)°|U% = u]
<P[(xP,.. X" ¢ By|UP = u]
+ Z P[Agl)(lo,z)c|Xlol :Xl,...,XloLl :XLI,UZO :u].

(x1,...xF1)eBy
PlxP =xt L X = XD gl = ).

From the proof of Lemma 6.18 it follows that

P[(xt, ... Xl ¢ B, U = u]

39— n(I(ZAX|YU)+f1(8)+2(9))
< 2|@|n exp —Ll . oTn? s (624)

which gives a bound independent of u. Now let (x!,...,x") € B,. By (2.20) and
(2.21),

~(1 n
0 (z) = E[WE (2l X )L xu1y
<EWE (2| X", y)|U' = u]

1
< (Pziyr)¥" (zly, u)
Pl (T () 7

<(1- 2—nc62)—12—n(H(Z|YU)—f1(6))'

)(Z)’Ul = 11]

Hence the random variables

- 1 "
Wi (lo, lo) == I > we (Z\X11’Ylol2)1E£1> (it yioiz) (2) (Iy € [La)),

I

which are independent conditional on {U% = u}, are upper-bounded by

((1+5)52) L 9-n(H(Z]YU)~1(5))
1 — 92—nc
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For their conditional expectation we have

Hiot = E[W (lo, 1)U = u] € [(1£)EDY, . (2)|U" = u]] = [(1 £ ) (2)].

uYlol2

Thus their arithmetic mean g = (1/L2));, t,, must also be contained in
[(1+ e)@&l)(z)]. Applying Lemma 6.16, we conclude

P[Aél)(loaz)c‘Xlol = Xl, ey Xholr — XLl,Ulo _ u]

P {le %: W (1o, 15) ¢ [(1 + 300D (2)]

ylo :u]

IA

P[Ll %W&)(Zo,b) ¢ 10 ism\zﬂo _ u]

2(14+¢)In2

2(1 _ 9—ned®\on(H(Z|YU)~f1(8)) (1 _ ~),9(1)
< 2exp (-LQ = (1-2 )2 (1 —&)vu (Z)> )

Due to the definition of FQ(I)(u) and to (2.23), this is smaller than

(6.25)

39— n(ZAY|U)+f1(8)+f4(3))
2exp | —Lo -

4In2

if € is sufficiently small and n is sufficiently large, giving a bound independent of u and
x!,...,x1. Adding the bounds (6.24) and (6.25) concludes the proof. O

The next lemma is only needed in Case 1. Let Agl)(z) = Agl)(l, z)N...N Agl)(Lo, z).
For every z, we then define a new probability measure by ]f”;l) = P[-|Agl)(z)]. With
90 (z) = B[O (2)] define

L _
FO( )= {z € T7 g 226 9 (z) > \T§,4|?y|\(a>f\|%|a\ "}

and 19(1) = ’19(1) : 1Fél)'

Lemma 6.20. Let z € Fo(l) and let A(()l)(z) be the event that

1
LoL1Lo

> WEM X0 Y1 )

lo,l1,l2

(UZO,Xloh,ylolg)(Z) € [(1 + 56)19(1)(z)],

96



6.4. Proof of Theorem 6.10

Then for fs(0) = T(Pyz, 4| || 2 ||% |0,0), sufficiently small € and n sufficiently large,

P[A} (2)°]

2In2
39— (ZAY |U)+ f1(8)+ fa(6)) )

£39—n(I(ZAX|YU)+f1(8)+/2(5))
<2Lo|# " exp | — L1 -

41n2
£39-n(I(ZAU)+f4(6)+15(5)) )

—|—2L0 exp <—L2 .

+2 exp <—L0 . 1o
Proof. We have
PIAM (2)7] < BV (AN (2)7] + PIASY (2). (6.26)

By Lemma 6.19, for e sufficiently small and n sufficiently large,

39— n(L(ZAX|YU)+f1(6)+f2(9))
2In2 >
39— n(L(ZAY |U)+f1(8)+ fa())
41n2 ) '

PIANM (2)] < 2Lo|# [ exp (—Ll -
(6.27)

—|-2L0 exp <—L2 .

In order to bound ]f”;l)[Agl)(z)C], note that the sets Aél)(l,z)7 . ,Agl)(Lo,z) are inde-

pendent with respect to P. Thus under I@’;l), the random variables

Z Wc@n(z|Xlol1’Ylol2)lE(()1)(Ulo’XlOll’Ylolz)(z) (lo € [Lo))

retain their independence and are upper-bounded by

(14 3¢) max ﬁgl)(z).

ueT{}’é

We can further bound this last term as follows: for u € T7; 5, applying (2.20) and (2.21),

5(1
IV (z) = E[WE™ (2| X1, VI 5 ity

<EWE (&X', Y"HU" = u
1
<— . g (z]u)
PP (T3 s (W) PE (T () 217

<(1- 2—n6152)—QQ—H(H(Z\U)—LL((S))‘

(@)U =]
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6. The Wiretap MAC

Observing that ESY [V (1)] € [(1 4 3¢)9M)(2)] and applying Lemma 6.16 and (2.23) in
the usual way yields

B[4 (2)°] < 2exp <_L0 2(1 - 272 (I ZIN—Fa0) (1 — 3¢) 19(1)<z)>

2(1 +3¢)In?2
532—n(I(ZAU)+f4(5)+f6(5)))

<9 L
= eXp( 0 AIn 2

if £ is sufficiently small and n sufficiently large. Inserting this and (6.27) in (6.26)
completes the proof. O

We finally note that results analogous to Lemma 6.17-6.20 hold where the roles of
X and Y are exchanged. We denote the corresponding events by Ail)(lo,lg)’ and
A (1o, 2,2, 45 (lo, 2, A (=)'

Secrecy for Case 0 and 1:

Lemma 6.21 below links the above probabilistic bounds to secrecy. In Paragraph 6.4.4,
roughly speaking, we will associate a family .7 to every message triple (ko, k1, k2). If
Lo, L1, Lo are large enough, the conditions of Lemma 6.21 are satisfied for every such
% with very high probability. Hence there is a joint realization of all the .# such that
the statement of the lemma is satisfied for every message triple. This implies that this
realization determines an (n, Ho)-codewon satisfying (6.21) for all (ko, k1, k2).

Lemma 6.21. Denote by p(!) the bound on ]P’[Agl)(lo,z)c] derived in Lemma 6.19. Let
{ulo, xloh ylolz . (1911, 15) € [Lo] x [L1] x [La]} be a realization of F satisfying the
conditions of

M AY (lo, 12), (6.28)

lo,l2

N N Ao, b2, 2), (6.29)

lo,lo zeZ™

N N Ao, 2). (6.30)

lo zeZ™

N AV (). (6.31)

z(Elﬂél)

Then

o 1 2

ﬁ(l) _ W@n . loly lola < 20 9 . 2777,05 L g n (1)
lo,l1,l2

The same inequality is true if we require conditions (6.28')-(6.31") which contain the

primed equivalents of (6.28)-(6.31) defined at the end of the previous paragraph. If

Lo =1, then (6.31) and (6.31") do not have to hold.
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6.4. Proof of Theorem 6.10

We now prove the above lemma. We have

190 = fogy 2 Wy
< |9 — LoliLg llzl Wf’”(.’xloh’yzoh)lE(()l)(ulO’xloll7y1012)1F0(1)H (6.32)
o.ln 2

*l L0L11L2 l; we n(‘|xl0h’yl()b)lEgD(uzo,xzozl7yzoz2)(1 — 1)l (6.33)
0.1 l2

+ | L0L11L2 l; Wc@"(.|xloll’ylol2)1E§1)(ulo7xloll7y1012)(1 - 1F2<1)(ulo))|| (6.34)
0.l1,l2

+ ‘LoIiLQ l; Wc@n(.\xzozl’yzOlz)lEg)(ulO’xloll’ylob)(1 = Lo (0 i)l (6:35)
0.1tz

* LOL11L2 HZZ WEM B (=10 o oyt - (6.36)
0.1 l2

Due to (6.31), we know that (6.32) < 5e.
Next we consider (6.35). Due to (6.29) we have

(6.35)
1
on/ (1) lo ol o lol lol1 < lol
Sl_LOL1L2 Z We (E2 (uo,x“,y”)]X“,y“)
lo,l1,l2
l—e 540
<1 DI e (27
lo,l2

The support of ﬁflllly is contained in T7Zl|YU,2|5K| J(ylolQ,ulo), so by the definition of

lol2
Fl(l) (ulo, y'!2) we obtain

4

uloylol2

(zm) > 9% (@) - (6.37)

uloylol2
Lemma 6.22. IfucTj; andy € TQIUé(u), then
(™) >1—2.27D°,

Proof. Recall the notation E[X; A] = E[X14] with X a random variable with values in
Z and A C Z'. Note that

I (2™)
= Ewen(EW (u, X1, y) X1, y)|U =
> EWE (BN (u, X1, y) [ X1, y); X1 € Thyp,(y, w) U = u). (6.38)

99



6. The Wiretap MAC

By Lemma 2.20, we have for x € T)%'YUE(y, u)

2y xus(Y, %) C Ty 19075y, 1) (6.39)
Due to the choice of f2(d) and to (2.21), we thus see that TleXU(S(y, x,u) is contained

in Eil)(u, x,y) for x € T)?'YUé(y, u), and we have that (6.38) is lower-bounded by

E[WE

e

Ty xus(ys XL w) XL y); X1 € Ty 50y, w)UY = ). (6.40)

Further, as in the proof of Lemma 6.17 one sees that

1 L 2771052
PIX™ € Ty yus(y,0)|U" =u] 21— T one (6.41)
Due to (6.41) and (2.20), we can lower-bound (6.40) for sufficiently large n by
—nes?
_ 52 2 ne _ 62
which proves Lemma 6.22. O

Using (6.37) and Lemma 6.22 we can conclude that
(6.35) < 2(e + 27 "),

One starts similarly for (6.34). We have by (6.30)

(6.34) <1—

D7 WEN (S (ulo oyt <ol yotz)

lo,l1,l2

1—3¢ N
<1- U235 om),
lo

LoL1Lo

As the support of 19](1112) is contained in Tg‘a?"@“%w(ulo), we can lower-bound 38% (Z™)
by ﬁflllz) (Z™) —e. Using (6.37) and Lemma 6.22, we have
3 —ncd?
o0 (27 = BPY (2|0t = ub] > 1-2. 27 _ g, (6.42)

so we conclude ,
(6.34) < 5e 42271,

For (6.33), one has by (6.31)

Wc@n(E((]l)(ulo, Xlol1’ylol2) N F0(1)|Xl0ll’yl0l2)
lo,l1,l2

<1-(1-5e)dD(EDY).

(6.33) <1

" LoLiLs
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6.4. Proof of Theorem 6.10

It remains to lower-bound ﬁ(l)(Fél)). Observe that the support of ¥(1) is restricted
t0 T 41| 27| )5> 50 due to the definition of Fo(l)7 one has ﬁ(l)(Fél)) = ﬁ(l)(Fél)) >
9D (%) — . Further,

902" = 37 B ()]
zZEZ ™
>ER (2] - Y PAY (2)]
zZEFX "
> B[O (27™)] — Lo 2 "p™.

In (6.42), the integrand of E[ﬁ(Ull)(.,%””)] was lower-bounded by 1 — 227" — o We
conclude

(6.33) < 7e + 227 4 Lo|2|"pD.

Finally, we use condition (6.28) to bound (6.36). We have

(6.36) (6.43)
! 1
= LoL{Ls Z W?”(E£ )(uZO’xlol17ylol2)0|xlol17y1012)
lo,l1,l2
1
-
lo,l2
1
I Z W?”(Egl)(ulojXl0l17ylolz)c|Xlol1’y5012) (6.44)
1 l1:xtol1 GT;\YU’g(ylolQ,ulo)
1
+ I, Z W?”(Egl) (ulo , xlol 7 ylolz)0|xloll : y1012)> ' (645)
1 llIXlOll ¢T;‘YU’6(yl0l27ul0)

For every (lo, l2), we use T§|YXU6(y, x,u) C E§1)(u, x,y) for (u,x,y) € TﬁéxT;}'Ué(u) X

T;WU&(y, u) as shown in the proof of Lemma 6.22 to upper-bound the term in (6.44)
by 275", For (6.45), we know from assumption (6.28) that it is at most 1 — (1 —g)(1 —

2.2710%)  Thus
(6.36) < 27" 4 (1 —g)(1—2-27"0") < g4 3.7 1d”,
Collecting the bounds on (6.32)-(6.36), we obtain a total upper bound of
20 49 - 27" 4 Lo|2|"pM).

This finishes the proof of Lemma 6.21.
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6. The Wiretap MAC

Bounds for Case 2:

Now we specialize to the case that Ly = 1, but Ly and L; arbitrary. This reduces the
number of Chernoff-type estimates needed by one. Lemma 6.18 carries over, Lemma
6.19 is not needed, but Lemma 6.20 changes. We write Y%l =: Y  The defini-
tions of E%l)(u,x,y),Fl(l)(u,y) and 198}2 carry over to this case, we just call them

Eiz)(u, X,¥), F1(2)(u, y) and 19512_3. Further we define
E(()Q)(u, X,y) = E?) (u,x,y)N F1<2) (u,y).

For every Iy, let Agz)(lo,z) = Agl)(lo,l,z) and we set Agz)(z) = A§2)<1,Z) N...N
A?)(Lo, z). We define for every z a new probability measure by P = ]P’[-]AgQ)(z)]. Let

9 (z) = B [0, (2)].

Further let
9 _
Fé ) ={z e T24|97H35||%|5 : 79(2)(Z) > 5|Tg,6‘ 1}

and

9O =910

Lemma 6.23. Let z € Fé2). Let A(()Q) (z) be the event

1

LoLy (Z) S [(1 + 36)19(2) (z)]

> WEM(z| Xl Yo

lo,l1

E(()2) (U, X0l Yl)

Then for € sufficiently small and n sufficiently large,

(2) £39—n(I(ZAX|YU)+f1(8)+£2(9))
P[Ay"(2)] < 2Lgexp | —L1 -

2In2
239 n(I(ZAYU)+ f1(8)+ o (6)) )

2 L
+ eXp( 0 A2

Proof. We have
P[AY (z)]] < PP [AS ()] + P[AT (2)°]. (6.46)

By Lemma 6.18, we know that

(6.47)

. 39— n(I(ZAX|YU)+f1(8)+/2(9))
P[Al (Z)c] S 2L0 exp _Ll : 21n.2 :

In order to bound P [A((f) (z)], note that the sets A§2)(1, z),... ,AgQ)(LO, z) are indepen-
dent with respect to P. Thus under 1@9), the random variables

1

~ (9 n
Wz( )(l(]) = L—l ZWC@ (Z’XlollaYlo)lEéQ)(Ulo,Xloh,Ylo)(z) (lo S [Lo])
I
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6.4. Proof of Theorem 6.10

retain their independence and are upper-bounded by

5(2)

14+¢) max max Yuy(z).

( )ueT{JL,ayET)’}‘U’é(u) uy ()
We can further bound this last term as follows: for u € Tj7; and y € Ty, s(u) one
obtains by (2.20) and (2.21)

Iy (z) < EWE (2 X", y)|U" = u]
1

< T Dz (Y )

<V oY U)-H6)
i 2771062

Observing that EZ[WZ(2)(1)] € [(142)9®(2)] and applying Lemma 6.16 in the usual way
yields

P,[AS) (2)] < 2exp (Lo :

52(1 _ 2—nc62)2n(H(Z|YU)—f1(6))(1 _ 6)19(2) (z)
2(14+¢)In2

£39—n(I(ZAYU)+£1(6)+f6(5)) )

<2 —Lg -
- exp( 0 4In2

if e is sufficiently small and n sufficiently large. Inserting this and (6.47) in (6.46)
completes the proof. O

Again we note that a result analogous to Lemma 6.23 holds where the roles of X and
Y are exchanged. Setting AL )(lo) A(l)(lo, 1), we denote the events corresponding to
such an exchange by A )(lo) and Ag )(lo, z)' ,Aé2) (z).

Secrecy for Case 2:

Lemma 6.24. Denote by p® the bound on ]P’[A§2)(l0,z)c] derived in Lemma 6.18. Let
{ulo, xlol ylo - (1o, 11,15) € [Lo] x [L1] x [L2]} be a realization of F satisfying the condi-
tions of

ﬂA (6.48)

ﬂ ﬂ AP 1y, 2), (6.49)
lg zeZm

N AP (). (6.50)
ZEFSQ)

Then

||1§(2) 7 L ZWme |Xlol1 lo)” < 9€+7_2—n062 +L0|fx’f|np(2)
041

lo,l1
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6. The Wiretap MAC

The same inequality is true if we require conditions (6.48')-(6.50") which contain the

primed equivalents of (6.48)-(6.50) defined at the end of the previous paragraph.

We now prove the above lemma. We have

A 1
19— 2o S WEN (bt y )|
041 loh
<9 -

WER(-|xlol ylo)1 1
LOLl lzl: e ( | 'Y ) Eé2)(u10,xl0l1 ’le) Fé2) H
0,01

1
n lol l
+ Hm Z We (‘X 0 17y 0)1E52>(u10,xlol1,ylo)(1 - 1F0<2>)H

lo,l1

Due to (6.50), we know that (6.51) < e.
Next we consider (6.53). Due to (6.49), we have

6.53) <1 — c@n E(Q) 11107Xlol17 lo Xl0l17 lo
(6.:53) < LOL%W(M y') o ')
l—ex 50 n
ST 3

As done in Lemma 6.22 for Case 1, one lower-bounds 195121) W (Z7) > 9P (Z™)

Oy ulOle
1—2.277¢° _ o Thus we can conclude that
(6.53) < 2(e + 27",

For (6.52), we have by (6.49)

1
6.92) <1-—
( ) < 3

N Z W®n (E(SQ) (ul()’ Xloh , yl()) e F(§2) ‘Xloll , yl())

e

lo,l1

<1—(1-32)0@FP).

(6.51)

(6.52)

(6.53)

(6.54)

—¢ by

It remains to lower-bound () (FéQ)) > 93 (2") —¢. As in the lower bound on 9 (2™)

above, one obtains the bound
Iy >1-2.27" o Lo|2["p?.

Thus we conclude ,
(6.52) < Be +2-27"9" 4 Lo|Z|"p®?.
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6.4. Proof of Theorem 6.10

Finally, we use condition (6.48) to bound (6.54). We have

1
(6.50) = 7 D WEN(B (ule, X0, yo) it )

Lol lo,l1
1 ( 1 (2) /. lo Lloli 1 loly o1
=—>(+ WEn(EP (ulo, xloh ylo)[xloh yo)  (6.55)
Lo zl: Ly xlol1 nz: 1o ulo ‘
0 l1:x ETX\YU,J(y ,ulo)
1
+ o Z Wf"(E£2) (ulo,xloll,ylo)|xloll,yl0)>. (6.56)

1
lixtoly iT;lYU,é(le’ulO)

For every ly, the summand appearing in (6.55) can be upper-bounded by g—ned?, By
assumption (6.48), (6.56) is upper-bounded by 1 — (1 —&)(1 — 2-27"<*) Thus

(6.54) <e+3.27",
Collecting the bounds for (6.51)-(6.54), we obtain a total upper bound of
9e + 727 4 Lo|Z|"p®.

This finishes the proof of Lemma 6.24.

Bounds for Case 3:

Now we treat the case L1 = Lo = 1. Lemma 6.25 is the analog of Lemma 6.17, the proof
is analogous.

Lemma 6.25. Let the event Af’) be defined by

AP = {[{lo € [Lo] : X € Tqyps(YO,UD)} 2 (1 - e)(1 — 2277 L),

Then

P[(AP))] < exp (—Lo Fat —221;122_"6152)> '
Let
EW(x,y) = {2 € T}y a)s : W (2x,y) < 27" HEXI=R00,
where f3(8) = 7(Pxyz,39,d). Let
9 (2) = BWE™ (2 X', Y )1, (x1,y1)(2)]

and for
F(3) = {Z € TgAIgH%Hq/'(g : 19(Z) Z 5|Tg,5|_1}

define the measure

IO = GO 1 .
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6. The Wiretap MAC

Lemma 6.26. Let z € F®). Let A®)(z) be the event that

1

- ZWe®n(z|Xl07YZO)1E<3)(Xlo7ylo)(Z) €[ ig)ﬁ(:”)(z)],
0

lo

Then for f1(0) = 7(Puyz,4|% || 2 ||% 9, 9),

39— n(I(ZAXY)+f1(0)+f2())
P[A®)(2)] < 2exp [ —Lo - 212 '
n

The proof of this lemma consists of the usual application of Lemma 6.16.

Secrecy for Case 3:

Lemma 6.27. Let {(u',x%, y0)} be a realization of F satisfying the conditions of

AY), (6.57)
() A®¥(z). (6.58)
zc F(3)
Then for sufficiently large n,
R 1 2
9B — N T WwEn (ko yl0)|| < e + 5. 270", 6.59
I I % (-, y ) < (6.59)

We now prove the above lemma. We have

A 1 n
19¢) D WECXR, Y

_ fo >
. 1 .
S I = 2= 3 WE (3 g o yio) Lpo | (6.60)
lo
1
+ Hfo ZWe@m('\xlo,ylo)lE(3)(xlo,ylo)(1 —1p@)|l (6.61)
lo
]' n
+ HLT] Z we ('\Xloyylo)(l - 1E(3>(xlo,ylo))||- (6.62)
lo

Due to (6.58) we have (6.60) < e.
Next we bound (6.61). Again using (6.58),

1
(6.61) <1-— i ZWg)n(E(S)(Xlo’ylo) N EG) |xbo ylo)
lo

<1—(1—e)d®FO), (6.63)
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6.4. Proof of Theorem 6.10

As in Case 1 and 2, 1G] (F(3)) can be lower-bounded by 1 — 2 - 9—ned® _ £, s0
(6.61) <1—(1—g)(1—2-27" —g) < 2(e 27",

Finally, the third term (6.62) equals

1
I > WEME® (xl, ylo)exb, yb)
lo

1
=1 > WE(E®) (0, y')°[x0, y'0) (6.64)
0 lo:xlO GTX‘YU75(yl07u10)
1
+ f Z Wc@n(E(S) (Xlo,ylo)c|xlo,ylo), (6.65)

0 lox'0¢Tx |y y,s(y'0,ul0)
and is lower-bounded by
(6.62) <27 4 (1 —g)(1—2-27"") < g4 3.2,
Combining the above bounds, we can conclude that
(6.60) + (6.61) + (6.62) < 4e + 5 - 270",

which completes the proof of Lemma 6.27.

6.4.4. Random Coding for the Non-Wiretap MAC with Common Message
Assume we are given another family of random variables
! . 1 /
7= Wb, Fy)
loE[Lo]

with .7, = {X'h, Yyl . 1],1, € [L}] x [L}]} for other positive integers Lf), L}, L} with
0

blocklength n’ which is independent of .%, but which has the same structure as .# and

whose distribution is defined according to the same p as .%. Assume that for some n > 0

nlog Ly + n'log L}
< [I(TAX|YU) = nly,
OB D < [1(r A XY U) )

log Ly + n' log L
nlog Ly +n'log 23[[(T/\Y|XU)—77]+7

n—+n'
nlog(LiLg) + n'log(L}L5)
n+n
nlog(LoLyLy) 4+ n'log(L{ L} L)
n—+n’

< [T AXY|U) =nls,

< [I(T AXY) —1];.

Note that this means in particular

nlog Lo + n'log L, nlogLi + n'log L} nlog Ly + n'log L}
n+n/ ’ n+n' ’ n+n'

) e Femp),
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Zcym(p) was defined in Section 2.1. Define a new family of random vectors
F o F' = {Uhh, Xlolohly ylololely - 1y 10} (6.66)

by concatenating the corresponding elements of .% and %', so e.g. Ul = (U, Uh)
%nJrn” Xlgl’olll/ _ (Xlgll,Xlél’l) e %‘n+n’.

Lemma 6.28. For any 0,1 > 0 there are (1,(a = (1(n,0),(2(n,0) > 0 such that the
probability of the event Aniac that the family

lolbln 1y ~rlolhlalh . / / /
{X00115Y0022 'ZO)lOall) 17l2) 2}

is the codeword set of a deterministic (n + n')-codecn v with ePM(y, Wy,) < exp(—(n +
n')(1) is lower-bounded by 1—exp(—(n+n')(2). The same result is true if it is formulated
only for F or F' without concatenation.

Proof. The difference to standard random coding proofs is that the random variables
from .% and .%’ are conditioned on typicality. Using the random sets

lolplalylall, . n+n' . (7rloly wlolplily ~rlolflall n+n’
Bhlhlibl = (g e g’ (Ol Xl ylollal t) e Tpin,

we define the decoding sets Flolol1li2ly by deciding for (o, Il 11,11, I, 1) if the output is

Ll

contained in Elolhlil2ly and if at the same time it is not contained in any Elolohlylaly
for a different message vector (l~g, l~6, I, ~’1, ls, Zé) This decoder is known to be the right
decoder in the case where the codewords have the standard i.i.d. structure, i.e. for a
family of random variables

A 7 A~ ’ / 7 /
(Dol Klolghty ylolglath
A ! A A A
where Ul ~ Pg(mm) and where conditional on Ulolf), the X'olbohli and Yol are
A I A /
independent with Xl ~ P§|(g+n) and Yhlol2ly P?I((?Jrn ) Tt is easily seen that
/ ! / ~ / ! ~ / !
E[WI;X)H((Flololllllle)C|Xlolollll , YlolOZQZQ)]
_ 2 ! 52 ’ ’ / ~ ’ VAN ’ /
< (1 —9 ncod )3(1 _9™n co )3E[Wé®n((Flololllll2l2)C|Xl0l0llll7YlolOZQIQ)]‘

Then the standard random coding proof technique yields the result. The specialization
for the case that only .7 or .#' is treated is obvious. O

6.4.5. Coding

In this subsection we show the WCM-achievability of the rate sets 2(*)(p) for v =
0,1,2,3 and appropriate p. For the cases where we showed that Z(*)(p) can be written
as the union over certain « of rate sets %&”’ (p), we show the WCM-achievability of the
latter for every a.

Throughout this section fix a common randomness bound Hg > 0. Let 6 > 0 which
will be specified later and n a blocklength which will have to be large enough. Every p
considered in this section is from II(W), i.e. has the form p = Py ® (Pxjy ® Pyjy) @ W.
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Without loss of generality we may assume that I(Z A XY) < I(T A XY), in particular,
I(T' AXY) > 0. Let n,n' be nonnegative integers and

KOaKl)K25L03L17L27 K(,)’KLKé’ 67 /17‘[/2 (667)

be arbitrary positive integers such that Ky, ..., Ly all equal 1 if n = 0 and analogously for
the primed parameters. We define two independent families ¢, %’ of random vectors. ¢
has the same form as .% with the parameters Lg, L1, Lo replaced by KqLg, K1L1, KoLo.
%' is defined analogously with the parameters on the left-hand side of (6.67) replaced
by those on its right-hand side. Every choice of (kg, k1, k2) induces a subfamily .# of ¢4
which has the same parameters lg, 1,12, n as the # treated above, every subfamily of
¢’ corresponding to any (k{, k], k%) induces an .#’ with parameters (), [}, 15, n’. Further
recall the notation & 0%’ as the family of concatenated words from ¢ and ¢’ as in (6.66).

Case 0 and 1:
Let p € WO (W) NII(W) or p € W) (W) NII(W). Note that ) < o) if and only if
the vector (Jéa), Jla), Jg(a) ) whose components are given by

I =1z AU,

I = al(Z ANX[YU) + (1 — ) I(Z A X|U),

I = al(ZAY|U) + (1 — a)I(Z AY|XU)
is contained in Zcwm(p). We first consider Case 1. Let a rate vector (Ro, R1, R2) with
positive components be given such that (R(], R1, Ry) := (R, Ry, Ro)+ (Jéa), l(a), Jéa)) €
Zcwm(p), which means that (R, Ry, R2) € %&1)(p). We now define a wiretap code whose
rates approximate (Rg, R1, R2). If « = 0, we only need 4’ and set n = 0, if « = 1, we
only need ¢ and set n’ = 0. Otherwise we do time-sharing in the following way: choose

for a small 0 < { < min{a, 1 — a} blocklengths n and n’ with n/(n+n’) € (=&, a+¢).
For some 0 < 21 < min{ Ry, Ry, R2} and every v =0, 1,2 let
! T/
RV - S IOg(KVLV) + lc/)g(KVLy)
n—+mn

(and this modifies accordingly for o« € {0,1}). By Lemma 6.28 we know that with
probability exponentially close to 1, the random variables X ]i(;l]gézlllk,l and Yég,i%l]ziié
the codewords of an (n + n)-codecy v for DMAC(W;) with éPM (v, W) < exp(—(n +
n')(y) for some ¢; > 0, i.e. satisfy the conditions of Apac. Choosing 6 so small that
4(f1(8) + f2(6) + £1(6) + f5(8)) < min{n, Ho — J§*'}, we can achieve

log Ly + log L

SRV_g

form

e I\ + (f1(8) + (afo(6) + (1 — @) f2(5))) - 2,3,

n+n'
W e I3 + (1(8) + (afa(0) + (1 — @) f2(9))) - [2,3],
log L log L N
% e I3 + (f(0) + f5(9)) - [2.3)].
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If additionally ¢ is chosen according to

—% loge = imin{‘Kh J1(8) + f2(0) + f1(d) + f6(0)},

then for every (ko, k1, ko) € [Ko] x [K1] x [K3], the corresponding subfamily .# of ¢
satisfies (6.28)-(6.31) with probability exponentially close to 1, and for every (k, k1, k) €
[K{] x [K1] x [K5], the corresponding subfamily .#’ of ¢’ satisfies (6.28)-(6.31") with
probability exponentially close to 1. Thus we can choose a realization of 4 o %’ which
simultaneously has all these properties plus those of Ayac and use it to define an
(n+n', Ho)- codewen. We define independent encoders G and G’ by setting

1
Gollolko) = 7 (ko € [Kol, lo € [Lo]),
1
Gl(X|]€0,k1,l0) = L—l Z(SX?% (X), (X S %n,kl S [Kl],ko S [Ko},lo S [Lo]),
I ok1

1
Gg(y|k0,k2,l0) = I Z5ylol2 (y), (y e X" ko € [KQ], ko € [Ko},lo S [Lo]),
2 I koka
and defining G’ analogously.
A message triple ((ko,k(), (k1,k}), (k2, k%)) is encoded into the pair of codewords
((x,x'), (y,y’)) with probability

(G ® Gl) ((Xa X,)a (ya y,)|(k07 ké))? (kla ki)’ (ka ké)) = G(X|k0a kl? k‘g)G,(X,‘k‘é, iv klZ)

By choice of §, the common randomness constraint is satisfied. We choose the decoder
as ¢, the decoder from the (n + n’)-codecy 7 determined by the chosen realization of
Go9'.

We have eVT(G @ G, p, W) = ePM (v, W), recall that « is the deterministic (n +n')-
codecy for Wy, determined by the realization of 40%’. In particular eV (GG, o, W) <
€. Due to the choice of § the rates of this code satisfy

log K}, + log K
T (v=0,1,2).

Finally if we let M, be uniformly distributed on [K,] and M/ on [K]], then it follows
from Lemma 6.21 and (6.21) together with the fact that € is exponentially small that the
strong secrecy criterion is satisfied. Thus the rate triple (Ry, R1, R2) is WCM-achievable.
So far, this excludes (Ry, R1, R2) with some components equal to zero, but as ¢ and n
may be arbitrarily close to 0 and the WCM-achievable region of W is closed by definition,
we can conclude that the whole region %&1)(}9) is WCM-achievable.

For Case 0, everything goes through if one sets Ky = K) = Lo = L; = 1 and Ry = 0.
The crucial difference to Case 1 is that even if Jéa) = 0, one needs a little bit more
common randomness than that in order to protect a common message, as can be seen
in the choice of Ly and Lj, above. Thus the secret transmission of a common message is
impossible if common randomness is not available.
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Case 2:

Let p € \I’gé (W)NII(W). In this case we apply ¢4 with Ly = 1 and ¢’ with L; = 1. We
define the vector (Jéa), l(a), Jz(a)) by

J$ = al(Z AYU) + (1 - a)I(Z A XU), (6.68)
I = aI(Z A X|YT), (6.69)
I = (1 - a)I(Z AY|XU) (6.70)

As it should always be clear which case we are treating, this should not lead to confusion
with case 1. Note that oz((]z) <a< af) if and only if (Joa), Jl(a), Jga)) is contained in
Zcom(p) and satisfies Jéa) < Hg. Let a rate vector (Rp, Ry, R2) be given whose v-th
component may only vanish if L, = L/, = 1. Further we require that (Rg,ﬁl,f%g) =
(Ro, R1, R2) + (Jéa), 1(a),J2(a)) is contained in Zcm(p). If @ = 0, we only need ¢/,
if « = 1, we only need 4. Otherwise, let 0 < ¢ < min{a,1 — a} be small and let
n and n’ be large enough such that n/(n + n') € (o — & a + ). Further for some
0<2n<min{R,:v=0,1,2,R, > 0} let

; < log(K, Ly) + log(K] L))

(R, — 1]+ < [Ru — =]+,

n+n

and modify this accordingly for « € {0,1}. By Lemma 6.28 we know that with probabil-

. . . "lolélﬂi C lolé)lglé
ity exponentially close to 1, the random variables X Kokl 1 ] and Yko Kb ookl form the code-

words of a deterministic (n +n')-codecy for DMAC(W;) with ePM(y, W) < exp(—(n+
n')¢1) for some ¢; > 0. We define (ji,5}) = (j3,43) = (1,2) and (j§,43) = (1,6) and
choose ¢ so small that 4(f;1(0) + f;2(0)) < min{n, Hc — Jéa)} for all v. Then let for
v=0,1,2

log L, + log L'

T+ 2(f3(0) + f12(0)) < © < 3(150) + F(9)),

n+n'

If additionally € is chosen according to

_% log e — i min{4¢y, 1(8) + f2(8), f1(8) + f6(5)},

then for every (ko, k1, k2) € [Ko] x [K1]| x [K3], the corresponding subfamily .%# of ¢
satisfies (6.48)-(6.50) with probability exponentially close to 1, and for every (ky, k1, ky) €
[K{] x [K!] x [K}], the corresponding subfamily .7’ of ¢’ satisfies (6.48")-(6.50") with
probability exponentially close to 1. Thus we can choose a realization of 4 o %’ which
has all these properties plus those defining Ayac and use it to define an (n + n’, Hp)-
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codewcn. We define independent encoders G and G’ by setting

1
Go(l0|]€0) = fo, (ZO € [LOL ko € [KU])a
1
Gr(xlko, k1, lo) = - D 0 (%), (x €27k € [Kil ko € [Kol.lo € (L)),
ll 0F1
Ga(ylko, k2, lo) = o0 (%), (y € @™, ks € [K2], ko € [Kol,lo € [Lo]),
0r2

and defining G’ analogously. The encoder of the desired codewcm then is G ® G’ as
in Case 1. The decoder ¢ is the decoder of 7, the n + n’-codecy corresponding to the
chosen realization of 4 0 4’. G ® G’ satisfies the common randomness constraint. Due
to the simple form of G ® G’, we have

GRG0 W) =M (7, W) <e.
Due to the choice of 9, the rates of this code satisfy

log K, + log K,
n+n

ZRV—QT} (V:071727)'

Finally if we let M, be uniformly distributed on [K,] and M/ on [K]], then it follows
from Lemma 6.21 and (6.21) together with the fact that ¢ is exponentially small that the
strong secrecy criterion is satisfied. Thus the rate triple (Ry, R1, R2) is WCM-achievable.
So far, this may exclude rate triples (Ry, R1, R2) where one component equals zero, but
as 0 and n may be arbitrarily close to 0 and the WCM-achievable region of W is closed
by definition, we can conclude that the whole region %&2) (p) is WCM-achievable.

Case 3:

Let p € \IJ(H?’)C(W) NII(W). We only need ¢4 with L; = Ly = 1. Let Ry > 0 and assume

that the rate vector (Rg, Ry, Rg) = (Ro+ I(Z N XY), Ry, Ry) is contained in Zcm(p).
Further for some 0 < 2 < min{R, : v =0,1,2, R, > 0} let

1 -
Ry =l < ~log(K,Ly) < [Ry = 3

¢ satisfies Ayiac with probability exponentially close to 1, so the X ,lg%llil and Yklg,lé form
the codewords of a deterministic n-codecy v with ePM(y, W) < exp(—n(;) for some
(1 > 0. Now let
1
HZAXY) +2(f1(8) + f2(9)) < ~log Lo < I(Z A XY) +3(f1(6) + f2(9))
for § so small that 4(f1() + f2(0)) < min(n, Hc — I(Z A XY')) and choose ¢ such that

_% loge = %min{llcl, J1(0) + f2(9)}.
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6.4. Proof of Theorem 6.10

Then for every (ko, k1,k2) the corresponding family .# satisfies the conditions (6.57)
and (6.58) with probability exponentially close to 1. We can thus choose a realization
{(uf,fo, Xifo ,ﬂ,yggoo k,)} Which satisfies the conditions of (6.57) and (6.58) and which deter-
mines a deterministic n-codecy for DMAC(W}) with decoder ¢. Now we can define an
(n, Ho)-codewenm whose decoder is ¢ and whose stochastic encoder G is given by

1
Go(l(]“{?(]) = fo, (kO € [K()],lo € [LU])v
G1(xko, k1,1lo) = Oylo (x), (x € 27", k1 € [K1], ko € [Kol,lo € [Lo]),
0r1
Ga(ylko, k2,lo) = Oyto (¥), (y € Z" ka € [K2], ko € [Ko],lo € [Lo)).
0r2

Note that (G satisfies the common randomness constraint. Due to the uniform distri-
bution of Gg, we have eV (G, p, W) = ePM(y, W) < e. We have for v =0, 1,2

1
—log K, > R, — 2.
n

due to the choice of §. Finally if we let M, be uniformly distributed on [K,], then it
follows from Lemma 6.27 and (6.21) together with the fact that ¢ is exponentially small

that the strong secrecy criterion is satisfied. Thus the rate triple (Rg, Ry, R2), and hence
2 (p), is WCM-achievable.

6.4.6. Concluding Steps

We can reduce coding for a general p € ¥(W) which is the distribution of a random
vector (U, V1, Ve, X, Y, T, Z) to the case treated above by constructing a new wiretap
MAC as follows: its input alphabets are ¥7 and %5, its output alphabets still are .7 and
% . The transition probability for inputs (vi,v2) and outputs (t, z) is given by

W(t,zlvr,v9) = Y Wt zla,y)Pxps (2|v1) Prpys (ylva).
(z,y)EZX XY

For this channel we do the same construction as above considering the joint distribution
pE H(W) of random variables (U, V1, Vo, T, Z). In this way we also construct a codewcm
for the original channel W because the additional randomness Py, v, can be integrated
into the stochastic encoders GG; and Gs. Gg remains unchanged, so the additional ran-
domness in the encoders does not increase the common randomness needed to do the
encoding.

On the other hand, we need to show that the rate regions thus obtained are those
appearing in the statement of Theorem 6.10. Note that $ is contained in ¥(©) (W) or
\I/gg(ﬁ/) for some v = 1,2, 3 if and only if p is contained in the corresponding ¥ (W)

or \Ilg_l[’g (W). This immediately implies that the rate regions also coincide.
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6.5. Proof of Theorem 6.11

6.5.1. Elementary Rate Regions

As for the wiretap MAC with common message we show that we can write the claimed
WCONF-achievable regions as unions of simpler sets whose WCONF-achievability will
be shown in the next step.

For Case 1:

Define

A . Cy a .
1

: Cy
Bo =11- m]ﬁ = mln{m, 1}.

We have B(gl) < ﬁ{l) because I(Z ANU) < Cy + Cs.

Lemma 6.29. For B((]l) < p < ﬁ;l), let %él)(p, Cy,C9) be the set of those real pairs
(R1, R2) satisfying

Ry < I(T ANWAVRU) = I(Z AVA|U)
—[H(Z ANV U) = (T A V2[ViU) 4 = BI(Z AU) + Ch,
Ry < I(T AV ViU) = I(Z A V2|U)
— [I(Z AN |WVU) — I(T AVAVRU) ]+ — (1= B)(Z ANU) + Cs,
Ri + Ry < min{I(T AViVa|U) — I(Z ANViVa|U) — I(Z AU) + Cy + Co,
I(T ANViVa) — I(Z AVAVA) ).

Then
AV, Cr,C) = | 2 (0,C1,0).
s <p<ptM)

Thus it is sufficient to show the WCONF-achievability of %él)(p, C4,Cy) for every .
For the proof one uses Lemma 6.13.

For Case 2:

Recall the vector (Joa), Jla), JZ(Q)) defined in (6.68)-(6.70). Define

G B = min{ L1y,

B =1 -
’ J5 Ty
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6.5. Proof of Theorem 6.11

We show that every %&2) (p, C1,C3) with a(()2) <a< af) can be represented as the union

of sets 2% (p, C1, Ca) for B < B < B>, Define ) (p, C1,C») by

Ry < I(T AVA[WRU) — oI (Z AVA|VRU) + Cy — BJSY,
Ry < I(T AVA|VU) — (1 — a)I(Z AVA[VAU) + Co — (1 — B)JS,
Ry+ Ry < I(T AVIVR|U) — al(Z AVAVRU) — (1 — a)I(Z A Vo ViU)
+ O+ Cy— I3,
Ri+ Ry < I(T ANWVa) — I(Z AN Vi V).

Lemma 6.30. We have for every a € [a(()2),a§2)]

A (p,CrC) = U #p.C,C).
By <<t

This is seen immediately using Lemma 6.13.

For Case 3:

Define c
1 2 1
ﬂ( ). § ).

B . C1
N AL SN ATAN

We have ﬁél) < ﬁgl) because I(Z N V1Va) < C1 + Cs.

Lemma 6.31. For Bég) < p < BE?’), let %és)(p, C1,C9) be the set of those real pairs
(R1, R2) satisfying

R < I(T A V1|V2U0> +C1 — BI(Z A V1V2),

Ry < I(T/\ VQ’VlU()) + Cy — (1 — ﬂ)I(Z A\ V1V2),

R+ Ry < min{I(T A V1V2‘U) +C1+ Cy — I(Z A V1V2),
I(T ANViVa) — I(Z AVAVA) ).
Then
AV (p,C1,0) = | 2 .01 0).
B85 <p<pt?

Thus it is sufficient to show the WCONF-achievability of %/(33) (p, C1,Cy) for every B.
For the proof one uses Lemma 6.13.

6.5.2. Coding

Let C1,Co > 0 and let p € ¥y 10, (W). Further let (R1, R2) € Z(p,C1,C2). In Case 1
we then know that thereisa 8 € [B((]l), ,6’51)] such that (R, Rg) € .@él)(p, Cy,Cs), in Case

115



6. The Wiretap MAC

2 we have an o € [o\2,al?] and a 8 € [B%Y, B*Y)] with (Ry, Ry) € «9?((523(2?7 C1,Co).
For Case 3, thereisa 3 € [583), BF’)] with (Ry, Rg) € 9?/(33) (p, C1,C2). Recall the notation

I(ZAD) in Case 1,
I =L al(Z AVRU) + (1 — @)I(Z AViU)  in Case 2,
I(Z N V1 Va) in Case 3.
We set ~ "
RV =Ry A(CL=BIM), R =Ry (Cy—(1—8)JS)
and

R,»=R,-RY  (v=1,2).
Then setting

Ro:=Ry" + R,
we conclude that (Rg, Ry, Rg) IS %&V) (p) in Case v € {1,2,3}. In particular, (Ro, R, Rg)
is WCM-achievable by the wiretap MAC W with common message under the common
randomness bound C; + C;. That means that for any 7, > 0 and for sufficiently large
n, there is an (n,C1 + C2)-codewem (G, ¢) with codelength triple (Ko, K1, K32). The
proof of Theorem 6.10 shows that we may assume that G has the form

Lo

G(x, ylko, k1, k2) = Z Gr(xlko, kv, 1o)Ga(yl ko, k2, lo)
Lo lo=1

for two stochastic matrices él, ég. For L() we have the bounds
1 -
T < Crogly< S+
4~ n
Without loss of generality we may additionally assume that f/((]l) = f/g and I~182) =

f/g*ﬁi are integers. If 0 < 2n < min{f%y cv=0,1,2R, > 0}, the codelength triple
(Ko, K1, K2) may be assumed to satisfy

[R, — 2]+ —logK < [Ry, — )4, (v=0,1,2), (6.71)

and both eWT(G, o, W) as well as I(MoMlMg A Z™) are upper-bounded by e, where
(Mg, My, My) is distributed uniformly on [Ko| x [K1] x [K3] and Z™ is Eve’s corresponding
output random variable. The definitions imply that

1 o
—log KoLo < C1 + Co.
n

We can find K}, f(él), f((g2) such that f(é = f((l)f((z) and K} < Ko and satisfying

(RS — 21 1og K [Ré”’ -+, (6.72)
[Ro — 2n], < = log K}, (6.73)
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Thus one obtains a natural embedding
(&) > (L7 < (12 ] (v=12). (6.74)
We now construct an (n, Cy, C2)-codewconr. Let
K, =K K, (v =1,2).

Thus every k, € [K,] has the form (ay(ky), by (k) with a,(k,) € [KS”] and b,(k,) €
[K,]. We then define a stochastic one-shot Willems conferencing protocol

c:[Ki] = 2(([2°)]), et [Ka] = 2([127]))

which is used to generate both a common message as well as common randomness. Given
a message k, € [K,], Alice, chooses an [, uniformly at random from the set [L((]V)] and
then maps the pair (k,,1,) to (ay(kv),l,), so cv(ky, 1) = (ap(ky), ).

Next we define stochastic encoders G1, G as in required for a codewconr by setting

S =120 ] x (|27 ]
and, using the embedding (6.74),
Gi(xlk. ) = Cr(xl(ar (k). k). b (k). (11, 12))

if 7 = ((a1(k1), lh), (k‘(()Q),lz)) and letting G1(x|k1,j) be arbitrary else; Ga is defined
analogously. For decoding, one takes the decoder ¢ from the codewom (é, v) and lets it
combine the messages it receives into elements of [K;| and [K32]. By (6.71), the numbers
K and Ky satisfy

1
—log K1 > R1 — 3n,
n
1
—log K3 > Ry — 3.
n

Thus depending on the case, every rate pair (Rj, R2) contained in %’él)(p, C4,Cq) or

%((1223(])7 C1,C3) or ‘@,((33) (p, C1,C2) is WCONF-achievable.

6.6. Discussion

6.6.1. Conferencing and Secret Transmission

This subsection is devoted to the comparison of the wiretap MAC without conferencing
nor common randomness and the wiretap MAC if conferencing is allowed. As our focus
is on conferencing, we assume that there is no external source of common randomness,
i.e. that common randomness can only be established by conferencing. We show that
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there exists a wiretap MAC where the only rate pair contained in the region on the left-
hand side of (6.9) which is WCONF-achievable without conferencing is (0,0), whereas
if conferencing is enabled with arbitrarily small Cy,Cs > 0, then the corresponding
WCONF-achievable region contains positive rates. Note that this does not mean that
there are cases where conferencing is necessary to establish secret transmission as we
do not have a converse for €wconr(W,0,0). This restriction limits the use of this
discussion and should be kept in mind.

Our goal is to find multiple access channels W}, and W, such that for every W with
these marginals and p = Py, v, xyrz € ¥(W) (i.e. with constant U, meaning that Vi, V5
are independent) one has

(T ANV V) < I(Z AN VA V). (6.75)

We noted in Remark 6.8 that the left-hand side of (6.9) is WCONF-achievable without
conferencing and it is easy to see that condition (6.75) is an equivalent condition for this
region to equal {(0,0)}. At the same time, there should be a p = Pyxyrz € II(W) for
the same W as above such that

I(TAXY)> I(ZAXY).

This would prove the existence of a rate pair (Rj, Re) with positive components for
sufficiently large C1, Ce > 0.

We recall one concept of comparison for single-sender discrete memoryless channels
(DMCs) introduced by Kérner and Marton [35].

Definition 6.32. A DMC W, : 2" — P(Z) is less noisy than a DMC W, : 2~ —
P(T) if for every Markov chain (U, X, (T, Z)) with Ppx = W, and Py x = W, one has

I(ZANU)>I(TANU).
It was observed by van Dijk [54] that this is nothing but saying that the function
Px — I(ZNX)-I(TNX), Px € 2(Z)

is concave. Now we generalize this to the MAC case to obtain an equivalent condition
for (6.75). We closely follow van Dijk’s proof for the single-sender situation.

Lemma 6.33. (6.75) holds for every Markov chain ((V1,V2),(X,Y),(T,Z)) with inde-
pendent Vi, V2 and X independent of Vo and Y independent of Vi and Ppixy = Wj and
Py xy = We if and only if the function

(Px,Py)— I(ZANXY)—-I1(T NXY), X,Y independent r.v.s on X X ¥

1§ concave in each of its components.

Proof. Let a Markov chain be given as required in the lemma. One has

1(Z AVAVR) — I(T AVAVR) (6.76)
= ((ZAXY) = T AXY)) = (I(Z A XY|ViVa) — [(T A XY |V Va)).
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Now note that the rightmost bracket equals

DD P (v1) Py (v2) (I(Z AXY [V = w1, Vo = vg) — I(T A XY V1 = 01, V3 = 1)),

v V2

so it is clear that the nonnegativity of (6.76) is equivalent to the concavity in each
component of the function from the lemma statement. O

We now define the channels W}, and W, which will provide the desired example. Let
Ny, N3 be i.i.d. random variables uniformly distributed on {0,1}. The input alphabets
are 2" =% ={0,1}. The output alphabet of W}, is GF'(3) and the output alphabet of
We is {—2,...,3}. The outputs ¢ of W}, are given by

t=x+y+ Ny,

those of W, by
z =2z — 2y + Ns.

Let W be any stochastic matrix W : 2" x % — P(T x Z) whose marginals are W}
and W,. The intuition is that in W,, one can exactly determine through the output
whether or not the inputs were equal and if they were unequal, which input was 0 and
which was 1. For W}, however, there are for every output at least two input possibilities,
so it is reasonable that an independent choice of the inputs makes W, better than Wj,.
However, if one may choose the inputs with some correlation, one may choose the inputs
to be equal. Then the output of W, is only noise, whereas one can still extract some
information about the input from Wj,.

As the entries of the corresponding stochastic matrices of both channels are only 1/2 or
0, the conditional output entropy is independent of the input distribution and equals 1.
Further any pair of independent random variables on 2~ and % is given by parameters
q,r € [0,1] such that

PIX@D =0]=¢q, PY"=0]=r
Thus in order to determine whether (6.75) holds, it is enough to consider the function

H(Z@")y — H(T@")) for T4, Z(@") being the outputs of Wy and W,, respectively,
corresponding to the pair (X (@), Y(’”)). One has

fz(a,r) == H(Z@") = —q(1 - r)log(q(1 —r)/2)
—(gr+ (1 =)A= 7)) log((gr + (1 —q)(1 —7))/2)
—(1 —q)rlog((1 —q)r/2)
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and

fr(g,r) = H(T@")

~ e+ (L= )1~ ) log((ar + (1~ )1~ )/2)

(g +a(l =)+ (1~ )r) los((ar +a(1 — 1) + (1 - q)r)/2)

- —n)

2
og((q(1—r) + (L= g)r+ (L—-q)(1-7))/2).
Both entropies are symmetric in ¢ and » and continuous on [0, 1]? and differentiable on

(0,1)2, so by Lemma 6.33 it suffices to find the second derivatives in q of both of them
and to compare.

We have
%’;Z(q, r)=—(1—r)log(g(l —7)/2)
(2 Dlog(gr + (1 — a)(1 - 1)/2)
+rlog((1—q)r/2)
and
%J;T(q, r) = —%(27“ —Dlog((gr+ (1 —q)(1 —7))/2)
5 (=) log((ar +a(1 — 1) + (1 - 4)r)/2)
—i—% log((¢(1=7)+ (1 —-g)r+(1—q)(1-1))/2).
Thus
32fz( T)__l—r_ (2r —1)2 o
a2 T T ar+(1-q)(l-r) 1-gq
and
02 fr - (2r —1)?
R Tpra s gy
B (1—-7)2
2qr+q(L—7r)+ (1 —q)r)
2

20q(1=r)+(1-qr+(1-q)(1-7)
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6.6. Discussion

After some algebra, it turns out that for ¢, € (0,1),

0% fy 02 fr 1—7r qg+2r—gqr
Dq? (¢:7) - q> (¢:7) == 20 q+r—qr
(2r —1)2
2(qr+ (1 —q)(1—r1))
T 2—r—qr
2(1-q) 1-gr

< 0.

Thus fz — fr is concave and (6.75) is true for Wy, We.

Now we show that there exists an input distribution with I(T'A XY) > I(Z A XY).
Of course, X and Y cannot be independent any more in this case. Every probability
distribution $ on {0,1} induces a probability distribution $? on {0,1}? via p?(z,z) =
p(x). Let the pair (X,Y) be distributed according to p?. It is immediate from the
definition of W, that I(Z A XY) = 0. On the other hand, Pr can be described by the
vector (1/2)(1,p(0),p(1)). One sees easily that this is maximized for p(0) = p(1) = 1/2,
resulting in

I(TAXY) = %

As in the proof of Lemma 2.14 we can find a p = Pyxyrz € (W) with Pxy = p*. Note
that I(Z AU) = 0, so secret transmission is possible with arbitrarily small conferencing
capacities C7,Co > 0.

6.6.2. Necessity of Time-Sharing in Random Coding

We show here that doing time-sharing during random coding is necessary in our proof
of Theorem 6.10. This only serves to justify the effort we had to make in coding using
two independent families ¢ and ¢’. We concentrate on Case 0 and 1. We have to show
that it may happen that oz(()l) > 0 or agl) <1l. Let Z =% =9 =2 ={0,1} and let
Wy, We : {0,1}2 — 22({0,1}) be defined by

0.6178 0.3822 0.0729 0.9271

0.0624 0.9376 0.7264 0.2736
Wb = 5 We = 9

0.9350 0.0650 0.3662 0.6338

0.2353 0.7647 0.4643 0.5357

where the output distribution for the input pair (x,y) is given in row number 2z +y + 1
for each matrix. With ¢ = 0.6933 and 7 = 0.3151, let p = p(@ ® p(") € P(Z x #) be
the product measure with the marginals

P9 =(g,1-¢q), p"=(r1-r).
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6. The Wiretap MAC

Note that p € () (1W). One obtains the following entropies:

H(T|XY) ~ 0.5685,
H(T|X) ~ 0.8532,
H(T|Y) ~ 0.6251,

) ~ 0.8866,

|
H(T

Calculating with the above values returns

I(T AXY)=0.3181,
I(T A X|Y) = 0.0566,
I(T AY|X) = 0.2847,

H(Z|XY) ~ 0.7851,

H(Z|X) ~ 0.9952,
H(Z|Y) ~ 0.8442,
H(Z) =~ 0.9999.
I(Z AXY) =0.2147,
I(Z A X|Y) = 0.0590,

I(Z A X) = 0.0047,

) =
) =
I(Z AY|X) = 0.2101,
) =
I(ZAY) = 0.1557.

Thus the conditions (6.2) and (6.3) are satisfied. If Ho < min{I(ZAX|Y),[(ZAY|X)} =
0.0590, then we can only show that %) (p) or Z()(p) is WCM-achievable and might
have to use time-sharing during random coding to do so. In fact, this is necessary as

HZANX|Y)>I(TANX|Y),
whereas
HZANY|X)<I(TAY|X).
(1)

Hence oy’ > 0, but 04(1) = 1. This example was found by a brute-force search using the
computer.
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A. Single-Sender Channels

In this appendix we define notation and collect some results from single-sender single-
receiver information theory. First we define the classic discrete memoryless channel. Let
a stochastic matrix H : &/ — (%) be given which has inputs and output in the finite
alphabets o/ and 4, respectively.

Definition A.1. The Discrete Memoryless Channel (DMC) DMC(H) is the channel
H®" . ™ — P(B"), n=12,...

Definition A.2. A deterministic n-code;g (“1S” for “one-sender”) with alphabets 2
and 7 is a pair of functions

f:L)—= 2" ¢:I"—|[L]
for some positive integers L.

A deterministic n-codeg can alternatively be described as a set

{(a;, Dy) : L € [L]}, (A1)
where a; € /™ and the sets D; are disjoint subsets of %".

Definition A.3. Let H : &/ — Z(%) be a stochastic matrix and let (f,¢) be a
deterministic n-code;s given by a family (A.1). Its DMC-average error is defined as
1
Z Z H®n(DlC’al)a
!
its maximal error is defined as
mlaxH®"(ch|al).

Definition A.4. A nonnegative real number R is called a deterministically achievable
rate for DMC(H ) under the average (mazimal) error criterion if for every A € (0,1) and
e > 0 and n > ng(A, e) there is an deterministic n-code with average (maximal) error at
most A and

1
—logL>R—¢.
n

The maximal achievable rate is called the deterministic capacity of H under the average
(mazimal) error criterion and denoted by €15(H) (¢1s(H)).
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A. Single-Sender Channels

The formulation of the next theorem is due to Shannon [46] a proof can be found e.g.
in [20].

Theorem A.5 (Shannon). For a stochastic matric H : o/ — ZP(B), we have

¢1s(H) = 61s(H) = Hhax I(B N A).
PB|A:H

The mazimum is over pairs of random variables (A, B) with values in o/ x %B. The
distribution of A is unrestricted, but Pg4 must equal H. There exists a strong converse.

Next we consider Arbitrarily Varying Channels (AVCs). An AVC with input alphabet
&/ and output alphabet £ is determined by a set J# of stochastic matrices

Hs: o » P(B), se.J,
the set of transition probabilities is
HE(-| - |s): /™ = P(B"), se€ I, n=12...,

where
n

H®"(blals) = H Hy,,, (bn|am).

m=1
Its AVC-average error is defined as
1
SAVC — ®Xn (e
e (f,p, ) = max + % H="(Djlals),

and a nonnegative real number R is called an achievable rate for the AVC' W under the
average error criterion if for every A € (0,1) and every £ > 0 there is an ng = ng(A,€)
such that for every n > ng there is a deterministic n-codeis with éAVE(f, o, #) < X and

1
—logL>R—c¢.
n

The maximum of the set of achievable rates for the AVC J# exists and is called its
deterministic capacity and denoted by € v (). The deterministic coding theorem for
the AVC 57 exhibits a dichotomy analogous to that claimed in Theorem 5.8 and also
depending on whether or not 7 is symmetrizable.

Definition A.6. The AVC J7 is called symmetrizable if there is a stochastic matrix
o:9 — P() such that for every b € B and a,d’ € &

Z H(bla|s)o(s|a’) = Z H(bld'|s)o(s]a).

.y, —AVC . .. . . .
Theorem A.7 (Csiszér, Narayan). & v (H) is positive if and only if F is not sym-
metrizable. If F is symmetrizable, then every code with at least two codewords incurs
an average error at least 1/4.
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B. Two Proofs

Proof of Lemma 6.13. The direction “C” in (6.11) is obvious. For the other direction,
let (Ro, R1, R2) € #. We may assume that for some 0 < 8 < 1,

Ri=r — ﬁ(alal + (1 — al)bl) — (1 — ,3)(0&0@1 + (1 — ao)bl)
=71 — (Bar + (1 = B)ag)ar — (B(1 — 1) + (1 = B)(1 — ao))bs

because the claim is obvious for R; < r1—aja; —(1—aq)b;. We show that (Ro, R1, R2) €
HBar+(1—B)ap- The Rj-bound is satisfied due to our assumption. Further due to the
bound on R; + Ro,

Ry
<rg—c—r1+ (Bar+ (1 - Blag)ar + (B(1 —a1) + (1 = B)(1 — ap))b1
<712 — (Bar + (1 = B)ag)ag — (B(1 — a1) + (1 = B)(1 — ag))ba,

so Ry also satisfies the necessary upper bound. The sum constraints are independent of
«. Hence all upper bounds in the definition of 3., (1-g)q, are satisfied, and Lemma
6.13 is proved. O

Proof of Lemma 6.15. For a € [ag, aq], the set J, is contained in the convex hull of
Hoy U Ha,. Thus we only have to prove that 2 = conv(#,, U #,,). Without loss of
generality we assume that b > a.

We first prove conv(. %y, U #,,) C . Let (Ro, R1, R2) € conv(#a, U 4y, ). Using

the convexity of J#,, and .#,, we infer that there is a (Réo),Rgo), Rgo)) € Ko, and a
(R[()l),Rgl),Rgl)) € gy, and a (8 € [0, 1] such that
(Ro, B, Bo) = B(RE, R, BY) + (1 - B) (B R, RYY).

One sees immediately that (Rp, R1, R2) satisfies the bounds (6.16)-(6.18) and (6.20). It is
sufficient to check that (6.19) is satisfied by the triples (R(()O), REO), Rgo)) and
(R(()l), Rgl), Rél)). For (Réo), Rgo), Rgo)) we assume that

R{” = &(r1 — aga)

for some & € [0,1]. After some calculations this yields

bRgO) + aRgo) (b—a)ri+arig—ab— (1 —=&)(b—a)(r1 — apa)

<
< (b—a)ri + ariz — ab.
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B. Two Proofs

One proceeds analogously for (Rél), Rgl), Rgl) ).

Next we have to check that & C conv(J#,, U %, ). It is sufficient to check whether
those points (Ro, R1, R2) are contained in conv(.#,, U %5, ) that satisfy both (6.19) and
one of (6.16)-(6.18) with equality. So assume that

bRy + aRy = r12a +11(b — a) — ab. (B.1)
First we also assume that
Ry + Ry =119 — apa — (1 — Oq)b.

Then
RQ =T12 — Qpa — (1 — Oél)b — R1

and using (B.1) we obtain

a1b — apa
Rlzrlangrlfala.
b—a
For Ry this gives
a1b — apa

Ry=ri2—m — <Oéo+
b—a

)a—(l—al)bgrg—(l—al)b,

SO (Rl,Rg) S %1.
Now we assume
Ry =7r1 — apa.

Then inserting this in (B.1) one obtains
R2 S ro — (1 — Cm)b,

50 (R1, R2) € Ay, .
Finally for
R2 =T9 — (1 — Oél)b

we obtain
Ry <r —ama,

so (R1, R2) € A4y, . This proves the lemma. O
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